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ABSTRACT

In this booming technology world, the payment is no longer just use cash or cards. There is a more
advanced way to pay the bill now — the online payment. It is very convenient, just a tap then the
payment is done. However when it comes to payment, users are very aware of the security. People
are very cautious on their privacy including their data. This project is to design a security protocol
in NFC payment application system. The use NFC payment system is getting popular. Since it is
famous nowadays, the attacker will try to exploit its weaknesses. This information during
transaction is very important as it contains the private data of the user wallet details. After that the
attackers may crack the transaction details and make the victims to lose money. Thus, it is
important to make the NFC transaction safe. Since NFC itself does not provide a secure encryption.
The job is depends on the programmer to design a safe protocol. In order to make the transaction

not easy to crack. This project aims to solve the problem of eavesdropping during the transaction.
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Chapter 1 Introduction

1.1 Project Inspiration

In this era of technology, people are starting to use the cashless payment. It is very common
nowadays because it is very convenient. Some of the examples are credit card, debit card, Near
Field Communication (NFC) payment, paypal, touch and go, wechat pay, cryptocurrency and so
on. According to Indiatoday In website, there are some countries that have almost gone cashless.
For examples, Sweden, Norway, Denmark, Belgium, France, United Kingdom and many more.
There is an interesting fact in Sweden: you can see even the homeless magazine vendors are

accepting cards and mobile payments.

However, in Malaysia we are still using the old way of making payment. Thus, the aim of project
is to introduce a new way for people to pay the bill with a more secure way. Cashless payment
make life much easier since you just need to bring your phone instead of the heavy wallet. In fact
you can prevent your wallet to get stolen by the thief as there is no reason to bring the wallet.
Although they can steal your phone but all this phone have the authentication. Without this, the

thief cannot transfer that money.

There are several payment apps started to get famous in Malaysia. For example, FavePay. However
FavePay make the payment by scanning QR code, it is same as the wechat pay. In this project,
NFC is chosen to make the payment because this useful technology is so less familiar with the

crowd. Thus, the potential of the NFC technology is hoped to fully utilize in the app.
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1.2 Project Background

In this project, a secure NFC payment protocol is design. First of all, what is NFC? NFC
technology enable the devices to communication by using a short-range wireless connectivity
standard that uses magnetic field induction. However, this communication can be established only
when the devices are within a small range for about 10 cm (Rouse, 2007). Therefore, NFC
technology can use to perform many functions such as contactless payment, information sharing

and smart poster.

There are many advantage of using NFC. First of all, NFC is very convenient. User just need to
use their phone and then move the mobile near the NFC tag then the payment is done. This payment
is instant. The process of NFC payment is easy and simple to use even the elder can use it. Next,
versatility is another advantage of using NFC. The reason is we can use NFC everywhere. It covers
a lot of industries and services. We can use NFC payment in shopping center, buying ticket in

cinema, purchase train ticket and many more.

However, nothing is prefect. Indeed there are some security problems in NFC technology. In
section 1.2, we will discuss all the problems in NFC technology. With these vulnerabilities of NFC,
a strong and secure NFC transfer protocol is needed to make the transaction safer. It is very
important because the NFC is getting popular and more people are using it. Furthermore, during
the transaction the NFC will transfer some sensitive and private data and we do not want the
attacker to gain unauthorized access to these data. Thus we need to ensure that these data is well-

protected.
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1.3 Problem statements
Below are some problems in NFC technology (Nelson et al., 2013):

e Eavesdropping

Eavesdropping is a process that describe the attacker to sniff the sensitive information during
the communication. NFC technology does not offered protection against eavesdropping. Attacker
can easily get the private data if the application do not encrypt the information. Thus, it is a must

for the developer to implement the encryption method as NFC lacks of the default encryption.
e Man in the Middle

In man in the middle, the attacker will intercept or if possible will modify the information
between two parties. But it is difficult because the information is encrypted by the application.
Another problem is the communication can only occurred when both devices are close to each

other less than 10 cm.

e Relay Attacks

This attack happens when the attacker relays a message from the victim to the reader of the
message. In order make this attack happen, the attacker much get close to the victim. To start the
attack, the attacker needs a NFC system sent the message with the victim. This NFC system need
to connect to another NFC system via Bluetooth, wireless LAN or internet. The second NFC

system is used to get the message from the victim.
e Data Corruption

It happens when the attacker jams the NFC transmitter with radio pulses at 13.56 Mhz and with
a correct timing. However, this will cause the data to destroy and this is not the attackers want.

They want to get the data not destroy it. So, this situation is rarely happened.
e Data Modification and Insertion

The attacker captures the exchange data. Then, these captured data will be modified by attacker.

This attack is hard to implement as the attacker and the valid source must transmit the waveform
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simultaneously to the NFC device. Same as data corruption, a correct timing is needed in order to

make this attack successful.
1.4 Project Objectives
To allow the sure to make payment by using NFC

This is the main focus of this app. The main objective of this app is that user can make payment
by using NFC in this app. This can be achieved easily by learning the NFC structure and how it is

use to transfer message.
To enhance the security of the system
e Toencrypt the data before transaction

Since this is a payment app, thus the security of the payment is really important, especially the
transaction message during the transaction. It is because the attacker might get the message

and use it to create the fake transaction to trick the victim.

e To prompt user to enter PIN when making payment

This step is very important to ensure that the user is authentic and real user to make the payment.

This is also one of the common feature that many system use.

e To show the payee information to the payer before the transaction starts

The feature is also very important to prevent the attacker to make a false transaction to fool the
victim. Since all the payee information is show on the payer side, thus the payer can manually

identify the real payee. As a result, it can prevent the man-in-the-middle attack.
To allow the user to check back the previous transaction history

This is very important as user might want to check back the previous transaction record sometime.

Thus, it is necessary to have a history page.
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1.5 Project Scope

At the end of the project | would like to develop a secured NFC phone-based payment application.
This app can be only use in face to face transaction. For example, buying the groceries in
supermarket. This happen because the limitation of NFC. NFC can only works when two NFC
devices are in very close range. This system can be used in UTAR cafeteria as it is convenient.
With this cashless payment system, students are not required to bring their real money to university.
Besides that the payment process is faster as the change process is excluded.

Below are some functionality in my system:
e User can choose the encryption type during transaction.

A list of encryption type is displayed to let the user to choose which encryption type they

preferred.

e Create account

User can register an account and login to use the system.
e User can manage their account

User can check the balance in the mobile app. User can also send the balance to his or her

family and friend.

e Check transaction record.

User can check the details of previous transaction record.
e A transaction PIN is needed before the transaction.

User is requested to key in the transaction PIN before transactions. It is a safety measure. This

is to ensure that the owner is using the app.

In my project, in hardware aspect, two NFC phones are needed. One act as the sender and

another one act as the receiver. On the other hand in software aspect, Android studio is chosen as
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the system is in android platform. Next, firebase is selected as the database of the mobile

application.

1.6 Project Impact and Contribution

With this system, user is able to use the cashless payment which mean he or she does not need to
bring the money when going out. It is convenient and this system enhance the payment experience.
It is because the payment process is faster and the change process is eliminated. Besides that, the
payment is easy and simple to use. Just use the phone and tap the NFC tag, the transaction is
complete. Furthermore, the app itself provide different encryption type to encode the transaction

information. This make the transaction process safer.
1.7 Chapter summary

Cashless payment seems to be the new trend to pay the bill in the near future. Thus, I hope that
this app can help people to make payment safely. This app have several features that can help user.
The selectable secure protocol to ensure the transaction is safe. Transaction history to let user recall

on what is the spending and many more useful functions.

Bachelor of Computer Science (Hons)
Faculty of Information and Communication Technology (Perak Campus), UTAR 6



Chapter 2 Literature Reviews

Below are some papers about different type of NFC payment system:

In the research paper “Offline NFC Payments with Electronic Vouchers”, the authors had
introduced a way to use offline NFC by using electronic vouchers. Figure 1 shows the steps in

NFC transaction:

Issuer

l eVoucher push service

Clearance

&

ﬁ K}
B

Payment > A

G G)

NFC
&)
Q) 5
hat = ®
Affiliate aenef,c,a,yw Beneficiary

Transfer

Figure 2.1 The eVoucher system

1) Issuer sends eVoucher by using SMS.

2) eVouchers can be transferred by using NFC.

3) Use NFC to make payment.

4) Clearance of eVoucher between issuer and affiliate.

5) Usesr can check their eVouchers details.

Here is how the system work in order to get eVouchers though SMS: First of all the NFC voucher
software is installed in the beneficiary side. This software contains MIDlet2 and JavaCard Applet.

MIDlet2 will run on the phone OS while JavaCard will run on a hardware called Secure
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Element (SE). All the data will be stored in SE as SE has limited access for unauthentic user. Thus,
the sensitive data is secured in SE. After successfully installed, a protocol is run with Issuer. Next,
the ID and public key of the beneficiary are registered by the issuer. Then, issuer can generate
eVoucher by creating signatures and send the eVoucher by using SMS. The encrypted eVoucher
is decrypted in MIDlet. This eVoucher contains many information such as serial number,

expiration data, money amount, status byte and RSA signature.

Figure 2 shows the phone-to- phone protocol:

Sender Recipient

J

Figure 2.1: phone-to- phone protocol

1) MiDlet is fired up to select the transfer voucher. The amount is selected.
2) MIDlet calls the transfer applet to transfer the money.
3) The selected applet in SE communicate with the receiver’s SE to select the transfer applet.

4) The receiver’s SE generates a random challenge C and send back to sender.
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5) In sender side, it verify certificate info and generate R1 and R2 by the formula in diagram
above. R1 and R2 is sent to receiver’s SE.

6) In receiver side, R1 is decrypted into K1. K2 and R3 is generated based on the formula in
diagram above. R3 is sent to sender’s SE.

7) MAC is checked. Next, the vouchers is marked as dirty. M1 is generated based on the
formula in diagram above and sent to receiver’s SE.

8) ML is decrypted and the eVoucher is stored and verified. M2 M1 is generated based on the
formula in diagram above and sent to sender’s SE.

9) MAC is checked and the eVouchers is deleted.

10) On recipient SE, the MIDlet is selected when there is the new voucher.

The first strength of this system is this is an offline system. It allows user to offline transfer money.
Since the system is offline, these eVouchers are transferred by using SMS. However this may
cause some problems. It is because there is no main server to control all the transaction that
happened. Thus, the system is vulnerable as the attacker may makes the fake eVVouchers and cheats
the system. Therefore, the eVouchers issuer should make the eVouchers hard to imitate. The same
thing goes to the digital value too. At the same time, the digital value may be lost during the

transaction. This system can prevent this two problems from happening.

In this research, the authors discuss some limitation on this system. First of all, SE cannot store
many eVouchers without control. 20 eVouchers store in the system use up 30KB of memory. The
size of 1 eVoucher is 148 bytes. Based on the experiment phone, it can only store up to 262
eVoucher. Next limitation is about the application protocol data unit size (APDU). The maximum
APDU size is 256 bytes, any transaction message more than the maximum APDU size will be

segmented and the status will change to pending. It will slow down the transaction.

The limitation is no longer a problem for this system. It is because this research is conducted in
2009 and the phone nowadays is more advance, the memory is much larger compare to the

experiment phone in 2009.

In the paper “An Unlinkable Anonymous Payment Scheme Base OnNear Field Communication”,

the authors proposed a system that consist of 4 phases:
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1) Registration phase: The system will generate all the necessary parameters like the public
key of the user and bank’s share key.

2) Anonymous virtual bank account generation phase: A user uses an anonymous account to
make the payment from his bank.

3) Anonymous transaction account generation phase: The virtual bank account ID is took by
the user to the Trusted Service Manager (TSM) to generate a transaction account.

4) Virtual credit card generation phase: A temporary virtual credit card is given to user from
TSM and it is stored in SE.

First strength of this system is confidentiality of the data. All the transaction message is encrypted
with asymmetric keys. Therefore, the attacker is unable to access the encrypted information.
Second strength is the data anonymity. By using this system, only the bank knows the user’s real

identity while the merchants don’t.

According to Lee et al., this system is vulnerable to DoS attack. Dos attack is an attack to make
the server unavailable to user. At anonymous transaction account generation phase, TSM is
vulnerable to be attacked. It is because the TSM will always accept the incoming message without
checking the User-issued ID. Next weakness is the symmetric key may leak to user. This problem
caused by the user stores some sensitive data. After that, this system also does some duplicate
work by generating unnecessary anonymous transaction account. This make the transaction

process inconvenient and inefficient.

However, these limitations and weaknesses are resolved by Lee at al. in the research paper named
“An Enhanced Unlinkable Anonymous Payment Scheme Based on Near Field Commnication”.
The DoS attack is solved by adding a verification function in the virtual credit card generation

phase. For the leakage problem, some of the procedures in the scheme are eliminated.
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Based on the research paper “Near-Field Communication-Based Secure Mobile Payment Service”,
the authors suggested a NFC-enable mobile payment system. Figure 2.3.1 below shows the overall

idea of the payment system.

Mobile Phone Kiosk/Point-Of-Sale
With Retail Store Assistant
Mobile Payment (on a Local Machine)
Module \ ul o
3 T urchase Module
L 4 T
Sluh‘ s’
> : NFC |*—_ Info.
Microchip 10 Pam l
(e.g., MiFare) -~ eng Ing,
=~ Augy, 0.
Orie, NFC 10 |«
N n Toy ~atip, IS Payment Forwarder
Smart-Card Microchip Okgp 1 I
(with public/private keys) =l T Log Transaction
| with Authorization

| Token

Transaction I L
(Payment  Transaction
Authorization Info., Processing Merchant

Token Authorization Resuit Backend
" I i
Validator Token) | Services
ATM Internet Certificate $ 1
Banking Banking Store AN 1
' N I

|

Adaptive Bank Integration | hY
|
|

Mobile Banking

Platform

Banking Services

1 N =
u (Acquiring Bank)

Core Banking
Processor (Issuing Bank)

Figure 2.3: The overall NFC-enable mobile payment system
In this system, there is 3 important secure transaction protocols that make the transaction safe.

1) Payment Authorization Token. The phone will generate an authorization token to start the
transaction.
2) Detail Communication Protocol. The token has been processed by several procedures.

3) Key Management. The function is to manage the public key and private key.

One of the advantage of this system has a more flexible payment. It is due to the phone
only issued authorization token. Thus the merchant do not need to store the secret key pre-
distributed to communicate to the NFC chips. Moreover this system supports remote

transaction. It can use by those who use online shopping but want to make the payment by
NFC phone.
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Type of NFC Strength Weakness
payment
Offline NFC e Offline payment e The phone cannot
Payments with system. store the eVoucher
Electronic Vouchers e eVoucher cannot without control.
be mimic. e The maximum size
of APDU size is
256 bytes.
An Unlinkable e The data is e Vulnerable to DoS
Anonymous confidential. attack.
Payment Scheme e Thedatais e Symmetic key
based on near field anonymised. leakage problem.
communication
Near-Field e Flexible payment. | Cannot be identified
Communication- e Support remote
Based Secure transaction.
Mobile Payment
Service

Table 2.1: Comparison table between different types of NFC payment
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Below are some study on the existing system:

In the paper “A Comprehensive Study of Google Wallet as an NFC Application”, the authors had
discussed about the Google Wallet. According to the authors, they claimed that the Google Wallet
application is based on card emulation NFC mode which mean the NFC phone becomes a
contactless card to a payment terminal or reader. The debit cards, credit card, gift cards and loyalty
point is stored in the phone. This make it become a virtual wallet. The launch of cloud-based
version also provide extended support from credit card and debit card companies. This system also

be accessed from any electronic devices as long as it is compatible.

The payment process by using Google Wallet is simple. First, user need to open the app. If the
user did not enter the Personal Identification Number (PIN) recently, he or she is requested to do
so. After that, user need to place the phone near the NFC reader. At this moment, the payment
credentials will be transfer to the merchant side. Merchant will get a confirmation and a receipt
will be printed. On the other hand, user will also get a confirmation on his or her phone.

There are several security measures that Google Wallet use. First, the transmitter chip not on when
this phone screen is off. This is use to avoid the scanning of bypass attacker. Next, user need to
enter a 4-digit Personal Identification Number to view and use the card. Besides that, User can
disable their account when their phone is lost. By doing so, your Google Wallet account will be
cancel and prevent the unauthorized spending. The linking debit card or credit card will be masked

for security purpose.

There are some weakness on this Google Wallet. One of them is Google Wallet is vulnerable to
an attack named ‘fuzzing’. This attack will cause the application to damage the data and find the
vulnerability. After that, the attacker can inject a crafted NFC tags and monitor the result. For the
user who root their phone, the attacker can get the hashed PIN and crack it using brute force. This
happen because the PIN is stored in the mobile device itself not in the Secure Element. Furthermore,
in NFC payment application perspective, the application is vulnerable to eavesdropping, data

modification and data insertion.
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The second existing example is Apple Pay. Chen (2016) the author of “Information Security of

Apple Pay” had discussed about Apple Pay.

Apple Pay is used in any IOS devices including apple watch and it enables the user to make
payment using NFC. The idea of create Apple Pay is to change the way of people shopping. Apple
uses two techniques in Apple Pay. One is NFC and another one is Touch ID. Touch ID is actually
a new biometric fingerprint authentication technology as everyone has a different fingerprint. New
Apple Pay user needs to add their credit or debit card first. European Union Agency for Network
and Information Security (December 2016) had demonstrated how this process works in the paper

called “Security of Mobile Payments and Digital Wallets”.

User Device Apple Servers Bank Payment Network

| |
| |
| |
| |
| i |
Card data is loaded |
into the device ’ |
|
|
| .
The phone sends the
card information to -
Apple servers, using SSL ~

|
Y === Apple encrypts the data —— The bank evaluates whether

with the payment network —» —ithe card is legit. If so, creates
Key and sends it to the bank a token for the card

VISA @

- e - | The DAN number which is
| sent 1o Apple and in tum to
the device

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

.
-
. e B

| The DAN number and
cryptogram are stored in
Apple Wallet ready to be
used

'
|
|
|
|
|
|
|
|
1
|
I
|

Figure 2.4: Apple Pay Card Enrolment Process

Figure above show Apple Pay Card Enrolment Process. First user need to key in or take a picture
of the card. Then the information will send to the Apple server, using SSL. Next, the bank will
receive the information from Apple server and start to evaluate the information. If the card is
accepted, a token will be created by Token Service Provider. A Device Account Number (DAN)
will be send to Apple server and then to the device.
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Figure 2.5: Apple Pay Payment Process

Figure above shows Apple Pay Payment Process. In order to start the transaction, user need to
place the phone close to the NFC terminal. A PIN or Touch ID verification is required. Next, the
acquirer will get the information from merchant. Acquirer receives the DAN number. Furthermore,
the payment network will identify the DAN and send it to Token Service Provider. Finally the
issuer will accept or cancel the transaction and send the notification to acquirer and then to

merchant.

Apple pay uses several measures in data protection. First and foremost, Apple Pay use tokenization.
This means that the real primary account number and the card verification are never used. This
step is to reduce the exposure of the real private data. Besides that, Apple Pay also leverage the
Secure Element. Secure Element is a chip embedded inside the Apple device. It is secure because

it is temper-resistant.

The first advantage if using Apple pay is the sensitive data is stored in the database in a secure
cloud. It also uses tokenization to reduce the exposure of sensitive data. Next, Apple Pay
implements Apple ID to ensure that it is a authorized transaction. Furthermore, Apple Pay limits

the use of security key.
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Next, Samsung Pay. In the paper “Security of Mobile Payments and Digital Wallets” by European
Union Agency for Network and Information Security (December 2016) had discussed about

Samsung Pay.

Samsung Pay is developed by Samsung. Samsung Pay uses NFC technology to make payment.
Besides that Samsung Pay also implement the Magnetic Secure Transmission to make the
transaction. By doing so, Samsung Pay will emulates a magnetic card stripe reader. This
technology provides the user another choice to make payment not only to use the new technology

— NFC but the old fashion way — traditional magnetic stripe terminal.

User Merchant Acquirer Payment Network Issuer

I | denies the transaction

| The transaction outcome |

is sent to the acquirer and

in trn to the merchant's
terminal

| | I
| | |
i | | |
| | | |
| | | |
1 | | | |
| Wi | I
I Card data is loaded I |
into the SE and
| sent 1o the reader | |
| via NFC or MST I |
2 | The merchant receives [ |
| | the token, transaction number I |
(ATC) and a dynamic > B
| ! cryptogram, whichis . I |
| | sent to the acquirer he acquirer sends the I |
information to the The token is mapped to
3 | | | payment network to —> VISA :; —4—— the real PAN and
1 | | be authorised [ | sent to the issuer
| | | | |
| | | | |
| | | I |
4, | | |
| | | |
| | | |
4 Depending on the
| ! R I | customer balance/credit,
5 | | =) | | the issuer authorises or
| | |
| | |
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Figure 2.6: Samsung Payment Process

Figure above shows the Samsung Payment Process. As usual, user need to place their phone close
to the NFC reader or magnetic stripe POS. After that Samsung Pay will start the payment process.
3 pieces of information will be generated, a token, a transaction counter and a cryptogram. After
that, merchant side will receive the information and forward the message to acquirer. Acquirer will

check the appropriate payment network and send the information to it. The
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token will be identified by TSP and retrieve the real primary account number. The issuer

will decide whether the transaction is successful or not.

There are some strength in Samsung Pay. First one is the tokenization is used. It is
mentioned before the user details will be protected because the real information does
not leak. Second, it can be used in the store that does not support NFC payment.
Because Samsung Pay also uses Magnetic Secure Transmission.

Salvador (2016) in his paper “Samsung Pay: Tokenized Numbers, Flaws and Issues”
suggested that one threat faced by Samsung Pay user. The credit or debit card in the
database is encrypted. However, it is easy to decrypt it with the static passwords in code.
Next, although the tokens cannot be reuse but the attackers can guess the last 3 digits
of next token. This can be done by analyze the tokens and use the brute force attack or

tokens’ dictionary attack.
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stored in the database
in a secure cloud.
Use tokenization.
Limit the use of

security key.

Type of NFC Strength Weakness

payment

application

Google Wallet Transmitter chip will e Vulnerable to
not turn on when this ‘fuzzing’ attack.
phone screen is off. e Hashed PIN can be
PIN is needed to view cracked using brute
and use the card. force.
User can disable their e Vulnerable to
account when their eavesdropping, data
phone is lost. modification and data
The linking debit card insertion.
or credit card will be
masked.

Apple Pay Sensitive data is Cannot be identified

Samsung Pay

Tokenization is used.
Can be used in the
store that does not

support NFC payment

Easy to decrypt it with
the static passwords in
code.

Vulnerable to brute
force attack or tokens’

dictionary attack.

Table 2.2: Comparison table between different types of NFC payment
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Chapter 3 System Methodology

3.1 Chapter Overview

In this chapter, the methodology and technology for this project will be covered and
discussed. Each and every steps of the system methodology will be clearly explained.
Next, a planned Gantt chart is created to make sure that the project will be finished on
time. Last but not least, some system analysis and UML diagram will be also covered

in this chapter.

3.2 Software Methodology

The software development life cycle (SDLC) is a conceptual model, used in project
management, to describe the stages and tasks involve in each step of a project to write
and deploy software. (Margaret Rouse, 2015). In general, SDLC consists of 6 stages
that is planning, analysis, design, implementation, testing and deployment. There are
many SDLC models that can be choose when develop the software. Rapid Application
Development (RAD) model is chosen in this project. It is because this model is designed

to suit the system to be produced in a short span of time.

Diagram below shows the RAD diagram for NFC Pay:

Specify — Design

Develop Evaluate wmjp Implement

Figure 3: RAD model

Figure 3.1 RAD diagram for NFC Pay

Specify

In this phase, a research is conducted at first. The problem of the current payment
system is examined by reading the research papers and interviewing the people. It is

because a strong understanding is needed in order to create a solution for the problem.
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At the same time, a study to evaluate the existing system in the market is needed. This
is to give an insight of what really happening in the existing world. Next, the result of
the research needed to be analyzed and a better solution need to be proposed to solve
the problem. The system requirement shall be listed down. Besides that, in order to
build a successful application, the existing technologies and skills to develop the system

needed to be study.
Design

In this design phase, it turns the software specification into a design plan. The layout of
the app is designed. This is very important to have a user friendly interface. Next, the
system architecture is also decided. The programming language and the database are

selected. Last but not least, the flow of the system needs to be clearly designed.
Develop

During this develop phase, all the requirements will turns into the code. Furthermore,
the system will connect to database. Each module that produced will be reviewed by
advisor. This is very important to ensure that the module that develop is correct and the

development process is on right track.
Evaluate

After a module is developed, then this module will be tested and evaluated. This is to
make sure that the module has no error or bug. Then, it will proceed to develop the next
module and evaluate again. This cycle will stop until all the modules is completed. Next,
an overall test will be conducted to ensure the system can work as a whole without any

bugs or errors.
Implement

Implement is the last phase of this model. In this phase, the whole system is
implemented. A documentation or manual of the system is created. Besides, the
maintenance and version upgrade show be carried out in the future in order the keep

the user active.
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3.3 Project Timeline

In this phase, the project timeline is planned. Below is the timeline for this project.

NFC Pay Timeline DURATION (days]

DESCRIPTION
Sectionl - Planning
Select Title
Define Objective & Scope
Schedule & Budget Planning
Section 2 - Analysis
Research for Existing System
Fact Finding
Summary
Preparation &Submision of
Proposal Report
Section 3 - Design
Conceptual Design
Logical Design
General Work Proceudre Design
Database Design
Interface Design
Flow Chart
Section 4 - Implementation
Dewvelop Prototype
Testing
Debug and Evaluation
Refinement

Figure 3.2 Project Timeline for NFC Pay

DURATION (days) 22/09/17

Section1 - Planning —-—
13 Select Title [ ]

& Define Objective & Scope
3 Schedule & Budget Planning
Section 2 - Analysis

Research for Existing System

Fact Finding

Summary

Preparation &submision of Proposal Report
22 Section 3 - Design
45 Conceptual Design
5 Logical Design
4 General Work Proceudre Design
5 Database Design
4 Interface Design
4 Flow Chart
19 Section 4 - Implementation
39 Develop Prototype
24 Testing
7 Debug and Evaluation

3 Refinement

Figure 3.3 Gantt chart for NFC Pay
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START DATE

16/10/17
16/10/17
21/10/17
25/10/17
30/10/17
30/10/17
15/11/17
30/1117

03/12/17

15/05/18
15/05/18
21/05/18
26/05/18
01/06/18
06/06/18
11/06/18
01/07/18
01/07/18
26/07/18
04/08/18
07/08/18

31/12/17 19/02/18

END DATE

29/1017
20/10/17
24/10/17
29/10/17
25012117
15/11/17
3o/11N7
03/12/17

25012117

30/06/18
20/05/18
25/05/18
31/05/18
05/06/18
10/06/18
30/06/18
10/08/18
25/07/18
03/08/18
07/08/18
10/08/18

10/04/18

13
4
3
4

55
15

19/07/18
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This project consists of two part that is FYP1 and FYP2. It takes 2 semester to finish it.
The duration time has a gap is because this two subject did not took in consecutive
semester. From 16/10/2017 to 25/12/2017 is mainly the planning and analysis phase.
Afterwards start from 15/05/2018, the project is started to code, implement and test.
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3.4 System analysis

Functional Requirements

User Registration Module

e The system shall only accept the email registration from user.

e The system shall only accept the password with at least 6 digits length.

e The system shall allow unique email registration.

e The system shall allow the user to input the unique username.

e The system shall allow the user to choose the encryption method to use.

e The system shall allow the user to set the PIN during the transaction.

e The system shall ensure that two same PIN is entered.

e The system shall store the user information into the database after the

successful registration.

Login Module

e The system shall allow the user to key in the email and password.

e The system shall validate the username and password.

e The system shall redirect user to main menu after the successful login.

Forget Password Module

e The system shall let user to retrieve the password.
e The system shall validate whether the email entered is in database.

e The system shall send an email to allow user to reset password.

Pay Module
e The system shall allow user to pay money.
e The system shall check whether the device is turned on NFC.
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e The system shall authenticate the user by key in the PIN.

e The system shall able to display an alert box to show the transaction details
after the device receive the information form another device.

e The system shall allow the user to accept or reject the transaction.

e The system shall notify the user when the balance is lower than the amount to
be paid.

e The system shall notify the user when the transaction is completed.

Receive Module

e The system shall let user to receive money.

e The system shall allow the user to key in the payer details, like payer
username, amount and comment.

e The system shall allow the user to choose the username from the favourite list.

e The system shall notify the user when the transaction is completed.

Change PIN Module

e The system shall allow user to change pin.

e The system shall authenticate the user by key in the PIN.

e The system shall let user to key in the new PIN twice.

e The system shall check the two PIN whether these two match or not.

e The system shall update the new PIN to database when two pin is matched.

Change Encryption Module

e The system shall allow user to change encryption method.
e The system shall authenticate the user by key in the PIN.
e The system shall let user to choose the encryption method to use in a list.

e The system shall update the new encryption method to the database.
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Manage Favourite List Module

e The system shall allow user to manage the favourite list.

e The system shall allow the user to add the favourite username into the list.

e The system shall allow the user to delete the favourite username into the list.

e The system shall update the new list to the database.

History Module

e The system shall let user to check the previous transaction record.

e The system shall let user to have a detail receipt when tap on a specific

transaction record.

e The system shall let user to search the transaction record within certain time

range.

e The system shall let user to see a pie chart to show the overall money receive

and spend within a certain time range.

Non Functional Requirements
Interface

e The user interface shall be user friendly.

e The system shall allow user to navigate easily throughout the system.

e The Graphic User Interface shall be attractive to user.

e The font size shall be big enough to let user see easily.

Performance

e The transaction speed shall be as less than 3 seconds.

e The system shall be able be available 24/7 for every day.

Operational
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e The system shall operate in android phones.

Security

e The system shall authentic authorized user to login.
e The system shall prompt the user PIN when user want to make transaction.

e The system shall encrypt all the transaction message.

Usability

e The system shall easy to use.

Reliability

e The system shall provide real data without any error.
e The system shall correctly calculate the transaction amount and balance during

transaction.
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3.5 Hardware and Software Requirement
Hardware:

Below is the laptop specifications to develop the system:

Model Lenovo Y50
Operating System Windows 7 Professional
Memory(RAM) 8.00GB
Processor Intel® Core™ i7-4710HQ CPU @
2.50GHz 2.50GHz

Below is the phone specifications to test the system:

Model Lenovo A7010a48
Operating System Android 5.1
Memory(RAM) 3.00GB
Processor MediaTek MT6753 (8 core 1.3Ghz)

Software:
> Android Studio

It serves as the main IDE for me to develop my system. It is a well-known

software that provide a lot of features for me to develop my software.
> Firebase

It serves as the database of this project. It is very useful as it do not need to set up

a virtual server in the computer.
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3.6 Use Case Diagram

NFC Pay System

Make
Bayment “==include==

4" Receive
Normal Use

Merchant User

=<include=> ™, -
wfllanage Favourite
List

Figure 3.4 Use Case Diagram

The diagram above is the use case diagram of NFC Pay. It shoes the actions that user
can do in this app. This app consists of two user, one is normal user and another one is
merchant user. Normal user can perform many actions such as register account, login
account, make payment like pay money and receive money, check history transaction
record, change setting like change encryption method, change pin and manage favourite
list. On the other hand, merchant user had some restrictions, since it can only register,

login, receive money, check history and change pin.
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3.7 Activity Diagram

Activity Diagram For Login

"

Enter email and
password

Tap confirm button <€

l [Invalid email and password]
Display error

message
[Valid email and password] l

Redirect to main
menu

Figure 3.5 Activity diagram for login

This diagram show the whole process of login. First the user need to enter the email
and password in the respective field. Next user needs to tap the confirm button to
process. These data will be verify at the server side. If the email and password is valid

then this user is successful login and redirect to main menu, else the system will display
an error message to show that the login is failed.
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Activity Diagram For Register

—»| Enter a usemame |

| [Username is not unique] B
- Toast a message to
3 3 ask user to choose
Key in the email and u . . another username
password [ serm.ame is unique] L )
i Key in a pin

Check for the valid [ |
email format p '
g ~ ] Repeat the pin |
Display an ermor

[Valid] [Invalid] message

L - 1 [Different pin is entered] | Toast a message 1o ]

Check the password ask user to choose
length | [Same pin is entered twice] | another username |

[Greater than 6] [Less than 6] Select the encryption |
method |

L ' (‘)

Figure 3.6 Activity diagram for register

For the registration module, first user need to key in the email and password. After tap
the confirm button, the data will be sent to server. If the email entered is not in valid
email format, an error massage will be shown. Next, the system also will check the
length of the password, it should be at least 6 digits long. If less than 6 digits, the system
will display an error message. After that, user need to create a username. This username
must be unique. If not the system will toast a message to ask user to choose another
username. Furthermore, user need to key in a 6 digit PIN twice. If the two PIN are not
match, an error message will be shown. Last but not least, for the last registration step,

user need to choose an encryption method.
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Activity Diagram For Forget Password

°

Enter email
Tap confirm button
l [Email not exits in database] \

Display error
message

[Email exits in databasze] l

Send an email to
resel password

Figure 3.7 Activity diagram for forget password

This is the forget password module. First of all, user need to enter the email. Next, user
need to tap the confirm button to process. The data will sent to server and do a
verification. If the email is exits in database, an email will be sent to the email address
that entered by user just now. If the email is not exist in database, an error message will

be shown.
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Activity Diagram For Pay Process

. An alert box to show
Jthe transaction details
l [Select NO]

Tap the make
payment button and

[Select OK] l
select Pay ~
: : Check balance

 Check whether NFC | ' ’

is turned on in the [Balance < payment fee]

device

[NFC is not turned on] Go to top up page

L [Balance > payment fee]
Redirect to NFC L

setting page |

Decrypt the token

[NFC is turned on] Enter 6-digits PIN L -
) [Unsuccessful]
[Successful]

[Incorrect PIN] [~ \
Toast an error
[Correct PIN] l message
Payment success 4)@

| Redirect to pay |
interface and touch |

the device

T

Figure 3.8 Activity diagram for pay process

This is the pay process. To start off, user needs to tap the payment button in the main
menu and select pay option. After that, the app will check the phone is turned on the
NFC or not. If the NFC is not turn on, an alert box will be shown and redirect to the
NFC setting page. If the NFC is turned on, user is required to enter a 6 digits PIN.
System will check the PIN whether it matches the one in the database. If correct PIN is
entered, it will redirect to pay layout, else the system will toast an error message. Two
devices need to touch together in order to let the transfer of data to occur. After get the
transaction message, an alert box will pop up to display the transaction details like the
payer name and amount. If the information is correct user can tap OK to confirm the
transaction. User is also can cancel the transaction by tap the option NO and return back
to main menu. After user confirms the transaction, the encrypted token will be
decrypted. If the decrypted token is the same as the database, then this transaction is
successful, else this transaction is failed.
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Activity Diagram For ReceiveProcess

Wait the transaction
to complete

Tap the make
payment button and
select Receive

| Check whether NFC [Successful]

is tumed on in the
i [NFC is not turned on] Receive money ‘

[Unsuccessful]

device
3

Redirect to NFC :
setting page

[NFC is turned on]

Key in the payer
details

| Redirect to receive |
interface and touch |

the device

Figure 3.9 Activity diagram for receive process

Diagram above is the receive process. Frist, user needs to tap the payment button in the
main menu and select receive option. After that, the app will check the phone is turned
on the NFC or not. If the NFC is not turn on, an alert box will be shown and redirect to
the NFC setting page. If the NFC is tuned on, it will redirect to the set payer detail page.
In the page, user need to fill up the details like the username of payer, the amount and
the comment. Then, two devices are touched together. If the transaction is successful,

a message will pop up to notice user.
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Activity Diagram For Change PIN

;

Enter the PIN

l [Incorrect PIN]
Display emor
message

;

[Correct PIN]

Enter new pin

Repeat the new pin 4——|—

Display error
) message
[Two PIN match] [Two PIN not match]

Update the new PIN
in database

.

Figure 3.10 Activity diagram for change pin process

Diagram above is the change pin module. First user need to key in the PIN to authentic
the real user. If the PIN is not correct, an error message will be shown. Next, user need
to enter the new PIN twice. If the two PIN entered is not matched, an error message

will be shown, else the new PIN will be updated in the database.
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Activity Diagram For Change Encryption

L
l

‘ Enter the PIN « ‘

l [Incorrect PIN]
Display error

&
message
[Correct PIN] _

Select new
encryption method

Update the new

encryption method in
database

Figure 3.11 Activity diagram for change encryption process

Diagram above is the change encryption module. First user need to key in the PIN to
authentic the real user. If the PIN is not correct, an error message will be shown. Next,

user need to select the encryption method from a list. Then, the new encryption method

will be updated in the database.
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Activity Diagram Feor Manage Favourite List

°
l

- Tap the Manage
Favourite List in
Setting page

[Add favourite username]‘L [Delete favourite username]

= —

Find the usermame
that wish to delete

Enter Username in
the edit box

‘ Tap the add button ——— Tap confirm button - €————— Tap the delete button
Update the listin
database

®

Figure 3.12 Activity diagram for manage favourite list process

Diagram above shows the activity diagram for manage favourite list process. First user
need to enter the Manage Favourite List layout by tapping this option in Setting page.
If the user wants to add the favourite username, user just need to key in the username
in the edit box field and tap the add button. If the user wants to delete the favourite
username, user just need to click the delete button next to the username. After that, user

needs to tap the confirm button. Last but not least, the list will be updated in the database.
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Activity Diagram For Advance Search

°
l

- Tap the advance l.
search button in
History page

|

Choose the start date

. .

Y

Choose the start date

|

The result will be
displayed

Figure 3.13 Activity diagram for advance search

The diagram above shows the advance search module. First and foremost, user needs
to tap the advance search button in History page. Next, start data and end date is selected.

After tap the confirm button, the previous transaction records within that time range

will be displayed.
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Activity Diagram For Graph

°
l

Tap the graph button
in Histery page

!

Choosea the start date

h 4

Choose the start date

!

A graph will be shown

Figure 3.14 Activity diagram for graph

The diagram above shows the graph module for the system. First, the user need to select
the graph option in the History page. Next, start data and end date is chosen. After tap

the confirm button, a summary pie chart within that time range will be displayed.
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3.8 Class Diagram

User

- userld: string

- username: string

“iransaction Message

- transld: string

- key: string

- pin: string

- encryption: string

-acc Type: string

D...*

Transaction Info

- userld: string

- name: string

- money: string

- type: string

- displayDate: string

- transld: string

Diagram above is the class diagram. It shows all the class relationship within this
system. First, User can create zero or many Transaction Message while each
Transaction Message is referred to one User only. Next, Transaction Message has only
one Token and at the same time Token also owned by one and only one Transaction

Message. Furthermore, User can has zero or many Transaction Info while each

create

Figure 3.15 Class diagram for NFC Pay

- inivalue: string

—

Token

- encryption: string

- status: string

- type: string

Transaction Info is owned by only one User.
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3.9 Object Diagram

has

Figure 3.16 Object diagram for NFC Pay

Diagram about show the sample input that stored in these variables.
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CHAPTER 4 SYSTEM DESIGN

4.1 Graphical User Interface Design

User Registration Interface Design

Email

REGISTER

Forgot your password?

Already registered. Login Me!

Figure 4.1 Register interface
This layout is for those who is not a member to register an account.

User needs to enter the email and password. After key in those details, user needs to
tap the register button in order to register an account. Several conditions are checked.
It included the email and password must not be empty, the email entered must has the
valid email format, the password length must at least 6 digits and the email must not

be registered before. If the condition is not met, an error toast message will be shown.

If the user forget the password, user can retrieve it by tapping the yellow color

“Forgot you password” link.

If the user already registered, they can go to the sign in page by tapping the white
color “Already registered. Login Me!” link.
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User Login Interface Design

Email

Forgot your password?

Not a member? Register now!

Figure 4.2 Login interface
This is the login layout. User with an account can sign in from here.

User needs to key in email and password they registered. After that, user needs to tap
the login button. Same as the user registration interface, several conditions are
checked expect the checking of the existing email. An error message will be shown if

the condition is not met.

If the user forget the password, user can retrieve it by tapping the yellow color

“Forgot you password” link.

If the user not yet registered, they can go to the register page by tapping the white

color “Not a member? Register now!” link
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Forgot Password Interface Design

Forgot password?

We just need your registered Emall Id to sent
you password reset instructions.

RESET PASSWORD

<< BACK

Figure 4.3 Forget password interface
This is the forget password interface.

User needs to enter the email address of their account. Next, user needs to tap the
reset password button. After that a reset email will be sent to the email address that

key in by the user.

User can choose to return back to the previous page by tap the yellow back link.
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Payment Interface Design

L] - A

Setting Payment History

Figure 4.4 Payment interface/ Main menu
This is the payment page or main menu page.

On the most top is the current balance of the user. Next to it is the top up button. User
can top up their wallet by tapping the “+” button. Below it is a welcome message is

shown along with the username of the user.

If the user wants to make the payment or receive money, user needs to tap the circle
button on the center.

Below the circle button, there is a message, “Start the transaction now!” to encourage

user to use the wallet.

The bottom is the navigation bar. There are 3 options. Left one is go to the setting
page. Middle one is go to the payment page. Right one is go to the history page.
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History Interface Design

ADVANCED SEARCH m

13:23,14 Aug
daaaaa

05:34, 10 Aug
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20:43, 09 Aug
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+RM1111
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+RM100
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Setting Payment History
Figure 4.5 History interface
This is the history page. User can view the previous transaction history here.

On the top left side, there are two buttons. One is called advanced search and another
one is called graph.

If user taps the advanced search button, user will go to the advanced search page.
If user taps the graph button, user will go to the advanced search page.

Next, under the buttons, there is a list of recent history transaction made by the user.
User can tap the transaction list to view the receipt of the transaction.

The bottom is the navigation bar. There are 3 options. Left one is go to the setting
page. Middle one is go to the payment page. Right one is go to the history page.
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Advanced Search Interface Design

15-8-2018 15-8-2018

Figure 4.6 Advanced search interface
This is the advanced search interface.

In this interface, user can search the transaction history at any time range. Besides,
user also given the option to view the transaction type they selected.

Left one is the start date and right one is the end date.

Next is the drop down list about the types of the transaction. Three options are given

here, all type, send and receive.

The bottom is a confirm button.
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Graph Interface Design

% "= 1248/5 Ry = 00:34
1-8-2018 TO 15-8-2018 SEARCH

TOTAL: 1212.0 SEND: 0.0 RECEIVED: 1212.0

Figure 4.7 Graph interface

This is the graph interface. For this interface user can have an overview on how much

money is spent and received. The details are plotted into a pie chart.

On the top, there is two date. Left one is the start date and right one is the end date.

Next to it, it is a search button. User need to tap the button to begin the search.

After that, there are some numerical statistics within the time range selected. The total

money, the money sent and the money received.

Below that, it is a pie chart that shows the money in and out within that time range.
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Setting Interface Design

Change PIN

Change Encryption

Manage Favourite List

LOGOUT

fr L A

Setting Payment History

Figure 4.8 Setting interface
This is the setting page. User can change the setting in this page.
On the top of the page, it has a header that shows it is a setting page.

Next, for the current moment, there are only 3 options to let user change. First of all,
user can change the pin by tapping the option change pin. Secondly, user can change
the encryption method by tapping the change encryption. Thirdly, user can manage
the favorite list by tapping manage favorite list.

User can tap the logout button to logout the account.

The bottom is the navigation bar. There are 3 options. Left one is go to the setting

page. Middle one is go to the payment page. Right one is go to the history page.
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Change Pin Interface/ Confirm Pin Interface

Figure 4.9 PIN interface

There is nothing much different between these two layouts. The only different is the
background color and the hint message that displayed.

This interface is allow the user to enter the 6-digits pin.

On the middle there is a hint message. Under that, it is a 6 digit pin view. User need to

enter the pin in the pin view.
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Select Encryption Interface

Figure 4.10 Select encryption interface

This is the select encryption interface. This interface provides some encryption
method to let user to choose.

It is a simple layout. It consists of two things only. A hint message and a list of

encryption method.

User can tap and select the encryption method to want to use during transaction.
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Select Transaction Type Interface Design

Receive

Figure 4.11 Select transaction type interface

This is the select transaction type interface. User can choose the transaction type in

this page, either pay or receive money.

If the user did not switch on the NFC in the phone, an alert message will be popped

out and direct the user to switch on the NFC.
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Set Payer Details Interface Design

NEXT

Figure 4.12 Set payer details interface

This is the set payer details interface. In this page, user need to key in the details of
the payer, like the payer username, the amount to be pay and the comment of the

transaction.
First of all, there is a hint message, “Please Enter the Username”.

Next, user needs to key in the username of the payer. If user saved the payer username
into favorite list, user can tap the star icon and just select the username from the

favorite list.

Then, user needs to enter the money amount. User may choose to write some

comments about the transaction.

User needs to tap the next button to continue the transaction.
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Favorite List Interface Design

Favourite List

tesco123

Figure 4.13 Favorite list interface

This is favorite list interface. In this interface user can choose the username from the

list and no need to enter the username in Set Payer Details Interface.
Favorite list text is on the middle top of the interface.

Next there is a list of the favorite username that user saved in manage favorite list
interface.
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Manage Favorite List Interface Design

27.69K8/s N = (2] 00:36

Favourite List
Enter Favourite User |ID +

tesco123

DONE

Figure 4.14 Manage favorite list interface

This is manage favorite list interface. In this page, user can manage the favorite

username here.
Favorite list text is on the middle top of the interface.

Below it, there is an edit text box and a plus sign button. User can key in the username

in the text box and then tap the plus sign button.

Next, there is a list of favorite usernames that saved before. Besides that there is a

minus sign, user can delete the username by tapping the minus sign button.

After user finishes the modification, user needs to tap the done button. After all

modification will be saved to the database.
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Set Username Interface Design

Please set the username.

Userame

NEXT

Figure 4.15 Set username interface

This is set username page. After the registration of the email and password, user need

to setup a unique username.

User needs to key in the username in the username field. After that user needs to tap
the next button.

If the username is already exits, an error message will be shown and user needs to
choose another username. Besides that, the username length needs at least 6 digits
long.
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4.2 Design of Data Storage

The database that this system used is firebase. Firebase is a noSQL database. Thus all

the data is not in table form. Below are some data structure of the database.

User Table:

This is used to store the details of user. It stores the accType, balance, encryption, pin

and username of the account. The accType is account type. 0 is normal account while

1 is merchant account.
Users:
-userld:
-accType:
-balance:
-encryption:
-pin:
-username:
Below is the exact data in the firebase:

-.. Users

L. ex4JcaTNiJfrmRNsOjyYA6s4fyl2
- acclype: "0"
- balance: 8
-- encryption: "Triple DES
- pin: "1111171'

username: "tescol123
u hSérveeYN1Yke9flHIzZCTGfwH7D2
u o4zZoolhLrZmAPLErjmB5Rbculc2

Figure 4.16: Users Table Example Data
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TransactionMessage Table:

This is used to store the encryption details of a transaction message. It stores the
encryption, iniValue, key and the status. The iniValue is the initialization vector of
encryption. Key is the secret key. Status is the transaction status, 0 is waiting, 1 is

completed and -1 is failed.
TransactionMessage:
-transld:
- encryption:
-iniValue:
-key:
-status:
Below is the exact data in the firebase:

5- TransactionMessage

L. ex4JcaTNiJfrmRNsOjyYA6s4fyl2_180809205128
encryption: “Triple DES

iniValue: "NA"

key: "RW8GNa1bXtzMDxevtIJnJx3

status: "0"

- ex4JcaTNiJfrmRNsOjyYA6s4fyl2_180809205239
n hS6rv6eYN1Yke9flHIzCTGfwH7D2_180808150135
n hSé6rv6eYN1Yke9flHIzCTGfwH7D2_180809203636

Figure 4.17 TransactionMessage Table Example Data
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TransactionInfo Table:

This is used to store the information of transaction. It stores displayDate, money,
tranld and type. The displayDate is the date of the completed transaction. The money
is the transaction amount. The transld is the transaction Id of the transaction. The type

is the type of transaction, either receive or pay.
TransactionInfo:
-userld:
- displayDate:
-money:
-tranld:
-type:

Below is the exact data in the firebase:

L TransactionInfo

b ex4JcaTNiJfrmRNsOjyYA6s4fyl2

L. 1533818249188

- displayDate: "20:37, 89 Auc
- money: "108’

- name: "NFC Pay

- transld:|"ex4JcaTNiJfrmRNsOjyYA6s4fyl12_1533818249| X

type: "receive
- 1533818627048
a- hSérv6eYN1Yke9flHIzCTGfwH7D2

8- od4zZoolhLrZmAPLErjmB5Rbculc2

Figure 4.18 TransactionInfo Table Example Data
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Token Table:

This is used to store the token. It stores the token with respect to the transaction Id.

Token:
-transld: token

Below is the exact data in the firebase:

L Token

- ex4JcaTNiJfrmRNsOjyYA6s4fyl2_180809205128: "IA3aG2'
- ex4JcaTNiJfrmRNsOjyYA6s4fyl2_180809205239: "AgNXev'
- hS6rv6eYN1Yke9flHIzCTGfwH7D2_180808150135: "4pAqgT"
- hS6rveeYN1Yke9flHIzCTGfwH7D2_180809203636: "LfO1VU'
- hS6rv6eYN1Yke9flHIzCTGfwH7D2_180809203812: "rHDwvq'
- hS6rveeYN1Yke9flHIzCTGfwH7D2_180809204456: "pJTOGZ'
- odzZoolhLrZmAPLErjmB5RbcuUc2_180702183053: "RiRkJR
- 0dzZoolhLrZmAPLErjmB5RbcuUc2_180702183844: "tNzALU

Figure 4.19 Token Table Example Data
Comment Table:

This is used to store the comment. It stores the comment with respect to the

transaction Id.
Comment:
-transld: comment

Below is the exact data in the firebase:

- Comments
| hS6rveeYN1Yke9flHIzCTGfwH7D2_180809203636: "tesco123@180@nc
hSérveeYN1Yke9flHIzCTGfwH7D2_180809203812: "tesco123@168¢

Figure 4.20 Comment Table Example Data
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FavouriteList Table:

This is used to store the favourite list. It stores the favourite list with respect to the

user Id.
FavouriteList:
-userld:
-list_of_favourite_username

Below is the exact data in the firebase:

. FavouriteList

- ex4JcaTNiJfrmRNsOjyYA6sdfyl2 + X

| -LJVa6xZtGv3hjG9-SGU: "john'
-LJVa6bxZtGv3hjG9-SGV: "ali'

; -LJVa6x_nJk1MzY1vOO07: "wong'

n hS6rv6eYN1Yke9flHIzZCTGfwH7D2

Figure 4.21 FavouriteList Table Example Data
Payer Table:

This is used to store the payer username. It stores the payer username with respect to

the transaction Id.
Payer:
-transld:
Below is the exact data in the firebase:
- Payer

hS6rv6eYN1Yke9flHIzCTGfwH7D2_180809203812: "tesco123
hS6rv6eYN1Yke9flHIzCTGfwH7D2_180810053401: |"tesco123| X

Figure 4.22 Payer Table Example Data
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4.3 System Architecture Design

In this project, a 2-tier client-server architecture design is used. The reason why
the client-server architecture design is chosen because it has a balance processing
between client and server. Besides that, a 2-tier client-server architecture design is used
because of this is a small project. This means that the server is responsible for data
storage and access while client side responsible for application and presentation logic.

e Y'Y

@

a NFC comunicason

Figure 4.23: Network Diagram of the system

Figure 3.6 shows the network diagram of the system. First of all, the NFC phone
will act as sender and send the transaction information to the NFC reader. However this
information need to be encrypt first. Thus, the sender will use the public key to encrypt
the message. Next, a message will upload to the server. This message includes the file
ID and the encryption type chose by user. Furthermore, a handshake will be occurred
between two devices. Next when the receiver get the encrypted message, it will get the
private key from the server by using the file ID and decrypt it. After that, the pay amount
will be deducted from the sender wallet while the receiver will get the money.

Bachelor of Computer Science (Hons)
Faculty of Information and Communication Technology (Perak Campus), UTAR
61



CHAPTER 5 SYSTEM TESTING

5.1 System Implementation & Testing

After design phase, implementation phase is started and the system will be installed
into two mobile devices. In this chapter, the system will be tested by component testing
with several test cases to find out the possible bugs lied within each module. This is
very important step to make sure all modules are implemented correctly. After that, an
integration testing will be carried out. All the modules will integrate together to evaluate
the effective integration among all modules. This is very important to ensure that the
full integration system can work together as a whole and integrated way. Last but not
least, once all the evaluation of the system is fully satisfied, users will be invited to
evaluate on the system. This is to make sure that the system is user friendly and can

fulfil their expectations on this application.

5.2 Implementation Challenges

Implementation phase is very crucial in the project development process. In this phase,
a product that need to satisfy the requirement of the users need to be developed.

Nonetheless, there are some challenges in this phase.
e Database Connection

Since this is an online mobile application, thus internet connection is a must
when using this application. Without the internet connection, user are unable to
get the data and access to the online database.

e Unfamiliar with NFC technology
The learning resource on internet about this NFC technology is quite less. Thus,

it increases the difficulty to develop this app.
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5.3 Techniques and Tools Used

System development tool

Android studio is used to develop this mobile application. It uses Java programming

language as a back end code to operate the system.

Database environment

Firebase is used as the database in this project. It stored data like the user details, the

transaction details and so on. The reason Firebase in used is because it is very easy to

use and it is an online database, so there is no need to install the server like wamp server.

5.4 System Testing

Several modules will be tested here. If the expected result and actual result is aligned

then this module is considered as no bugs.

5.4.1 Modules to Be Tested

The table below showed the modules need to be tested.

Modules ID Module Test Priority
MO001 Login Module High
MO002 Register Module High
MO003 Main Menu Module High
MO004 Pay Module High
MO005 Receive Module High
MO006 History Module High
MO007 Change Pin Module High
MO008 Change Encryption Module High
MO009 Manage Favourite List Module High
MO010 Logout Module High

Table 5.1 Modules to be tested
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5.4.2 Test Summary

MO001 Login Module

Requirement Input Expected Actual Output | Status
Output
The system shall Valid email Intent to Intent to Pass
accept the user address and Payment Page | Payment Page
login with correct password
email address and Invalid email Display error Display error Pass
password address and valid message message
password
Valid email Display error Display error Pass
address and message message
invalid password
Invalid email Display error Display error Pass
and invalid message message
password

Table 5.2 Test Summary of Login Module
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MO002 Register Module

Requirement Input Expected Actual Status
Output Output
The system shall | Valid email Register Register Pass
accept only format successfully successfully
correct email Invalid email Display error Display error | Pass
address format format message message
The system shall | Valid format Register Register Pass
accept the successfully successfully
password with at | Invalid format | Toast an error Toast an error | Pass
least 6 characters message message
long
The username Valid format Process to next | Process to Pass
shall at least 6 page next page
characters Invalid format | Toast an error Toast an error | Pass
message message
The pin shall be Same pin Process to next | Process to Pass
the same page next page
Different Toast an error Toast an error | Pass
message and message and
enter the pin enter the pin
again again
The data shall All valid inputs | Data saved in Data saved in | Pass
store into database database
database

Table 5.3 Test Summary of Register Module
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MO003 Main Menu Module

Requirement Input Expected Actual Status
Output Output

The system shall | Valid account | Display the Display the Pass

display the correct correct

correct username username username

with respect to the

account login

The system shall | Valid account | Display the Display the Pass

display the correct balance | correct

correct balance balance

user have

Table 5.4 Test Summary of Main Menu Module
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MO004 Pay Module

Requirement Input Expected Actual Output | Status
Output
The system NFC is not An alertboxis | Analertboxis | Pass
display an alert enable showed showed
box when NFC is
not enabled in the
phone
The system shall | Correct pin Process to next | Process to next | Pass
allow user to page page
process payment | Incorrect pin | Toast an error Toast an error Pass
after key in the message and message and
correct pin enter the pin enter the pin
again again
The system shall | Two devices | An alert box that | An alert box Pass
display a touched show the payee | that show the
transaction detail | together username and payee username
in alert box when the amount to be | and the amount
two devices touch paid to be paid
together
The system shall | Balance is An alert boxto | Analert boxto | Pass
notify the user not enough to | redirect to top redirect to top
when the balance | paid the bill | up page up page
is not enough to
pay the bill
The system shall | Retrieve the | Transaction Transaction Pass

be able to retrieve
the secret key
from the database
and decrypt the

transaction token

data from
database

token is
successfully
decrypted and
transaction is

completed

token is
successfully
decrypted and
transaction is

completed
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The balance shall
deduct with
correct amount of

money

Pervious
transaction

amount

The system
deduct the
correct amount
of money from

balance.

The system
deduct the
correct amount
of money from

balance.

Pass
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MO0O05 Receive Module

Requirement Input Expected Actual Output | Status
Output

The system shall | Favourite Correct Correct Pass

return the correct | username username is username is

username selected showed showed

in favourite list

The system shall | Payer details | Data is stored Data is stored Pass

store the details of

payer that keyed

in in database

The system shall | Transaction | Transaction Transaction Pass

encrypt the token token is token is

transaction token encrypted encrypted

The system shall | Payer An alert box An alert box Pass

show an alert box | completed show that the show that the

when the payer the transaction is transaction is

completed the transaction completed. completed.

transaction.

The system shall | Transaction Correct amount | Correct amount | Pass

add the correct
amount of money

received

amount to be

received

is added in the
balance

is added in the
balance
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MO006 History Module

Requirement Input Expected Actual Output | Status
Output
The system shall | All the Display all the Display all the | Pass
display all the previous information of information of
information of the | history record | previous previous
previous transaction transaction
transaction record record record
The system shall | Tap the A receipt of the | A receipt of the | Pass
allow user to desire specific specific
check the detail of | transaction transaction. transaction.
one single record
transaction
The system shall | A range of Correct list of Correct list of Pass
allow the user to | date transaction transaction
search the according to the | according to the
transaction record range of date range of date
within some
range
The system shall | A range of A pie chart A pie chart Pass
display a pie chart | date about the total about the total
within some spent and spent and
range receive of receive of
money money

according to the

range of date

according to the

range of date

Table 5.7 Test Summary of History Module
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MO007 Change Pin Module

Requirement Input Expected Actual Output | Status
Output
The system shall | Correct pin Process to Process to Pass
prompt the user to change pin change pin
key in the old pin page page
before the user Incorrect pin Toast an error | Toast an error | Pass
want to change message and message and
the new pin enter the pin enter the pin
again again

The system shall | Two same pin | The new pinis | The new pinis | Pass

allow the user to | are entered updated updated
change the pin Different pin Toast an error | Toast an error Pass
are entered message and message and

enter the pin enter the pin

again again

Table 5.8 Test Summary of Change Pin Module
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MO008 Change Encryption Module

Requirement Input Expected Actual Output | Status
Output

The system shall | Correct pin Process to Process to Pass

prompt the user to change change

key in the pin encryption encryption

before the user page page

want to change Incorrect pin Toast an error | Toast an error | Pass

the encryption message message

method

The system shall | New encryption | New New Pass

allow user to set | method encryption encryption

their new method is method is

encryption updated in updated in

method database database

Table 5.9 Test Summary of Change Encryption Module
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MO009 Manage Favourite List Module

Requirement Input Expected Actual Output | Status
Output
The system shall | Favourite The username | The username | Pass
allow user to add | username is added in the | is added in the
their favourite favourite list | favourite list
username in the
list
The system shall | List of favourite | The list in The list in Pass
allow save this username stored in stored in
list to database database database
Table 5.10 Test Summary of Manage favourite List Module
MO010 Logout Module
Requirement Input Expected Actual Output | Status
Output
The system shall | User taped the | Logout Logout Pass

allow user to

logout

logout button

successfully

successfully

Table 5.11 Test Summary of Logout Module
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5.5 Test Result

This component test is based on testing all the modules on by one. Below is the result
after testing all the modules.

Modules ID Module Status
MO001 Login Module Pass
MO002 Register Module Pass
MO003 Main Menu Module Pass
MO004 Pay Module Pass
MO005 Receive Module Pass
MO006 History Module Pass
MO007 Change Pin Module Pass
MO008 Change Encryption Module Pass
MO009 Manage Favourite List Module Pass
MO010 Logout Module Pass

Table 5.12 Test results
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CHAPTER 6 SYSTEM EVALUATION AND DISCUSSION

6.1 Chapter Overview

In this chapter, the strength, limitation and the future improvement of the NFC Pay

app will be discussed.
6.2 Proposed System Completion

In this section, the previous objectives set will be discuss, to make sure that all the
objectives is completely fulfilled in this app.

The first main objective is to allow the sure to make payment by using NFC. This
is achieved. When two devices touched together, the transaction massage that
contains the transaction 1D, encrypted token, the amount and the payer username will
be sent to the payer’s device. This is proven in test case M004 Pay Module - The
system shall display a transaction detail in alert box when two devices touch together,

this shows that the payer is received the message only then this alert box will pop out.

Next, the second object to enhance the security of the system is also achieved.
Three of its sub objectives are working perfectly in this app. For the first sub
objective, to encrypt the data before transaction, is achieved in M004 Pay Module
- The system shall be able to retrieve the secret key from the database and decrypt the
transaction token. For the second sub objective to prompt user to enter PIN when
making payment, is achieved in M004 Pay Module - The system shall allow user to
process payment after key in the correct pin. For the third sub objective to show the
payee information to the payer before the transaction starts, is achieved in M004
Pay Module - The system shall display a transaction detail in alert box when two

devices touch together.

Last but not least, the final objective, to allow the user to check back the previous
transaction history is also proofed in all the test case in M006 History Module.
User not only can check all the past transaction record, but can also search the

transaction record within a time range in list or a pie chart form.
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6.3 System Strength
1. Convenience and fast

This mobile app provides the user another alternative way to make payment. Cashless
payment is very good in a few aspects. First of all, this app allows the user eliminate
the need to bring the heavy coins to go out. Besides, it is also convenience and fast,
just a touch of devices then the payment is success. At the same time, the time to wait

for the change of money also saved.
2. Prevent man-in-the-middle attack

The app have several measure to counter the man-in-the-middle attack. First and
foremost, this app provides many types of encryption method to use in transaction
message encryption. This make the transaction safe. Although someone could able get
the transaction message, they cannot decrypt it. Next, this app will show an alert to

show the details of the payee before the user makes the payment.
3. Merchant mode for the merchant

In this app, user not only can send money to another user, but they can use this app to
make payment. This app provides a merchant mode that special for merchant side. In

this mode, they can only receive money and cannot pay money.
4. This app allow user to check the transaction history within specific time range

This application provides two advance options for user to check the previous

transaction record in term of listing or a pie chart.
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6.4 System limitations

1. Not every phone have NFC feature

Although NFC is a very good technology that can able two devices to transfer data,

not every mobile devices have this function.

2. Must have Internet connection

As mentioned before, this is an online mobile application. Thus, it cannot function

without the internet connection.
3. Not a Multilanguage system

This application only support English language.

6.5 Future Enhancements

1. Add the real top up function

Due to the some restrictions, this mobile app do not have any real top up function.

2. A better layout and Ul interface
Ul interface can be more user friend and more attracting to the user.
3. More encryption option

There are many more encryption method that can be implemented in this app.

Besides, hash function can be also used.
4. Support Multilanguage

Now in current version, the application just only support English language. Other

language like Chinese, Japanese, Korean, and so on can be implemented in the future.
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CHAPTER 7 CONCLUSION

In short, NFC is a good technology that can help people to improve the quality of life.
In this case we use it to make payment. However there are some drawbacks of this
technology. It includes eavesdropping, man in the middle attack, relay attack, data
corruption and so on. As the time passed, this technology will surely getting more
popular and this will motivate the attacker to expose the vulnerability of NFC. The
attack can sniff the transaction message and the attacker might make some changes on
it, letting the victims to pay the bill for the attacker. Thus, a protocol to secure the
transaction is designed in this project to prevent the successful attack. The aim of this
app is to prevent this kind situation to happen. Besides, the second purpose of this app
is to provide people another way to make cashless payment instead of just scanning QR

code.

There are two account types for this app, one is the normal account and another one is
merchant account. User account is just like normal user. It can be used to pay and
receive money. Unlike the normal account, merchant account is for merchant. It can

only receive money.

Furthermore, this mobile application have many useful features like make payment,
receive money, check history transaction, change the pin and so on. Next, the strength
of this app is all the transaction message is encrypted by using the preferable

encryption by the user.

Weakness of this app is that not all the phone has this NFC feature. Next, this app can
only be used in close range due to the nature of NFC technology. Therefore, remote

payment is not possible.

In conclusion, there are a lot of improvement can be made in this app. These

weaknesses are hoped to be solved in the near future.
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People are starting to use the cashless payment.
™

It is very convenient to use.

There are some security issues in NFC technology.
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must.
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* NFC is vulnerable to these attacks:
 Eavesdropping

* Man in the middle

» Relay attack

» Data Modification and Insertion
Data Corruption

PROJECT OBJECTIVE
» To design a security protocol in payment method using NFC technology.

* To encrypt all the information during transaction.

METHODOLODY
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CONCLUSION
v Design a secure NFC transfer protocol
v Make the transaction safer.
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