Front Yard Surveillance System: Robbery Scene Detection
BY
Tang Jia Le

A REPORT
SUBMITTED TO
Universiti Tunku Abdul Rahman
in partial fulfillment of the requirements
for the degree of
BACHELOR OF INFORMATION SYSTEMS (HONS)
INFORMATION SYSTEMS ENGINEERING

Faculty of Information and Communication Technology
(Kampar Campus)

JAN 2020



UNIVERSITI TUNKU ABDUL RAHMAN

REPORT STATUS DECLARATION FORM

Title: FRONT YARD SURVEILLANCE SYSTEM: ROBBERY SCENE DETECTION

Academic Session: JAN 2020

I, TANGJIA LE
declare that | allow this Final Year Project Report to be kept in
Universiti Tunku Abdul Rahman Library subject to the regulations as follows:

1. The dissertation is a property of the Library.

2. The Library is allowed to make copies of this dissertation for academic purposes.

Verified by,

X

Nl

(Author’s signature) (Supervisor’s signature)

Address:

123, JALAN INTAN MAS,

TAMAN INTAN MAS, Leung Kar Hang
TELUK INTAN,

36000, PERAK Supervisor’s name

Date: 24/04/2020 Date: _ 24 April 2020




Front Yard Surveillance System: Robbery Scene Detection
BY
Tang Jia Le

A REPORT
SUBMITTED TO
Universiti Tunku Abdul Rahman
in partial fulfillment of the requirements
for the degree of
BACHELOR OF INFORMATION SYSTEMS (HONS)
INFORMATION SYSTEMS ENGINEERING

Faculty of Information and Communication Technology
(Kampar Campus)

JAN 2020



DECLARATION OF ORIGINALITY

I declare that this report entitled “Front Yard Surveillance System: Robbery Scene
Detection” is my own work except as cited in the references. The report has not been
accepted for any degree and is not being submitted concurrently in candidature for any

degree or other award.

3

Signature
Name : Tang Jia Le
Date : 24/04/2020

BIS (Hons) Information Systems Engineering
Faculty of Information and Communication Technology (Kampar Campus), UTAR



ACKNOWLEDGEMENT

I would like to express my deepest appreciation and gratitude to my supervisor, Prof. Maylor
Leung Kar Hang, who gave me the opportunity to involve in this computer vision project.
He has patiently provided feedback to enhance this project. Without his guidance and
promptly help this project would have not been possible. | can no other answer make but

thanks, and thanks and ever thanks to Prof. Maylor Leung Kar Hang.

Besides, | want to thank my whole family who support and encourage me to throughout this
project. They always comfort me whenever | am facing with difficulties and challenges.
Lastly, I would like to thanks my friends who have given me advices and suggestions on

this project.

iii
BIS (Hons) Information Systems Engineering
Faculty of Information and Communication Technology (Kampar Campus), UTAR



ABSTRACT

This project aims to develop an intelligent surveillance system that can recognize
the robbery activities occurring in the front yard of a landed house using a security camera
positioned at the place of interest. The focus of this project is to study and understand the
pattern of human movement in robbery in order to implement a suitable computer vision

algorithm for real-time robbery detection in the front yard of a landed house.

The project is developed with the following technique: YOLO object detection,
contour tracking based on temporal subtraction, and motion analysis. First YOLO will start
to detect human and car present in the video frame and store its location. When a car is
detected, the car stationary time starts to measure. After the initial human position is stored,
the subsequent human position is then detected with simple temporal subtraction to reduce
the computational resources. The process of tracking the contour is continue until no human
motion is detected for the next 10 frames. All of the detected human movement will be
drawn as an arrow to indicate the direction of human movement. Analysis is done by
calculate the car stationary time and the number of human movements in entrance and car
region. Warning is flagged is the probability of human movement in entrance and car region

is high and the car stationary time exceed 25 seconds.
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Chapter 1: Introduction

Chapter 1: Introduction

1.1 Problem Statement

In present day, the closed-circuit television (CCTV) system is commonly adopted
by most of the household to monitor activities in the front yard as a crime prevention
approach. Robbery is one of the crimes that threaten the safety of the household in
residential areas. A surveillance system, equipped with artificial intelligence that can
detect robbery scene, will further ensure the safety in housing areas and reduce the
occurrence of these crimes.

However, traditional CCTVs are not embedded with artificial intelligence and they
are only used to record activities happening in the real-time. In other words, it lacks the
ability to analyze the activities captured in the frame to detect suspicious activities such
as robbery. As such, traditional CCTVs are generally used for forensic purpose after a
certain incident has taken place.

Other approaches such as motion sensor is susceptible to high false alarm rate as
any kind of motion detected will trigger the alarm. This kind of sensor failed to
distinguish pet activity from the human movement. Unlike smart CCTVs that can tell
the difference between pet and human movement. House owner also required to spend
a lot of money on purchasing multiple of sensors of every corner of the front yard to
detect the motion as opposed to CCTVs approach that required only one camera that

facing the gate of the front yard.
1.2 Motivation

Traditional video surveillance is introduced to solve the security issues in the
residential areas. However, it lacks the ability to recognize the crime activities in the
real-time, to detect the human movement, to analyze the human movement as well as
to flag a warning when robbery happens in the premises.

In traditional manual monitoring of CCTV, the security personnel are obliged to
concurrently watch over numerous monitoring screens in real time. Therefore, the
chances of missing out the crime activities is quite high as these kinds of events
normally occur within split second. With the emergence of human action recognition

(HAR) for video surveillance, automatic real-time robbery detector can assist the

1
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Chapter 1: Introduction

security personnel to monitor over the huge number of surveillance cameras without
missing out the sign of robbery by flagging a warning to the critical region instantly
when a potential robbery happened. Thus, an intelligent surveillance system will
address the problem of impracticable ratio of cameras to human supervisors.

In general, the frequency of occurrence of anomalous events such robbery is
much lower relative to daily activities performed by the household. As such, the surplus
of security personnel in monitoring surveillance cameras will result in wasting of
money and time resources. Thus, an intelligent surveillance system is in need to curb
such wastage.

Moreover, inefficiency of motion-based sensor in detecting suspicious human
movement drives the invention of intelligent CCTVs that able to analyze the pattern of
human motion in the video in order to detect robbery activities that happen in the front

yard.
1.3 Project Scope

This project aims to develop an intelligent surveillance system that can recognize the
characteristics of robbery occurring in the front yard of a landed house using a security
camera positioned at the place of interest. Robbery are high-level concept and diverse
events in the real world, so this project makes some assumptions on the following:
e Robbery detection are based on analysis of human movement in the front yard
area
e Pattern of human movement are learned from the studies on footage of robbery
activities
e Awarning is flagged when suspicious human movement is detected in the front

yard

The focus of this project is to study and understand the pattern of human movement in
robbery in order to implement a suitable computer vision algorithm for real-time

robbery detection in the front yard of a landed house.

1.4 Project Objectives

1. To identify the characteristics of robbery from the footage
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Chapter 1: Introduction

e The characteristics will reflect the accuracy of detecting the robbery
e The characteristics refer to the attributes that distinguish between normal
activities and potential robbery
e Characteristics of robbery are referred to home break-ins and repeating
human movement from gate to car or vice versa
2. To develop an automated robbery detection surveillance system
e The system will be able to detect robbery in the front yard automatically
3. To develop a real-time surveillance system
e The system aims to detect the robbery activities in real-time based on the

characteristics of the crime activities

1.5 Impact, Significance, and Contribution

In this project, an intelligent surveillance system is developed to automatically
recognize robbery crimes that happen in the front yard area of a landed house. The
system developed will help the victims of the crime to get help from authorities
instantly by raising a warning when these activities are detected. As such, it reduces the

fatality or injury rate of the victims and increases the chance of arresting the robbers.

Besides, this system can analyze the motion pattern of the robber and detect the
sign of robber activities. The behaviour of the robbers such as repeated movement
between gate and car and home breaking-in are the early signs of these crimes. By
recognizing these signs, the system can flag a warning to the authorities when robbery
takes place.

With the intelligent surveillance system, the security personnel can direct their
focus to the critical region which the robbery might take place. Therefore, this will
reduce the chance of missing out the signs of crime and allows the authorities to act
promptly when these crimes happened. Besides, it will also help to reduce the human
supervision on real-time security camera and consequently avoid the wastage of human

resources.

1.6 Background Information
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Chapter 1: Introduction

Video surveillance system (CCTV) was introduced to monitor the activities that
happen in the place of interest and send the signal to monitoring screen. Generally, a
few human operators will keep track of all the CCTV screens simultaneously in the real
time to detect criminal activities. However, with the growing amount CCTV, human
operators will miss out the crime activities due to the drop of attention over the long
hours of monitoring the same scene. Furthermore, detecting crime activities are

challenging due to their rarity. (Amira & Ezzeddine 2017)

With the emergence of human action recognition for video surveillance, automatic
detection of robbery is made possible. Human action recognition (HAR) is a way of
deriving information from the action of interest subjects and the scene to recognize the
activities captured by the camera. HAR can be done with the advances of image
representation approaches and classification methods. Image representation starts from
global representation to local representation and more recently on depth-based
approaches. For classification methods, there are template-based approaches,
generative models and discriminative models. Recent studies focus more on artificial

neural network and deep learning.

Despite the attention on this topic, most of the previous works emphasized on high-
level concept of general events such as violent and abnormal activities without defining
a specific area of those activities. In this paper, the scope is narrowed to only detecting
robbery in the front yard area of the house as personal safety in a residential area is
concerned by most of the urban populations. Since robbery are considered as rare events
that does not occur on a daily basis, it can be difficult to detect robbery scene through
the manual monitoring of traditional CCTV. Therefore, an intelligent video surveillance

system is more reliable in detecting these crime activities in the front yard of the house.

1.7 Proposed Approach
There are two important aspects needed in order to detect robbery:
e Car Stationary Time: Duration of car stop at the front yard
e Human Movement: Spatial and temporal information regards to the human

movement
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Chapter 1: Introduction

Both aspects will be combined to analyse the whether a potential robbery has

happened in the surveillance video.

YOLO Detection

h J h J
Car Position Human Position
v !
Record the Time Temporal
subfraction
befveen frames

|

Store the next
human position
near to the
previous position

Figure 1.1 System Overview

In this section, only an overview on how the to extract the aspects from the video is
discussed. Chapter 3 and 4 will further discuss the design and implementation of the
system. The system starts with the YOLO detection and store the pixel position of the
car and the first appearance of the human in a particular frame of a video input. When
a car is detected in a frame of the video, the system will start to record time. The car
stationary time increase when the car is detected again in the future frame of the video.
If there is a human detected in the frame, then the system will store human position as
initial position and do the temporal subtraction on sobel edge of current and previous
frame. The resultant of the subtraction will get dilated to combine the nearby contour
of the image in order to reduce the insignificant motion between the previous and
current frame. The next human position is stored if the position is close to the initial

human position.

1.8 Report Organization
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Chapter 1: Introduction

This report consists of 6 chapters that starts with the introduction that includes the
problem statement, motivation, project scope and objectives, background information
and proposed approach. Chapter 2 is presented with literature review. For chapter 3, the
design of the system is laid out to describe how to develop this project. Diagram for
top-down design of the system will be provided in this chapter. Chapter 4 will provide
the implementation of the system and for the subsequent chapter will discuss about the
experimental result of the system. Last chapter will give a conclusion for the whole
project.
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Chapter 2: Literature Review

2.1 Overview of Activity Recognition

- . Low
Atomic Actions Level
Activity
¥
Activities
Y ¥
High
Interactions Leygl
Activity

Figure 2.1 Hierarchical Level of Human Activity

In Zhang et al. (2017) paper, human activities are classified into 3 hierarchical
levels which are atomic action, activities, and interactions. Atomic action refers to the
movement of specific human body part such as raising hand whereas activities means
whole-body movement that composed of multiple atomic actions performed by a single
person only in chronological order. Jogging, walking, jumping are example of human
activities. The highest level is human interaction. Human interaction can be defined as
two or more person/object performing activities. Human-human interaction and human-
object interaction are the category of human interaction. For example, interaction can

refer to the fight between two person or a person who is sweeping the floor.
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Figure 2.2 Activity Recognition Approaches

Human activity recognition in video are divided into representation and
classification phase. Representation phase are needed to sort out the region of interest
from the rest of the image to save the computational cost. Region of interest can be
extracted globally or locally. The global and local features are then classified into
different activities based on template-based approaches, generative models and

discriminative models to be described below.
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2.2 Global Representation

Global Representation

Y h J  J

Motion Background Temporal ] -
Detection Subtraction Differencing Oplical Flow
L4
h
2D Silhouettes and Representation Mation Features
Shapes
Representation
L 4

3D Space-Time
Volume

Figure 2.3 Global Representation Overview
Global representation describes the image/video as a whole feature using the global
descriptor extracted from the image/video. In this representation, moving objects are
detected using background subtraction, statistical method or temporal differencing to
form 2D silhouettes and 3D Space-Time Volume for global features. Other global
approach such as optical flow is also used to extract and describe the motion features

of the silhouettes.

2.2.1 Background Subtraction

The idea behind the background subtraction is to extract the foreground from the
background before proceeding to recognize human activities in video. In this context,
the foreground refers to the region of interest that can be used to represent the global
information of the image. This approach is commonly used to detect foreground with
static background by calculate the pixel difference between the current image with
reference background image. A background model is needed to extract the silhouettes
(ROI).

In order to calculate the background model, Wren et al. (1997) introduce

Gaussian distribution that calculate the average and standard deviation of each pixel
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value for last n frame. A gaussian probability density function will then use to determine
which pixel that fall into range of background. Using this approach, some extracted
foreground values are unnecessary because the average calculation of foreground value
includes the previous foreground pixel. Koller et al. (1994) proposed a selective
background update strategy to overcome this problem.

Gaussian mixture model (GMM) is proposed by Stauffer and Grimson (1999)
to use the mixture of Guassians to model the value of each pixel with the expectation
maximization (EM) algorithm. Pixel value with high probability in GMM indicate the
pixel belong to background. Due to high computational cost of EM algorithm, k-mean
clustering algorithm is adopted with slightly sacrifice on accuracy.

Statistical methods use the statistical approach on individual or a group of pixels
to construct more advanced background model. Background statistics is used to
determine the foreground by matching every pixel of current image with the statistics
of background model. This method is more robust to noise, shadow and lighting
conditions. (Stauffer & Grimson, 1999).

2.2.2 Temporal Differencing

Temporal differencing approach is suitable to extract moving foreground from dynamic
background as it calculates the difference between two or three consecutive frames in
pixel-by-pixel manner. Pixel changes due to noise will affect the accuracy of
foreground extraction. Due to this, a threshold is applied on the difference of image.
(Sarvesh & Agrawal, 2012) However, this approach performs badly in extracting all
relevant pixels. (Ko, 2011)

2.1.3 Optical Flow

The notion of point between images is detected and described by optical flow. The
optical flow is commonly obtained using the Lucas-Kanade-Tomasi (LKT) feature
tracker. Lu, et al (2004) proposed a method that tracks the human joints in key frames
as well as actual frames using LKT feature tracker to encode a specific posture. Every
key posture is encoded in key frame, and a key posture sequence refers to an activity.
Unique posture recorded in actual frame can be detected by identifying the posture
similarity between key and actual frame. Subsequently, the posture sequence in actual
frame is mapped with key posture sequence by matching the body locations and confirm

the activity in actual frame.
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2.2.4 2D Silhouettes and Shape

The silhouettes of the detected objects are stacked to construct a binary motion-energy
image (MEI) that show the area of motion in a sequence of images and a motion-history
image (MHI) that tell the temporal history of motion at the location. Bobick and Davis
(2001) use these temporal templates to represent the human movement and compare
temporal templates against predefined instances to recognize the human activity.

2.2.5 3D Space-Time Volumes (STVs)
A sequence of images forms an activity in a video. By stacking silhouettes of an image

along the time axis, a three dimensions shape (space-time volume) is formed. 3D space-
time volume consists of two spatial dimension which are X and Y pixel location as well
as a temporal dimension T. Blank, et al., (2005) first extend the MEI templates over the
time axis in order to produce a 3D shape to represent an action; however, the resulting
3D space-time shape cannot be analysed due to the its nonrigidity shape and contrast
between space and time dimensions. To overcome this shortness, Ke, et al. (2007) use
mean shift clustering approach to segment the input video into space-time volume. The
authors use their proposed shape-matching technique on the over-segmented area
(super-voxels), so they do not need to depend on background model for representing

shape.
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2.3 Local Representation
2.3.1 Interest Point Detector

Local representation refers to the process of finding interest points that contain
rich motion and temporal information. These interest points are more robust to noise
and occlusions when compared with global representation. In 2005, Laptev build a

space-time interest points detector (STIP) from Harris corner detector (Harris and

Stephens, 1988) by taking temporal information into consideration. Harris corner
detector is introduced to find the features in an image with large variation in intensity
when the sliding window moves slightly in any direction. The STIP or know as 3D-
Harris corner detector; however, need spatial-temporal information to identify interest

point that yield significance spatial changes and non-constant motion.

Lowe (1999) proposed the scale-invariant feature transform (SIFT) to find the
interest points that are invariant to rotation and scale. SIFT detector will detect the
scale-space extrema by search over several scale and image locations. Convolution of
a Gaussian kernel at different scales are apply on the input image to find the scale space
of the image function L(x,y,0). Maxima and minima of difference of Gaussian in scale
space is determined to find the key points candidates. Then, a detailed fit is performing
to surrounding data to get the location and scale. The interest points are selected based
on its stability.

Willems et al (2008) suggested an efficient way to detect scale-invariant interest
points by extending 2D Hessian detector to 3D interest point detector. Determinant of
the 3D Hessian matrix is used to select the scale and localize the point of the image. In
this way, iterative scheme is eliminated to save the computation time. An improvement
on efficiency is done using speeded-up robust features (SURF) to detect the interest
points invariant to scale and rotation. Firstly, input image is analysed at various scale
to ensure robustness to the changing scale. Then, Hessian-matrix approximation use the
integral image for image convolutions to detect the interest points.

Dollar et al (2005) pointed out that 3D detectors face difficulty to detect motion
lack of true spatiotemporal corners despite the motion is significant and happening. The
authors (Dollar et al, 2005) proposed an alternative spatiotemporal feature detector to
address this problem. The idea of the detector is to use response function with two

separate filters in spatial and temporal which is a 2D Gaussian smoothing kernel for
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spatial dimensions as well as 1D Gabor filters for temporal dimensions. Generally, the
response function gives a positive response to any area of complex motion that have
the unique spatial characteristics.

2.3.2 Local Descriptor

Local descriptor is used to describe the patches around or at the interest points.
Laptev (2005) calculate local spatiotemporal N-jets which is descriptor for 3D Harris
corner detector. a normalized spatiotemporal Laplacian operator is fully maximized by
the descriptor on spatial and temporal scale to determine the spatiotemporal extends of
detected evets. The descriptor is said to be robust to cluttered background and
occlusion.

In 2007, Scovanner, et al. proposed a 3D SIFT descriptor by extending the 2D
gradient magnitude and orientation to 3D, resulting the sub-histograms that encoded
the 3D SIFT descriptor. This descriptor uses spatiotemporal words to describe the
video. Besides, Willem et al, (2008) applied Haar-wavelet responses for both the 2D
and 3D SURF descriptor; however, 3D SURF descriptor stores the vector of the 3 axis
response and avoid the inclusion of the total sums over the absolute value as it will

increase the size of the descriptor to double.

2.4 Activity Classification

2.4.1 Template-based Approaches

One of the early significant works on action recognition is temporal template
introduced by Bobick and Davis (2001). Temporal motion information in an image is
represented by temporal template. Temporal template consists of motion energy image
and motion history image. Motion energy image (MEI) is a binary cumulative motion
image that shows the area of motion in an image while motion history image (MHI)
describes the motion in the image as it progresses. MHI template will shows the more
recent motion with respect to higher intensities.

In 2007, Shechtman and Irani come up with the similar idea that compare two
different video segments of different space-time intensity to detect human behaviour in
video sequences. Firstly, intensity information of different activities is built from small
video clip. The intensity information is encoded in the form of 3D space-time intensity

template. Entire video sequences will then compare with the template in all 3
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dimensions. The similarity comparison is done by splitting up both video and template
into tinier patch units from the full video segments. The local consistency in between
the small patches is then calculated. This approach is able to detect few different

activities simultaneously and robust to slightly changes in scale and orientation.

2.4.1.1 Dynamic Time Warping

Human activities are formed through a series of key frames. One of the dynamic
programming algorithms known as dynamic time warping (DTW) can be used to match
the sequence of frames with variance. Darrell and Pentland (1993) use a set of view
model to represent gestures. The authors then apply the dynamic time warping that
calculate the means as well as the variations of correlation scores of the images frames
and view models to match the gesture template.

Veeraraghavan et al (2005) proposed a nonparametric model that based on
dynamic time warping algorithm (DTW) for recognition of human gait pattern. The
authors adjust the DTW algorithm by including the non-Euclidean space where the
deformation of shape occurs. The result outcome shows the modified algorithm is more
efficiency for the human gait recognition. DTW algorithm requires only a small number
of training samples; however, the complexity in computation elevate significantly when

activity types increase.

2.4.2 Generative Models

Generative model makes use of statistics and probability to create the joint probability
P(X,Y) where X is inputs and Y is label. This model will calculate the P(Y | X) using
Bayes rules to find out the most likelihood label Y given X inputs. The most common
algorithms for generative model are Hidden Markov Model (HMM) and Dynamic
Bayesian Networks (DBN).

2.4.2.1 Hidden Markov Model Approach

Hidden Markov Models were originally introduced to overcome the speech
recognition problem. In 1992, Yamato et al proposed to use HMM for human action
recognition. A set of time-sequential image frames is converted into feature vector
sequence before further transform into symbol sequence using vector quantization.

Then, the parameters of HMMs is trained to recognize the human activity categories

14
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from the training sequence. The input sequence of human activity is categorized using
the HMM model that best suits the sequence.

Since HMM only has single state variable, it faces the difficulties to structure
human interactions. Oliver et al introduce coupled HMM (CHMM) to model interaction
between people by building two HMMs for two different agents and specifies the
probabilities among the hidden states. Besides, the time that consumed on the state is
unknown in the HMM duration model. This means that the longer the length of time
interval, the less likely a state will be observed for the time interval.

Hidden semi-Markov model (HSMM) as well as the variable transition HMMs
(VT-HMM) were proposed to solve the decay duration for state problem. The HSMM
equipped with explicit duration model that have specific distribution makes it an ideal
choice to solve the mentioned problem. Duong et al (2005) proposed switching hidden
semi-Markov model (S-HSMM) that come with the properties of inherent hierarchical
structure as well as explicit duration model. High-level and low-level activities are
represented individually in two layers of S-HSMM.
2.4.2.2 Dynamic Bayesian Networks

A dynamic Bayesian network is a Bayesian network that extended with the capability
of modelling influences over time axis. State space of DBN is not limited to one random
variable unlike HMM. As such, HMM is a simplified version of DBN that comes with

restricted number of random variables as well as predetermined graph structure.

In 2010, Suk et al. introduced this dynamic Bayesian network for the
recognition of two hands gesture. This DBN represent movements of two hands as well
as their spatial information with three hidden variables denoted as square nodes
(X1, Xx2,Xx3) whereas there are five observable variables represented as circle nodes.
The five observation included the motion of two hands, position of each hand in relative
to face and the spatial relation between hands. Then, the authors make use of first-order
Markov assumptions to simplify the DBN structure.

Park and Aggarwal (2004) work on recognizing two-person interactions using
hierarchical Bayesian network. Firstly, the body parts are extracted from segmentation
system and body part pose is estimated at low level of Bayesian network. Next, all the

individual Bayesian network arrange hierarchically to predict or estimate a person’s
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entire body poses. Finally, a sequence with DBN is formed by combining post

estimation results of two-person interactions.

3 3
Xl"] :: X.! > XI+I.

!

v

Figure 2.4 Dynamic Bayesian Network (Luo, et al, 2003)

2.4.3 Discriminative Models

2.4.3.1 Support Vector Machine

Support Vector Machine (SVMs) are one of the discriminative classifiers used
popularly in human activity recognition (HAR). SVM was originally introduced by
Vapnik et al (1997) to classify instances into different classes. This is done by
determining the hyperplane that has maximum distance to data points of any classes. A
local space-time features was combined with SVM for human activity recognition
(HAR). (Schuldt et al., 2004). The authors record a video dataset (KTH dataset) for the
benchmark of human activity recognition (HAR). Laptev et al (2008) applied multi-
channel nonlinear SVMs on KTH dataset and achieve accuracy of 91.8%.
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2.4.3.2 Conditional Random Field

Conditional random field (CRF) is a probabilistic model that define a conditional
probability for a label sequence with a particular observation sequence. Vail et al (2007)
noticed discriminative CRF has a higher performance than HMM despite the model
feature follow the HMM independence assumptions. The authors figured out HMM
model will be invalidated when the observations are not independent given their labels
whereas CRF model put this independence assumption aside and conditions on whole
observation.

2.4.3.3 Deep Learning Architectures

Deep learning architectures can be grouped into convolutional neural network
(CNNs or ConvNets), deep neural network (DNNs) and recurrent neural networks
(RNNS). The most popular approach is ConvNet. In 2012, Krizhevsky et al train a deep
ConvNet with a huge dataset that consists of 15 million of labelled images with over
22,000 categories. The outstanding performance of the ConvNet increase the popularity
of its usage in pattern recognition fields. Conventional machine learning approaches
extract features manually whereas ConvNets learn the features automatically. Mo et al
(2016) make use of ConvNets to extract the feature automatically and classify it with
multilayer perceptron.

On the other hand, deep neural network (DNNs) use hand-crafted features rather
than learn it automatically from the dataset. Harris corner interest points together with
histogram-based features has been applied by Berlin and John (2016) as feature vector.
They then proposed to embed a stacked auto encoder into deep neural network for
classification of human-human interaction. Human activity generally happened in
sequential. Due to this property, RNNs are suitable for recognizing human activity. The
most widely used RNNSs architectures is long short-term memory (LSTM) because it
can keep track the observation and store it in memory. Baccouche et al (2010) train a
LSTM-RNN to classify the action in soccer video. The experimental result has a 92%

of accuracy when combining the two features of Bag-of-Words and dominant motion.
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3.1 Real Case Scenarios
3.1.1 Case A

Figure 3.1 Video Sequence of Case A

a) A man appeared in the front yard of the house and walking towards the gate of
the house.

b) The last seen position of the man before entering the house through the gate.

c) A man walks out from the gate and move the things to the car.

d) A man walks from the car to the gate to take item.
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3.1.2 Case B

Figure 3.2 Video Sequence of Case B

a) A man appeared in the front yard of the house after climb over the gate and
walking toward the front door.

b) The last seen position of the man who tries to break in the house through the
front door.

c) A man come out from the car and walking toward the front door.

d) A man carries an item and move from the front door to the gate.
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3.1.3 Case C
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Figure 3.3 Video Sequence of Case C

a) A man walks from the car and heading toward the door of the front yard.
b) The last seen position of the man before entering the door.
c) The man walks out form the door.

d) The man walks toward the car.
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3.1.4 Case Discussion

From above three scenarios:

e A person is first appeared in the front yard and walking towards the entrance
before disappear from the video frame.

e A person made repeating movement from the door entrance to the car and from
the car to the door entrance.

e By generalizing the mentioned scenario, robbery activities include a person
entering the house and made repeating movement from the vehicle to the door
entrance and from the door entrance to the vehicle. The long stationary time of
the vehicle in the front yard combine with lot of human repeating movement
from the vehicle and door entrance and vice versa.

e The alarm should be triggered when such suspicious activities occurs in the

front yard of the house.

3.2 Design Specification
3.2.1 Methodologies

YOLO Detection

h J h J
Car Position Human Position
v !
Record the Time Temporal
subfraction

between frames

|

Store the next
human position
near to the
previous position

Figure 3.4 System Overview

1. You-Only-Look-Once (YOLO) is one of the state-of-art neural network object
detectors with high accuracy. YOLO algorithm first divide the input frame into S *
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S grid and tries to find the bounding box of the object that is located in the grid cell.
Each of the bounding boxes then assign with box confidence score before a
conditional class probability is calculated for the bounding box. Thus, YOLO
algorithm required high computational resources.

2. Run YOLO on every frame of the video will take high computational resources,
consequently the surveillance system will take long time to extract the information
from the video frame. The idea is to reduce the number of YOLO detection to make
it possible to extract useful information in the real time.

3. YOLO detection is set to run in every 90 frames (roughly 3 seconds) to detect the
object present in the frame. The number of detections can be set to increase the
accuracy. For every 90 frames, the system will run the YOLO detection one time to
store the position interested object present in the frame.

4. When a car is detected in a frame, the stationary time will start to record. Since the
YOLO detection only run for every 90 frames, the stationary time can be calculated
based on the consecutive number of times a car is detected in the video. If a car is
detected at 90" and 180™ frame then the stationary time is recorded as 90 divided
by number video frame per second.

5. When a person is detected in a frame, its pixel position will store in a list. Temporal
subtraction is done between the previous and current frame to get the human-like
movement and store it in the list. This will continue until no human movement is
detected for the next 10 frames. The list will then transfer to another list that keep

track of all human movement before it gets emptied.

3.2.2 Tools to use

Hardware Software

Laptop: Dell Inspiron 14 Visual Code

Processor: Intel® Core™ 17-6500U Processor | C++

RAM: 12 GB Open Source Computer Vision (OpenCV)

Operating System: Window 10 GNU C++ Compiler

Table 3.1 Tool to use
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3.3 System Flow Diagram

The overview process of the system is shown in Figure 3.5. The proposed system
consists of few modules such as extract information, tracking of information, analysis
of information and decision making to trigger warning. In the next chapter, each of the

modules will be described in details.
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| and Analysis Boards

| Cnitialize Information
I

Figure 3.5 System Flow Diagram

3.4 Assumptions

1. Direction of the human movement point toward the door and the vehicle most of
the time

2. Entrance of the front yard is based on the disappearance of human movement.
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3. Long stationary time of vehicle with lot of human movement between the entrance

and the car indicate robbery activities.

3.5 Implementation Issues and Challenges
3.5.1 Real World Complexity
All surveillance videos have different background and are capture at different

time. As such, real world videos are prone with variation of brightness, occlusions,
different viewpoint of subjects and scale variation. The image processing and
recognition tasks become complex when deal with various conditions from unrestricted
real world.

3.5.2 Human Motion

Generalizing human motion from a 3-dimensional video to 2 dimensions will
reduce the spatial information present in the video frame. Human motion can be tricky
to track when information lost due to the mapping of 3 dimensions to 2 dimensions
frame. Moreover, human motion is not always predicted as real world scenarios can

varies between cases.
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4.1 Pre-process of Video Frame

Input Frame

Gf Large Frame Siza

- &

Mo

Reduce the Size

If first frame

Figure 4.1 Pre-process of Frame

The system starts with reading input frame from the surveillance camera. The
system is designed to work with low resolution ranging from 180 x 320 to 240 x 420.
All the video frame with the height larger than or equal to 720 will get scale down twice
to reduce its size, on the other hand video frame with height larger than or equal to 480
will get scale down once to reduce its size. The frame size reducing is done by scaling
down the image frame instead of resizing the image frame to a certain width or height
as this will causes image distortion and possible information lost. Pre-processing the

image frame is important to ensure the system works correctly.
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4.2 System Initialization

Initizlization
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: (_Create Window Farlitin-_r) |
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| |
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| |
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Figure 4.2 System Initialization

The system is initialized when after the first frame is pre-processed. In this initialization
process, a window partition is created based on the pre-processed frame’s width and
height as well as other properties such as number of colour channels. After that, the
frame will display to the first partition of the window and subsequently information and

analysis board is initialized to display.
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4.3 Information Extraction
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Figure 4.3 Information Extraction

Information extraction from a video frame usually required high computational
resources. You-Only-Look-Once (YOLO) algorithm is chosen to perform
object detection in the video frame as it required lower computational resource
in relative to other neural network object detectors. However, running this
algorithm for every frame in a video is not feasible and wasting the
computational resources.

The idea is to reduce the number of detections performed on the video frame.
So, this YOLO algorithm is run once for every 90 frames to detect the interest
objects. (current frame % 90 == 0)

If a car is detected on the particular frame, then the counting time will increase
by one. The car stationary time is calculated based on the counting time. Since
YOLO algorithm is runs for every 90 frames, then one counting time is roughly
equal to 3 seconds. (90 frames divided by video frame captured per seconds).
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e |If there is no car detected when the next detection is performed, then the
stationary time is reset to zero as the car may be passing by in the area. If the
stationary time exceed 25 seconds, the system will mark the car as stationary
and store its position.

e If a human is detected on the particular frame, then the human position will be
stored in a list as initial human position. This initial human position will be

treated as starting point of the human in motion.

4.4 Information Tracking

l:lniﬁal human position :]

Calculate sobel edge
of previous and
current frame

Temporal subfraction
between frames

( Image noise removal

(Siure next human pusitim)

Figure 4.4 Information Tracking
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After the initial human position is stored, the system will track for the
subsequent human position present in the video frame. This is done by calculating the
sobel edge of previous and current frame. Temporal subtraction between the sobel edge
of the previous and current frames is dilated to combine the contour that are close to
each other’s in order to remove the noise such as insignificant motion that present in
the video. A bounding box is then used to locate all the possible human contour in the
frame. Contour with height larger than its width by 1.5 times will marked as possible
human contour. Position of human contour that close to the initial human
position/previous human position will push back to the list of human movement. This
process will continue until there is no human motion detected for the next 10 frames,
then an arrow is drawn and human movement is recorded.

4.5 Information Analysis

(0' O) (X + W, O)

Video Frame

(0,y+h) (x+w,y+h)

Figure 4.5 Coordinate System

Let x = horizontal value, y = vertical value, w = image width and h = image height.
Two-dimensional image is presented by matrix of pixels. The pixel of the image starts
at the top left of the image with coordinate of (0, 0). The x value increase when the
pixel is moving to the right and the y value increase when the pixel is moving to the
bottom. The x value of top right pixel is the sum of x + w and the y value are zero. The
x value of the bottom right pixel is zero and the y value is the sum of y + h. The bottom

right coordinate is (x + w, y + h).
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Figure 4.6 Direction of human movement

All human movement is stored in a list and draw by using the arrow. The tail of the

arrow indicates the first appearance of human and the head of the arrow tell the last

position of human. South east direction arrow mean that a human is walking toward

south east direction. The direction of arrow is calculated by using the head pixel

position (X2, y2) to subtract with the tail pixel position (X1, y1).

I South East Direction: x2 > xzand y2 > y1
ii. North East Direction: x> xiand y2<y:
iii. North West Direction: xo< x1and y><y:

iv. South West Direction: xo< X1 and y2 >y

Entrance of the door is determined by the number of arrows pointed to one of the

directions. For instance, if there are three arrows pointing toward south east direction,

then the average pixel position of these three arrows’ head is calculated. Subsequently,

a region with 25 * 25 is drawn using the average pixel position.
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4.6 Decision Making
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Figure 4.7 Decision Making

Decision to trigger the warning is based on the number of arrows in entrance and car
region as well as car stationary time. If an arrow’s head or tail is present in entrance or
car region, then the arrow is considered as source or destination of the human
movement. The source and destination of human movement will be divided by total
movement count exists in the video to get the percentage of suspected movement in a
video. If car stationary time exceed 25 seconds and the probability of suspected
movement is larger than 0.5 then a high-risk level warning is flagged. If the probability
of suspected movement is larger than 0.5 but without any car stationary in the video,

then a medium risk level warning is flagged.
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Chapter 5: Experimental Results and Discussion
5.1 Case A Result

SIS SRR

YES

 48.21 g

Figure 5.1.3 Case A Result 3
From Figure 3.1 a) and b), a person is walking from the outside of the front-yard and
heading toward the entrance of the house. The system will first detect the first
appearance of the human position and track the subsequent position until there is no
human movement exists in the frame. After that an arrow will be drawn to show the
direction of the human movement as shown in Figure 5.1.1. In Figure 5.1.2, an entrance
region is drawn on the frame. The region is draw after three arrow point toward the
North East direction is recorded. In Figure 5.1.3, a blue box is drawn on the car

stationary region when the stationary time exceed 25 seconds. The probability is
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calculated by dividing the total human movement counts with the number of arrow’s
head or tail in the red and blue box. Figure 5.1.3 shows that there are 4 arrows in red

and blue box. Hence, the probability is 4 divided by 9 (total movement count).

5.2 Case B Result

g SW:

v Count @ 1

:5raw7ng Board

Figure 5.2.2 Case B Result 2
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Figure 5.2.3 Case B Result 3
In Figure 5.2.1, an arrow is drawn to indicate that a person in walk from the gate to the

front door of the house in the front-yard area (Figure 3.1.2 a) and b)). After the person
climb over the gate and enter the front yard area, the robber drives his car into the front-
yard area of the house. Figure 5.2.2 shows a car is drawn with a blue box after the car
stay stationary for more than 25 seconds. When there are 3 arrows points to the South
East direction, the average pixel position of the arrows’ head is calculated to draw the
red box to indicate the entrance of the house. The risk level is high because more than
half of the human movement is located in the blue box (car area) and the car stay
stationary for a long time.

5.3 Case C Result
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Figure 5.3.1 Case C Result 1
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Figure 5.3.3 Case C Result 3
Figure 3.1.1 show a drawn arrow that point from the car to the door of the front-yard

(Figure 3.1.3 a) and b)). A blue box is drawn as there is car stay stationary for a time
longer than 25 seconds as shown in Figure 5.3.2. After the robber successfully open the
entrance, he moves from the car to the entrance and his compliance follow him to enter
the house. When there are 3 arrows point in North West direction, a red box is drawn
to indicate the entrance region of the house as shown in Figure 5.3.3. When the

probability exceeds 0.5, the risk level increase to red as a warning signal.
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Chapter 6: Conclusion

In this paper, an intelligent surveillance system is developed to automatically
detect robbery that happens in the front yard area of a landed house. The surveillance
system is made possible by using computer vision and artificial intelligent techniques.
The project aims to help the victims of robbery to get attention from authorities in real
time by flag an alarm when robbery is detected. As such, it will reduce the fatality rate
of robbery victims and increase the chance of arresting robbers.

The project is developed with the following technique: YOLO object detection,
contour tracking based on temporal subtraction, and motion analysis. First YOLO will
start to detect human and car present in the video frame and store its location. When a
car is detected, the car stationary time starts to measure. After the initial human position
is stored, the subsequent human position is then detected with simple temporal
subtraction to reduce the computational resources. The process of tracking the contour
is continue until no human motion is detected for the next 10 frames. All of the detected
human movement will be drawn as an arrow to indicate the direction of human
movement. Analysis is done by calculate the car stationary time and the number of
human movements in entrance and car region. Warning is flagged is the probability of
human movement in entrance and car region is high and the car stationary time exceed

25 seconds.

A future improvement of this project can focus on state-of-arts methods in
computer vision to improve the performance and accuracy of the system. Next
improvement can focus on differentiating between multiple human using color
histogram and detecting the item carried by the robbers will increase the accuracy of
the system.
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