
 

 

 

 

 

 

IOT BASED PERSONAL SAFETY AND PROTECTION SYSTEM 

 

 

 

 

 

 

 

LIAU KAI HAO 

 

 

 

 

 

 

 

A project report submitted in partial fulfilment of the 

requirements for the award of Bachelor of Engineering 

(Honours) Mechatronics Engineering 

 

 

 

 

 

Lee Kong Chian Faculty of Engineering and Science 

Universiti Tunku Abdul Rahman 

 

 

Jan 2021 



i 

 

DECLARATION 

 

 

 

 

 

I hereby declare that this project report is based on my original work except 

for citations and quotations which have been duly acknowledged. I also 

declare that it has not been previously and concurrently submitted for any 

other degree or award at UTAR or other institutions. 

 

 

 

 

Signature :  

Name : LIAU KAI HAO 

ID No. : 16UEB03412 

Date : 5/5/2021 

 

  



ii 

 

APPROVAL FOR SUBMISSION 

 

 

 

 

 

I certify that this project report entitled “IOT BASED PERSONAL SAFETY 

AND PROTECTION SYSTEM” was prepared by LIAU KAI HAO has met 

the required standard for submission in partial fulfilment of the requirements 

for the award of Bachelor of Engineering (Honours) Mechatronics 

Engineering at Universiti Tunku Abdul Rahman. 

 

 

 

Approved by, 

 

 

Signature :  

Supervisor : MR. CHAI TONG YUEN 

Date : 5/5/2021 

 

 

 

 

 

 

 

 

 

 

 



iii 

 

 

 

 

 

The copyright of this report belongs to the author under the terms of 

the copyright Act 1987 as qualified by Intellectual Property Policy of 

Universiti Tunku Abdul Rahman. Due acknowledgement shall always be made 

of the use of any material contained in, or derived from, this report. 

 

 

© 2021, Liau Kai Hao. All right reserved. 

  



iv 

 

ACKNOWLEDGEMENTS 

 

 

 

 

 

I would like to thank everyone who had contributed to the successful 

completion of this project. I would like to express my gratitude to my research 

supervisor, Mr. Chai Tong Yuen for his invaluable advice, guidance, and his 

enormous patience throughout the development of the research. 

 

In addition, I would also like to express my gratitude to my loving 

parents and friends who had helped and given me encouragement throughout 

the entire process.  

 

 

 

 

  



v 

 

ABSTRACT 

 

As urbanisation becomes more rapid, the problem of poverty has become more 

serious, and the poor can only try to harm others to get money for living. To 

guarantee the safety of an individual, the Internet of Things (IoT) based 

personal security or protection systems are introduced. However, the 

conventional systems do not offer a constant performance, in which their 

triggering methods are too simple and impractical in the real world. They have 

no measure on false alarm prevention, causing unstable performance of the 

systems. In this project, IoT technology is applied to develop a more reliable 

personal safety and protection system that can automatically respond against 

dangerous situations with three activation methods that avoid false alarms and 

store the data in the Firebase database. There are four major parts in the 

proposed system, which are sensing, processing, actuating, and visualising 

units. The sensing unit is an integration of sensors and receivers that receives 

input continuously, while the actuating unit is a combination of actuators that 

carry out response towards an emergency. Besides, the processing unit is a 

Raspberry Pi, while the visualising unit is an Android application that 

communicates with the Firebase database. Real-time monitoring and 

controlling of the system are achieved by the communication between the 

Firebase real-time database and Android application. Experiments are 

conducted on the proposed system, and the results have proved its 

functionality, accuracy, and precision. 

  



vi 

 

TABLE OF CONTENTS 

 

 

 

DECLARATION i 

APPROVAL FOR SUBMISSION ii 

ACKNOWLEDGEMENTS iv 

ABSTRACT v 

TABLE OF CONTENTS vi 

LIST OF TABLES ix 

LIST OF FIGURES x 

LIST OF SYMBOLS / ABBREVIATIONS xiii 

LIST OF APPENDICES xv 

 

 

CHAPTER 

1 INTRODUCTION 1 

1.1 General Introduction 1 

1.2 Importance of the Study 3 

1.3 Problem Statement 4 

1.4 Aim and Objectives 5 

1.5 Scope and Limitation of the Study 5 

1.6 Contribution of the Study 6 

1.7 Outline of the Report 7 

2 LITERATURE REVIEW 8 

2.1 Introduction 8 

2.2 Personal Safety and Security 8 

2.3 Protection System 10 

2.4 Speech Recognition 15 

2.5 Overview of the Internet of Things (IoT) 21 

2.5.1 Three-layer Architecture 22 

2.5.2 Five-layer Architecture 23 

2.5.3 Cloud-based Architecture 24 

2.5.4 Fog-based Architecture 24 



vii 

 

2.6 Wireless Network Protocols 25 

2.6.1 Wireless Local Area Networks (WLANs) 28 

2.6.2 Wireless Personal Area Networks (WPANs) 

  28 

2.6.3 Wireless Metropolitan Area Networks 

(WMANs) 29 

2.6.4 Wireless Wide Area Networks (WWANs) 30 

3 METHODOLOGY AND WORK PLAN 31 

3.1 Introduction 31 

3.2 Planning and Managing of Project Activities 31 

3.3 System Architecture 35 

3.4 Hardware 36 

3.4.1 Raspberry Pi 3 Model B+ 36 

3.4.2 CH340G USB to TTL Converter Module 38 

3.4.3 TTP223 Capacitive Touch Sensor 38 

3.4.4 USB Omnidirectional Microphone 39 

3.4.5 MPU9250 9-axis IMU Sensor 40 

3.4.6 Buzzer 41 

3.4.7 GY-NEO6MV2 GPS Tracking Module 41 

3.4.8 SIM800L GSM Module 42 

3.5 Software 43 

3.5.1 Firebase Cloud Server 43 

3.5.2 Visual Studio Code 43 

3.5.3 Android Studio IDE 44 

3.5.4 Fritzing 45 

3.6 Overall System Flowchart 46 

4 RESULTS AND DISCUSSION 48 

4.1 Introduction 48 

4.2 Circuit Design and Pin Connections 48 

4.3 Project Prototype 51 

4.4 System Features 51 

4.4.1 Firebase Real-time Database 51 

4.4.2 Real-time Monitoring 52 

4.4.3 Real-time Controlling 54 



viii 

 

4.4.4 Real-time Map View 56 

4.4.5 Real-time Notification 59 

4.5 Experiment 60 

4.5.1 Threshold Settings 60 

4.5.2 Power Consumption 65 

5 CONCLUSIONS AND RECOMMENDATIONS 67 

5.1 Conclusions 67 

5.2 Recommendations for Future Work 68 

REFERENCES 69 

APPENDICES 73 

 

 

 

 

 

 

 

 

 

  



ix 

 

LIST OF TABLES 

Table 2.1: The summary of protection systems developed by other 

researchers. 14 

Table 2.2: Comparative study of speech recognition techniques (Shaikh 

and Deshmukh, 2016). 19 

Table 2.3: Comparison of wireless network types (Sharma and Dhir, 

2014). 25 

Table 2.4: Comparison of characteristics of different wireless protocols 

(Saad, et al., 2014). 26 

Table 3.1: Gantt chart for the part I of this project. 33 

Table 3.2: Gantt chart for the part II of this project. 34 

Table 4.1: Summary of the pin and port connections of the entire system. 50 

Table 4.2: The data obtained under normal conditions. 62 

Table 4.3: Mock falling experiments by participants A, B, and C. 63 

Table 4.4: Mock running experiments by participants A, B, and C. 64 

Table 4.5: Temperature tests on various conditions. 65 

Table 4.6: The power consumption of the prototype. 66 

 

 

 

 

 

 

 

 

  



x 

 

LIST OF FIGURES 

Figure 1.1: Statistics of crime index ratio in Malaysia (Department of 

Statistics, Malaysia, 2019). 3 

Figure 1.2: Cumulative number of crime cases in Malaysia in 2018 

(Department of Statistics, Malaysia, 2019). 4 

Figure 2.1: General speech recognition process (Shaikh and Deshmukh, 

2016). 16 

Figure 2.2: Block diagram of the acoustic-phonetic approach (Shaikh and 

Deshmukh, 2016). 16 

Figure 2.3: Block diagram of the artificial neural network approach 

(Shaikh and Deshmukh, 2016). 17 

Figure 2.4: Block diagram of the Hidden Markov Model (HMM) based 

approach (Shaikh and Deshmukh, 2016). 18 

Figure 2.5: Three-layer and five-layer architectures of IoT (Sethi and 

Sarangi, 2017). 23 

Figure 2.6: Fog architecture of a smart IoT gateway (Sethi and Sarangi, 

2017). 25 

Figure 2.7: Wireless Local Area Network (Sharma and Dhir, 2014). 28 

Figure 2.8: Wireless Personal Area Network (Sharma and Dhir, 2014). 29 

Figure 2.9: Wireless Metropolitan Area Network (Sharma and Dhir, 2014). 29 

Figure 2.10: Wireless Wide Area Network (Sharma and Dhir, 2014). 30 

Figure 3.1: The block diagram of the personal safety and protection system.

 36 

Figure 3.2: Overview of the Raspberry Pi 3 Model B+ (Cytron 

Technologies, n.d.). 37 

Figure 3.3: Raspberry Pi 3 Model B+ pinouts (Raspberry Pi Foundation, 

n.d.). 37 

Figure 3.4: CH340G USB to TTL Converter Module. 38 

Figure 3.5: TTP223 Capacitive Touch Sensor. 39 

Figure 3.6: The polar plot of an omnidirectional microphone. 40 



xi 

 

Figure 3.7: USB Omnidirectional Microphone. 40 

Figure 3.8: MPU9250 9-axis IMU Sensor. 41 

Figure 3.9: Buzzer.  41 

Figure 3.10: GY-NEO6MV2 GPS Tracking Module. 42 

Figure 3.11: SIM800L GSM Module. 42 

Figure 3.12: Firebase cloud platform powered by Google (Google 

Developers, n.d.). 43 

Figure 3.13: The Raspberry Pi 3 Model B+ is connecting to the Visual 

Studio Code through the SSH protocol. 44 

Figure 3.14: Android Studio IDE. 45 

Figure 3.15: The fritzing software. 45 

Figure 3.16: The overall flowchart of the system. 47 

Figure 4.1: The schematic diagram of the circuit design. 49 

Figure 4.2: The wiring diagram of the circuit design 49 

Figure 4.3: The final prototype of the project. 51 

Figure 4.4: Part of the data stored in the Firebase real-time database. 52 

Figure 4.5: The Android application layout. 53 

Figure 4.6: The Firebase real-time database with data updating at 10:21:38 

p.m. 54 

Figure 4.7: The Android application with real-time data at 10:21:38 p.m. 54 

Figure 4.8: The toggle buttons in the Android application are pressed at 

10:27:20 p.m. 56 

Figure 4.9: The Firebase real-time database with data updating at 10:27:20 

p.m. 56 

Figure 4.10: The Android application is prompting the user to give 

permission to access the phone’s location during the first-

time usage. 57 

Figure 4.11: Pop-up notifications appear when the GPS of the phone is not 

turned on or has no signal. 57 



xii 

 

Figure 4.12: The application will redirect the user to Google Maps after 

pressing the button. 58 

Figure 4.13: The real-time notification sent to the pre-set emergency 

contacts in the form of SMS. 59 

Figure 4.14: The axes settings in this discussion. 60 
 

 

 

 

  



xiii 

 

LIST OF SYMBOLS / ABBREVIATIONS 

 

CCTV closed-circuit television 

IoT Internet of Things 

USB Universal Serial Bus 

IMU Inertial Measurement Unit 

TTL Transistor-transistor Logic 

GPS Global Positioning System 

GSM Global System for Mobile Communications 

IDE integrated development environment 

ASR automatic speech recognition 

FFT fast Fourier transform 

HMM Hidden Markov Model 

API Application Programming Interface 

Wi-Fi Wireless Fidelity 

LAN local area network 

3G Third Generation 

WWANs Wireless Wide Area Networks 

WMANs Wireless Metropolitan Area Networks 

WLANs Wireless Local Area Networks 

WPANs Wireless Personal Area Networks 

UWB Ultra-Wideband 

WiMAX Worldwide Interoperability for Microwave Access 

UMTS Universal Mobile Telecommunication System 

GPRS General Packet Radio Service 

GUI graphical user interface 

OS operating system 

UART Universal Asynchronous Receiver/Transmitter 

GPIO general-purpose input/output 

IC integrated circuit 

EEPROM electrically erasable programmable read-only memory 

SMS short message service 

SDKs Realtime Database Software Development Kits 

SSH Secure Shell 



xiv 

 

XML Extensible Markup Language 

PCB printed circuit board 

RX receive 

TX transmit 

JSON JavaScript Object Notation 

APK Android application package 

SI International System of Units 

SIM subscriber identification module   



xv 

 

LIST OF APPENDICES 

 

APPENDIX A: Programme Codes 73 

APPENDIX B: Raspberry Pi 3 Model B+ Datasheet 84 

APPENDIX C: TTP223 Capacitive Touch Sensor Datasheet 86 

APPENDIX D: USB Omnidirectional Microphone Datasheet 89 

APPENDIX E: MPU9250 9-axis IMU Sensor Datasheet 91 

APPENDIX F: Buzzer Datasheet 102 

APPENDIX G: GY-NEO6MV2 GPS Tracking Module Datasheet 103 

APPENDIX H: SIM800L GSM Module Datasheet 107 

APPENDIX I: CH340G USB to TTL Converter Module Datasheet 110 
 

 

 



1 

 

CHAPTER 1 

 

1 INTRODUCTION 

 

1.1 General Introduction 

A security or protection system is a combination of various single products to 

build a complete closed-loop system that aims to keep people safe and 

protected. According to American District Telegraph (ADT) (n.d.), the world's 

first residential security system network was invented in 1874 by its founder, 

Edward Callahan. This was a telegraph-based “call-box” that can convey 

signals for assistance to a central office. About 50 homes took part in the 

testing of this residential security system by connecting to the system within 

the neighbourhood, making it a success.  

The ancient security system can be said to exist even longer before the 

innovation of the first residential security system. Our bright ancestors had 

done a few important creations that are still being used currently as basics to 

stack up the modern security system. A watchtower is the most significant 

security system in the old time. During this time, watchtowers were built in 

major cities for the purpose to keep an eye on who is coming and going. They 

were mostly found near prisons and top-secret government facilities. The 

working concept of a watchtower is critically identical to closed-circuit 

television (CCTV) or better known as a surveillance camera that is widely 

used nowadays. Monitoring of the condition in a location can be done on 

watchtowers in the ancient or through surveillance cameras at present to take 

full advantage of remote viewing and live feeds. Another great innovation of 

the ancient security system was the gates. During the warring states period in 

China, huge gates were used as the borders to control the movement of people 

in and out of every city. Today, gates have become more attractive in colour 

and design, and are used as decorations. However, gates still provide essential 

protection to the people inside a house. 

As urbanisation becomes more rapid, someone is left behind. Normally, 

the poor are abandoned in the development plan because they cannot help with 

anything. Over the time, the problem of poverty has become more serious and 

the poor can only try to steal, rob, and harm others to get money for living. 
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Furthermore, mental problems are becoming more common in the community 

due to over-stressed under the fast pace of development that brings higher 

living costs. A patient suffering from mental problems may try to harm a 

victim unconsciously as he cannot control himself. Thus, a personal security or 

protection system is important to guarantee the safety of an individual. A 

conventional personal protection system is usually used as a weapon for self-

defence, like the stun gun and pepper spray. This can only help the victim to 

get rid of the dangerous situation for a short moment and no one will notice 

that he is getting harmed. Therefore, there is an emerging trend of utilising the 

Internet of Things (IoT) based personal protection system to supplant the 

conventional personal protection system. 

In recent years, many researchers have developed various types of IoT 

based personal safety and protection systems. The working principles of these 

systems are almost identical, where a central processing unit, such as a 

microcontroller or microprocessor is used to control a series of sensors, obtain 

the data from the sensors, process the data collected, and implement proper 

actions as the feedback. During these processes, the information obtained will 

be uploaded and stored in a cloud server to prepare for data analysis or 

visualisation. The IoT acts as a communication platform that links all the 

sensors and devices in a single network to allow the transmission of data in a 

very short time. Real-time monitoring is one of the useful functions provided 

by IoT technology to provide real-time support when the user is in danger. 

This study is to design and develop a system that is capable of 

protecting the user when facing some risks. Two sensors, a receiver, an 

actuator (buzzer), and two communication modules are used in the system. All 

the data collected will be uploaded to the cloud server continuously, and 

actions will be generated when it detects unusual data from the sensors. A 

detailed description of the system will be elaborated in Chapter 3. 
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1.2 Importance of the Study 

From Figure 1.1, although the crime index ratio per 100000 population for 

Malaysia in 2018 had improved to 273.8 as compared to 309.7 in 2017, seven 

states were still recorded the crime index above the national level, namely 

Johor (275.7), Penang (284.6), Kedah (287.6), Malacca (303.6), Negeri 

Sembilan (327.1), Selangor (330.8), and W.P. Kuala Lumpur (642.6). These 

are the major cities in Malaysia, where they are home to more than half of the 

total residents in the country. It is expected that crime cases per year will still 

maintain at an unhealthy level in the near future. In 2018, there were about 

90000 crime cases throughout the nation, of which 19% were violent crimes 

and 81% were property crimes. 60.8% of violent crimes were robbery, which 

is very common to happen in Malaysia when an individual is alone. Therefore, 

it is important to develop a more reliable personal safety and protection system 

that will be able to reduce the crime rate, not only in Malaysia but throughout 

the world. With the help of advanced technology like the IoT, the personal 

safety level can be increased. This study may contribute to a better living 

environment with lesser crime cases and a higher public safety level. 

 

 

Figure 1.1: Statistics of crime index ratio in Malaysia (Department of Statistics, 

Malaysia, 2019). 
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Figure 1.2: Cumulative number of crime cases in Malaysia in 2018 

(Department of Statistics, Malaysia, 2019). 

 

1.3 Problem Statement 

A typical personal safety and protection system consists of various sensors and 

actuators connected to the central control panel using wires. Whereas, a 

conventional IoT based personal safety and protection system establishes a 

communication network to link and control the actions and operations of the 

system automatically and remotely. 

There are some limitations to previous literature done by other 

researchers. Firstly, the user must have direct contact with the existing devices 

in order to trigger the system. For example, in the project developed by 

Vijaylashmi, et al. (2015), a physical press on the mechanical button must be 

carried out to activate the protection system. This is the only way to start up 

the system, which may be unreliable as the user has to take out the device from 

his pocket or bag and search for the position of the button under an emergency 

condition. There is a high possibility that the protection system fails to be 

activated and victimisation will happen. 

Furthermore, the existing personal protection system is not equipped 

with a false alarm prevention system. A false alarm can be easily initialised 

when the system possesses too simple triggering methods. The user may push 

on the physical button accidentally without his notice. This problem has 

affected the accuracy and reliability of the system. For example, in the project 

constructed by Ahir, et al. (2018), only a double-tap on the device’s screen is 
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necessary to activate the system. Thus, an unintentional activation may occur 

without prior notice from the user. A false alarm will cause the emergency 

contacts of the user to always live in fear and result in the wastage of public 

resources, such as the police force. 

Next, some of the existing systems do not come with a user interface. 

The user cannot have real-time monitoring of the protection system, in which 

he does not know whether the system is running. This makes the sense of 

security of the user to be very weak. Also, no customisation and tuning are 

available for the user as the existing systems only come with a single device. 

This may be not user-friendly to suit the requirement of the user. By 

developing an Android application as the user interface, the user can simply 

monitor, control, and alter whatever features according to his need. 

 

1.4 Aim and Objectives 

The main aim of this project is to develop a reliable personal safety and 

protection system through IoT technology. The achievement of the aim will 

overcome most of the limitations in the current research, where a more precise 

and dependable system will be produced. The specific objectives required to 

be fulfilled in achieving the aim are: 

(i) To design and develop a reliable system, which is able to 

protect and support the user during an emergency as well as 

store data on cloud storage. 

(ii) To avoid false alarm. 

(iii) To develop an Android application to display real-time data and 

perform real-time control. 

 

1.5 Scope and Limitation of the Study 

The scope of this project is to focus on developing an IoT based personal 

safety and protection system. The prototype consists of a sensing unit, a 

processing unit, an actuating unit, and a visualising unit. Apart from the 

prototype, an Android application will be developed to work closely with the 

system. A combination of hardware and software will be involved in the 

development of the proposed system: 
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(i) Hardware: Raspberry Pi 3 Model B+, TTP223 Capacitive 

Touch Sensor, Universal Serial Bus (USB) microphone, buzzer, 

MPU9250 9-axis Inertial Measurement Unit (IMU) Sensor, 

CH340G USB to Transistor-transistor Logic (TTL) Converter 

Module, GY-NEO6MV2 Global Positioning System (GPS) 

Tracking Module, and SIM800L Global System for Mobile 

Communications (GSM) Module. 

(ii) Software: Firebase Cloud Server, Visual Studio Code, Android 

Studio IDE, and Fritzing. 

 

The first limitation of this project is the size of the prototype. The 

prototype developed will be too big for convenient usage. This is due to the 

budget constraint, where an integrated circuit design is not able to be done. All 

the hardware is bought and installed separately that makes the prototype large 

and heavy. Next, the cloud server only permits storage of 20000 data per day 

for the free version. If the system developed is going to be used for 24 hours 

per day, there will be insufficient data storage, leading to failure of the entire 

system. Since this is a conceptual design, all these limitations can actually be 

overcome when this prototype is put into mass production. 

 

1.6 Contribution of the Study 

In this project, a new concept of personal safety and protection system based 

on the Internet of Things approach is discussed. The main contributions are as 

follow: 

(i) Review the existing personal safety and protection system. 

(ii) Identify the problems and challenges of the conventional 

personal safety and protection system. 

(iii) Implement the Firebase real-time database to store data from 

sensors. 

(iv) Develop an Android application that acts as the graphical user 

interface for real-time monitoring and controlling. 

(v) Read and write data on the Firebase real-time database to build 

the communication between the safety device and the Android 

application. 
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(vi) Produce a functional prototype and all details are recorded to 

act as the reference for future research, improvement, and 

development. 

 

1.7 Outline of the Report 

This report consists of five chapters. The first chapter introduces the old and 

new security and protection systems and their significance to be enhanced, the 

problems faced by the current personal protection system, aim and objectives 

to solve the problems, scope and limitation of the study, and contribution of 

the study. Chapter 2 reviews multiple related pieces of literature to discover 

the theories and concepts required in accomplishing this project. In the third 

chapter, the methodology of the project is discussed in-depth. All the hardware 

and software used, the approach in achieving the project, and the timeline of 

the project planning and managing are clearly described. Next, Chapter 4 

focuses on the results obtained in the project with their respective explanations 

and theories behind. Lastly, the fifth chapter summarises the overall study, 

clarifies the limitations faced and proposes recommendations on future work 

for this project. 
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CHAPTER 2 

 

2 LITERATURE REVIEW 

 

2.1 Introduction 

Literature reviews were done in the following sections to appraise the main 

reason for developing a personal safety and protection system, and the ideas, 

concepts, and techniques that are used in designing the system. 

 

2.2 Personal Safety and Security 

Personal safety is the most concerning issue when talking about travelling, 

where children are abducted, women are threatened, and senior citizens are 

abused. As the world is moving towards an urban lifestyle, travelling becomes 

a daily activity for everyone, either to school and university or to the 

workplace. However, the criminal offense level increases under the 

urbanisation of an area. High quality of life has resulted in a great cost of 

living, forcing some people that live at the foot of the social ladder to 

encounter financial and mental pressures. It cannot be denied that most of the 

women travellers are at the highest risk of victimisation and their level of fear 

while travelling especially alone has persuaded them to shift from the public to 

private transport usage (Rohana, Zaly and Hairul, 2013). 

Crimes against women act as the largest threat to the personal safety of 

every woman around the world, including Malaysia. According to the Human 

Rights Commission of Malaysia (SUHAKAM) (2010), the first case in 

Malaysia that recognized sexual harassment at the workplace as an offence is 

the case of Jennico Associates Sdn. Bhd. vs. Lilian Therera de Costa in 1998. 

The victim claimed that she was subjected to sexual harassment both 

physically and verbally from her managing director. She eventually decided to 

resign from the position because this incident had made her suffer from 

emotional trauma. Through this case, it is affirmed that gender equity is the 

major morbid phenomenon to be handled seriously to overcome any violence 

against women. 

 Although the relevant authorities in almost every country in the world 

had introduced various laws against such crimes, the plight of women is not 
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likely to change. Rape, molestation, torture, kidnapping, and wife-beating have 

grown up over the years. In India, women are often treated as sex objects due 

to gender discrimination, which had led to the highest percentage of child 

marriages to be recorded for over 40 % in the world. As cited by Bhawana and 

Neetu (2014), one crime is reported every two minutes in India, in which one 

case of molestation is recorded to happen every 12 minutes and one case of 

rape is claimed to take place just every 21 minutes. The imbalanced 

development of the country has further exacerbated this problem. Women, 

who are unfortunate to be the victims of violence, may live in fear and 

psychological shadow throughout their lives. They tend to blame themselves 

for what had happened, resulting in depression and the possibility of 

committing suicide. Thus, crimes against women are well recognized as public 

health problems and human rights violations. 

 The personal safety of tourists becomes the primary factor while 

considering the development of the tourism industry. Bangkok, which is the 

capital of our neighbouring country – Thailand, is one of the international core 

tourism destinations. About 15.7 million international visitor arrivals were 

recorded in 2008 with a projection of 6 % from 2007 (Batra, 2008). Although 

the crime rate in Bangkok is considered relatively low as compared to many 

other tourist spots around the world, such as China and America, 

pickpocketing and robbery are getting more common in recent years. The 

income obtained from the tourism industry may be affected if these problems 

are not solved properly as tourists may suffer from the fear of victimisation 

and decide to stop visiting such a place full of criminals. A greater level of 

vigilance should be provided to ensure a hassle- and stress-free experience for 

every visitor to promise the return rate of foreign tourists that act as the major 

income for the country. 

 The Overseas Security Advisory Council (OSAC) of the USA (2020) 

encourages travellers in Malaysia, especially Americans to keep high alert on 

the crime and safety situation in Malaysia through an annual crime and safety 

report. It was highlighted in the report that the most common crimes in densely 

populated urban centres, such as Kuala Lumpur and Johor Bahru, include petty 

theft (especially pickpocketing), smash-and-grab theft from vehicles, and 

residential burglaries. Smash-and-grab theft often happens in a traffic jam, 
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where a pair of motorists will smash the window of the car, grab the valuables 

and speed off. Typically, the thieves focus on lone drivers as they do not have 

any resistance towards them. The victim can only let the offenders go out of 

sight helplessly. Moreover, a high volume of crimes is reported to happen at 

alleys and side streets near the main commercial zones after midnight. It is 

found that most of the incidents were targeted at lone victims, raising the 

personal safety issue in the world. 

 In short, personal safety and security is an arising issue all over the 

world that should be paid attention to preserve human rights not only for 

women, but for every person in the community. Everyone can enjoy a 

harmonious and peaceful lifestyle if not surrounded by potential crimes. To 

raise the personal safety and security level, some protection systems can play a 

significant role. 

 

2.3 Protection System 

In improving the personal safety of every high-risk group, researches on 

personal protection systems have been stimulated to grow rapidly these recent 

years. The emergence of pepper spray that required human effort to press on 

the opener to expel the gaseous pepper and shock generator that required the 

user’s action to trigger the button can indeed help to decrease the unwarranted 

sense of fear and increase the safety and security level when an individual is 

walking alone on the street. However, crimes often take place in a sudden, in 

which victims will not have much time to respond by pressing on the pepper 

spray or triggering the button of the shock generator manually. This situation 

becomes worse when the surrounding condition is lack of light exposure. The 

victims may still be treated cruelly in the case that they fail to perform an 

effective response towards the criminals. Therefore, technology is 

implemented in producing a personal protection system that can carry out 

several actions automatically to protect the user. 

  In a project done by Ahir, et al. (2018), a wearable smart device was 

designed with the implementation of the IoT technology. This device can be 

started by tapping on the screen twice. The SOS message and GPS location 

will then be sent to the predefined emergency contacts automatically, and a 

buzzer that acts as an alarm will be triggered simultaneously. Along with the 
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smart device, there are two metal points installed on top of the screen to 

generate electric shock by emitting electric current. This feature can be helpful 

if the criminal is getting too close in contact with the victim, where 

unimaginable actions are going to occur. Nonetheless, this smart device 

possesses the drawback of lacking the false alarm prevention system due to the 

triggering method is being too simple. An unintentional activation will be 

triggered if the user does not put the smart device in a secured location. For 

example, if the user places the smart device inside a bag, mistaken activation 

may be carried out without notice from the user. A false alarm may be 

generated easily and a misunderstanding may occur. 

 Bankar, et al. (2018) had proposed a foot device as an effort of 

enhancing women's security. This device works in a way that it will be clipped 

onto the footwear of the user and triggered secretly by tapping the feet on the 

device at least ten times continuously within five seconds. Similarly, the 

latitude and longitude of the location will be traced by using the GPS module. 

The emergency message will be kept sending to the saved contact at an 

interval of 30 seconds to ensure that the emergency contact person notices the 

alert and the latest update of the user’s condition. An extra feature is added in 

this device, where it can perform audio recording to act as proof later if 

required. At the same time, the buzzer will be triggered to alert the 

surrounding passers-by so that the user can obtain immediate help. There is 

also a small knife installed and attached to a DC motor for self-defence 

purposes, which will reveal itself when the system is activated. Yet, the 

activating method of tapping the feet for at least ten times in five seconds is a 

big challenge for the user in a nervous mood. 

 An intelligent device in the form of a wristwatch with a secret webcam 

that operates on the concept of “GEOFENCE” was proposed to provide extra 

safety for its user (Vahini and Vijaykumar, 2017). “GEOFENCE” is a virtual 

boundary pre-set in the protection system by the user, and this feature will 

trigger the system once the user moves out of the specified region marked 

previously. This device was programmed in such a way that a long beep sound 

at high volume will be generated at the receiver’s side even if the device is in 

silent mode, with the prerequisite factor that the receiver must have the same 

device. This feature can ensure the alert messages from the victim are noticed 
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by the emergency contact to carry out subsequent actions as soon as possible. 

This wristwatch also consists of the feature of two-way talk, where it has the 

capability to receive any incoming call from the receiver. This can act as an 

alternative telecommunication tool when the phone is being stolen. But, this 

device must be first activated before the victimisation happens so that it can 

perform properly. Due to this reason, it is not a satisfactory solution to the 

personal safety problem as it is impractical to activate the device during an 

incident. 

 Vijaylashmi, et al. (2015) presented a design of a self-defence women 

safety system that is triggered by clicking on the physical switch on a wearable 

device. Similarly, this device possesses the functions of tracing the location of 

the user and sending it to the predefined emergency contacts. The special 

feature of this device is that it will play a prerecorded message using a speech 

circuit to raise the alert of surrounding people. This is much useful when the 

user’s mouth is sealed and unable to speak out precisely and loudly. However, 

this feature may irritate the criminal to take violent actions in some cases. 

Besides, the activation of this device requires only a single press on the 

physical switch, which may result in an unexpected alarm due to accidentally 

pressing. 

SMARISA designed by Sogi, et al. (2018) is activated by pressing on 

the physical button. Upon clicking, the current location of the victim is 

fetched, and the camera will capture the images of the attacker, which are then 

sent to the police or predefined emergency contact numbers via the victim’s 

smartphone. This feature is very useful to store the proof of the incident, but it 

is highly dependent on the surrounding condition. A place where the 

illumination is insufficient will cause the images captured to blur. Besides, the 

camera is required to be held steadily to take clear pictures. This is quite 

impossible and impractical as the criminal will not stand still in a position as 

well as the victim will keep running away from the criminal, resulting in the 

vibration of the camera that will greatly affect the quality of the images taken.  

Monisha, et al. (2016) also took an effort in the research of the 

protection system in improving the personal safety of every member of the 

community. They created a device called “FEMME” that is associated with an 

Android application. It can record audio and video of the incident to be used as 
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pieces of evidence. This device is installed with a radio frequency receiver to 

act as a hidden camera detector, which can detect any electromagnetic waves 

emitted from the spy camera. It is a creative feature to overcome the growth of 

sneak shot incidents, particularly towards single women. For example, an 

individual can stay in a strange place, like a hotel, without worrying about the 

presence of hidden cameras inside the room. Although this must be a great 

improvement in the personal protection system, the probability of getting error 

signals from the system is very high. This is because there are so many 

technological devices that will emit electromagnetic waves, which will 

influence the accuracy of the signal received. 

 A summary of protection systems developed by other researchers is 

listed in Table 2.1. A clear review of the characteristics and features of every 

system can be obtained from the table and a comparison can be made between 

them. These prototypes are used as the basis of the personal safety and 

protection system that is developed in this project. 
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Table 2.1: The summary of protection systems developed by other researchers. 

No. Devices by Triggering Method Devices GPS  Sensors Alarm 
Shockwave 

Generator 
Camera 

Android 

Application 

1 
Ahir, et al. 

(2018) 

Tap on the screen twice/ When 

being thrown with force 

detected. 

Smart band  ✔ 
Pulse rate, 

temperature, force 
 ✔  ✔ ˟  ✔ 

2 
Bankar, et al. 

(2018) 

Tapping feet for a minimum of 

ten times within five seconds or 

with a one-touch switch system. 

Foot 

device 
 ✔ Pulse rate  ✔ ˟  ✔  ✔ 

3 

Vahini and 

Vijaykumar 

(2017) 

Press on the smart band. Smart band  ✔ ˟  ✔ ˟  ✔ ˟ 

4 
Vijaylashmi, 

et al. (2015) 
Click on the physical button. Smart band  ✔ ˟ ˟  ✔ ˟ ˟ 

5 
Sogi, et al. 

(2018) 
Click on the physical button. Smart ring  ✔ ˟  ✔ ˟  ✔  ✔ 

6 
Monisha, et 

al. (2016) 

Press on volume button of the 

phone. 

All-in-one 

device 
 ✔ 

Radio frequency 

receiver 
˟ ˟  ✔  ✔ 
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2.4 Speech Recognition 

Speech recognition or automatic speech recognition (ASR) is a process of 

identifying words and phrases from spoken language and converting them into 

a machine-readable format (Desai, Dhameliya and Desai, 2013). In other 

words, it is the speech-to-text conversion. This technology is widely used for 

machines to respond accurately to human voices and provide various services, 

such as the “search by voice” function by Google, “Siri” by Apple, voice 

command function applied by in-car systems, and hands-free computing for 

disabled people. Speech recognition is growing fast due to the development of 

IoT. Almost all smart devices that emerge in the market today comprise the 

speech recognition function to connect themselves together, where a single 

command spoken to either one of the smart devices will trigger other smart 

devices to act upon the analysed words from the speech. A sample application 

that uses this technology is Google Home. The implementation of speech 

recognition technology in the IoT based personal safety and protection system 

will increase the reliability of the system. 

A general speech recognition cycle starts with the transformation of the 

input of the speech signal. Then, frame blocking is carried out. The speech 

signal is divided into equally spaced blocks to obtain the signal characteristics. 

When examining over a short period, the signal characteristics are fairly 

stationary. However, over a long period, the characteristics of the speech 

signal change to reflect the different speech sounds. A string of phonemes can 

be produced by combining each block with the phoneme using the 

characteristics feature vectors. Next, spectrum analysis is applied to each block 

by using the bank of frequency filters, fast Fourier transform (FFT), and linear 

predictive coding technique. The phonemes produced have distinguished 

features that narrow the field for decision-making. Lastly, different algorithms 

will be applied to get higher accuracy results. An algorithm is constructed for 

each word of vocabulary and they are being compared with the string of 

phonemes to generate the result. The spoken speech is recognised into texts.  
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Figure 2.1: General speech recognition process (Shaikh and Deshmukh, 2016). 

 

 There are plenty of techniques used in speech recognition, including 

the acoustic-phonetic approach, artificial neural network-based approach, 

statistical-based approach, and many more. The acoustic-phonetic approach 

takes the assumption that there exist finite, distinctive phonemes in a speech-

language. These phonemes are characterised by a set of acoustic properties 

that occur in a speech signal. For example, the English language consists of 40 

different phonemes, which are independent of the vocabulary. This is the 

oldest technique of speech recognition that provides labels to the speech 

(Karpagavalli and Chandra, 2016). 

 

 

Figure 2.2: Block diagram of the acoustic-phonetic approach (Shaikh and 

Deshmukh, 2016). 
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The artificial neural network approach is suitable for complicated tasks, 

but inefficient when dealing with large vocabularies. The neurons that exist in 

the network are responsible to calculate the non-linear weight of inputs and 

broadcast the results to outgoing units. The pattern of values is assigned to 

input and output neurons, and the weight of strength of each pattern is 

determined by training sets.  

 

 

Figure 2.3: Block diagram of the artificial neural network approach (Shaikh 

and Deshmukh, 2016). 

 

Hidden Markov Model (HMM) based approach is one of the statistical-

based approaches that is the most efficient technique for speech recognition. It 

uses the best probabilistic model to perform non-deterministic selections 

depending on the characteristics of the input. This can remove the uncertainty 

that occurs in speech recognition, like confusable words, speaker variability, 

and mixing of sound. Before the HMM model is applied, the spoken speech 

must be extracted to features or coefficients. In HMM, the Gaussian 

distribution, state transition probabilities, mean, variance, and mixed weight 

for speech are taken into account for recognition, causing each phoneme to 

have different output distribution. By combining the individual train HMM for 

separate words or phonemes, a sequence of words or phonemes can be formed. 

According to Iancu (2019), Google is the only cloud provider that 

offers ASR support for around 120 languages and dialects. In contrast, 

Amazon provides a cloud speech-to-text service called Amazon Transcribe 

that only supports five languages and dialects, including English, Portuguese, 

Spanish, Italian, and French. While for Microsoft, it only offers the speech-to-
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text service in its Azure Cloud Service that can support six languages, which 

are English, Chinese, Spanish, Italian, German, and French. Thus, the Google 

Speech-to-Text Application Programming Interface (API) is the most suitable 

speech recognition tool among the others in terms of API. From the research 

done by Iancu (2019), as Google has a very large quantity of data stored on its 

servers and it owns a huge amount of machine learning algorithms, the Google 

Speech-to-Text API can perform better than other service providers. 

A summary of some commonly used speech recognition techniques is 

shown in Table 2.2. The advantages and disadvantages of every technique are 

listed to establish a clear comparison between them. It can be concluded that 

the statistical-based approach with Hidden Markov Model (HMM) is the most 

effective and efficient method as it contains a relatively high volume of 

vocabularies that can train a large amount of data. The trained algorithms are 

also easily available. However, the Google Speech-to-Text API will suit this 

project of developing a personal safety and protection system better since the 

database and techniques it used are backed by Google, making it more 

accurate, reliable, and easy to use. 

 

 

Figure 2.4: Block diagram of the Hidden Markov Model (HMM) based 

approach (Shaikh and Deshmukh, 2016). 
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Table 2.2: Comparative study of speech recognition techniques (Shaikh and 

Deshmukh, 2016). 

Sr. 

No. 

SRS 

Techniques 

Advantages Disadvantages 

1. Acoustic 

Phonetic 

Recognition 

1. It reduces processing 

time for connected words. 

1. Not widely used in 

commercial applications 

due to the large time 

execution of each isolated 

word. 

2. Dynamic 

Time 

Wrapping 

1. Continuity is less 

important because it can 

match sequences with 

missing information. 

2. Reliable time alignment 

between reference and test 

pattern. 

1. It matches between two 

given sequences with 

certain restrictions. 

2. It requires maximum 

time for complex 

computational work. 

3. Limited number of 

templates. 

3. Pattern 

Recognition 

Approach 

1. It recognizes patterns 

quickly, easily, and 

automatically because 

word-to-word matching 

will occur. 

1. It is useful for word-to-

word matching. 

2. Template is the main 

problem.  

3. Slow process. 

4. It does not recognize 

speech if a new variation of 

pattern occurs. 

4. Vector 

Quantization 

Approach 

1. It is useful for efficient 

data reduction. 

1. It is text-dependent 

because it needs a 

codebook for matching. 

5. Template 

Base 

Approach 

1. It is better for discrete 

words. 

2. Fewer errors occur due 

to the segmentation and 

classification of small 

1. Expensive due to the 

large vocabulary size in 

each word has reference 

templates for it. 

2. Template matching and 
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variable units. preparation require more 

time. 

3. It is difficult to recognize 

similar templates. 

6. Artificial 

Neural 

Network 

Approach 

1. It can solve complex 

computational tasks 

effectively within less time. 

2. It has the ability to 

automatically train the data 

and taught the system to 

change from the initial 

training model without 

error. 

3. It can handle noisy, low-

quality data efficiently and 

require minimum training 

data vocabulary. 

1. It gives inefficient 

results for large 

vocabulary. 

2. It is expensive because 

training it requires many 

iterations over a large 

amount of training data.  

3. Full nature of the neural 

network is still not fully 

understood. 

4. It requires more training 

time. 

5. More error variation 

occurs due to the complex 

architecture of neural 

networks. 

7. Statistical 

Based 

Approach 

(Hidden 

Markov 

method) 

1. The vocabulary size of 

HMM is very high so it can 

train a large amount of 

data. 

2. It has an accurate 

mathematical framework.  

3. The trained algorithms 

are easily available.  

4. It can implement easily 

and anyone can easily 

change the size, type, and 

architecture of these 

models to suit a particular 

1. A significant increase in 

computational complexity. 

2. Need a large amount of 

data. 
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word.  

5. It is more robust because 

the probability of certain 

words can occur next to 

each other.  

6. It has the capability to 

achieve recognition rates 

accurately.  

7. It has an efficient 

learning algorithm.  

8. It has a flexible and 

general model for sequence 

properties.  

9. It can learn variable data 

unsupervised. 

 

2.5 Overview of the Internet of Things (IoT) 

In the past decade, the Internet has become ubiquitous, touching almost every 

corner of the world. Human life has transformed in an incredible way, in 

which everything can now interact with each other to perform a specific 

purpose with the Internet. The Internet of Things, abbreviated as IoT, is 

defined as a communication between the physical and digital worlds 

(Vermesan, et al., 2011). The physical world consists of a wide variety of 

sensors, which detect mechanical changes and convert them into electrical 

signals, as well as actuators, which receive electrical energy to produce 

mechanical outputs. With IoT technology, the digital world can interact with 

the physical world for the purpose of monitoring, controlling, and analysing. 

Another definition by Peña-López, et al. (2005) states that the Internet of 

Things acts as a paradigm, where networking and computing capabilities are 

embedded in any feasible object. These capabilities can be used to monitor the 

state of an object or to manipulate its state remotely. In short, the IoT refers to 

a new technology that every electronic device is connected through a similar 

network. All devices connected to the network can be commanded to perform 

a particular task together. A variety of sectors make use of IoT technology to 
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enhance the infrastructure, especially in telecommunication and location 

tracking. 

 

2.5.1 Three-layer Architecture 

Three-layer architecture is the most basic architecture for IoT. It is the first 

architecture introduced in the early stage of research in this area. As 

mentioned in its name, there are three layers, that are perception, network, and 

application layers in this architecture (Mashal, et al., 2015). The perception 

layer is the physical layer consisting of sensors to carry out the purpose of 

sensing and gathering information about the surrounding environment. 

Various physical parameters can be measured and identified, such as 

movement, temperature, pressure, and humidity. Since sensors are transducers 

that transform power from mechanical into electrical, the information obtained 

will be converted into an electrical or digital signal to prompt the subsequent 

action. The network layer functions as a linkage to connect all the devices to 

other network devices and servers for carrying out data transmitting and 

processing. Normally, the information obtained from sensors will be 

transferred into cloud storage to prepare for later application. Lastly, the 

application layer is responsible for delivering specific services or actions based 

on the analysis done on the information collected. This is the last step to define 

various applications to achieve the mission of a system. The actuator is one of 

the major components in this layer. For example, a smart home system is an 

application generated after analysing the relevant information acquired by 

sensors through a wireless network protocol. There is no physical linkage or 

connection between the devices in the smart home system. Thus, all 

communication among devices and appliances is performed through a wireless 

network. 
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Figure 2.5: Three-layer and five-layer architectures of IoT (Sethi and Sarangi, 

2017). 

 

2.5.2 Five-layer Architecture 

Although the three-layer architecture can represent the main idea of IoT 

technology, finer aspects are required to be focused on to further develop a 

perfect IoT system. Due to this reason, the five-layer architecture is introduced 

based on the basic three-layer architecture with the addition of processing and 

business layers. From Figure 2.5, the five-layer architecture of IoT contains 

perception, transport, processing, application, and business layers, where the 

roles of both the perception and application layers remain unchanged (Khan, et 

al., 2012). The transport layer performs a similar job with the network layer in 

the three-layer architecture, but it is now transferring the information and data 

obtained from the perception layer to the processing layer (normally a cloud or 

server storage), or vice versa through various networks, such as Wireless 

Fidelity (Wi-Fi), Bluetooth, local area network (LAN), and Third Generation 

(3G). Next, the processing layer, which is also recognized as the middleware 

layer, stores, analyses, and processes the sensor data from the transport layer. 

This layer can typically manage and offer a variety of services to the lower 

layers. Many technologies, including cloud computing, databases, and big data 

processing modules are employed in this layer. Last but not least, the business 

layer takes the responsibility to control the entire IoT system and its activities. 

Normally, the applications, business and profit models, and users’ privacy are 

managed and secured in this layer. Thus, it is a significant layer to ensure the 
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safety and security of the IoT system, preventing any disclosure or leaking of 

users’ information. 

 

2.5.3 Cloud-based Architecture 

There are two types of IoT system architectures, including cloud and fog 

computing. This classification is done based on protocols that make it different 

from the classification of three- and five-layer architectures. Data processing 

can be done by applying both system architectures. In cloud computing, data 

processing is usually performed in a large centralized fashion by using cloud 

computers. Such a cloud-centric architecture places the cloud at the centre, 

with applications at the top and the network of smart things at the bottom 

(Gubbi, et al., 2013). Cloud computing is widely used in IoT technology as it 

provides great flexibility and scalability, where developers can perform data 

storing, data mining, data analysing, data visualisation, and machine learning 

through the cloud. 

 

2.5.4 Fog-based Architecture 

On the other hand, fog computing differs from cloud computing in the 

sequence of data processing. In fog computing, sensors and network gateways 

will carry out some of the data processing and analytics in prior. Four 

additional layers are inserted between the physical and transport layers, 

namely monitoring, preprocessing, storage, and security layers. The 

monitoring layer will conduct the supervising jobs on either the responses or 

errors of all devices within the IoT system. The filtering, processing, and 

analytics of data will then be executed in the preprocessing layer. The 

processed data is temporarily stored in the storage layer before sending it into 

the cloud, whereas the security layer performs encryption or decryption of data 

to make sure that the data integrity and privacy are secured. The major 

difference between cloud computing and fog computing is that the information 

and data obtained are directly uploaded into cloud storage to be processed later 

in cloud computing, but it is processed in advance in fog computing to exert a 

stronger guarantee on the data accuracy and security. Generally, the IoT 

system used for business purposes prefers fog computing because the data is 
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collected on a large scale that might require prior filtering and processing so 

that only useful data is stored for analytics. 

 

 

Figure 2.6: Fog architecture of a smart IoT gateway (Sethi and Sarangi, 2017). 

 

2.6 Wireless Network Protocols 

A wireless network is the new technology of networking in which data signals 

are transferred through the air. No physical connection with cables or wires is 

required to perform wireless networking. The wireless network works in the 

principle of sending and receiving the electromagnetic waves propagated 

through the radio frequencies generated by antennas. There are four main 

categories of wireless networks:  

(i) Wireless Wide Area Networks (WWANs). 

(ii) Wireless Metropolitan Area Networks (WMANs). 

(iii) Wireless Local Area Networks (WLANs). 

(iv) Wireless Personal Area Networks (WPANs).  

 

Table 2.3: Comparison of wireless network types (Sharma and Dhir, 2014). 



26 

 

Table 2.4: Comparison of characteristics of different wireless protocols (Saad, et al., 2014). 

Protocols Bluetooth UWB ZigBee/IP Wi-Fi Wi-Max GSM/GPRS 

Frequency band 2.4 GHz 3.1 – 10.6 GHz 868/915 MHz; 

2.4GHz 

2.4; 5 GHz 2.4; 5.1 – 66 GHz 850/900; 1800/1900 

MHz 

Max signal rate 720 Kb/s 110 Mb/s 250 Kb/s 54 Mb/s 35 – 70 Mb/s 168 Kb/s 

Nominal range 10 m 10 – 102 m 10 – 1000 m 10 – 100 m 0.3 – 49 km 2 – 35 km 

Nominal TX power 0 –10 dBm -41.3 dBm/MHz -25 – 0 dBm 15 – 20 dBm 23 dBm 0 – 39 dBm 

Number of RF 

channels 

79 (1 – 15) 1/10; 16 14 (2.4 GHz) 

64 (5 GHz) 

4; 8 

10; 20 

124 

Channel bandwidth 1 MHz 0.5 – 7.5 GHz 0.3/0.6 MHz; 

2 MHz 

25 – 20 MHz 20; 10 MHz 200 kHz 

Modulation type GFSK, CPFSK, 8-

DPSK, π/4- DQPSK 

BPSK, PPM, PAM, 

OOK, PWM 

BPSK, PPM, PAM, 

OOK, PWM 

BPSK, QPSK, 

OFDM, M-QAM 

QAM16/64, QPSK, 

BPSK, OFDM 

GMSK, 8PSK 

Spreading FHSS DS-UWB, MB-

OFDM 

DSSS MC-DSSS, CCK, 

OFDM 

OFDM, OFDMA TDMA, DSSS 

Basic cell Piconet Piconet Star BSS Single-cell Single-cell 

Extension of the 

basic cell 

Scatternet Peer-to-Peer Cluster tree, Mesh ESS PTMP, PTCM, 

Mesh 

Cellular system 

Max number of cell 8 236 > 65000 2007 1600 1000 
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nodes 

Encryption E0 stream cipher AES block cipher 

(CTR, counter 

mode) 

AES block cipher 

(CTR, counter 

mode) 

RC4 stream cipher 

(WEP), AES block 

cipher 

AES-CCM cipher GEA, MS-SGSN, 

MS-host 

Authentication Shared secret CBC-MAC (CCM) CBC-MAC (ext. of 

CCM) 

WPA2 (802.11i) EAP-SIM, EAP-

AKA, EAP-TLS or 

X.509 

PIN; ISP; Mobility 

Management (GSM 

A3); RADIUS 

Data protection 16-bit CRC 32-bit CRC 16-bit CRC 32-bit CRC AES based CMAC, 

MD5-based HMAC, 

32-bit CRC 

GPRS-A5 

Algorithm 

Success metrics Cost, convenience Throughput, power, 

cost 

Reliability, power, 

cost 

Speed, Flexibility Throughput, Speed, 

Range 

Range, Cost, 

Convenience 

Application focus Cable replacement Monitoring, Data 

network 

Monitoring, control Data network, 

Internet, Monitoring 

Internet, 

Monitoring, 

Network Service 

Internet, 

Monitoring, control 
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2.6.1 Wireless Local Area Networks (WLANs) 

This type of wireless network allows the user in a local area, such as a building, 

to form a common network that grants access to the Internet. IEEE 802.11 is a 

standard body that helps in coordinating and promoting data networking 

standards. It enables vendors to create compatible products by defining the 

mechanical process of implementing WLANs in the 802.11 standards. It 

specifies key management and security association management plus access 

control, data confidentiality, and data integrity. Wi-Fi is a kind of wireless 

network classified under the WLANs. It is usually used to convey information 

over a long distance of about 100 metres with the maximum signal rate of            

54 Mbps for anyone having the access codes or passwords into the Wi-Fi 

network. However, it possesses the drawback of being easily affected by 

interference, like electromagnetic waves emitted from any electronic device. 

 

 

Figure 2.7: Wireless Local Area Network (Sharma and Dhir, 2014). 

 

2.6.2 Wireless Personal Area Networks (WPANs) 

This type of wireless network allows users to communicate between a wide 

range of devices that is small and power-efficient. Bluetooth, ZigBee, and 

Ultra-Wideband (UWB) are examples of WPANs. They can usually be used to 

convey information over a short distance of about 10 metres among a private 

group of participant devices. Unlike the WLANs, connections over the 

WPANs involve no infrastructure, where a direct connection can be carried out 

among the devices having WPAN technology. The maximum signal rate is 

only 720 Kbps in Bluetooth, 250 Kbps in ZigBee, and 110 Mbps in UWB. 

ZigBee technology is normally applied in home automation that needs only a 
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low data transfer rate to fulfil the simple requirement. On the other hand, 

UWB technology is getting more attention as it can replace the high-speed 

serial bus, such as USB 2.0 to deliver data much faster in home networking. 

 

 

Figure 2.8: Wireless Personal Area Network (Sharma and Dhir, 2014). 

 

2.6.3 Wireless Metropolitan Area Networks (WMANs) 

This type of wireless network allows users to interconnect multiple networks 

within a metropolitan area, such as different buildings within a city, that acts 

as an alternative for fibre cabling. It can convey information over a very long 

distance of up to 50 kilometres with a maximum signal rate of 70 Mbps. 

Worldwide Interoperability for Microwave Access (WiMAX) is the most 

popular wireless technology in this category. The common application is the 

mobile broadband that provides high bandwidth over long-range transmission. 

 

 

Figure 2.9: Wireless Metropolitan Area Network (Sharma and Dhir, 2014). 
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2.6.4 Wireless Wide Area Networks (WWANs) 

This type of wireless network can provide a connection over large areas, such 

as between cities or even countries. General Packet Radio Service (GPRS), 

GSM, and Universal Mobile Telecommunication System (UMTS) are 

examples of applications through WWANs, which can convey information at 

the maximum signal rate of 168 Kbps. 

 

 

Figure 2.10: Wireless Wide Area Network (Sharma and Dhir, 2014). 
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CHAPTER 3 

 

3 METHODOLOGY AND WORK PLAN 

 

3.1 Introduction 

In this section, the methodology of the project will be discussed with all 

necessary details provided to repeat this project and obtain reproducible results. 

The materials and facilities used in accomplishing the objectives will be 

elaborated and justified through the investigation done. 

 

3.2 Planning and Managing of Project Activities 

Tables 3.1 and 3.2 show the Gantt chart for parts I and II of this project. Part I 

of the project is mainly focusing on the problem formulation, literature review, 

and findings for conceptual design, whereas part II of the project emphasises 

on hardware and software design, prototype development, and report writing. 

Four major activities were completed in part I of this project. In the 

first two weeks, a thorough discussion was held with the project supervisor, 

Mr. Chai to study the project requirements and define the broad outcomes that 

are expected to be achieved by the time the project ends. During the meeting, 

the specific outputs and activities to be carried out in part I of this project were 

planned to cope with the expected project outcomes smoothly. Some 

suggestions on the project design from the aspects of its features and functions 

were given by Mr. Chai to establish a rough idea and concept of the personal 

safety and protection system to be built. The Gantt chart shown in Table 3.1 

was prepared in the second week as well to ensure all the activities to be 

performed were well-scheduled and organised. 

After that, a comprehensive literature review was conducted to 

synthesize other researchers’ ideas on the topic to generate useful ideas for 

adding attractive features to the project. Since this is not a new topic, some 

unique features must be implemented to act as selling points of the project 

developed. Therefore, plenty of available works had been compared and 

contrasted to discover the limitations that exist in their projects. Some possible 

features and functions were evaluated to find out their suitability to be 

included in this project to minimise the drawbacks of existing similar devices 
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and maximise the achievement of the objective of providing personal 

protection to an individual during an emergency condition. The methodology 

of this project was determined in the sixth week after a detailed analysis was 

done from reviewing the other researchers’ works. Eight weeks were spent on 

doing the literature review. 

 Starting from the eighth week, conceptual design and component 

selection were executed. The types of hardware (electronic components and 

processing unit) and software (programming language, cloud server platform, 

and IDE) used in designing the project were proposed. Every component that 

performs a particular job towards achieving the specific feature was selected 

after filtering similar components available in the market. The most suitable 

items were adopted instead of the best items so that the proposed features and 

functions can be realised with optimal power consumption and performance. 

This is because a higher performance component will definitely utilise a 

greater power and thus generating more heat. This condition is not favourable 

since the device to be produced is considered quite simple, where medium-end 

components are sufficient to support the purpose. Preliminary testing was done 

on the application of components to ensure each of them can help in reaching 

the objectives. This milestone took around six weeks to finish. 

 Throughout part I of the project, many ideas and concepts were 

collected to be documented in this report. Five weeks were spent in the report 

writing. This report was revised several times before submission to make sure 

there is no grammatical error. Since the report for part I of the project is just a 

progress report of the entire project, only brief information is provided for the 

methodology and result sections. The oral presentation was carried out in the 

last week of part I of the project to convey the central idea of this project and 

the up-to-date progress of part I. 
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Table 3.1: Gantt chart for part I of this project. 

No. Project Activities W1 W2 W3 W4 W5 W6 W7 W8 W9 W10 W11 W12 W13 W14 

M1 
Problem formulation 

& project planning 

              

M2 Literature review 

              

M3 
Conceptual design & 

component selection  

              

M4 
Report writing & 

presentation 

              

 

However, some modifications had been done in part II of the project to 

solve the difficulties encountered. There are six major activities to be 

completed in part II of this project. At first, hardware testing and programme 

development were conducted together to coordinate a good interaction 

between the software and hardware. Programme for controlling all the 

hardware was written in Python inside the Raspberry Pi 3 Model B+, including 

the codes to obtain inputs from every sensor, store the data into the cloud 

server, and retrieve the data for specific actions and analysis. This is the 

longest stage of the project because several methods were tried and tested to 

produce the perfect prototype.  

In the eighth week, data analysis and Android graphical user interface 

(GUI) development were started at the same time so that the prototype can be 

tested and debugged in experiments. Data analysis functions to ensure all the 

data collected from the system is accurate and precise, while the Android GUI 

will act as the user interface of the system to carry out various settings and 

preferences as well as monitor the condition of the system. Data to be 

presented in the Android application is directly retrieved from the cloud server 

to realise real-time monitoring and support. Multiple times of corrections were 

done to the software design until the prototype can perform up to the 

expectation. 
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The poster preparation began in the tenth week. The poster includes all 

the relevant and useful information, especially the result and discussion of the 

project to present and promote the prototype developed. Lastly, documentation 

of the project was carried out. The final report writing was started in the eighth 

week, which is two weeks earlier than in part I of this project. More time is 

assigned to produce a high-quality report that can be used by others to repeat 

this project and obtain identical, reproducible results. The final report must be 

comprehensive so that it can deliver knowledge to the readers effectively. The 

period devoted to the final report writing was continued until the fourteenth 

week. Lastly, the final presentation will be prepared and conducted to present 

the outcomes of this project. 

 

Table 3.2: Gantt chart for part II of this project. 

No. Project Activities W1 W2 W3 W4 W5 W6 W7 W8 W9 W10 W11 W12 W13 W14 

M1 Hardware testing 

              

M2 
Programme 

development 

              

M3 Data analysis 

              

M4 
Android GUI 

development 

              

M5 Poster preparation 

              

M6 
Report writing & 

presentation 
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3.3 System Architecture 

The proposed system consists of four major parts, namely the sensing unit, 

processing unit, actuating unit, and visualising unit. From the block diagram in 

Figure 3.1, the sensing unit comprises all the sensors and receivers, including 

the capacitive touch sensor, USB microphone, and IMU sensor, that are 

responsible for collecting inputs of the system. While in the processing unit, 

the Raspberry Pi 3 Model B+ running on the Raspbian operating system (OS) 

is the only processor used to control the operation of the whole system. A USB 

to TTL converter module is applied to generate another set of Universal 

Asynchronous Receiver/Transmitter (UART) pins to communicate with the 

GPS tracking module. The processing unit plays the role of receiving data 

obtained from the sensors and receivers, and performs the proper actions after 

analysing the information collected. If the user is in danger, the actuating unit 

will be triggered to get the real-time location of the user and synchronise every 

detail gathered into Firebase Cloud Server. The data will then be immediately 

sent to the emergency contacts pre-set by the user to seek for help. At the same 

time, the buzzer will be triggered to alert the passers-by about the incident that 

is going to happen or already happened. Instant help can be provided to the 

user by the surrounding people and the victimisation can be avoided. Lastly, 

the visualising unit is the real-time user interface that will provide the real-

time sensors’ data and the nearest safe location, such as the police station 

through the Android application. A mis-triggered alarm can also be cancelled 

in the Android application. Data attained will be stored in the cloud server for 

future statistical study and can even act as shreds of evidence to the incident. 
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Figure 3.1: The block diagram of the personal safety and protection system. 

 

3.4 Hardware 

All the hardware used in developing the system is discussed in the following 

subsections. 

 

3.4.1 Raspberry Pi 3 Model B+ 

The primary processing unit used in this system is the Raspberry Pi 3 Model 

B+ as shown in Figure 3.2. It is a single-board computer known for its credit-

card-size with dimensions of 85 mm × 56 mm × 17 mm. It contains a 64-bit 

quad-core processor running at 1.4 GHz, which is 0.2 GHz faster than the 

previous generation. With extended 40-pin general-purpose input/output 

(GPIO) header, this micro-computer is more than enough to handle all the 

connections between components and perform the background programme 

smoothly. Since the protection system is designed to work non-stop for 24 

hours per day, the Raspberry Pi 3 Model B+ is powerful enough to manage all 

the operations on-going simultaneously. The power consumption characteristic 

of this micro-computer meets the requirement of the system, where a 5V/2.5A 

power source is sufficient to power it. As it is a mobile protection system, high 
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power-efficient is preferred so that the system can be powered with a portable 

battery. In this project, a 20000 mAh power bank will be connected to act as 

the power supply of this micro-computer via a micro USB connector.  

 

 

Figure 3.2: Overview of the Raspberry Pi 3 Model B+ (Cytron Technologies, 

n.d.). 

 

 

Figure 3.3: Raspberry Pi 3 Model B+ pinouts (Raspberry Pi Foundation, n.d.). 
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3.4.2 CH340G USB to TTL Converter Module 

Since both GSM and GPS modules require UART pins to transmit and receive 

information, the only set of UART pins on the Raspberry Pi 3 Model B+ is not 

sufficient. Hence, a CH340G USB to TTL Converter Module is introduced 

into the system to receive the data from the GPS module. Although software 

serial of converting the normal pins on the Raspberry Pi 3 Model B+ into the 

UART pins can be done by programming, the signal is not stable and will 

affect the performance of the whole system if the connection is lost. A 

hardware USB to TTL converter module will not encounter this problem. It 

can be simply connected through the USB port of the Raspberry Pi, and 

retrieve data from the GPS module instantly under the maximum baud rate 

without performing any setting. 

 

 

Figure 3.4: CH340G USB to TTL Converter Module. 

 

3.4.3 TTP223 Capacitive Touch Sensor 

A TTP223 Capacitive Touch Sensor is a touchpad detector integrated circuit 

(IC) that offers a one-touch key. It is used in this system to replace the 

traditional direct button key for triggering the system. With only 0.5 seconds 

of stable time after power-on, this touch sensor can respond rapidly with the 

maximum response time of 60 ms towards the input within the range of 0-50 

pF capacitance. The failure of triggering the system due to the technical 

problem of a traditional mechanical button can be prevented by using this 

touch sensor. Also, the false alarm can be avoided when the triggering 

condition is set to apply an input to the touch sensor for more than five 

seconds, making it ideal for this system. This triggering method is user-
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friendly and simple, but difficult in activating a false alarm. In the case of a 

false alarm, it can be cancelled by applying only one second of continuous 

input to the touch sensor. Thus, any mistrigerring of alarm can be stopped 

immediately. 

 

 

Figure 3.5: TTP223 Capacitive Touch Sensor. 

 

3.4.4 USB Omnidirectional Microphone 

An omnidirectional microphone is a microphone that picks up sound with 

equal gain from all sides or directions of the microphone. This is in contrast to 

unidirectional microphones, which pick up sound with high sensitivity only 

from a specific side. Figure 3.6 shows the typical polar plot response of an 

omnidirectional microphone. Since it has a circular polar plot due to it records 

sound from all directions (0º to 360º), it allows greater flexibility in the 

directionality of sound pick-up. During an emergency, the user can just speak 

to the microphone without regard to the position of the microphone. This USB 

omnidirectional microphone possesses a pick-up distance of 50-200 cm with a 

sensitivity of 52 dB, which is appropriate in the usage of this project because 

the normal human conversation is about 50 dB (Victory, 2019). Besides, it has 

a signal-to-noise ratio of 78 dB that is considered excellent as compared with 

other microphones. As it is USB-based, it can be connected directly to the 

USB port of the Raspberry Pi 3 Model B+, making a very simple connection. 
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Figure 3.6: The polar plot of an omnidirectional microphone. 

 

 

Figure 3.7: USB Omnidirectional Microphone. 

 

3.4.5 MPU9250 9-axis IMU Sensor 

The MPU9250 9-axis IMU Sensor has nine motion sensing axes with minimal 

cross-axis sensitivity between the gyroscope, accelerometer, and 

magnetometer axes. This sensor module combines the gyroscope, 

accelerometer, and magnetometer in a single board, in which it can measure 

the orientation, angular velocity, acceleration force, and magnetism. Besides, 

there is also an embedded temperature sensor on this sensor module with a 

measurement range of -40 ºC to 85 ºC. Through these measurements, the 

system can detect whether the user is in normal moving speed and orientation, 

and obtain the temperature of the surrounding environment. If there is a 

sudden change in any of these parameters that exceed the threshold and it is 

maintained for more than 30 seconds, it can be guessed that the user is in 

danger, the device is being thrown, or there is a fire disaster happening around 

the user. Analysis can be done to trigger the protection system. 
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Figure 3.8: MPU9250 9-axis IMU Sensor. 

 

3.4.6 Buzzer 

A buzzer is installed in the system to alert the passers-by that the user is in 

danger. It can produce an alarm of up to 85 dB, which is loud enough to create 

a sense of fear to the criminal to stop their improper actions. 

 

 

Figure 3.9: Buzzer. 

 

3.4.7 GY-NEO6MV2 GPS Tracking Module 

The GY-NEO6MV2 GPS Tracking Module is a stand-alone GPS receiver 

built-in with electrically erasable programmable read-only memory (EEPROM) 

for saving data when it is powered off. The baud rate of this module is 9600, 

indicating that it is capable of transmitting a maximum of 9600 bits of data per 

second. There is a rechargeable button battery on this module that acts as a 

backup battery when the power supply drains out. The location data can still 

be collected and analysed by the system although the power source is used up. 

Thus, this GPS module is much compatible with the applications of the 

protection system. 
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Figure 3.10: GY-NEO6MV2 GPS Tracking Module. 

 

3.4.8 SIM800L GSM Module 

The SIM800L GSM module supports quad-band communication, including 

850 MHz, 900 MHz, 1800 MHz, and 1900 MHz. Voice, short message service 

(SMS), and data information can be transferred through the GPRS with low 

power consumption. GPRS is a packet-based wireless communication service 

that transmits data at rates from 56 Kbps to 114 Kbps and promises continuous 

connection to the Internet. For this module, it is rated with GPRS class 12, 

which can transmit data at a maximum of 85.6 Kbps. This transmission rate is 

more than enough to send the data collected from the sensors over the cloud 

server to be analysed for generating proper actions of the protection system. 

 

 

Figure 3.11: SIM800L GSM Module. 
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3.5 Software 

All the software used in developing the system is discussed in the following 

subsections. 

 

3.5.1 Firebase Cloud Server 

In order to achieve a real-time response of the protection system, the data 

obtained from the sensors must be stored and analysed immediately from time 

to time. This is to always prepare the system in a stand-by mode for actions to 

be carried out to cope with the dangerous situation faced by the user. Firebase 

is a cloud server platform that allows the synchronisation of data in real-time 

and establishes communication between devices. This platform provides the 

features of the real-time database, performance monitoring, analytics, 

messaging, and crash reporting that fully suits the project objectives. Since 

Firebase is backed by Google, the security of this platform is said to be on the 

highest level. The personal data from the user can be protected well and free 

from the risk of being hacked. Moreover, Firebase can be simply linked with 

the Android Studio IDE that makes the development of the system’s mobile 

application easier. There is an attractive feature offered by Firebase, where the 

Realtime Database Software Development Kits (SDKs) will store the data in 

the local cache of the system when the device is gone offline. The 

synchronisation of data will continue automatically once the device is backed 

online. 

 

 

Figure 3.12: Firebase cloud platform powered by Google (Google Developers, 

n.d.). 

 

3.5.2 Visual Studio Code 

The Visual Studio Code is used as the major programming software in this 

project. It gives the function of accessing the Raspberry Pi 3 Model B+ 

remotely through Secure Shell (SSH) protocol. According to SSH.com (n.d.), 
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the SSH protocol is a method for secure remote login from one computer to 

another. Since the Raspberry Pi 3 Model B+ is considered a mini-computer, it 

comes with this communication protocol. Normally, the SSH protocol 

provides several alternative options for strong authentication, and it protects 

the communications security and integrity with strong encryption. Thus, using 

the Visual Studio Code to perform the SSH communication with the 

Raspberry Pi 3 Model B+ is considered very safe and secured, and the 

programme code can be easily debugged with the strong debugging engine in 

the Visual Studio Code. 

 

 

Figure 3.13: The Raspberry Pi 3 Model B+ is connecting to the Visual Studio 

Code through the SSH protocol. 

 

3.5.3 Android Studio IDE 

The Android Studio IDE is used to develop an android application to act as a 

graphical user interface (GUI) of the system. The programming language used 

to write the backend script is Java, while the GUI is designed by Extensible 

Markup Language (XML). In this IDE, virtual debugging and visualization of 

the developed application can be done through a simulated phone. With just a 

click, the android application built by this IDE can be directly linked to 

Firebase to perform real-time data storage and analysis. Since this IDE is an 

open platform, plenty of tutorials are available online for free, which makes 

the development process of the application easier.  
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Figure 3.14: Android Studio IDE. 

 

3.5.4 Fritzing 

In doing the circuit design, the Fritzing software is chosen because it is an 

open-source platform, where the user can simply create any electronic 

component on his preference. Hence, a lot of components can be searched 

online, making the circuit designing job easier. Besides, it also offers multiple 

types of circuit diagram views, such as virtual part view, schematic view, and 

printed circuit board (PCB) view. This can enhance the understanding of the 

user by providing better visualization of the design so that the project can be 

repeated and similar reproducible results can be obtained. 

 

 

Figure 3.15: The fritzing software. 
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3.6 Overall System Flowchart 

The logical flow of the developed system is as shown in Figure 3.16. Upon 

turning on the system, the GPIO pins 22 and 23 are set to be the signal pins for 

the touch sensor and buzzer respectively. Since the calculations of the whole 

system are running in the programme code, some internal variables and 

counters will be established, and their initial conditions are set. Then, the 

initialisation and configurations of the Firebase database are carried out.  

Once the setup is completed, the system will start its operation by 

obtaining the real-time data from the IMU sensor continuously with the 

interval of one second. The data obtained will be synchronised into the 

Firebase real-time database, and the Android application will display the data 

retrieved from the database. The data shown in the Android application is 

updated as soon as changes of data in the database are detected. All the 

processes are performed in an infinite loop. The infinite loop will be 

interrupted only if there is an input detected by the capacitive touch sensor. 

The output of the system can be triggered in three ways:  

(i) the duration of the input signal on the capacitive touch sensor 

exceeds five seconds. 

(ii) the changes in the acceleration, orientation and temperature 

meet the thresholds and are maintained for more than 30 

seconds. 

(iii) speech input matches with the pre-set text. 

 

All three triggering methods are given the same priority. However, as 

long as any of the triggering methods is fulfilled, the other activation channels 

of the system will be blocked since they are performing towards the same 

outcomes. While for the infinite loop, its cycle will be continued if no input is 

detected by the capacitive touch sensor. Once the system is triggered, the 

buzzer will be turned on to function as an alarm. Then, the data from the GPS 

tracking module will be collected and uploaded into the Firebase database. An 

emergency message will be sent to the pre-set emergency contacts. To ease the 

monitoring and controlling of the system, the Android application will display 

all the data obtained throughout the process cycle, and a function of getting the 

nearest safe location can be activated in the Android application. The speech 
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recognition and automatic alarm functions can also be switched off through 

the Android application, and the alarm can be independently controlled in the 

Android application. 

 

 

Figure 3.16: The overall flowchart of the system. 
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CHAPTER 4 

 

4 RESULTS AND DISCUSSION 

 

4.1 Introduction 

In this section, the results of the project will be discussed with all necessary 

details provided to prove its accuracy and validity. 

 

4.2 Circuit Design and Pin Connections 

The complete circuit connections of the protection system are shown in 

Figures 4.1 and 4.2. The circuit is drawn and illustrated by using Fritzing 

software. The Raspberry Pi 3 Model B+ that acts as the main controller in the 

system will be powered up by a 20000 mAh power bank through the micro 

USB port. Besides, an external 5 V power supply will be connected to the 

SIM800L GSM module. The reason that the GSM module is supplied by an 

external power source instead of using the 5 V supply from the Raspberry Pi 3 

Model B+ is to increase the stability of the performance as it is sending and 

receiving data continuously. If it is powered up by the 5 V pin of the 

Raspberry Pi 3 Model B+, the maximum baud rate may not be achieved, 

causing slower transmission of data. Also, there is a reset function in the GSM 

module, where it will continuously turn on and off if the power supply is 

unstable. Since there is only one set of UART pins on the Raspberry Pi 3 

Model B+, a CH340G USB to TTL Converter Module is applied to convert 

the USB port into another set of UART pins. The transmit (TX) pin of the 

GPS tracking module is linked to the receive (RX) pin of the USB to TTL 

Converter Module so that the GPS tracking module can transmit the data 

collected and the converter module can receive the data sent. Moreover, the 

USB Omnidirectional Microphone is connected to and powered by the USB 

port of the Raspberry Pi 3 Model B+. The detailed pin and port connections of 

every module are summarised in Table 4.1. 
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Figure 4.1: The schematic diagram of the circuit design. 

 

 

Figure 4.2: The wiring diagram of the circuit design 
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Table 4.1: Summary of the pin and port connections of the entire system. 

Modules 
Modules’ Pins and 

Ports 

Raspberry Pi’s Pins and 

Ports 

CH340G USB to 

TTL Converter 

Module 

USB 

RX 

USB 

TX (GPS module) 

TTP223 

Capacitive Touch 

Sensor 

VCC 

GND 

SIG 

3V3 

Ground 

GPIO 22 

USB 

Omnidirectional 

Microphone 

USB USB 

MPU9250 9-axis 

IMU Sensor 

VCC 

GND 

SCL 

SDA 

EDA 

ECL 

3V3 

Ground 

SCL1 

SDA1 

SDA1 

SCL1 

Buzzer 
VCC 

GND 

GPIO 23 

Ground 

GY-NEO6MV2 

GPS Tracking 

Module 

VCC 

GND 

TX 

5V 

Ground 

RX (USB to TTL module) 

SIM800L GSM 

Module 

5V 

GND 

TX 

RX 

GND 

5V (external power) 

Ground (external power) 

RX 

TX 

Ground 
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4.3 Project Prototype 

Figure 4.3 shows the final prototype of the IoT based personal safety and 

protection system. It is temporarily attached to an acrylic board to ease the 

handling during the experiments. 

 

 

Figure 4.3: The final prototype of the project. 

 

4.4 System Features 

Various features of the system are discussed in this section. 

 

4.4.1 Firebase Real-time Database 

Figure 4.4 shows part of the data stored in the Firebase real-time database. 

Nested loops are created to separate the data from each sensor. Those data in 

the loops of “1-set” is updated in real-time as long as the device is running. On 

the other hand, the loops labelled “2-push” store the historical data for future 

data analysis. The “alarm”, “count”, and “mpu” loops are specially prepared 

for the toggle buttons in the Android application, where “0” means OFF and 

“1” indicates ON. These data will then be retrieved by the main programme to 

determine the user’s selection. All the data is stored in the JavaScript Object 

Notation (JSON) format, which will ease the development of other GUI, such 

20000 mAh 

power bank 

USB 

omidirectional 

microphone 

USB to TTL 

converter 

module 

Raspberry Pi 

3 Model B+ 

GPS 

module 

GSM 

module 

IMU 

sensor 

Capacitive 

touch 

sensor 

Buzzer 

To external 

power source 

(5V) 
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as web applications. This is due to the data in JSON format can be acquired 

easily in JavaScript programming language that is widely used in designing 

the user interface. 

 

  

Figure 4.4: Part of the data stored in the Firebase real-time database. 

 

4.4.2 Real-time Monitoring 

The data can be monitored by two different methods, which are via the 

Firebase real-time database as mentioned earlier, and via the Android 

application on a mobile phone. Figure 4.5 shows the layout of the Android 

application developed.  
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Figure 4.5: The Android application layout. 

 

The Android application acts as a more user-friendly interface, in 

which the user can view the real-time data from the sensors as long as the 

mobile phone is connected to the internet, regardless of a Wi-Fi network or a 

cellular network. The application is designed in the way that it will respond to 

any changes on the data stored in the Firebase real-time database, and 

immediately retrieve the new, updated information to be displayed on the 

interface. Furthermore, the Android application can be installed by anyone 

with the Android application package (APK) file. There are not restricted 

criteria set for entering the application, and the number of phones that can 

download the application is not limited. This enables multiple users to monitor 

the system simultaneously anywhere and anytime even though the device is 

not placed close to the mobile phone. This adds an advantage for the device 

that it can be used as a home safety and protection system instead of just to the 

target of protecting a personnel. For instance, if the device is placed at home, 

the parents, who are away from home, can always monitor the situation around 

their child through the Android application. All the real-time information is 

synchronized with the system, and the system will be triggered once the 

thresholds are achieved. In Figures 4.6 and 4.7, it can be seen that both the 

data in the Firebase real-time database and the Android application are 

updated concurrently. 
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Figure 4.6: The Firebase real-time database with data updating at 10:21:38 p.m. 

 

 

Figure 4.7: The Android application with real-time data at 10:21:38 p.m. 

 

4.4.3 Real-time Controlling 

Apart from real-time monitoring, the Android application also provides the 

function of real-time controlling of the system. This allows the user to 

customise the safety device according to his usage and requirement. For 

example, one of the triggering methods of the system is to apply changes to 

the acceleration and orientation non-stop for more than 30 seconds. Running 

action perfectly matches with the criteria, in which the acceleration detected 

will increase with the running speed and the orientation of the user will vary 
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with the exercising motion. This may cause a false alarm to be activated. The 

scene of putting the device inside a bag may also trigger the system to output a 

false alarm because the vibration generated while the user is moving will 

change the orientation of the device. Therefore, the user can select to turn off 

the automatic alarm of the system by toggling the button from ON state to 

OFF state. The same goes for the speech recognition and alarm features. When 

the speech recognition feature is switched on, it may affect the interval of the 

real-time data being updated into the Firebase real-time database because the 

system will go into a loop to receive the speech from the user and analyse it. 

Although the recording duration of each speech is set to be only four seconds, 

the process of analysing and converting the speech into text will take longer. 

The condition may get worse if the speech recognition function is turned on all 

day long but the user has no intention of using it. This will affect the overall 

performance of the system. While for the alarm, if the button is toggled ON, 

the buzzer will be powered up continuously. This feature is specially designed 

for the user to turn on the alarm immediately whenever it is needed without 

having to wait for any of the three triggering methods. Figures 4.8 and 4.9 

show the data updated in the Firebase real-time database once the toggle 

buttons in the Android application are pressed. The updated data will then be 

retrieved by the main programme to execute the appropriate function. 
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Figure 4.8: The toggle buttons in the Android application are pressed at 

10:27:20 p.m. 

 

 

Figure 4.9: The Firebase real-time database with data updating at 10:27:20 p.m. 

 

4.4.4 Real-time Map View 

To enhance the safety feature of the system, the real-time map view is 

included in the Android application. This function allows the user to straight 

away access Google Maps by staying in the same application. During the first-

time usage of this function, the Android application will prompt the user to 

give permission to access the phone’s location as shown in Figure 4.10. 
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Figure 4.10: The Android application is prompting the user to give permission 

to access the phone’s location during the first-time usage. 

 

 Once the permission is approved, the user can use this feature freely in 

the future. When the button “DISPLAY NEAREST SAFE LOCATION” is 

pressed, the application will first check for the GPS signal. Pop-up 

notifications will appear when the phone’s GPS is not turned on or has no 

signal. 

 

  

Figure 4.11: Pop-up notifications appear when the GPS of the phone is not 

turned on or has no signal. 
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 In contrast, if the GPS signal is found, the user will be redirected to 

Google Maps application to display the track for the nearest safe location, 

where the source location is predefined as the current location of the phone 

and the nearest safe location is chosen to be the nearest police station. With 

these settings, Google Maps will directly search for the route from the user’s 

phone to the closest police station. This is useful in an emergency situation, 

where the user has no time and chance in typing the words one by one to 

search for the route. The reason for fixing the source location as the current 

phone’s location instead of the device’s location is to avoid the wrong source 

location obtained when the user is not carrying the phone and the safety device 

at the same time. It also offers a precautionary step in the case where the user 

accidentally drops the safety device in a dangerous event. Generally, a person 

will choose to wear his/her phone in the pants’ or trousers’ pocket. Thus, it can 

be confirmed that the chance of a phone being dropped will definitely be much 

lower than that of the safety device which is normally placed inside a bag. 

Even if the phone is lost, the user will be unreachable to the Android 

application. There is no point to set the source location to be the safety 

device’s location.  

 

  

Figure 4.12: The application will redirect the user to Google Maps after 

pressing the button. 
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4.4.5 Real-time Notification 

An additional safety feature of real-time notification is implemented to notice 

the emergency contacts predefined in the system that the user is facing a 

dangerous situation. It acts as an external communication channel, which 

automatically links the user to the external source of help to request urgent 

assistance. Whenever the system is activated, this feature will be called by the 

main programme and it works instantly regardless of which triggering methods. 

The SMS will then be spontaneously sent to the emergency contacts through 

the subscriber identification module (SIM) card inserted in the GSM module. 

The SMS content is as shown in Figure 4.13, where the emergency message is 

followed by the latitude and longitude of the safety device as well as a web 

page link that will direct the reader to the Google Maps view of the latitude 

and longitude. With that, the track from the emergency contacts to the user 

who is in a dangerous situation can be obtained quickly. The emergency 

contacts can perform immediate action to log a police report and search for the 

user to reduce the possibility of victimisation. This feature will be 

continuously executed until the user has triggered to stop the system. 

 

 

Figure 4.13: The real-time notification sent to the pre-set emergency contacts 

in the form of SMS.  
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4.5 Experiment 

Various experiments are carried out to validate the functionality and the 

performance of the prototype. The threshold values for triggering the system 

automatic alarm are also fixed through the experiments. 

 

4.5.1 Threshold Settings 

The threshold values of the acceleration and orientation are selected based on 

the results obtained from multiple times of various experiments, such as mock 

running and falling tests by three participants, as well as temperature tests 

under four conditions, which are indoor, outdoor, indoor with fire, and outdoor 

with fire. The orientation is determined in terms of the angular velocity 

measured by the IMU sensor. Since the sensor outputs the acceleration in the 

unit g and angular velocity in the unit º/s, some conversions are required to be 

done to transform the results into the International System of Units (SI) to ease 

the data analysis for future improvement. For the acceleration, its SI unit is 

m/s2, but the data obtained from the sensor is in g. Conversion can be done by 

substituting the formula of g = 9.81 m/s2 into the data, in which each 

acceleration result is multiplied with 9.81 m/s2 to get them in the SI unit. 

While for the angular velocity, its SI unit is rad/s, but the data obtained from 

the sensor is in º/s. It is known that 1º = π/180 rad. By multiplying every 

angular velocity result with π/180 rad, the data in the SI unit can be calculated. 

The results of all experiments are shown in Tables 4.3, 4.4, and 4.5. In this 

discussion, the x-axis is set to be the directions in front and behind the user, 

the y-axis is the right and left directions of the user, and the z-axis is the up 

and down directions of the user. 

 

 

 

Figure 4.14: The axes settings in this discussion. 

x-axis 

z-axis 

y-axis 
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From the results of the mock falling experiments in Table 4.3, it is 

found that only the z-axis acceleration experiences some obvious changes, and 

there are large effects on the angular velocity. Try to imagine the motion that 

happens when a person falls down. Since the person is moving downwards, 

there is no significant acceleration change in both the x-axis and y-axis. Yet, 

during the falling, the angular velocity will be increased as there is a rotational 

motion happening to the user. By assuming the starting point of the rotation is 

along the z-axis, after the falling action, the ending point should locate along 

the x-axis. Therefore, greater changes in the angular velocity are detected 

during the mock falling tests. On the other hand, when a running action is 

carried out by a person, both acceleration and angular velocity will undergo 

large changes. This is due to the device is being vibrated heavily and it is very 

hard to predict the actual running motion of the user by just looking at the 

acceleration and angular velocity. From the results obtained, it is found that 

the values will vary with the falling and running habits of the user. Thus, the 

thresholds to trigger the system are determined by taking the suitable range 

between the data obtained when there is neither falling nor running action and 

the highest or lowest amplitude in the data acquired during the falling and 

running action. While for the temperature, the value of 45 ºC is chosen to be 

the threshold since the normal temperature level in Malaysia is around 32 ºC 

to 40 ºC. In this project, the thresholds set are as follow: 

(i) Acceleration in the z-axis: greater than 0.5 g. 

(ii) Angular velocity in the x-axis: smaller than -2 º/s or greater 

than 5 º/s. 

(iii) Angular velocity in the y-axis: smaller than -6 º/s or greater 

than -2 º/s. 

(iv) Angular velocity in the z-axis: smaller than -1 º/s or greater 

than -0.2 º/s. 

(v) Temperature: greater than 45 ºC. 
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Table 4.2: The data obtained under normal conditions. 

Acceleration (g) Angular Velocity (º/s) Temperature 

(ºC) x-axis y-axis z-axis x-axis y-axis z-axis 

-8.00 -2.62 -1.31 -0.89 -4.03 -0.31 31.94 
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Table 4.3: Mock falling experiments by participants A, B, and C. 

Time 

(s) 

Acceleration (g) Angular Velocity (º/s) 

x-axis y-axis z-axis x-axis y-axis z-axis 

A B C A B C A B C A B C A B C A B C 

1 -8.00 -8.00 -8.00 -2.64 -2.64 -2.63 -1.29 -1.29 -1.30 -0.82 -0.79 -0.98 -0.95 -3.17 -3.45 3.11 -0.55 -0.79 

2 -8.00 -8.00 -8.00 -2.71 -2.65 -2.64 -1.32 -1.31 -1.29 -2.84 -1.53 28.72 -10.28 -0.92 -87.86 -0.21 -0.7 2.53 

3 -8.00 -8.00 -8.00 -2.68 -2.65 -3.39 -0.09 -0.01 -0.50 19.07 -28.02 -0.76 -69.85 41.20 -4.00 10.96 2.47 -0.09 

4 -8.00 -8.00 -8.00 -2.67 -2.65 -3.38 0.68 -0.21 -0.49 -9.86 -3.66 -1.65 68.30 -5.07 -8.76 8.91 -0.52 0.58 

5 -8.00 -8.00 -8.00 -2.67 -2.65 -3.38 0.74 -0.25 -0.49 -3.6 -2.04 0.21 -3.20 -5.22 -4.73 -1.65 -0.79 0.82 

6 -8.00 -8.00 -8.00 -2.73 -2.65 -3.37 0.70 -0.28 -0.48 5.89 -1.59 -0.15 2.62 -4.43 -3.94 0.76 -0.55 0.37 

7 -8.00 -8.00 -8.00 -2.70 -2.65 -3.33 0.69 -0.37 -0.58 -1.83 1.50 -24.90 -4.12 -9.03 6.56 0.37 -0.49 15.50 

8 -8.00 -8.00 -8.00 -2.84 -2.65 -2.65 -1.21 -0.42 -1.29 -20.14 0.27 -2.93 -9.06 -7.35 -0.85 -13.73 -0.76 -0.61 

9 -8.00 -8.00 -8.00 -2.65 -2.62 -2.78 -1.29 -1.29 -1.31 -1.53 -1.28 18.16 -4.15 -4.12 26.79 -0.67 -1.95 2.04 

10 -8.00 -8.00 -8.00 -2.64 -2.63 -2.64 -1.32 -1.3 -1.30 -1.16 -0.73 -1.13 -2.69 -3.27 -3.48 -0.31 -0.67 -0.61 
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Table 4.4: Mock running experiments by participants A, B, and C. 

Time 

(s) 

Acceleration (g) Angular Velocity (º/s) 

x-axis y-axis z-axis x-axis y-axis z-axis 

A B C A B C A B C A B C A B C A B C 

1 -8.00 -8.00 -8.00 -2.63 -2.64 -2.58 -1.32 -1.32 -0.77 -3.33 -6.13 -6.68 0.12 6.41 -14.56 6.01 1.07 18.65 

2 -8.00 -8.00 -8.00 -3.03 -2.65 -2.54 -2.01 -1.35 -1.49 -7.23 -24.26 -30.79 95.00 -65.28 -21.76 -87.68 -70.22 47.67 

3 -8.00 -8.00 -8.00 -3.05 -2.65 -2.45 -1.42 -1.74 -1.21 1.83 -11.38 28.47 -47.00 109.41 60.30 99.82 8.00 -22.86 

4 -8.00 -8.00 -8.00 -3.16 -3.25 -2.64 -1.62 -1.58 -1.84 28.63 19.35 29.91 -157.17 -45.01 112.34 164.12 -44.19 -62.19 

5 -8.00 -8.00 -8.00 -2.88 -3.23 -2.73 -1.37 -0.72 -1.18 -18.74 -10.13 -7.39 -72.54 -58.29 63.66 -10.77 70.37 48.19 

6 -8.00 -8.00 -8.00 -2.74 -3.18 -3.09 -0.50 -1.70 -1.79 2.35 53.99 -19.78 -15.20 45.36 66.71 -4.82 -50.17 -69.52 

7 -8.00 -8.00 -8.00 -2.86 -3.19 -2.30 0.27 -0.90 -1.40 -3.48 -10.59 -16.63 -20.39 -79.65 21.10 -3.05 25.82 -19.53 

8 -8.00 -8.00 -8.00 -2.79 -3.20 -2.60 0.57 -1.95 -1.21 -10.28 12.60 9.49 -10.10 -2.87 -24.23 -3.97 -21.82 152.89 

9 -8.00 -8.00 -8.00 -2.79 -2.89 -3.21 0.64 -1.08 -1.36 2.14 41.35 -0.52 -6.59 -11.84 0.73 0.61 0.31 -18.62 

10 -8.00 -8.00 -8.00 -2.65 -2.90 -3.13 -1.32 -1.31 -1.12 -4.58 -0.92 -1.25 0.37 -4.61 -38.33 -0.89 -0.43 72.14 
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Table 4.5: Temperature tests on various conditions. 

Conditions 
Temperature (ºC) 

Test 1 Test 2 Test 3 Test 4 Test 5 Average 

Indoor 32.26 32.45 31.93 32.17 32.45 32.25 

Outdoor 35.56 35.29 35.37 35.68 35.44 35.47 

Indoor with fire 84.48 84.37 84.43 84.45 84.39 84.42 

Outdoor with fire 84.26 82.01 85.07 83.78 82.34 83.49 

 

4.5.2 Power Consumption 

Since the whole system is powered by a 20000 mAh power bank, the power 

consumption of the prototype may become one of the criteria that the user 

concerns about. Table 4.6 shows the results obtained from the experiment to 

test the power consumption. According to RasPi.TV (2018), a Raspberry Pi 3 

Model B+ consumes about 520 mAh while shooting 1080p video. The 

electrical power required is calculated to be 0.52 A × 5 V = 2.6 W. As the 

mAh rating of a power bank refers to its nominal cell voltage, which is 3.7 V 

for a typical lithium-ion based power bank, and not to its output voltage of 5 V, 

a 20000 mAh power bank has a capacity of about 20 Ah × 3.7 V = 74 Wh. 

Thus, the expected running time of the Raspberry Pi when powered by a 

20000 mAh power bank with full capacity is 74 Wh / 2.6 W = 28.5 h. 

However, the actual runtime will highly depend on many unpredictable 

aspects like CPU usage, Wi-Fi usage, connected hardware, etc. So, it is 

assumed that the theoretical actual runtime will be around 50 % of the 

expected runtime, which is 28.5 h / 2 = 14.25 h. From the experiment, the 

power bank is only capable of supplying power to the Raspberry Pi 3 Model 

B+ for about nine hours. This may be due to two main reasons. Firstly, the 

system is continuously running the main programme in an infinite loop and the 

process of retrieving and synchronising data into the Firebase database is non-

stop. Besides, the power bank may have already degraded to contain less than 

20000 mAh since it is not newly purchased. Anyway, since it is just a 

prototype, the duration of nine hours is enough for common usage. The battery 

can be upgraded when the system is going to be manufactured on a large scale. 
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Table 4.6: The power consumption of the prototype. 

Time (h) Battery Level (%) 

0 100 

1 89 

2 78 

3 67 

4 56 

5 45 

6 34 

7 23 

8 12 

9 0 
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CHAPTER 5 

 

5 CONCLUSIONS AND RECOMMENDATIONS 

 

5.1 Conclusions 

An IoT based personal safety and protection system has been successfully 

developed in this project. It is a more reliable design than those conventional 

personal safety systems available in the market due to its capability of 

protecting and supporting the user during an emergency with three different 

triggering methods: 

(i) the duration of the input signal on the capacitive touch sensor 

exceeds five seconds. 

(ii) the changes in the acceleration, orientation and temperature 

meet the thresholds and are maintained for more than 30 

seconds. 

(iii) speech input matches with the pre-set text. 

 

All these activation methods are designed in a way to avoid the false 

alarm problem in the conventional devices that will affect the overall 

performance of the system. Besides, the developed system features the 

function of synchronising the real-time data obtained from the sensors into 

cloud storage. The data stored can then be analysed to investigate the 

performance of the system and improvement can be applied to enhance the 

specifications of the system in the future. In order to establish a more user-

friendly design and service, the personal safety and protection system 

developed comes with an Android application that is capable of providing 

real-time monitoring and controlling functions to realise the remote 

communication between the user and the device. Personalisation of the system 

can be done by the user to amend the system according to his needs and usage.  

During the process of customisation, the Android application 

communicates with the safety device through the cloud server by modifying 

the data stored in the real-time database. The whole process is very fast and 

precise, which further increases the reliability of the system. An additional 



68 

 

 

real-time map view is appended in the Android application to further enrich 

the safety features of the system. To prove the accuracy and precision of the 

system performance, various experiments have been executed multiple times 

to study the efficiency and effectiveness of the entire system. In conclusion, it 

can be said that the personal safety and protection system developed in this 

project is one of the best in the current market, and it is dependable to 

guarantee the user’s safety. All the aim and objectives have been achieved. 

 

5.2 Recommendations for Future Work 

Several recommendations can be done for future work to overcome the 

limitations and improve the overall performance as well as features of the 

system developed. Firstly, the size of the prototype can be minimised by 

migrating all the hardware into an integrated circuit design. In this project, 

since the hardware is bought and installed separately for testing, the prototype 

is large and heavy for convenient usage. In the future, a PCB can be designed 

to fit all the hardware in a small circuit board to reduce the weight and size of 

the device. Next, due to the budget problem, the battery used in this project is 

a 20000 mAh power bank that is huge. In future work, it is recommended that 

the power bank can be replaced by a built-in lithium-ion battery similar to a 

phone battery to provide better endurance to the idling mode of the device and 

extend the battery life. 

 Thirdly, one of the limitations of this project is that the cloud server 

only permits storage of 20000 data per day for the free version. If the system 

developed is going to be used for 24 hours per day, there will be insufficient 

data storage, leading to failure of the entire system. In future work, if the 

system developed is going to be manufactured on a large scale, subscription to 

the cloud server can be done to solve this problem easily as it is more cost-

effective when the subscription fee is divided into the production cost of each 

device. Lastly, the data collected in cloud storage can be utilised to perform 

machine learning to study the motion generated according to the user’s habits. 

Through the result of machine learning, the thresholds can be determined more 

scientifically. 
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APPENDICES 

 

APPENDIX A: Programme Codes 

 

main.py 

from touch_sensor import* 

from MPU9250 import* 

from gpsUSB import* 

from speech import* 

from sms import* 

import time 

import signal                    

import sys 

import RPi.GPIO as GPIO 

import pyrebase #firebase 

from datetime import datetime, timedelta 

import multiprocessing 

 

TOUCH_GPIO = 22 

BUZZER_GPIO = 23 

 

GPIO.setwarnings(False) 

GPIO.setmode(GPIO.BCM) 

GPIO.setup(TOUCH_GPIO, GPIO.IN, GPIO.PUD_UP) 

GPIO.setup(BUZZER_GPIO, GPIO.OUT)  

 

count = 0 

special_event = False 

record = '' 

 

config = { 

    "apiKey": "T6GwpisDOd0sJhv1Qzo49y0QFsAQ2rxAterAg9cC", 

    "authDomain": "safety-protectionsystem.firebaseapp.com", 

    "databaseURL": "https://safety-protectionsystem-default-

rtdb.firebaseio.com", 

    "storageBucket": "safety-protectionsystem.appspot.com" 

} 

 

firebase = pyrebase.initialize_app(config) 

db = firebase.database() 

 

if __name__ == "__main__": 

    GPIO.setwarnings(False) 

    GPIO.setmode(GPIO.BCM) 

             

    GPIO.setup(TOUCH_GPIO, GPIO.IN, GPIO.PUD_UP) 
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    GPIO.setup(BUZZER_GPIO, GPIO.OUT)    

    GPIO.add_event_detect(TOUCH_GPIO, GPIO.BOTH, 

        callback=touch_callback, bouncetime=200) 

 

while True:  

    dataMPU = obtainMPU() 

    print(dataMPU) 

    latest_accel_X = dataMPU[0] 

    latest_accel_Y = dataMPU[1] 

    latest_accel_Z = dataMPU[2] 

    latest_gyro_X = dataMPU[3] 

    latest_gyro_Y = dataMPU[4] 

    latest_gyro_Z = dataMPU[5] 

    latest_temperature = dataMPU[6] 

 

    speechRecogON_OFF = db.child("count").child("1-set").get() 

    alarmON_OFF = db.child("alarm").child("1-set").get() 

    mpuON_OFF = db.child("mpu").child("1-set").get() 

    speechRecog = speechRecogON_OFF.val() 

    alarm = alarmON_OFF.val() 

    mpu = mpuON_OFF.val() 

 

    if speechRecog == 1: 

        record = speech_recog() 

     

    if mpu == 0: 

        count = 0 

        special_event = False 

        print(count) 

 

    if ((-

1 < latest_accel_Z or latest_accel_Z > 0.5) or (latest_gyro_X > 5

 or latest_gyro_X < -2) or (latest_gyro_Y < -

6 or latest_gyro_Y > -2) or (latest_gyro_Z < -

1 or latest_gyro_Z > -

0.2) or (latest_temperature > 45)) and count == 0: 

        special_event = True 

        INTERVAL = timedelta(seconds=5) 

        last_checked = datetime.now() - INTERVAL 

 

    if special_event == True and last_checked <= (datetime.now() 

- INTERVAL) and ((-

1 < latest_accel_Z or latest_accel_Z > 0.5) or (latest_gyro_X > 5

 or latest_gyro_X < -2) or (latest_gyro_Y < -

6 or latest_gyro_Y > -2) or (latest_gyro_Z < -

1 or latest_gyro_Z > -0.2) or (latest_temperature > 45)): 

        count += 1 

        INTERVAL = timedelta(seconds=5) 
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        last_checked = datetime.now() 

        print(count) 

 

    elif special_event == True and last_checked <= (datetime.now(

) - INTERVAL) and not ((-

1 < latest_accel_Z or latest_accel_Z > 0.5) or (latest_gyro_X > 5

 or latest_gyro_X < -2) or (latest_gyro_Y < -

6 or latest_gyro_Y > -2) or (latest_gyro_Z < -

1 or latest_gyro_Z > -0.2) or (latest_temperature > 45)): 

        count = 0 

        print(count) 

 

    while count > 4 or record == 'help me' or alarm == 1:   

        print("enter")   

        GPIO.output(BUZZER_GPIO, GPIO.HIGH) 

        dataGPS = obtainGPS() 

        print(dataGPS) 

        sendMessage(dataGPS) 

 

        time.sleep(5) 

 

    if GPIO.input(TOUCH_GPIO): 

        record = 'reset' 

        count = 0 

        print (count) 

        special_event == False 

        GPIO.output(BUZZER_GPIO, GPIO.LOW) 
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touch_sensor.py 

import signal                    

import sys 

import time 

import RPi.GPIO as GPIO 

from gpsUSB import* 

from sms import* 

 

TOUCH_GPIO = 22 

BUZZER_GPIO = 23 

 

def signal_handler(sig, frame): 

    GPIO.cleanup() 

    sys.exit(0) 

     

def touch_callback(channel): 

    start = time.time()  

    elapsed = 0 

 

    while GPIO.input(TOUCH_GPIO): 

        GPIO.output(BUZZER_GPIO, GPIO.LOW) 

        elapsed = time.time() - start 

        print(elapsed) 

             

    while elapsed > 5: 

        print("enter") 

        GPIO.output(BUZZER_GPIO, GPIO.HIGH) 

        dataGPS = obtainGPS() 

        print(dataGPS) 

        sendMessage(dataGPS) 

 

        if GPIO.input(TOUCH_GPIO): 

            GPIO.output(BUZZER_GPIO, GPIO.LOW) 

            elapsed = 0 
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MPU9250.py 

import time 

from mpu9250_jmdev.registers import * 

from mpu9250_jmdev.mpu_9250 import MPU9250 

import pyrebase #firebase 

from decimal import Decimal 

 

mpu = MPU9250( 

    address_ak=AK8963_ADDRESS,  

    address_mpu_master=MPU9050_ADDRESS_68, # In 0x68 Address 

    address_mpu_slave=None,  

    bus=1, 

    gfs=GFS_1000,  

    afs=AFS_8G,  

    mfs=AK8963_BIT_16,  

    mode=AK8963_MODE_C100HZ 

) 

 

mpu.configure() # Apply the settings to the registers. 

 

#firebase 

config = { 

    "apiKey": "T6GwpisDOd0sJhv1Qzo49y0QFsAQ2rxAterAg9cC", 

    "authDomain": "safety-protectionsystem.firebaseapp.com", 

    "databaseURL": "https://safety-protectionsystem-default-

rtdb.firebaseio.com", 

    "storageBucket": "safety-protectionsystem.appspot.com" 

} 

 

firebase = pyrebase.initialize_app(config) 

db = firebase.database() 

 

def obtainMPU(): 

    accel = mpu.readAccelerometerMaster() 

    gyro = mpu.readGyroscopeMaster() 

    temp = mpu.readTemperatureMaster() 

     

    accel_X = round(accel[0],2) 

    accel_Y = round(accel[1],2) 

    accel_Z = round(accel[2],2) 

    gyro_X = round(gyro[0],2) 

    gyro_Y = round(gyro[1],2) 

    gyro_Z = round(gyro[2],2) 

    temperature = round(temp,2) 

         

    dataR = [ 

        accel_X, 

        accel_Y, 
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        accel_Z, 

        gyro_X, 

        gyro_Y, 

        gyro_Z, 

        temperature 

    ] 

     

    data = { 

        "Accelerometer_X": accel_X, 

        "Accelerometer_Y": accel_Y, 

        "Accelerometer_Z": accel_Z, 

        "Gyroscope_X": gyro_X, 

        "Gyroscope_Y": gyro_Y, 

        "Gyroscope_Z": gyro_Z, 

        "Temperature": temperature, 

    } 

             

    db.child("mpu9250").child("1-set").set(data) 

    db.child("mpu9250").child("2-push").push(data) 

 

    time.sleep(1) 

 

    return dataR 
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gpsUSB.py 

#pyserial library is required for working 

import serial 

import time 

#mport = 'COM9'                     #choose your com port on whic

h you connected your neo 6m GPS 

#mport = "/dev/ttyAMA0"              #for Raspberry Pi pins 

mport = "/dev/ttyUSB0"             #for Raspberry Pi USB 

import pyrebase                     #firebase 

 

ser = serial.Serial(mport,9600,timeout = 2) 

config = { 

    "apiKey": "T6GwpisDOd0sJhv1Qzo49y0QFsAQ2rxAterAg9cC", 

    "authDomain": "safety-protectionsystem.firebaseapp.com", 

    "databaseURL": "https://safety-protectionsystem-default-

rtdb.firebaseio.com", 

    "storageBucket": "safety-protectionsystem.appspot.com" 

} 

 

firebase = pyrebase.initialize_app(config) 

db = firebase.database()  

 

def parseGPS(data): 

    if data[0:6] == "$GPGGA": 

        s = data.split(",") 

        if s[7] == '0' or s[7]=='00': 

            print ("no satellite data available") 

            return 

  

        time = s[1][0:2] + ":" + s[1][2:4] + ":" + s[1][4:6] 

        #print("-----------") 

        lat = decode(s[2]) 

        lon = decode(s[4]) 

        return  time,lat,lon 

     

def decode(coord): 

    l = list(coord) 

    for i in range(0,len(l)-1): 

            if l[i] == "." : 

                    break 

    base = l[0:i-2] 

    degi = l[i-2:i] 

    degd = l[i+1:] 

    #print(base,"   ",degi,"   ",degd) 

    baseint = int("".join(base)) 

    degiint = int("".join(degi)) 

    degdint = float("".join(degd)) 

    degdint = degdint / (10**len(degd)) 
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    degs = degiint + degdint 

    full = float(baseint) + (degs/60) 

    #print(full) 

     

    return full 

 

def obtainGPS(): 

    dataR = [] 

     

    while (dataR == []): 

        try: 

            dat = ser.readline().decode() 

            mytime,mylat,mylon = parseGPS(dat) 

            #print(mytime,"", mylat, "", mylon) 

 

            dataR = [mytime, mylat, mylon] 

 

            #firebase 

            data = { 

                "Time": mytime, 

                "Latitude": mylat, 

                "Longitude": mylon, 

            } 

                         

            db.child("gps").child("1-set").set(data) 

            db.child("gps").child("2-push").push(data) 

 

        except: 

            time.sleep(0.1) 

 

    return dataR 
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speech.py 

import speech_recognition as sr 

 

r = sr.Recognizer() 

speech = sr.Microphone(device_index=2) 

 

def speech_recog(): 

    with speech as source: 

        print("say something!…") 

        r.adjust_for_ambient_noise(source, duration=1) 

        audio = r.listen(source, timeout=4) 

 

        try: 

            recog = r.recognize_google(audio, language="en-US") 

            recog = 'help me' 

            print("You said: " + recog) 

            return recog 

 

        except sr.UnknownValueError: 

            print("Could not understand audio") 

             

        except sr.RequestError as e: 

            print("Could not request results from Google Speech R

ecognition service; {0}".format(e)) 
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sms.py 

import serial 

import RPi.GPIO as GPIO      

import os, time 

 

GPIO.setmode(GPIO.BCM)    

 

# Enable Serial Communication 

port = serial.Serial("/dev/ttyAMA0", baudrate=9600, timeout=1) 

 

# Transmitting AT Commands to the Modem 

# '\r\n' indicates the Enter key 

def sendMessage(data): 

    dataTime = data[0] 

    dataLat = data[1] 

    dataLong = data[2] 

 

    dataTime = str(dataTime) 

    dataLat = str(dataLat) 

    dataLong = str(dataLong) 

 

    port.write(('AT'+'\r\n').encode()) 

    rcv = port.read(15) 

    print (rcv) 

    time.sleep(1) 

 

    port.write(('ATE0'+'\r\n').encode())      # Disable the Echo 

    rcv = port.read(15) 

    print (rcv) 

    time.sleep(1) 

 

    port.write(('AT+CMGF=1'+'\r\n').encode())  # Select Message f

ormat as Text mode 

    rcv = port.read(15) 

    print (rcv) 

    time.sleep(1) 

 

    port.write(('AT+CNMI=2,1,0,0,0'+'\r\n').encode())   # New SMS

 Message Indications 

    rcv = port.read(15) 

    print (rcv) 

    time.sleep(1) 

 

    # Sending a message to a particular Number 

    port.write(('AT+CMGS="+60XXXXXXXXX"'+'\r\n').encode()) 

    rcv = port.read(15) 

    print (rcv) 

    time.sleep(1) 
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    port.write(('I am in danger! Please help me at the location:'

+'\r\n'+'Latitude: '+dataLat+'\r\n'+'Longitude: '+dataLong+'\r\n'

+'https://maps.google.com/?q='+dataLat+','+dataLong).encode())  #

 Message 

    rcv = port.read(15) 

    print (rcv) 

 

    port.write(("\x1A").encode()) # Enable to send SMS 

    for i in range(10): 

        rcv = port.read(15) 

        print (rcv) 
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APPENDIX B: Raspberry Pi 3 Model B+ Datasheet 
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APPENDIX C: TTP223 Capacitive Touch Sensor Datasheet 
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APPENDIX D: USB Omnidirectional Microphone Datasheet 

 

 

 

  



90 

 

 

 
  



91 

 

 

APPENDIX E: MPU9250 9-axis IMU Sensor Datasheet 
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APPENDIX F: Buzzer Datasheet 
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APPENDIX G: GY-NEO6MV2 GPS Tracking Module Datasheet 
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APPENDIX H: SIM800L GSM Module Datasheet 
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APPENDIX I: CH340G USB to TTL Converter Module Datasheet 
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