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ABSTRACT

Surveillance camera is used in many settings to capture the real-life happenings. Lack of
intelligent surveillance camera system decrease the effectiveness of surveillance camera in
reducing crime. Our project developed a system to automatically detect crime scene event from
the surveillance camera. In our project, we trained our model with normal and crime video
from UCF crime dataset. Our work used 13D model pretrained on Kinesis dataset to extract the
feature frame by frame. We added an 1D dependency capturing attention module on top of the
feature extractor to make the features extracted more useful and suitable for the dataset we
were using. We used Multiple Instance Learning network as the framework of our system.
Since, it was a weakly supervised learning model, the dataset that we used to train our model
is weakly labelled dataset, this means that our dataset will not consist of the exact temporal
segment where the anomalies happened in the surveillance video. Ranking loss function with
sparsity and temporal smoothness constraint was used as our loss function to better detect the

anomaly segment throughout the surveillance video.
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CHAPTER 1

Introduction

Surveillance camera is treated as a security measure in many countries to reduce the crime
rate index. According to research, there are about 770 million surveillance cameras in use now
and this figure is expected to increase to 1 billion by the end of 2021 [1]. The number of people
per surveillance camera in China increase from 1 camera for 4.1 people in 2018 to 1 camera
for 3.37 people in 2019 [2].However, it is found that the crime rate index is not correlated to
the number of surveillance camera used. One of the reasons to this is because the lack of
artificial intelligence (Al) technology adaptation in the surveillance camera. The most used Al
technology in surveillance currently is face recognition system. It is helpful in identifying the
criminal identity only which is for solving crime case, but not in the identifying the crime event
which is for crime prevention. Hence, an intelligent surveillance camera system with anomaly

detection system is needed to reduce crime rate index.

Anomaly detection system is a system to detect crime scene segment in the surveillance
camera. For example, we input the surveillance footage, then the system will output the start
and end time where the crime scene lies within the footage and what crime class the temporal
segment belongs to. However, developing anomaly detection system is a challenging task in
computer vision due to the absence of large fully annotated crime video dataset. Also, it is hard
to judge an event as anomaly or normal sometimes. Hence, many researches have been ongoing

to develop good performing crime scene detection system.

Some of the earlier work developed a specific type of anomaly detection system such as
violence detection system [3]. Some other work exploited on normal video because normal
videos were available in larger quantity. For instance, deep auto-encoder based approach by
[4] and dictionary-based approach by [5].A more recent work proposed to use Multiple
Instance Learning (MIL) model to develop an anomaly detection system [6]. Their work
exploited weakly labelled normal and abnormal video dataset and achieve significant
performance. Their proposed approach was set up in weakly supervised setting which meant

that only video level annotated dataset was needed to train their network.
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Our project was like [6] work in which we exploited on both normal and anomaly videos
and train using MIL model. However, we changed the feature extraction network to a deeper
3D network which was 13D network. We also proposed to add an attention module on top of
the feature extraction network to extract the feature on region level. By modifying the feature
extraction network, we believed that the performance of our system would increase since more

descriptive and robust features were used to train the MIL model compared to the work in [6].

1.1  Project Scope and Objectives

The main objective of our project was to develop an improved version of anomaly detection
system with MIL model which can yield higher accuracy. Our reimplementation of MIL model
with exact same setting as mentioned in [6] has accuracy of 70.58%. We aim to increase this
accuracy with deeper feature extraction network and including an attention module. To achieve

this main objective, we did the following:

1. To develop an attention module to extract more refined feature.
This attention module was developed on top of the I3D network to assign weight
distribution to the feature extracted from 13D network. The features output by the attention

module was region level feature where it focused on the specific feature of the whole feature.

2. To develop a crime scene detection web app.

A web app was developed using our trained model to predict the surveillance footage. The
input video was passed into the crime scene detection system which consist of feature
extraction network, attention module and MIL model. Then the system output the prediction
score for each segment in the input video.
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1.2 Report Organization

The details of this research are shown in the following chapters. In Chapter 2, we discussed
some related study that we have reviewed. Then, we discussed the methodology of our
proposed approach in detail in Chapter 3. Then, Chapter 4 described the detailed
implementation of our model and also the experiment setup. In Chapter 5, we discussed the
evaluation result of our model. Lastly, we summarized our findings and give recommendation

for future work in chapter 5.
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CHAPTER 2

Literature Review

We separated this chapter into 3 sections. In section 2.1, we reviewed on some background
study on the action recognition such as C3D, 13D and R(2+1)D. In section 2.2, we reviewed
on weakly supervised anomaly detection system. In section 2.3, we reviewed the work on

attention module.

2.1  Action recognition

The breakthrough of AlexNet in image recognition task using 2D deep learning framework
had opened new era of computer vision. Some researches had been done using 2D deep learning
framework to try push video analysis task to achieve the same breakthrough AlexNet had.
However, 2D network cannot work well in video analysis simply because temporal dimension
is not processed in 2D network. As shown in figure 2.1.1(a), temporal dimension collapsed
after passing through 2D convolution, even when the 2D convolution convolved on multiple
frames, 3D information still collapsed into 2D. Hence, it was found that 2D convolution was

not suitable for video analysis task, no matter how deep it was.

X 7
[1] = 1
. ) H 1
= 1
(3} 20 comiution (b)) 20 comvaistion on multipks frames

Figure 2.1.1 () 2D CNN (b) 3D CNN [7]

LRt

To solve this problem, [7]experiment on 3D convolution. In their research, they passed the
video input to a 3D convolution and found out that the temporal dimension of the input was
kept as shown in figure 2.1.1(b). This solved the problem caused by 2D convolution. After
realising that 3D reserve the temporal signal, they built a C3D network to perform action
recognition task as shown in figure 2.1.2. The network was made up of eight 3D convolutional
layer, five 3D max-pooling layer and 2 fully connected layer with 4096 neurons. Each of the
convolutional layer had 3x3x3 kernel with stride 1 which covered spatiotemporal dimensions.
The kernel size of each convolutional layer is as shown in figure 2.1.2
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Figure 2.1.2 C3D network architecture [7]

The accuracy of their proposed method significantly increased and outperformed the
baseline model iDT [8] with Fisher vector and Imagenet [9]. This had proven that temporal
dimension is not to be neglected for video analysis task. It opened new possibility in video
analysis task. However, the C3D network proposed in this paper was not deep since it was only

made up by 8 layers. The breakthrough like AlexNet was not seen yet.

13D network was similar to C3D network, but it went down further to extract the feature
on single spatial RGB stream and temporal stream which is the motion flow of moving objects
between consecutive frame along the vertical and horizontal axis as shown in figure 2.1.3.

(a) (b)
Figure 2.1.3 A pair of optical frames generated (a) based on the consecutive RGB frames (b) [10]

Despite single RGB stream network is sufficient in action recognition as shown in the work
by [7], including temporal stream improved the accuracy result even more. As shown in figure
2.1.4, the 13D model proposed by [10] used pretrained 2D ConvNet as the feature extractor,
then inflated the feature into 3D with global pooling layer before pumping into pretrained C3D

model.

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR



Action
1
—{(+)—

3D ConvNet | 3D ConvNet
|

e "
||
| |
HE
Images Optical
1toK Flow 1to K

/
lime

Figure 2.1.4 13D model architecture

13D not only has way lesser parameter and better accuracy compare to C3D model, it is
also capable of recognizing many types of activity and salient action since it was pretrained on
Kinetics Human Action Video dataset, which has 400 human-action classes, which each
consists of 400 video clips.

Another work [11] that realized C3D might be too shallow, took further step in
experimenting much deeper 3D network. They experimented on multiple deep learning
frameworks such as R2D, mixed convolution network, reversed mixed convolution network,
R3D and R(2+1)D. The R3D and R(2+1)D was further separated into 2 types which are 18
layers and 34 layers. R(2+1)D was a special type of network that does not violate 3D
convolution principle. The 3D convolution was factorized into (2+1)D convolution in R(2+1)D

network as shown in figure 2.1.3

¥
¥
/! 1xdxd
txdxd/ -
¥ txlxl
¥

Figure 2.1.5 R(2+1)D [11]

Without questions, R3D and R(2+1)D outperformed all the other network in their paper,
because these 2 networks used 3D convolution. Another interesting findings in their paper was
that R(2+1)D network perform slightly better than R3D network while requiring lesser
computation power because it consisted of slightly lesser parameter. The proposed R(2+1)D
outperformed state-of-the-art methods such as DeepVideo [12], C3D [7] and P3D [13]. Hence,
in this paper they had developed a deeper 3D convolutional network which yield comparable
result with the state-of-the-art method. They had also proven that deeper network can increase
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the performance of the network and confirmed again that temporal signal is important in video

analysis task.

2.2  Anomaly detection

Anomaly detection system is an important factor to develop an intelligent surveillance
camera so that crime rate index can be reduced effectively. However, it is a challenging task.
One of a reason could be the absence of fully annotated surveillance video dataset for many
types of anomaly events is not available in large scale. Several attempts were proposed to solve
this problem, that was to develop a specific type of anomaly detection system such as violence
detector and traffic detector [3], [14] and [15]. However, this type of system could not be
generalized into another anomaly class which was not very useful. Hence, these types of
anomaly detection system were not realistic, because it was too problem specific and could not

be applied on many other types of anomaly event.

To develop a more generalized anomaly detection system, some researchers focus to
develop detector that train only with normal video dataset, because normal video was available
in large scale. In their theory, any motion that deviate from these normal video datasets will be
classified as anomaly [16] and [17]. However, it was difficult to obtain all normal motion for
training. Hence, some works proposed to learn global motion pattern. For instance, topic
modelling [18], Hidden Markov Model (HMM) on local spatio-temporal volumes [19], motion
patterns [20], social force models [21], histogram-based methods [22], context-driven methods

[23] and mixtures of dynamic textures model [24].

Some works propose to use sparse representation and dictionary learning approaches to
develop anomaly detector through learning normal behaviour, because of the success of this
technique in other computer vision domain [25] and [5]. In their theory, the network classified
the video as anomalous if the pattern yields high reconstruction errors. Inspired by the success
of deep learning in image classification, some approaches adapted deep learning method into
anomaly detection. For instance, deep learning based autoencoders by [26] and [4] to learn
normal behaviour. However, this type of detectors which only learn normal behaviour has high
false positive rate, because it was impossible to learn all type of normal pattern. Besides, it was

hard to define normal event since normal event can varies person to person too.
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A recent work by [6] proposed Multiple Instance Learning (MIL) network as shown in
figure 2.2.1 solved the problem of anomaly detection system mentioned previously. This
network was developed in weakly supervised manner. This means it did not need to train on
fully annotated dataset. The dataset passed to the network was only video level annotated which
means the network only know what action class the video belongs to, but it did not know the
start time and end time of the crime scene within the video. Besides, their proposed network
was trained with both normal and abnormal dataset. Due to this, their network was able to
produce lower false alarm rate for normal video. Hence their proposed network solved the
problem of lack of fully annotated training dataset and solve the problem caused by training

only with normal videos.

Positive bag Instance scores in positive bag

Anomaly video Bag instance (video segment)

\'.
‘ - C3D feature extraction
| [ T eee ‘ for each video segment
. > -

pre-trained 3D ConvNet

32 temporal segments

32 tempoml segments

[ T 11

MIL Ranking Loss with sparsity
and smoothness constraints

Normal video
Negative bag Instance scores in negative bag

Figure 2.2.1 MIL model architecture [6]

Another interesting finding in their proposed model was the used of ranking loss instead of
usual classification loss as the loss function to train their network. They trained their model in
a regression manner. This was because the dataset they used did not contain any ground truth.
Besides, there was no clear cut between anomaly video and normal video. Hence, they chose a

ranking loss to rank the segment which likely the segment belonged to.

Their proposed network outperformed the baseline model such as Binary classifier,
dictionary-based approach [5] and deep learning autoencoder [4] with significantly higher
accuracy and lower false alarm rate. Hence, they opened a new dimension for weakly
supervised setting in anomaly detection system. However, the performance of their proposed

method was still far from perfection.

One of the reasons could be the feature they were using to train their MIL model. In their

proposed approach, they extracted the feature from every 16 frame. This meant that the features
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were extracted on frame-level only. This type of feature was not discriminative and
representative enough for the MIL model to train. To solve this problem, [27] proposed to

extract the feature on region level.

In their proposed approach, they separated the feature extraction module into 2 branches —
interactive dynamic branch and spatial-temporal branch. In interactive dynamic branch, they
incorporated interaction modelling to model the interaction between each region level feature
to further gave the meaning to each region level feature. The video input will be pumped into
a social force module to compute the social force map first. This social force map will reflect
the dynamic interaction and the degree of the interaction in the frame. Then this social force
map would be passed into C3D feature extraction network to extract the 3D feature from these

maps.

In both branches, they added attention module on top of the C3D feature extraction model.
Their attention module was trained on both spatial dimension and temporal dimension. This
attention module assigned different weight distribution to each feature extracted. By doing this,
their network could identify the important part which had more weight assigned and neglect
the potential background which has less weight assigned on the feature vector. Then these 2
features extraction module would be merged together before pumping into the MIL model
which has the same setting as proposed in [6]. Their proposed network outperformed the MIL
model which only extract feature on frame-level. This had proven that extracting region-level

feature would be useful for MIL model.

2.3 Attention module

The attention module used in [27] is 1-D dependency capturing attention module as shown
in figure 2.3.1. The 2048 1D feature would be passed to 3 different 1D convolution layer to
produce feature vector B, C and D. The spatial attention weight was generated by matrix
multiplication of feature vector B and C. Then this spatial attention weight would undergo
matrix multiplication with feature vector D. The final feature vector with attention weight
distribution is produced by concatenating original 1D feature vector with the final feature
vector D. This 1-D dependency capturing attention module allowed us to capture the global

dependency in the original feature vector.
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Figure 2.3.1 1D dependency attention capturing module [27]

Although the implementation of 1-D dependency capturing attention module improve the
performance of anomaly detection task, there is an underlying issue in the attention module.
The spatial attention weight was forged by matrix multiplication of 2 1D feature vector. It was

not output from the true heigh and length dimension of the individual video segment.

Hence in another approach of attention module, [28] proposed a video vision transformer
to capture the attention from video. In their paper, they proposed a new way to perform
positional embedding and several variants of pure transformer architecture. Their proposed
positional embedding method, tubelet embedding as shown in figure 2.3.3 showed
improvement in accuracy compare to the normal positional embedding method, uniform frame
embedding as shown in figure 2.3.2. Uniform frame embedding was to extract uniform
fragment from individual segment, then embed temporal segment by temporal segment into a
linear feature vector. Whereas tubelet embedding method was to extract non-overlapping,
spatio-temporal fragment from the input, then embed it linearly into feature vector. By doing
this, the tokens were embedded from temporal, height and width dimensions respectively
which was different from uniform frame embedding where the temporal information were
fused by the transformer.

Rd
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Figure 2.3.3 Tubelet Embedding [28]

In their paper, they proposed 4 variants of transformer-based attention module. Firstly,
spatio-temporal attention where the tokens were all pumped into transformer encoder to model
pairwise interaction which was also known as Multi-Headed Self Attention (MSA). However,
the complexity of this attention module was quadratic with respect to the number of tokens.
Second model was factorized encoder which split the transformer encoder into temporal and
spatial as shown in figure 2.3.4. The spatial encoder modelled the interaction between the token
with the same temporal index, whereas the temporal encoder modelled the interaction between
the tokens from different temporal indices. The output from transformer encoder was then
pumped into the classification layer. The floating point (FLOPs) of this model was lesser

compare to the spatio-temporal attention but it has more transformer layers.
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Figure 2.3.4 Factorized Encoder [28]

The third model was factorized self-attention as shown in figure 2.3.5 where the number
of transformer layer was the same as spatio-temporal attention. The self-attention was
computed spatially then temporally or temporally then spatially. Due to factorization of self-
attention computation this model was more efficient than the spatio-temporal attention which
same number of transformer layer and achieved same computation complexity as factorized
encoder but with lesser number of transformer layers. However, the number of parameters

increased due to the additional self-attention layer.
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Figure 2.3.5 Factorized self-attention [28]

The last model was factorized dot-product attention where the attention for each token
was computed separately over spatial and temporal dimension using different muti-head dot-

product attention as shown in figure 2.3.6. This model achieved the same computational
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complexity as factorized encoder and factorized self-attention, while retaining same number of

parameters as spatio-temporal attention.
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Figure 2.3.6 Factorized dot-product attention [28]

Among all the attention model, spatio-temporal attention had the best accuracy but require

longest runtime. The factorized encoder had only slightly lower accuracy but it had the shortest

runtime among the attention model. However, all the attention models improved the accuracy

from the baseline.

Our project was similar to the approach proposed by [6]. We used the same dataset and

MIL model proposed in their paper. However, we changed the C3D feature extractor into a

deeper network which was 13D network and added an attention module on top of the feature

extractor to assign different weight to different feature extracted to achieve region and temporal

level feature extraction.
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CHAPTER 3

Methodology

3.1  System Overview

o Video | Temporal | Score
=] [
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Figure 3.1.1 System design

We first segregated the surveillance footage into 32 segments. Then the segregated clip would
be pumped into the feature extractor which was 13D network to output frame-level 1D feature
vector. Then this feature vector would be simply forwarded to the attention module to output
region level features. The region level features were then passed into the MIL model for

classification and the score for each segment were predicted.

3.1.1 Data preprocessing

In data preprocessing, the long untrimmed surveillance video was segregated into 32 non
overlapping, equal temporal segments. For MIL model, the videos were treated as a bag and
the segregated temporal segment were the instances in the bag. The bags were categorized into
2 categories — Positive bag and negative bag. Positive bag consists of at least 1 anomaly
segment whereas negative bag has no anomaly segment at all. Each instance was passed into

the model one by one to predict anomaly score for itself.

3.1.2 Feature extraction

We selected 13D network as our feature extractor in our project, because 13D was a deeper
and more robust network compare to C3D. The features were extracted from the last global

average pooling layer which output 1024 features. Since the 13D network was pretrained on
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kinetics dataset instead of UCF crime dataset that we were using. Hence, the feature extracted

from UCF crime dataset might not be representative and discriminative enough.

3.1.3 Attention Module

According to [27], assigning different weight to different feature could improve the
accuracy of action recognition. This was because the feature was now extracted on the lower
level. Heavier weight was assigned to more important feature and lighter weights were assigned
to the background features which were the noise and unimportant part to the training. For
example, in a robbery scene, we wanted our network to focus on the robbers and the victim
instead of the surrounding shown in figure 3.1.2. Then throughout the whole videos, we wanted
the model to focus on the temporal segment when the robbery happened as shown in figure
3.1.3. In this case, more weight should be assigned to the feature representing the red box
region, since it was the important part to describe the event. Hence, we added 1-D dependency
capturing attention module on top of our feature extractor to achieve region level feature

extraction.

Figure 3.1.3 Segments of robbery video
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We simply forwarded the 1024 1D feature vector extracted from 13D model into 3 different
1D convolution layer to output 3 new 1D feature vector with same dimensions, f1, fz and f3.
The affinity matrix, A was generated by forwarding the dot product of transposed f1 with f2 to
a softmax layer as shown in the equation below:

A' = _exp (f. f21)
b Zﬁil exp (ff. f20)

where Aij was the representation of degree to which ith position value affects jth position
value. The higher the correlation between ith and jt» position the larger the value of A;; in the

affinity matrix.

Then the affinity matrix would be multiplied with f3, before concatenating with the original

feature vector as shown below:
weighted feature, f = fori+ B(S * f3)

where 8 was a scaled parameter to be trained and it was initialized to a very small number. The
attention weights were assigned by concatenating the original feature vector with value
produced by B(S * f3).

Different weight distributions were assigned by this 1-D dependency self-attention module,
causing the value of all position inside feature vector to be correlated. We achieved region level
feature extraction by capturing global dependencies that interrelated the distant features in the

feature vector.

314 Anomaly Detection

The Multiple Instance Learning (MIL) model was trained in weakly supervised manner.
This meant that our dataset did not need to have ground truth annotation which tells the network
the exact start and end frame of the crime scene segment within the long untrimmed
surveillance video. The network only required the action class label of each input. For example,

the video was from abuse class, arrest class, or normal class. The reason we adapted weakly
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supervised learning was because there was no fully annotated dataset available in large scale

for training.

The MIL model would also be trained with both anomalous and normal segment, so that
the network could learn better on different action class. This was because every human behaves
differently in normal and anomalous event. Providing the network both type of classes to learn,
allow our model to learn more variation of human patterns. By doing so, we could also reduce

the false alarm rate.

3.15 Ranking loss function

Ranking loss was a regression loss to train the network. Our project employed ranking loss
because the dataset we were using was not fully annotated. Hence, it was easier for the model
to rank the segment whether it was more likely to be anomaly segment or normal segment
instead of distinctly classifying it as 1 or 0. We would discuss the detail of ranking loss function

used in the following paragraph.

In our project, the loss function was based on the Support Vector Machine (SVM) hinge

loss function as shown in equation below:

L =¥max (01— f(V) + f(Vfi))

Jj=1

where f (V) was the predicted score for true class sample i and f (V%) was the predicted score
t f

of the non-true class sample i. However, it was hard to classify the video in 1/0 matter like a
classification manner, because there was no clear cut between normal and abnormal video.
Therefore, training in regression manner was easier and more suitable in our project. Due to

this, we modified the SVM hinge loss function as below:

L =max (0,1 — f(Vi )+ f(Vi))

pos neg

where f(Vi ) denoted the score of instances i in the positive and f (V¢ ) denoted the score

pos neg

of instances i in the negative bag. In an ideal case, f(V},)was expected to be larger than
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f (Vi) by margin of 1 to incur O loss. Else, penalty would be incurred. However, since the
dataset we were using was weakly labelled dataset and we did not know exactly at which

segment the crime scene occurred, so we could not implement f(Vi ) > f(Vi ). Hence, we
pos neg

needed to enforce the ranking with maximum score of each instance as below:

max (f(Vi )) > max (f(Vi ))

pos neg

where the maximum of predicted score of all instances in the positive bag is enforced to be

larger than the maximum of predicted score of all instances in the negative bag. The
max (f (Vi )) was the instance that was very true positive whereas max (f(Vi )) was the
a

bn nor

instance that is mostly like to be false positive — normal segment that was classified as
anomalous segment. Since the maximum score of positive instances was enforced to be higher
than maximum score of negative instances, our loss function was still not violated. With all the

rules and condition enforced, our MIL ranking loss function was formulated as:

l(Babn, Bnor) = max (0,1 — max (f(Vl )) + max (f(Vl )))

. no
abn i € Bnor

i € Babn
The score output from our model was for every video segment in the video. To avoid the
occurrence of huge gap between the score of contiguous segments, we needed to have temporal
smoothness and sparsity constraint in our loss function. Therefore, with 2 more constraint

introduces, our final loss function was formulated as below:

I(B ) (0,1 - max (f(Vi ))+ max (f(Vi )))

abny Bnor = max i € Bapn abn i € Bnor nor
(n—l) n
+A X GWE )= fVEZ+HAZUVE )+ IV
abn nor abn

where A Y =D(f(Vi ) — f(Vi ))% was the temporal smoothness and A Y*(f(Vi ))
i i bn

nor a
abn

was the sparsity constraint in n total number of segments. W represented the weight parameter
of the model. The A of temporal and smoothness constraint was the hyperparameter for the

constraint. The batch loss computed from each run would be obtained by averaging over the
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number of samples per batch which was 60 in our use case. The weight of the model was

updated during backpropagation via the gradient computed.

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR

19



CHAPTER 4

Implementation Detail

4.1 UCF Crime dataset

The dataset that we were using was UCF Crime video dataset. It consisted of 13 classes of
anomaly video and 1 class of normal video. It was a weakly labelled video dataset with
annotation at video-level only. This meant the network would not know exactly at which
temporal segment the crime scene appeared. The network would only know which anomaly
class this video belongs to. However, the testing split were fully annotated for evaluation

purpose. The detail of each class was as shown below.

Class Train Test Class Train Test
split split split split
Abuse 48 2 Road accidents | 127 23
Aurrest 45 5 Robbery 145 5
Arson 41 9 Shooting 27 23
Assault 47 3 Shoplifting 29 21
Burglary 87 13 Stealing 95 5
Explosion 29 21 Vandalism 45 5
Fighting 45 5 Normal 800 150

Table 4.1.1 UCF Crime Dataset

4.2 Implementation details

The setting for videos input were 240 x 320 pixels and frame rate 30 frame per second. The
features were extracted using pretrained 13D network with center crop at every 16 frames. Then
we segregated the features extracted into 32 non overlapping temporal segments where each
segment contained the average of 16-frames features. In our experiment, we built 3 different
modules on top of 13D feature extractor to compare the difference. The model architecture for
our first model, 1D dependency capturing attention module was shown in figure 4.2.1. We used
ReLU activation in every 1D convolution layer. The kernel size of 1D convolution layers was
set to 3. The setting of batch normalization layers was the tensorflow default setting. We set
the number of head to 2 after performing hyperparameter tuning with different number of

heads.
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Figure 4.2.1 Block diagram of 1D dependency attention capturing module

For second type of modules as shown in figure 4.2.2, we forwarded the feature extracted
into 2 different 1D convolution layer to compute the affinity matrix. Batch normalization layers
were added after each 1D convolution layer. The setting of 1D convolution layer and batch
normalization were the same as 1D dependency attention capturing module. Then we flatten
the affinity matrix into 1D feature vector with 1024 features to match with the input dimension
of the first layer of the MIL model.

O
TRANSPOSE
O

O 1D Convolution Batch Normalization

Global Average N
Pooling layer :

1D Convolution Batch Normalization } O

Figure 4.2.2 Block Diagram of affinity matrix module

For the last module as shown in figure 4.2.3, we simply forwarded the feature to a 1D
convolution layer to increase the complexity of the feature. Batch normalization layer was
added after the 1D convolution layer. The setting of 1D convolution layer and batch

normalization were the same as 1D dependency attention capturing module as well.
O O
O O
M—'{ Batch Normalization }—’

O O

Figure 4.2.3 Block Diagram of increasing complexity module
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The MIL model was made up of 3 fully-connected (FC) layer with 60% dropout layer
after each FC layer. To further prevent overfitting issue, we also added L2 regularization which
was set to 0.001 in all our FC layers. The first FC layer had 1024 neurons, followed by 128
neurons in the second layer, and 8 neurons in the final FC layer. We used ReLU activation for
layer 1 and layer 3 only, and sigmoid activation for the final layer to predict the anomaly score
for the instance. The full MIL model was shown in figure 4.2.2. Adagrad optimizer with
learning rate set to 0.001 was used in our implementation. For the hyperparameter of temporal

and smoothness constraint, we set it to 8 x 10° which is the same setting as [6].

O o instances Positive
O bg
> » | —
O ] MNegative
o O o 1 instances bag
128 features features
1024 features
features

Figure 4.2.4 MIL model

The MIL model was trained with batch size of randomly selected 60 segregated video clips
with 30 each from anomaly class and normal class per training. The gradient of the
computational graph for each forward pass was computed with tensorflow backend. The score
was computed for each instance which was the segregated temporal segments of the video.
Then the loss for each batch was obtain with the ranking loss function from the

backpropagation of these scores.

4.3 Test and evaluation

We used the model and weight obtained from our training to test and evaluate our model.
Our model was evaluated with the test split from UCF crime dataset. The testing video were
unseen videos by the training network. During testing, the predicted score for each testing video
was distributed across the entire video after the temporal segment of the crime scene was

determined. The ground truth temporal segment was available for testing video. This meant
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that we knew the starting and ending frame of the crime scene in the video. Hence, we could
calculate the AUC score with the ground truth and predicted score and plot the ROC for our

model.
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CHAPTER 5

Evaluation Result

5.1 Comparison between MIL with C3D feature extractor
We reimplemented the network proposed by [6] with the exact same setting using our

system. As shown in table 5.1.1, the AUC score of the baseline model obtained was 0.7058.
Our implementation using 13D feature extractor was 0.7252 which outperformed the baseline
model. In the following section of report, we represented MIL model with 13D feature extractor
as “our model”. This showed that using more robust and deeper feature extractor improved the
performance of MIL model. We also implemented model with 1D dependency attention
capturing module for both our model and baseline model. From the result shown in table 5.1.1,
we observed that extracting the feature at region level further improved the performance

significantly regardless of what feature extractor used.

Model C3D | 13D
Without 1D dependency attention capturing module | 0.7058 | 0.7252
With 1D dependency attention capturing module 0.7215 | 0.7476

Table 5.1.1 AUC Score of the models

We further experiment on our model with different type of module added on top of the
feature extractor as shown in table 5.1.2. From the result shown in table 5.1.2, we observed that
extracting the feature with increasing complexity module did not show much significant and
for the model with affinity matrix module, the performance even decreased to lower than the
baseline model. This was because the affinity matrix was flattened to form the 1D feature vector
causing the affinity information obtained collapsed and lost. Hence, in our setting, the
performance showed significant improvement only in the 1D dependency attention capturing

module.
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Model 13D
With 1D dependency attention capturing module | 0.7476
With affinity matrix module 0.6937

With increasing complexity module 0.7283

Table 5.1.2 AUC score of our model with different attention module

The performance of all models was also illustrated with the ROC curve as shown in
figure 5.1.1. From figure 5.1.1, we found out that the despite our model with 1D dependency
attention capturing module yielded the best result, the curve was similar to all other models.
However, we observed that the true positive rate of our model with 1D dependency attention
capturing module was higher than all other model. This could be the factor that caused its AUC

score to be the highest.

ROC comparison (AUC score)

1.0 +
0.8
i
T
= 0.6 1
0]
=
%
[=]
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=
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C3D w/ 1D dependency (72.15)
0.2 1 — 13D (72.52)
— 13D wy/ affinity matrix (69.37)
— 13D w/ 1D dependency (74.76)
0.0 - ! 13D w/ increase complexity (72.83)
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate

Figure 5.1.1 ROC Curve

We also plotted the precision-recall curve for each anomaly classes to compare the
performance of our model with the baseline model as shown in figure 5.1.2 and figure 5.1.3.

Based on the graph in figure 5.1.3, we found out that our model with 1D dependency attention
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capturing module had overall higher precision and recall than the baseline model. Baseline
model was the most precise in the temporal segment of stealing class whereas our model with
spatiotemporal was the most precise in predicting the temporal segment of assault class. For
recall, baseline model had the highest recall for fighting class and our model with 1D
dependency attention capturing module had the highest recall for assault class. Baseline model
had lowest precision in abuse class and lowest recall in vandalism class. Whereas our model
with 1D dependency attention capturing module had lowest precision in explosion class and

lowest recall in shoplifting class.

c3d:Precision-Recall: Average=0.1803

1.0 4 —— abuse
—— arrest
— arson
0.8 1 assault
—— burglary
explosion
— fighting
5 0.6 4 — road accident
:g —— robbery
£ —— shooting
0.4 shoplifting
—— stealing
—— vandalism
0.2 1
0.0 T T T T
0.0 0.2 0.4 0.6 0.8 1.0
Recall
Figure 5.1.2 Precision recall curve of baseline model
_____13D_1Ddependency:Precision-Recall: Average = 0.1996 ) .
1.04 —— abuse
— arrest
—— arson
0.8 assault
—— burglary
explosion
— fighting
5 0.6 1 — road accident
:g —— robbery
E —— shooting
0.4 1 shoplifting
—— stealing
—— vandalism
0.2 1
0.0

T T T T T
0.0 0.2 0.4 0.6 0.8 1.0
Recall

Figure 5.1.3 Precision recall curve of our model with spatiotemporal attention module

Figure 5.1.4 showed an example of misclassified temporal segment as burglary scene by
baseline model. The reason for this misclassification was because the scene was too dark

(night setting). However, our model successfully predicted high anomaly score in the
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temporal annotation region as shown in figure 5.1.5. This showed that including 1D
dependency attention capturing module could overcome the darkness limitation of baseline

model.

C3D

anomaly score

[ Probabilities of anomalies w.rt frame numbers Temporal Annotations

09

frame number

Figure 5.1.4 Failure case of baseline model
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Figure 5.1.5 Success case of our model

Figure 5.1.6 and figure 5.1.7 showed the comparison between prediction without 1D
dependency attention capturing module and with spatiotemporal attention module. From the

plot in both figure 5.1.6 and figure 5.1.7, we observed that the curve of the one without 1D
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dependency attention capturing module was smoother than the one with spatiotemporal
attention module. This was because the 1D dependency attention capturing module assigned
heavy weight to the anomaly segments. Hence the score gap between normal segment and

anomaly segment was larger.

13D 13D with 1D Dependency attention capturing module
anomaly score anomaly score

 m— ; » | —

frame number frame numt ber

Figure 5.1.6 Sample prediction in arson class

13D 13D with 1D Dependency attention capturing module

| | —

frame number frame number

Figure 5.1.7 Sample prediction in stealing class

5.2 Error analysis
The following part of the report discussed the error analysis of our model with

spatiotemporal attention module. We visualized the score predicted for each temporal segment
on a graph. The model was expected to predict high anomaly score for anomaly temporal
segment and low anomaly score for normal temporal segment. The area highlighted in orange
on the graph was the ground truth anomaly temporal segment which was expected to have high

anomaly score.
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521 Successful case
Figure 5.2.1 —figure 5.1.11 were the examples of correctly predicted anomaly segment.

Our model successfully predicted high anomaly score for the anomaly segment and low score

for normal segment in all these examples.

I3D with 1D Dependency attention capturing module
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Figure 5.2.1 Success case in abuse class
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Figure 5.2.2 Success case in arson class
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Figure 5.2.3 Success case in assault class
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Figure 5.2.4 Success case in burglary class
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I3D with 1D Dependency attention capturing module
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Figure 5.2.5 Success case in explosion class
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Figure 5.2.6 Success case in fighting class
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Figure 5.2.7 Success case in normal class
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Figure 5.2.8 Success case in road accident class
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I3D with 1D Dependency attention capturing module

lanomaly score

] Probabilities of anomalies w.rt frame numbers Temporal Annotations
10 -
0.9
08

frame number

Figure 5.2.9 Success case in robbery class
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Figure 5.2.10 Success case in stealing class
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I3D with 1D Dependency attention capturing module
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Figure 5.2.11 Success case in vandalism class

Based on figure 5.2.12, we observed that our model predicted high anomaly score
before the temporal annotation. Despite, our model still able to predict high anomaly score in
the temporal annotation too, so this was also considered as success case. From the sample
frames on figure 5.2.12, we found out that our model predicted high anomaly score when the

cars were near to each other which was what happened during temporal annotation. Hence, the

model mistreated the first part of the temporal segment as

arrest action too.
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Figure 5.2.12 Success case of arrest class
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5.2.2

Our model either predicted high anomaly score at the wrong temporal segment or low anomaly

Failure case
Figure 5.2.13 to figure 5.2.18 were examples of incorrectly predicted anomaly segment.

score throughout the whole video as if the crime scene was normal video.

Based on figure 5.2.13, we observed that the crime action occurred in not so obvious
region in the frame, so our model failed to predict high anomaly score during the temporal
annotation. From the sample frame shown on figure 5.2.13, the arrest action during the
temporal annotation appeared in a darker region in addition the police were wearing black
uniform in the frame. Hence, the model failed to predict high anomaly score for that segment,
because it was not obvious. Same goes to figure 5.2.14, the shooting action appeared in very
small part of the frame, hence our model failed to predict high anomaly score within the

temporal annotation.
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Figure 5.2.13 Failure case of arrest class
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Figure 5.2.14 Failure case of shooting class

Based on figure 5.2.15 and figure 5.2.16, we observed that our model predicted low
anomaly score throughout whole video. Our model treated the videos as they were normal
videos. This was because the crime action was not captured by the surveillance video. Based

on figure 5.2.15, the burglary action was blocked by the burglar in the surveillance video. Based

on figure 5.2.16, the robbery action was blocked by the vehicle in the surveillance video.
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Figure 5.2.15 Failure case in burglary class
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I3D with 1D Dependency attention capturing module
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Figure 5.2.16 Failure case in robbery class

Figure 5.2.17 and figure 5.2.18 illustrated the examples of false alarm for the normal
video. Based on the sample frame in figure 5.2.17, our model predicted high anomaly score
because there was close interaction between the cashier and the customer. On the other hand,
based on the sample frames in figure 5.2.18, our model predicted high anomaly score when
there was huge movement in the frame such as van driving in or human cycling. Initially both
of these videos were more like a still image without any action. Hence, when there was action,

our model mistreated it as anomaly segment and predict high anomaly score for the segment.
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I3D with 1D Dependency attention capturing module

lanomaly score
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Figure 5.2.17 Failure case in normal class

3D with 1D Dependency attention capturing module

anomaly score

] Probabilities of anomalies w.r.t frame numbers Temporal Annotations

frame number

Figure 5.2.18 Failure case in normal class
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CHAPTER 6

Conclusion

Based on the reimplementation of the MIL model proposed by [6], it showed that weakly
annotated video dataset and training on both anomalous and normal video yielded a good
performing crime scene detection system. Hence, in our project we resorted to semi supervised
setting and also exploited both the normal and anomalous UCF crime dataset. However, there

were still room for improvement for the MIL model proposed by [6].

To enhance the performance, we hypothesized that extracting 3D feature with deeper
network would increase the performance of the network in our project. Besides, we also
hypothesized that providing the MIL model with more descriptive and refined feature to learn
on could improve the performance. Based on the result from our experiment, we have
successfully achieved our objective and proven our hypothesis were correct. Extracting feature
with deeper network and adding attention module on top of the feature yielded higher AUC

score. Our implementation successfully outperformed the baseline model proposed by [6].

For future improvement, data augmentation can be done on certain action class to make the
data more balanced. The dataset that we were using was imbalanced as some action class have
150 sample sizes, some only have 50 sample sizes. Training the model with balanced data
might be able to improve the accuracy of all action classes. Also, augmenting the data can
further prevent overfitting issue, so that we could use even deeper feature extractor. Besides,
the attention module that we used in our project was self-attention module. For future work,
we can experiment on the using different type of attention module such as spatial attention

module and spatiotemporal attention module.
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