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ABSTRACT

Healthcare has always been substantial to a country and its economy. It signifies the
strength and stability of a country, and without proper healthcare, the country will not
be as efficient and successful. Hence, the medical record systems have todifemo

and improved for healthcare services to be efficient. In this project, blockchain
technology and smart contracts will be the proposed method to solve issues with current
medical record systems. Blockchain technology and smart contracts are nagcent b
rapidly growing technologies. These technologies can provide drastic improvements to
solve key issues faced by almost every traditional medical record system. By utilizing
blockchain to store medical records, we can leverage the benefits of bloclstitin,

as immutability, security, and decentralization. Next, smart contracts are the
fundamental part of integrating any applications with the blockchain. It allows the
automation of manual tasks that normally require manual labour, significantly reducing
hospital labour costs. In this report, issues faced by traditional medical record systems
are discussed, and each problem can be solved by implementing a blockchain medical
record system. The developed system solves all of the key issues mentioned in the
problem statemerand achieves all of the objectives statgving that blockchain

truly is the next big step forward in medical record systems

Vi



Table of Contents

Chaper 1: INtroducCtion...........oooe i 1
1.1 Project BaCKgroUNd..............ueiiiiiiiiiiiiiiiiiee e 1
1.2 Problem StatemeNnL...........uuiiiiiiiiee e 5.
IR Y/ o 1AV [0 T 7
1.4 PrOJECT SCOPB. ... iiii ittt et e e e e e e e 8
1.5 Project ODJECHIVES......uueiiiiieeeiiiiiiee et 10
1.6 Impacts, Significance andr@ibution .............ccccviiiiiiiiiiee e 12
1.6 Report OrganizatiQrl...........coeeeeeeiiiiiiiiiiiiee e 13

Chapter 2: Literature ReVIEW..........uuuiiiiiiieiiiiie e 14
2.1 Review Of TEChNOIOGIES........ccoviiiiiiiiieieee e 14
2.2 Review of EXIStiNG SYSIEMIS......cooiiiiiiiiiiiieeeeee e 16

2.2.1 75Health WelBased Medical Record SyStemL..........coooivvviiiieiniiniiiiieeeennns 16
2.2.2 OneTouch WeBased EMR...........ccoooiiiiiiiiiiiiieee e 20
2.2.3 My Health RECOIA.........ccoieeieeeeee e 24
2.2.4 MRT Medical Records TraCKer...........couviiiiiiiieiiiiiie e 28
2.2.5 MultiProfileMedical RECOITS.........ccoiiiiiiiiiiiieiiiee e 31
2.2.6 Decentralized Medical RECOLAS.........cocuiiiiiiiiieeeiiiee e 34
2.2.7 Comparison Table.........ccooei i 39

Chapter 3: System Methodology.........ccoeuvvriiiiiiiiiiii e, 40

3.1 System DeSign DI@N..........ccceeeiiiiiiiiiiiiiiieeee e e e s e e e 40
3.1.1 System ArchiteCture DIagrammL.........c.eeeiiiirieiiiieee et 40
3.1.2 Use Case Diagram and DescCriptiQn............coocvvvrieeeeeiiniivieeeeeessniiineeeeeennn 41
3.1.3 ACHIVILY DIBQIAIML. ...ceeeeieieee ettt e e e eaae s 47

Chapter 4: System DeSIgD........ccuuuiiiiiimiiiiiiee e 51
4.1 System FIOWCHALL. .........oooviiiiii e 51
4.2 FIOWChArt DESCIIPLION........cceiiiiiiiiiiiieeieee et 52

o I [0 0 (T = Vo [ SRS 52
A S U= To IS (= g = 11T o) OSSO 52
4.2.3 REQISIEN DOCIOL.....cceiiiiiiiiieieee et e e e e 53
4.2.3 PatienNt MOUUIE........ccoiiiiiieeee e 53

Vii



4.2.4 Grant and Revoke ACCESS MOAUIE.........oieeriiiie e 54

4.2.5 DOCIOr MOQUIE.......ooiiiiiieiiiee et 55
4.2.6 ApPoIiNtMENt MOUIE..........oeeiiiiiiiiiiiiee e 55
4.2.7 Medical Records List MOAUIE...........ooooiiiiiiiiicee e 56
4.2.8 Dashboard MOAULE............oooeiiiiiiiiiiee e 56
Chapter 5: System Implementatian...............cccceeeeeeiviiceiie e, 57
5.1 System Methodology.......ccooeeiieeiieee e 57
5.2ProjeCt TIMEINE. ... 59
5.3 Settings and ConfiguIration..............eeeeiiieiiiiiiiiieee e 60
5.3.1 Design of Smart Contract (SONAITY).......cccerriiiimiririeeniiiiiiiieee e d 60
5.3.2 Install the needed packages and dependencies (Nade.js)............ccc.oe..... 61
5.3.3 Design of Smart Contract Integration Scripts (Web3)...........cccccce. 62
5.4 SYStEM OPEIatiON......cvveiiiiiiiiiiiiiii s e e e e e e e e e e e e aaaaaaaaaaaaaaaaaaaees 64
R I o (0] 0 T = T PSSP 64
5.4.2Register Patient Medical RECOLAS............uvvivieeiiiiiiiceee e 65
5.4.3 Register DOCIOr Profile..........cuuuiiiiiiiiieeeeee e Y4
5.4.4 Patient VIeW Profile........ccoi i) 68
5.4.5 Patient Edit Profil@........ccooeuuiiiee e 69
5.4.6 PatieNt AlIOW ACCESS......couiei it e et e et e e e et e e s e et e e s e ebbeaeeees 70
5.4.7 PatieNt, REVOKE ACCESS .. ... iiiiii ittt e e e e e e e s e e st e e e seaes 71
5.4.8 DOCIOIE VIEW PIBIlE ....ovvveeiiiie et 72
5.4.9 DocCtorg Edit Profile..........oooiiiiiiii et 73
5.4.10 Doctoig Make APPOINTMENT.......ccoiiiiiiiiiieee it 74
5.4.11 Doctor, Update APPOINTMENL...........uuuiiiiiiiiiiiiiiiieiireeee e ee e ee e e e e e e e e e ee e e e 75
5.4.12 Records LISt PAge..........ccocoiiciiiiiiiiiitirirrereee e eeseeeeeeeeeeeeaeeeeeeneneenneennn O
5.4.13 Dashboard Page........ccuevviiiiiiiiiiie e 77
5.5 Concluding REMATK.........cooiiiiiiiiiiie e 80
Chapter 6: System Evaluation and Discussion................ccevvvvveen... 81
6.1Testing Setup and RESUIL............oviiiiiiii e 81
6.2 Project Challenges...........oiiiiiiiiiiiiie e e 82
6.3 Objectives Evaluation.............ccoooeeiiiiiiiiiii et 83
6.4 User EValuation SUMVEY.........ccoiiiiiiiiie ettt e e 85

viii



Chapter 7: Conclusion and Recommendatian..................ccceevvuee.. 89

4% O o] o Tod 1] T o PR 89
7.2 RECOMMENAALION.......ciiiiiiiiiiiiieieieetieee ettt s o1
RETEIENCES. ... e e 92
Y 0] 1= [ | PRSP 94
A.1l System ReqUIrEMENTS SUIMVEY.......uuuuuuueiiiiiiireesees e eeeeeeaeaeeaaeaeaaaaaaaaaeeaens 94
A.2 User Evaluation SIBY............coovvviiiiiiiiieiiieiiiiiiieiniin s 99
WEEKIY LOG ... ettt e e eaann 103
PO .. 116
Plagiarism Check ResUlt...........ccooviiiiiiiiiiieecie e 117
FYP2 CheCKIISE.....cuuiiiiiiiecee e ee e 121



List of Figures

Figure No. Title Page
11 Global Market for Healthcare Statistics 1
1.2 Broken or Mismatched Medical Records of Patients 4
2.1 Homepage 16
2.2 Individual Patients Detail Page 16
2.3 Individual Health Records page of patient 17
2.4 Billing page 17
2.5 Dashboard page 20
2.6 Add Patient Details page 20
2.7 Search Medical Reports page 21
2.8 Schedule Appointments Page 21
2.9 Dashboard 24
2.10 Add Medical History 24
2.11 View Health Card 25
2.12 Medication Search 25
2.13 Main Menu 28
2.14 Add Family members 28
2.15 Add Medications 28
2.16 Add Physicians 28
2.17 Main Menu 31
2.18 Personal Records 31
2.19 Personal Records 31
2.20 Add Medication 31
2.21 Menu Interface 34
2.22 Admin Module 34
2.23 Hospital Module 35

2.24 Patient Sign Up Module 35



2.25
2.26
3.1
3.2
33
3.4
3.5
3.6
4.1
5.1
5.2
5.3
5.4
5.5
5.6
5.7
5.8
5.9
5.10
5.11
5.12
5.13
5.14
5.15
5.16
5.17
5.18
5.19
5.20
5.21

Patient Login Module
Patient Add Records Module
System Architectur®iagram

Use Case Diagram

Create New Medical Record/ Edit Medical Record

Create Doctor Profile/ Edit Doctor Profile

Create New Appointment/ Update Appointment

View Medical Record Details
System Flowchart
Prototyping Model Phases
Initial Design in Remix IDE
Dependencies and Frameworks used
CompileScript

Deploy Script

Instance Script

Web3 Script

Home page

Register Patient/Create New Record Page
Metamask Transaction
Registe Doctor Page

View Patient Profile Page
Edit Patient Profile Page
Patient Allow Access Page
Patient Reoke Access Page
View Doctor Profile Page
Edit Doctor Page

Make AppointmenPage
Update Appointment Page
Medical Recads List Page
Dashboard Page

36
36
40
41
47
48
49
50
51
57
60
61
62
62
63
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77

Xi



5.22
5.23
5.24
5.25
6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8
6.9

Growth numbers and insightful statistics
Number of Patients vs Doctors in 2022
Number of Appointments in 2022
Number of Appointments pétatient
Mocha Test Scripts utilinig Ganache Blockchain
Mocha Test Results

Question 1

Question 2

Question 3

Question 4

Question 5

Question 6

Question 7

78
78
79
80
81
82
85
85
86
86
87
87
88

Xii



List of Tables
Table No.

21
2.2
2.3
31
3.2
3.3
3.4
35
36
3.7
38
39
3.10
3.1
3.12
3.13

5.1

Title

General Techologies

Specific Technologies

Comparison beveen similar applications

Use Case Description: Create New Medical Record
Use case description: Edit Medical Record

Use case description: Approfctor to View Record
Use case description: Revoke access to View Recot
Use case description: View entire list of medieadords
Use case description: D
Use case description: VieMedical Record Details
Use case description: View Appointmdéetails

Use case description:i&v Dashboard

Use case descriptioreate New Profile

Use case descriptiokdit Profile

Use case descriptioreate Appointment

Use case descriptioktpdate Appointment

Gantt Chart

Page

14

15

39

42

42

42

43

43

44

45

45

45

46

46

59

Xiii



List of Abbreviations

EMR Electronic Medical Record

EHR Electronic Health Record

PHI Patient Health Information

SHA256 Secure Hash Algorithm 2

HIPAA Health Insuranc@ortability and Accountability Act
IC Identification Card

I0S iPhone Operating System

BMI Body Mass Index

SDLC Software Development Life Cycle
CASE ComputerAided Software Engineenin
IDE Integrated Development Environment
NPM NodePackage Manager

Xiv



Chapter 1: Introduction

Chapter 1 Introduction

1.1ProjectBackground

Global Digital Health Market Size Through
2017 to 2024 (in Billion)

CAGR:-13.19%

2016 201/ 2018 2019 2020 2021 2022 2023

Figure 1.1: Global Market for Healthcare Statistics[1]

Healthcare is the single mostucial aspectof ensuringthe wellbeing of the
citizens of a country and thetabilization of the count§s economg. As seen by the
statistics above, global healthcare spendimggectedo reach $10.059 trillion in 2022.
Healthcare is also especially significeetause athe recen€COVID-19 pandemic that
took the world by stormand only countries with efficient and effective healthcare
systems will prevail. Therefore, to ensure that the healthcare of a country is running
efficiently and smoothly is the obligation of the Ministry of HeaBlased or{2], the
role of the Ministry of Health in Malaysia is to ensure ththe healthcare system in
Malaysiais constantly improveith updates to the policy and tegulate thenealth
sector. The Ministry of Health is alsm chargeof upgradinginformation and
communication technology and medical records systenmaintain efficient health

information management.

Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology, UTAR (Kampar Campus) 1



Chapter 1: Introduction

Electronic medical record (EMR)s a recordof a patienis health datand
personal detailthat is created and kelpy the hospitalthroughout the patieét lifetime
and spread among multiple hospitals, clinics, and health provigemensure each
patient gets the right prescription and treatmEMRS contairs sensitive information
of each patient that is useédring diagnosis and treatment enhospital To make the
sharing of healthcare dasg@amless and accuragea crucial part of an efficient and

effective healthcare system.

Next, to understand how blockcha®chnologycanimprove EMR, the core
concept of blockchain has to be underst@®].3] defines, the definition of blockchain
is that blockchain is a public electronic ledger built around a-tfoegeer system that
is openly shared among stakeholders of the transaclibis will create an
unchangeable record of transactions that can only update when consensus is achieved
between stakeholders of the syst&nce new data enters the blockchain, it cannot be
erasedThis impliesthat if somebody changeohe blockin theblockchain it would be
immediately apparent it had been tampered waitd can be seen by all stakeholders
involved If hackers wanted to corrupt a blockchain system, they would have to change
every blockhain chain across all the distributed versionghef chain, making it
technically impossible because every blockchain is encrypted with the SHA256
algorithm,meaning that there aré®2combinationsThese traitsnake blockchain have
specificfeatures such as being transparent, decerdcatinchighly secured Hashing
and Cryptographylmmutable LedgerConsensus ProtocdMining and Distributed
Peerto-peerNetwork are just a few of the¢hnologiesand services thgtower the

Blockchain[14], which we'll go over in more depbelow:

1 Hashng andcryptography: The SHA256 hash is used to add transactions to a
blockchain. This is a 64haracter code produced by the National Security
Agency. Oneway cryptography, determinism, rapid computing, the avalanche

effect, and the ability to tolerate collisi® are all aspects of hash algorithms.

1 Immutable ledger: In a blockchain network, each transactions are stored, and
the distributed ledger cannot be altered or manipulated

Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology, UTAR (Kampar Campus) 2



Chapter 1: Introduction

1 Consensus protocol: In a blockchain network, specific individuals have

individual access privileges to grant transactions that are updated in the system.

1 Mining: Miners on the blockchainetwork utilize blocks of nonce values to
generate cryptographic hashes. This demands high computing speeder
to accomplish andeapthe blockreward as an incentive for taking part in this

process.

1 Distributed Peeto-peer network: To distribute and update data, all transactions

are broadcasted throughout the network to various users.

The characterigts of blockchain make it the best step forward to further
improve medical record systems. Thay lbenefits oimplementingolockchain medical
recordssolvevariousissues that theurrenthealthcare sectdaces in terms of medical
records. Using blockcliamedical records ensures patients can have complete control
of their data and only share it witnyone through their consensus. This can benefit
patients, but it can also ensure that pafemformation is updated and synchzad
to ensure that thegan getproperhealth treatment when they transfer from an old
hospital to a new hospitaBlockchain medical recosdthat return the ownership of
medical records to the patient instead of the hospital are highly crucial because of the
recentransomware attacks prevailing in the US. The most recetiteisColonial
Pipeline attack. Ransomware attacks on hospitals are also fairly cqrantissues
like this will put patientdé medical record in jeopardy.Using blockchain to store
medical recordsan mitigate these riskasntirely due to the nature of blockchains
preventingthemfrom being breached or hackéthe problem domain of a blockchain
medical record system is the Blockchain technology and hospital medical records of

patients.

After undersanding blockchain, we now have to look into Snamtracts,
which are the fundamental part of integrating any applications with the blockchain.
Smart contracts are programs or cossed on the blockchain that perfooartain

tasks when predeterminednciitions are triggeredA Smart contract can be imagined

Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology, UTAR (Kampar Campus) 3



Chapter 1: Introduction

as an automated contrabit will trigger on its own without the involvement of any
intermediary to facilitate the transactiorhere are many different use cases for Smart
contracts like supply ciamanagement, medical record systems, auction sysasmis,
others The use of Smart contracts in each use case will remove the involvement of a
middleman needed to facilitate the transaction, which can drastically ¢abthe cost
needed to hire the wkers. Smart contracts also improve efficiency and provide
transparency which has been a loogning issue of certain industries such as the
supply chain and medical industries. The smart contract also brings benefits such as
speeding up transactions thaeviously required a lot more time. As when Smart
contract conditions are met, the code/contract will execute immediately without
needing to process any paperwork while avoiding any human error that may occur in

the process.

Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology, UTAR (Kampar Campus) 4



Chapter 1: Introduction

1.2 Problem Statement

Mismatch or Unsynchronized Health Record of patients that negativelaffects

the delivery of effectivehealthcare

According to the American Health Information Association, in an articlpythe
average duplication rate in a healthcare orginGs pdient health records is between

8 and 12% In another article stated §§], CBMI Director Shaun Grannisaid in a
statementStatistics show thaine patient record is not accurately matched even within
the same health care system out of five patientdscOp tohalf of thepatient records
arenot correctly matchedhen data is transferred between health care sysBamed

on [6], this is a critical issue in healthcare and can cause patients receivethe
propertreatment. For example, a patient that has been diagnosed with depression in
hospital A and has transferred to hospital B and the medical records are mismatched or
nat in sync,which causes the patientt toget the medication he requirbecause of

this issue. The rate of broken or mismatched records can be seen in figure 1.2 below.
Not only that, but mismatched records are alsessentialissue in MalaysiaFor
example, when a patient suddenly decides to go to another hospital instead of the
regular hospital that he or she goes to. The new hospital might not have the complete
medical record of the patierithis will cause issues suchtag patient not being treate

with proper medication and causing more harm than good.

B H D H E N ES;LA.BILITY OF EHR
RECORDS SXewT o noT l

. E & N HISfHER EHR
One in five people surveyed this ! SFHERIEH

year by the Kaiser Family

Foundation has found a mistake in 6%

their EHR. Of those, nearly half have DON'T KNOW/

incorrect medical histories ND ANSWER 1

6%
DOCTOR DOESN'T USE EHR

TYPE OF ERROR NOTICED IN THE MEDICAL RECORD
INCORRECT MEDICAL HISTORY

9%
INCORRECT PERSONAL INFORMATION
. 5/
INCORRECT LAB RESULTS OR OTHER TEST RESULTS
I S
INCORRECT MEDICATION/PRESCRIPTION INFORMATION
I 32
BILLING ERRORS/ISSUES
1% SOURCE: KAISER FAMILY FOUNDATION

Figure 1.2 Broken or Mismatched Medical Records of Patients

Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology, UTAR (Kampar Campus) 5



Chapter 1: Introduction
Privacy breach of patients electronic medical records and private information

Based on[7], Leak of patierts electronic medical records quite common and
serious issue where the confidential individual recordsatientsare made available
to others without the individu@ consent or authaation. Some leak of records is
intentional whea medical orgamations sell patient@medical records to other fqrofit
organiations. ®me leak of medical records are unintentional where the medical
records are accessed and leaked by hacksrstated by an article H], the most
recent and severe case of privacy breachandasta leak involving the patient records
of 20 thousand MalaysianseHalso stated thaihe United States was most drastically
affected With 13.7 million heath records compromiséacluding full names othe
patient,datesof birth, and medical examination datei,leaked on the internet and can

be accessed by anyone.

Electronic Medical Record System is nointuitive, causing medical personneto

take up too much time to enter or update records of patient

A study by[9] of a community hospital emergency department (ED) found that doctors
spent 43% of their time on dagatry. Only 28% of the doctors make direct patient
contact. They also estimated that the Electronic Medical Record system required 4
thousand mouse clicks in a typicaliOur shift. Not only that, an article h}0] stated
thatmedicalrecordsystensthat areovercomplicatedand are not intuitiveresulting in
thedoctors or nursdsaving tospend way more time than neededet their work done.

He also stated that some clinics report that users of the system after excessive training
still require sk to twelve months before they are comfortable with the syskdmnich

should not be the case if the medical record system is designed well and intuitive.

Bottlenecks in centralzed medical record systemsesult in a central point of
failure

As[11] stated the authorities know of the risks of losing all of the data of a ceredali
system if the system is exploiting or destroy&dentralzed medical record systeis
a vulnerabldarget formalicious usersvho wish to destabite a country byhe health
systemor steal and expodée healthrecord detailof the citizens.This issuewould

Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology, UTAR (Kampar Campus) 6



Chapter 1: Introduction

cause the loss of all patiedttata and mess up the entire medical record system of the
county anctause the country to lose up to millions of dollars for this igaurehermore,
centralized medical record systems will also have the risk of a breakdown and may lose
all its data if the centralized database has problereaning that there is a possibility

for data wipe of the entire medical record systentsch is very isky and possible to

happen.

1.3 Motivation

With the evergrowing importance of the healthcare industry, crucial to weather
through the pandemic storm, medical records systems can be seen as an essential part
of healthcare. However, medical record system technology has been stagnant for many
years ad has caused numerous issues to hospitals, doctors, nurses, and patients.
Blockchain technologgnd Smart Contracthould be the best solution to resolve this

issue and improve the reliability and security of medical record systems.

Not only that butfrom the problem statement above, we can see that there is
much more evidence that states that the current medical record system is not efficient
and has many faults. Therefore, for a country to have a successful healthcare system,
the EMR system, which itshe backbone of healthcare, should be solved and

implemented by creating blockchain EMRs.

Hence, ifBlockchainand Smart Contracereimplemented successfulig the
EMR systems, iwill ensure¢ hat patientsd medi cal record
will also encourage patients to share their medical records seamlessly between hospitals
and clinics. Finally, the records6 audita
because owchain data on the blockchain can be viewed and audited by atoyemsure

no system issues

Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology, UTAR (Kampar Campus) 7



Chapter 1: Introduction

1.4 Project Scope

This project aims to develop and build a blockchain medical recordbasdd
application thatallows users to keep their medical records securghe primary
outcome of this project is a wdiased decentralzed application that utides
Blockchain technologand Smart Contracte store medical records of patients. This
web-based application will usemart Contractand Blockchairo secure the EMR and
enable healthcare providers and patients tesscthese secured EMRs. By having this
web-based application, users will be regaining their ownership and privacy of their
medical records, which are currently owned by medical orgdans instead of

patients themselves.

Patient Module

1 Allow patientsto store demographidatasuch as name, age, gender, address
and etc.

1 Patients will be able to view a list of patients that have stored their medical
records.

1 Patients will be able to search for a specific medical record.

Allow patients to view, edit and update info of their medical record easily.
The user will be able to store medications and the medication details, which will

all ow users to keep track and record t

Doctor Module

1 Dodors will be able to view a list of patients that have stored their medical

records.

1 Doctors will only be allowed to view the detail of a paté&nnedical record
after permitted by the patient.

9 Doctor will be able to search for a specific medreglord

Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology, UTAR (Kampar Campus) 8



Chapter 1: Introduction

Grant and Revoke Acces$lodule

{1 Patients can grant access to doctors to view the medical records.
{1 Patient can revoke access given to doctors or patients to view their medical

records.

Appointment Module

1 Doctorscansetan appointment bgettingappointment details like dateme,
prescription and etc
Patients can view their own appointment in their profile.

Patient or doctor can update the appointment to change its status to completed.

Dashboard Module

1 Bothdoctors and patient can view the mentrermonth patient growtlwhich
can greatly help the hospital to plan and optimize strategies to gain and retain
their patients.

1 Both doctors and patient can view the meottermonthappointmehgrowth
to find out wrether theiactualgrowth numbers are matching withtheo s pi t al & s
monthly growth expectations.

1 Both doctor and patient can view number of patient recandgoctors that are
storal in the blockchain through the system.

1 Both doctor and patient can view number of appointmérds the doctors
createdor the patients

1 Both doctor and patient can view numbepefmissions granted by patients to
allow doctors access to their records.

1 Both doctor and patient can view area chart displaying the number of patients
vs doctors in the current year

1 Both doctor and patient can view a line chart visualization displaying number
of appointments made in the current year.

1 Both doctor and patient can view the numberappointments created per

patient.

Bachelor of Information Systems (Honours) Information Systems Engineering
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Chapter 1: Introduction

1.5 Project Objectives

To create a blockchain medical record system that greatly improwhe delivery
of effective healthcare

With blockchain technologies and smart contracts, common problems encountered in
traditionalmedical record systems could t@solved For example, problems that stem

from interoperability issues, like where different hospitals do not have a fully synced
updated copy of the patientds medical r e
blockchain medical record system, patients that store their records on the blockchain

can retrieve them anytime and anywhere. This will drastically improve the quality of
healt hcare they wil!/| be getting, Rkich the p
allows the patient to get proper treatment. Not only that, by allowing patients to store

their own medical records through the blockchain medical record system, medical
personnel can spend more time and effort on delivering higher quality healthcare
services instead of working on inputting patient records manually, which may even

result in human error.

To develop a decentralied application that will reduce the risk of privacy breach
by allowing users to takecompletecontrol of their medical records

The application will ensure that users can register and input their medical records and
store or view them anytime they want without their privacy being invaded or
information leaked by medical orgaations. Users can share their medical records and
use hem at any hospital or clinto grant access to the doctor. This is exceptionally
beneficial to solve a significant existing issue that all medical azgaoins are facing.

For example, when the patient is a regular customer of Columbia hospital in Johor
Bahru, he will have his medical records stored in all other Columbia hospitals
throughout Malaysialf one day the patient is admitted to a different hospital such as
government hospitals or any hospitals overseas and this patient is unconscious, need
medcal treatment immediately, buttheo s p i t a | o6nst krebw thet dsaases ath
allergies the patient has. This issue might costthepatent | i f e because of

medical records not being brought arouid prevent this issue, patients shibble
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given control of their medical records and ensure that the records of each patient are
stored securely in the blockchain, which is the concept of deceattapplication. It

will ensure that patients, even when they are unconscious and sent faital htbe
doctors will turn on ptahe enmd sr66 sneglh crmad ared

To study the enhancement ofiser interfaceand user experienceon reducing the

time and effort needed to enter or update patient records

Many informationtechnology healthcare applications, such as electronic medical
records, have failed because their user interface is challenging ffb2jisk: signifies

the importance of an excellent user interface to enable ease of use for all the application
users, sut as doctors and patients. There are four user interface design principles that
can be used to create an e#&syse interface that will drastically improve user
experience. Firstly, is to place users in control of the interface. This can be done by
makingactions reversible, such as undo and back button, which allows users to change

or revert if they made any mistakes.

Furthermore, it will ensure users will not feel stressed out when they made a mistake,
such as deleting crucial medical record informathext, the application design should

be designed to make it comfortable for users to interact with the system suitable for all
users, including those with no background knowledge of technology. Finally, the user
interface design should also be consistenbugh visual consistency and functional
consistency. By following the user interface design principles, the design will be a user
friendly and attractive interface in which users will be more likely to use the application
and be more willing to use th@glication for a long time. Furthermore, by ensuring

the user interface is easy to understand, users can use the application even without

guidance and save the time needed to adapt to the application and its functionalities.

To evaluate the effectivenessf using blockchain technologyand smart contracts
on improving the security of electronic medical recordsnd preventing acentral
point of failure

As stated by th¢l3], the biggest concern of healthcare is the security of the data.

Approximately 193 million personal medical records are leaked in 2015 alone and are
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still a prevalent issue even until now. This issue can be combated with the help of
blockchain technology,iver e t he technol ogy will be use
records to ensure that the application would not have a central point of failure. The data

will also not have a central point of failure because of the nature of blockchains.
Blockchains havéhese few traits, which are decentzall, immutable and transparent.

These characteristicsmake blockchain perfect for solving issues encountered in
traditionalelectronic medical record systentfdeft unhandled, these issues will result

in up to millions of dollars in losse&inally, medical records stored in the Ethereum
blockchain will be safe from intruders or hackers who want to destroy or disrupt the
medical records as blockchains are unbreachable because of the SHA256 algorithm

used to encrypt ea block in the blockchain.

1.6 Impacts, Significance and Contribution

The decentraied EMR systemcan provideuserswith an efficient and effective way

of storing and accessing medical recoHisalthcare providers in Malaysia can use this
application to improve healthcare service
up to date and synchraeid even when used in a different medical orzation that

prescribs the medications or disea3de significance of this application is thiwvill

return the medical records to their rightful owner as users will then be able to view their
medications, medical records history easily without having to visit the hospital for their
records.The proposed featureend solution to improve electranmedical records

using blockchain technology used in this application can help gsers medical

records more securely and efficiently. With the use of blockchain technology, medical
organiations in Malaysia and worldwide can solve the issues as medtim the

problem statements and improve the quality of healthcare provided in general. With
accurate health records of patients, the doctors can efficiently treat the patient based on

the symptoms and allergies the patient has through the viewingpfahei ent 6 s med
records. Not only that, but the Smart contract will help facilitate the hospital
appointments between doctor and patient. This will greatly improve the efficiency and
transparency of the appointment process of hospitals.
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1.6 Report Orgzization

This report is orgaged into 6 chapters: Chapter 1 Introduction, Chapter 2 Literature
Review, Chapter 3 System Design, Chapter 4 System Implementation and Testing,
Chapter 5System ImplementationChapter 6System Evaluation and Discussion,
Chager 7 Conclusion and Recommendatidhe first chapter is the introduction of this
project which includeframing the problem, explaining the backgroamadl motivation

of this project the scopeof the project project objectiveghat this project aims to
achieve project contributionand report organizationThe second chapter is the
literature review exploring multiple traditional medical record systems and also
blockchain medical record systemsd discuss thstrengths and weaknesses of each
system in detailln the third chapter the overall system design of this projest
discussedThe fourth chapter is regarding the details on how to implement the design
of the systenexpressed through diagrantgext, the fifth chapterdetailsthe system
implementatiorand explainn detailabout the coding processhesixth chapter covers
system evaluation and discussion. The final chapter covers the conclusion and discusses

on the novelties ancbntributions and recommends how to proceed for future work.
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Chapter 2: Literature Review

2.1 Review of Technologies

Type Name Description
Blockchain Rinkeby Network | Test network of Ethereum which simulates
real Ethereum network
Cryptocurrency Metamask To enable the payment of gas fees when sto
Wallet data in the Ethereum or Rinkeby blockchain
IDE Remix IDE Used for initial development and testing of S

Contract

Visual Studio Code

Used to code the rest of the blockchain Vv

application from front entb back end

Ethereum API

Infura

To connect the blockchain web application to

web browser seamlessly and easily

Table 2.1: General Techmologies
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Type Name Description
Programming Solidity To code the entire Smart Contract
Languages
Javascript To code the entire front end and back end of
blockchain web application
Front End React To create the interaction between the front
Framework and the smart contract of the application
SemanticUl To easily create and design the front end
Test Ganache Test network that can be used to store the s
Framework contracts and the smart contracts can be intere
through the Windows Terminal
Mocha To write tests and test each smart cont
functionality to ensure it is working as intende
Other Web3 To enable interaction between Metamask with
Technologies Smart Contract that has been deployed to
Rinkeby network
Node.js To run the application on a localhost web sel
and allow the use of npm install to install otf
packages for development.
Next.js To handle the frorend of the application an
allow navigation from one page to another
Recharts Allows the building of interactive charts andg

visualizations using reusable React componet

Table 2.2:Specific Technologies
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2.2 Review of Existing Systems

2.2.175Health WekBased Medical Record System

= @ 75Health Trial ends 13 day(s) JE 1

= Patient 8 Calendar 8
—

- =
Q &+ New Patient LIM JASON )
Name KPiD < > 3 Days «

= John Smith 3356-175 06/12/2020 Sun = 07/12/2020 Mon =

® M0212/2020 00am 900zm 9:00am
B

[}

Figure 2.1: Homepage

= 75Health Trial ends 13 day(s) JE 1
John Smith e e
= Health Record
® patient
a& Patient
i= Health Record John Smith
KPiD: 3356-175
_ johnsmith123@gmail.com  Not activated
aEne +60 12-883 7565
1D:
B Billing Insurance
a ated: 05/12/2020 20:57
B4 Message
PERSONAL CONTACT
Cender: Male
Age/Birth Date: 3days (02/12/2020)
z
ALTERNATE CONTACT + CARE TEAM MEMBER +

Figure 2.2: Individual Patients Detail Page
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= @ 75Health Trial ends 13 day(s) JE

EALTH RECORD H EHRst
N HEALTH RECORD 8 ! s - I
Home johnsmith23@gmail com Date 05/12/2020 2343

SYMPTOM = MEDICATIONS

Figure 2.3: Individual Health Records page of patient

= @ 75Health Trial ends 13 day(s) JE 1
Billing =
John Smith [x] LIM JASON (] + New Bill Y Filter
nvoice Id Particular Amount Paid
Date & Time
Tot: ad  Unpad
0.00 0.00 0.00 0.00

Figure 2.4:Billing page

75Health isa paid medical recorsystemwhich not only aims to be paperless but also
to improve the entire health record data storing prodess about implementingan
intelligent but usefriendly system that assist doctote ensure they can work
efficiently and also improve healthcare service qualitBy utilizing cloud-based
technology this system provides a vast array of benefits suclkeastefficient, fast,
and securelistedbelow are thdeatures and also tlstrengths and weaknesses of the

system.
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Basic features:

1. Store patierd gdemographiaata such as name, IC, email, phone nunaber
other info.

2. Store health records of patiénlatasuch as medications, problems, symptoms
and also fié attachment feature are available which allows the doctor to add
images of xray scans

3. The list of patients in an ordered list arranged in alphabetical order can be seen

in figure2.1.

Special features:

1. Asshown in figure 2.3, The health record pathews doctors to input and store
user 6s health records and zedraporgteaher at e
can be used in all hospitals.

2. As shown in figure 2.1, the calendar function allows the doctmetoand
schedule patient appointmerlig sdting a time and date, patient name, and
description. This feature will allow doctors to create a proper schedule of
pat i en tusstheduleswithout clashing between chagkimes.

3. As shown in figure 2.4, The Billing feature enables the doctorttoeen p at i ent
payment records, including service tax and discount.

4. Tele Doctorservice is a new feature that allows doctors to have online calls with
patients to ensure that users do not have to go all the way to the hospital to speak
to the doctor on anlgealthrelated issues.

5. Messages to patients can be sent and stbredgh the messaging function and
receive replies from patients.

6. Supports multiple platforms, including Windows and macOS. In addition,

mobile platforms such as Android and 10S are algpsried.
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Strengths:

1. Somewhat intuitiveand attractive user interfatkat achieves all the user
interface design principles to ensure the best experience for the users.

2. Provide tutorial videsonusingthe systenthat guides the doctors using the
system for the first time.

3. Many valuable functionalities and features such as storing in depth health
records of patients and generating and printing reports for each patient,
storing detailed billing records of patiengsc.

4. Able to message patients direcnd receive their messages through the
system, which saves time on having to use an external messaging app or
email to contact patients

5. Data can be exported to other EHR/EMR software, which will ensure the
standardiation and portability of the medical records can be achieved

6. A centralzed application that uses clobdsed technology will ensure that
there is no central point of failure as clelb@sed storage of information is
much more stable and secure as data &meeds on multiple servers in
different world regions. This will prevent the database from being wiped out

due to system failures.

Weaknesses:

1. Only authorzed medical personnel such as doctors, nurses, physicians and
clerks can access the medical recondgch means that patients will not be able
to view their own medical records at any time unless they requested from
medical personnel and are sent a copy of the records through the messaging
feature.

2. Setup and firstime usage are a little complicated doethe vast number of
functionalities, and users will have to take some time to explore and get used to
what this application has to offer.

3. Security might be an issue because by having the email or ID of the doctor and
password, a hacker can alter and tetbe data of all the patients, which is a
very dangerous problem as hackers nowadays can easily retrieve the email and

password of an individual through phishing attacks.
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2.2.2 OneTouch WeBased EMR

ome — Today

< ne

touc |'1 Dashboard Patients Schedule Messaginglv Reports Administration Preferences Logout

¥2. Welcome! In order to get started, go to the Setup Wizard and configure your settings!

[
i
Dashboard for | .. T House . CJAdvanced Add Appointment Add Patient Forms
(1) Schecule for Sunday. 12/06/2020 4 p J NEEEELE
1 Pending Rx Refills
Time Patient Reason Type Provider Room Status « New Lab Resulls
10:00 AM C. Example atrial fibrillation Office Visit T. House Click to edit Click to edit 4 Order Feed
N N e - - . - . News =
01:00 PM J. Example annual exam Annual Visit House Click to edit Click to edit
03:00 PM A. Example headache Office Visit T. House Click to edit Click to edit

Display 1-3 of 3

Figure 2.5: Dashboard page

Welcome — Today i day, 12/

< ne

fouc |”1 Dashboard Patients Schedule Messagin Reporis Administration Preferences Help Logout

Patient Chart

Register for Dragon Voice?
e )

Demographics

Impert Summary of Care Document  Import GCRICCD/CCDA Photo: Driver License
First Name: * Image Not Available. Drag Image Not Available. Drag and drop image to
and drop image to upload upload
Middle Name:
Last Name: * Suffix:
Select Photo... & Select Driver License... &
Previous Name/Birth Name
DoB: * Custom Patient ID-
sex: * v Driver License/ID:
Ethnicity: * v Driver License State Same as Address? No
Races: * Not Given/Specified ’ Marital Status Select Marital Status v
Preferred Language: * English v SSN

e e X
Gender Identity Guardian's Name:

Sexual Orientation: *
Emergency Contact

Figure 2.6: Add Patient Details page
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Dashboard Patients Schedule Messagin Reporis

Administration

come — Toda

Preferences

Sunday,

Help Logout

Reports

Public He:

alth Surveillance l I Immunization Reqisines] [ Provider Stats l I Audit Log l

F

Gender:

Race:

Ethnicity:

Preferred Contact Method:

List

Search Method:

Filters

Search

< ne

touch

rom: To: -OR-  Having Encounter:

v

to| 120

Both
All

All

Al

<

Problem List Medication List [] Medication Allergy List [J iImmunization

[JLocation [JPoC Lab Test Results [J poc Radiology [JPoC Procedure

[JPOC Supplies

earch Using Filter (0 search Using Condition

None

Days ago

[ e-Lab Test Results
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Figure 2.7: Search Medical Reports page

Dashboard Patients Schedule Messagi Reports

Administration

[J chief complaint

[l pac Meds

ome — Today

Preferences

Sunday, 12/0

Help Logout

Appointments

ul

a1 | Pending intments

Find Patient

Date & Time Patient Reason Type Provider
121212020 09:00:00 AM Alexander Example (11/11/1988) botox Office Visit Test House
12/11/2020 09:00:00 AM Alexander Example (11/11/1988) sip surgery Office Visit Test House
12/10/2020 09:00:00 AM Alexander Example (11/11/1988) Allergies Office Visit Test House
12/09/2020 09:00:00 AM Alexander Example (11/11/1988) cough Office Visit Test House
12/08/2020 03:00:00 PM Alexander Example (11/11/1988) migraine Office Visit Test House
12/08/2020 01:00:00 PM Janson Example (03/15/2011) annual exam Annual Visit Test House
12/08/2020 10:00:00 AM Carl Example (06/24/1989) chest palpitations Office Visit Test House
12/07/2020 01:00:00 PM Susan Example (12/16/1984) painful urination Office Visit Test House
12/07/2020 11:00:00 AM Carl Example (06/24/1989) rash Urgent Care Test House
12/07/2020 09:00:00 AM Alexander Example (11/11/1988) sore throat Office Visit Test House

Figure 2.8: Schedule Appointments Page
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OneTouch EMR is ra opensourcemedical recordsystemthat worksrapidly and
efficiently. Users can adapt the application to meet the demantte décility. This
application contains a plethora of capabilities that may be used to support a full
hospital's operations. Furthermore, with a monthly membership plan, clinicians can use

this tool for hospital use.

Basic features:

1. Storedetailedp at i demogsphicdata such as name, IC, email, phone
numberand otherelevantdata, shown in figure 2.6.

2. Store health records of patiéntlata such as medicatiotaken symptoms
and also file attachment featuaeeavailable whichallowsdoctor to add
images of xray scans

3. The list of patients in an ordered list arranged in alphabetical catdoe seen

in figure 2.5.

Special features:

1. Has calendar functionthat allows the doctor to set and schedule patient
appointments. Thigeature will allow doctors to create a proper schedule of
pat i e n tussthedulewithoktclashingbetween checkp times.

2. System Administration functions available where a setup wizard and a video
tutorial is available to guide the user on how tougethe system

3. Able to message patients directly and receive their messages through the
systemand it will show the priority of the messages received

4. Able to set Appointment reminders for the scheduled appointments to remind
doctors of any appointments dewith patients, as shown in figure 2.8.

5. Record and view the stocks available for each medication and store the
medication orders through the orders page.

6. Supports multiple platforms, including Windows and macOS. In addition,

mobile platforms such as Amald and 10S are also supported.
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Strengths:

1. Provideanin-depthtutorial videoand setup wizardvhich will guide users on
usingthe systenand help the users adapt and understand the system quickly.

2. Has stock checking feature to allow medical orgations to record and store
the number of stocks they have for each medicationgamckly determine
whether they need to restock or not.

3. Storesextremely detailed patientds det ai
preferences, insurance information, guargmemords, and appointments which
will ensure the medical orgaaaition can provide efficient healthcare services to
the patients

4. Able to message patients directly and receive their messages through the
systemwhich saves time on having to use an extemmegsaging app or email

to contact patients

Weaknesses:

1. Not intuitive user interface desigwhich does not satisfy the user interface
design principles.

2. Unattractive and dull user interface design due to the overload of words on
certain pages, more graphior images can be used to improve this as an image
speaks a thousand words, even a graphic image can allow the user to understand
better than reading lengthy text.

3. Only authorzed medical personnel such as doctors, nurses, physiarahs
clerkscanacces t he medi cal records, which me:;:
to view their own medical recordsless they requested from medical
personnel and are sent a copy of the records through the messaging feature.

4. Setup and firstime usage arpretty complicatel as the pages are inconsistent
which does not follow the user interface design principles. This will cause the
doctorto take a lot of time to enter the records of patiengebany work done.

5. Security could be a concern because by having the enBilafithe doctor and
passworda hacker can alter and delete the data of all the patients.

6. A centralzed system might cause data wipe if the database is,advich will

cause the patierddata and all the orgazdtion®recordto be destroyed.
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2.2.3 My Health Record

0
HOME MY DOCTORS MEDICINE MY ORGANIZATIONS « NEAR ME BLOGS MY PROFILE ['1 f + 3
Hello John Smith [SET .
£ YOUR ACCOUNT 1S INCOMPLETE!

Welcome, John Smith

= 0 0
My Doctor My Prescriptions

& Dashboard

& My Profile 0

. Blood Pressure Record
My Account

Ea] My Prescription
0 0

B My Report Diabetes Record Heart Beat Record

] Appointments

0
Medical Report

5 Medical History
3 Immunization History
&5 other Payment Histories My

Body Mass Index (BMI)

% Blood Pressure

I Diabetes

&5 My Health Card

Figure 2.9: Dashboard

Add medical lstory form

Diseases name Diseases type

Select Diseases Type

Diseases start date Diseases end date

Symptoms

Create immunization history | Xcancel

Figure 2.10: Add Medical History
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Welcome, John Smith

@ Dashboard
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[B1 My Prescription
B My Report

1 Appointments

& Medical History
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&5 other Payment Histories

% Blood Pressure

HOME

Welcome, John Smith

@ Dashboard

&8 My Profile

& My Account
[B1 My Prescription
B My Report

] Appointments

& Medical History
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% Blood Pressure
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Phone: 0197325283
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An Initigtive of My Global App Private Limited
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Figure 2.11: View Health Card

0
My PROFILE L\ &#

MEDICINE MY ORGANIZATIONS ~ NEAR ME BLOGS
paracetamol Q

Company Name Generic Strength Description Price For

Ziska Pharmaceuticals Paracetamol Paracetamol 500 mg Tablet N/A Human

Ltd.

Zenith Pharmaceuticals Acep Paracetamol 80 mg/ml Paediatric 11.00 Tk Human

Ltd. Drops

Zenith Pharmaceuticals Acep Extra Caffeine + 65 mg + Tablet N/A Human

Ltd. Paracetamol 500 mg

Zenith Pharmaceuticals Acep Paracetamol 500 mg Tablet 0.80 Tk Human

Ltd.

Zenith Pharmaceuticals Acep Paracetamol 120 mg/5 Suspension 16.11 Tk Human

Ltd. ml

World Chemical Industry ~ Paracetamol Paracetamol 100 % Raw Materials  N/A Human

Ltd. Bulk

White Horse Pharma Paracet Caffeine + 65 mg + Tablet N/A Human
Paracetamol 500 mg

Virgo Pharmaceuticals Panol Paracetamol 500 mg Tablet 0.65 Tk Human

Ltd.

Figure 2.12: Medication Search
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My Health Record Bhasa web-based applicatiothat can be accessed through any

web browseiand a mobile application that can be downloaded through Android Play

Store This applicatiorprovides an online platform to store and retrieve medical records

with just one click Not only storing and retrievingedical recorddyut the application

also gives remindes on medicine timingto ensure users will be on time with their

medication consumption

Basic features:

1.

2.

Store detailedp a t i demogsphicdata such as name, IC, email, phone
numberand other releant data.

Allows the user to ®re basic medical history and prescription of medications
andallow users to check back on their records and generate a report and print

out a physical copy

Special features:

. The health record page allows dostto inputand st ore wuser 0s

andgenerate and print a neat, standagdireport that can be used in all hospitals.
Allow users to search for any types of medicine that exist and generate the
details of the medication found in an orgaed table form fothe user toview

and get the details quickly

It has a buikin BMI calculator to allow users to calculate their BMI accurately

to determine whether notthey have a healthy BMI.

Billing page where users can store the payment histody caeck on the
payment history anytime to verigny payment they have made recently.

Can have online consultations with doctors through this applicatibich
allows doctors to have online calls with patients to ensure that users do not have
to go to thenospital to speak to the doctor on any heedlated issues.

As shown in figure 2.11, users can view their medical card, which is
automatically generated when usersifiltheir details. This card can be used in

all hospitals to prove that their heatdtords are legit and stored in a legitimate

medical records system.

. This application has multiple platform support on Windows, maeD8,even

mobile platforms such as Android and 10S.
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Strengths:

1. Quite Intuitive and saightforwarduser interface design which follows and
achieves the user interface design principles

2. Able to set appointment reminders that will ring to remind usermedicine
timing to ensure users will be on time with their medaonsumptionand
prevent users from forgetting to consume their medication which is a common

problem with patients

Weaknesses:

1. The absence dfitorial videafor first-time usersnight cause problems to users,
such as not understanding how to use the applicatiothavidga hard time
understanding and adapting to the application.

2. A centralzed system might cause data wipe if the database is,advich will
cause the patieridata and all the orgazationrecord to be destroyed.

3. It does not storerery detailedmedical history of patientsvhich defeats the
main purpose of this applicatioto store detailed medical records of patients
used in all hospitals.

4. Certain functions are only allowed in Bangladeslich as the Near Me function
thatcanbe usedtodisplayo s pi t al s near t hwhichucarer 6 s
be seen in the navbar of figure 2.9.

5. Hospital Fees discount only applicable for certain hospitals in Bangladesh as
this application is designed and targeted to help the citizeBarafladesh.
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2.2.4 MRT Medical Records Tracker

Welcome
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Appointments Calendar
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Figure 2.13: Main Menu Figure 2.14: Add Family members
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Figure 2.15: Add Medications Figure 2.16: AdBhysicians
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Medical Records Trackes a free medicalecordsapgication thatenablegsheuserto
securely store and orgarihealth records, medication schedules, and medical

appointments. This medication traclegplicationhelpsensureshe userstays on top
of prescriptions, referrals, medical history, blood types, allergies, medications,

previous or existing medicalcondions, scans, do,etc.or 6s of fi c

Basic features:

1. Storedetailedp at i demogmphicdata such as name, IC, email, phone
numberand other relevant data.

2. As shown in figure 2.15, users are allowed to store medication details such as
medicatiomname, dosage, repeats, reminders,dastription.

3.As shown in figure 2.16, users can ac
consisting of t he physiciandéts. Thsa me, t
function is vital because if emergendyelp is neededrom the doctor or

physician, the contact can be found through this page.

Special features:

1. Able to set appointment reminders that will ring to remind usarmedicine
timing to ensure users will be on time with their medication consumptidn
never forget to consume their medication.

2. Can set reminder® remindthe user on medical chealp dates to make sure
the user does not forget about their appointretfit their doctor.

3. As shown in figure 2.14, users can store and manage entire family medical
records through the application, whi c
health records and details can be easily accessed.

4. Add custom notes and attachments of documents such as images of the
medication package to keeglaanrecord of the medication details.

5. The search function is to search for medication details that eaacdessed
through the main menu, as show figure 2.13

6. Can store medical records locally and securely where users are allowed to use
the mobile application even without internet connection and will be able to store
the records.
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Strengths:

1. Hassearch function to easily search for stored,det@an be seen in figure 2.13.
This search function can allow for quick retrieval of data when family members
data are stored and whe#re user wants to look for a specific medication from
the list.

2. Able tostore and manage entire family medical records through the application
makes for a good medical records application for prominent families. The
parents can help store their childreni;

record to clinics or hospitats get medicineetc.

Weaknesses:

1. Bad colour selection and unattractive user interface might cause eye strain for
users over long periods as the colours of the fonts, butitadshackground do
not contrast well.

2. Not intuitive user interface design duethe application not following the Ul
design principles of consistencystsown in figure 2.15 and figure 2.1@here
the save buttons of the pages are different. This should not be the case as
consistency will help the user adajptickly and not get confed.

3. Lack of the featurallowsusers to storthedisease history of patientshich is
essentialf users want to keep track of the recovery period of certain diseases
and check for symptoms for any other diseases.

4. It does not have a wellased application as this application only supports
mobile platforms.

5. It is not a decentrated applicationwhich means thathere is a chance that
hackers <can ac c ecasaltan orege éhe informatiom fomth t i o n

purposes.
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2.2.5 Multi-Profile Medical Records

Lim Jason

43, Jalan Bangga, Taman Mahasiswa, 81100 Johor Bahru,
Johor
+60-197325283

View Records -

Member Profile

No family members are added. Please click on
the plus icon to add.

Il

& Pofle ¥
Exit

Figure 2.17: Main Menu

Good Night,
Lim Jason

View all your medical records at one place. [l

14

Surgery

gl

Medical Test

Attach Documents

)
I

Vaccine

Figure 2.19: Personal Records

Good Night,
Lim Jason

View all your medical records at one place. [

Doctor Visit Diseases

Medication Medical Insurance

Figure 2.1Bersonal Records

< Add Medication

Enter Medicine Name

Enter Medicine Description

Enter Dosage Instruction

Vianufacturing Form
PILLS -

Select Manufacturing Form

Josage Dosage Unit
1 MG -

Enter Dosage Select Dosage Unit

’ .

Select Manufacturing Date

(e =

Select Expiry Date

= o

Select Medicine Taken Start Date

turing Dat

Figure 2.20: Add Medication
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Multi-profile medical recordareaninnovative angracticalapplication for managing
and storingthe health dataof the entire family With this applicationone can easily
save medical recordsd history and the health statusthie entire familyand view all

of themedicalrecordseasilythrough the application

Basic features:

1. Storedetailedp at i demogsphicdata such as name, IC, email, phone
numberand other relevant dat&his datawill thenbe displayed on the main
menuafteruses fill up their basic informatigras shown in figure 2.17.

2. Storeuser 6s di sease history can then | at e
history of diseases the patient so that the doctor can provide better and more
effective healthcare to the user.

3. Asshownin figure 2.20, users are allowed to store medicatiomtbeyrrently
taking which helps the user keep track of the medication amount and the expiry

date to ensure they will not consume medication that padiseeexpiry date.

Special features:

1. Has ecurity mechanisms such as application Joakich will lock the
application if the user is idle for more than 2 minutes. The other security
mechanism isecurity questions which uses can choose the question and set
an answer. These will help ensure that malicious users will not access tise user
account and isnuch saferthan thetraditional email and passwordn most
medical record systems.

2. As shown in figure 2.17, users can store and manage entire family medical
records through the application, whi c
health records and details can be easily accessed.

3. Can attachmedical records in imager documents to ensure that old paper
based medical records can be stored by snapping a picture and storing it without
wastingtime and retype everything.

4. Able to geneate a report in pdf format of any medical record user sedects
can be presented to any medical orgatndons to get treatment directly without
having the hospital clerk to fumble and search upon hundreds of ipagpeu
records or electronic recordstime hospital system.
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Strengths:

1. Itis a very intuitive and attractive user interface design that achieves all the user
interface design principl es albwuseessnsur e
to navigate through the system and complete their &ikently.

2. As shown in figure 2.17, users catore and manage entire family medical
records targankie entire family records straightforward.

3. Security wll not be aproblemasthis is a decentraled applicatiorbuilt on the
STEEM blockchain with all the characteristics that all decenueti
applications would have, such as transparency, secamidyimmutable.

4. It is a decentrated application which means that users datth not be

accessible by a central orgzation, so privacy breadswill not be an issue

Weaknesses:

1. It does not provide video guidance for fitshe users that will cause users to
have to test out the application themselvdsch might waste time.

2. It is only supportedon mobile platforns as it des not hag a webbased
apgication as it isonly downloadable through Google Play Store and I0S App
Store.
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2.2.6 Decentraied Medical Records

Decentralized Medical Records

DMR is Digital Health Care ecosystem built using
Blockchain technology,lt gives you complete control of
your records and lets you decide who can access your
records.

All your uploaded records are stored using InterPlanetary
File System(IPFS),which is more secure and keeps your
Data in a distributed environment to prevent data loss
and redundancy

Admin Login Hospital Login Patient Login

¢ Can add Admins * Can add patients * Can Sign/Login up as patient
* Can remove Admins » Can view patient's records with permission * Can view/add own records
* Owner of the contract can tranfer his ownership + Can add patient's records with permission * Can grant/revoke permissions to add/view records

SIGN UP LOGIN

Figure 2.21: Menu Interface

Decentralized Medical Records

Contract Owner: 0xE10746a5Ec8256FSF0c2c470E45722¢27836B206
Current Account: 0x8F500fcA7F01aCCF06493b{8fB3F718e1679DBd9

Add Admin Remove Admin Change Owner

Enter Address Enter Address Enter Address

SUBMIT SUBMIT SUBMIT

Add Hospital View Hospital

Figure 2.22: Admin Module
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Decentralized Medical Records

Contract Owner: 0xE10746a5Ec8256FSF0c2c470E45722c27836B206
Current Account: 0x8F500fcA7F01aCCF06493bf8fB3F718¢1679DBd9

Hospital Information Add Patient Record View Patient Record

Add Records

Patient Address

Hospital Name

Visit Reason
Admitted On

dd/mm/yyyy
Discharged On

dd/mm/yyyy

Report

(o4 (SR SIEY No file chosen

SUBMIT

Figure 2.23: Hospital Module

Decentralized Medical Records

Contract Owner: 0xE10746a5Ec8256F5F0c2c470E45722c27836B206
Current Account: 0x8F500fcA7F01aCCF06493bf8fB3F718e1679DBd9

LOGIN HERE

Register as Patient
Name

Phone
Gender
Male ~
Date of Birth

dd/mm/yyyy

Blood Group

Allergies

SIGN UP

Figure 2.24: Patient Sign UpModule
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Decentralized Medical Records

Contract Owner: 0xE10746a5Ec8256F5F0c2c470E45722c27836B206
Current Account: 0x8F500fcA7F01aCCF06493bf3fB3F718¢1679DBd9

My Account My Records Add Record Grant Permissions Revoke Permissions View Other Patient Info Upload Other Patient Records

Patient Info

Name: Joseph
phone: 0123456789
Dob: Nil

gender: male

blood group: B
allergies: Flu

Figure 2.25: Patient Log In Module

Decentralized Medical Records

Contract Owner: 0xE10746a5Ec8256FSF0c2c470E45722¢27836B206
Current Account: 0x8F500fcA7F01aCCF06493bf8fB3F718¢1679DBd9

My Account My Records Add Record Grant Permissions Revoke Permissions View Other Patient Info Upload Other Patient Records

Add Records
Hospital Name

Visit Reason
Admitted On

dd/mm/yyyy
Discharged On
dd/mm/yyyy

Choose File eRTIERGTE]]

SUBMIT

Figure 2.26: Patient Add Records Module
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Decentralted Medical Recordss a simple medical record application on the
blockchain that has a wide array of functionalities. This application is deployed on the
Rinkeby test network and requires Rinkeby network Ether to perform certain tasks in
the application. In general, there arerfotain modules in this application which are

owner, admin, hospital, and patient.

Basic features:

Doctor can view hospital information

Doctor caradd new patient records

Doctorcan view patientds record with pern
Patient can sign up and login

Patient can add new medical records

o gk w D RE

Patient can grant and revoke permission to hospital to allowidheng of

medical record

Special features:

Admin can change ovemship and pass it to someone else
Admin can add new hospital
Patient can upload images or documents to be stored along in the medical record

Patientcan search forothgra t iiefmt s 0

a k> LN

Patient can upload record of other patients
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Strengths:

1. Themedical record is stored in the blockchain which makes it decesteaid
secure.

2. Patient has full control of their own medical record and doctors will be allowed
to access thp a t i raeditakrécords only after the patient has given access
permission.

3. Patient records are stored in InterPlanetary File System(IPFS) which is much
more secure and stores the data in a distributed environment to prevent data loss

and redundancy.

Weaknesses:

1. Not very intuitive interface desigmight have a little trouble navigating for the
first time.

2. The user of the system has to have Metamask extension on their browser, if not
the application cannot be used.

3. User needs basic knowledge in Ethereum and Metamask to be able to use the
applicationwithout needing guidance.

4. No guide on how to use the application, user has to experiment by trial and error

on their own.
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2.2.7 Comparison Table

Table 23 Comparison betweensimilar applications

Application Name

Functionality

Security

Reliability

Intuitive

Blockchain

Technology

75Health Web
Based Medical
Record System
(kaaspro, 2020)

OneTouch Web
Based EMR(One
Touch EMR,2020)

My Health Record
bd (My Health
Record, 2020)

MRT Medical
Records Tracker
(Damien, 2019)

Multi -Profile
Medical Records
(Techxonia Inc.,
2020)

135

Decentralized
Medical Records
(Jayateertha G.
2020)

135

51 Excellent

4i Good 3i Average 2 Bad 1-Poor
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Chapter 3System Methodology
3.1 System Desigbiagram

3.1.1 System Architecture Diagram

}l?% Ethereum

A_ I

é; :Q Blockchain
00-T:
'y

Stores data info blockchain Retrieves data from blockchain

= |
_—fﬁ Smart Contract
(Tl
A
Inputs data Requests for data
,‘ Grantz Doctor access e L ~y Create Profile
" Blockchain Medical
‘@ > Record System ,
Add Medical Record h S Create Appointment
Patient Doctor
Figure 3.1: System Architecture Diagram
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3.1.2Use Case Diagram and Description

Blockchain Medical Record
System

Create new medical

record ST TTTTTTUTT Edit medical record
=<Exiend==

Approve doctor fo
view record

Revoke access fo
view record

View entire list of

) medical records
Patient

=zzInclude=>= .-~ ‘~\‘-==2E>€tend e
.

ew Medical Record } Display "Mo

\Ti_/ permission” error

4
4

=<|nclude=> *,

View Appointment
Details

View Dashboard

Edit profile  }--------
=<Extend==

Create New Frofile

Update Appointment J--------

Create Appointment
<<Extend:=:

Figure 3.2: Use Case Diagram
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Use case Create New Medical Record

Purpose Patient can fill up their medical record details such as ndate,
of birth, height,weight,and others.

Actor Patient

Trigger Whenuserhovers over and clicks on Register Patient button g
theMenu Bar

Main flow 1. Click on Register Patient and type in patient details
2.Click Create button

Alternate flow None

Table 3.1: UseCaseDescription: Create New Medical Record

Usecase Edit Medical Record

Purpose Users can edit and update any of their medical record data

Actor Patient

Trigger When usehovers over and clicks on Patient Edit Profile buttor,
on the Menu Bar

Main flow 1. Click on Edit Patient and type patient details
2. Click onEdit Button

Alternate flow None

Table 32: Use case descriptionEdit Medical Record

Use case Approve Doctor to View Record

Purpose Give doctoror patientapproval to view the medical reconfla
patient

Actor Patient

Trigger Whenpatiententers doctor addressid clickapprove

Main flow 1. Go toPatient and click Allow Access
2. Enter doctor or patient address
3. Click revoke

Alternate flow None

Table 33:

Use case descriptionApprove Doctor to View Record
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2. Enter doctor or patient address
3. Click Revoke

Use case Revoke Accesw® View Record

Purpose Revokeaccess of doctor or patietd view the medical record of
patient

Actor Patient

Trigger When patient enters doctor address and cbekke

Main flow 1. Go to Patient and click Allow Access

Alternate flow

None

Table 34: Use case descriptionRevoke accest View Record

Use case View entire list of medical records

Purpose Doctorandpatientcan view the full list of medical recordsit
can only view details of the records after being autedri

Actor Patient Doctor

Trigger Click on Records List on Menu Bar

Main flow 1. Goto Records List on the Menu Bar

Alternate flow Di splay ANo Permissiono err

Table 35:

Use case descriptionView entire list of medical records

Use case Di splay fAiNo Permissiono err
Purpose Show error if doctor or other patient try to accepatient
record without permission
Actor Patient, Doctor
Trigger When user clicks on a record detaithout being approved
Main flow 1. View details of medical record
2. Display error if user does not have permission
Alternate flow None

Table 36: Use case descriptionDi s pl avy

i No
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Use case View Medical Record Details
Purpose Show details of the medical record
Actor Patient, Doctor
Trigger 1. When user clicks oWiew Profile on Patient talm the Menu
bar
2. When useclicks on View Record on Record List page
Main flow 1. View details of medical record

Alternate flow

None

Table 3.7: Use case descriptionView Medical Record Details

Use case View Appointment Details

Purpose Patientscan view the details of the appointment including da
of appointment, prescription, diagnosis and etc.

Actor Patient, Doctor

Trigger 1. When user clicks on View Profile on Patient tab in the Me
bar
2. When user clicks on View Record on Rechist page

Main flow 1. View details of appointment

Alternate flow

None

Table 38: Use case descriptionView Appointment Details
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Use case View Dashboard

Purpose All users can view and interact with a series of statistics anc
visualizations including area charts, line charts and etc.

Actor Doctor

Trigger When user clicks oBashboard on the Menu Bar

Main flow 1. Go todashboard page

Alternate flow

None

Table 39: Use case descriptionView Dashboard

Use case Create NewProfile

Purpose To allow doctors to create their own profile

Actor Doctor

Trigger Click on Register Doctor on the register tab on the Menu Bg
Main flow 1. Fill up Doctor details

2. Click create profile

Alternate flow

None

Table 310: Use case descriptionCreate New Profile

Use case Edit Profile

Purpose To allowdoctor to make changes to their existprgfile
Actor Doctor

Trigger Click on Edit Profileon theDoctortab on the Menu Bar
Main flow 1. Fill up Doctor details

2. Click edit profile

Alternate flow

None

Table 3.11: Use case descriptionEdit Profile
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Use case Create Appointment

Purpose Doctor can create an appointment with patient
Actor Doctor

Trigger When user clicks on create appointment button
Main flow 1. Go to create appointment page

2. Fill up appointment details

3. Click create appointment

Alternate flow

none

Table 3.12: Use case description: Create Appointment

Use case Update Appointment

Purpose Doctor can update appointment and make changedgsting
appointment

Actor Doctor

Trigger Whendoctor clicks on update appointmentiire Doctor tab on
theMenu Bar.

Main flow 1. Fill up appointment form

2. Click on update appointment

Alternate flow

none

Table 3.13: Use case descriptionUpdate Appointment
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3.1.3 Activity Diagram

Create New Medical Record! Edit Medical Record

User System Blockchain

Check if patient has
Input Details Read Input Details already created
medical record

Mo

Display Error L
Message J‘

Yes

[ Store Data ]

Figure 3.3 Activity Diagram: Create New Medical Record/ Edit Medical Record
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Create Doctor Profile! Edit Doctor Profile

User System Blockchain

Check if doctor has
Input Details Read Input Details already created
profile

] Mo

Display Error P
Message J‘

Yes

[ Store Data ]

Figure 3.4: Activity Diagram: Create Doctor Profile/ Edit Doctor Profile
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Create New Appointment/ Update Appointment
User System Blockchain

) i Check if useris a
[ Input Details ]——»[ Read Input Details ]— doctor

] Mo

Display Error P
Message J‘

Yes

Store Appointment
Data

Figure 3.5: Activity Diagram: Create New Appointment/ Update Appointment
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View Medical Record Details

User System Blockchain
View Medical Record Displays List of Retrieves the list of
Details Medical Records medical records

,f Check if patient or
’Eucmr has permission

Display ‘Mo Mo

Fermission' message
S A

- - fes

Display Medical
record details

-l

Figure 3.6: Activity Diagram: View Medical Record Details
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Note: Zoom (Ctrl + scroll)n
to view the flowchart clearly

Chapter4: System Design
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4.2 Flowchart Desiption

4.2.1Home Page

When users first access the system, they twlogin to Metamask. Otherwise,
they will not be allowed to access any other part of the systéihis is because
Metamask is essentially the kegmponent facilitatinghe back end of anglockchain
systemTo be more exachletamask injects a global API into websites visited by users.
This APIthenallow websites to request users' Ethereum accountsarehdrite data
to and fromthe blockchain, ad facilitates th@ransactionsAfter ensuring Metamask
is installedand signd in, users are then greeted by the home page which they are then

free to click on any on any button on the menu bar.

4.22 Register Patient

By hovering over and clicking on thegister patient button, user will be
redirected to thgage.Patient will thenfill up their medical record details in each
section of the formAfter that, patient will click create and a Metamask transaction
message will pop ug@isplaying the gas price needed to add this medical record into the
blockchain The pdient can then decide to clidRonfirm or Reject if patient clicks
Confirm, the amount of Ether will be deducted frore ietamask wallet of the patient.
Ether is the cryptocurrency neededrteract with the Ethereum blockchaReading
data from the blockchain does not require any Eplagment butvriting data to the
blockchaindoes.In the case of registering patient, we sra@ringthe medical record
data to the blockchain. Hence, payment is neelféer paymentthere is 880 second
to 1 minute wait for the data to be includatb the blockchain. This wait time is also
called block time, which signifies the time taken in seconds for a block to be included
into the Ethereum blockchaiAccording tg15], the average blockrtie is 15 seconds
Throughout the project, the Rinkeby blockchain is yselgich is a test net of the
Ethereum blockchain. Hence, the concepts and the way it runs is similar to the
Ethereum blockchairhe function of this test net is to allow the usé&tifer thatdoes

notcost real money for developmeAtfter the block has been added to the blockchain
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an alert will be displayed to the user notifying that the medical record has been created

successfily.

4.23 Register Doctor

Registering doctor technically works the same as registering pathentioctor
will fill up his or her detailsthen click creatbuttan. Then, the Metamask transaction
message will pop upand the doctor can click confirm. After waiting for a couple
seconds to a minutan alert message will be displayed to the doctor indicating that his
profile details have been stored in the blockchain succesdliulthe smart contract,
there are certai code that | have added that will check vadnether the doctor has
already created an account or not. It only allows for doctor to create one and only one
accountlf they have already created an account and try to create again, it will prompt

an error mesage.

4.2.3Patient Module

For the patient module there @weo features in totalThe first and main feature
is the view profile featureThe patient can access his or her profile in two ways, one is
through the view profile feature and the othdyyislicking on view record of their own
record through the medical records I&fter patients clicks on the view profile button,
the function in the smart contract will be triggered which checks whether the patient
has registerednd only if the patiertias registered, then the data will be retrieved from
the blockchain and displayed in a né&aim to the user. Otherwise, if the patient has
not registered, an error message will be prompt to redbesiser to create¢heir

medical record first, before preeding.

For the ediprofile feature, patients will be allowed to input their patient medical
record detailshrough the neat forrthat is segmented by sectioAdter inputting and

clicking edit, the patienwill then be prompted witla Metamask transactiomessage
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If the user has not registered and proceeds to edit retwritl, show an error message
and recommend that you nmtoceed as there is an error that has been triggered in the
smart contractThis is due to the smart contract function for the edit record feature
undergoes &heck to determine if the patient that has registeRadients are only
allowed to edit record only after they have registefgus edit record feature is
impossible in blockhain systemsas blockchairdatais technically immutablédata
stored is not removabldut due to my commitment of makinggeat Ul and UX
experience, | came up with the idea to implement this featuré endiscussed in the

later sectiopwhich is Chapter 5: System Implementation.

4.2 4 Grant and Revoke Access Module

There are two features in this modubeit we will get intothe allow access
featurefirst. This featureallows patients tgrant doctors access to their medical records
which is he only way doctors will be allowed to access the records of the pdimest.
is the main feature that allows atts to take full control of thettata and cagive this
control to any doctor or patients at their own Wwilhenever, patiergnters the doctor
address and clicks send, the doctor will be automatically granted permission through

the smart contract.

Thenextis therevoke access featur€his feature revokes the access given to
patients or doctors to view your medical records, which ensures yowaehriull
rights to yourown medical recordsThis feature is not only crucial &chievingthe
objectves of this project but is also revolutionary in terms of medical record systems.
The way this works is exactly the same as the grant access feature but in terms of the

smart contract code, it is slightly different.
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4.25 DoctorModule

The doctor module consists tfio features which are view profile and edit
profile. The first featurenvhich is view profile works the exact same way in terms of
technicality to the patient view profile featuiide doctor willclick on the view profile
andthe smart contract will automatically check if the doctor has already regiskered
the doctor is already registered, then the page with the details will render. Otherwise,

an error message will prompt asking the doctor to go create a profile first.

The second feature is the edit profile featurais feature allows doctor to
correct any mistakes he or she made to their prdftiés feature is achieved by the
technique that | mention in the edit patient profile featiingill let doctor fill up their
details and the smart contract will check if the doctor has already registered. If the
doctor has already registered, it will overwrite the record in blockckdhrerwise, it

will prompt an error message asking doctor to register first.

4.2 6 AppointmentModule

Theappointmentmodule consists of two features which arake appointment
andupdate appointment he first feature which ismake appointmenwill require the
doctor to input the details of the appointment first. Then, the doctaicrihe create
button which will prompt a Metamask transaction messélgen, the smart contract is
triggered to check wheth#re usersregistered as a doctor. If the user is a doctor, then
theuser can click on the Approve Metamask transaction bttpnoceed. Otherwise,

Metamask will show an error stating that this transaction may fail

The second feature is thgpdate appointmerfieature. This feature allows
doctoss to update the status of the appointment after it is done oranadedments if
there is any error in the appointmeltwill let doctor fill up their details and the smart

contract will check if the doctor has already registered. If the doctor has already
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registered, it will overwrite thappointment details theblockchain. Otherwise, it will

prompt an errothrough the Metamask transaction

4.27 Medical Records Listodule

The medical records lishodulewill automaticallyretrievethe patients addss
from the blockchairand displayed them here in an organized Tibts list of patient
addresses are stored in an arraydathe smart contracRatients can also access their
medical records herby clicking on the View Record button below theiddress.
Doctors can also view this page but are not able to view the records of any patients
without being granted permission. Doctors after clicking on the View Record button
without permission will be igeted with an error message stating that you cannot view

this medical record without permission.

4.2.8 Dashboard Module

The final module is the dashboard module which takes the data from blockchain
and visualizes it into interesting and insightftsttics and visualizationslsers will
click on the dashboard button on the navigation bar and will load into the dashboard.
Both patient and doctor can access this dashboasg agnt analytics to not only be
accessible to hospitals and doctors but tiiegatients as welPatients will be greeted
by an array of key metrics and also graphs and charts, which will be covered in the next

sectionthrough screenshots amddepthexplanations on each visualization and metric.
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Chapters: System Implementation
5.1 System Methodology

In this project, the proposed methodology that will be used to develop the decentralized

web-based medical record application will be the prototypmaglel. The prototyping

model mentioned is a type of software development model. By using the prototyping
model, developers need to build a prototype, and the prototype can be tested and
modi fied based on user ds f ee dtbaaecakheved.e p e at
Hence, this will be a faster way to get user feedback more often to detect the issues with

the system and solve it as soon as possible. For example, shown in figure 4.1 below are

the phases of the six Prototyping Model:

& Start

Requirement
Gathering

Quick Design Build Prototype

Engineer Refine Evaluate With
Product Prototype Users

¥ Stop

Figure 5.1: Prototyping Model Phases

Phase 1: Requirements gathering and analysis

The first step includes the planning and analysis of the system. We will collect the user
requirement andnalysedhe data gathered throughout this process. This process can

help us gaugthe user needs and wants of the system. By letting users fill up a survey,

we can generally know the userés expectat
this data will beanalysedising quantitative data such as graphs and charts to ease the

visualization of the data.
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Phase 2: Quick design

In the second phase, a preliminary design or a quick design of the system should be
produced. A simple system design will be created in this phase using CASE tools such
as Visual Paradigmtocreatetsea s e di agrams, fl ow diagr ams
will be according to the data gathered in the first stage. The simple design of the system
will be given out some idea for the user and also helping the developer in developing

the prototype of the system.
Phase 3: Build a prototype

In this phase, a protype will be built according to the requirements gathered and
analysedand also according to the design in the quick design phase. This prototype is

an incomplete but runnable system that is very likely to have bugs and errors.
Phase 4: Initial user evalugéion

In this phase, the proposed prototype of the system will be proposed to the users for
testing. The user will test the system and give feedback or evaluation on parts where
the system can be improved. Through this phase, the strengths and weaknigses of

prototype system can be determined. Users are also allowed to give constructive

criticism or suggestions to further improve the features and functionalities of the system.
Phase 5: Refining prototype

Suppose there are any comments or criticism froen uber after the initial user
evaluation phase. In that case, the developers will need to improve and alter the
prototype based on the userds feedback. ‘
honed based on the user oeblemsaae ddivedcakdsall r e p e
user requirements are achieved. Finally, when the user is satisfied with the system, the

final prototype will be the system published to the market for everyone to use.
Phase 6: Implement product and maintain

In this phase, tharfal prototype will be implemented and deployed to production as
the final system. The system will have to undergo maintenance regularly to minimize

system failures and fix bugs not found in the prototype.
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5.2 Project Timeline

Period

Activity

w1

w2

W3

w4

W5 | W6 | W7 | W8 | W9

W10

W11

W12

W13

W14

1.INTRODUCTION

Motivation and
Problem Statement

Project Scope

Project Objectives

Impact, Significance
and Contribution

Background

Information

2. LITERATURE
REVIEW

Fact Finding

Compare Existing

Systems

3. PROPOSED
METHOD/
APPROACH

Design Specification

System Design

Implementation

Issues and Challengg

Timeline

4. CONCLUSION

5. SYSTEM
DESIGN

Design Prototype

Test Prototype

Debug Prototype

Finalize Prototype

Table 5.1: Gantt Chart

Bachelor of Information Systems (Honours) Information Systems Engineering

Faculty of Information and Communication Technology, UTAR (Kampar Campus)

59




Chapters: System Implementation

5.3 Settings and Configuration

5.3.1 Design of Smart Contract (Solidity)

DEPLOY & RUN TRANSACTIONS &

JavaScript VM (London)

TO
0x5B3_eddC4 (99.999999¢ <

3000000
sApproved;
Record - contracts/Record sol

ring _gender, string _dob,

At Address

Transactions recorded 2

Deployed Contracts

sender] = true;
v RECORD AT 0XD91..39138 (MEMOR

ring _name, string _phone, string _gender, string _dob

Figure 5.2: Initial Design in Remix IDE

The initial implementation of the smart contract is desigmedl tested in the Remix
IDE. The IDE provides tools to easitpmpile, deploy antest the smart contract even before
creating a fronendandbackend to workwith the smart contracThis will ensure that the
contract can be tested like in a real network but without any hassle of writing anything other
than the smart contract. In additionyabugs and errors found in the initial implementation are
fixed immediately reducing the errors we hateesolve in the later phasé&his version of the
contract can then be moved directly into the project folder.
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5.3.2Install the needed packages and dependencies (Node.js)

Figure 5.3: Dependencies and Frameworks used

Many packages have to be installed and ensure that they are compatible with every
other framework. This process is extremely tedious as after coding with a certain framework,
certain features might be deprecated or cause errors with other frameworkshi&/loeours,
the code has to be fixed or remove entirely and reinstall the dependency and recode the entire
feature. Not only that, but many of the blockchain technologies like solc, web3, truffle cause
many issues as it is a very new technology. Theserdigmcies are updated very often and
may cause older versions to be incompatible. Whenever incompatible dependencies are used,
they might not work as intended with the other frameworks and may cause a whole suite of
errors. Hence, a lot of time was spentsetting up the right version to ensure every dependency
works together with each other seamlessly.
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5.3.3Design of Smart Contract Integration Scripistd

EXPLORER 5 details s s ap s form.js Js listjs Js indexjs 15 editjs 5 compilejs X IS MenuBarjs

> OPEN EDITORS
[~ MEDICALRECORD

, contract.replace(’:", "') +

Figure 5.4: Compile Script

The back end consists of the compile, deploy, instance and web3 scripts. The compile
script takes the Solidity code (tbhedewritten in Remix) and then compiles it into a JSON file.

EXPLORER formjs I5 listjs ndex.js editjs J5 deploy,js

> OPEN EDITORS
- MEDICA... [!~+ E=+ [S =] web3.eth.petAccounts();

-
s

deploy();

Figure 5.5: Deploy Script

The deploy script takes the JS@iterfacecreated by the compile script and deploys it
to the Rinkeby Network by utilizing Infura. After running the script, the smart contract will be
deployed to the Rinkeby Blockchain, but it will require up to 30 sexzohavaiting.
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.Contract(
d.interface),

Figure 5.6: Instance Script

The instance script takes in the deployed contract adaines$SON interface. This will
create an instance of the smart contract that can then be interacted with by implementing a front

and back end

import Web3
web3;
window !== 'undefined' && window.web3 !== ‘undefined') {

it window.web3.currentProvider.enable();}
} {(window.web3. currentProvider);

Figure 5.7: Web3 Script

The web3 script serves the purpose of allowing users to interact with the smadtsontra
through the Metamask extension on the web brovidsgrs who do not have Metamask will

be requested to log in or install a Metamask account to use the application.
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5.4 System Operation

5.4.1Home Page

Dashboard Records List Doctor ~ Patient ~ Register ~

Blockchain Medical

Record System

Ensure that your records are safe and sound

==

We Help Companies and Companions

We can give your company superpowers to do things that they
never thought possible. Let us delight your customers and empower
your needs... through reliable medical record systems.

We Make Blockchain Medical Systems

Yes that's right, beautifully designed and easy to use medical record “‘:".‘ @
systems. -

Check Us Out

Figure 5.8: Home page

The systembébs home page all ows usrdctes t o
about the system and case studiesainly serves as a welcome screen witlottterfeatures.

Users can click on t he the@ashboa®ltpage.t edd butt on
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5.42 Register Patient Medical Records

Dashboard Records List Doctor ~ Patient - Register -

]

Ensure that your records are safe and sound

Create New Record

General Information

IcC Full Mame: Phone

Gender Date of Birth Height Weight

cm kg

House Address

Medical History

Blood Group Allergies

Current Medications

Emergency Contact

Emergency Contact Name Emergency Contact Phone

Figure 5.9: Register PatienfCreate New Record Page

Users can access this pagehloyering over the Registbuttonon the Navigation Bar
and click ondPatienbon the navigation batJserscan fill up their detailaccording to each
section then proceed ttick crede.
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Create New Record

General Information

5 MetaMask Notification

Rinkeby Test Network

ic Full Name Phone

001101020405 Kanto Momota o1aaasay @ Peventz > @ oo
Gender Date of Birth Height New address detected! Click here te add to your

address book.
Male - 01/10/19%1 174 cm
http://localhost:3000

House Address CONTRACT INTERACTIC

1235, Jalan Setia 1/5, Taman Setia Baru, 31900 Kampar, Perak.

DETAILS DATA

Network is busy. Gas prices are high and
estimates are less accurate.

Medical History
@ site suggested >
Blood Group Allergies ) 0.00080844
Gas (estimated)
A Madical 0.00080866 ETH
Maybe in 30 seconds Max fee: 0.000808464 ETH
Current Medications
0.00080846
Antidepressants Total
Paracetamol 0.00080866 ETH
Amount +gasfee  Max amount: 0.00080844 ETH

Emergency Contact
Emergency Contact Name Emergency Contact Phone
Taylor Smith 0129982290

Figure 5.10: Metamask Transaction

J'/ . \‘\
I‘ Reject ) Confirm

As can be seen in figurel®, aMetamask transaction will pop up to request the user

to confirm or rejectthe transaction. After clicking confirm, Metamask will load for thirty

seconds to a minute and then a conditistn message will appeaignalling to the user that the

patient mediclrecord has been created and stored successfully on the blockchain
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5.4.3 Register Doctor Profile

Dashboard Records List Doctor ~ Patient - Register =

]

Ensure that your records are safe and sound

Register New Doctor

General Information

IC Full Name Phone

Gender Date of Birth

Education Information

Highest Qualification Major

Figure 5.11: RegisterDoctor Page

The register doctor page is almost same with the register patient page in terms of the
design and look and feel of the pagfeserves the purpose of letting doctoéosstore their

personal details antteate theiown profile.
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5.4.4 Patient, ViewProfile

Dashboard Records List Doctor - Patient -~ Register -

]

Ensure that your records are safe and sound

PERSONAL DETAILS

' . Full Name Birthdate Height Weight
Johnson Gates 30/10/2000 183 cm TOkg
0 :

Address
1234, Jalan Sekyen 1/2, Bandar Baru Barat, 31900 Kampar, Perak.

Johnson Gates MEDICAL DETAILS
Blood Group Allergies

001109010349 Blood Group llerg!

A- Medical

Phone 0163378966 -
Medications
Antidepressants

Gender Male

APPOINTMENT
EMERGENCY CONTACT

Doctor Address

- 0x8032293002a2942DFF2ABT136a70c4A9e9d1eeC2
Name hone

Taylor Gates 0127662888
Doctor Name Date Time
Olivia Rodrigo 10/10/2022 10:30am

Prescription Description
A i 1 500mg P: | 500mg Still requires further observation
Codeine 200mg

Diagnosis Status

High fever Skin infection Pending

Figure 5.12: View Patient Profile Page

The View Patient profile pagepl it s the patientds medical
organized boxew ease of the viewing of detailthe profile picture on thmedical record will
change according to the gender that user input into the patient registratiorBplage the
personal details and medical details section is the appointment det&lappointment will
be covered later, but the data from the appoentmt  wi | | be displayed h
profile. Emergency Contactetailsis also an important addition to theedicalrecords in case
the patient is in an unconscious state and may remqéckcal attention immediately and may
need consent from theext of kin, thedoctorcanthencontact this emergency contact person.
Users can also view medical records that belong to other people only with their approval. This
ensures that the medical record truly belongs to the user and other users will otdybd al

to view their records with consent.
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5.45 Patient¢ Edit Profile

Dashboard Records List Doctor = Patient ~ Register ~

]

Ensure that your records are safe and sound

Edit Record

General Information

IC Full Name Phone

Gender Date of Birth Height Weight

cm ke

House Address

Medical History

Blood Group Allergies

Current Medications

Emergency Contact

Emergency Contact Name Emergency Contact Phone

Figure 5.13: Edit Patient Profile Page

Patientcan freely edit their existing records if they want to update their records or find
any error and fix it. However, users can only edit the record if they have already created one,
or they will be shown an error. In traditional blockchain applications thadconcept of
blockchain, data stored inside blockchain applications are not allowed to be changed. This rule
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still holds, but by implementing this feature, | implemented some clever code in the smart
contract to allow users to seem as though they haaegeldl their existing records that are
stored in the blockchain. However, the data that was stored in the blockchain was not removed
nor changed fundamentally. Instead, it was in a way overwritten. This feature will prove
extremely useful and accomplishis bbjective of making the user interface much more user
friendly to improve the user experience, which improves the efficiency of the healthcare service

they will be receiving.

5.4 6 Patientc Allow Access

Records List Allow Access Edit Record Sign Up

;|

Ensure that your records are safe and sound

Allow Access

Give doctor permission to view records

Figure 5.14: Patient Allow Access Page

As shown in figureb.14, users can enter a doctor 6s
address and grant that patient or doctor the permission to view their medical record details. In
addition, the users that have been allowed access can freely view ahdaeditt pat i .ent 6 s
This featur e i sshouldpierclosafanily naembers accessemtteid rmedical
records to avoid the scenario where the patient is in the hospital in a coma and the doctor nor
the close family members have access to the
their life because the doctor may not know about the allergidseaméedical history of the

patient Hence, this feature cannot be understated.
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5.4.7 Patient; RevokeAccess

Home Dashboard Records List Doctor ~ Patient ~ Register «

;|

Ensure that your records are safe and sound

Revoke Access

Figure 5.15: Patient RevokeAccess Page

As shown in figure 58, users can enter a doctoros
address anckvoke accessf patient or doctor to view their medical record detditss feature
allows patients to regaifull rights to their medical records after leaving the hospital or after
completing théreatment session in a said hospitdéle patient may no longer want to visit this
hospital for some time and want to prevent the doctors or hospital personnel from nitseising
data of the patient, they can easily revoke the access tontkeical records through this
feature.This feature is not only crucial to achieving the objectives of this project but is also
revolutionary in terms of medical record systerAs. no medical record systems before
blockchain medical record systems arewHd to grant and revoke access to others to view

our own medical records.
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5.48 Doctor¢ View Profile

Dashboard Records List Doctor ~ Patient ~ Register ~

;|

Ensure that your records are safe and sound

Olivia Rodrigo

PERSONAL DETAILS

j I
Olivia Rodrigo 001102030405
0123437788 01/10/1999
EDUCATION DETAILS

! Qua
Doctoral Degr N

Figure 5.16: View Doctor Profile Page

The View Patient profile page splwot s
organized boxes to ease of the viewing of detal profile detailsof the doctor is split into
personal details and education detailse profile picture on the medical record will change
according to the gender that user input intodbetorregistration pageAs in this case, the
doctor is female, which is why thegfile picture is of a female doctolhese details are

retrieved from the blockchain and displayed in the front end.
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5.49 Doctor¢ Edit Profile

Dashboard Records List Doctor ~ Patient - Register -

]

Ensure that your records are safe and sound

Edit Doctor

General Information

IC Full Name Phone

Gender Date of Birth

Education Information

Highest Qualification Major

Figure 5.17: Edit Doctor Page

Doctorscan freely edit their existing records if they want to update their records or find
any error and fix it. However, users can only edit the record if they have already created one,
or they will be shown an errofhe way the edit doctor feature is explaine the edit patient
part, it is using the exact same techniqdiso, this feature will prove extremely useful and
accomplishes the objective of making the user interface much moré&iasdtly to improve
the user experience, which improves the efficieaf the healthcare service thatientswill

be receiving.
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5.410Doctor¢ Make Appointment

Dashboard Records List Doctor ~ Patient - Register =

]

Ensure that your records are safe and sound

Make Appointment

Appointment Information

Patlent's Ethereum Address

0x21456f9c49A2268a037ECB3378c51346A09833Aa

Date Time Status

Medical Information

Prescription

Amaoxicillin 500mg
Paracetamol 1000mg

Diagnosis

Skin Infection,
Fever

Motes

Slill requires observation, currenily recovering well

Figure 5.18: Make Appointment Page

The make appointment page allows doctor to fill up details for the appointment to make
booking with the patient. t only requires the patientbés Et
which ensures anonymitgnd ensures the patients privasynot violated.After making
appointne n't , the details of the appointment wil/
record/ prdile. The make appointment module is only specifically for the doctor because this
will avoid the patient from abusing the system and making multiple appointments and not

attending.
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5.411 Doctor¢ Update Appointment

Dashboard Records List Doctor ~ Patient - Register =

]

Ensure that your records are safe and sound

Update Appointment

Appointment Information

Patient's Ethereum Address

Date Time Status

Medical Information

Diagnosis

Figure 5.19: Update Appointment Page

Doctors can update the appointment after they completud change its status to
completed The way theupdate appointmerieature is explained in the edit patiemtd edit
doctorpart, it is using the exact same technidues featue is key to ensuring the appointment

module works, otherwise, the appointment will forever be showing that it is in pending status.
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5.412 Records List Page

Home Dashboard Records List Doctor - Patient ~ Register -

]

Ensure that your records are safe and sound

Medical Records List

O0xF6973b46412ff52c¢1BfDB783D2%9e5218620Be542

0x21456f9c49A2268a037ECB3378c51346A09833Aa
View

Figure 5.20: Medical Records List Page

Users can view a list of medical records thatcaeated. In addition, users can click on
view record to view details of the medical record. However, if users are not authorized to view
the record, they will receive me s sage saying, 6You donoét hav
account . 0 | fized, theuser sar proceed to \Aew thé medical record detail page.
I n addition, the search bar above the text
specific addresses. Users can type their ow

view their medical record details.
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5.4.13 Dashboard?age

Dashboard Records List Doctor ~ Patient ~ Register ~

|

Ensure that your records are safe and sound

Month-over-Month Appointment Growth

Month-over-Month Patient Growth

200.00% 200.00%

il

Number of Permissions @

Number of Patient Number of Doctors 5 Number of
'@@ 8’1 Appointments @ Granted

2 1 2 0

Number of Patients vs Doctors in 2022

Number of Appointments in 2022

Number of Appointments per Patient

Appolntments: 1

Figure 5.21: Dashboard Page
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Month-over-Month Patient Growth r Month-over-Month Appointment Growth r
Q o)

200.00% 100.00%

Number of Patient Number of Doctors Number of Number of Permissions [ZF

Records %’9 & Appointments @ Granted =

2

1 1 0

Figure 5.22: Growth numbers and insightful statistics

The dashboard will be broken down into each individual components and explained

separatelyAll of the data orthis dashboargageare retrieved from the blockchain and created

into key metricsand visualizationsvhich is mucheaser to consumeand understandlhe

highlights of thestatistics would be the two growth numbekéonth-overmonth growth

numbers is an important indicator of whether the hospital can make a tpisfinmonth

according to the number of patients that have registered through the system and also the number

of appointments made this monthhe growth numbers flash red when the growth is 0% or a

negative value. This indicates that the previous month has a higher patient or appointment

number than this montfihe rest of the statistiggovide an insight as tm total how many

patients, doctorand appointments have been made

24

January

T
February

Number of Patients vs Doctors in 2022

April

T T T T T
March April May June July August September October Movember  December

Figure 5.23: Number of Patients vs Doctors in 2022
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This visualization indicatethe number of patients vs doctors in the entire ye@m
this area chart, we can vidghe entire trajectory of patients and doctor acquisiiorihe year
2022. This can help the hospit@mployed data analyst tanalyse themont hdés wher
performance has beeecliningand find outhe reason whgrowth has beedeclining for that
month.This visualization is very important for the hospsted understand theser growthper
month which can help ensure that the hospitalganéitableand could upgrade their facilities

and services to give a better experience to patients.

Number of Appointments in 2022

0-t T T T : ? ? ?
January February March April May June July August September October November  December

Figure 5.24: Number of Appointments in 2022

This visualization indicates the numberapipointmentsnadein the entire year. From
thisline chart we can view the entire trajectory apointments mader the year 2022This
can help the hospital empl oyed dmumber obnal ys
appointmentshave been decliningand explore reasons as to why this is happeniinis
visualizationis a good complement tbe MonthoverMonth Appointment growth mec as
the metric only shows the growth percentage, we can then idersfitlyhow much has the
appointments count drop or rigegough this graph.
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Number of Appointments per Patient

Appointments: 1

Figure 5.25: Number of Appointments per Patient

This visualization indicates the number of appointments npaedepatient in total
Through this interactive pie chawe can viewthel i st ri buti on of each pa
count This can be a useful visualization when the c suite of the hospittd waknow which
are the patients that made the most number adiappents, and how many appointments has
that patientmadé&Not i ce that it only displays the pati
as this is to ensure that the privacy of thaient is withheld whilgproviding insightful

visualizations to the hospital management.

5.5 Concluding Remark

All of the modules that have been suggested in the project scope have been achieved
through this gstem as can be seé&om the previous sectionhroughout the system, the
privacy of patients has been kgs much as possibl€his ensures the safetyd privacy of
the patients and also avoids privacy breach issues. User interface and user experience is also
designed to be simple andry forgiving, whichensures that patients and doctors can use the
system without a second thougtrtd be able to navage through the system easily. This will
then improve the delivery of effective healthcare which was also one of the objectives of the

systemOverall, all modules are implemented successtutlg are able to run without issues.
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Chapter 6: System Evaluatiand Discussion

6.1 Testing Setup and Result

5 Record.testjs > escribe('Records’) callback t('can create appointment using doctor unt’) callback

compiledRecord n/bui 1

accounts;
record;

beforeEach( O {
accounts = await web3.eth.getAccounts();

record = await 3.eth.Contract (JSoON.parse(compiledRecord.interftace))

.deploy({ data: compiledRecord.bytecode })
.send({ from: accounts[@], gas: '

describe(’

it( ) n contract’, () {
_ s.address);

0 ={

thods.setDetails(
", "John', "¢ » 'Male’, '
E 1
i 0 = {

‘Male’, '

s
await record.methods.getPatients().call();
owner = await record.methods.owner().call();

assert.equal(allRecords, owner);

Figure 6.1: Mocha Test Scripts utilizing Ganache Blockchain

This is the second time where testing occurs. The first test is through Remix, where
initial tests are done to find and fix minor bugs. The second test, which uses Mocha and the
Ganache Blockchain, simulates the real blockcbainronmentAny minuscule gors or edge
cases can be tested before the actual deployment to the real network. Testing is done twice
because errors in blockchain applications will result in real user funds getting stolen or lost due
to an error in the code. This scenario shouldvoéded at all costs. Therefore, rigorous testing

should be done before deping to the actual blockchain.
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Records

Figure 6.2: Mocha TestResults

These are the results of the mochanst est a
themochatest scriptAfter running the test script, it wixecute each test in the test script one
by one starting fr om Tiedicgksindzhte fhdt the/tests arerannidlg c o n't
without any issues. The red bracket indicates the time needed to execute elehtésstdoes
not pass, it will prompt an error and continue to execute the remainingNietsis end of each
test case, an assert egstatement is used to test that the results that have been outputted will
be equal tamur expected valueSincewe can see that all of the tests are passing, we can then

safely assume that our code is running on the Ganache Blockchain without any issues

6.2 Project Challenges

As Blockchain technology and Smart contracts are still very nascent, the tools and
technologies used to develop Blockchain applications are constantly being improved and
redesigned. Unfortunately, this makes it extremely tedious to keep up to date on the latest
development trends in creating these applications. Not only that, but someldagasmight
have deprecated code and features, which makes it even more of a hassle as when this happens,
the version has to be updated to the latest. Otherwise, the code will be removed. Furthermore,
to update to the latest version, the entire coddydinog the smart contract written in Solidity,
the frontend code in React, and many other parts, must be changed to accommodate some new
changes. Hence, blockchain app development in such an early phase of the technology is really

challenging.
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Another echnical issue faced during the development of blockchain applications is that
the documentations are not useendly. The full stack blockchain application development
process is not very well documented. Developers who want to debug specific isguiasehe
while using the technology have no choice but to try their best to understand the documentation.
If this does not resolve the issues, developers can always go to StackOverflow to look for
answers. However, given that this technology is still iratidy phase, few developers can help
answer these questions. Hence, many questions are left unanswered, and the people facing
these problems may give up and scrap their projects.

6.3 Objectives Evaluation

There were in total four objectives thakere stated at the previous sewfoand
throughout the implementatioof the system, | ensured that the objectives were met by
designing the system to meet the objectiaeslosely as possibl&he objectives serve as a
mental guidance for the implemetite of the system arsbme sort obenchmark to evaluate
the success of the system. Therefore, we will be looking into each of the objectives and discuss
whether tleseobjectives are met.

For the firg objective,l aim to create a blockchain medicatoed system that greatly
improves the delivery of effective healthcaféis objective is successfully achieved through
the implementation of blockchain medical recordystem that is inter@mable between
multiple differenthospitals all across theountry. This system easily accommodates the
massive scale of medical records that is needed to be siodechn easily ensure that server
or storage space issues are a thing of the past.will ensure that hospitals can foausre
on improving the qudy of healthcareNot only that, byimplementingan easyto-usecreate
newmedical record featurhat will allow patients to store their own medical records through
the blockchain medical record system, medical personnel can spend more time andh effort o
delivering higher quality healthcare services instead of working on inputting patient records

manually, which may even result in human error.
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For the second objective, | strivedevelop a decentralized application that will reduce
the risk ofprivacy breach by allowing users to take complete control of their medical records
By ensuring privacy is the main priority throughout the development of the system, | created
features thatvill not put the privacy of patients and doctansough unnecessy risk For
examplepatients namand details areever shown anywhere, including at the medical records
list and the dashboardnly when patient authorize access to the doctor can the doctor view
their medical recordddence, patients own full controf their own medical records and are
free to act on their own accord@ihis completely eliminates the risk of privacy breaches as
hospitalswould notbe the owner of our medical records and do whatever they want with the

rights over our records.

For the third objectivel aim to make enhancemenon theuser interface and user
experienc@JI & UX) which will indirectly redue the time and effort needed to enter or update
patient recordsl closely followed user interface design principles when aesigthe front
end of the system as | know the importance of a gdloahd UX experience can ensure that
users will never get lost navigating the system and it will improve the effafatye system.
Examples of tase Ul and UX improvementaclude creating prompt error messages, edit
feature for any form, easy to navigate menuavat many otherslheedit feature waactually
impossible withBlockchain systemas Blockchain at its core is immutable in najuret
throughsome clever code in the amh contract| managedo allow users to seem as though
they have changed their existing records that are stored in the blockchain. However, the data
that was stored in the blockchain was not removed nor changed fundamentally. Instead, it was
in a way ovewritten. This feature will prove extremely useful and accomplishes the objective
of making the user interface much more usi@ndly to improve the user experience, which

improves the efficiency of the healthcare service they will be receiving.

For the final objective,| am to evaluate the effectiveness of using blockchain
technology and smart contracts on improving the security of electronic medical records and
preventing a central point of failur®y utilizing the coresecurity feature®lockchain like
decentralizationimmutability andinteroperabiliy, any system that is built on the blockchain
will automatically gain these features which makes a blockchain systeenot onlyefficient

but alscextremely secute
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6.4 UserEvaluatiorSurvey

As the patient, do you think that full control of your own medical records?
6 responses

® Yes
® No
Maybe

Figure 6.3: Question 1

On the scale of 1to 5, how much control do you feel that you have over your own medical records?
6 responses

6

5 (83.3%)

0 (0%) 0 (0%) 0 ((?%) 1 (16.7%)

1 2 3

Figure 6.4: Question2
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In your opinion, does the patient medical record contain enough detail?
6 responses

® Yes
® No
Maybe

Figure 6.5: Question3

On a scale of 1to 5, how much do you think the analytics in the dashboard will help the hospital or
doctors?

6 responses

6 (100%)

0 (0%) 0 ((?%) 0 ((?%) 0 (?%)

1 2 3 4 5

Figure 6.6: Question4
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As the doctor, do you feel that at any moment your privacy is compromised?
6 responses

® Yes
® No
Maybe

Figure 6.7: Question5

On a scale of 1to 5, how easy is it to navigate and use the system?

6 responses

4 (66.7%)

2 (33.3%)

0 ((l)%) 0 ((?%) 0 (Cll%)

1 2 3

Figure 6.8: Question6
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Do you think the user experience of the system is intuitive? Or does it need to be more user
friendly?

6 responses

@ VYes, it is already perfectly easy to use

@ Yes, but it may need some minor
changes

No, its a little hard for me to use
@ No, its extremely hard to use

Figure 6.9: Question7

The user evaluation survegerves the purpose of finding towhether the system
achieves the goaland objectives that | have set out for this projélon evaluating tle
response of the surveil seems thaall of the users arsatisfiedwith the system in general
Throughthis user evaluation processe can conclude & upon trying out the systerasers
are satisfied with theystem which mayndicate that a blockchain medical record system
would truly be possibleand should be reaeched upon furthen the hopes ofeaching full

implementain to the regulaconsumersn the future.
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Chapter7: Conclusiorand Recommendation

7.1 Conclusion

With the evergrowing importance of the healthcare industry, crucial to weather
through the pandemic storm, medical records systems can be seen as an essential part of
healthcare. However, medical record sgstechnology has been stagnant for many years and
has caused numerous issues to hospitals, doctors, nurses, and patients. Blockchain technology
and Smart Contracts should be the best solution to resolve this issue and improve the reliability

and security bmedical record systems.

Not only that, but from the stated problem statement, we can see that there is much
more evidence that states that the current medical record system is inefficient and has many
faults. Therefore, for a country to have a sudcgdsealthcare system, the medical record
system, which is the backbone of healthcare, should be solved and implemented by creating

blockchain medical record systems.

Through this project, the blockchain medical record system developed in this project
has further reinforced the point that blockchain technologies and smart contracts are the right
step forward for medical record systems. Each problem stated in the problem statement is
solved through the blockchain medical record system that was implemeatdeermore, each
project objective has been successfully achieved through the blockchain medical record system
developed in this project. Therefore, every feature stated in the project scope serves a key role
in solving the problems encountered whemgghe medical record systems that are widely
used today.

However, we should not ignore the challenges faced in implementing blockchain
systems in generahks Blockchain technology and Smart contracts arestilieir early phases
the tools and teclutogies used to develop Blockchain applications are constantly being
updated and redesigned on a weekly basis by the Ethereum core developmédittisianakes
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it extremelydifficult to keep up to date on the latest development trends in creating these
apdications.Unfortunately, some updates may even incur massive changes, and it may take

many hours or days to restructure the entire system code to accommodate the new changes.

Not only that, buthe documentatioor blockchain application developmeistnot
userfriendly and are made for advanced developers that have years of expefieadalt
stack blockchain application development process is not very well docunsntedthis
technology is incredibly newDevelopers who want to debug specifisuiss they face while
using the technology have no choice but to try their best to understand the documentation. If
this does not resolve the issues, developers can alwai @dine coding forumso find
answers. However, given that this technologyiikistits early phase, few developers can help
answer these questions. Hence, many questions are left unanswered, and the people facing

these problems may give up and scrap their projects.

In summary, the disadvantages of blockchathnologies and smart contracts pale in
comparison with the vast array of advantages these technologies bring. The advantages greatly
outweigh the disadvantages, as has been proven throughout this project. Nevertheless,
blockchain technologies represent new way for medical record systems to ensure
interoperability without compromising security while also ensuring the data is decentralized
and cannot be taken advantage of by third parties. This is an unprecedented change from what
current medical record/stems provide, and blockchain medical record systems could become
a new norm for medical record systems in the future. Finally, healthcare service quality and
the populationés |l ife expectancy may al so
blockchain medical record systems, which will bring all of the advantages mentioned

throughout this report.
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7.2 Recommendation

The blockchain medical record system that is currently created can still be improved
into a more fullfledged medical record system whidncludes telaloctor feature, €
appointment feature and so oks Blockchain technology is still fairly new, | had many
limitations in implementing this system but in the future, there may be mpdates and
improvements made to the technology which esak mucheasier tauseand setupThefront-
enddesign of the system could still be further improvethaspackage | had to work with for
the development of the front end is powerful yet easy to use but there were no readily available
templates for me to usklence, the somewhat simpler looking design

Furthermorenew featuredike adding images or docientsto thesystem would be a
wonderful addition as well. Currently, the technology is still pretty limited and only IPFS which
stands for Interplanetary file system is available to implement this feature, but due to time
constraints for this projecthiad todrop this feature entirelfzinally, a paymentodulewould
also be a good additiaio the systembut it requireghorough plannings there are many
moving parts in a payment system including recording receipts, setting the prieashof
medicaton andappointment, insurance claims and &ayments can get very messyonline
systemswhich is why services like Stripghich offers online payment processiA§! that
makes iteasy for developers to add a payment feature into angpm@lzation For blockchain
systems, there are no such services, which is why implementatite @abit tricky.
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Appendix

Al SystemRequirements Survey

Demagraphics

Gender

10 responses

® Male
® Female

Age

10 responses

4

4 (40%)

3 (30%)

1(10%) 1(10%) 1(10%)

20 21 22 23 24
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Blockchain Knowledge

How much do you know about Blockchain Technology and its uses?

10 responses

4 4 (40%) 4 (40%)

3

2

1

1 (10%) 1 (10%)
0 (0%)
0 I
1 2 3 4 5

In your opinion, do you agree that decentralization could help ensure that patients get full control

of their medical records?
10 responses

6
6 (60%)
4
3 (30%)
2
0 (0%) 0 (0%) 1(10%)
0 | |
1 2 3 4 5
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How much do you trust the security of Blockchain?

10 responses

6 6 (60%)
4
2
2 (20%) 2 (20%)
0 (0%) 0 (0%)
0 |
1 2

Do you know the impacts that Blockchain can bring towards our digital life?
10 responses

® VYes
® No
@ Maybe

Do you put trust in Smart Contract or middlemen that profits off helping you complete certain

processes?
10 responses

@ | trust Smart Contracts
@ | trust Middlemen
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System Requirements

As a patient, what details would you like to store and see in your medical record?
10 responses

Demographics (Name, Date of

0,
birth, height, weight and etc.) 10(100%)

Appointment Details

10 (100%)

Emergency Contact Details 9 (90%)

As a doctor, would you like your personal details profile to be seen by patients?

10 responses

® Yes
® No

As a patient, would you feel assured that you gain full control of your medical records?
10 responses

@ Yes
® No
@ Maybe
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Do you think improvements in User Interface and User Experience (Ul & UX) of the system will

result in an improvement of the efficiency of healthcare services?
10 responses

6
5 (50%) 5 (50%)
4
2
0 (0%) 0 (0%) 0 (0%)
0 | | |
1 2 3

In your opinion, do you think that patients taking control of their own medical records can
completely reduce the risk of leaked medical records?

10 responses

@ Yes, | completely agree

@ Yes, | think that it can reduce the risk to
an extent but not completely

@ No, | think it may only improve slightly

@ No, | think the risk of privacy breach
would still remain

Do you think a dashboard that shows analytics and statistics that are retrieved from the blockchain

would be helpful for the doctors and hospitals in understanding their business?
10 responses

® Yes
® No

a @ Maybe
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Demographics
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