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ABSTRACT 

 

 In this project, it proposes the development of decentralized identity management 

system using Blockchain technology. This proposed project focuses on improving 

Malaysia government services in Ministries of Home Affairs in terms of better 

safeguarding and managing user’s identity claims or documents. Nowadays, whether 

the way of identification is through physical or digital, there are still some challenges 

during the management process that exist both physically and electronically. 

Problems faced by existing identity management system including risks of data 

breaches, abuse of trust issues and over-relying on middleperson. This shows that 

security, trust, and convenience are important factors to make the identification 

process tamper resistant, trustable and cost and time effective.  

 The emergence of blockchain distributed ledger technology is having the potential 

to enhance transparency, trust in record keeping, user control in transactions that 

involve identity information and decentralization in identity management. It is having 

a bright future in the upcoming years and has been increasingly used and improved up 

till now. The characteristics like transparency, trust and tamper resistant has 

revolutionized different aspects including business, government and political 

interactions, social and any other value exchanging mechanisms. Blockchain ensures 

that governmental procedures and business transactions are highly secured, trustable, 

effective, and efficient. Therefore, Blockchain technology is selected to improve 

Malaysia government services in terms of identity management. The scope of the 

project will be log-in interface to control access of different roles, verification 

procedure to ensure validity of user’s registered claims, user and government are 

connected in one system, and user having self-sovereign identity. 

 This project has also reviewed other existing blockchain identity management 

system in order to evaluate the strengths and weakness of other systems and apply 

those strengths and improve the weakness through my proposed project. The 

methodology used in this project is prototyping-based methodology, which is under 

the rapid application development (RAD) methodology category. The tools or 

technologies involved in the project are visual studio code for the web application 

development, Metamask extension on web browser for the Ethereum tesnet 
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connection and Infura service  public API that offers the ability to get access to a node 

that is hosted on the Rinkeby network. 

  There are three main roles in the proposed blockchain identity management 

system which are user, issuing authority and service provider. All three roles are 

connected in one system. Users can register and manage their identity claims by 

having self-sovereign identity. Issuing authority will be responsible in verifying user’s 

registered identity claims to prove the validity of the claims. While for service 

provider, before accessing user’s identity claims, they are required to send access 

request to users for their approval to access their claims. Metamask accounts are 

required to logged-in to allow all process of the system work effectively. 

 In conclusion, at the end of the project, the proposed system will be able to solve 

all problems stated in existing identity management system which are risks of data 

breaches and identity thefts, abuse of trust issues that results in lack of trust in 

business parties and over-relying on middle person issue.  
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Chapter 1: Introduction 

1.1 Problem Statement and Motivation 

• Risk of data breaches and identity thefts 

 

 Whether the way of identification is through the age-old paper or digital, the thefts 

and misuse of personal identity information are still a challenging issue that exist both 

physically and electronically. According to [24], identities and personal information 

have become essential elements of the information age. Therefore, they become a 

target to be used by criminals to gain unlawful benefits or commit crimes under the 

names of others [24]. Users will be disclosing and sharing own personal information 

to other parties such as on online platform to transact or exchange values. However, 

there is a high risk of data breach and identity theft during the process, where hackers 

may perform unauthorised access on user’s personal data without getting noticed or 

even hack through centralized database of authorised authority. This is where user’s 

identity got stolen and hackers may use those stolen identities on behalf of their 

identity to commit crime or to gain personal benefit. 

 One of the top complaints received by the Cybersecurity Malaysia (CSM) was the 

threat of identity theft [7]. [2] stated that in terms of citizen personal data protection, 

Malaysia have been ranked as 5th worst country in the world, listed in the category of 

some safeguards in data but are weakened in protection. Identity theft cases in 

Malaysia are growing in number and it is said that there are even more cases which 

are not reported [7]. Most of the personal data which is used in identity theft was most 

likely retrieved from many data breaches over the past year as least amount of data 

only was encrypted [7]. A recent survey conducted by Fair, Isaac and Company 

(FICO,) 7% have indicated that about 1.5 million Malaysians say their identity has 

been stolen and used by fraudster to open accounts for illegal purposes such as money 

laundering, briberies and other illegal activities. These issues shows that the problem 

of data breach and identity theft is still active and on-going since the past few years 

till now, which is a serious matter for the citizens of Malaysia.  
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• Abuse of trust resulting in lack of trust among parties in business. 

 

 According to [25], trust has become a significant factor in business transactions 

since the starting of the handshake. In the past, most of the business transactions are 

performed face-to-face, therefore, the concern was just to make sure that the person to 

transact with was who they said they were. Even if they were not, if the service is 

delivered and paid on time and correctly, the business process will not be affected. 

However, looking at today’s business transactions, most of them are increasingly 

performing online. No face-to-face interactions are involved in transacting and the 

verification process of a person are highly relied on digital methods [25]. However, 

unauthorized access and hacks may happen during the process. Besides that, 

documents that are stored in a digital form can be copied and modified without 

anyone realizing it [25]. This makes the documents hard to be trust. There are existing 

solutions that offers verified and secured document management, but they can be very 

expensive and often involves the control of a third-party [25]. In some cases, if the 

transaction process turns out to be something fraudulent, we are unable to track where 

that transaction come from, who’s behind this, where they are in the world or even 

where to begin recuperating the losses [25]. This way, it can lead to increase in 

potential frauds and corruptions in business transaction processes. These issues have 

result in lack of trust among parties in businesses. 

 Based on [23], good track record of transparency is absent in Malaysia, which can 

lead to poor governance and corruption. According to [8], transparency international 

have stated that when institutions or official authorities are weak, it thrives corruption 

and also result in low public trust. It is important having government transparency in 

order to ensure the management of contracts have strong internal accountability 

arrangements. One of the critical cases relating to abuse of trust is where three men, 

including a father and son are arrested to facilitate investigations into a criminal 

breach of trust case involving over RM300 million related to an investment company, 

which is a big issue to the public [14]. 

 

• Over-relying on middle person for transaction process. 

 

 Relying on middle person in manual process in the delivery of government 

services may be an issue. This will result in high cost in transaction processing 
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including the complex procedure in processing such as registration, verification and 

issuance of identity documents, and labour cost to carry out transaction processes. 

Other than that, relying on trusted middleperson or third-party in transaction 

processing can be very unnecessarily expensive as each middleperson make some 

money along the process and unnecessarily time consuming as the more processes are 

created and some executed manually. This may reduce effectiveness and satisfaction 

of the citizens in public service delivery. Nevertheless, giving third-party or middle 

person to have full control over sensitive data may lead to critical risks. There are 

chances that user’s personal data may be leaked or even manipulated by others to 

commit fraud, perform unethical transaction or personal gain.  

 Based on [9], it stated that completion of government transaction may take an 

average of 5.4 hours and also up to 11 hours in some countries. Other than that, in-

person transaction delivery will cost up to 40 times more compared to delivery 

transaction through online [9]. Besides that, big corporation like Malaysia Airline Bhd 

have experienced a personal data security incident as well [3].  Enrich members were 

notified that their personal data such as name, date of birth, contact details and various 

frequent flyer data including status, tier level and number might have been 

compromised. The lack of visibility, control, and security insight have led to a critical 

blind spot for Malaysia Airlines as their critical data and system were taken care by 

third-party IT service vendors [3]. 

 

1.2 Objectives 

• To develop a tamper-resistant identity management system with strong 

data protection mechanism to mitigate risks of identity thefts and data 

breaches in Malaysia.  

       In my proposed project using blockchain technology, it is able to mitigate the 

problem of trust issues, identity thefts and data breaches by being tamper-proof and 

having strong data protection. With Blockchain, records stored in the database are 

immutable and tamper resistant due to its strong data protection mechanism. 

Blockchain is a distributed leger that only allows append-only operation; therefore, 

this results an immutable transaction data in the blocks and fully irreversible where 

data can’t be easily exploited, manipulated or destroyed. Cryptography concept with 

encryption and hash functions will be applied on the storage of user’s identity claims 
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in Blockchain to have better security in data protection. This helps to achieve data 

integrity as all participating nodes are able to know whether identity details have been 

altered by referring to the hash generated towards the identity claims, which make the 

national identification system to be more secured. Having strong data protection, trust 

of security is imposed therefore the citizens can feel more secured in providing their 

personal details without worrying much about data leakage and breaches. Other than 

that, having the characteristic of strong data protection makes government service 

provider to be more reliable and offers government sector a good reputation in terms 

of trusted service provider. 

 

• To integrate a distributed ledger in the identity management system for 

good identity record management that imposes trust to business parties. 

       In my proposed project, trust issues, identity thefts and data breaches, over-

relying on middle person issue can be solved. Abuse of trust issue can be solved 

where participating parties in the network do not need to trust each other but trust can 

still be imposed in the system. In blockchain, trust is enforced and applied in the 

system, regardless of the parties in the chain. This is because parties are all forced to 

behave and act in trustful ways via consensus mechanism, distributed databases, 

cryptography hash functions and Merkle tree. Before each block of transactions can 

be added to the blockchain database, participating nodes are required to perform the 

consensus mechanism, where they are forced to check and agree that transactions are 

valid. The block being added is then timestamped and secured with cryptography hash 

functions to ensure data integrity and appended to the previous block in the chain. In 

this way, Blockchain can keep track of changes towards the records within the chain 

to prevent fraud and modifications. Only participating nodes in a network can store, 

view and distribute digital information in a security-rich environment that is able to 

foster trust, transparency and accountability in business relationships within different 

parties. This automated distribution process has eliminated the need of middleperson. 

Besides that, it very rare and hard for fraudsters to hack and exploit a decentralized 

Blockchain. It consists of different technological mechanisms working together 

towards a common goal. For example, proof of work (PoW) and proof of stake (PoS) 

from the consensus mechanism are used to protect the network by mitigating cyber-
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attacks from hackers. Being decentralized also prevents single point of failure and 

mitigates data breaches. 

 

• To eliminate middle person in identity management transaction process 

to cut identity management cost and time. 

        In my proposed project, middle person or government intermediaries to carry out 

the identity management process is eliminated that solves the over-relying on 

middleperson issue by saving time and cost in transaction processing. Blockchain acts 

as the distributed ledger where any contracts, business transactions and values (record 

of ownership of asset like money, identity claims, land titles etc.) are shared, 

managed, and maintained in a decentralized form across different people at different 

locations instead of storing data in a centralized form and coordinated by 

middleperson. This is where middleperson has been eliminated. My system that is 

built on a decentralized network such as Ethereum Blockchain, uses smart contract for 

any verification processes that replaces the job for middleperson to control the 

identity claims/documents of the users. Any registration and updates regarding user’s 

identity claims are distributed to all participating nodes and updated at their own copy 

blockchain database at their respective nodes in consensus. This automated 

distribution process is able to save time and cost in transaction processing and 

updating from unnecessary expensive labor cost and complex procedures. 

 

• To allow users to have control over their identity claims and apply 

effective reviewing process to ensure controlled sharing of identity claims. 

       From my proposed project, it can mitigate the problem of identity theft and data 

breaches, trust issues as well as over-relying on others issue. Users can have self-

sovereign identity from my project by being able to own and control the sharing of 

their identity claim details. A digital wallet will be integrated to my system for user’s 

side to act as a reference place for user to store and manage their identity claims at the 

Blockchain network. Before any legal institutions or service providers intend to 

access user’s details, they are required send access request to users for approval. 

Users then able to review which access request of their particulars they want to 

approve. In this way, user’s identity claims are controlled by their own and they are 

safe from identity thefts and data breaches, eliminates the need of middleperson for 
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transaction process and prevent abuse of trust issues from third-party and legal 

authorities in identity management. Besides that, giving users control helps to 

mitigate the burden of the government authority. Business authorities or legal 

institutions who require user’s identity assets will only need to deal with the user 

himself instead of accessing with the government, which prevents backlogs to happen 

at the government side. 

 

1.3 Project Scope and Direction 

 For my proposed project, it focuses on developing an identity management system 

using Blockchain technology that can solve problems faced by current identity 

management solutions in Malaysia. The system is built on a Ethereum Blockchain 

that combines a smart contract and a frontend user interface.  

 In this proposed system, the concept of the identity management will be the 

combination of blockchain technology and web application. The web application will 

be acting as the frontend user interface for users to interact with the blockchain 

network while registering and managing their identity claims. There are three main 

roles in this blockchain identity management system including user, issuing authority 

(government) and service provider (registered/ legal institutions). 

 

• Log-in procedure to control access of different roles. 

 Through the system, users can register and manage their identity claims. The 

registered claims are then required to be verified by the issuing authority. Besides 

that, service providers who wants to access user’s identity claims are required to make 

a request from the users. Each role is only allowed to access functionalities intend to 

be performed by them. Therefore, a verification procedure such as a log-in page that 

leads to the specific interface for each role will be integrated to the system. This helps 

to ensure effective authorization process and controlled access are present to prevent 

unauthorized access of each specific roles functionalities which enhances high 

security. Metamask software will be used as the log-in procedure. Users are required 

to log-in to their Metamask account which requires password or secret recovery 

phrase to connect to the Blockchain Rinkeby Test Network for all functionalities of 

the system to work. 
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• Verification procedure to ensure validity of user’s registered claims. 

 

 Risk of data breaches and identity thefts in Malaysia is one of the problems stated 

earlier. This is where user’s identities are stolen and used by fraudster to create fake 

identity registrations with other’s particulars for illegal purposes. However, through 

my proposed system users can upload their identity claims or documents to the 

Blockchain network but is required to be verified by trusted issuing authority 

(government) for the validity of claims. User’s fingerprint will act as the base of 

verification (source of proof) in order for the government to approve the validity of 

the identity claims provided by the user. The government side will compare the 

fingerprint provided by the users with the one stored at the old database to see 

whether they match using its AI system. Only when the matching percentage of the 

two fingerprints reaches a certain range （e.g.: 95% – 100%）, the government will 

then approve the validity of the identity claim. Once claims are verified, the validity 

status will be updated on the Blockchain network. Blockchain only allows append-

only operation. Two of the main characteristics of Blockchain are immutable and 

fully irreversible, where identity claims and details stored are all cryptographically 

recorded and cannot be modified and deleted. In this way, it can track the authenticity 

of the claims to see whether they are valid. This prevents fraud and imposes trust 

towards user’s identity claims. In this way, it helps to solve the trust issues as well. 

Timestamping in Blockchain can also verify whether that claim existed at a certain 

date and time, therefore, it is really hard for fraudsters to forge fake identities of other 

users or modify user’s details as the original identity claim can be traced.  

  

 

 

 

• Users side, government side, and legal instiutions are connected in one 

system. 

 

 Moreover, the problem of over-relying on middleperson for transaction has also 

been eliminated. Through my system, both registration and verification of identity 

claims can be performed at the same system. Users do not need to go through 
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different middleperson (government intermediaries) physically or online for the 

registration and verification process of their identity claims as both users and the 

government are connected through my proposed system. My proposed system that is 

built on a Ethereum Blockchain utilizes smart contract for the claim registration and 

verification process. Smart contract is a type of program constructed that is used to 

store conditions and perform transactions based on conditions set.  This is where the 

identity claims registration and verification process are automated. Other than that, 

connecting the user side and service provider side helps to eliminate the need of a 

middle person or notary person as well in transacting processing. This eliminates 

middleperson or notary person by saving time and cost from expensive labors and 

manual or complex procedures involved in existing identification solutions. Besides 

that, users can also view their stored claims on the blockchain network with the use of 

smart contracts and prove their identity. In this way, users do not need to carry around 

their physical identity assets and able to access their claims at the system anytime.  

 

• Users having self-sovereign identity. 

 Lastly, users can have self-sovereign identity through my proposed project. This is 

where they can have full ownership towards their identity claims and control them. 

Service providers who intend to access user’s particulars are required to request 

access from the user. Users can then review which identity assets they allow others to 

access to. Only user approved identity claims can be viewed by the service provider. 

This process is also triggered using the smart contract where only approved access of 

details by the user can be shown to the service provider. User having self-sovereign 

identity helps to solve the trust issues between the users and third-party who store and 

manage user’s identity claims as well as eliminate government intermediaries in 

controlling user’s identity claims for sharing. From here, users do not need to share all 

identity claim details to other parties which can mitigate risks of data breaches and 

identity thefts. 

 

1.4 Contributions 

 My proposed project, which is Identity Management decentralized application 

using Blockchain technology, it benefits both government (Ministry of Home Affairs) 

and citizens of Malaysia in terms of secured digital identity management. In a 

government context, my proposed project offers an identity management approach 
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where central authority like Malaysia government will be dealing less on the sharing 

of personal data of the citizens. This leads to fewer personal data management and 

less governmental bureaucracy. Less governmental bureaucracy means eliminating 

some complex multi-layered governmental systems and processes while managing the 

identities of the citizens, which is much cost effective and efficient. This approach 

reduces the time and cost of data management, eliminate the need for intermediaries, 

and increases the efficiency of identification process while putting citizen’s security 

and privacy first.   

 The proposed system will not store any user’s information. Data of the users will 

be stored on blockchain database in a decentralized manner rather than hackable 

centralized servers. Thus, it is not possible for data manipulation on the blockchain as 

all participating nodes will store the same data, any modifications in one node will be 

easily realized and notified to other nodes. Once users’ identity claims are stored on 

blockchain, claims will be then encrypted securely through cryptography and cannot 

be manipulated and destroyed. Massive data breaches of users’ identity claims and 

documents can be very difficult as well. This have delivered a tamper-proof, high data 

transparency in governance and secured system to the government sector of Malaysia 

to manage citizens’ identity claims and data. Furthermore, data are stored in a 

decentralized manner using Blockchain technology. Whenever natural disaster or loss 

of data has occurred, data can be still recovered or retrieved from other nodes of the 

network as it does not store at only one centralized database. 

 Besides that, through my proposed project citizens of Malaysia (users) will have 

full ownership and control over their identity claims and documents. This is where 

users are owning self-sovereign identity without any interference and control from 

any central authority, middleperson, or third-party vendor, which eliminates the need 

of intermediaries and middleperson to store and own users’ identity data. An identity 

management system that is linked with blockchain is highly secure for identity 

owners. Smart contracts of Ethereum Blockchain are used by the system to enable 

controlled data disclosure from the user. Without the explicit consent by the user, no 

transaction of the user’s identity details can be carried out. This has eliminated the 

need for intermediaries for transaction processing and control over users’ sensitive 

identity claims and documents. 

 Moreover, my proposed project can also bring convenience to the citizens of 

Malaysia while being highly secured. After users have stored their identity claims and 
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documents digitally on blockchain, users can then access their identities anytime 

through the decentralized application without the need to carry out physical identity 

claims and documents. With my proposed project, users will not need to give their 

sensitive personal claims and details to any third-party vendor or legal organizations 

for storage and control as their digital identities are cryptographically stored directly 

on Blockchain within the internet browser. From the proposed project, personal 

details that are encoded to the Blockchain can be accessed by third parties only with 

the consent by the users. This way, it has eliminated the need for intermediaries to 

store sensitive personal identity claims instead of eliminating the entire access of the 

intermediaries. This allows portability and efficiency for users and helps reduces data 

breaches and identity thefts issues in Malaysia as well.  

 Other than that, giving the users control in the process of sharing their personal 

data not only maintains user’s privacy, but it also mitigates backlogs occurring at the 

government side. Connecting the user and service provider in one system can also 

eliminate the need of notary person for registrations or transactions that involves 

user’s identity claims. Users can directly share those required identity claims to 

service provider through the system, which avoids transaction payment and the need 

of notary person in performing complex multi-layered procedures. Besides that, users 

do not need to go that specific location physically to carry out the transaction process 

as well. Therefore, this approach is both cost effective and efficient. Other than that, it 

is also quite useful for businesses or legal institutions as they are able to directly 

request and acquire user’s identity assets or documents through the system. 

Businesses or legal institutions who requires user’s identity claims including banks 

(opening a new account requires identity card/ residence permits/visa), vehicle 

companies (buying a vehicle requires driver’s license & identity card), school or 

universities (registering for an education requires identity card & birth certificate), 

government services (registering or replacing an identity card requires our birth 

certificate) etc. 

 

1.5 Report and Organization 

 This report is organised into 7 chapters: Chapter 1 Introduction, Chapter 2 

Literature Review, Chapter 3 System Methodology/ Approach, Chapter 4 System 

Design, Chapter 5 System Implementation, Chapter 6 System Evaluation and 

Discussion and Chapter 7 Conclusion and Recommendation.  
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 The first chapter is the introduction of this project. There are sections of problem 

statement, project background and motivation, project scope, project objectives, 

project contribution, and report organization. The second chapter is regarding the 

literature review performed on several existing identity management systems or 

frameworks in the market in order to evaluate the strengths and weaknesses of each of 

the system. After the evaluation, we will then refer to the existing system’s strengths 

and weaknesses as a milestone to improve our proposed project. The third chapter will 

be discussing about the overall system design of the proposed project. The fourth 

chapter will be talking about the details on how to implement the design of the system 

including the flowchart design and graphical user interface design. Moreover, the fifth 

chapter reports the system implementation including sections like System 

methodology, Project Timeline, Technologies and Tools Involved, Implementation 

Issues and Challenges and also the System Testing Verification Plan. While for 

Chapter 7, it reports the conclusion of the whole project development process and 

recommendations. 
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Chapter 2: Literature Review 

2.1 Review of the Technologies 

Blockchain Technology is the new wave of disruption that has revolutionized

different aspects such as business, political interaction and social, and any other way 

of value exchange mechanisms. Another way of saying is it is a rapid phenomenon 

that is already in motion [6]. Blockchain serves as a peer-to-peer network which is run 

by large number of participating nodes where no trusted central authority is needed to 

serve as intermediary in verifying, securing, and executing the transactions [21]. This 

is where zero trust network is imposed, and all structural information are stored within 

the network [21]. Zero-trust network is a security concept where all users or entities 

are required to be verified before they are allowed to access data or application, 

therefore security of the system can be maintained [27]. 

 According to [17], the word ‘Blockchain’ is composed with two words, ‘block’ 

and ‘chain’. A block refers to a collection of data records. While for chain, it refers to 

a public database of these blocks that are stored as a list [17]. These lists are 

connected using cryptography concept. Since blockchain operates as a peer-to-peer 

network model, there is no single node, and nodes don’t have to trust one another 

[11]. Therefore, it is important that appropriate safeguards for transaction information 

on unsecured channels are in placed while maintaining transaction integrity in 

Blockchain [11]. Hence, cryptography has become the most essential and fundamental 

requirement for blockchain to safeguard user’s privacy and transaction information as 

well as maintaining data consistency [11]. 

 Based on [11], cryptography primary applications mainly focus on protecting the 

security of participants and transactions, against double-spending, and lack of 

influence of middleperson on operations. There are wide range of purposes served by 

cryptography to applications. In some situations, it helps to secure different 

transactions running on a network. Besides that, it also finds applications in verifying 

the transfer of digital assets. Blockchain applications have leverage the real-world 

signatures concept by leveraging cryptography techniques along with encryption keys. 

Cryptography techniques uses advanced mathematical codes for storing and 

transmitting data values in secure manners. Hence, it ensures that only individuals for 

whom the transaction or data is intended able to receive, read and process the 

transaction and verify both the authenticity of participants and the transaction [11]. 
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 Cryptographic hashing method is one of the critical highlights in blockchain 

cryptography [11]. It acts as a basic component of blockchain technology. With the 

use of hashing, it enhances immutability in blockchain, the most important feature in 

the blockchain [11]. Keys are not involved in the encryption process through 

cryptographic hashing. Cipher or an algorithm is leveraged to get a hash value of a 

particular length from the input [11]. Hashing takes a string of any length as input and 

produces an output with a fixed length [11]. SHA-256 cryptographic hash function is 

used as the most common applications of hashing in blockchain [11]. 

 Merkle tree is a binary tree of cryptographic hash pointers, which referred as 

“binary hash trees” [6]. Hashing paired data (refers to transactions placed at the leaf 

level) are used to construct the Merkle tree, then hashed outputs are hashed up till the 

root node (Merkle root) [6]. According to [26], it is defined by the way of data 

structuring where large body of information can be verified extremely quick and 

efficient for accuracy. It is a crucial component of blockchain technology and 

cryptocurrency, and basically transformed the world of cryptography such as the way 

of encrypted computer protocol’s function. It has gained and grown in popularity over 

the years especially in cryptocurrency. Satoshi Nakamoto has mentioned Merkle trees 

several times while introducing the concept of Bitcoin and they are used as Bitcoin’s 

foundational code. Cryptocurrencies like Ethereum has adopted Merkle Trees as well 

[26]. 

 Besides that, Blockchain is fundamentally a distributed ledger technology where 

the transactions are replicated across large number of nodes in a shared and 

decentralized way [6].  Each transaction that exists in the public ledger are all 

validated in consensus before entering and added to the database of all nodes [6]. All 

permanent entries that are broadcasted and reflected on all copies of the database 

hosted by different nodes imposes transparency [6]. Other than that, the distributed 

leger only allows append-only operation; therefore, this results an immutable 

transaction data in the blocks and fully irreversible. These characteristics have 

ensured data integrity in the database [6].  Due to the beauty of blockchain, many 

firms and top financial institutions across different industries has adopted the use of 

blockchain in order to speed up the time of transactions, reduce fraud or risk factors, 

and lower the cost of transactions by obsolete the need of intermediary services [6].  

 Blockchain aims to enable decentralization. With the use of this technology, 

decentralized systems can be used to replace the centralized systems. According to 
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[6], distributing process can be carried out either in a centralized or decentralized 

way. In a centralized way of distribution, it is controlled by a central repository, also 

represented as master node, where it is responsible in distributing the data or task 

across all participating nodes [6]. While for the decentralized distributed systems, 

there is no such master node for the distribution process. No one has to know or trust 

anyone else in the network and any computation of data will be replicated across all 

participating nodes in a consensus [6]. To make it simple, it is where each 

participating node will have a copy of the exact same data in the form of a distributed 

ledger. If a participating node’s ledger is modified or corrupted in any way, it will be 

rejected by most of the participating nodes in the network. 

 Blockchain which acts as a decentralized system of distributed ledger technology, 

does not suffer from the conventional centralized systems limitations as well [6]. 

There is no central point of failure result in being fault tolerant and attack resistant, 

hence it is more secured. It also acts as a symmetric system where all participating 

nodes will have equal rights and authority, therefore it is democratic in nature and 

unethical operations can be reduced [6]. This has imposed characteristics such as 

immutability of data, transparency among participants and resilience against 

adversarial attacks [6]. 

 Blockchain technology popularity is mostly caused by the fact of where real-

world problems can be solved as it delivers tamper proof security and more 

transparency compared to other common technologies [6]. The blockchain use cases 

have gone beyond the banking and finance sector, as has cover other industries 

including the government sector, retail, supply chain, healthcare, e-commerce, and 

energy [6]. This is due to different problems are being addressed by different flavours 

of the blockchain technology [6]. In order to allow the use cases being implemented, 

applications that interacts with the blockchain is being introduced, which is called 

decentralized applications (DApps) [6]. The decentralized apps can be built on the 

blockchain platform called as Ethereum, where it is capable in empowering the 

various blockchain use cases [6]. Due to the beauty of blockchain technology, it can 

be integrated into my project as it solves the problems in my research. 

 One of the most successful cryptocurrencies use case is Bitcoin, the blockchain-

based cryptocurrency, which has inspired the potential of Blockchain to be used for 

other use cases [10]. This cryptocurrency is known for its usage and understanding of 

the Blockchain technology having an essentially decentralized design of software 
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architecture and as a model of data persistence [10]. When blockchain started being 

popular, only cryptocurrency bitcoin is being used to handle payments, but few years 

later people start to realise the potential of blockchain technology beyond just 

cryptocurrency and various studies have suggested blockchain can be used in different 

areas as well other than transacting payments [6]. 

 In the year 2008, Satoshi Nakamoto have written the “Bitcoin: A Peer-to-Peer 

Electronic Cash System” that described a purely per-to-peer version of electronic 

cash, this is where the cryptocurrency Bitcoin was established and at the same time, 

greater efforts in technological aspect is being created in order to trace and verify 

transactions [10]. After the release of white paper by Nakamoto, in the year 2009, 

Bitcoin was offered up to the open-source community [5]. Blockchain have gave the 

answer in terms of digital trust as important information is recorded in a public space 

where anyone is not allowed to remove the records [5]. It gives the characteristic of 

transparent, decentralized and time stamped [5]. 

 Highly complex algorithm is used by Bitcoin to avoid unauthorized creation and 

duplication of the Bitcoin units [4]. The code uses the underlying principle which is 

cryptography, which is based on advanced computer engineering and mathematical 

principles [4]. Therefore, it is highly impossible to break through the source and 

manipulate the content or information underlying the currency [4]. For each of the 

Bitcoin, it is a computer file that is stored inside a digital wallet app on a computer or 

smart phone [13]. The users are able to send Bitcoins to other parties while other 

parties are also able to send bitcoin to the users, which is in the peer-to-peer basis 

[13]. 

 Around the year 2014, people start to realize blockchain can be used beyond 

cryptocurrency and have started their investment and exploration in blockchain how 

blockchain is able to improve many kinds of operations [5]. At the core of blockchain, 

it is an open decentralized ledger where it records the transactions between two 

parties without the need of third-party authentication in permanent way and the 

records cannot be eliminated [5]. This has contributed a much efficient process and is 

able to reduce the cost and time of transactions [5]. After the entrepreneurs have 

understand about the potential of blockchain, there was an increase of discovery and 

investment to see the ability of blockchain that could impact sectors like healthcare, 

supply chain, government, insurance, transportation and more [5]. 
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 For my proposed project, it focuses on developing an identity management 

decentralized web application (DApp) using Blockchain technology. This proposed 

project helps to solve the problems faced in existing identity management solutions 

that could improve Malaysian Government Services in Ministries of Home Affairs in 

terms of managing Malaysian citizen’s identity claims such as identity cards, birth 

certificates, land asset claim etc. The national identification system can be improved 

by digitizing the system using blockchain technology.  The DApp is built on a 

Ethereum Blockchain that combines a smart contract and a frontend user interface. 

 

2.2 Review of the Existing Systems/ Applications 

 

Previous works on Identity Management Solutions Using Blockchain Technology: 

 

2.2.1 Interoperable Blockchain Solution For Digital Identity Management 

[22] 

 

 [22] have offer a solution for the digital identity management, in order to solve 

problems in existing identity management including lose, theft, vulnerable 

manipulation, data being breached and exploited by governments and private entities. 

Besides that, most of the users’ data are private, however, the data owners do not own 

the data. Through the Blockchain platform, it fills the gaps of those issues by 

implementing the concepts of cryptography, Zero-Knowledge-Proofs and 

decentralization. 

 The proposed blockchain identity management system consists of an identity 

owner entity that stores identity claims or documents that are valid and verifiable 

issued by trusted issuing authority. Verifier can use digital keys and cryptography to 

authenticate the claims. While for Zero-knowledge Proof, it ensures the verification 

process to be carried out successfully without the need to disclose full information of 

the user. This is where only necessary information will be shared to the verifier; 

therefore, the verifying entity will have “zero-knowledge” regarding the user’s private 

claims but is certain about its authenticity. This concept is really useful to solve trust 

issues where identity owners don’t have trust on verifying entity but are still required 

to provide their private details. 
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 For the proposed digital identity management to be completely decentralized, 

registration of identity holders can integrate a dedicated blockchain platform. Once 

the user has logged-in this platform, users are required to submit their claims to 

issuing authority to check for validity. Issuing authority will be responsible for the 

verification process. Once verified, user’s data will then be encrypted and stored in 

his digital wallet on the blockchain platform. From here, identity claims will be 

completed owned by the user where they are able to control the sharing of their 

particulars to requestor party or legal institutions. Hence, users are having self-

sovereign identity. This self-sovereign identity can be linked to the user’s personal 

details with the holder’s digital keys. Authorized authorities will be responsible in 

verifying the claims on the blockchain network. After the identities are verified, the 

trusted identities are used to control the access of the identity holders and to verify 

whether that person has the right to interact with the smart contract stored on the 

blockchain network. 

 

Figure 2-1 Architecture of Proposed Solution 

  

 The identity owner interacts with the issuing authority over the blockchain. Once 

valid digital identities verified by the issuer, the owner will then store identity claim 

in his digital wallet. Issuer will then use their private keys to sign user’s identities and 

stored on the blockchain network (Hyperledger Indy). Based on Figure 1, Issuer 1 and 

Issuer 2 issues the digital identities to the identity owner. The owner is now the 

authorized members of these two organizations. The owner then can use those 

verifiable credentials stored in his wallet corresponding to organization 1 and 2, to 
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identify himself as the members of these two organizations on the blockchain 

platform. The connector developed by the authors forms a mechanism where the 

identity owner presents his identity stored in his digital wallet to the organizations. 

The organization will then verify the identity and grant the owner the right to invoke 

the smart contract on the blockchain as only members will have the access to invoke 

them. Now the owner can interact with the smart contract deployed by organization 1 

or organization 2. The connector will make sure public-private keys that is used on 

the blockchain are connected to the user’s digital identity claims that is verified by 

issuing authority on identity controller blockchain network. 

 The strength of the proposed solution is having a decentralized system. This is 

where the digital identity management is performed on the blockchain network, where 

any process regarding the identity such as registration, issuance and verification are 

shared and will be known across different participating nodes (parties) on the same 

blockchain network. Besides that, cryptography concept is applied on user’s verifiable 

identities or credentials and stored on the blockchain network. This ensures the 

security and privacy of user’s data, where the data cannot be easily manipulated, 

exploit, or breach. The hash of the data is hard to be calculated and solved without the 

user’s private key, which makes it harder for people to access without the right or 

permission. Other than that, the identity stored in this system is self-sovereign. This is 

where the user will have ownership and complete control towards their own data. The 

user is able to select which data to be shared and which verifier can have that specific 

information. This helps to prevent the threat of identity theft and illegal impersonation 

of an identity. Nevertheless, the verification process with the use of smart contracts 

are useful as smart contracts can set conditions and determine who have the right to 

access to a certain service or even validate the validity of the identity by making 

assertions. However, this proposed solution does not have a log-in section to restrict 

the access to user’s digital wallet that stores identities. This can be insecure and 

dangerous as anyone can easily gain access to the user’s digital wallet. Anyone can 

have control towards the user’s personal data and can send them to whatever party 

they want. 

 

2.2.2 uPort Open-Source Identity Management System: An Assessment of 

Self-Sovereign Identity and User-Centric Data Platform Built on 

Blockchain [19] 
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 Through the open-source identity management system (uPort), users, entities and 

organizations are able to have self-sovereign identities. A uPort identity is a digital 

representation of a certain user or organization that is developed through a smart 

contract. The identity will then be stored on the Blockchain (Ethereum) in order to 

create assertions relating to their identity and interact with other smart contracts on-

chain or off-chain. This characteristic has met the biggest requirement of having a 

self-sovereign identity where users are able to make claims regarding themselves. A 

smart contract is developed through coding and is then stored in a unique address on 

the Ethereum Blockchain. The contract is then run to control and manage valuable 

items like digital asset (identities and credentials) or Ethereum currency (ETH). 

 In existing cryptography-based identity management using public key mechanism, 

identities are represented by public keys while the ownership of them are determined 

by possession of the private key that is used to control the public key. One main 

concern against this principle is losing a private key leads to losing an identity. The 

cryptographic key management issue can be resolved by uPort system as Blockchain 

acts as the identity certification authority where user’s digital identity will be 

represented by the smart contract stored in the network. Other smart contracts can also 

control these smart contracts in the network. The contracts can then be used to recover 

user’s keys. 

 uPort identity management system acts as an open-source framework to deliver a 

decentralized identity and offer self-sovereign identity to a user. This framework uses 

public permissionless blockchain Ethereum and its smart contracts. Smart contract is 

defined as a program written to detect, achieve and perform a transaction agreement 

automatically. By employing this open-source framework, Users are able to register 

and display their identity in a much secure manner, such as transfer their claims, sign 

transactions and manage their data and cryptographic keys. A uPort identity can be 

generated for users, entity, organizations, and other resources. Users can then fully 

own and govern their own identity without the need of third-parties or intermediaries. 

In addition, all identity that consists of private details are stored in identity owner’s 

digital wallet. This is where personal information exposure is kept to a minimum.  
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Figure 2-2 uPort Component 

 

 

Figure 2-3 Working of uPort 

 

 Based on Figure 2-3, any user of application can interact with any application 

contract in the uPort identity management system for identity related information. 

However, two main contracts are involved in the interaction including proxy contract, 

a user’s permanent and universal identifier, and the main controlling program 

(controller contract). The user or application uses the controller contract to interact 

with the proxy contract, by sending a request to the smart contract. The proxy contract 

will then interact with the application contracts and forms a layer in between the 

private key of the user. It is then stored in the digital wallet and application contracts. 

A standard RPC interface offered by Infura is required by uPort to interact with the 

Blockchain Ethereum network. When a transaction is sent to the Sensui server, they 

do not need to have any Ether in their sending account as it offers sufficient Ether for 
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the transaction fee payment. The uPort identity that consists of user’s identity details 

can be stored off-ledger as well including OneDrive, Drop Box, Google Drive etc. 

This action can be done by the establishment of cryptographic link to an external data 

structure using a registry contract. However, only proxy contract can update the 

registry contract. Infura IPFS interface is required for uPort to interact with the IPFS 

network. 

 One of the strengths of the uPort Open-Source Identity Management System is 

self-sovereign identity can be created. This is where the user will have full control and 

ownership of their personal data instead of other third party. Releases of personal and 

private data stored in the owner’s digital wallet are kept to a minimum. User friendly 

data management and control functionality are offered by the system, where user can 

store, control, and share identity details to any party they want. The uPort identity 

management system also offers a user-friendly application interface to interact with 

the blockchain network. Besides that, personal data and credentials are stored in the 

identity are encrypted using cryptographic keys and are stored in the blockchain, 

which is tamper-proof. This helps safeguard the security and privacy of user’s 

identity. However, user’s mobile device’s authentication procedure is not completely 

secure, as there is no log-in section to access the user’s digital wallet account. Anyone 

who have the user’s mobile phone or digital device can easily gain access to user’s 

personal data. 

 

2.2.3 ShoCard Blockchain-Based Identity Management System 

 

 ShoCard is a blockchain-based identity management system which falls under the 

category of decentralised trusted identity. According to [28], centralised service 

(issuing authority) will provide an identity claim, which is used for the process of 

identity authentication of user based on records identity evidence on a distributed 

ledger. Further validations can be performed by trusted third parties to see the validity 

of identity asset such as trusted documents or credentials like passports. To make it 

simple, it normally exists as an identity provider platform to offer identity proofing 

service which maintains legitimacy. 
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Figure 2-4: An overview of key elements of ShoCard [20]. 

 

 According to [20], bitcoin is used by ShoCard as a timestamping service for user 

identity information’s signed cryptographic hashes, which will be mined to the 

Bitcoin blockchain. ShoCatd uses a central server as an important part for the scheme. 

This is where the server intermediates the interaction between a user and relying party 

for the exchange of encrypted identity information. Three phases are being relied on 

this scheme which are bootstrapping, certification and validation. Figure 2-4 shows 

the overview of ShoCard architecture. 

 [20] have also stated that bootstrapping phase will be implemented during the 

creation of a new ShoCard. A new symmetric key pair for the user will be created by 

the ShoCard mobile application and then scans their identity documents or credentials 

by using the camera of user’s mobile device. After that, the encryption process will be 

done on the scanned data, and then being stored on the user’s mobile device.  The 

signed hash of the data will be then integrated into the Bitcoin transactions, so the 

data validation process can be carried out later. The resulting number of Bitcoin 

transactions will build the user’s ShoCardID and then is saved in the mobile 

application which acts as a pointer to the ShoCard seal. 

 Based on [20], after the bootstrapping phase of a ShoCard, the user is able to 

gather additional attributes by interacting with identity providers in the certification 

process. In order for the certification to be associated into a ShoCard, identity 

provides are required to verify whether the user acknowledge both the data hashed to 

create it, and also cryptographic keys that signed the seal. In the way of face-to-face, 
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this can be achieved where users are needed to provide the original identity data 

forming the seal from the user’s mobile device and present the credentials. The signed 

hash of new attributes and the associated ShoCardID is taken by the certificate in a 

Bitcoin transaction initiated by the identity provider. Bitcoin transaction number must 

be shared by the provider along with a signed cleartext of the new attributes directly 

with the user. This is because the attributes must be provided by the user to the 

relying parties and does not want to lose them in case the user lost their mobile 

device. The ShoCard server provide a storage place for the certificates which are 

encrypted, which can be known as envelope. User is able to share the certificates only 

to the relying parties they selected as ShoCard will never learn the encryption key. 

 Lastly, will be the validation phase.  [20] have also emphasized that the validation 

process will be carried out when a specific relying party are required to carry out 

verification of a certification to decide whether the users is permissioned to access a 

service. The user is required to provide the envelope reference and its encryption to 

key to the relying parting for validation. The relying party will then perform the 

checking after the envelope is retrieved. Aspects that will be validated including 

whether envelope signature was created match with the same private key that is used 

to sign the seal. To also check whether is it a trusted entity who created the 

certification signature and the plain-text certification signature match with the one 

hashed and signed in the certificate. Moreover, to check whether user have presented 

the identity data in the pending transaction, is the same as those in the seal being 

hashed and signed.  

 ShoCard provides an identity that can be trusted which leverages distributed 

ledger technology to bind a user identifier, an existing trusted credential such as 

identity card, passport, driver’s license, and additional identity attributes, together 

through the cryptographic hashes kept in Bitcoin transactions [20]. The main use case 

of ShoCard is the verification of identity which can prevent fraud and ensures only the 

user themselves are able to use their personal information to make exchanges [20]. 

There are some strengths exist in the blockchain-based identity management systems, 

where users are able to store and secure their own digital identities. The identity 

information and key of the user will be used together to ensure privacy. The need of 

third-party database is eliminated using the ShoCard system. The authentication code 

of the user is stored on the blockchain by ShoCard. This results in the legitimacy of 

personal identity can be guaranteed and third-party verification can be facilitated.  
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 Other than that, ShoCard also having the strength bearing less risk of data breach 

as ShoCard central server will act as intermediary between ShoCard users and relying 

parties in the distribution of encrypted certificate [20]. The ShoCard will never learn 

the encrypted public key which is not risky [20]. It is able to speed up the transaction 

and verification process as there is no middle person needed to perform so. The 

storage place for identity information is secured and the sharing of identity 

information to relying parties can be controlled by the end-user [20]. Moreover, it is 

consistent and simple as QR codes are being used for the scanning process of identity 

documents, which is brings better user experience [20]. However, ShoCard 

unidirectional identifiers only is supported and do not have the concept of a public 

registry of ShoCardIDs [20]. 

  

2.2.4 A Comprehensive Integration of National Identity with Blockchain 

Technology [16] 

 

 This paper has proposed a model where utilization of blockchain technology in 

national identity system. This entire national identity system will be digitized to allow 

every user to hold their national identity system on their own mobile device. Regime 

officials are able to check the user’ identity by scanning the QR code or the barcode. 

The strength of the system is transparency can be achieved between the citizens and 

government. The entities present in the blockchain will be the citizens of the country 

and the government where it is a hierarchical system. 

 A hierarchy will be engendered by the proposed module where only authorised 

officials are able to access legitimate or personal information of a specific user. The 

application consists of a feature where the application is able to grant officials to 

access the particular information only for period of time set. Any entity who view or 

access the information will be updated and recorded in the ledger. It is a public ledger 

where all activities being performed in the national identity portal are being tracked 

therefore the system is able to guarantee there will be no illegal or unethical 

operations can be carried out by an individual. The government officials will be 

placed on top of the system in the hierarchy of the system. This is because 

supplemental feature is allowed so that funds can be transferred, and important 

identity documents can be uploaded to the system therefore all nodes in the network 

will be notified of any updates. 
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 Different entities will have different contracts therefore the function of different 

entities varies. More features will be given to the government and the user will have 

features such as send, receive, revoke, grant, and transfer. After any variations in 

information all involved entity will be notified, and the system will have triggers. A 

unique blockchain address will exist in each entity, and the use of multichain will be 

developed in this model. 

 

Figure 2-5 Data flow in blockchain application 

 

 Based on Figure 2-5, generic flow of data in blockchain applications is illustrated. 

Higher level semantics are provided by the blockchain overlay network where 

multiple types of blockchain including vertical specific blockchain, private blockchain 

and public blockchain are allowed to provide management abstraction and co-exist. 

Handshake logic which is carried out between the nodes is specified by the 

blockchain message exchange and also the serialization format of the message to be 

exchanged across the wire. 

 In the terms of digital identity, the strength of the proposed model is where 

blockchain technology have made digital identities to be tracked and monitored in a 
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much-secured manner which results in reduce in fraud commitment in industries such 

as citizenship documentation, national security, healthcare, banking and many more. 

Identity authentication can be carried out to be proof the identity of a specific citizen. 

The proposed model is able to authenticate identity uniquely in an immutable, secure 

and irrefutable manner. Digital signatures are all also utilized for authentication which 

is through public key cryptography. For the blockchain authentication of identity, the 

right private key must be used to sign the transactions and only the owner will be 

having the private key. Endless applications associated with the government sector 

can be used with blockchain technology including the birth certificates, citizen 

identity and passports. But one weakness is that, although users are able to hold the 

national identity system at their own mobile device, they still will not have control 

over their identity claim details. The system will be the one able to grant officials to 

access the particular information of the users.  

 

2.2.5 Summary 

 

Comparison Table: 

 2.1 2.2 2.3 2.4 Proposed 

Project 

Users able to submit identity 

claims regarding his personal 

details 

     

View Identity Claim Records 
     

Smart contracts are used for 

verification process. 
     

Users able to have full 

ownership and control over 

identity claims. (Self-sovereign 

identity) 

     

User’s registered identity claims 

can be verified by trusted 

issuing authority. 
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Digital wallet that acts as 

reference place to store and 

manage identity claims. 

     

Legal institution can select and 

send access request towards 

user’s identity claim details. 

     

Log-in page to control access of 

different functionalities for 

different roles 

     

User friendly interface to allow 

users to interact with the 

blockchain network easily. 

     

Table 2-1 Comparison Table 

   

 Based on the comparison table, my proposed system will consist most of the 

functions and features that other identity management solutions using Blockchain 

technology have. However, something different from my proposed project compared 

to other solutions is my system can support three different roles for the identity 

management process, which are user, issuing authority and service provider (Legal 

Institution).  This is where three roles are connected in one system. Before being able 

to access to the identity management web portal (my proposed system), users are 

required to register or log-in themselves according to their specific roles in order to 

access their functionalities they intend to perform in my proposed system. This 

characteristic can be an advantage for the government sector or legal institutions as it 

brings convenience as well as saves time and cost in terms of identity processing and 

management, without the need to separate these three roles into three different 

systems or different intermediaries.   Most of the compared identity management 

solutions using blockchain does not have this characteristic.  

 Besides that, although most of the systems compared earlier are in mobile 

application based, my proposed identity management decentralized application will be 

developed as web based.  I choose to develop my system as web based as Blockchain 

technology is one of the latest trends in the web development industry. Most 

important fact, my proposed system does not need to be downloaded or installed as it 

can be used at web browser directly, which is much more convenient for users. This 

fact is where my system does not need to have any application store approval so it can 



CHAPTER 2 LITERATURE REVIEW 

 

Bachelor of Information Systems (Honours) Business Information Systems 

Faculty of Information and Communication Technology (Kampar Campus), UTAR                  28 

be launched directly. The web application is also easy to maintain as they have a 

common codebase regardless of mobile platform. The web portal is also user friendly 

that allow users to interact with the system and blockchain network easily with simple 

steps. 

 Moreover, something different regarding the sharing of user’s identity claim 

details is service provider or legal institution can select   which user identity claim 

details to view and send that access request to the users. This way users will not need 

to share all details to others, only with the one required by the legal institution. And 

also, only users’ approved access request details can only be viewed by legal 

institution. In this way, users still have control over their identity claims.   Other 

compared identity management solutions require users themselves to send their 

identity claim details to others. 
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Chapter 3: System Methodology/ Approach  

3.1 System Design Diagram/ Equation 

 

3.1.1 Use-Case Diagram for Proposed Blockchain Identity Management System 

 

 

Figure 3-1 Use Case Diagram for Blockchain Management System 

 

Use case Log-in to web portal 

Purpose Allow users to access the Blockchain Identity Management System. 

User who does not own any web portal account is unable to have 

access to the system. He is required to register himself a web account. 

Before user register or log-in to the web portal, user is required to log-

in to their Metamask account. For user who does not own a Metamask 

account is required to install the Metamask extension on the web 

browser. After the installation, user is then required to register an 

Metamask account. After user has registered or logged-in to web portal 

account, user is then able to access the system. 

Actor User, Issuing Authority (Government), Service Provider (Legal 

Institution) 

Trigger When user starts the web portal. 

Main flow 1.Go to log-in page of the web portal.  

2.User/ Issuing Authority/ Service Provider log-in to their Metamask 

account. 

3.User/ Issuing Authority/ Service Provider install Metamask extension 

on web browser and register a Metamask account. (If don’t have any)  

Register Web 
Portal Account 

<<Include>> 
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4.User/ Issuing Authority/ Service Provider log-in to their account. 

5. User/ Issuing Authority/ Service Provider register a web portal 

account. (If don’t have any) 

6. System allow User/ Issuing Authority/ Service Provider to access the 

web portal. 

Alternate flow 4a. System does not allow User/ Issuing Authority/ Service Provider to 

access web portal if account is invalid. 

Table 3-1 Log-in to web portal 

 

 

Use case Create Digital Wallet 

Purpose Allow new user to create a digital wallet that is used to store the 

identity claims. Single user account can only create a single 

digital wallet. 

Actor New User 

Trigger When user access the web portal for the first time after fresh 

registration. 

Main flow 1. After registration of web portal account and access to the 

web portal, user will be brought to the create digital 

wallet page. 

2. New user is required to create a digital wallet by keying 

in details like full name, email address and mobile 

number. 

3. New user is required to accept the transaction from 

Metamask account in order to store digital wallet on 

Ethereum Blockchain. 

4. New user can view their digital wallet details at the wallet 

section once has successfully created a digital wallet. 

Alternate flow 3a. System fails to create user digital wallet if user reject 

transaction from Metamask. 

Table 3-2 Create Digital Wallet 

Use case View Digital Wallet Details 

Purpose Allow users to view the details of the digital wallet they have 
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created as reference. 

Actor Existing User 

Trigger When user go to the wallet section by clicking the option on the 

menu header bar. 

Main flow 1. Go to wallet section in the web portal to view digital wallet 

details user has created previously. 

Alternate flow 1a. System unable to display any digital wallet details if user has 

not created a digital wallet. 

Table 3-3 View Digital Wallet Details 

 

 

Use case Register Identity Claims 

Purpose Allow user to create claims of his different identity asset such as 

identity card, driving license, birth certs etc. 

Actor User 

Trigger When user click on the create identity button at the identities 

section option. 

Main flow 1. Go to identities section in the web portal. 

2. Click on create identity button. 

3. Register an identity claim by filling in details like identity 

description, identity number, full name, date of birth and 

address. 

4. User is required to accept the transaction from Metamask 

account in order to store identity claims on Ethereum 

Blockchain. 
 

Alternate flow 4a. System fails to help user register their identity claim if user 

rejects transaction from Metamask. 

Table 3-4 Register Identity Claims 

 

Use case View Registered Identity Claims 

Purpose Allow user to view claims of his different identity asset. 

Actor User 

Trigger When user click on identities section on the menu header bar. 
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Main flow 1. Go to identities section in the web portal. 

2. View list of registered identity claims. 

Alternate flow 2a. System will not display any identity claims if user has not 

registered an identity claim before. 

Table 3-5 View Registered Identity Claims 

 

 

Use case Approve or Reject View Request 

Purpose Allow user to have control over their identity claim details 

whether to allow outsiders to access them. 

Actor User 

Trigger When user click on view access request section on the menu 

header bar. 

Main flow 1. Go to view access request section in the web portal. 

2. View list of requested identity claim details. 

3. Approve or reject the access. 

Alternate flow 2a. System will not display any request if there are no outsiders 

request for the identity claim details. 

3a. User unable to approve or reject access if service provider 

does not send request. 

Table 3-6 Approve or Reject View Request 

 

Use case Approve or Reject User Identity Claims Registration 

Purpose Allow trusted issuing authority such as the government to verify 

whether user’s registered identity claims are valid and trustable.  

Actor Issuing Authority (Government) 

Trigger When issuing authority click on approve or reject button at 

registered identity claims list. 

Main flow 1. View registered identity claims list once access to account 

on web portal. 

2. Verify validity of user’s registered identity claims by 

clicking either approve or reject button. 

Alternate flow 1a. System will not display any registered identity claims if user 
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does not register any. 

Table 3-7 Approve or Reject User Identity Claims Registration 

 

Use case Send request to Access User Identity Claim Details 

Purpose Get permission from user to access user’s private and personal 

identity claim details 

Actor Service Provider (Legal Institution) 

Trigger When service provider clicks on the send request button after 

selecting the details they want. 

Main flow 1. Select details of user’s identity claim to request to from 

user for approval.  

2. Send request once finish selection of details by clicking 

the send request button. 

Alternate flow None 

Table 3-8 Send request to Access User Identity Claim Details 

Use case View Approved Identity Claim Details 

Purpose Allow service provider only access user approved identity claim 

details only. 

Actor Service Provider (Legal Institution) 

Trigger After service provider access to their account on the web portal. 

Main flow 1. Log-in to their web portal account. 

2. View details approved by the user.  

Alternate flow 2a. System will not display any user’s identity claim details if 

user does not approve access of the service provider towards the 

details. 

Table 3-9 View Approved Identity Claim Details 

 

 

 

Chapter 4: System Design  

 

4.1 System Flowchart Design 



CHAPTER 4 SYSTEM DESIGN 

 

Bachelor of Information Systems (Honours) Business Information Systems 

Faculty of Information and Communication Technology (Kampar Campus), UTAR                  35 

 

 

 

Insufficient 

No 

No 

User log-in to 

web portal 

Has account User registers 

account 

User registers claim of identity 

asset and needs verification from 

issuing authority 

User access to digital 

wallet 

Has wallet 

User creates 
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User unable 

create wallet 

User receives 

notification Yes 

Yes 

Digital wallet 
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Figure 4-1 System Flowchart Diagram 

 

4.2 System Flowchart Design Description 

 

 Firstly, users are required to log-in to their Metamask account. For users who do 

not own a Metamask account are required to install the Metamask extension on the 

web browser. After the installation, they can then register their Metamask account. 

After users logged-in to the Metamask account, users are required to log-in to the 

blockchain identity management web portal. However, for new users who do not own 

a web portal account are required to register one before accessing the portal.  

 After users have successfully logged-in, users will then access their digital wallet. 

For new users, they are required to create a digital wallet which is used to store their 

identity claims/documents. Users need to ensure that their Metamask wallet has 

enough balance of ether to make the payment for digital wallet creation. After the 

users have accept the transaction from Metamask, the digital wallet is then created 

and stored on the Ethereum Blockchain. A single user can only have a single digital 

wallet. 

 When there is a digital wallet exits on the users’ account, user is then able to 

register claims of their different identity assets. Users are required to key in the 

necessary information for a claim such as identity card claim (E.g.: identity 

description, identity number, name, date of birth, address etc.). After user has 

completed the registration, user’s registered identity claims are needed to be verified 

by issuing authority (Government). 

 Issuing authority are required to log-in to their Metamask account. For users who 

do not own a Metamask account are required to install the Metamask extension on the 

web browser. After the installation, they can register their Metamask account. After 

log-in to the Metamask account, issuing authority can view and verify the user’s claim 
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registration at the web portal by logging-in to their web portal accounts. For new 

users of the issuing authority, they are required to register an account before having 

access to the portal. After they have successfully accessed the web portal, they are 

able to view the claims from the user and verify the details of the user by either 

approving or rejecting the claim. User’s fingerprint will act as the base of verification 

(source of proof) in order for the government to approve the validity of the identity 

claims provided by the user. The government side will compare the fingerprint 

provided by the users with the one stored at the old database to see whether they 

match using its AI system. Only when the matching percentage of the two fingerprints 

reaches a certain range （e.g.: 95% – 100%）, the government will then approve the 

validity of the identity claim. 

 Back to the user side, user can check their identity claim status at their registered 

identity claims list to see whether it is approved or rejected. When user’s claim has 

been approved by issuing authority, user’s identity claim is then updated as approved 

on the Ethereum Blockchain. User has then successfully registered an approved 

identity asset claim. Now user will have full control over the details of his identity 

claim. 

 Legal institution can request for user’s identity claim details by logging-in to their 

accounts of the web portal. Before logging-in to the web portal, they are required to 

log-in to their Metamask account. For legal institution who do not own a Metamask 

account are required to install the Metamask extension on the web browser. After the 

installation, they can register their Metamask account. For new users of the 

institution, they are required to register a web portal account to access the portal. 

Now, legal institution can request access for user’s identity claim details.  

 Back to user side, users can view and approve access of the institution after legal 

institution have sent their request access. User can choose to approve when he is 

willing to share his assets to the institution. This shows that users are now having a 

self-sovereign identity. Legal institution can then access and view approved identity 

claim of the user. 
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Comment and highlight the feasibility of the proposed method 

 The proposed method used in this project is the prototyping-based methodology 

under the Rapid Application Development (RAD) methodology category. The 

prototype shown below is the system design of my proposed system (Blockchain 

Identity Management System) which is designed and developed according to the 

prototyping-based methodology. After undergoing the first phase of the methodology 

which is planning and requirement gathering, I have identified that the main values of 

system that is able to deliver to the audience which are high security, trust, and 

timesaving and cost effective. Values delivered complies to the problem statements to 

be solved stated earlier. The proposed project is also achievable in terms of money, 

technical, time, and results after carrying out the feasibility analysis.  

 

Figure 4-2 Prototype Development Example 

 

 While for the second phase, analysis, design and implementation (prototype 

development), a simple and quick prototype design is developed and evaluated by the 

user based on user requirement. Some refinement will be carried out by incorporating 

user’s suggestion. Figure 4(a) shows the final simple system prototype design that is 

accepted by the user after some refinement.  

 Next, proceed to the last phase, which is design, implementation, testing, 

maintenance (Iterative Development). A proper and potential system design is then 

developed after alternative design exploring at the design phase. After that, the 

development and testing process in building elements of the system are carried out 

concurrently based on the final system design. Results of the preliminary work 

obtained is shown at the system protype section (below). In conclusion, the proposed 
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method is highly feasible towards my proposed project. The results obtained shows 

that the method used is effective and efficient in terms of project development cost 

and procedures, which makes the system development to be performed successfully.  

 

4.3 Graphical User Interface of Blockchain Identity Management System 

 

 This part will be displaying the system design as well as demostrating the work 

flow of my proposed system. 

 

User Role: 

 

 

Figure 4-3 Log-In Page 

 

 Firstly, a log-in page will be displayed as the starting of the system. Different 

roles of users are required to log-in to the system by entering their meta mask account 

address as well as selecting their respective roles in order to access their respective 

functionalities through the system. There is no password required to log-in as the log-

in feature of the system is linked to the metamask account from the metamask web 

extension.  
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Figure 4-4 Log-In Page (Metamask Web Extension) 

 

 All types of users of the system are required to log-in to their metamask account 

through the web extension as displayed in Figure 4-4, before users are able to access 

the system by entering their own metamask account address. They are either required 

to log-in through their passwords or import using their secret recovery phase. Secret 

recovery phase is an alternative that are used only when users have forgotten their 

passwords. For new users who do not own a metamask account are required to install 

the metamask web extension through chrome. Metamask is quite important not only 

to access the system, but it is also a software cryptocurrency wallet that is used to 

interact with the Ethereum blockchain. It allows users to access their Ethereum wallet 

through a browser extension or mobile app, which can then be used to interact with 

decentralized applications. 
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Figure 4-5 Log-In Page (Metamask Account) 

 

 Based on Figure 4-5, after users have logged-in to their metamask account, they 

will then be brought to their account that is used to access the rinkeby test network 

(blockchain test network) and to store ether for blockchain transactions. For existing 

system users, they are now able to log-in to the system by entering their account 

address and selecting their roles after accessing their metamask account. For new 

users, they are required to sign up by clicking the sign-up link tag as shown. 

 

 

Figure 4-6 Account Registration Form 
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 After clicking the sign-up link tag, users will then be brought to the account 

registration page. Users are required to fill in the account registration form as 

displayed in Figure 4-6. 

 

 

 

 

Figure 4-7 Account Registration Form (Memtamask Transaction Confirmaton - 

User) 

 

 When users are done filling up their form, they may then click the register button. 

A notification from metamask will pop up asking users for transaction confirmation as 

well as showing the amount required for the transaction (refer to Figure 4-7). 
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Figure 4-8 User Log-In 

 

 After the transaction has been confirmed and processed, users will be brought 

back to the log-in page (refer to Figure 4-8). User’s account registration details has 

also been stored in the Blockchain database. Users can now log-in to the system. 

 

Figure 4-9 User Homepage 
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  Figure 4-9 shows the homepage for the role user. There are three functionalities 

can be performed for the role user. The identity claims function allows user to register 

their identity asset to the system and view their registered identity assets. Before the 

users can register their identity claims/ identity asset, they are first required to register 

their own digital wallet using the Digital Wallet function. The digital wallet will be 

used to store the identity assets of the users and to store the profile of the user, which 

contains general details of the user. While for the third function, it is used to view the 

requests made by legal institutions (service provider) in order to for them to access the 

user’s identity assets. 

 

Figure 4-10 Digital Wallet Section 

 

 After users have clicked the digital wallet functionality at the user homepage, they 

will be brought to the digital wallet page (refer to Figure 4-10). Users who do not 

owned a digital wallet can click the create digital wallet to create one. 
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Figure 4-11 Digital Wallet Creation 

 

 Users will then be brought to the create wallet form after clicking the create digital 

wallet button (refer to Figure 4-11). Users are required to fill in the listed details to 

create the wallet. 

 

 

Figure 4-12 Digital Wallet Creation (Metamask Transaction Confirmation) 

 

 After users have clicked the register button, a metamask transaction notification 

will then pop up along with the amount of ether required for the transaction (refer to 

Figure 4.12). 
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Figure 4-13 Digital Wallet Details 

 

 After the transaction has been confirmed and processed, users’ digital wallet is 

then stored in the Blockchain database. Users will then be brought back to the digital 

wallet page and their registered digital wallet details will be displayed (refer to Figure 

4-13). 

 

 

Figure 4-14 Identity Claims Section 
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 Now users can register their identity asset by clicking the identity claims function 

at the user homepage (refer to Figure 4-9). The list of identity claims page will be 

displayed to the users. User can register their new identity by clicking the register 

identity claim button (refer to Figure 4.14).  

 

 

Figure 4-15 Identity Claim Registration Form 

 

 Based on Figure 4-15, after clicking the register identity claim button, an identity 

claim registration form will be shown to the users. Users are required to fill in the 

particulars required in the form such as registration description, identity number, first 

name, last name, citizenship, gender and uploading the image of their identity asset. 

The fingerprint image shown in the system is the fingerprint uploaded or scanned by 

the user. The usage of the fingerprint is not under the scope of my project, but it will 

be used while performing one of the functionalities of my system, which will be 

explained after.  
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Figure 4-16 Identity Claim Registration Form (Metamask Transaction 

Confirmation) 

 

 After users have clicked the register button, a metamask transaction confirmation 

will pop up along with the amount of ether required for the transaction (refer to 

Figure 4-16). 

 

Figure 4-17 List of Registered Identity Claims 

 

 Based on Figure 4-17, after the transaction has been confirmed by the user and 

processed by the system, the registered identity claim will then be stored in the 

Blockchain database. Users will then be diverted back to the list of identity claims 

page. Users’ registered claim will be displayed at the page with the status of pending. 
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The pending status shows that the registered claim has yet to be verified by the 

issuing authority, which is the government. 

 

Figure 4-18 Confirmed Transaction Notification 

 

 The right bottom corner of Figure 4-18 shows the pop-up notification from 

metamask that indicates that the transaction made has been confirmed. This shows up 

for every transaction after they are being confirmed. 
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Figure 4-19 List of Registered Identity Claims(ii) 

 

 Figure 4-19 shows the list of identity claims registered including the second 

registered identity claim (driving license).  

 

 

Figure 4-20 List of Registered Identity Claims(iii) 

 

 After users have clicked the view claim button on one of the registered identity 

claims, the picture of that specific claim will be displayed (refer to Figure 4.20). 
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 Figure 4-21 Identity Card Image View 

 

 Figure 4-21 shows the pop-up image of the identity card claim. 

 

 

Figure 4-22 Driving License Image View 

 



CHAPTER 4 SYSTEM DESIGN 

 

Bachelor of Information Systems (Honours) Business Information Systems 

Faculty of Information and Communication Technology (Kampar Campus), UTAR                  54 

 Figure 4-22 shows the pop-up image of the driving license claim. 

 

Issuing Authority (Government) Role: 

 

 

Figure 4-23 Account Registration Form (Issuing Authority – Government) 

 

 

Figure 4-24 Account Registration Form (Metamask Transaction Confirmation – 

Issuing Authority) 

 Same as the user role, after issuing authority have logged-in to their metamask 

account, they will then be brought to their account that is used to access the rinkeby 

test network (blockchain test network) and to store ether for blockchain transactions. 

For existing system users, they are able to log-in to the system by entering their 

account address and selecting their roles after accessing their metamask account. 
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While for new user of the issuing autohority, they are required to sign up by clicking 

the sign-up link tag at the log in page. Account registration form will then be 

displayed. New user of the issuing authority needs to fill in the details and click 

register after completing the form. A metamask transaction confirmation will then pop 

up (refer to Figure 4-23 & Figure 4-24).  

 

Figure 4-25 Log-In Page (Confirmed Transaction) 

 

 After the transaction has been confirmed and processed, a confirmed transaction 

notification from metamask will pop out (refer to Figure 4-25). User account details 

are also stored at the Blockchain database. Users are then diverted from the account 

registration page to the log-in page. 

 

 

Figure 4-26 Issuing Authority Log-In 
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 Issuing authority can now log in to the system by entering the metamask account 

and select the issuing authority role (refer to Figure 4-26). 

 

 

Figure 4-27 Issuing Authority Homepage 

 

 Based on Figure 4-27, after the issuing authority has logged in to the system, a 

homepage with a registered claims function will be displayed. This function allows 

user to view and verify pending identity claims that are registered by the users. 
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Figure 4-28 List of Registered Pending Claims 

 

 When users clicked the go to page button, list of pending registered claims will be 

displayed (refer to Figure 4.-28). 

 

 

Figure 4-29 View Details Button 

 

 Issuing authority can click the view details button to see the details of that specific 

registered claim (refer to Figure 4-29). 
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Figure 4-30 Verification Procedure 

 

 Based on Figure 4-30, the issuing authority will then be brought to the claim 

verification page. Issuing authority will be responsible in verifying the validity of 

users’ registered claims by either approving or rejecting them. However, the issuing 

authority is required to verify the claims based on some sort of source of proof. 

Previously while users are registering their identity claims, an image of a fingerprint 

is also displayed. The fingerprint image that is scanned or uploaded by the user will 

be compared to the one that is stored at the existing database of the Ministries of 

Home Affairs using an AI system. If the similarity of the two fingerprints has met the 

percentage range set (e.g.: 98 – 100%), the issuing authority will then approve that 

specific claim. Although the similarity check using AI software is not under my 

project development scope, but it is the way how issuing authority will verify the 

validity of the claim. 
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Figure 4-31 Verification Procedure (Metamask Transaction Confirmation) 

 

 After issuing authority has clicked the reject or approve button, a transaction 

confirmation notification by metamask will pop up (refer to Figure 4.31). If issuing 

authority has approved the claim, user’s identity claim status will be switched from 

pending to valid. If the issuing authority has rejected the claim, the status will be 

changed from pending to not valid. 

 

 

Figure 4-32 Confirmed Transaction Notification 
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 A confirmed transaction notification will pop up after the verification transaction 

made by the issuing authority has been confirmed and processed. The updated status 

of user’s registered claims will then be stored to the Blockchain database (refer to 

Figure 4-32).  

 

 

Figure 4-33 Registered Pending Claims 

 

  Previously, there are two registered claims displayed. Now there is only one 

registered pending driving license is shown. This shows that the verification process 

for the identity card claim is performed successfully (refer to Figure 4-33). 

 

 

Figure 4-34 User Log-In 
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 To make sure that the user’s side status is updated, we will now log in to the 

user’s side.  

 

Figure 4-35 Status Check 

 

 After clicking into the identity claims functionality from the user’s homepage, we 

can see that from the list of identity claims, the status for identity card claim has 

switched from pending to valid (refer to Figure 4-35).  
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Service Provider (Legal Institutions) Role: 

 

 

Figure 4-36 Account Registration Form (Service Provider) 

 

 Same as both the user role and issuing authority role, after the service provider 

have logged-in to their metamask account, they will then be brought to their account 

that is used to access the rinkeby test network (blockchain test network) and to store 

ether for blockchain transactions. For existing system users, they are able to log-in to 

the system by entering their account address and selecting the service provider role 

after accessing their metamask account. While for new user of the issuing autohority, 

they are required to sign up by clicking the sign-up link tag at the log in page. 

Account registration form will then be displayed. New user of the issuing authority 

needs to fill in the details listed at the form (refer to Figure 4-36). 
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Figure 4-37 Account Registration Form (Metamask Transaction Confirmation - 

Service Provider) 

 

 A metamask transaction confirmation will then pop up after new users of service 

provider have clicked register (refer to Figure 4.34).  

 

Figure 4-38 Metamask Confirmed Transaction Notification 

 

 A confirmed transaction notification will then pop up after the transaction has 

been confirmed and process. The new account of the service provider has been stored 

in the Blockchain database as well (refer to Figure 4-38). 
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Figure 4-39 Service Provider Log-In 

 

 The service provider can now logged-in to their account by entering their 

Metamask account address and selecting the service provider role (refer to Figure 4-

39). 

 

Figure 4-40- Service Provider Homepage 
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 After the service provider has logged in to the system, the service provider’s 

homepage will be displayed. There are two functionalities for the role service 

provider, which are request form and request status. For the request form function, the 

service provider or legal institutions can request for identity claims from the user they 

want. Service provider can then view the status of the requests made through the 

request status function (refer to Figure 4-40). 

 

 

Figure 4-41 Request Access Form 

 

 The service provider will be led to the request access user identity claim form 

after clicking into the request form functionality (refer to Figure 4-41).  
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Figure 4-42 Request Access Form (Metamask Transaction Confirmation) 

 

 Service providers are required to provide its institution name and the blockchain 

address of the user they intend to request and select the claims they intend to access. 

After the service provider has hit the request button, the transaction confirmation 

notification will be displayed (refer to Figure 4-42). 

 

 

Figure 4-43 Metamask Confirmed Transaction Notification 
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 After the transaction has been confirmed and processed, a confirm transaction 

notification will be shown (refer to Figure 4-43). Service provider is also diverted 

back to the homepage.  

 

 

Figure 4-44 Access Request Section 

 

 The request status functionality is where service provider can see the status of 

their requests. If the status of the request is being approved, a view claim button will 

be shown in order to let the service provider to access the user’s claim.  

 

  

 

Figure 4-45 Acess Request Approval 

 

 Back to the user side, user can see those request made by the service provider 

through the third functionality at the user homepage (refer to Figure 4-9). User can 
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either choose to approve or to reject the request access made by that specific 

institution (refer to Figure 4-45). 

 

 

Figure 4-46 Metamask Transaction Confirmation 

 

 A confirmation notification from metamask will pop up after user’s have choosed 

to approve or reject the request (refer to Figure 4-46). 

 

 

Figure 4-47 Metamask Confirmed Transaction Notification 
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 After the transaction has been confirmed and processed, a confirmed transaction 

notification will pop up. The request access status will then be updated to the 

Blockchain database (refer to Figure 4-47). 

 

 

Figure 4-48 User-side Approved Access Request 

 

 Back to the service provider side, we can see that the approval status has switched 

from pending to approved (refer to Figure 4-48). 

 

 

Figure 4-49 View Claim of Approved Request 

 

 The service provider can now view the claim they have requested from the user by 

clicking the view claim button (refer to Figure 4-49). 
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Figure 4-50 Identity Claim Details of Approved Request 

 

 Figure 4.50 shows the identity card details requested by the service provider. 

 

Figure 4-51 View Identity Claim Image 

 

 Service provider can view the requested document image by clicking the view 

claim button (refer to Figure 4-51). 
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Figure 4-52 Identity Card Image View 

 Figure 4-52 shows the image of the identity card of the user after clicking the 

view claim button. 
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Chapter 5: System Implementation  

5.1 System Methodology 

 

Figure 5-1 Prototype Methodology Model 

 

 

Figure 5-2 Prototype Methodology Model – Second Phase 

   

Second 

Phase 
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  The proposed methodology involved in this proposed project will be 

prototyping, which falls under Rapid Application Development (RAD) methodology 

category (Refer Figure 3). A prototyping-based methodology is where the analysis, 

design and implementation phases are performed concurrently. These three phases 

will be performed repeatedly in a cycle until the system is completed. This method 

emphasizes on creating prototypes, for example, incomplete versions of the 

application to allow users to test and evaluate the proposals, instead of having them to 

interpret and evaluate the design based on descriptions.  

  This is the main reason why I have selected this methodology as I am able to 

get the users’ evaluation and feedback throughout the prototyping process as 

involving users in the process helps reassures user working on system and quickly 

refine real requirement. Besides that, with the help of users’ evaluation and feedback, 

I am able to detect any issues regarding the system faster and deliver a useful system 

to users quickly. When a problem is detected, the stage of process will then return to 

the analysing phase, designing solution phase, and implementing phase. With users’ 

feedback, repeat these three phases a cycle until a complete system that will meet 

users’ requirement and expectation is done. 

 

First Phase: Planning / Requirement Gathering 

  During the planning phase, it involves identifying what value does the system 

bring to which target audience. After determining the values that the system is able to 

deliver and who will benefit from the values, requirement gathering process will then 

be performed. User requirements will be collected as much as possible in order to 

understand the target audience better and identify what are the real problems they are 

facing. This helps to determine what functionality should be included in the proposed 

project. Besides that, feasibility analysis will be then performed in terms of technical, 

economic and organizational. This analysis helps to identity whether the proposed 

project is an achievable and realistic goal in terms of money, time and final output 

result. 

 

Second Phase: Analysis, Design and Implementation (Prototype Development) 

  During the second phase of the methodology, the analysis phase involves 

building a simple and quick prototype design that will be evaluated by the user based 

on user requirement. If user is not satisfied with the prototype, some refinement will 
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be carried out by incorporating user’s suggestion. Once system prototype is accepted 

by the user, the methodology will then proceed to the next phase, or else this phase 

will be repeated until the system is complete and meet user’s expectation (Refer to 

Figure 4). 

 

Third Phase: Design, Implementation, Testing, Maintenance (Iterative 

Development) 

  During the third phase of the methodology, which is also the last phase, a 

proper system design will be then created through extensive data discovering and 

alternative design exploring at the design phase. The system design phase describes 

necessary specifications, features and operations that is able to meet the functional 

requirements of the proposed system. After choosing the final potential system 

design, will then proceed to the implementation phase. The implementation phase 

involves building the elements specified in the design phase through coding. Since the 

system design and requirements are gathered accurately and completely through 

repetitive evaluation and refinement that match user’s needs on the previous phase, 

the coding process will be much efficient and streamlined. Next, for the testing phase, 

it involves testing out the program and procedure to see whether the system meets the 

initial goal and work according to user requirement. Any errors detected must be 

solved immediately with new solutions. When the system has been completed and 

delivered to users, maintenance phase is required to be performed where end users are 

able to fine-tune the system in order to support operational effectiveness, boost 

system performance and add new capabilities.  
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5.2 Final Year Project 2 (FYP2) Timeline 

 

 

Figure 5-3 Final Year Project 2 (FYP2) Estimated Timeline 
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5.3 Tools or Technologies Involved 

 

Tools Type Description 

Metamask Cryptocurrency 

wallet  

A web browser extension that offers the simplest yet 

secure way to connect to the Blockchain Identity 

Management System. It allows users to interact with 

the Blockchain identity management system, store 

cryptocurrency, pay transaction fees and transfer 

cryptocurrency to others.  

Remix  IDE An open-source tool where developers code smart 

contract with solidity language directly from the web 

browser. Remix is also used for the initial 

development and testing of smart contract. 

Visual Studio 

Code 

IDE To develop the front-end and back-end of Blockchain 

Identity management System. 

Rinkeby Test 

Network 

Ethereum 

Blockchain 

An Ethereum test network that is used to deploy and 

interact with smart contract. 

Infura Ethereum API This API connects the Blockchain Identity 

Management System to the Ethereum network for 

smart contract deployment purpose.  

Semantic UI Front-end 

framework 

To develop the user interface of the Blockchain 

Identity Management System. 

Web3.js Ethereum 

JavaScript API 

To allow users to interact with the existing smart 

contract at the front-end of the Blockchain Identity 

Management System. 

Node.js JavaScript 

runtime 

To install the packages or dependencies needed in the 

development process of the Blockchain Identity 

Management System. It also provides the runtime 

environment for the system to run.  

Solidity  Programming 

language 

To create smart contracts on Ethereum. 

JavaScript Programming 

language 

To develop the front-end and back-end of the 

Blockchain Identity Management System. 
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React JavaScript 

library 

To construct the front-end and back-end of the 

Blockchain Identity Management System. 

Next.js React 

framework 

To assist in front-end development by providing 

navigation to the Blockchain Identity Management 

System. 

 

Table 5-1 Tools to use 

 

 

 

5.4 Implementation Issue and Challenges 

 

  There are some issues and challenges faced during the implementation of the 

proposed project, Blockchain Identity Management System. The development of 

identity management system using Blockchain Technology is quite challenging as the 

technology involved is an area that I am highly unfamiliar with. More time and efforts 

are required for me to be familiarized with this new technology. Since it is something 

new and not many people are implementing this technology in Malaysia, the learning 

resources and references regarding the Blockchain technology are very limited as 

well. However, I have managed to find an online course and references from other 

countries which it is really useful for beginners of Blockchain development. It has 

guide me the concepts and ways to develop and implement a Blockchain project. 

  Previously I was facing the challenge in allowing the service provider to send 

access request for users by selecting the user’s identity claim details that they intend 

to access. I planned to allow service provider to be able to select the identity assets 

from the user they want and send that request to that respective user by entering that 

user’s blockchain account address. However, I have managed to solve the errors faced 

during Final Year Project 1 at my Final Year Project 2. I have managed to search a 

solution from the internet as a reference for me to solve the issue faced. Now this 

functionality is working well after the system testing and evaluation process (Chapter 

6). Service provider can now send a request to access user’s identity assets. 

  Besides that, as my proposed system involves managing different identities 

that users owned, it will be better those users are able to upload softcopies of the 
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identity asset and store in the blockchain system to act as stronger evidence and 

references. Previously I was facing the challenge where allowing user to store their in 

image in Blockchain directly can be very expensive. I am required to find another 

alternative way for me to store the image in Blockchain without paying a high 

transaction fee.  

  The alternative way I have found out to prevent a high transaction fee while 

storing an image is by storing it into the Interplanetary File System (IPFS) first, then 

only use the one store at IPFS to store at the Blockchain system. Previously due to the 

lack of knowledge in IPFS, I am not able to allow users to upload softcopies of their 

documents while registering their identity claims during Final Year Project 1. 

However, during Final Year Project 2, I have explored and learned the required 

knowledge, which is Interplanetary File System (IPFS) in order to upload an image on 

the Blockchain network with a lower transaction fee. Now, I am able to implement 

IPFS in my Blockchain identity management system. Therefore, users are now able to 

upload their identity document image to the Blockchain database while registering 

their identity asset details to the Blockchain database. 

   

5.5 System Tesing 

5.5.1 System Testing 

 

Case 

No. 

Test Case Expected Result 

(a) User, issuing authority and legal institution 

log-in to Metamask account before using 

blockhain identity management web portal. 

All functionalities present at 

the blockchain identity 

management system will 

work. 

(b) User, issuing authority and legal institution 

who do not log-in to Metamask account 

before using identity management web 

portal. 

All functionalities present at 

the blockchain identity 

management system will not 

work. 

(c) User, issuing authority and legal institution 

register an account on blockchain identity 

management web portal. 

One Metamask account of 

the users can only have one 

blockchain identity 
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management web portal 

account. 

(d) User, issuing authority and legal institution 

log in to blockchain identity management 

web portal. 

User, issuing authority and 

legal institution who do not 

own a web portal account is 

unable to log in to 

blockchain identity 

management web portal. 

(e) User creates digital wallet after access to 

blockchain identity management web portal. 

- Digital wallet is stored at 

the Blockchain database. 

- User can view digital 

wallet details at the wallet 

section of the web portal. 

- User can register their 

identity assets/ documents. 

(f) User does not create digital wallet after 

access to blockchain identity management 

web portal. 

- User unable to view digital 

wallet details at the wallet 

section of the web portal. 

- User cannot register their 

identity assets/ documents. 

(g) User intends to create many digital wallets. User unable to create more 

than one digital wallet at one 

account of the web portal. 

(h) User registers identity claims on the 

blockchain identity management web portal. 

After user has registered an 

identity claim on portal, the 

registration status will be set 

as pending. This is where 

users are required to wait for 

the verification by the 

issuing authority. Upon 

approval, user’s identity 

claim is stored on 

Blockchain. When issuing 
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authority has approved the 

identity claim, status will be 

updated as approved, if 

reject status will be updated 

as rejected. Upon any 

registrations of identities or 

updates including pending, 

approved, or rejected, it will 

be stored or updated at the 

Blockchain database. 

(i) User views registered identity claims on the 

blockchain identity management web portal. 

No identity claims will be 

displayed by the system if 

there are no identity claims 

registered by the user. Once 

user registered an identity 

claim, it will then be 

displayed to the user. 

(j) Issuing authority view user’s registered 

claims  

At the issuing authority side, 

only registered claims that 

are pending for verification 

will be displayed as a list 

(k) Issuing authority approve or reject user’s 

identity claim registration 

- After the issuing authority 

has approved or reject the 

claim that is pending for 

verification, that specific 

claim will not be shown at 

the issuing authority side 

anymore. 

- User side will be updated 

from pending to either valid 

or not valid. 

(l) Service provider sends request to user to 

access user’s identity claim details. 

- Service provider’s selected 

identity claim details are 
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sent to user. 

- User side can view and 

either to approve or to reject 

the request made by the 

service provider. 

- Service provider side can 

view the status of their 

request from their side. 

(m) Service provider requested user’s identity 

claim details and rejected by user. 

Service provider unable to 

view rejected request of 

user’s identity claim details. 

(n) Service provider requested user’s identity 

claim details and approved by user. 

Service provider can view 

approved request of user’s 

identity claim details. 

(o) Service provider requested user’s identity 

claim details and pending approval from the 

user. 

Service provider unable to 

view a pending request of 

user’s identity claim details. 

(p) User uploads their digital wallet profile 

picture during digital wallet creation. 

Uploaded picture will be 

displayed at the digital 

wallet section. 

(q) User uploads their identity claim/ identity 

asset image during identity registration 

process. 

Image of the identity claim 

can be viewed by clicking 

the view clam button at the 

list of registered claims 

section. 

Table 5-2 System Verification Plan 
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Chapter 6: System Evaluation and Discussion 

6.1 System Testing and Performance Metrics 

 

  Testing is part of a more general verification process where it is intended to 

show that a program works in the way that it is intended to work and to discover 

program defects before it is put into real use. These are the functionalities of the 

Blockchain Identity Management System that is required to be tested for its 

performance whether they have met the expected output results.  This system consists 

of three roles which are user, issuing authority and service provider/ legal institution. 

For the system user part, it can be divided into new user and existing user. Now I will 

will perform the system evaluation and performance testing based on the verification 

plan stated at Chapter 5, Section 5.5. 

  All roles including user, issuing authority and service provider can use the 

Blockchain identity management web portal only when the metamask web extension 

is present. This is because the Metamask is linked to the Blockchain Identity 

Manageemnt system. System users can only log-in, make transaction and interact with 

the Ethereum blockchain with the Metamask software cryptocurrency wallet. All 

functionalities present at the blockchain identity management system will not work if 

system users do not log-in to Metamask. Therefore, all system users are required to 

log-in to their metamask account in order for them to access the web portal and for the 

blockchain identity management system to work. 
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Figure 6-1 Case(b) 

  

  Based on Figure 6-1, it shows the case where user is not able to log in to the 

blockchain web portal when the user did not log-in to Metamask. The log-in button 

will only keep loading instead of accessing the web portal. This shows that the system 

performance for the log-in part is working as expected. 

   

 

Figure 6-2 Case (a) 

 

  Based on Figure 6-2, user is able to access into the blockchain identity 

management system web portal after the user has logged-in to his Metamask account. 
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Figure 6-3 Case (c) – (i) 

 

  Besides that, to avoid duplicate account registrations, only one Metamask 

account of the users can only have one blockchain identity management web portal 

account. According to Figure 6-3, it has showed that the account address of the user 

has been registered in the system as the user is able to access to the blockchain 

identity management web portal. 

 

Figure 6-4 Case (c) – (ii) 

 

  Meanwhile, based on Figure 6-4, I have tried to use the same account address 

to register another account of the system. The Metamask notification has indicated 
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that the registration will be failed, and I am not allowed to make the transaction. This 

shows that the system performance for the registration part is working as expected. 

 

 

Figure 6-5 Case (d) 

  Now I will try logging in the Blockchain identity management web portal 

using an account address I have yet registered into the system. Based on Figure 6-5, 

although I have logged-in to the Test Metamask account. However, the Test account 

address that was used to log-in is not registered with the system. The system user has 

failed to log-in to the system having the button in loading processs. 

  After user has registered and logged-in to the Blockchain identity management 

system, they are required to create their digital wallet in order for them to register and 

store identity claims to the system, as well as creating their digital profile.  

 

Figure 6-6 Case (e) – (i) 
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Figure 6-7 Case (e) – (ii) 

 

 

Figure 6-8 Case (e) – (iii) 

 

 Users who have created their digital wallet after they have accessed to the 

Blockchain identity management web portal, the digital wallet details will be stored at 

the Blockchain database. Besides that, a digital profile card will be displayed 
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consisting of the users’ general details. Besides that, users are also able to register 

their identity assets to the system (refer to Figure 6-6, Figure 6-7 & Figure 6-8). 

 

 

Figure 6-9 Case (f) – (i) 

 

Figure 6-10 Case (f) – (ii) 

 

 However, based on Figure 6-9 & Figure 6-10, it shows the case when users did 

not create digital wallet after access to blockchain identity management web portal. 

These users are unable to view their digital profile and also unable to register any 

identity assets. 

 Users who intend to create many digital wallets will fail to do so. In order to 

prevent duplicate digital profiles created, each user can only have one digital wallet 

for each account.  
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Figure 6-11 Case (g) – (i) 

 

 

 

Figure 6-12 Case (g) – (ii) 

 

 

 Figure 6-11 & Figure 6-12 shows the case where the user intends to create 

another digital wallet although an existing one has been displayed. However, the 
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user’s action was unsuccessful. Metamask transaction confirmation has indicate that 

the transaction will be failed and banned the user from confirming that transaction.  

  

 For the next test case, after user has registered an identity claim on portal, the 

registration status will be set as pending and labeled in yellow. This is where users are 

required to wait for the verification of the identity claim’s validity by the issuing 

authority. When issuing authority has approved the identity claim, status will be 

updated as approved and labeled in green, if rejected the status will be updated as 

rejected and labeled in red. 

 

 

Figure 6-13 Case (h) – (i) 

 

 Figure 6-13 shows the case where the user has just uploaded his identity claim to 

the system, and the validity of the claim is currently pending for verification and 

labeled in yellow. 
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Figure 6-14 Case (h) – (ii) 

 

 Figure 6-14 shows the case where the user identity claim has been verified and 

approved by the issuing authority. The status has switched from pending to valid, and 

the color from yellow to green. 
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Figure 6-15 Case (h) – (iii) 

 

 

Figure 6-16 Case (h) – (iv) 

 

 Figure 6-15 shows the case where the user identity claim has been verified and 

rejected by the issuing authority. The status has switched from pending to not valid, 

and the color from yellow to red. Upon any updates including pending, approved or 
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rejected, that specific will be updated and store at the Blockchain database (refer to 

Figure 6-16). 

  

 

Figure 6-17 Case (i) – (i) 

 

 

Figure 6-18 Case (i) – (ii) 

 

  When the user tries to view the registered identity claims on the Blockchain 

identity management system, no identity claims will be displayed by the system if 

there are no identity claims registered by the user. Once user registered an identity 

claim, it will then be displayed to the user. The results are achieved as expected after 

performing the test case (refer to Figure 6-17 & Figure 6-18). 
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 For the case when issuing authority views user’s registered claims, only the ones 

that are pending for verification will be displayed to the issuing authority side. This is 

to prevent unnecessary information to be displayed and viewed multiple times by the 

government which is more effective in terms of cost and time. 

 

 

Figure 6-19 Case (j) – (i) 

 

 Figure 6-19 have showed that the list of registered claims that are displayed at the 

issuing authority side are the ones with the status labeled as pending only. 

 

Figure 6-20 Case (k) 

 

 For the case when the issuing authority has approved or rejected the registered 

claims that are pending for verification, that specific claim will not be displayed at the 

issuing authority side anymore. Based on Figure 6-19, previously there are two 

claims that are pending for verification. After the issuing authority has approved one 
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of the registered claims, which is the identity card claim, only one registered claim is 

displayed on the list, which is the driving license that is still pending for verification 

(refer to Figure 6-20). Besides that, the registered claims from the user’s side will be 

updated as well, which is from pending to either valid or not valid. Based on Figure 

6-14, it has switched from pending to valid. 

 

 

Figure 6-21 Case (l) – (i) 

 

 

Figure 6-22 Case (l) – (ii) 
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Figure 6-23 Case (l) – (ii) & Case (o) 

 

 When the service provider/ legal institution sends a request to a specific user to 

access user’s identity claim details, the user side is able to see that specific request. 

Based on Figure 6-21 & Figure 6-22, after the service provider has sent a request to 

the user to access its identity card claim, that specific request can be seen through the 

identity access request function at the user side. User can decide whether to approve 

or reject the request. Other than that, the service provider can also view the status of 

his request through the request status at his side (refer to Figure 6-23). 

  

 

Figure 6-24 Case (m) & Case (n) 

 

In the case where the service provider requested user’s identity claim details and has 

been rejected by the user (refer to Figure 6-24). The service provider is unable to 

view the requested claim. While for pending approval claims, the service provider is 

not able to view the requested claims as well (refer to Figure 6-23). If the service 

provider has requested user’s identity claim details and has been approved by the user, 
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the service provider is able to view the approved claims by clicking the view claim 

button (refer to Figure 6-24). 

 

 

Figure 6-25 Case (p) – (i) 

 

 

Figure 6-26 Case (p) – (ii) 
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 For this case, if the user has uploaded a picture for his digital profile at the digital 

wallet part (refer to Figure 2-25), the picture uploaded by the user will be displayed 

by the system at the digital wallet part (refer to Figure 2-26). 

 

 

 

Figure 6-27 Case (q) – (i) 

 

 

Figure 6-28 Case (q) – (ii) 
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Figure 6-28 Case (q) – (iii) 

Besides that, if user have uploaded a picture during his registration of identity 

claims, the image of the identity claim can be viewed at the list of registered identity 

claims part by clicking the view claim button. This case has been tested and the 

results are as expected (refer to Figure 2-27, Figure 2-28 & Figure 2-29). 

After performing all the system testing and evaluation according to the 

verification plan set at Chapter 5, Section 5.5, the performance of all test cases is 

working as planned. 
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Chapter 7: Conclusion and Recommendation 

7.1 Conclusion 

The proposed project focuses on developing a blockchain identity management 

system to solve the problems faced by existing identity management solutions in order 

to improve Malaysia government services in Ministry of Home Affairs in terms of 

identity management.  

There are three main problems stated including risk of data breaches and identity 

thefts, abuse of trust resulting in lack of trust in business parties and over-relying on 

middle person for transaction processing. There is a huge motive for these problems to 

be solved as it can lead to a great lost for both citizens and government of Malaysia. 

Data breaches and identity thefts due to lack of data protection can be a serious issue 

as citizen’s details may be used or forged by fraudsters to perform illegal activities 

under user’s identity. Citizens’ data privacy has also been violated which cause them 

to be reluctant to offer their personal details or claims to others including trusted 

authority. This is where abuse of trust issue is aroused as well. Most of the business 

transactions are performed online, which makes trust even harder to be foster as 

citizen’s or government may not know who they are transacting with, and the validity 

of claims made by others. While for over-relying on middle person for transaction 

process, it can be very unnecessarily expensive as each middleperson make some 

money along the process and unnecessarily time consuming as the more processes are 

created and some executed manually. 

Solutions offered by my proposed system can solve the problems stated. Using 

Blockchain technology, my proposed system can mitigate the risks of identity thefts 

and data breaches as well as trust issues by being tamper-proof and having strong data 

protection. This is where data stored are immutable and tamper resistant due to its 

strong data protection mechanism. Blockchain also acts as a distributed leger that 

allows append-only operation; therefore, this results an immutable transaction data in 

the blocks and fully irreversible. This is where data cannot be easily exploited, forged, 

changed, or destroyed. The verification procedure by issuing authority will be 

ensuring the validity of user’s registered claims 

While being decentralized, business transactions and values are shared, managed, 

and maintained in a decentralized form across different people at different locations 

which eliminates the need for middleperson. Both citizens (users) side and 

government side are connected in my proposed system. This security-rich 
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environment tis able to foster trust, transparency, and accountability in business 

relationships within different parties. Besides that, users are also having self-

sovereign identity using my proposed system. This is where they can own and control 

the sharing of their identity claims to service providers or legal institutions.  

Other than that, to successfully develop a good identity management system using 

blockchain technology, I have reviewed other existing blockchain identity 

management systems as well. The proposed project will be including most of the 

features that exist in the existing systems. However, something different from my 

proposed project is that my proposed system is a web-based system that supports 

three different roles for the identity management process (three roles are connected in 

one system). Besides that, users can own and control the sharing of their identity 

claims through the system. 

Moreover, the methodology I have used is the prototyping method under Rapid 

Application Development (RAD) methodology category, which is highly feasible for 

my proposed system development. While for the main challenges faced, most of the 

resources and language used to complete this proposed project is unfamiliar for me, 

where I am required to spend more effort in learning the fundamentals of Blockchain 

as well as developing a system using Blockchain. After performing the testing and 

evaluation regarding the performance of my system based on different test cases, the 

performance of the system is working as planned. 

In conclusion, the idea of digitizing our national identification system using 

Blockchain technology has not yet been implemented in Malaysia. Therefore, my 

proposed system may offer a wholesome experience to both citizens and government 

of Malaysia in terms of better safeguarding and managing user identity claims and 

transactions.  

7.2 Recommendation 

After the development of my proposed project, there are some recommendations 

could be used in order to further improve my proposed project. The identity claims 

verification procedure that will be done by the issuing authority can be improved by 

integrating an AI software for the fingerprint comparison in order to prove the identity 

claims are registered by the original owner of the claims. Besides that, a face 

recognition algorithm can be integrated into the system as well. The facial recognition 

can be used by the user during the system log-in, registration of the identity asset to 
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prove its identity and also can be used while approving the identity access request 

made by the service providers. Both fingerprint or facial recognition will act as the 

base of proof or base of verification to show that the original owner itself is dealing 

with the system process. Most of the identity management system in the market are 

currently having this feature in order to act as the base of verification of a person’s 

identity. However, due to the timeframe and area of expertise required, I am not able 

to develop this feature into my proposed system. 

Despite of the difficulties and challenges that will be faced during development of 

a Blockchain project, the reason why I have chosen to implement Blockchain 

technology in my Identity Management System is because I really wanted to learn this 

technology as it is currently a valuable skillset needed in the market. Blockchain 

technology is now viewed as the future database which is now highly popular in 

advanced countries like Japan, China, Singapore, South Korea etc. Therefore, I highly 

recommend that learning this skillset can be really useful for our future career.  

Other than that, using the case of the Russia-Ukraine War, we could never have 

imagined that someday they could be caught up in a war. Most of the centralized 

database that are used to store valuable data will surely been destroyed during the 

war. As the database is centralized, it acts as the only source of storage where all data 

could not be traced and retrieved anymore after the damage. The citizens of Russia 

and Ukraine will not be able to define which identity documents do they own neither 

identify whether that person is the person he has claimed. This is where Blockchain 

will come in handy. Blockchain acts as a distributed ledger technology where the 

database is in a decentralized manner. The database of all different nodes is 

connected, and each node are having the same copy of data. In this way, the citizens 

of Russia and Ukraine can retrieve and trace back their data from other nodes of the 

network. Therefore, this is the main reason why I highly recommend that the 

Blockchain technology should be implemented in Malaysia government services for 

its traceability and tamper resistant storage. 
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- Completed the Chapter 1 part to be improved for FYP2 report and reviewed

by supervisor.

_________________________ _________________________ 

Supervisor’s signature           Student’s signature 
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FINAL YEAR PROJECT WEEKLY REPORT 
(Project II) 

Trimester, Year: 3,3 Study week no.:3 

Student Name & ID: Pang Yi Wern 18ACB01768 

Supervisor: Mr. Su Lee Seng 

Project Title: Development of Decentralized Apps Using Blockchain Technology to 

Improve Malaysian Government Services in Ministries of Home Affairs – Digital 

Identity Management 

1. WORK DONE
[Please write the details of the work done in the last fortnight.] 

- Supervisor briefs additional guidelines regarding FYP2

- Supervisor check on progress of the development and report

2. WORK TO BE DONE

- Minor adjustment on the design part.

- Review back the overall flow of the system and its functionalities

(Constructing Flowchart, Use Case Diagrams)

- Complete Chapter 3 of the report by next week.

3. PROBLEMS ENCOUNTERED

- Minor problem at the coding part.

4. SELF EVALUATION OF THE PROGRESS

- Project still in development process. (Working on a function of the proposed

system).

- Completed FYP2 report up to Chapter 2.

_________________________ _________________________ 

Supervisor’s signature           Student’s signature 
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FINAL YEAR PROJECT WEEKLY REPORT 
(Project II) 

 

Trimester, Year: 3,3 Study week no.:4 

Student Name & ID: Pang Yi Wern 18ACB01768 

Supervisor: Mr. Su Lee Seng 

Project Title: Development of Decentralized Apps Using Blockchain Technology to 

Improve Malaysian Government Services in Ministries of Home Affairs – Digital 

Identity Management 

 

 

1. WORK DONE 
[Please write the details of the work done in the last fortnight.] 

 

- Completed Chapter 1, Chapter 2, Chapter 3 for the report. 

- Supervisor brief other requirements regarding FYP2. 

- Supervisor check on progress of the development and report. 
 

 

 

2. WORK TO BE DONE 

 

- Make some adjustment on Chapter 3 diagrams. 

- Continue completing the function development of the proposed system. 

 

 

3. PROBLEMS ENCOUNTERED 

 

 

- No problems encountered so far. 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

- Completed Chapter 1, Chapter 2 & Chapter 3 for the report. 

- Project still in development process. (Working on a function of the proposed 

system). 

 

 

 

 

 

_________________________   _________________________ 

Supervisor’s signature       Student’s signature 
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Bachelor of Information Systems (Honours) Business Information Systems 
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FINAL YEAR PROJECT WEEKLY REPORT 
(Project II) 

Trimester, Year: 3,3 Study week no.:5 

Student Name & ID: Pang Yi Wern 18ACB01768 

Supervisor: Mr. Su Lee Seng 

Project Title: Development of Decentralized Apps Using Blockchain Technology to 

Improve Malaysian Government Services in Ministries of Home Affairs – Digital 

Identity Management 

1. WORK DONE
[Please write the details of the work done in the last fortnight.] 

- Completed Chapter 1, Chapter 2, Chapter 3 for the report.

- Supervisor brief other requirements regarding FYP2.

- Supervisor check on progress of the development and report.

- Continue completing the function development of the proposed system.

2. WORK TO BE DONE

- Complete rest of the parts of Chapter 5 of the report by next week (week 6).

3. PROBLEMS ENCOUNTERED

- No problems encountered so far.

- Minor problems at the coding part for constructing the system needs to be

investigated.

4. SELF EVALUATION OF THE PROGRESS

- Starting on the system ui design improvement.

- Completing the main functions of the proposed system.

_________________________ _________________________ 

Supervisor’s signature           Student’s signature 
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FINAL YEAR PROJECT WEEKLY REPORT 
(Project II) 

Trimester, Year: 3,3 Study week no.:6 

Student Name & ID: Pang Yi Wern 18ACB01768 

Supervisor: Mr. Su Lee Seng 

Project Title: Development of Decentralized Apps Using Blockchain Technology to 

Improve Malaysian Government Services in Ministries of Home Affairs – Digital 

Identity Management 

1. WORK DONE
[Please write the details of the work done in the last fortnight.] 

- Supervisor checks on progress of the development and report

- Completed Chapter 1, 2 and 3 of the report.

2. WORK TO BE DONE

- Complete Chapter 5.

- Work on ui design of proposed system.

3. PROBLEMS ENCOUNTERED

- No problems encountered so far.

4. SELF EVALUATION OF THE PROGRESS

- Overall system main function is completed.

- Working on additional function of the system.

- Half-way completing Chapter 5.

_________________________ _________________________ 

Supervisor’s signature   Student’s signature 
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FINAL YEAR PROJECT WEEKLY REPORT 
(Project II) 

Trimester, Year: 3,3 Study week no.:7 

Student Name & ID: Pang Yi Wern 18ACB01768 

Supervisor: Mr. Su Lee Seng 

Project Title: Development of Decentralized Apps Using Blockchain Technology to 

Improve Malaysian Government Services in Ministries of Home Affairs – Digital 

Identity Management 

1. WORK DONE
[Please write the details of the work done in the last fortnight.] 

- Supervisor checks on progress of the development and report

- Completed Chapter 1, 2, 3 and 5 of the report.

2. WORK TO BE DONE

- Continue improving user interface design of proposed system.

- Continue developing the additional function of the proposed system.

3. PROBLEMS ENCOUNTERED

- No problems encountered so far.

4. SELF EVALUATION OF THE PROGRESS

- Overall system main function is completed.

- Working on additional function of the system.

- Working on user interface design of the proposed system.

- Completed Chapter 5 of report.

_________________________ _________________________ 

Supervisor’s signature           Student’s signature
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FINAL YEAR PROJECT WEEKLY REPORT 
(Project II) 

 

Trimester, Year: 3,3 Study week no.:8 

Student Name & ID: Pang Yi Wern 18ACB01768 

Supervisor: Mr. Su Lee Seng 

Project Title: Development of Decentralized Apps Using Blockchain Technology to 

Improve Malaysian Government Services in Ministries of Home Affairs – Digital 

Identity Management 

 

 

1. WORK DONE 
[Please write the details of the work done in the last fortnight.] 

 

- Supervisor checks on progress of the development and report 

- Completed Chapter 1, 2, 3 and 5 of the report. 
 

 

2. WORK TO BE DONE 

 

- Continue improving user interface design of proposed system. 

- Continue developing the additional function of the proposed system. 

 

 

3. PROBLEMS ENCOUNTERED 

 

- No problems encountered so far at the development process. 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

- Overall system main function is completed. 

- Working on additional function of the system. 

- Working on user interface design of the proposed system. 

- Completed Chapter 1, 2, 3, 5 of report. 

- Doing Chapter 4 and 6 of the report. 

 

 

 

 

 

 

 

_________________________   _________________________ 

Supervisor’s signature              Student’s signature 
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FINAL YEAR PROJECT WEEKLY REPORT 
(Project II) 

Trimester, Year: 3,3 Study week no.:9 

Student Name & ID: Pang Yi Wern 18ACB01768 

Supervisor: Mr. Su Lee Seng 

Project Title: Development of Decentralized Apps Using Blockchain Technology to 

Improve Malaysian Government Services in Ministries of Home Affairs – Digital 

Identity Management 

1. WORK DONE
[Please write the details of the work done in the last fortnight.] 

- Supervisor checks on progress of the development and report

- Completed Chapter 1, 2, 3 and 5 of the report.

2. WORK TO BE DONE

- Show proposed system to Supervisor by next week.

3. PROBLEMS ENCOUNTERED

- No problems encountered so far at the development process and reporting part.

4. SELF EVALUATION OF THE PROGRESS

- Overall system main function is completed.

- Working on additional function of the system.

- Working on user interface design of the proposed system.

- Completed Chapter 1, 2, 3, 5 of report.

- Completing Chapter 4 and 6 of the report.

_________________________ _________________________ 

Supervisor’s signature           Student’s signature 
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FINAL YEAR PROJECT WEEKLY REPORT 
(Project II) 

 

Trimester, Year: 3,3 Study week no.:10 

Student Name & ID: Pang Yi Wern 18ACB01768 

Supervisor: Mr. Su Lee Seng 

Project Title: Development of Decentralized Apps Using Blockchain Technology to 

Improve Malaysian Government Services in Ministries of Home Affairs – Digital 

Identity Management 

 

 

1. WORK DONE 
[Please write the details of the work done in the last fortnight.] 

 

 

- Showed Supervisor overall system development. 

- Supervisor gave suggestions and comment  

- Supervisor checks on report progress. 
 

 

 

 

2. WORK TO BE DONE 

 

- Amendments of the proposed system needed to be done. 

- Show supervisor the amendments of proposed by this week. 

 

 

 

3. PROBLEMS ENCOUNTERED 

 

- No problems encountered. 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

- Overall user interface and functionalities of the system works smoothly.  

- Completing Chapter 4 and 6 of the report. 

 

 

 

 

 

_________________________   _________________________ 

Supervisor’s signature       Student’s signature 
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FINAL YEAR PROJECT WEEKLY REPORT 
(Project II) 

Trimester, Year: 3,3 Study week no.:11 

Student Name & ID: Pang Yi Wern 18ACB01768 

Supervisor: Mr. Su Lee Seng 

Project Title: Development of Decentralized Apps Using Blockchain Technology to 

Improve Malaysian Government Services in Ministries of Home Affairs – Digital 

Identity Management 

1. WORK DONE
[Please write the details of the work done in the last fortnight.] 

- Completed system development.

2. WORK TO BE DONE

- Complete Chapter 7 of the report.

- Complete the formatting of the report.

3. PROBLEMS ENCOUNTERED

- No problems encountered.

4. SELF EVALUATION OF THE PROGRESS

- Overall user interface and functionalities of the system works smoothly.

- Completing the report.

_________________________ _______________________ 

Supervisor’s signature       Student’s signature 
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FINAL YEAR PROJECT WEEKLY REPORT 
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Trimester, Year: 3,3 Study week no.:12 

Student Name & ID: Pang Yi Wern 18ACB01768 

Supervisor: Mr. Su Lee Seng 

Project Title: Development of Decentralized Apps Using Blockchain Technology to 

Improve Malaysian Government Services in Ministries of Home Affairs – Digital 

Identity Management 

1. WORK DONE
[Please write the details of the work done in the last fortnight.] 

- Completed system development.

- Completed report.

2. WORK TO BE DONE

- Submit report by Week 13.

- Complete presentation and send video to supervisor and moderator.

3. PROBLEMS ENCOUNTERED

- No problems encountered.

4. SELF EVALUATION OF THE PROGRESS

- Completed system development.

- Completed report.

- Preparing for FYP2 presentation.

_________________________ ________________________ 

Supervisor’s signature  Student’s signature 
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