UNIVERSITI TUNKU ABDUL RAHMAN

A STUDY OF AWARENESS OF CYBER SCAMS AND CYBERSECURITY AMONG
UNIVERSITY STUDENTS IN MALAYSIA

BONG XU LIN

A RESEARCH PROJECT
SUBMITTED IN
PARTIAL FULFILLMENT OF THE REQUIREMENTS FOR
THE BACHELOR OF COMMUNICATION (HONS) BROADCASTING
FACULTY OF CREATIVE INDUSTRIES
UNIVERSITI TUNKU ABDUL RAHMAN

MAY 2023



A STUDY OF AWARENESS OF CYBER SCAMS AND CYBERSECURITY AMONG

UNIVERSITY STUDENTS IN MALAYSIA

BONG XU LIN

A RESEARCH PROJECT
SUBMITTED IN
PARTIAL FULFILLMENT OF THE REQUIREMENTS FOR

THE BACHELOR OF COMMUNICATION (HONOURS) BROADCASTING

FACULTY OF CREATIVE INDUSTRIES
UNIVERSITI TUNKU ABDUL RAHMAN

MAY 2023



ACKNOWLEDGEMENTS
It would be impossible to complete this thesis without the assistance and

cooperation of a host of individuals and organizations. |1 am therefore deeply thankful to Mr
Anthony Gandolfo Miranti Jr (Head of Department of Media, and Dr Chong Eu Choong (Assistant
Professor of the Department of Media).

| am deeply grateful to my parents for their warm and sweet encouragement as well as
their understanding. Besides, |1 would also thank my supervisor Mr. Beh Chun Chee for the
guidance on how to improve the contents of my final year project. A big thank you to all my
family and friends who gave me moral support and encouragement throughout the whole
process.

To every one of you, | would like to express my gratitude to everyone who gave me

support. This thesis has been completed by having all of your efforts and contributions.

BONG XU LIN



Approval Form

This research paper attached hereto, entitled “A Study of Awareness of Cyber Scams and
Cybersecurity Among University Students In Malaysia” prepared and submitted by “Bong Xu
Lin” in partial fulfilment of the requirements for the Bachelor of Communication (Hons)

Broadcasting is hereby accepted.

n
7 LA,
// ‘V/’Wé‘g
\ /,/% e

— v Date: 10 May 2023

Supervisor
Beh Chun Chee



ABSTRACT

The number of Malaysians using social media has grown. The availability of the infinite social
network has been linked to arise in the occurrence of cybercrimes in Malaysia. Based on the cases
that have taken place, most cases are due to lack of awareness of cyber scams and cybersecurity.
Therefore, this study aimed at measuring the awareness level of different cyber scams and
discovering awareness of cybersecurity among Malaysian university students. In this study,
quantitative online surveys were used during the data collection process. A total of 50 respondents
have been involved in this survey. As a result, it showed that respondents had the highest level of
awareness of merchant fraud. For awareness in cybersecurity, university students were more
conscious of their privacy. A cybersecurity awareness program can be conducted as a suggestion
in any tertiary institutions. Hopefully this study will reduce the number of cases of cyber scams
and at the same time, strengthen the awareness of the major concern group, university students in

Malaysia.
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CHAPTER |

INTRODUCTION

1.0 Background of Study

Through innumerable websites and apps, social media has become a significant part of
many people’s lives, allowing them to interact with others and share their ideas, feelings and
experiences. It has the potential to be a source of shopping and entertainment, and many
companies have even found it useful for marketing and promotion (Sharma & ph social media,
2022). With this explanation, it seems as though people couldn't live without social media
because of its enormous influence on society. According to Malaysia Digital Marketing, it
stated that WhatsApp, Facebook and Instagram were the most used social media platforms in
Malaysia (Malaysia Digital Marketing, 2022). The main pros of them are definitely that they
can reach thousands of people from anywhere, this may ease the communication between
people through social media platforms, the convenience that face-to-face is not necessarily
anymore. Besides that, social media does benefit those online businesses. Since it can reach
millions or billions of people on networking platforms such as Facebook, Instagram, Twitter
etc. This makes the online businesses get attention from the users. In spite of that, there are
also cons for social media. These days the public is handling a phone, clicking into social media
platforms, and started checking on the latest posting, others’ pages, accounts. Without realizing
it, probably two out of ten were getting hacked by the fraudsters. This is called a ‘cyber scam’,
refers to someone who uses software or online services to scam or exploit victims, usually for
financial gain (Clare Stouffer, 2022). This problem occurred when there was a lack of
awareness about cybersecurity among people. Social media scamming referring to an attack on
social media platforms like Facebook, Instagram, Twitter, and others. According to CCID's

Superintendent Madhavan Nair mentioned on New Straits Times that since 2020, 48,850 online



scams have been reported (David, 2022). Linked from this seriousness, the researcher has more
concern on the university students in Malaysia which are known as the ‘Z generation’ in the
society. They belong to the latest generation which uses social media platforms for one of their
daily essentials, plus the study from a book titled ‘Cyberpsychology, Behavior, and Social
Networking” showed that more than one-third of 295 Malaysian students have fallen into social
media scamming (Kirwan et al., 2018). This makes the researcher enthusiastic to figure out
their awareness level for cyber scams. There are many websites, even postings that speak
briefly of the happenings of social media scamming and how to notice them. For instance,
Panda Dome website they have listed down 10 different social media scams that could take
place to all of us (Security, 2020). Which are lottery and free gift card scam, gossip scam,
healthcare scam, catfishing, photo of you scam, account cancelled scam, the 419 scam or
Nigerian scam, stuck abroad scam, 1Q scam and see you viewed your profile scam. But here to
emphasize their content about scams could happen is the victims’ greed, curiosity, trust etc.
We have been reminded many times but somehow, we still have people who have fallen into
traps again. Based on a news article by New Straits Times, it says that the police predicted that
young people, particularly students, would become scammers' newest prey (Basyir & Naz
Harun, 2022). Occurrence of these problems make the researchers want to emphasize on this

topic once again on Malaysian university students.

Mentioned about the cyber scam encounter affected by the cognitive of cybersecurity
awareness. It belongs to the first step before it becomes a proper culture for all of us, as
cybersecurity is an understanding security danger and acting responsibly to minimize risks are
two components of cybersecurity awareness (Apps, 2023). As what a computer and informatics
organisation from India they have mentioned that understanding the scope, application, and

appropriate usage is crucial for cybersecurity. Many people don't realise that cybersecurity
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extends beyond protecting online computers. To protect the hardware, software, data, and
information found in an online system against any type of compromise is to practise
cybersecurity. For individuals, privacy and access control are important for their cybersecurity
awareness (Tirumala et al., 2019). Thus, cybersecurity as an independent variable that could
affect the occurrence of cyber scams, it acts as a significant in this study as well. The research
is going to figure out the cybersecurity awareness among Malaysian university students so that

it could help them to prevent from cyber scams encountered.

1.1 Problem Statement

Presently, there is still a lack of studies about the level of awareness for specific fields
of scams. Mostly placed to identify the factors that affect their awareness of social media or
targeted on the general scamming instead of narrowing it down to certain scam. From the
perspective of researchers, the main concern to avoid cyber scams is to increase the awareness
of cyber scams among the target respondents, Malaysian university students. Hence, it is
important to focus on the level of awareness for different cyber scams first before getting into
the factors that affect the tragedy of scamming. There are many different scams that can be
done by scammers on social media which include e-commerce, illegal loans, jobs, investment
schemes and money mulling etc. However, this study focused on four cyber threats which are
phishing scams, investment schemes, romance scams and merchant fraud based on our interest

in the age of 18-26 years old Malaysian university students' perceptions of cybersecurity.

1.2 Research Objectives
The aim of undertaking this study is:
1. To measure the awareness level of different cyber scams among university students in

Malaysia.
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2. To discover the awareness of cybersecurity among Malaysian university students.

1.3 Research Questions
1. What is the awareness level of different cyber scams among university students in
Malaysia?

2. How aware are the Malaysian university students in terms of cybersecurity?

1.4 Significance of Study

The study would be useful in detecting the awareness for cyber scams and cybersecurity among
Malaysian university students. The goal of this study is to caution the community of students
about the occurrence of cyber scams and also raise up their awareness on their cybersecurity.
Besides, the study also aims to reduce the number of cases for cyber scam going to happen in

Malaysia.

1.5 Summary
This chapter introduced the background of study, problem statement, research objectives,

research questions and significance of study.
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CHAPTER II

LITERATURE REVIEW

2.0 Introduction

This section highlights the key findings from previous or past studies that have been
conducted on the awareness of cyber scams and cybersecurity. It will discuss the awareness
level of different cyber scams which include phishing scam, investment scam, romance scam
and merchant fraud respectively. Simultaneously, cybersecurity awareness will be talked
through also by mentioning the basic knowledge for cybersecurity be made up of privacy,

password management and trust.

2.1 Types of Cyber Scams

A higher-level awareness of cyber scams could reduce the occurrence of cyber scams. Yet, this
awareness is depending on the person itself. According to a study from New York researchers,
they had done an interview with five scammers to understand why they have the urge into
Internet scamming (Claude Tambe Ebot & Siponen, 2014). The result shows it can be
explained with an interaction between socioeconomic and dynamic thinking processes. For
those scammers who are around 30 to 38 years old, they probably do it for revenge, or we can
say payback. When a person does nothing while reaching their middle age, they have the urge
to do something that is highly paid for their entire life. For example, they did Internet fraud
which got a good reward especially financially as the most pragmatic way to accomplish that
was through internet fraud. While for scammers who are between 20 to 24 years old, they
stumbled into scamming because the opulent lifestyles of the more experienced fraudsters
enticed them. Nevertheless, these results can’t be fixed for all scammers who commit cyber

scams. There are thousands of tricks that could happen, however in this research we are going
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to focus on the general four cyber scams that frequently come into being among us. First to
explain details and knowledge about each scam before survey the awareness level for each

scam among our targeted respondents, university students in Malaysia.

2.1.1 Phishing Scam

People communicate through social media, while phishing assaults cannot be avoided in online
communication. Phishing attacks are usually used when an attacker who poses as a reliable
source tries to trick the recipient to click into malicious links (McKeever et al., 2020). They
could be using email or short message service (SMS) to send those ransomware attacks.
Ransomware is a sort of malware attack in which the attacker locks and encrypts the victim's
data, critical files, and then demands money in exchange for the decryption and unlocking of
the data (McKeever et al., 2021). Whenever the recipient clicks into it, it may cost them data
loss, even financial loss as their user data and card number could be stolen by a hacker. For
instance, we received an email or text from an unknown sender and at the moment we clicked
into the malicious link, our device could be hacked immediately, and we would lose our privacy
and data. By focusing on university students, a study from Purdue University mentioned that
younger participants (18 to 25 years old) were more subject to such attacks, mostly because
they have less exposure to technological expertise, are less comfortable with the internet, and
have not had any phishing training (Kancherla, 2017). However, their result shows students
with higher education would be less likely to be involved in phishing attacks because of their
wisdom and information about phishing. They have also brought up the number one reason
why phishing scams keep happening is due to lack of training and awareness about this issue.
As students, they use email to check messages and information ordinarily. Leading phishing
scam to occur more often in email receiving. In order to reduce the cases of this scam, either

to improve the security system of school authority or to enhance the cybersecurity attentiveness
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of students themselves. From this research we are going to observe a degree of awareness
among university students in Malaysia so that phishing scams can be taken into the attention

of related authorities such as school and government as well.

2.1.2 Investment Scam

Owing to the fact of coin depreciation, people start working on investment nowadays. It could
be the easiest and fastest way to earn money. Bringing investment fraud to happen, which
apparently scam for the purpose of monetary gain. ‘The victims' desire to enhance their income,
lack of resources in life, susceptibility to persuasion, faith in their own abilities, and
carelessness contributed to their involvement in investment fraud’, a thesis by PhD in Criminal
Justice mentioning that actually the origin of investment scams is all from the victims
themselves (Badua, 2020). Greater vulnerability results from a desire for money. How does
this investment fraud work? The most common gimmick that we see is ‘pyramid schemes. It
works by promising to pay the members if they are able to recruit more members to join the
investment package. Other than that, a ‘gold investment scam’ is even worse than a ‘pyramid
scheme’ because the victim will have to pay an amount to the company before they get their
promised money back. This will cost them financial loss. Basically, the company would try to
bother them with advantages and rewards. In order to compromise them to join the investment
package which is fake. An online information from Ariel Chew has provided lots of wisdom
about investment scams and the way to prevent them, and it has also given advice to all
investors saying that ‘prevention is better than cure’(Chew, 2016). Along with changes with
time, we are now living in the golden age of financial technology (FinTech), ‘money game’
has come about as a talking point around people. According to knowledge instructions from
Greaterthan, money games required 8-15 people to ‘play’ (The Money Game Experience, n.d.).

It indicates the participants will be asking to let go of a meaningful sum of money that they feel
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comfortable letting go of. The amount will be around RM10-RM500. Literally, RM10 can be
only a small amount. However, after a few rounds the accumulation of the amount could be up
to RM1000 or even higher. This is why people get tricked in money games. This kind of
investment is suitable for people who do not have a high income or resources, especially
students. The awareness of getting scammed from money games should blaze up among them.
Although there are benefits from investment which receive extra salary, at the same time they
should watch out for scammers as well. Therefore, their awareness about investment scams is

significant in this research.

2.1.3 Romance Scam

For the age of a student around 18 to 26 years, to be loved by a lover is blessed. They desire a
sense of romance to happen to them. Normally, people get into a relationship by meeting face-
to-face, either they get to know each other well from friend to couple; or love at first sight.
According to an expert blogger Sylvia Smith, stated people get to be in a relationship, it is due
to there being someone who clearly understands you, who makes you feel romantically happy
and an all-time accountability partner etc. reasons that make people craving for a romance
relationship (Smith, 2021). It seems like people who fall in love are able to fulfill their needs.
However, if all these actions can be done on the internet, which means online, what’s the
possibility that people could fall in a romance scam? As we know, nowadays masking on social
media is normal. Sometimes, we chat with anonymous people online without really realizing
who the actual person looks like in reality. During the MCO lockdown period, we can’t hang
out with friends nor meet new acquaintances. This led to dating apps such as Tinder, TanTan,
Bumble etc. becoming well known around youngsters (The ASEAN Post, 2020). “Not just to
find love, but for some sort of human connection”. On the authority of an article by Universiti

Kebangsaan Malaysia which did an analysis about the steps and strategies of an online romance
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scam that happened in Malaysia, it concluded that a scammer’s strategies include three stages:
initial, pre-attraction and hooked (Shaari et al., 2019). Firstly, initial stage cover ‘trust’ between
scammers and their potential victim. Their relationship establishes and contacts with formal
conversation. After that, scammers begin to involve a more personal level of communication
by sharing their profiles like culture background, education, images and friends in the pre-
attraction stage. In this phase, scammers may be using fake profiles just like masking, and
strengthen the relationship by using words or phrases that are similar to the victim. For instance,
religious connotations such as ‘Allah God bless you’ and trustworthy words ‘I’m very honest’
to victims. To make victims believe that scammers have the same feelings as them. In the final
hooked stage, scammers start to create a more flexible, casual conversation with their victims.
It could be telling victims that they have financial problems or any possible situations that
money is needed. Just because the relationship has been developed, the victim falls into the
trap. Since our target respondents are university students, romance scam has been listed down

to get their attention in sequences to reduce the number of romance scam victims in Malaysia.

2.1.4 Merchant Fraud

When a fraudster pretends to be a merchant in order to handle transactions and steal money, it
is known as merchant fraud (Gurus, 2021). In short, scammers use fake identity to create a
business account in order to trick the buyers’ money, which is what happened to merchant
fraud. How’s normally a merchant fraud could happen? It is due to online shopping. During
two years of MCO lockdown, people have been restricted from stepping out of home to in-
store shopping. The use of electronic shopping (e-shopping) has begun to sprout among us. It
was mainly for crowd avoidance at that time, yet it still continues to be used by the majority
for its convenience, cheaper price etc. that made people addicted to it. Official e-shopping

platforms like Shopee, Lazada, Taobao etc. are popular in utilization rate. While there are also
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some unofficial websites that operate business online. For the reason of technological
advancement, scammers use the internet to commit crime. In this case, they normally belong
to unverified merchants and shady their front store products so as to trick their potential victim
into traps (Love, 2022). Referring to wisdom authored by Dhruv written in a website called
PayU Blog, there are three different types of merchant fraud. First and foremost, bust-out fraud
is the common fraud where the criminals dupe their victim by selling things on a fake store and
processing fraudulent transactions, vanishing after that. Secondly, transaction laundering refers
to some kind of ‘structuring’ their business by handling credit card transactions using a
legitimate company's merchant account. Through the use of a low-risk merchant category code,
they are able to obtain normal merchant processing while also taking advantage of lower rates
and fewer restrictions. Lastly belongs to identity swap in which the criminals manage a real
store online but with no actual sales. Usually, they use it for illegal activities’ transaction such
as drug cartels (Dhruv, 2022). Focus point on university students, research by Global Business
and Manage Research had shown that nowadays university students are loyal customers to e-
commerce (Abdullah et al., 2022). They will prefer platforms that give them the highest value
such as satisfaction like web design, system availability and contact services. In the case when
those fraudsters fulfilled all these factors, users track into the trap easily as well. Hence, this
study is going to investigate university students’ awareness of this merchant fraud in order to

reduce scam cases.

2.2 Cybersecurity Awareness

It is connected after mentioning the awareness of cyber scams. The tragedy of cybercrimes can
be reduced if cybersecurity is being taken. According to a case study from Universiti Teknologi
Malaysia, they found out that the university students in Nigeria lacked the basic knowledge of

cybersecurity (Garba et al., 2020). Surprisingly, 346 out of 367 respondents strongly would
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like to learn more about cybersecurity. From this research, there is a need to conduct a similar
case study for Malaysian university students in order to understand their cybersecurity
awareness and whether any of the cybersecurity awareness programs are considered in tertiary
institutions. Lack of awareness of cybersecurity has some negative effects. Fundamentally,
internet users will be easily influenced by the scammers due to their uninitiated experience in
cyberspace and it is a high probability to get involved in cybercrime (Kamalulail et al., 2022).
The basic knowledge of cybersecurity including privacy, password management and trust. The
knowledge factors are way more significant than any demographic, social media attitudes and
environment factors (Kamalulail et al., 2022). As social media users, it is critical that they have
the knowledge and ability to control their social media (Saizan & Singh, 2018). In fact, since
awareness of cybersecurity is very important, a conference from Barcelona, Spain had
proposed for increasing public understanding and awareness of cybersecurity via necessary
steps and researchers from University of Belgrade mentioning that educational institutions
could take a more active approach to improving students' cybersecurity knowledge in order to
protect themselves from cyber-attacks (Al-Mohannadi et al., 2018) (Kovacevi¢ & Radenkovic,

2020).

2.2.1 Privacy

First and foremost, sharing something on social media means parting ways with your privacy
(Privacy on Social Media, n.d.). We are free to use and post anything on our social media
platforms. For example, before creating an account on Facebook, we were required to fill up
our personal information such as full name, date of birth, contact details, etc. which were
already in the situation of possible consequences of being scammed. From the case study from
UiTM Negeri Sembilan, they had reviewed that every user on the internet had to know privacy

refers to keeping personal information private and away from people with bad intentions is



19

crucial (Kamalulail et al., 2022). Besides that, the willingness to share personal information
with others should be reserved for people who can be trusted, and any information shared by
others should be checked and verified. Anyhow, getting scammed is unavoidable when the
fraudsters were the major-league and expert on how to swindle a person perfectly. As a user
can only do their part of privacy management well. For instance, set the security model of
“visible only to me” as default option on any social media platforms. In spite of that, posting
daily stuff on social media seems to be accustomed to. Hence, as users we can't really keep
everything private unless we are the one who is disconnected from social media, also known
as a 'lurker' to others. As stated by an author Megan Ellis, a lurker is someone who does look
at social media, social media profiles, and forums but does not interact or post anything (ELLIS,
2019). One of the slang terms used in social media. This makes us have a contradiction that we
have to care for privacy at the same time as using social media for our daily essentials. However,

we still have to be aware of privacy cybersecurity so that cybercrime can be prevented.

2.2.2 Password Management

Every social media account needs a password to login. Normally, the password manager
suggested users to create a strong password with at least 8 characters long and use a
combination of upper- and lower-case letters, symbols and numbers. However, such a strong
password is difficult to remember, so users were forced to write them down, making them more
vulnerable to cybercrime. Research by Mohammed A. Algahtani had also revealed that 11.5
percent of users generate their passcodes using their username and email, while over 12 percent
use their birthdays and mobile phone numbers. People created passwords with numbers that
they are familiar with in order to remember well (Algahtani, 2022b). According to a review by
the same author also, a survey discovered 80% of users kept using their current passcodes

wherever possible. The hackers could just try the same password to log into their multiple
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accounts at once, this might easily result in a cyber scam. Hence, there are few other ways to
replace passwords or to concrete the users’ password security, which also means password
alternative. There are multi-factors authentication (MFA), biometrics password, etc. that we
can often find from any website. The MFA approach requires two or more pieces of evidence
to authenticate the login user. The common form of MFA that we used was two-factor
authentication (2FA). 2FA strengthens the authentication process' security by making it more
difficult for hackers to access a user's devices or online accounts (Rosencrance et al., 2021). It
added the second layer for login to an account. Normally, after entering the password the user
will have to answer a simple question such as ‘What is your favourite fruit?’, something that
only the user self-knows. Otherwise, one-time password (OTP) is used, in which the user will
receive a unique password or 8-digit code thru short message service (SMS) on their actual
phone number. The OTP will basically only be valid for 30 seconds to 1 minute duration. If
the user failed to enter the code on time, the login failed automatically. Besides that, biometrics
approaches include facial recognition, fingerprint scanning, voice authentication, etc. which
require any parts of the users’ DNA to unlock. This password alternative approach is
considered as the strongest way of login since the user has to present tangible identification to
access their account. Password as the major element before entering an account. Even if the
MFA approach is functioning, there still could be a possibility of cyberpunk trying to hack
users’ passwords. Thus, password management is listed among the cybersecurity awareness to

inform users to be defensive with it.

2.2.3 Trust
A connection between a trustor and a trustee is referred to as a trust (Tang & Liu, 2015). When
it comes to trust, we take the easy route or shortcut by asking trustees or other reliable sources

for information directly by considering that we have faith in what the trustee stated. In this
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research, we focus trust on social media and cyber scam. How does trust affect cybersecurity
of the users? How and why did the users believe information or people in the media easily?
Social media provides information sharing and communication. When it comes to information
sharing, trust is needed. As a user, we have to make ourselves believe in the fact that is given
by the sender, before we take it into consideration. However, a blunder trust or we say mistrust,
could bring consequences such as cyber scam, phishing attacks etc. Normally, cyberpunks or
we know as hackers use it to fulfill their goal, which aims to bother their target sufferer. As
mentioned above, social media provided information sharing and communication thus people
nowadays relied on it to satisfy their needs. In spite of that, it can be risky to seek information
on social media. From the literature by Ingrid Hsieh-Yee, she has identified that trust and risk
as two related factors that influence social media behavior (Hsieh-Yee, 2021). In order to avoid
consequences from mistrust, these trusting beliefs of Integrity, Ability and Benevolence can be
assembled by users to define if trust is warranted. Firstly, Integrity is the conviction that the
person or thing to be trusted is trustworthy, honest, and will act morally. Ability defines the
trusted party's capacity to carry out their responsibilities effectively. It can be said as the
“Authority” standard used to evaluate web resources and scholarly resources. Finally,
Benevolence refers to the dependable party who cares about the user's interests, is well-
intentioned, and prioritizes the user over the party's interests (McKnight et al., 2002). In short,
Users must determine whether the source of the information is reliable and honest. Losses of
time, money, safety, privacy, and other personal damage could result from trusted parties
providing misleading information. Since trust is all controlled by users’ self, it is significant to
let them understand the possibility of cyber scamming from mistrust. Hence, this is why trust

has been listed among cybersecurity.

2.2.4 Awareness
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No matter who we are, awareness of cyber scams and cybersecurity is significant for us as in
this technological era the internet is kind of necessities. Users' ignorance of the hazards in
cyberspace could lead to security problems. Hence, a suitable setting for educating people
about the risks and periodically reminding them of them is cybersecurity awareness. As a
solution, completing a brief online cyber security awareness course as a requirement for
orientation has been proposed by research of American Institute of Physics. The students
should be made aware of this from their very first day of college, and they may use it when
they begin working (Ramakrishnan et al., 2022). However, it would be asked in this study
also for the target audiences’ decision whether to wish cybersecurity awareness as a course in

their academic semester.

2.3 Summary

In this chapter, the research literature review has been discussed about each scam in details.
Especially about its scam process. Besides, the section in cybersecurity awareness involved
ways to improve each of the essentials of cybersecurity including privacy, password

management, trust and awareness.
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CHAPTER Il

RESEARCH METHODOLOGY

3.0 Introduction

This section is going to highlight the research design, data collection method and research
instrument used by the researcher. First of all, in order to obtain results, a quantitative approach
was used as a method in this research. A quantitative research method deals with quantifying
and analyzing variables. It entails the use of numerical data and statistical tools to analyze that
data in order to provide answers to queries like who, how much, what, where, when, how many,
and how (Apuke, 2017). The topic of this research is related to awareness, the researcher has
to find out either higher or lower and statements explaining the statistics of Malaysian
university students about cyber scams and cybersecurity consciousness. Hence, a quantitative
approach had been used. Secondly, since the researcher was studying awareness among
university students. Therefore, the target population goes to students as well. Simple random
sampling used in the sampling method, which refers to each person in the population having
the same chance of being chosen. The entire population should be included in the sampling

frame.

3.1 Research Design

When the participants first clicked into the Google Form produced by the research, there are a
total a of 4 questions asking for the demographic information of the respondents in Section A.
After that, straight away to the next Section B contained 8 questions asking about the level of
awareness for each scam including phishing scam, investment scam, romance scam and
merchant fraud by using Likert scale measurement for rating. The lowest rate represents they

are not aware of the scam at all while the highest rate representing, they are extremely aware
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of the scam. After their rating, along with asking them whether they have encountered a certain
scam before, to understand the victimization rate. A total of 2 questions for each scam, one for
rating and one for encountering. A further study on the next Section C to understand their
behavior when using social media sites and to discover how aware they are of cybersecurity.
There are 14 questions for the overall cybersecurity awareness. Each 5 questions for questions
about privacy and password management while the other 2 questions each for the trust and
awareness questions. After completion of the questionnaire, a word of thanks was to be

expressed to the participants.

3.2 Data Collection Methods

For the findings, the researcher had spread to 50 participants that aged 18 to 26 years to
complete the survey online via answering on Google Form. Targeted Malaysian university
students through social media platforms such as Instagram story, Facebook story and

WhatsApp.

3.3 Research Instrument

This study using correlational research attempts to use statistical data to quantify the strength
of a link between two or more variables (Key Elements of a Research Proposal Quantitative
Design, n.d.). Variables are measurable qualities that are typically divided into dependent and
independent variables based on the instrumentation. This study using correlational research
attempts to use statistical data to quantify the strength of a link between two or more

variables.

i) Dependent Variables
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The main and only dependent variable belongs to the awareness of cyber scams of the

Malaysia university students.

ii) Independent Variables

Several of independent variables were considered: the behaviors using social media sites with
cybersecurity awareness for (1) privacy, (2) password management, (3) trust and (4)
awareness. Besides, the encountered experiences could also be one of the independent

variables to affect the awareness of cyber scams.

3.4 Summary
This chapter involved the research design of the questionnaire with data collection methods

and the research instrument with dependent and independent variables respectively.
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CHAPTER IV

FINDINGS & DATA ANALYSIS

4.0 Introduction

The awareness of cyber scams is the main significant outcome to study for in this research. In
this chapter is going to analyze the results from the questionnaire that has been distributed to
audiences aged 18 to 26 years to understand the level of awareness for each scam of Malaysian
university students and their cybersecurity awareness. The data will be analyzing the acquired

data by using tables and graphs.

4.1 Findings

4.1.1 Participants

Count of Age Educatil-!|
Age - Ethnicity | ~ Gender | ~ | Bachelor's Degree Diploma Foundation Grand Total

-118 - 20 =IChinese Female 1 2 3
=121 - 23 =Chinese Female 29 29
Male 12 12
- Malay Male 1 1
=124 - 26 =’Chinese Female 2 2 4
Male 1 1
Grand Total 45 3 2 50

Table 4.1 Total participants with analysis

The researcher obtained data from the age of 18 to 26 university students in Malaysia
of both genders regardless of race who are still studying whether in Foundation, Bachelor’s
Degree, Master’s Degree, Doctorate or others. According to the data from (Ruby, 2023), the
Internet User Statistics 2023 found out that the age group of 18 to 29 years old belongs to 99%
of internet users. In the questionnaire having a total of 50 respondents. According to Table 4.1
it showed that the most participated in the questionnaire age range were around 21 to 23 years

old which with 42 participants. The majority of respondents were female (n=36; 72 percent)
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and left out (n=14; 28 percent) of male respondents. They were Chinese Malaysian in ethnicity
(n=49; 98 percent). The one remaining participant was Malay ethnicity. For their education
background, most of the respondents had their bachelor’s degree at the moment (n=45; 90

percent), while three participants in Diploma and two in Foundation study.

4.1.2 Level of Awareness

Phishing Scam

Phishing Scam

50 responses

20
18 (36%)

15
15 (30%)

10 11 (22%)

4 (8%)
2 (4%)

1 2 3 4 5

Graph 4.2.1 Phishing Scam

First and foremost, we analyze phishing scam. The level of awareness for phishing scam among
50 university students in Malaysia conforming to Graph 4.2.1 shows that a total of (n=18; 36
percent) of them were extremely aware of this scam while (n=2; 4 percent) were not aware at
all of this phishing scam. The data analyze that Malaysian university students having a quite
high awareness in phishing scam as it has already crossed the half value standard of awareness
of the overall. Since some phishing scams such as fake URLs and emails gradually become a
common fraud among the society, we could saw those anti-phishing ads around us to warn

people about phishing scams. They usually offer advice on how to recognize and avoid
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phishing emails, such as looking for misspellings or suspicious links. Hence, the awareness of

getting phishing scam increased.

Gender ~  Have you encountered phishing scam before? - Age Ethnicity ~ Count of Gender
Whhm-za Crinese m
-124 - 26 Chinese 2
Yes Total
=118 - 20 Chinese 3
=21 -23 Chinese 15
-124 - 26 Chinese 2
No Total
-'Male =21-23 Chinese 6
Malay 1
Yes Total
=121 -23 Chinese 6
=124 - 26 Chinese 1
No Total

Table 4.2.1 Have you encountered phishing scam before

According to Figure 4.2.1 there are a total of 23 over 50 respondents that have encountered
phishing scam before regardless male or female. We can obviously see that the age around 21
to 23 years belongs to the age for getting either a YES or NO when encountered in a phishing
scam. Which means the people around this age especially females are most vulnerable to scams.
For the remaining 27 respondents, they have not encountered a phishing scam before. In
summary, for phishing scam, although the awareness level is high. However, the amount of
victim fall in this scam is also quite a number. Therefore, it can conclude that phishing scam

still needs attention for nip in a bud among university students in Malaysia.

Investment Scam
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50 responses

29

20 20 (40%)
15
15 (30%)

10

. 7 (14%)

5 (10%)
3 (6%)
0
1 2 3 4 5

Graph 4.2.2 Investment Scam

50 participants having quite high awareness in investment scam as the data from bar graph

Graph 4.2.2 showed that (n=20; 40 percent) of them were rating 5 over 5 of awareness.

However, (n=3; 6 percent) respondents were not aware of this investment scam. This may be

because currently there are quite a lot of postings about preventing investment scams on social

media platforms hence people get higher awareness for this scam.

| No Total

Table 4.2.2 Have you encountered investment scam before

Gender Have you encountered investment scam before? Age Ethnicity  Count of Gender
Female 21-23 Chinese 5
24 - 26 Chinese 1
Yes Total
18- 20 Chinese 3
21-23 Chinese 24
24 - 26 Chinese 3
No Total
Male 21-23 | Chinese 2
Malay 1
Yes Total
21-23 | Chinese 10
24-26 Chinese 1
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Table 4.2.2 showed that of a total of 41 respondents, they were not encountered to any
investment scam before, but the remaining 9 respondents were trapped before. In details we
can see that, actually the amount of female participants that have encountered to investment
scam before (6/36 = 16.6%) is lower than male participants (3/14 = 21.4%). It may be because
of males are more interested and willing to invest in high-risk. In spite of that, it could not draw
a conclusion for this general analysis. Research by (Lokanan & Liu, 2021) found out that the
proportion of female victims’ economic losses through investment is higher than males. It may
also speculate that there are factors that cause women trapped into investment scam with

unknown tricks.

Romance Scam

Romance Scam

50 responses

30

20 21 (42%)
15 (30%)
10

2 (4%) 7 (14%) 5 (10%)

Graph 4.2.3 Romance Scam

For romance scam, Graph 4.2.3 showed that there are (n=7; 14 percent) of respondents only
slightly aware of this scam. However, also (n=21; 42 percent) of them were extremely aware
of romance scams too and (n=15; 30 percent) were moderately aware. We can see that a great

majority of respondents have a rating of 4 to 5 for high awareness. However, there are still
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some of them only slightly aware of the romance scam. It may be because nowadays there are

still lack of knowledge about this scam.

Gender Have you encountered romance scam before? Age Ethnicity  Count of Gender |
Female 21-23 | Chinese | 1
Yes Total
18- 20 Chinese 3
21-23 Chinese 28
24 - 26 Chinese 4

No Total

Male 21-23 Chinese 12
Malay 1
24-26 Chinese 1

No Total

Table 4.2.3 Have you encountered romance scam before

According to Table 4.2.3 a high total of 49 respondents have not encountered any romance
scam before, only one over 50 of them encountered before. The only one was female and she
aged between 21 to 23 years. This indicated that there were very few of victim among

Malaysian university students that have been run into romance scam.

Merchant Fraud

Merchant Fraud
50 responses

30
23 (46%)
20

14 (28%)
10

7 (14%)
3 (6%) 3 (6%)

1 2 3 4 5

Graph 4.2.4 Merchant Fraud
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Figure 4.2.4 showed that (n=23; 46 percent) respondents were extremely aware of the merchant

fraud. There are only (n=3; 6 percent) respondents who are not aware of this scam. In between,

(n=14; 28 percent) of them being moderately aware of merchant fraud while half of the

respondents (n=7; 14 percent) were somewhat aware of this scam only. Overall, university

students in Malaysia are still having a high awareness to merchant fraud.

Gender Have you encountered merchant fraud before?

Ethnicity

Count of Gender

Chinese
Chinese

Female —
Yes Total

Chinese
Chinese
Chinese

No Total
Male

Chinese
Malay

Yes Total

Chinese
Chinese

| No Total

Table 4.2.4 Have you encountered merchant fraud before

Conforming from Table 4.2.4 we can notice that a total of 36 participants have not encountered

merchant fraud before while 14 participants have been confined to merchant fraud before. If

calculate in detail, we can know that the percentage of female respondents encountered to

merchant fraud (11/36; 30.5 percent) is higher than male respondents (3/14; 21.4 percent). This

can predict that because online shopping is more obsessive to females, most of the time males

are not so into cybershopping. Thus, merchant fraud less likely happen on males.

4.1.3 Cybersecurity Awareness

Privacy
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What is the privacy setting of your social media accounts?

Gender Age Private Public Grand Total
Female 18- 20 3 3
21-23 22 7 29
24 - 26 2 2 4
Female Total 24 12 36
Male 21-23 8 5 13
24 - 26 1 1
Male Total 9 5 14
Grand Total 33 17 50

Table 4.3.1 What is the privacy setting of your social media accounts

The first question in the privacy section asking about the respondents’ privacy setting of their

social media accounts. From Table 4.3.1 we can see that overall, people are more tend to private

their social media accounts as there are 33 out of 50 respondents chose to private instead of

public their social media accounts. This can be understood as respondents are more care about

their privacy, and control over who can see their content.

Do you accept friend request from strangers?

Gender Age Yes No Grand Total
Female 18- 20 3
21-23 4 25
24 - 26 4
Female Total 7 29 36
Male 21-23 2 11
24 - 26 1
Male Total 2 12 14
Grand Total 9 41 50

Table 4.3.2 Do you accept friend request from strangers

Accepting friend requests from strangers could bring online harassment and stalking. Followed

by scams and phishing attempts. As advice we do not simply accept strangers’ friend request.

From the questionnaire, there are 41 out of 50 respondents that felt the same also as shown in

Table 4.3.2. They do not accept friend requests from strangers except for people well-known.



Do you reveal your location on your social media?

Gender Age Yes No Grand Total

Female 18- 20 3
21-23 8 21
24 - 26 1 3

Female Total 9 27 36
Male 21-23 4 9
24 - 26 1

Male Total 4 10 14

Grand Total 13 37 50

Table 4.3.3 Do you reveal your location on your social media

34

Conforming from Table 4.3.3 total of 37 respondents that do not reveal their location on social

media while 13 of them chose to show up their location. For privacy purpose, it is not

recommended to reveal our location on social media which that means we are sharing our

location on social media and can make it easier for cybercriminals to hack into accounts or

steal personal information. The analysis showed most of the respondents are concerned about

their privacy on social media.

It is not a problem to post your basic personal information on social media.

Gender Age TRUE FALSE Grand Total
Female 18 - 20 2 1
21-23 12 17
24 - 26 2 2
Female Total 16 20 36
Male 21-23 6 7
24 - 26 1
Male Total 7 7 14
Grand Total 23 27 50

Table 4.3.4 It is not a problem to post your basic personal information on social media

Through Table 4.3.4 we can see that the number of respondents that decide to post or not post

their basic personal information on social media is about the same. However, there is possibility

that the 23 of them only posting necessary and appropriate personal information on social

media such as name, date of birth and gender. No including any contact information. The data
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analyse that posting personal information on social media mostly depending on the person,

personal opinion will do.

Are you aware of posting private photography such as selfie could lead to scamming?

Gender Age Yes No Grand Total
Female 18 - 20 1 2
21-23 21 8
24 - 26 3 1
Female Total 25 11 36
Male 21-23 8 5
24 - 26 1
Male Total 9 5 14
Grand Total 34 16 50

Table 4.3.5 Are you aware of posting private photography such as selfie could lead to

scamming

We can obviously observe that respondents are aware of posting private photographs could
lead to scamming as 34 out of 50 of them answered yes in Table 4.3.5. Despite that, people still
getting selfie and post on social media as selfie has become the common routine among society

nowadays.

Password Management

Do you use the same password for multiple accounts?

Gender Age Yes No Grand Total
Female 18- 20 3
21-23 20 9
24 - 26 4
Female Total 24 12 36
Male 21-23 11 2
24 - 26 1
Male Total 11 3 14
Grand Total 35 15 50

Table 4.3.6 Do you use the same password for multiple accounts
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Most of the respondents are using the same password for multiple accounts as Table 4.3.6
shows 35 over 50 of them voted for yes. This action may be convenient for the user, yet it poses
a security risk as if one account is compromised, all your other accounts could also be at risk.
In this analysis we noticed that respondents have less awareness about their password usage

which using same password for multiple accounts.

Do you change passwords periodically?

Gender Age Yes No Grand Total

Female 18 - 20 1 2
21-23 5 24
24 - 26 4

Female Total 6 30 36
Male 21-23 13
24 - 26 1

Male Total 14 14

Grand Total 6 44 50

Table 4.3.7 Do you change passwords periodically

Table 4.3.7 obviously shows that most of the respondents do not change their passwords
periodically as the amount of 44 over 50 of them. Usually, people do not simply change
password as they may forgot the latest password that they have set. Hence, this result showed

is acceptable. Nevertheless, changing password periodically does really enhance our password

security.
You don't mind sharing passwords with your friends.
Gender Age TRUE FALSE Grand Total
Female 18 - 20 1 2
21-23 2 27
24 - 26 1 3
Female Total 4 32 36
Male 21-23 2 11
24 - 26 1
Male Total 2 12 14
Grand Total 6 44 50

Table 4.3.8 You don’t mind sharing passwords with your friends
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Data from Table 4.3.8 showed that 44 out of 50 respondents are minded sharing passwords
with their friends. In this stage, we can see that most of them have awareness of their password
privacy, which is good. For the reason that password belongs to our very private information

as it can login to platforms of us, it should not being share with others than ourselves.

Do you use previously or used passwords whenever needed to create a password?

Gender Age Yes No Grand Total

Female 18 - 20 3
21-23 25 4
24 - 26 3 1

Female Total 28 8 36
Male 21 - 23 10 3
24 - 26 1

Male Total 10 4 14

Grand Total 38 12 50

Table 4.3.9 Do you use previously or used passwords whenever needed to create a password

A total of 38 respondents uses their previous passwords whenever needed to create a password
while the remaining 12 do not, data obtained from Table 4.3.9. It may be because their previous
password is easier to remember. Additionally, people may believe that their previous password
was strong and secure, so they feel comfortable using it again. However, reusing passwords
can pose a security risk because if one password is compromised, then all accounts that use
that same password can also be compromised. At this point, people are less aware about their

password management.
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Do you think two-step verification passcode should be compulsory whenever login?

Gender Age Yes No Grand Total
Female 18 - 20 2 1
21-23 22 7
24 - 26 3 1
Female Total 27 9 36
Male 21-23 11 2
24 - 26 1
Male Total 12 2 14
Grand Total 39 11 50

Table 4.4.0 Do you think two-step verification passcode should be compulsory whenever

login

From the data obtained from Table 4.4.0 there are (n=39; 78 percent) respondents that think

two-step verification passcode should be compulsory whenever login. While the remaining

(n=11; 22 percent) do not think so. This analysis depends on the person, two-step verification

passcode is good for our password management but for those choosing not to have, they may

be thinking that it takes time during login.

Trust
Are you aware that we could be scammed by SMS or emails?
Gender Age Yes No Grand Total

Female 18 - 20 2 1
21-23 27 2
24 - 26 3 1

Female Total 32 4 36
Male 21-23 11 2
24 - 26 1

Male Total 11 3 14

Grand Total 43 7 50

Table 4.4.1 Are you aware that we could be scammed by SMS or emails

Table 4.4.1 showed 43 out of 50, most of the respondents were aware that they could be

scammed by SMS or emails. At this point this question can be a reminder to respondents that
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do not trust people easily as any receiving from strangers could lead to a scam. Fortunately,

they have a sense of trust when dealing with outsiders.

Did you filled up any form with personal information that was given by a stranger?

Gender Age Yes No Grand Total

Female 18- 20 3
21-23 12 17
24 - 26 4

Female Total 12 24 36
Male 21-23 5 8
24 - 26 1

Male Total 5 9 14

Grand Total 17 33 50

Table 4.4.2 Did you filled up any form with personal information that was given by a

stranger

Table 4.4.2 showed that 33 compared to 17 respondents do not fill up any form with personal

information that was given by a stranger. Which means they are still concerned about their own

privacy and do not simply trust any requests from others unknown person.

Awareness
Were you aware of any cyber scams before this?
Gender Age Yes No Grand Total
Female 18 - 20 1 2
21-23 27 2
24 - 26 4
Female Total 32 4 36
Male 21-23 11 2
24 - 26 1
Male Total 11 3 14
Grand Total 43 7 50

Table 4.4.3 Were you aware of any cyber scams before this
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Cyber scams are aware by most of the respondents as 43 out of 50 of them showed in Table
4.4.3 voted yes. The cyber scams type is not specifically mentioned in this question thus no
matter what scams, they would also be careful of it. Which is great for them to having such an

awareness about any cyber scams from their understanding.

Do you wish cybersecurity awareness as a course in your academic semester?

Gender Age Yes No Grand Total

Female 18 - 20 1 2
21-23 26 3
24 - 26 3 1

Female Total 30 6 36
Male 21-23 7 6
24 - 26 1

Male Total 7 7 14

Grand Total 37 13 50

Table 4.4.4 Do you wish cybersecurity awareness as a course in your academic semester

Statistics from Table 4.4.4 show that (n=37; 74 percent) of the respondents wished
cybersecurity awareness as a course in their academic semester. While there are also some of
them who do not support this action with (n=13; 26 percent) respondents. Having such a course
in the academic semester is good for a student while it can also be thinking it is very extra from

their major subject in the semester.
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CHAPTER V

DISCUSSION AND CONCLUSION

5.0 Introduction
In the last chapter, a series of outcomes have been produced from this research. The research’s
limitations and potential future intensifications highlighted along with the study's condensed

results and discussion.

5.1 Results

This study aims to measure the awareness level of cyber scams and discover the cybersecurity
awareness among university students in Malaysia. First and foremost, the main result of the
study indicate that merchant fraud has the highest-level awareness among the others cyber
scams. It contained of total of 23 respondents; 46 percent of them have an extremely aware
about such scam. Which followed by romance scam with 42 percent, investment scam with 40
percent and phishing scam with 36 percent. As mentioned in literature review section before,
usually a merchant fraud happens when there is an attraction of the web design, system
availability and contact services. Consequences simply a transaction fraud, fake front store or
even online shopping scamming to happen. Explaining by using the elements of cybersecurity
in terms in this study, the 14 encountered respondents may have trust issue in their
cybersecurity awareness. When we getting online transaction, personal information and
banking information are essential during pre-purchase. With the lower trust awareness in their
cybersecurity, they trusted the sellers, leading merchant fraud to the second highest number of
students encountered the scam before. However, the number of students who encounter
merchant fraud is lower than phishing scams. Therefore, they may have learned from

experience. One of the independent variables, experiences have gave them a lesson on
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merchant fraud. Oppositely, although the phishing scam having the highest number of students
had been trapped into the scam before, it still resulted in the lowest level awareness among all
with only 36 percent. This could mean that experiences still did not pay a lesson on them.
Reason for that is because phishing scam is over random. Plenty of phishing types could be
happen such as sending fraudulent documents link as an education purpose to the students.
Hence, the encountered rate is higher with a number of 23 students. Illustrate using the
awareness among cybersecurity, the trust issue also will be the main concern when explaining
this result. There were 43 over 50 respondents that having aware of they could be scammed by
SMS or emails. Nevertheless, students still getting lower awareness level for it. Therefore, this
also indicates the need to strengthen in the phishing scam area among university students in
Malaysia. After discussed each scam for highest level and lowest level awareness, left over
romance scam and also the investment scam. Romance scam having 42 percent respondents
having extreme aware of it. When talking about romance scam, it is about a scam between two
person’s relationship. Which trust and privacy will be the essential elements of the independent
variables. Firstly, they going to accept a friend request from any stranger that requested, reveled
their location on the social media and posting their personal information on it. Whenever the
victim trusted the fraudster, who called for dating scammers. Usually, they willing to share
their personal information such as name, age, home address or even bank number. Apart from
that, even worse they could share the passwords to their ‘lover’. This is linked to password
management in cybersecurity awareness. Although from the results showing that most of the
respondents have high privacy awareness and password management awareness, it can’t be
determined that they are not going to fall into any of the scams anymore. It depends on their
perception of the moment as a romance scam involved emotions of love. Love is sometimes
emotional and not rational (Segal, 2023). Lastly, investment scam having 40 percent of extreme

awareness from the respondents. The result showing that still the same, trust will be the main
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issue that a victim had fallen into the scam trap. The reason why is because a stock trader may
need a sense of trust from the investors, which can be considered as the fraudster of investment
scam need the certainty of victim on them. When the investors trusted their stock trader, they
may have to submit their personal information such as name, age and bank number to them, in
order to proceed with their investment package purchasing. At this moment, the victim has
gradually fallen into the investment trap. Other than trust, password management could also
important when facing this. If the victim was using the same password for multiple accounts,
their bank could hack easily. For example, the stock trader could use the same password as
their victim has set on their investment account, and try on their other accounts such as bank,
e-wallet and social media sites as well. As showed from the result there were 35 over 50
respondents using the same password for their multiple accounts. Hence, this could have risk

for them to encounter investment scam either.

For cybersecurity awareness, results show that respondents have quite a high awareness of each
specific element including privacy, trust and awareness. Except for password management. In
password management, respondents use the same password for multiple accounts, do not
change password periodically and they use the previous password whenever needed. This can
be concluded that password management becoming the most serious issue in cybersecurity
awareness, and it should be improved among Malaysian university students, so that they could

be aware of their password management, and any of the cyber scams could reduce as well.

5.2 Limitations
In this study, there is a data limitation. Since there is no restricted amount for each age
group and gender group to fill up the questionnaire, it is not accurate to understand the

awareness level for each specific age group. For instance, the mostly respondents belong to the
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age group of 21 to 23 while the other two age groups were not much of them. Besides, the
simple bias where the participants may not be representative of the general population. The
researcher had only relied on self-reported data from individuals who are willing to participate
in surveys or studies. With also the rapidly evolving threats. The field of cybersecurity is
constantly evolving, with new threats emerging on a regular basis. This makes it challenging
for the researcher to keep up with the latest trends and to design studies that accurately reflect

the current cybersecurity landscape.

5.3 Recommendation

Further research should attempt more of independent variables on the cybersecurity
awareness in more detail such as different types of interventions, as well as the factors that
influence scams and cybersecurity awareness over time. Other than that, a qualitative study
such as interviews or focus groups, could also provide insights into the motivations and
attitudes of individuals who engage in risky online behaviours or fall for scams. These studies
could identify the underlying factors that influence scams and cybersecurity awareness, such
as cognitive biases or social pressures. As well as the patterns and trends in cybercrime, the
characteristics of individuals who are most vulnerable to scams and cybersecurity threats.

Which could understand the study in details.

5.4 Conclusion

Overall, in this research, there are scams and cybersecurity awareness among university
students in Malaysia. However, do not consider higher or lower awareness in the midst of them
as it depends on different level awareness for each different type of scam. The knowledge of

cybersecurity should irrigate into the scope of universities so that students could be aware of
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the issues and be defensive. This study benefits the target population, which Malaysian
university students get to alert about the existence of these scams that are mentioned, including
phishing scam, investment scam, romance scam and merchant fraud. Other than these few
frauds, at least they have a concept that scam exists. Hopefully this study will raise the
awareness of fraud issues among university students and reduce the number of scam cases that

happen in Malaysia at the same time.
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Appendix A
Survey Questionnaire

Awareness of Cyber Scams and Cybersecurity among University Students in Malaysia.

Dear respondents,

| am Bong Xu Lin, a Y3S3 student studying Bachelor of Communication (HONS)
Broadcasting from University Tunku Abdul Rahman (UTAR), Sungai Long Campus. | am
currently working on my Final Year Project (FYP), entitled “Awareness of Cyber Scams and
Cybersecurity among University Students in Malaysia”. I would like to invite you to
participate in this research study and help me to complete this simple questionnaire.

This questionnaire consists of THREE sections:
Section A: Demographic profile (4 questions)
Section B: Level of Awareness (8 questions)
Section C: Cybersecurity Awareness (14 questions)

Please answer ALL the questions listed in this questionnaire.

Obijective:

To identify the awareness level of cyber scams and cybersecurity among Malaysian
university students.

Estimated time for completing this questionnaire: 5 - 10 minutes

Please note that the CONFIDENTIALITY of your responses is meticulously assured. The
data collected will only be used for educational and research purposes only. If you have any
inquiries or doubt, please do not hesitate to contact me through

email: xulinbong828@ lutar.my (Bong Xu Lin).



mailto:xulinbong828@1utar.my

Greatly value your co-operation. Thank you for your time and consideration.

Section A: Demographic Profile

1. Gender

e« Male

e Female
2. Age

e 18-20

e 21-23

o 24-26
3. Ethnicity

e Chinese

« Malay

e Indian

e Other (please specify)

4. Education

« Foundation
Bachelor’s degree
Master’s degree
Doctorate
Other (please specify)



Section B: Level of Awareness

This section proceeding to study your level
of awareness for different types of
scamming. Rate the awareness level of
each scam with your acknowledgement,
from:

1 - Not aware of at all

2 - Slightly aware of

3 - Somewhat aware of
4 - Moderately aware of
5 - Extremely aware of

a) Phishing Scam
Examples: Fake Email, False URL.
1

[ F >NV R \O)

ai) Have you encountered phishing
scam before?
o Yes
e NoO

b) Investment Scam
Examples: Money Game, Real Estate,
Cryptocurrency, Investment Packages.

o 1
2
3
4
5
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bi) Have you encountered
investment scam before?
e Yes
e No

¢) Romance Scam
Example: Online Dating, Request for
Money, Nude Photo Scam.

o 1

o« 2
e 3
o 4
e b

ci) Have you encountered romance
scam before?

e Yes
e NoO

d) Merchant Fraud

Examples: Online Shopping Scam, Fake
Storefronts, Transaction Fraud.

1

2
3
4
5

di) Have you encountered merchant
fraud before?
e Yes
e No
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Section C: Cybersecurity Awareness
This section is use to understand the behaviour of the respondents while using social media
sites and to discover how aware they are for cybersecurity.

Privacy

1. What is the privacy setting of your social media accounts?
e Public
e Private

2. Do you accept friend request from strangers?
e Yes
e No

3. Do you reveal your location on your social media?
e Yes
e No

4. 1t is not a problem to post your basic personal information on social media.
(Example: full name, date of birth, contact details)

e True

e False

5. Are you aware of posting private photography such as selfie could lead to scamming?
e Yes
e No

Password Management

1. Do you use the same password for multiple accounts?
e Yes
e No

2. Do you change passwords periodically?
e Yes
e No

3. You don’t mind sharing passwords with my friends.
e True
e False

4. Do you use previously or used passwords whenever needed to create a password?
e Yes
e No

5. Do you think two-step verification passcode should be compulsory whenever login?
(Enter a code that will send you via text or voice message upon signing in.)

o Yes

e No



Trust

1. Are you aware that we could be scammed by SMS or emails?
e Yes
e No

2. Did you filled up any form with personal information that was given by a stranger?
e Yes
e No

Awareness

1. Were you aware of any cyber scams before this?
e Yes
e No

2. Do you wish cybersecurity awareness as a course in your academic semester?
o Yes
e No
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Thank you for your participation.
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