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ABSTRACT

The year 2023 is marked by a growing interest in the field of artificial
intelligence (Al), which offers new ways to address problems and enhance
efficiency. One area in need of a more efficient solution is the monitoring of
car access records and management of car owners, which currently involves
the manual processes by paper and pen. To address this, YOLOV4 model has
been deployed to detect car license plates, and real-time web and mobile
applications have been implemented to monitor car access logs and manage
car owners. The applications offer filter and search functions, making the
query process more manageable. Additionally, it includes role and permission
functions to restrict access to certain features for security purposes.

The web application is built using ExpressJS and Docker and deployed
on two AWS cloud servers. HTTPS encryption and AWS Application Load
Balancer are used to ensure security and reliability of web service.
Furthermore, Github Actions is used to promote continuous integration and
continuous deployment (CI1/CD) flow. The React framework is utilized for the
web application while React Native framework is used for mobile application
development, both employing the Ant Design Ul library to maintain
consistency across screens. The Firebase cloud database is used for storing
license plate pictures and providing real-time updates, while Algolia Al search
service is employed for advance search functions.

Finally, the project went through three testing processes, including unit
testing, system usability testing and onsite testing. The project used unit
testing to ensure that every function works properly, also 5 participants were
invited to conduct the usability test of the system. The SUS score of the web
application was 89%, and the SUS score of the mobile application was 89.5%,
both of which were higher than the average SUS score of 75%, demonstrating
good usability. Finally, the project also conducted onsite testing in a
residential area to ensure that the system can run stably in the working

environment.
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CHAPTER 1

INTRODUCTION

1.1 General Introduction

The traditional approach to monitor car access to the apartment is to use the
Radio-frequency identification (RFID) parking system, which involves RFID
readers, RFID tags, and self-check stations. The RFID tag could be lost by the
resident, causing security risk, and a damaged or lost tag could cause
environmental pollution. Furthermore, one RFID tag costs around RM2 to
RM4 (A Look at RFID Parking Systems and Alternative Options (Expert
Guide), 2022). In addition, most security guards use paper and pen to
manually register visitors and new residents. In addition, the price of
automatic license plate recognition system (ALPR) solutions for consumers
currently on the market remains high, raising the bar to use.

Smart Vehicle Entrance and Exit System can solve the problem of
high cost, high security risk, and high pollution. The main physical facilities
are a camera placed at the entrance and a Linux computer to detect the license
plates and record the vehicle entry information. The virtual facilities include
cloud databases to store car plates and car owners’ information, two Amazon
Web Services (AWS) servers to host the web application, and an Android
mobile application for the manager to access the data easily.

Three main technologies are used to recognize license plates and
extract license plate text: You only look once (YOLO), Optical character
recognition (OCR), and Open-Source Computer Vision Library (OpenCV).

ALPR consists of four main processing stages, as shown in Figure 1.1.
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Figure 1.1: Four Stages of ALPR (Negassi, Goitom Araya, Awawdeh and
Faisal, 2018).

In this project, there are 4 steps to detect and upload the license plate
information to the cloud database, each step is listed below:
(1) Monitor the entrance.
(i)  Recognize the license plate.
(iii)  Use OpenCV to perform image processing

(iv)  Upload car access information to Firebase

The initial task is to send video frames of the entrance to the
computer for image processing. The second step is to use the YOLO model to
recognize and crop the license plate image from the original video frame. The
process of the YOLO algorithm is shown in Figure 1.2. The third step is to use
OpenCV to perform a series of image processing on the license plate image,
the steps include image grayscale, image noise reduction, thresholding,
dilation, and lastly license plate segmentation. After the image processing, the
image is sent to OCR for character recognition. The process is shown in Figure
1.3.

After extracting the car plate number, the car plate image, the car
plate number, and the car owner information will be uploaded to Firebase’s
Firestore and Firebase’s Storage. The interface of Firebase’s storage with car
plate information is shown in Figure 1.4. Subsequently, user can view the car

access log through the web and mobile applications.



Figure 1.2: YOLO’s Object Detection Method (Agrawal, 2017).
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Figure 1.3: Image Processing Step (Tham and Tan, 2021).
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Figure 1.4: Interface of Google Firebase with Car Plate Information (TAN,
2021).

1.2 Problem Statements

1.2.1  Security Risk

The transferable nature of RFID makes it easy to use, but it comes with a high
security risk when RFID tags are robbed or stolen and can be used by
criminals to gain access to apartments. Users may also abuse the system by

sharing the RFID tags with family members.



1.2.2  High Cost

The price of the ALPR solution currently available on the market is too high.
This section discusses the prices of the products of two companies that
currently provide ALPR services. The first one is Zento company, Zento
provides a one-stop ALPR solution for license plates in Malaysia and it is
priced at 2,000 USD. The product includes a computer and camera to detect
license plates and a backend management software to monitor vehicle entry
and exit records (Malaysia license plate recognition parking system with LPR
camera ANPR camera 2023). Figure 1.5 and Figure 1.6 show the ALPR
product provided by Zento.

The second is Saskatchewan Government Insurance (SGI) which uses
ALPR technology to detect stolen cars or unregistered license plates. SGI
invested 5.1million in this technology and the price of each ALPR device is
around 25,000 USD (Sgi, 2023).

It can be found that the price of products using ALPR technology

available on the market is too high, which raises the bar to use.

Home  All Industries ! Automotive accessories, Electornics & Tools / Vehicle Equipment / Parking Equipment

@ Malaysia License Plate Recognition Parking system with LPR Camera ANPR
2 15 Camera
E! Test report available Chemical Composition Analysis View More
»=1 sets
Benefits: 3-day coupon giveaway: up to US $80 off Claim now >
Parking lot | 10000 |
Lead time:(0)

Quantity (sets) | 1-100 =100
Lead time (days) 7 To be negotiated
Q View larger image

Customization:  Customized logo
Customized packaging

- (TN

Figure 1.5: Zento’s Pricing for ALPR Service (Malaysia license plate

recognition parking system with LPR camera ANPR camera,
2023).
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Figure 1.6: User Interface of Zento’s Car Management Software (Malaysia
license plate recognition parking system with LPR camera ANPR
camera, 2023)

1.2.3  Unable To Monitor Vehicle Access

The current conventional apartment parking system in Malaysia is not able to
record vehicle access information well. When a visitor wants to enter a
compound, the traditional approach is to rely on the security guard to register
the visitor via handwriting. Not only it is time taxing, and the entry permit
document is hard to manage and store. Furthermore, RFID tags might be
shared by family or friends, making it difficult to record accurate vehicle

access information.

1.3 Aim and Objectives
The main aim of this project is to provide the manager with a system that
automatically records vehicle access and allows him to view car access
information easily. It can also facilitate the procedure of registering car owners.
Specifically, the objectives of this project are:
(1) To develop real-time web and mobile ALPR applications to
monitor car access log and manage car owners.

(i)  Toutilize AWS cloud services to deploy web application.



(i)  To promote the continuous integration and continuous
deployment (CI/CD) flow by using Github Actions to
automatically deploy web application on AWS servers

(iv)  To deploy the ALPR system at the security guard station.

(v)  To use System Usability Scale to evaluate web and mobile

applications.

1.4 Proposed Solution

The proposed solution aims to solve the encountered problems stated above,
the camera will first capture the incoming video frame and send it to the Linux
computer. It is responsible for car plate identification and character
recognition. The processed result will then be uploaded to the Firebase cloud
database and synced to the Algolia database. Firebase and Algolia act as the
databases for the web and mobile applications. The web and mobile
applications provide functions for the manager such as viewing the logbook of
car access records and managing the car owners, and the manager can create a
new account with limited access to the staff. This project uses AWS service to
serve web application and uses Github Actions to promote CI/CD flow. The

g —
Camera

system overview is presented in Figure 1.7.
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Figure 1.7: System Overview



The project uses a KAYETON camera and a Dell OpiPlex 3060 computer to
complete the license plate recognition. The camera has a specification of 2.0
megapixels and supports 1080p video capturing and night detection. The
computer's CPU, memory and storage configurations are i5-8500t, 16gb ram
and 128gb m2.sata SSD. Figure 1.8 shows the price of the camera and Figure
1.9 shows the price of similar computer configurations. In this project, the cost

of the computer and video is around RM1,500.

. 4
This item KAYETON 2MP Full HD 1080P IR
Cut IR Led Day Night Vision Webcam
Aluminum Bullet White Case Vandal-Proof
Waterproof Indoor Outdoor USB Camera

Customer Rating ' ¢ ¢ ¢ & &i)]

Price From $45.00
Sold By Available from these sellers
Video Capture Resolution 1080p

Figure 1.8: Price of Project’s Camera.

Dell OptiPlex 3060 Micro - Intel Core i5 8th Gen - i5-8400T - Six Core 3.3Ghz - 256GB SSD - 8GB RAM -
Windows 10 Pro

Figure 1.9: Price of Project’s Computer



15 Proposed Approach

The project employs DevOps as the development approach, DevOps

emphasizes the automation and integration of various processes and tools that

support the delivery and deployment of software products. DevOps can benefit

the project in many ways, such as:

(i)

(i)

(iii)

Faster and more frequent releases.

DevOps enables the project to adopt a continuous delivery
approach, where software changes are delivered to customers
in small and frequent batches. This reduces the risk of errors,
bugs, and conflicts, and allows the project to respond to
customer feedback and market demands more quickly and
effectively.

Higher quality and reliability.

DevOps ensures that the software products are tested and
verified at every stage of the development cycle, from coding
to deployment. This reduces the chances of defects and
failures and improves the performance and functionality of the
software products. DevOps also enables the project to monitor
and troubleshoot issues in real-time, and to implement
corrective actions faster.

Reduced costs and waste.

DevOps helps the project optimize the use of resources and
infrastructure and eliminate unnecessary or redundant tasks.
DevOps also reduces the overhead and complexity of
managing multiple environments, tools, and platforms. Lastly,
DevOps enables the project to achieve more with less and to

deliver more value to customers.

DevOps is a beneficial practice that can help the project to achieve its

goals faster, better, and cheaper. DevOps can enhance the efficiency, quality,

agility, and innovation of the software development and delivery process. The

overview of software development methodology is displayed in Figure 1.10
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Figure 1.10: DevOps Methodology (DevOps implementation roadmap
and advantages, 2023).

1.6 Project Scope

The project’s scope is to deploy the ALPR system at one residential area (here
after referred to as “Site A”) and to develop web and mobile applications of it
for the manager. The former student of Universiti Tunku Abdul Rahman
(UTAR) has developed the ALPR system. This project mainly focuses on
integrating the existing ALPR system with the web and mobile applications

created by React and React-native framework.

1.6.1 Targeted User

There is only one target user for this project, the manager of Site A. The
manager is responsible for managing the car owners and monitoring the car
access log. However, the system has role and permission functions, and the
manager can make some pages of the web and mobile applications available to

security guards or residence community members according to their needs.

1.6.2  Modules Covered
The list below states the modules covered in web and mobile applications:

(1) Car Access Log Module



(i)

(iii)

(iv)

v)

10

After the user logs in to the application, the system will
monitor the car access. If there is a vehicle passing by, it will
present the new car access record to the user interface in real
time. User can also search the car access logbook according to
date, license plate number and car owner information.
Category Module

Users can create new categories to distinguish car owners. For
example, user can label the car owner as visitor or resident.
Person Module

Users can register and manage car owners in the person
module.

User Module

Manager can create an account in the user module for staff to
use and assign a role for it, and when the information of the
account is changed or the account is deleted, the staff that
using this account will be forced to log out from the
application automatically.

Role Module

Manager can create a new role in the role module, manager
can also bind the application pages to the role, so the account

with this role can view the targeted system’s pages only.
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CHAPTER 2

LITERATURE REVIEW

2.1 Introduction

Nowadays, automation is becoming increasingly prevalent, prompting a shift
from traditional parking systems to automated parking systems. In the
traditional parking system, individuals are required to register and obtain
RFID tags to verify their access to the compound or go through a handwriting
procedure to register them. But these RFID tags are at risk of being reused by
criminals, and as the number of vehicles increases, it becomes inconvenient to
manage them. There is an urgent need for automated system applications that
can automatically identify vehicles and generate tracking logs. These problems
can be solved by deploying an ALPR system.

The ALPR system is an application that automatically detects license
plates. First, it detects the area within the visual range through a camera, and
when a vehicle enters the bounding box, it automatically performs license
plate recognition and reads the license plate number. This information is then
uploaded to the cloud for the ALPR system-based applications. All these
procedures are automated, and no human intervention is required (Petiwala,
Shukla, Mishra and Saini, 2021).

2.2 Car Plate Detection and Character Recognition Techniques

2.2.1  Edge Detection for Car Plate Position Detection

Firasanti, Ramadhani, Bakri, and Zaki Hamidi (2021) proposed a comparison
between Canny Edge and Otsu Thresholding applied to license plate
localization, the authors first preprocessed the image, which includes image
graying, and blurring using bilateral filters. Figure 2.1 shows the result of the

grayscale process and applying a filter bilateral.
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Figure 2.1: Image Preprocessing (adopted from Firasanti, Ramadhani, Bakri
and Zaki Hamidi, 2021).

The image graying reduces the complexity of the image and thus
saves computational resources while the blurring of the image reduces the
noise. After that, the authors used the Canny Edge and Otsu Thresholding
algorithms to find the edges of license plates and then intercept the license
plates in the edges. 30 samples were used for testing and the accuracy of
Canny Edge was 100%, while Otsu thresholding was only 70%. Figure 2.2
shows the result of images after applying canny edge method and Otsu
thresholding method. Figure 2.3 shows the comparison between canny edge

and Otsu thresholding.

Canny Otsu Thresholding
Figure 2.2: Result with Canny Edge and Otsu Thresholding (adopted from
Firasanti, Ramadhani, Bakri and Zaki Hamidi, 2021).
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Canny Edge = Thresholding

Figure 2.3: Comparasion Between Canny Edge and Otsu Thresholding
(adopted from Firasanti, Ramadhani, Bakri and Zaki Hamidi,
2021).

In another study where a similar approach was used for license plate
segmentation, Samantaray and others (2021) Canny algorithm for segmenting
license plates. The authors' image preprocessing only generates grayscale
maps, and then the Canny Edge algorithm is used directly to recognize license
plates. The authors used 15 samples for testing and the accuracy was 93.34%.
Table 2.1 shows the accuracy result.

Table 2.1: Accuracy Analysis Table (adopted from Samantaray et al., 2021).

Name of Total No. No. of Failure Success
: successful .

the Operation of Samples S Samples | Ratio

amples

Localization

of License Plate | ° 14 l 93.34%

Separation '

of the Characters | 1% e 3 85.711%

Character -

Recognition 12 I 1 91.67%
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2.2.2  Neural network for car plate position detection

Currently, the mainstream feature extractors are MobileNet, GoogleNet,
VGG16, ZFNet, ResNet, DenseNet, and so on and object detection
frameworks are Faster R-CNN, YOLO, SSD.

Alborzi, Mehraban, Khoramdel and Ardekany (2019) used MobileNet
as its feature extractor with SSD framework for license plate recognition, and
the authors used 500 images for testing, and the accuracy was 82.60%. In
addition, the authors also compared Mobilenet with GoogleNet and VGG16
and the result is shown in Table 2.2. The authors highlight that MobileNet
achieves good accuracy with less computational resources than the above-
mentioned models. Also the authors show the comparison between MobileNet
based SSD and R- CNN, Fast YOLO, YOLO and find that the accuracy and
speed of the SSD exceeds Faster R-CNN and YOLOV1. It is very suitable to
use in embedded computers. The Table 2.3 shows the results.

Table 2.2: Comparison Between Popular Models (adopted from Alborzi,
Mehraban, Khoramdel and Ardekany, 2019).

Model ImageNet Million Million
Accuracy Mult Adds Parameters

1.0 MobileNet-224 70.6% 569 4.2
GoogleNet 69.8% 1550 6.8
VGG16 71.5% 15300 138
0.5 MobileNet-160 60.2% 76 1.32
Squeezenet 57.5% 1700 1.25
AlexNet 57.2% 720 60

Table 2.3: Results on Pascal VOC2007 Test for Popular Networks and SSD
(adopted from Alborzi, Mehraban, Khoramdel and Ardekany,

2019).

Method mAP | FPS batch size # Boxes Input resolution
Faster R-CNN(VGG16) [ 73.2 7 1 ~6000 ~1000x600
Fast YOLO 52.7 | 155 1 98 448x448
YOLO(VGG16) 66.4 21 1 98 448x448
SSD300 743 46 1 8732 300%300
SSD512 76.8 19 1 24564 512x512
SSD300 743 59 8 8732 300300
SSD512 76.8 22 8 24564 512x512
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In addition to using SSD for license plate detection, Lee and the
others (2018) used YOLO9000 as the framework, which is based on YOLOV?2
improvement, and its biggest feature is its ability to detect 9000 categories in
real time. The training model uses 2500 images, and the accuracy of
YOLO9000 is 93.20% while that of Faster RCNN is 93.90%. besides the
accuracy of YOLO9000 is similar to Faster RCNN, the detection speed is
several times faster. The Table 2.4 shows the comparison between faster R-
CNN and Yo0l09000.

Table 2.4: License Plate and Vehicle Detection Recall Performance (adopted
from Lee et al., 2018).

Method Total Recall ~ Small  Small + Inclined Medium Medium + Inclined  Large  FPS
Faster R-CNNJ13] 93.90% 90.76% 88.95% 99.31% 94.85% 99.56% 11
YOLO9000 93.20% 90.35% 87.67% 98.61% 93.68% 99.50% 57

2.2.3 Use of Texture and Color Features for Car Plate Position
Detection
Nooruddin, Sharna, and Ahsan (2020) used the texture and color features of
license plates for license plate segmentation as further processing of the edge
detection algorithm to further filter the image based on the license plate color
or texture. Sun, Li, Xu, and Wang (2018) found that after detecting the edges
using the sobel operator alone, dilation of the image to fill the license plate
cavity would cause sticking between the words of the license plate. By
restricting the red of the image RGB values to 0-50, 155-255 in to remove the
unnecessary pixels other than license plates. The image before and after
applying the red channel filter is shown in Figures 2.4 and 2.5. The authors
also compared the accuracy of the traditional method and the new method for
license plate location and proved that this new method is helpful for license

plate location. The table of results is shown in Table 2.5.
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Figure 2.4: Result of Dilation Figure 2.5: The Output of Red
(adopted from Sun, Li,  Channel Filter (adopted from Sun, Li,
Xu and Wang, 2008). Xu and Wang, 2008).

Table 2.5: Comparative Result of Locating License Plate (adopted from Sun,
Li, Xu and Wang, 2008)

Successful cases
Differentimages | Apply color | Without apply
filter color filter
100 blue LPs 98 (98%) 92 (92%)
40 yellow LPs 40 (100%) 13 (32.5%)
20 white LPs 18 (90%) 3 (15%)
20 black LPs 20 (100%) 19 (95%)
20 disturbed LPs 11 (55%) 8 (40%)
Total 200 LPs 187 (93.5%) 135 (67.5%)

Nooruddin, Sharna and Ahsan (2020) take a different approach by
extracting histogram features for each dimension of RGB for the image.
Pooling is used to reduce the dimensionality of the data, with minPool
highlighting the darker areas of the window and maxPool highlighting the
brighter areas of the window. The process is shown in Figure 2.6. After the
features are extracted, each feature is merged, and random forest machine
learning is used for training and application. The machine learning model can

frame the possible locations of license plates, and finally the composite result
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is merged to form the final image output. Figure 2.7 shows the process of
detection and localization.

Histograms
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Figure 2.6: The Input Image and Extracted Features (adopted from Nooruddin,
Sharna and Ahsan, 2020).
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Figure 2.7: The Detection and Localization Process (adopted from Nooruddin,
Sharna and Ahsan, 2020).
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Performance is measured in different color spaces including RGB,
LAB and YCbCr. The performance measure of detection and localization is

shown in Table 2.6. In RGB color space, it achieves the highest precision.

Table 2.6: Performance Measures (%) of Detection and Localization (adopted
from Nooruddin, Sharna and Ahsan, 2020).

. . L - e
(~ olor Perfor mance | v 30% | ToU = 50%
Space Metrics
Accuracy 89.9 80.1
Precision 98.0 979
RGB
Recall 91.5 81.6
F1 Score 94.6 88.6
\ccuracy 87.8 76.2
Precision 96.5 95.6
LAB
Recall 9.3 78.2
F1 Score 93.2 85.7
Accuracy 89.3 76.5
Precision 95.7 94.9
YCbCr
Recall 92.7 793
FF1 Score 94.2 86.3

2.2.4  Character Recognition

Suraj, Sridhar, Jijesh and Shivashankar (2018) used OCR template matching
method for character recognition. First, the character dataset is prepared by
cropping each character from the license plate and resizing it to a uniform size.
The dataset is shown in Figure 2.8.

After that they performed character recognition on the license plate,
first detecting each character by contour, and then make each character framed
by a rectangle with the help of the contour. Each character image is sent into
the character dataset for template matching to obtain the maximum relevant
value and output the corresponding text. The flow of character extraction is

shown in Figure 2.9.
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Figure 2.8: Dataset of Alphabets and Numbers (adopted from Suraj, Sridhar,
Jijesh and Shivashankar, 2018).
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Figure 2.9: Extraction, Cropping and Resizing of First Character (adopted
from Suraj, Sridhar, Jijesh and Shivashankar, 2018).

In addition to manually writing the OCR template matching method,
OCR also provides a tesseract library. Tesseract is an open-source toolkit, the

recognition process is listed as below:



(i)

(ii)

(iii)

(iv)

v)
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Uploading images.

Convert the image into binary data and send it to the tesseract
program.

Page analysis

Determine whether the text is in horizontal or vertical
orientation.

Character block analysis

Search for small character blocks first and detect the area
around the block, if there is a connected area, it will redefine
the contour of the connected domain, if there is no other
character field nearby, it will be ignored as noise.

Character recognition

Each character in the character block is recognized and its
character data is given to the classifier for training to improve
the accuracy.

Correction and output

The ambiguous spaces are corrected, and the text is exported.

Firasanti, Ramadhani, Bakri and Zaki Hamidi (2021) used OCR

tesseract for character recognition. Figure 2.10 shows the cropped input image

and Figure 2.11 shows the recognition result. From the 30 samples, the

average license plate character recognition rate is 72%. Figure 2.12 shows the

license plate samples and their recognition results.

Cropped image

D 1669 |

o823

Figure 2.10:

Cropped License Plate Image (adopted from Firasanti,

Ramadhani, Bakri and Zaki Hamidi, 2021).
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top left (94, 152)
button right (479, 265)
Detected Number 1is: D -1669 VCJ

Figure 2.11: License Plate Character Identification (adopted from

Firasanti, Ramadhani, Bakri and Zaki Hamidi, 2021).
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Figure 2.12: Samples of License Plates With High Accuracy (adopted
from Firasanti, Ramadhani, Bakri and Zaki Hamidi, 2021)

The first two methods used OCR for character recognition, next
Rusakov (2020) used ResNet neural network for character position recognition.
Firstly, different license plate datasets were used for training and to eliminate
the bounding rectangle distortion and symbol detection errors, so on the
dataset, negative samples were eliminated. The flow of character position

detection is shown in the following Figure 2.13.



22

A |

| X7Z00KRBd

Figure 2.13: The Scheme of the Symbol Detection Module (adopted from
Rusakov, 2020).
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Character recognition consists of three ResNet neural networks, the
first module trains characters, the second module trains numbers, and the third
module trains regions, and the three modules are computed and merged into
one line of license plate numbers. The following Figure 2.14 shows the symbol
recognition module and Table 2.7 shows the accuracy of the car plate
detection module, symbol detection module, and symbol recognition module.

They achieved high accuracy with each of them at over 80%.

Symbol
classifier » XKB
network

Number
classifier » 700 »_ X720KB19
network

o | IxX O] IN][>

g classifier

190

Figure 2.14: The Scheme of the Symbol Recognition Module (adopted
from Rusakov, 2020).
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Table 2.7: Validation of Modules of the Automatic License Plate Recognition

System (adopted from Rusakov, 2020).

Module quality parameters
Modules Accurac Detection
Y (recognition) time

Plate 81,2 % [0.5:0.95] mAP 50 ms+ 10 ms
detection
Symbol 95,2 % [0.5:0.95] mAP 20 ms + 5 ms

etection
Symbo.l . Mean accuracy 99,32 % 10 ms + 3 ms
recognition

2.2.5 Summary

In summary, with several license plate location algorithms: Edge detection,
neural network, and method based on color and texture. Here we compare the
advantages and disadvantages of them. Table 2.8 compare the different license
plate location algorithms. As for character recognition, we have OCR template
matching, an OCR Tesseract toolkit, and neural network methods. The

advantages and disadvantages are shown in Table 2.9.

Table 2.8: Comparison of License Plate Location Detection Algorithms

License plate location
Advantages Disadvantages
detection algorithms

Perform well in

) high contrast with | Easily get influenced by
Edge detection method ) ]
clear edge of license | the environment.

plate
Good learning
ability and
N Complex networks can
Neural network adaptability, model

slow down recognition
performance based

on training images.
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Color and texture feature

Perform  well in
high-

environment

contrast

The computational
overhead is larger than
Edge detection and

sensitive to license plate

color.

Table 2.9: Comparison of Character Recognition Algorithms

Character recognition

algorithms

Advantages

Disadvantages

OCR template matching

Recognition speed is

fast and  quite

accurate

The characters skew

will affect the

recognition accuracy.

Recognitio speed is

_ | The computation is
_ fast and  quite
OCR tesseract toolkit slower than the OCR
accurate, easy to )
template matching
deploy.
Good learning
ability and | Complex networks can
Neural Network N _ -
adaptability,  high | slow down recognition

fault tolerance

2.3

Applications of ALPR System

Shkurti, Aliu, and Kabashi (2021) propose a parking management system with

automatic license plate recognition. The associated hardware is a camera for

capturing vehicle photos and a Raspberry Pi as the computer for processing

and recognizing the images. The related software is OpenCV for image

processing, and OpenALPR library for license plate and character recognition,

developed using Flask. When a vehicle enters a designated area, the camera

will automatically scan the license plate and record its license plate number

and the time it entered the system. After that, the system will automatically

calculate the driver's parking fee and register it in the database. The detailed

flow chart is shown in Figure 2.15.
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Figure 2.15: System stages for plate recognition (adopted from Shkurti,
Aliu and Kabashi, 2021)

The web application was developed using the Flask web framework
and provides the main functions of logging in, displaying vehicles entering the
parking lot, displaying vehicles exiting the parking lot, registering users,
providing payment services, and displaying access reports to the parking lot.

Figures 2.16-2.21 shows the information of the web page.
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Copyright 2021 | All rights reserved ParkingKs Company

Figure 2.16: The Login Page (Shkurti, Aliu and Kabashi, 2021).
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Copyright 2021 | All rights resorved ParkingKS Company

Figure 2.17: Main Page Showing Entering Car (Shkurti, Aliu and Kabashi,

2021).
Bﬂa Home Purkig  Payment Customors  Momberhlp  Lamis Shkuti =
[EXIT-Member |
Plate: 04-456-F|
“ Entry time: 16:34:10
' * Exit Time: 16:35:19
I- 04°456-FI / Elapsed time: Oh1m
T = Value: 28 days left
Money paid:
Change:

[04-456-F|

Copyright 2021 | All tights reserved ParkingK$ Company

Figure 2.18: Main Page Showing Exiting Car (Shkurti, Aliu and Kabashi,
2021).
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Figure 2.19: Main Page Showing Exiting Car (Shkurti, Aliu and Kabashi,
2021).
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Figure 2.20: Customer Page (Shkurti, Aliu and Kabashi, 2021).
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Figure 2.21: Logbook of Car Access Records (Shkurti, Aliu and Kabashi,
2021).

This system recognizes the license plate with an accuracy rate of 85%,
but the system also has defects, that is, the camera can only be placed in a
fixed position and is sensitive to light. In the case of insufficient light, it
cannot identify the license plate. Tian and others (2014) proposed another
framework for smart parking, which includes a vehicle detection module, an
access control module, and a system management software module. Figure

2.22 shows a sketch of the system hardware design.
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Figure 2.22: System Hardware Sketch (Tian et al., 2014).

The camera will automatically capture a photo of the car, which will
then be sent over to the computer for license plate recognition and verification.
Once the verification is passed, the barrier will be opened to allow the vehicle
to enter the parking lot. In addition, the barrier can also be operated by the
controller or software application. At the same time when that vehicle leaves,
the camera will take a picture of that vehicle and compare it with the picture at
the entrance. The overview of the system management software is shown in
Figure 2.23.

Video !
Streaming O Vehisle
» Images
HD Camera Detction
Video
; vy Barrier Capture Card
Indcugitl‘on/—bliDController

Characters
Segmentation

Result 14 K8149§ LP
et Blue | Recognition
-
Database | ) -
E License Plate Recognition Module

Figure 2.23: Flowchart of Data Processing (Tian et al., 2014).
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The vehicle images are first collected by the video capture card, then
go through image pre-processing and license plate detection module, and
finally the recognized license plates are stored in the system database. The
author used QT framework developed in C++ to build the GUI application on
a Dell Vostro Desktops computer with Intel(R) Core(TM) E7200, 4GB
memory. Figures 2.24 and 2.25 are the screenshots of application.

B3 Parking Management System.

Date Today: 2014-01-07 Time Now: 16:08:03 Parking Spaces Left 179 Cars In and Charge |

Capture Licence Plate Capture Licence Plate

R
2014-01-07 1506 13

2014-01-07 1607 5;7

, 2013120963 12: 00z 00_clip@). ava

v onve: N s

LP Color Blue
Car Style Temporary Park . N
Owner ID ———n |Confirm & Open

Arrival Tine 2014/01/07 16:06:13 Fee of Temporary Park 1¥
Leave Tine 2014/01/07 16:07:59
Parking Duration 1¥in Open

Figure 2.24: Video and Pictures at Figure 2 95

Video and Pictures
the Entrance (Tian et al., at the Exit (Tian et al.,

2014). 2014),

The system can be more than 95% accurate but can be affected by
light and environment, causing license plate recognition errors. The system
processes a car in an average time between 30ms and 100ms, which is very
fast. Table 2.10 shows the system accuracy test results.
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Table 2.10: Result of the Proposed System

Number of records|System False Missing
each day Accuracy positive rate | recognition rate
394 91.88% 7.11% 1.01%
301 93.69% 5.65% 0.66%
421 93.82% 5.94% 0.24%
337 95.85% 3.72% 0.43%
363 95.04% 441% 0.55%
368 95.92% 3.81% 0.27%
256 96.09% 3.52% 0.39%
253 96.44% 3.16% 0.40%
283 96.47% 2.83% 0.7%
251 94.82% 4.78% 0.40%

Negassi, Goitom Araya, Awawdeh, and Faisal (2018) proposed the
architecture of the intelligent license plate recognition system, Figure 2.26

shows the process of the proposed system.

} ~ Data Lt Data .
——“2 Control = Extraction — Registration —D
PERMISSION ~ FACULTY/STAFF AUTO LOGBOOK
Figure 2.26: Smart Car Plat Recognition System (Negassi, Goitom Araya,

Awawdeh and Faisal, 2018)

The license plate number is detected by using Raspberry Pi, camera,
and communication module, and subsequently the main method of processing
the license plate using OCR template matching for character recognition,
deciding whether to give the current vehicle a pass or not based on the
predefined license plate information in the database, and the extracted license
plate text is compared with the prior data set and to save the log information to
send to the team. The graphical user interface is developed using Matlab and

Figure 2.27 shows the graphical interface of the ALPR system.
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Figure 2.27: Recognition Interface (Negassi, Goitom Araya, Awawdeh

and Faisal, 2018)

Wong (2019) reported that there is an automatic license plate
recognition system in the Sunway pyramid where drivers can pre-register their
license plate number through an app and drive directly into the parking lot
once they are registered. JeiShun says that the current accuracy rate for
Malaysian license plates is 95%. Dason (2022) reported that Pay and Go Sdn
Bdn has integrated Sarawak Pay in its application Pay and Go and launched
LPR smart parking system in CityOne Mega Mall, Plaza Merdeka, The Spring
and other supermarkets in Kuching, Malaysia. When a vehicle enters the

parking lot, the camera automatically identifies the license plate and uploads it
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to the cloud space. Users only need to access the GO App and enter their
license plate number before exiting the parking lot to pay with the e-wallet.
Figure 2.28 shows the initial page of the application to select parking and

Figure 2.29 shows the payment page when exiting the parking lot.
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M S
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v
‘P) sarawak Plaza
A 4
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Lot 304, 3rd Fir, The Spring Shopping Mall,
72\ Persiaran Spring, 93300 Kuching
P ' MetroCity Square
v

’5‘ The Spring RM2.00

P) The Summer Shopping Mall

P
v
Confirm

Figure 2.28 The Home Page to Select Figure 2.29: Payment Page.
Parking

2.4 Previous work on car plate recognition
The project’s web and mobile applications need to integrate with Tan Wei
Kun’s ALPR system, so this section reviews his system to study his project

implementation.

2.4.1 Introduction

ALPR automatic license plate recognition system is based on the development
of artificial intelligence and computer vision technology. The use of image
pre- processing and the application of convolutional neural networks in ALPR
systems can improve recognition accuracy. Complex neural networks that
require powerful computing power are obviously not suitable for application in

IoT environment, so the author proposed a lightweight loT-based ALPR
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solution. The author obtained a dataset of 400 images Malaysian car plate
images and used it to train the YOLOvA4-tiny model, migration learning is also
performed to achieve better result. After that, the author used OpenVino to

optimize the trained YOLOv4-tiny model.

The author then tuned the region of interest (ROI) so that license
plates are located within the ROI, circumventing the possibility of collecting
license plates from tilted angles. After the license plates are collected,
character recognition is then performed. First, the author used OpenCv to
segment each character and provide it to the Tesseract engine for character
recognition. Subsequently, the best license plate number is selected. The
author chose Up Squared and Ubuntu as the computer and operating system to
run the ALPR code. The result of the experiment achieved 99.02% accuracy
on the license plate recognition and 78.23% accuracy on the character
recognition (TAN, 2021).

2.4.2  Methodology

The first step was the preparation of the dataset. The author used the vehicle
dataset from the Plates Portal website, which has 400 images for training and
100 images for testing. The author also used Labellmg software to label the
parts with license plates and output them in YOLO format. Figure 2.30 shows
the labeling process.
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Figure 2.30: Labelling Vehicle Number Plate Using Labellmg Software
(TAN 2021).

Although YOLOV4 is fast in detection, it has corresponding
requirements on the computer's computing speed, requiring a minimum of
8GB ram and a graphics card for training and detection. So, in contrast, the
yolov4-tiny model is a lightweight network that is more suitable to use in
embedded devices. Although the accuracy is only two-thirds of yoloV4, the
accuracy can be improved by implementing migration learning. Figure 2.31
shows the comparison of speed and accuracy between YOLOv4 and YOLOvV4-

tiny.
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Figure 2.31: Comparison of Speed and Accuracy Between YOLOv4 and
YOLOvV4-Tiny (Bochkovskiy, 2020).

The author used geo-fencing and centroid tracking methods to frame
the areas where vehicles may appear in the video. When a license plate enters
this detection box, a license plate recognition operation is triggered, the
geofencing method is shown in Figure 2.32, and an updated ID is given for the
latest stationary video frame, this updated ID is used to ensure that the latest

video frame will eventually be fed into the neural network for recognition.

Figure 2.32: Vehicle Entering Geofencing Area Represented by the Blue
Box (TAN, 2021).

The video frame, after being processed by YOLOV4-tiny, the license
plate has already been located, and the result is shown in Figure 2.33. The
image is then preprocessed using OpenCV, which includes cropping,

grayscaling, blurring, thresholding, dilation, and finding contours, and the



image pre-processing process is shown in Figure 2.34. The purpose of image

preprocessing is to allow better character recognition.

Bounding

Figure 2.33:

Around the License Plate

K (c) Blur

Box Figure 2.34:

TN
(a) Crop (d) Threshold
VER 9912 VER 9912
(b) Gray (e) Dilation
VER 9912 VER 9912

(f) ﬁndContour/

Image

Processing

Processes (TAN, 2021).

(TAN 2021).

After image preprocessing, character recognition can be performed
directly using Tesseract OCR. Since there are long and short license plates in
Malaysia, as shown in Figure 2.35, the result of Tesseract OCR for short
license plates may be inaccurate, such as "1W9HO0Y2" when it should be
recognized as "WHY1902". The solution is to sort the character position of the

result, move all the letters to the leftmost side, so that the left side must be all

letters, and the right side will be all numbers.

el A

Figure 2.35: Type of LPs in Malaysia- Long-Width LP and Short- Width
LP (TAN, 2021).

Some license plates such as Figure 2.36 contain special characters '-',
which are not needed, so when using OpenCV for contour search, setting a
certain ratio of length to width to the contour will act as a filter to filter out this
unwanted character. Tesseract OCR sometimes misidentifies the characters of

license plates, and a common pair of very similar alphanumerics is shown in
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Table 2.11. Through an empirical study, the first three characters of the license
plate are letters, and the rest are numbers. By fixing the first three characters of
license plate numbers as alphabets, the accuracy of recognition is greatly

increased.

_62-01-DC

Figure 2.36: LP With Special Character “-” (TAN, 2021).

Table 2.11: Common Pairs of Alphanumeric That Are Similar (TAN, 2021).

High Similarity in Alphanumeric Shape
1 |
7 T
9 g

Tesseract OCR will recognize the license plate six times and get six
results. The length of the string result is also a concern, the length of output
license plate text is not always 7 and the use of a pool of license plate numbers
can solve this problem. For example, if the input license plate array is like
Figure 2.37, this algorithm will iterate through each string license plate, set the
weight of 3 for the string length of 7 and 1 for the rest, and finally only the
license plate number with the maximum weight will be output. Finally, the

final license plate will be uploaded to Firebase.

array eg = ['HJ9', "HJ91e9', 'HJ109',"'HJ10911', 'H]I109112"]

Figure 2.37: Input LP Array Used in Pooling Algorithm (TAN, 2021).

2.4.3  Conclusion

The author used 400 images for training, where the accuracy of license plate
location recognition was 99.02% and the accuracy of character recognition
using 100 vehicle images was 78.23%. When using a series of methods such
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as the geofencing technique, centroid tracking technique, and pooling
algorithm, the final character recognition accuracy of 100% can be achieved.
However, this system has the limitation, that it faces difficulty in recognizing
low-resolution images and very skewed images, and Tesseract OCR does not

recognize some characters that look alike very well.

2.5 Software Development Methodology

2.5.1  Waterfall Methodology

The waterfall methodology is a software development life cycle (SDLC)
model that consists of a linear and sequential flow of phases. Each phase
depends on the completion and verification of the previous one, and there is no
going back once a phase is done. The phases of the waterfall methodology are

Requirements, Analysis, Design, Implementation, Testing and Maintenance.

Requirements

Analysis

Design

Implementation
Testing

Maintenance

Figure 2.38: (A complete guide to the waterfall methodology, 2023).

The waterfall methodology is one of the oldest and most widely used
SDLC models in software engineering. Table 2.12 shows the advantages and
disadvantages of the waterfall methodology.
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Table 2.12: Advantages and Disadvantages of Waterfall Methodology.

Advantages Disadvantages
e It is simple and easy to e |t is rigid and inflexible to
understand and follow. changing requirements or
e |t provides a clear structure customer feedback.
and milestones for project e It is slow and costly due to its
management. sequential nature and lack of
e It ensures high quality and iteration.
reliability of the software e It delays testing and feedback
product by  emphasizing until late in the development
thorough documentation and process, which can lead to
testing. more errors and rework.

Therefore, the waterfall methodology may not be suitable for every
software development project. It may work well for projects that have fixed
and well-defined requirements that are unlikely to change, ample resources
and time available for development and stable and predictable technology

environment.

2.5.2  Prototyping Methodology

Prototyping methodology is a software development methodology that focuses
on the use of working models that are constantly refined based on feedback
from the end user. Prototyping is most used to develop systems with
significant end-user interaction and complex user interfaces. The phases of the
prototyping methodology are Requirements, Design, Build Prototype, User

Evaluation, Refining Prototype and Implement and Maintain.
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© guru99.com E \

Quick Build User Refining
design prototype evaluation prototype

Implement
and
Maintain

Requirements

Figure 2.39: Prototyping Methodology (Martin, 2022).

The main purpose of prototyping is to allow users of the software to
evaluate developers' proposals for the design of the eventual product by
actually trying them out, rather than having to interpret and evaluate the design
based on descriptions. Prototyping also provides an understanding of the
software's functions and potential threats or issues. Prototyping can help to
confirm that the software meets the user's needs and expectations, and that the
project estimates and deadlines are realistic.

The prototyping methodology combines the iterative system with a
trial-and-error approach. In this methodology, the developers build a
prototype, test it and refine it until it reaches an acceptable level of
functionality to demonstrate to the client. Table 2.13 shows the advantages and

disadvantages of the prototyping methodology.

Table 2.13: Advantages and Disadvantages of Prototyping Methodology.

Advantages Disadvantages

e It enhances user involvement e It can be time-consuming and
and satisfaction, as they can costly, as multiple iterations
see and influence the and revisions may be required
development  process and to achieve a satisfactory
outcome. prototype.

e It  reduces risks  and e It can create unrealistic
uncertainties, as potential expectations or confusion
problems and issues can be among users, as they may
identified and resolved early in assume that the prototype is a
the project. finished product or that all

e It improves communication features will be implemented
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and  collaboration  among as shown.

stakeholders, as they can share e |t can compromise quality or

a common vision and security, as some aspects of

understanding of the software. the  software may be
e |t facilitates innovation and overlooked or neglected in

creativity, as different ideas favor of speed or appearance.

and options can be explored

and experimented with.

Prototyping methodology is a flexible and user-centered software
development methodology that can help to create better software products that
meet user needs and expectations. However, it requires careful planning,
management, communication, evaluation, documentation throughout the

project lifecycle.

2.5.3 DevOps Methodology

DevOps is a methodology that aims to improve the collaboration and
communication between software development and IT operations teams.
DevOps also emphasizes the automation and integration of various processes
and tools that support the software development life cycle, such as planning,
coding, testing, deploying, monitoring and feedback.

The main goal of DevOps is to deliver software products faster and
more reliably, while reducing the risks and costs associated with traditional
software development methods. DevOps enables continuous delivery, which
means that software updates can be released frequently and incrementally,
rather than in large and infrequent batches. DevOps also fosters a culture of
learning and experimentation, where teams can test new ideas and learn from

failures quickly and safely.
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Figure 2.40: DevOps Methodology (DevOps implementation roadmap
and advantages, 2023).

Table 2.14: Advantages and Disadvantages of DevOps Methodology.

Advantages Disadvantages

e Improved customer e Cultural and organizational
satisfaction and loyalty, as challenges, as teams may face
software products can meet resistance to change and need
their needs and expectations to adopt new mindsets and
better and faster. skills.

e Increased productivity and e Technical and operational
efficiency, as teams can work complexities, as teams may
together more seamlessly and need to deal with multiple
leverage automation and tools and platforms and ensure
standardization to reduce their compatibility and
errors and waste. interoperability.

e Enhanced innovation and e Resource and investment
competitiveness, as teams can constraints, as teams may need
experiment with new features to allocate more time and
and technologies more easily money to implement DevOps
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and respond to changing practices and tools.
market demands more agilely.
e Reduced costs and risks, as
teams can detect and fix issues
earlier in the development
process and avoid downtime

and security breaches.

DevOps is not a one-size-fits-all solution, but rather a flexible and
adaptable approach that can vary depending on the context and goals of the
project. Therefore, teams should assess their current situation and needs,
identify their challenges and opportunities, define their vision and objectives,
and plan their strategy and roadmap for adopting DevOps. By doing so, teams

can reap the benefits of DevOps while minimizing its drawbacks.

2.5.4  Conclusion

Overall, each methodology has its own strengths and weaknesses, and the
choice of methodology depends on the specific requirements of the project.
Waterfall may be suitable for simple projects with well-defined requirements,
prototyping may be useful for projects with changing requirements, and

DevOps may be best for projects with a focus on speed and agility.

2.6 System Usability Testing
System Usability Scale (SUS) is a reliable tool to test the usability of a system,
and it is also "quick and dirty". The questionnaire consists of 10 questions,
each with five choices, from strongly agree to strongly disagree. We can use it
to evaluate a wide variety of products including but not limited to hardware,
software, mobile devices, websites, and applications. (Affairs, 2022). SUS has
several benefits, including the following:

i.  SUS is suitable for small scale and the results are reliable.

ii.  SUS can distinguish between usable and unavailable systems.

iii.  SUS is easy to manage for participants.




45

The following points need to be kept in mind when using SUS:
I. Its scoring mechanism is a bit complicated.SUS can distinguish
between usable and unavailable systems.
ii.  The scores are from 0-100, but cannot be treated as percentage
scores, otherwise they will be interpreted incorrectly.
iii. It requires normalization of scores to interpret results.

iv.  SUS is designed to test ease of use, not diagnostic.

Figure 2.41 shows the questions of System Usability Scale, the
answering scale are from strongly disagree to strongly agree.

System Usability Scale Strongly Strongly
Questionnaire Disagree Agree
1. I think that I would like to use this [ 1 [ 2 [ 3 71 4 1 5]
product frequently.

2. 1 found the product unnecessarily [ 1 [ 2 1T 3 [ 4 ] 5 ]
complex.

3. I thought the product was easy to use. [ 1 T 2 7T 3 71T 471 5]
4. 1 think that I would need the support | 1 I B | 3 | 4 ] 5 |

of a technical person to be able to use
this product.

5. 1 found the various functions in the | 1 [ 2 | 3 | 4 [ 5 I
product were well integrated.

6. 1 thought there was too much [T [ 21T 3 [ a4 5 ]
inconsistency in this product.

7. 1 imagine that most people would I 1 l B l 3 l 4 l 5 I
learn to use this product very quickly.

8. 1 found the product very awkward to |

e, 1 | 2 [ 3 [ 45 |
9. 1 felt very confident using the
e, [t T 2 ]3[4 ]5 |
10. I needed to learn a lot of things

L+ [ 2] 3] 475 |

before 1 could get going with this
product.

Figure 2.41: System Usability Scale (What Every Client Should Know
about SUS Scores, 2022).
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CHAPTER 3
METHODOLOGY AND WORK PLAN

3.1 Introduction

This chapter begins by discussing each phase of the DevOps approach. In
addition, the project's Work Breakdown Structure (WBS) and Gantt Chart are
created so that the project can be successfully completed within schedule. The

chapter concludes with explanation of the development tools used.

3.2 Software Development Methodology

This project selects DevOps as the software development methodology as it
emphasizes automation and continuous delivery. DevOps aims to deliver high-
quality software faster and more reliably than traditional methods. Figure 1.6

illustrates the DevOps model phase.

Monitor

Operate
I;]) 07

OPS

Build

&

&
Deploy
V 06
N

Plan Release

05

Figure 3.1: DevOps Methodology (DevOps implementation roadmap and
advantages, 2023).

3.21 Plan
This project collects requirements through questionnaires and observations and

uses this information as input to formulate the functional and non-functional
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requirements. Afterward, use case modeling can be performed according to the
functional requirements. The relevant development tools are also confirmed at
this stage. For example, this project uses React, ExpressJS, and Docker to
build the web application, while using React Native to build the mobile
application. In addition, Firebase is selected as the project’s database and
Algolia search is employed as the search service of the applications. Related
AWS and GitHub services such as Github Actions, AWS Route53, AWS
Application Load Balancer, AWS Certificate Manager, Elastic Compute Cloud
(EC2), AWS Cloudwatch, and AWS Budgets must also be identified to design
and implement the CI/CD process of the project. Finally, WBS and Gantt chart
are created to ensure that the project can be delivered within the stipulated

time.

3.22 Code

The code development phase of this project can be divided into 3 main parts.
The first part includes using React framework, Ant Design Library, ExpressJS
and Docker to develop and run web applications locally. In the second stage,
the project started to use AWS services and Github Actions to design the
entire CI/CD process, so that developer can redeploy the entire web project on
AWS EC2 servers only by using the command git push. The last part is to use
React Native framework and Ant Design Ul library to develop mobile
application. The main modules of web and mobile applications such as car
access log module, category module, person module, user module and role

module are also developed at this stage.

3.2.3 Build

This web project uses ExpressJS as the backend server to serve the React web
application. The main build tools are npm, Docker and Github Actions. React
project will generate static resources such as HyperText Markup Language
(HTML), Cascading Style Sheets (CSS) and JavaScript (JS) after using the
npm run build command, and these static resources can be hosted on the
ExpressJS backend server. The ExpressJS server can then be built into a
docker image and run it inside a docker container by utilizing Dockerfile and
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Docker Compose tool. To promote CI/CD flow, this project uses Github
Actions services to automate the building process, so as long as the developer
has a new code update in the GitHub repository, the GitHub workflow will be
automatically executed and build the web project into Docker image. In
addition to web applications, the project also uses tools such as npm and
gradlew to build the React Native project into an apk file.

3.24  Test
The testing phase includes unit testing, system usability testing and on-site
testing to ensure that the system meets the needs of user and runs smoothly in

the working environment.

3.25 Release and Deploy

In the release and deploy development phase, Github Actions and GitHub
runner is utilized to automatically build and deploy web projects. The specific
operation includes registering the two AWS EC2 servers as the GitHub
Runners, so that they can execute the workflow of the Github Actions. Next,
define a CI/CD pipeline by Github Actions, such as destroying all docker
images and docker containers on the host machine, and then use the new
project code to rebuild the docker image and run it in the docker container of
EC2. The user can access to the web application via inserting the project’s
domain name in the web browser. Furthermore, after using npm and gradlew
to build the React Native mobile application into an apk file, this apk file is
then uploaded to the Release section of the GitHub repository for user to

download and use.

3.2.6  Operate

AWS's CloudWatch service is employed to monitor the EC2 servers and the
infrastructure it runs on to ensure that everything is working as expected. If the
status check of the EC2 server fails, CloudWatch will try to reboot the failing

Server.



3.2.7 Monitor

In the monitoring stage, data and feedback from the user is valuable to
continuously improve the applications. Furthermore, this project implements
AWS Budgets service to monitor the project’s cost, When the budget of the

project exceeds a certain threshold, an email will be sent to the developer and

the EC2 service will be suspended.

3.3 Project Planning and Scheduling
3.3.1 Work Breakdown Structure (WBS)

0.0 Web and Mobile Applications Development for Smart Vehicle

Entrance and Exit

1.0 Project Initializaiton

1.1. Preliminary Planning
1.1.1. Understanding Background of the Project
1.1.2. Identify problem of Current Conventional Solution
1.1.3. Determine Project Objectives
1.1.4. Define Project Proposed Solution
1.1.5.  Confirm Project Approach
1.1.6. Define Project Scope

1.1.6.1. Identify Targeted User
1.1.6.2. Define Modules Covered

1.2. Literature Review
1.2.1. Review on ALPR Technology
1.2.2. Review Existing ALPR systems
1.2.3.  Review Tan Wei Kun’s work
1.2.4. Review Software Development Methodology
1.2.5. Study System Usability Testing

1.3. Methodology and Work Plan
1.3.1. Explain Software Development Methodology
1.3.2. Develop Work Breakdown Structure
1.3.3. Develop Gantt Chart
1.3.4. Identify Software Development Tools



1.4. Requirement Identification
1.4.1. Requirement Gathering
1.4.1.1. Conduct Observation
1.4.1.2. Conduct Questionnaire
1.4.2.  Requirement Specification
1.4.2.1. List Functional Requirements
1.4.2.2. List Non-Functional Requirements
1.4.3.  UML Modeling
1.4.3.1. Create use case Diagram
1.4.3.2. Create use case Description
2.0 System Development
2.1. System Design
2.1.1. Database design
2.1.2. Web Application Architecture design
2.1.3.  Cloud Architecture Design
2.1.4. Mobile Application Architecture Design
2.2. System Development
2.2.1.  Web Application Development
2.2.1.1. Car Access Log Module
2.2.1.2. Category Module
2.2.1.3. Person Module
2.2.1.4. User Module
2.2.1.5. Role Module
2.2.2. Mobile Application Development
2.2.2.1. Car Access Log Module
2.2.2.2. Category Module
2.2.2.3. Person Module
2.2.2.4. User Module
2.2.2.5. Role Module
2.2.3. Create CI/CD Flow
2.2.4. Utilize AWS Service to Host Web Application
3.0 System Testing
3.1. Conduct Unit Testing
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Start

6/13/2022

6/13/2022

6/13/2022

6/15/2022

6/17/2022

6/20/2022

6/22/2022

6/27/2022

6/27/2022

6/29/2022

7/1/2022

/172022

T/ 2022

7/15/2022

7/22/2022

T/28/2022

8/1/2022

8/1/2022

8/4/2022

8/10/2022

8/15/2022

8/29/2022

8/20/2022

8/29/2022

8/31/2022

9/5/2022

9/5/2022

9/8/2022

9/12/2022

9/12/2022

9/14/2022

=] w I
< IS
HH:
qH
RER

2022

g
=
~
[=]

B/17/2022

6/20/2022

6/21/2022

6/24/2022

o
g
8

6/28/2022

o

~ o
N E
N B
(=]

] IS

022

R

=~
&
—
T

.
P

=
=
3
F

3
P
-

=
=]

2022

=

3
=
B
5

-
P

S
3
R

8/26/2022

=
B
(=]
R

2

oo
I
[i]
=
K

g
e
3
B

-

@
(=11
B
5]

-
P

9/2/2022

w0 1s] =] -] -]
5 8 EHHE
~ 4 S &
[=] B =] ]
5] R =]
~ ] n R

5]
S

o )
i B
Ll N
] ]

]
N

971372022

9/16/2022

w
3
8
R

52

Duration ~
70 days
14 days

2 days
3 days
2 days
2 days
3 days
4 days
2 days
2 days
21 days
6 days
4 days
5 days
4 days
2 days
20 days
3 days
4 days
3 days
10 days
15 days
5 days
2 days
3 days
5 days
3 days
2 days
5 days
2 days

3 days
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3.4 Technologies and Development Tools

3.4.1 React and React Native

React and React Native are both JavaScript frameworks used to develop web
and mobile applications, JavaScript XML (JSX) language is used in them,
which is an extension of the JavaScript syntax that looks a lot like XML. It is a
syntax that combines JavaScript and XML markup language, JSX is used to
declare elements in both React and React native development. The only
difference between them is the rendering interface. React is responsible for
rendering components to the web, while react-native renders the components
to the phone through the rendering interface of Objective-C (iOS platform) or
Java (Android platform). There are two main benefits of using React for
development, one is that React utilizes the DIFF algorithm when rendering,
which re-renders the page only when there is a change in the DOM node,
saving computational overhead. The second benefit is that React supports a
componentized coding scheme, which allows the developer to develop many

reusable components and thus save time.

342 NPM

NPM is a package manager, it is used primarily for installing and managing
packages, or software libraries, that can be easily integrated into Node.js
projects. NPM can also help to create a production-ready build of the React
and React Native applications.

3.4.3 React-Redux
Redux can store and manage the state of the application. Think of Redux as a
global variable that can be accessed and modified by React components. In
addition, when the state in the Redux is updated, all components that refer to
the state will be re-rendered. Redux has three main components: action
creators, store, and reducers, the relationships are illustrated in Figure 3.3.

The current mainstream and usage of redux is to use the React-Redux
library. React-redux separates the Ul component from the redux, using a
container to wrap the Ul component and let the component communicate with

the Redux through the container. React-redux workflow is shown in Figure 3.4.
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1.type : ‘things type’
2.data: thingsdata

dispatch (Iact -on|) ( previousState , action )
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Figure 3.11: Redux Workflow

Count (- ;010 )
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props store.dispatch(action)

Figure 3.12: React-Redux Workflow

3.4.4  Android Studio

Google android studio is an Android development environment with built-in
Android SDK and AVD manager to run Android emulator. The React-Native
project under development can be deployed to the Android emulator to view
the developed interface.

3.45  Firebase

Firebase’s Firestore and Firebase’s Storage act as the cloud database to store
the vehicle data and allowing the client to run Create, Read, Update and Delete
(CRUD) operations on the them. Firebase has Spark program and Blaze
program, Spark program is a free program, providing 1GB of free storage,

providing 20,000 times a day the number of documents writes, 50,000 times



60

the number of documents reads, and 20,000 times the number of document
deletions. The Blaze program is a pay-as-you-go price plan that includes the
services of the free solution, but requires payment when the free balance is
exceeded, including a charge of $0.108 per GiB when the free storage space
exceeds 1 GB. The prices for the number of documents writes, reads, and
deletes are shown in Figure 3.5.

Price beyond the free quota (per

- Price unit
unit)

Free quota per day

Document Reads 50,000 $0.06 per 100,000 documents
Document Writes 20,000 $0.18 per 100,000 documents
Document Deletes 20,000 §0.02 per 100,000 documents

Stored Data 1 GiB storage 50.18 GiB/Month

Figure 3.13: Google Cloud Service Price

3.4.6 Algolia

Algolia is a search-as-a-service provider that helps to deliver fast and relevant
search results. Algolia provides a range of features that make it easy to
integrate search into the React and React Native applications. These include a

flexible API that allows the developer to control the search experience.

347 AWS Route53

AWS Route 53 is a cloud Domain Name System (DNS) provided by AWS. It
helps to translate domain names into IP addresses that can be used to route
traffic to various resources like Amazon EC2 instances, Elastic Load

Balancers, S3 buckets, and other AWS services.

3.48 AWS Load Balancer
AWS Application Load Balancer (ALB) is a highly available and scalable load
balancer service provided by AWS. It is used to distribute incoming traffic
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across multiple targets, such as EC2 instances. It provides advanced features
like path-based routing and advanced health checks,

349 AWS Certificate Manager
AWS Certificate Manager (ACM) provides a simple and easy way to obtain
and manage SSL/TLS certificates for the website, which can encrypt the web

traffic using Hypertext Transfer Protocol Secure (HTTPS).

3.410 AWSEC2
EC2 enables the developer to create and manage virtual machines, in the cloud.

In this project, EC2 instances are used to host the web application.

3.4.11 AWS CloudWatch
In this project, AWS CloudWatch is used to monitor the health of EC2
instances. It can help to reboot the instance if any one of the instances did not

pass the status check.

3.4.12 AWS Budgets

AWS Budgets help to monitor AWS usage and costs. It allows the developer
to set custom cost and usage budgets, when the usage or costs exceed the
thresholds, it can help to alert the developer and stop the EC2 service, this is to

avoid unexpected costs.

3.4.13 EXxpressJS
ExpressJS is a popular open-source web application framework for Node.js
that simplifies the process of building server-side web applications. It is used

to serve the React application in this project.

3.4.14 Docker
Docker is a platform that enables developers to package, distribute, and run

applications in a containerized environment. In this project, Docker is used to
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run the ExpressJS web server in an isolated and reproducible environment,

which can make it easier to deploy and manage.

3.4.15 Gitand GitHub

In this project, Git is employed to manage the changes in the code and GitHub
is used to host the project’s repositories. GitHub plays a significant role in this
project; it has a tool for continuous integration and provides a platform to

release this project’s mobile application.

3.4.16 Github Actions

Github Actions is a CI/CD platform that allows developers to automate
software development workflows, it helps to create custom workflows to
automate any task, including building and deploying applications. In this
project, Github Actions is employed to automatically deploy the web project
on the EC2 instances with the help of GitHub Runner.
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CHAPTER 4

PROJECT SPECIFICATION

4.1 Introduction

This section discusses the use of observation and onsite survey to identify and
gather user requirements. The only user of this project is the manager of the
Site A’s condominium, so only he will be interviewed. Through the analysis of
the collected data, the requirement specification, use case diagram and use
case description are formulated. In addition, the requirements specification is
divided into functional and non-functional requirements in order to identify

user requirements more accurately.

4.2 Fact Finding
The fact-finding of this project will be carried out in the form of observation

and onsite questionnaire survey.

421 Observation

Using observation to collect data is an effective method because it can better
understand the needs of users, which will help to discover needs that cannot be
found through questionnaires.

A field investigation at Site A’s condominium was conducted. There
are security guard house and security gate at the entrance. Vehicles can enter
and exit through the entrance. There are unregistered and registered vehicles.
If the vehicle is registered, the security guard will open the security gate
allowing the vehicle directly to access without recording the entry and exit
time of the vehicle. If it is an unregistered visitor, the security guard will use
paper and pen to record the visitor's license plate number, owner's phone
number, and vehicle entry and exit time and fill in the remarks column. The
purpose of the remarks column is to record more information about the vehicle
such as whether the vehicle is a Grab vehicle.

Therefore, the behavior of the security guard can be divided into two

situations, encountering a registered vehicle and encountering an unregistered
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visitor. When encountering a registered vehicle, the security guard will
perform the following actions:
i.  Walk out from the security guard’shouse.
ii.  Open the security gate.
iii.  Allow the vehicle to access.

When encountering unregistered visitors, security guard will perform the
following actions:
i.  Walk out from the security guard’shouse.
ii.  Ask the car owner for the phone number.
iii.  Record the visitor's license plate number, owner's phone
number, vehicle entry and remarks inside a book
iv.  Open the security gate.
v.  Allow the vehicle to access.

From the field observation, it can be found that the current method does not
record the entry and exit logs of registered vehicles and relies on the use of
paper and pen to record the personal information of visitors. Paper records are
easily damaged and difficult to manage, so this project will develop the user
specifications based on these pain points. Relevant photos of the onsite visit

are attached in the appendix part as Appendix A.

4.2.2  Questionnaire
This project uses Google Forms as a survey tool. The questionnaire has a total

of ten questions, which will be answered by Site A’s condominium manager.
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1) What is the role as a security guard?

1 response

| work at the main gate and check
the cars entering and exiting the 1(100%)
premises.

| work at the parking lot and
monitor the car movements and|{—0 (0%)
parking spaces.

| work at both the main gate and
the parking lot and switch—0 (0%)
between them as needed.

0.0 0.2 0.4 0.6 0.8 1.0

Figure 4.1: Role as a Security Guard.

According to the bar chart in Figure 4.1, it can be found that the security guard
is only responsible for the range of the security gate, and is not responsible for
the management of the parking lot. Security guard is mainly responsible for

monitoring the entrance of the condominium.

2) How often do you need to view the car access log?
1 response

@ Daily

@ Weekly

@ Monthly

@ Occasionally
@ Never

100%

Figure 4.2: Frequency to view car access log.

According to the pie chart in Figure 4.2, it can be found that the manager
needs to check the car access log every day.
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3) What kind of information do you need to see in the car access log?

1 response
Car plate number 1(100%)
Car owner name 1(100%)
Car owner category 1(100%)
Date and time of entry and exit 1(100%)
All of the above 1(100%)

0.0 0.2 0.4 0.6 0.8 1.0

Figure 4.3: Information of Car Access Log.
According to the bar chart in Figure 4.3, it can be found that the manager
needs to obtain vehicle information from the car access log, which includes the
license plate number, the name of the owner, and the time of entry and exit of
the vehicle.

4) How do you currently search for car access log records?
1 response

By using a paper-based log book 1(100%)

By using a spreadsheet or

o,
database on a computer 1(100%)

By using a mobile app or web!

0,
app on a smartphone or tablet 1(100%)

| don't search for car access log

W
records| © (0%)

0.0 0.2 0.4 0.6 08 1.0

Figure 4.4: Methods to access log records.
According to the bar chart in Figure 4.4, it can be found that manager use three
methods to view car access logs. The first is to use paper records, the second is
to use spreadsheets or databases on a computer, and the third is to use a mobile
app or web app to view records.
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5) What are some challenges or difficulties that you face when searching for car access log
records?

1 response

The paper-based log book is not

0 (0%
organized or updated regularly (0%)

The spreadsheet or database on

0 (0%
the computer is not accessible... (0%)

The mobile app or web app on

W
the smartphone or tablet is not... 0(0%)

The combination of methods is
confusing or inconsistent

0.0 0.2 0.4 0.6 0.8 1.0

0 (0%)

Figure 4.5: Difficulties in searching car access records.

According to the bar chart in Figure 4.5, it can be found that the manager did
not encounter any problems in searching the car access log. Although the
manager has no problems using the traditional search method, the manager
hopes to be able to monitor the vehicle entry and exit records in real time.

6) How important is it for you to be able to register new car owners in the system?

1 response
1.00
1 (100%)
0.75
0.50
0.25
0(0%) 0 (0%) 0 (0%) 0(0%)
0.00
1 2 3 4

Figure 4.6: Importance of registering car owners.
Based on the bar chart in Figure 4.6, manager is required to rate the
importance of registering new car owners in the system on a scale of 1 to 5.
The result shows that the manager is very much in need of the ability to

register new car owners.
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7) What kind of information do you need to collect from new car owners?
1 response

Personal details (name, contact

o
number, email address, etc.) 1(100%)

Category details (resident, visitor, \
staff, etc.) 1(100%)

All of the above [—0 (0%)

0.0 0.2 0.4 0.6 0.8 1.0

Figure 4.7: Information collected from new car owners.

According to the bar chart in Figure 4.7, it can be found that the manager
needs to collect personal information such as name, phone number, and email
address from the car owners. In addition, the manager also hopes to classify

the car owners, such as classifying them into resident or visitor categories.

8) How do you currently categorize car owners in different categories?
1 response

By using color-coded stickers on

%
the cars| ° ©%)

By using a list of names and

categories on a clipboard 0(0%)

By using a barcode scanner and

. 9y
a database on a device 0 (©%)

| don't categorize car owners in
different categories

0.0 0.2 0.4 0.6 0.8 1.0

-0 (0%)

Figure 4.8: Current Solution to categorize car owners.

According to the bar chart in Figure 4.8, it can be found that the manager still

obtains the classification of car owners from a paper-based registration list.
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9) How familiar are you with role and user management systems?

1 response
1.00 1(100%)
0.75
0.50
0.25
0(0%) 0 (0%) 0 (0%) 0 (0%)

0.00 | \ | |

1 2 3 4

Figure 4.9: Familiarity in using role and management system.

Based on the bar chart in Figure 4.9, manager is asked to rate their confidence
in using the role and management functionality in the system on a scale of 1 to
5. The results show that manager is very confident that he can use the role and

management function well.

10) How would having a role and user management system help you perform your tasks better?

1 response

It can allow me to access and
update the car access log
records more easily and secure...

1 (100%)

It can allow me to assign and
manage different roles and
permissions for myself and oth...

1 (100%)

All of the above 1(100%)

0.0 0.2 04 06 0.8 1.0
Figure 4.10: Benefits of using role and management features in the
applications.

According to the bar chart in Figure 4.10, it can be found that using the role
and management function has two benefits for manager. The first is that
people who use this system can read vehicle entry and exit records more safely.
The second is that people with different roles can be given different system

permissions.
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4.3 Requirement Specification

Requirement  specifications include functional and non-functional
requirements. In addition, the functional requirements of the project are
divided into web application functional requirements and mobile application

functional requirements.

4.3.1  Web Application Functional Requirements

4.3.1.1 User Account

WEB-1. The web application should allow user to log into their accounts by
username and password.

WEB-2. The web application should allow the user to logout from the account.

4.3.1.2 Car Access Log

WEB-3. The web application should allow the user to view the car access log
in real time.

WEB-4. The web application should allow users to do basic search on the car
access log based on a single search field such as search by car plate
number, car owner’s name, car owner’s phone no, car owner’s
category or car access type (Enter or EXxit).

WEB-5. The web application should allow users to do advance filter search on
the car access log based on multiple selective search fields such as the
combination of car plate, car owner’s name, car owner’s phone no, car
owner’s category, car access type (Enter or Exit) and the date range.

WEB-6. The web application should allow the user to view the car owner’s

personal information from the car access log.

4.3.1.3 Category Module

WEB-7. The web application should allow the user to view categories.
WEB-8. The web application should allow the user to add a new category.
WEB-9. The web application should allow the user to edit category.
WEB-10. The web application should allow the user to remove category.
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4.3.1.4 Person Module

WEB-11. The web application should allow the user to view the registered car
owners’ personal information.

WEB-12. The web application should allow the user to register new car owner.

WEB-13. The web application should allow the user to edit the registered car
owner’s personal information.

WEB-14. The web application should allow the user to remove the car owner.

WEB-15. The web application should allow the user to search the car owner by

name. car plate number or phone number.

4.3.1.5 User Module
WEB-16. The web application should allow the user to view all created
accounts that are able to assess the system.
WEB-17. The web application should allow the user to create a new user
account and assign a role for it.
WEB-18. The web application should allow the user to edit the user account.
WEB-19. The web application should allow the user to remove the user

account.

4.3.1.6 Role Module
WEB-20. The web application should allow the user to view all the role.
WEB-21. The web application should allow the user to create a new role.
WEB-22. The web application should allow the user to decide which web and
mobile pages this role can view.

WEB-23. The web application should allow the user to remove the role.

4.3.2  Mobile Application Functional Requirements

4.3.2.1 User Account

MB-1. The mobile application should allow user to log into their accounts by
username and password.

MB-2. The mobile application should allow the user to logout from the

account.
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4.3.2.2 Car Access Log

MB-3. The mobile application should allow the user to view the car access log
in real time.

MB-4. The mobile application should allow users to do basic search on the car
access log by car plate number.

MB-5. The mobile application should allow users to do advance filter search
on the car access log based on multiple selective search fields such as
the combination of car plate, car owner’s name, car owner’s phone no,
car owner’s category, car access type (Enter or Exit) and the date
range.

MB-6. The mobile application should allow the user to view the car owner’s

personal information from the car access log.

4.3.2.3 Category Module

MB-7. The mobile application should allow the user to view the categories.
MB-8. The mobile application should allow the user to add a new category.
MB-9. The mobile application should allow the user to edit the category name.

MB-10. The mobile application should allow the user to remove the category.

4.3.2.4 Person Module

MB-11. The mobile application should allow the user to view the registered
car owners’ personal information.

MB-12. The mobile application should allow the user to register a new car
owner.

MB-13. The mobile application should allow the user to edit the registered car
owner’s personal information.

MB-14. The mobile application should allow the user to remove the car
owner.

MB-15. The mobile application should allow the user to search for the car

owner by name. car plate number or phone number.

4.3.2.5 User Module
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MB-16. The mobile application should allow the user to view all created
accounts that are able to assess the system.

MB-17. The mobile application should allow the user to create a user new
account and assign role for it.

MB-18. The mobile application should allow the user to edit the user account.

MB-19. The mobile application should allow the user to remove the user

account.

4.3.2.6 Role Module

MB-20. The mobile application should allow the user to view all the roles.

MB-21. The mobile application should allow the user to create a new role.

MB-22. The mobile application should allow the user to decide which web
and mobile pages this role can view.

MB-23. The mobile application should allow the user to remove the role.

4.3.3  Non-Functional Requirements
1) Performance requirements
a) Any operation of the user on the webpage or mobile phone application
will return the result within four seconds.
b) The system must monitor the car access log in real time, and the new
car access log must be reflected to the user within one second.
c) When the user uses the system for the first time, the system must
render the page within four seconds.
2) Security requirements
a) When a user logs in, the system will verify the user's username and
password.
b) The system will render corresponding pages for users with different
permissions.
c) The webpage will be encrypted using HTTPS.
3) Usability requirements
a) The system must support the use of a single command to rebuild the

mobile application.
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74

b) The system must support one-click redeployment of web applications
to cloud servers.

c) Web applications should be able to run on any host machine that only
has docker installed.

d) Mobile applications and web applications should allow users to be
proficient in using the functions within ten minutes.

Availability requirements

a) Mobile phone and web application services should be available to users
in 99.9% of the time.

Recoverability

a) The system must automatically restart the AWS server within 2
minutes, if the AWS cloud server crashes due to AWS internal reasons,

b) The system supports redeployment to the AWS server within 30
seconds if the web application crashes.

Portability

a) The web application should run on any host machine that supports
docker.

b) The mobile app can run on Android phones running Android 5.0 or

above.

Table 4.1 shows the mapping between the web and mobile application’s

functional requirements and their corresponding use case ID to facilitate the

construction of use case description.

Table 4.1: Mapping between Functional Requirement ID and Use Case ID.

Functional Requirement ID Use Case ID
WEB-1 1
WEB-2
WEB-3
WEB-4
WEB-5
WEB-6

o O Bl W DN




WEB-7 7
WEB-8 8
WEB-9 9
WEB-10 10
WEB-11 11
WEB-12 12
WEB-13 13
WEB-14 14
WEB-15 15
WEB-16 16
WEB-17 17
WEB-18 18
WEB-19 19
WEB-20 20
WEB-21 21
WEB-22 22
WEB-23 23
MB-1 24
MB-2 25
MB-3 26
MB-4 27
MB-5 28
MB-6 29
MB-7 30
MB-8 31
MB-9 32
MB-10 33
MB-11 34
MB-12 35
MB-13 36
MB-14 37
MB-15 38
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MB-16 39
MB-17 40
MB-18 41
MB-19 42
MB-20 43
MB-21 44
MB-22 45
MB-23 46

4.4 Use Case Modelling
441 Web Application Use Case Diagrams
4.4.1.1 User Account

User Account

ALPR Weh Application

Verify

_ canie>7{ Vigrame and

~
<<extends>>
T
~

Display Login

Manager Error Message

Clear Browser
Local Storage

<<include>>

Figure 4.11: User Account Use Case Diagram (Web Application).



4.4.1.2 Car Access Log

Car Access Log
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Figure 4.12:

Car Access Log Use Case Diagram (Web Application).
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4.4.1.3 Category Module

Category Module

ALPR Web Application

View Category
Add Category }————— <<include>>- — — —— -—=>|  Validate Input
<

.. :

<<extends>> |

~ee :

Display 1

Validate Error :

Message 1

1

-7 I

<<extends>> i

Manager e |

1

1

1

Edit Category }— ——— <<include>>- — — J

Remove
Category

Display Alert

————— <<include>>— - — —— — >/ Message

Figure 4.13: Category Module Use Case Diagram (Web Application).



4.4.1.4 Person Module

Person Module

ALPR Web Application
View Car
Owners'
Personal
inormation
———————————————————— <<extends>>- — —— ——————————

Display
Validation Error
Message

Register Car
QOwner

Edit Car
Owner's
Personal
ilformation

Manager |
- <<extends>> — — — — _ _ _ _ J

Search Car

Z —— <<extends>>-— Search by name
Owner
N Z<extends>>
\ .
\, T
A
<<extends>>

N Search by Car
N Plate Number

Search by
Phone Number

Remove Car
Owner

—<<include>>- - =] Display Alert

Message

Figure 4.14: Person Module Use Case Diagram (Web Application).
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User Module
ALPR Web Application
View all
Created User
Accounts
———————————————————— <<extends>>——————————————1

Create new

—— = <<include>> = — === Assign User Role
User Account '~ mcude > 9

N

~
<<include>>
~

Display
Validate Error
Message

Validate Input
Manager

-
<<include>>

Edit User
Account

Remove User
Account

Display Alert

— —<<include>>— — > Message

Figure 4.15: User Module Use Case Diagram (Web Application).



4.4.1.6 Role Module

Role Module

Manager

-

View Roles

Create new Role

Role

Remove Role

Assign Pages to

ALPR Web Application

Validate Input
- ,:’7 p

<<include>>

Display
Validation Error
Message

————— <<extends>> — — _

<<include>>- 3> Display Alert

Message

Figure 4.16:

Role Module Use Case Diagram (Web Application).
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4.4.2  Mobile Application Use Case Diagram
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Figure 4.17: User Account Use Case Diagram (Mobile Application).
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4.4.2.2 Car Access Log
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Figure 4.18:
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Car Access Log Use Case Diagram (Mobile Application).



4.4.2.3 Category Module

84

Category Module

Manager

View Category

Add Category

~
~

Edit Category

Remove
Category

ALPR Mobile Application

_____ <<include>>- —— ——-—>>|  Validate Input

~
~
<<extends>>

~
~

Display
Validate Error
Message

-
-

_
<<extends>>

,,,,,,,,,,,,,,, <<include>>- — —

Display Alert

_____ <<inclhude>>— — ——— _ —>; Message

Figure 4.19:

Category Module Use Case Diagram (Mobile Application).



4.4.2.4 Person Module

Person Module

View Car
Owners' personal
information

Register Car
Qwner

Edit Car

ALPR Mobile Application

Display
Validation Error
Message

1
1
1
1
Owner's personal }— —————— <<include>>- — — — — — - !
information |
[
1
i 1
Manager | |
- <<extends>>- — — — — _ _ _ J
Search Car 2 _ _ _<<extends>>—— Search by name

Owner

Phone N

Remove Car
Owner

N <<extends>>

Search by

umber

<<include>>- =]

Search by Car

Plate Number

Display Alert

Message

Figure 4.20: Person Module Use Case Diagram (Mobile Application).
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4.4.25 User Module
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Figure 4.21: User Module Use Case Diagram (Mobile Application).



4.4.2.6 Role Module
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Figure 4.22:

4.5 Use Case Description

Role Module Use Case Diagram (Mobile Application).

Table 4.2: Use Case Description of Login (Web application).

Use Case Name: Login

ID: 1 Importance Level:

High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to login and use the web application.

Use Case Description:

application.

Describe how the manager login to his account to access the web
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Trigger: When a manager wants to access and use the application.

Relationships:

Association : Manager
Include : Verify Username and Password
Extend : Display Login Error Message

Generalization : -

Normal Flow of Events:

The manager opens chrome browser.

The manager access the “alprtech.link” website.

A w0 np e

The system verifies the username and password.
If the username and password are not valid.
Perform exceptional flow E-1.
5. The manager login to the web application successfully and will be

directed to the web application’s home page.

The manager logs in his account by typing username and password.

Sub-flows:

Alternate/Exceptional Flows:
E-1
1. The system displays the login error message.

2. The manager reenters the username and password.

Table 4.3: Use Case Description of Logout (Web application).

Use Case Name: Logout ID: 2 Importance Level:
High

Primary Actor: Manager Use Case Type: Detail, Real
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Stakeholders and Interests:

Manager —wants to logout from the web application.

Description:

Describes how the manager logout from the web application.

Trigger: When a manager wants to logout from the web application.

Relationships:

Association : Manager
Include: Clear Browser Local Storage
Extend : -

Generalization : -

Normal Flow of Events:

The manager clicks the logout button.
The system displays a confirmation message.

The manager confirms to logout.

N

The manager is logout from the web application and redirected to the
login page.
5. The system clears the browser local storage that store the user login

information.

Sub-flows:

Alternate/Exceptional Flows:
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Table 4.4: Use Case Description of View Car Access Log (Web application).

Use Case Name: View Car Access Log

ID: 3

Importance Level:
High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to view car access log.

Description:

Describes how the manager views the car access log.

Trigger: When a manager wants to view the car access log.

Relationships:

Association : Manager
Include:
Extend : -

Generalization : -

Normal Flow of Events:

1. The manager navigates to the home page of the web application.

2. The system displays a list of car access log.

3. The manager views all the displayed car access log.

Sub-flows:

Alternate/Exceptional Flows:
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Table 4.5: Use Case Description of Basic Search on Car Access Log (Web

application)
Use Case Name: Basic Search on Car ID:4 | Importance Level:
Access Log High
Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to search the car access log.

Description:

Describes how the manager searches the car access log.

Trigger: When a manager wants to search the car access log.

Relationships:

Association : Manager
Include : Validate Input
Extend : Search by Car Plate Number, Search by Car

Owner’s Name, Search, by Car Owner's Phone Number, Search by
Car Access Type, Search by Car Owner's Category, Display
Validation Error Message

Generalization

Normal Flow of Events:

1. The manager navigates to the home page of the web application.

2. The manager selects one of the search fields (search by car plate
number, name, phone number, access type or category).

3. The manager provides search data in the search field.

4. The manager clicks search button to perform search.
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If the search field is empty.

Perform exceptional flow E-1.

5. The system returns the search result.

Sub-flows:

Alternate/Exceptional Flows:
E-1

1. The system displays the validation error message.

2. The manager provides the search data again.

Table 4.6: Use Case Description of Filter Search on Car Access Log (Web

application)

Use Case Name: Filter Search on Car

Access Log

ID: 5 Importance Level:

High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to perform filter search on the car access log.

Description:

Describes how the manager performs filter search on the car access log.

Trigger: When a manager wants to perform filter search on the car access

log.




93

Relationships:

Association : Manager
Include : Search by Date Range, Validate Input
Extend : Search by Car Plate Number, Search by Car

Owner’s Name, Search, by Car Owner's Phone Number, Search by
Car Access Type, Search by Car Owner's Category, Display
Validation Error Message

Generalization

Normal Flow of Events:

1. The manager navigates to the home page of the web application.

2. The manager clicks the filter button.

3. The system shows the filter drawer that consists of multiple search
fields.

4. The manager selects the start and end date.

5. The manager can selectively provide car plate number, car owner’s
name, car owner’s category, car owner’s phone number as input data
to perform filter search.

6. The manager clicks the search button.

If the date range field is empty.
Perform exceptional flow E-1.
7. The system returns the search result.

8. The manager closes the filter drawer.

Sub-flows:

Alternate/Exceptional Flows:
E-1

1. The system displays the validation error message.

2. The manager provides the date range again.
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Table 4.7: Use Case Description of View Car Owner's Personal Information
(Web application)

Use Case Name: View Car Owner’s ID: 6 Importance Level:
Personal Information High
Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:
Manager —wants to view the car owner’s personal information from the car

access log.

Description:
Describe how the manager views the car owner’s personal information

from the car access log.

Trigger: When a manager wants to view the car owner’s personal

information from the car access log.

Relationships:

Association : Manager
Include
Extend

Generalization

Normal Flow of Events:

1. The manager navigates to the home page of the web application.

2. The manager clicks the more button from the car access log list.

3. The system shows the drawer that consists of the car owner’s personal
information.

4. The manager views the car owner’s personal information.

5. The manager closes the drawer.
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Sub-flows:

Alternate/Exceptional Flows:

Table 4.8: Use Case Description of View Category (Web application).

Use Case Name: View Category ID: 7 Importance Level:
High
Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to view categories

Description:

Describes how the manager views the categories

Trigger: When a manager wants to view the categories.

Relationships:

Association : Manager
Include
Extend

Generalization

Normal Flow of Events:

1. The manager navigates to the category page of the web application.

2. The system displays a table listing the categories.
3. The manager navigates through the category list.
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Sub-flows:

Alternate/Exceptional Flows:

Table 4.9: Use Case Description of Add Category (Web application).

Use Case Name: Add Category

ID: 8 Importance Level:

High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to add a category.

Description:

Describes how the manager adds a category.

Trigger: When a manager wants to add a category.

Relationships:

Association : Manager
Include - Validate Input
Extend : Display Validation Error Message

Generalization

Normal Flow of Events:

1. The manager navigates to the category page of the web application.
2. The manager clicks the add button.

3. The system shows a modal contains an input field asking for category
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name.

The manager types a category name in the input field.

The manager clicks the ok button.

If the manager did not provide any category name.
Perform exceptional flow E-1.

If the manager provides a duplicate category name.
Perform exceptional flow E-2.

The system adds a new category.

The system shows a success message.

. The system closes the modal.

Sub-flows:

Alternate/Exceptional Flows:

E-1

The system displays a validation error message.
The manager types the category name again.

The system alerts the manager that a same category name already
exists.

The manager types the new category name again.

Table 4.10: Use Case Description of Edit Category (Web application)

Use Case Name: Edit Category ID: 9 Importance Level:

High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to edit a category.
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Description:
Describes how the manager edits a category.

Trigger: When a manager wants to edit a category.

Relationships:

Association : Manager
Include : Validate Input
Extend : Display Validation Error Message

Generalization

Normal Flow of Events:

1. The manager navigates to the category page of the web application.

2. The manager clicks the edit button from the category list.
3. The system shows a modal contains an input field asking for a new
category name.
4. The manager types a new category name in the input field.
5. The manager clicks the ok button.
If the manager did not provide any category name.
Perform exceptional flow E-1.
If the manager provides the same category name as before.
Perform exceptional flow E-2.
If the manager provides the duplicate category name.
Perform exceptional flow E-3.
6. The system updates the category name.
7. The system shows a success message.

8. The system closes the modal.

Sub-flows:




Alternate/Exceptional Flows:
E-1
1. The system displays a validation error message.

2. The manager types the category name again.

1. The system closes the modal.

1. The system alerts the same category name already exists.

2. The manager types the new category name again.

Table 4.11: Use Case Description of Remove Category (Web application).

Use Case Name: Remove Category ID: 10 | Importance Level:
High
Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to remove a category.

Description:
Describes how the manager removes a category.

Trigger: When a manager wants to remove a category.

Relationships:

Association : Manager
Include : Display Alert Message
Extend

Generalization
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Normal Flow of Events:

N o g~ wDbdoE

The system deletes the category.
The system shows a success message.

The system closes the alert modal.

The manager clicks the confirm button.

The manager navigates to the category page of the web application.
The manager clicks the remove button from the category list.

The system shows an alert modal to warn the manager.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.12: Use Case Description of View Car Owners' Personal Information

(Web application).

Use Case Name: View Car Owners’

Personal Information

ID: 11

Importance Level:
High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to view the car owners’ personal information.

Description:

Describes how the manager view the car owners’ personal information.

rigger: en a manager wants to view the car owners’ persona
T Wh ts t th i |

information.
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Relationships:

Association : Manager
Include
Extend

Generalization

Normal Flow of Events:

1. The manager navigates to the person page of the web application.

2. The system displays a table listing all the registered car owners.

3. The manager clicks on the view button to view more detail

information.

4. The system navigates to the person detail page.

5. The system shows all the car owner’s detail information.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.13: Use Case Description of Register Car Owner (Web application)

Use Case Name: Register Car Owner

ID: 12 | Importance Level:
High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to register a new car owner.
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Description:

Describes how the manager registers a new car owner.

Trigger: When a manager wants to register a new car owner.

Relationships:

Association : Manager
Include : Validate Input
Extend : Display Validation Error

Generalization

Normal Flow of Events:

N

o1

7.
8.
9.

The manager navigates to the person page of the web application.

The manager clicks on the register button.

The system navigates to the registration form page.

The manager provides the car owner’s name, car plate number, phone

number, category, and person detail in the form.
The manager clicks the submit button.

The system validates all the input fields.

If the manager provides invalid format of data

Perform exceptional flow E-1.

If the manager did not fill all the necessary input fields.

Perform exceptional flow E-2.
If the manager provides a duplicate car plate number.

Perform exceptional flow E-3.

The system shows a loading message.
The system adds a car owner.

The system shows the success message.

10. The system navigates to the person page.
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Sub-flows:

Alternate/Exceptional Flows:
E-1
1. The system shows an error message asking the manager to provide
correct data in the corresponding field.
2. The manager provides the data in correct format.
E-2
1. The system shows an error message asking the manager to fill all the
required fields.

2. The manager fills all the required input fields.

1. The system alerts the manager that the current car plate number
already exists.

2. The manager fills a new car plate number.

Table 4.14: Use Case Description of Edit Car Owner's Personal Information
(Web application).

Use Case Name: Edit Car Owner’s ID: 13 | Importance Level:
Personal Information High
Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to edit the car owner’s personal information.

Description:

Describes how the manager edits the car owner’s personal information.
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Trigger: When a manager wants to edit the car owner’s personal

information.

Relationships:

Association : Manager
Include : Validate Input
Extend : Display Validation Error

Generalization

Normal Flow of Events:

The manager navigates to the person page of the web application.
The manager clicks on the edit button from the list of car owners.

The system navigates to the edit person page.

> W Do

The manager provides the new car owner’s name, car plate number,

phone number, category, or person detail in the form.

o

The manager clicks the submit button.
6. The system validates all the input fields.
If the manager provides invalid format of data
Perform exceptional flow E-1
If the manager leaves the necessary input fields empty.
Perform exceptional flow E-2
If the manager provides a duplicate car plate number.
Perform exceptional flow E-3
7. The system shows a loading message.
8. The system updates the car owner.
9. The system shows the success message.

10. The system navigates to the person page.

Sub-flows:

Alternate/Exceptional Flows:
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1. The system shows an error message asking the manager to provide
correct data in the corresponding field.

2. The manager provides the data in correct format.

1. The system shows an error message asking the manager to fill all the

required input fields.

2. The manager fills all the required input fields.

1. The system alerts the manager that the current car plate number

already exists.

2. The manager fills a new car plate number.

Table 4.15: Use Case Description of Remove Car Owner (Web application)

Use Case Name: Remove Car Owner

ID: 14 | Importance Level:
High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to remove the car owner.

Description:

Describes how the manager removes the car owner.

Trigger: When a manager wants to remove the car owner.
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Relationships:

Association : Manager
Include : Display Alert Message
Extend

Generalization

Normal Flow of Events:

S o

The manager navigates to the person page of the web application.
The manager clicks on the remove button from the list of car owners.
The system displays a confirmation modal.

The manager clicks the ok button.

The system deletes the car owner.

The system shows the success message.

The system closes the confirmation modal.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.16: Use Case Description of Search Car Owner (Web application)

Use Case Name: Search Car Owner ID: 15 | Importance Level:
High
Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to search the car owner.
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Description:
Describes how the manager searches the car owner.

Trigger: When a manager wants to search the car owner.

Relationships:

Association : Manager
Include
Extend : Search by Name, Search by Car Plate Number,

Search by Phone Number
Generalization

Normal Flow of Events:

The manager navigates to the person page of the web application.

The manager input the search data in the search field.

w e

The system will perform query on the database.

4. The system returns the search result.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.17: Use Case Description of View all Created User Accounts (Web
application).
Use Case Name: View all Created User ID: 16 | Importance Level:

Accounts High

Primary Actor: Manager Use Case Type: Detail, Real
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Stakeholders and Interests:

Manager —wants to view all created user accounts.

Description:

Describes how the manager views all created user accounts.

Trigger: When a manager wants to view all created user accounts.

Relationships:

Association : Manager
Include
Extend

Generalization

Normal Flow of Events:

1. The manager navigates to the user page of the web application.

2. The system displays table listing all the user accounts.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.18: Use Case Description of Create new User Account (Web

application)

Use Case Name: Create new User Account| ID: 17 | Importance Level:
High
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Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to create a new user account.

Description:

Describes how the manager creates a new user account.

Trigger: When a manager wants to create a new user account.

Relationships:

Association : Manager
Include : Assign User Role, Validate Input
Extend : Display Validation Error Message

Generalization

Normal Flow of Events:

The manager navigates to the user page of the web application.
The manager clicks the add button.
The system shows a modal containing a form, the form contains input
fields such as username, password, email, phone number and role.
The manager provides all the necessary data (username, password and
role)
The manager clicks the ok button.
If the manager did not provide all the required data.

Perform exceptional flow E-1.
If the manager provides a duplicate username.

Perform exceptional flow E-2.
The system created a new user account and assign the corresponding
role to it.




110

7. The system shows a success message.
8. The system closes the modal.

Sub-flows:

Alternate/Exceptional Flows:
E-1

1. The system shows the error message asking the manager to complete

all the required input fields.

2. The manager completes all the required input fields.

E-2

1. The system shows the alert message notify the manager that the same

username already exists.

2. The manager types a new username.

Table 4.19: Use Case Description of Edit User Account (Web application)

Use Case Name: Edit User Account

ID: 18

Importance Level:
High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to edit the user account.

Description:

Describes how the manager edits the user account.

Trigger: When a manager wants to edit the user account.
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Relationships:

Association : Manager
Include : Validate Input
Extend : Display Validation Error Message

Generalization

Normal Flow of Events:

1. The manager navigates to the user page of the web application.

2. The manager clicks the edit button from list of user accounts.

3. The system shows a modal containing a form, the form contains
input fields such as username, password, email, phone number and
role.

4. The manager provides all the necessary data (username, password
and role)

5. The manager clicks the ok button.

If the manager did not provide any new data.
Perform exceptional flow E-1.
If the manager did not provide all the required data.
Perform exceptional flow E-2.
If the manager provides a duplicate username.
Perform exceptional flow E-3.
6. The system updates the user account.
7. The system shows a success message.

8. The system closes the modal.

Sub-flows:

Alternate/Exceptional Flows:
E-1

1. The system closes the modal.
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E-2
1. The system shows the error message asking the manager to complete
all the required input fields.

2. The manager completes all the required input fields.

1. The system shows the alert message notify the manager that the same
username already exists.

2. The manager types a new username.

Table 4.20: Use Case Description of Remove User Account (Web application)

Use Case Name: Remove User Account ID: 19 | Importance Level:
High

Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to remove the user account.

Description:

Describes how the manager removes the user account.

Trigger: When a manager wants to remove the user account.

Relationships:

Association : Manager
Include : Display Alert Message
Extend

Generalization
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Normal Flow of Events:

1. The manager navigates to the user page of the web application.
2. The manager clicks on the remove button from the list of user
accounts.

The system displays a confirmation modal.

The manager clicks the ok button.

The system deletes the user account.

The system shows the success message.

N o g &~ w

The system closes the confirmation modal.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.21: Use Case Description of View Roles (Web application)

Use Case Name: View Roles ID: 20 | Importance Level:
High
Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to view all the roles.

Description:

Describes how the manager views all the roles.

Trigger: When a manager wants to view all the roles.
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Relationships:

Association : Manager
Include
Extend

Generalization

Normal Flow of Events:

1. The manager navigates to the role page of the web application.

2. The system displays a table listing all the roles.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.22: Use Case Description of Create new Role (Web application)

Use Case Name: Create new Role ID: 21 | Importance Level:
High
Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to create a new role.

Description:

Describes how the manager creates a new role.

Trigger: When a manager wants to create a new role.
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Relationships:

Association : Manager
Include : Validate Input
Extend : Display Validation Error Message

Generalization

Normal Flow of Events:

© a0k~ 0w N E

The manager navigates to the role page of the web application.

The manager clicks the add button.

The system shows a modal asking the manager to input a role name.

The manager types a role name in the input field.
The manager clicks the ok button.

The system validates the input field.

If the manager leaves the input field empty.
Perform exceptional flow E-1.

If the manager provides a duplicate role name.
Perform exceptional flow E-2.

The system shows the success message.

The system closes the modal.

Sub-flows:

Alternate/Exceptional Flows:

E-1

1.

2.
E-2

1.

2.

The system shows a validation error message.

The manager types the role name again.

The system alerts the manager that the same role name already exists.

The manager types a new role name.
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Table 4.23: Use Case Description of Assign Pages to Role (Web application)

Use Case Name: Assign Pages to Role

ID: 22 | Importance Level:

High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to assign pages to a role.

Description:

Describes how the manager assigns pages to a role.

Trigger: When a manager wants to assign pages to a role.

Relationships:

Association : Manager
Include
Extend

Generalization

Normal Flow of Events:

1. The manager navigates to the role page of the web application.

2. The manager clicks the edit button from the list of roles.

3. The system displays a modal with checkboxes for the manager to

assign the pages this role has access to.

4. The manager clicks on the checkboxes.

5. The manager clicks the ok button.

If the checkboxes are the same.
Perform exceptional flow E-1

6. The system assigns the pages to the role.
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7. The system shows the success message.
8. The system closes the modal.

Sub-flows:

Alternate/Exceptional Flows:
E-1

1. The system closes the modal.

Table 4.24: Use Case Description of Remove Role (Web application).

Use Case Name: Remove Role ID: 23 | Importance Level:
High
Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to remove a role.

Description:

Describes how the manager remove a role.

Trigger: When a manager wants to remove a role.

Relationships:

Association : Manager
Include : Display Alert Message
Extend

Generalization
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Normal Flow of Events:

N o a A w D Pe

The manager clicks the ok button.

The system deletes the role.

The manager navigates to the role page of the web application.
The manager clicks the remove button from the list of roles.

The system displays a confirmation modal.

The system shows the success message.

The system closes the confirmation modal.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.25: Use Case Description of Login (Mobile application)

Use Case Name: Login

ID: 24 | Importance Level:
High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to login and use the mobile application.

Description:

Describes how the manager login his account to access mobile application.

Trigger: When a manager wants to access and use the application.
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Relationships:

Association : Manager
Include : Verify Username and Password
Extend : Display Login Error Message

Generalization : -

Normal Flow of Events:

1. The manager opens the application.
2. The manager logs in his account by typing username and password.
3. The system verifies the username and password.
If the username and password are not valid.
Perform exceptional flow E-1.
4. The manager login to the mobile application successfully and will be

directed to the mobile application’s home page.

Sub-flows:

Alternate/Exceptional Flows:
E-1
1. The system displays the login error message.

3. The manager enters the username and password again.

Table 4.26: Use Case Description of Logout (Mobile application)

Use Case Name: Logout ID: 25 | Importance Level:
High
Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to logout from the mobile application.
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Description:
Describes how the manager logout from the mobile application.

Trigger: When a manager wants to logout from the mobile application.

Relationships:

Association : Manager
Include : Clear Local AsyncStorage
Extend -

Generalization : -

Normal Flow of Events:

The manager clicks the logout from the navigation pane.
The system displays a confirmation message.
The manager confirms to logout.

A 0w np e

The manager is logout from the mobile application and redirected to
the login page.
5. The system clears the local AsyncStorage that store the user login

information.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.27: Use Case Description of View Car Access Log (Mobile

application).

Use Case Name: View Car Access Log ID: 26 | Importance Level:
High
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Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to view car access log.

Description:

Describes how the manager view the car access log.

Trigger: When a manager wants to view the car access log.

Relationships:

Association : Manager
Include:
Extend : -

Generalization : -

Normal Flow of Events:

1. The manager navigates to the home page of the mobile application.

2. The system displays a list of car access log.

3. The manager views all the displayed car access log.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.28: Use Case Description of Basic Search on Car Access Log (Mobile

application)

Use Case Name: Basic Search on Car

Access Log

ID: 27

Importance Level:
High
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Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to search the car access log.

Description:

Describes how the manager search the car access log.

Trigger: When a manager wants to search the car access log.

Relationships:

Association : Manager
Include
Extend

Generalization

Normal Flow of Events:

1. The manager navigates to the home page of the web application.
2. The manager types the car plate number in the search field.

3. The manager hits the enter on keyboard.
4

The system returns the search result.

Sub-flows:

Alternate/Exceptional Flows:




123

Table 4.29: Use Case Description of Filter Search on Car Access Log (Mobile

application).
Use Case Name: Filter Search on Car ID: 28 | Importance Level:
Access Log High
Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to perform filter search on the car access log.

Description:

Describes how the manager perform filter search on the car access log.

Trigger: When a manager wants to perform filter search on the car access

log.

Relationships:

Association : Manager
Include : Search by Date Range, Validate Input
Extend . Search by Car Plate Number, Search by Car

Owner’s Name, Search, by Car Owner's Phone Number, Search by
Car Access Type, Search by Car Owner's Category, Display|
Validation Error Message

Generalization

Normal Flow of Events:

1. The manager navigates to the home page of the web application.

2. The manager clicks the filter icon.

3. The system shows the filter drawer that consists of multiple search
fields.

4. The manager selects the start and end date.
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5. The manager can selectively provide car plate number, car owner’s
name, car owner’s category, car owner’s phone number as input data
to perform filter search.

6. The manager clicks the submit button.

If the date range field is empty.
Perform exceptional flow E-1.
7. The system returns the search result.

8. The system closes the filter drawer.

Sub-flows:

Alternate/Exceptional Flows:
E-1

1. The system displays the validation error message.

2. The manager provides the date range again.

Table 4.30: Use Case Description of View Car Owner's Personal Information

(Mobile application).

Use Case Name: View Car Owner’s ID: 29 | Importance Level:
Personal Information High
Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:
Manager —wants to view the car owner’s personal information from the car

access log.

Description:
Describes how the manager views the car owner’s personal information

from the car access log.

Trigger: When a manager wants to view the car owner’s personal

information from the car access log.
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Relationships:

Association : Manager
Include
Extend

Generalization

Normal Flow of Events:

1. The manager navigates to the home page of the web application.

2. The manager clicks the more button from the car access log list.

3. The system shows the drawer that consists of the car owner’s personal

information.

4. The manager views the car owner’s personal information.

5. The manager closes the drawer.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.31: Use Case Description of View Category (Mobile application)

Use Case Name: View Category

ID: 30

Importance Level: High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to view categories.
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Description:

Describes how the manager views the categories

Trigger: When a manager wants to view the categories

Relationships:

Association : Manager

Include
Extend

Generalization

Normal Flow of Events:

1. The manager navigates to the category page of the mobile application.

2. The system displays category list.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.32: Use Case Description of Add Category (Mobile application).

Use Case Name: Add Category

ID: 31

Importance Level: High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to add a category.




127

Description:
Describes how the manager adds category.

Trigger: When a manager wants to add category.

Relationships:

Association : Manager
Include : Validate Input
Extend : Display Validation Error Message

Generalization

Normal Flow of Events:

1. The manager navigates to the category page of the mobile application.
2. The manager clicks the add button.
3. The system shows a modal contains an input field asking for category
name.
4. The manager types a category name in the input field.
5. The manager clicks the ok button.
If the manager did not provide any category name.
Perform exceptional flow E-1.
If the manager provides the duplicate category name.
Perform exceptional flow E-2.
6. The system adds a new category.
7. The system shows a success message.

8. The system closes the modal.

Sub-flows:

Alternate/Exceptional Flows:
E-1
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1. The system displays a validation error message.

2. The manager types the category name again.

1. The system alerts the manager that same category name already exists.

2. The manager types the new category name again.

Table 4.33: Use Case Description of Edit Category (Mobile application).

Use Case Name: Edit Category ID: 32 | Importance Level: High

Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to edit a category.

Description:
Describes how the manager edits a category.

Trigger: When a manager wants to edit a category.

Relationships:

Association : Manager
Include : Validate Input
Extend - Display Validation Error Message

Generalization
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Normal Flow of Events:

The manager navigates to the category page of the mobile application.
The manager clicks the more button from the category list.

The manager clicks the edit selection.

Ll

The system shows a modal contains an input field asking for a new

category name.

o

The manager types a new category name in the input field.
6. The manager clicks the ok button.
If the manager did not provide any category name.
Perform exceptional flow E-1.
If the manager provides the same category name as before.
Perform exceptional flow E-2.
If the manager provides duplicate category name.
Perform exceptional flow E-3.
9. The system updates the category name.
10. The system shows a success message.
11. The system closes the modal.

Sub-flows:

Alternate/Exceptional Flows:
E-1
1. The system displays a validation error message.
2. The manager types the category name again.
E-2
1. The system closes the modal.

3. The system alerts the same category name already exists.

4. The manager types the new category name again.
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Table 4.34: Use Case Description of Remove Category (Mobile application).

Use Case Name: Remove Category | ID: 33 | Importance Level: High

Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to remove a car owner’s category.

Description:

Describes how the manager removes a car owner’s category.

Trigger: When a manager wants to remove a car owner’s category.

Relationships:

Association : Manager
Include : Display Alert Message
Extend

Generalization

Normal Flow of Events:
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The manager navigates to the category page of the mobile application.
The manager clicks the more button from the category list.

The manager clicks the remove selection.

The system shows an alert modal to warn the manager.

The manager clicks the confirm button.

The system deletes the category.

The system shows a success message.

The system closes the alert modal.
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Sub-flows:

Alternate/Exceptional Flows:

Table 4.35: Use Case Description of View Car Owners' Personal Information

(Mobile application).

Use Case Name: View Car Owners’

Personal Information

ID: 34 | Importance Level: High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to view the car owners’ personal information.

Description:

Describes how the manager view the car owners’ personal information.

information.

Trigger: When a manager wants to view the car owners’ personal

Relationships:

Association : Manager
Include
Extend

Generalization

Normal Flow of Events:

1. The manager navigates to the person page of the mobile application.
2. The system displays the list of registered car owners.
3. The manager clicks on the one of the car owners.
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4. The system navigates to the person edit page.
5. The system shows the car owner’s detail information.

6. The manager views the personal information.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.36: Use Case Description of Register Car Owner (Mobile application)

Use Case Name: Register Car Owner | ID: 35 | Importance Level: High

Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to register a New car owner.

Description:

Describes how the manager registers a new car owner.

Trigger: When a manager wants to register a new car owner.

Relationships:

Association : Manager
Include : Validate Input
Extend : Display Validation Error

Generalization
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Normal Flow of Events:

The manager navigates to the person page of the mobile application.
The manager clicks on the add button.

The system navigates to the add page.

Ll

The manager provides the car owner’s name, car plate number, phone

number, category, and person detail in the form.

o

The manager clicks the submit button.
6. The system validates all the input fields.
If the manager did not fill all the necessary input fields.
Perform exceptional flow E-1.
If the manager provides a duplicate car plate number.
Perform exceptional flow E-2.
7. The system shows a loading message.
8. The system adds a car owner.
9. The system shows the success message.

10. The system navigates to the person page.

Sub-flows:

Alternate/Exceptional Flows:
E-1
1. The system shows an error message asking the manager to fill all the
required fields.
2. The manager fills all the required input fields.

1. The system alerts the manager that the current car plate number
already exists.
2. The manager fills a new car plate number.
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Table 4.37: Use Case Description of Edit Car Owner's Personal Information

(Mobile application).

Personal Information

Use Case Name: Edit Car Owner’s ID: 36 | Importance Level: High

Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to edit the car owner’s personal information.

Description:

Describes how the manager edits the car owner’s personal information.

Trigger: When a manager wants to edit the car owner’s personal information.

Relationships:

Association : Manager
Include : Validate Input
Extend : Display Validation Error

Generalization
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Normal Flow of Events:

The manager navigates to the person page of the mobile application.
The system displays the list of registered car owners.

The manager clicks on the one of the car owners.

The system navigates to the person edit page.

The manager provides the new car owner’s name, car plate number,
phone number, category, or person detail in the form.

The manager clicks the submit button.

The system validates all the input fields.
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If the manager leaves the necessary input fields empty.
Perform exceptional flow E-1
If the manager provides a duplicate car plate number.
Perform exceptional flow E-2
8. The system shows a loading message.
9. The system updates the car owner.
10. The system shows the success message.

11. The system navigates to the person page.

Sub-flows:

Alternate/Exceptional Flows:
E-1
1. The system shows an error message asking the manager to fill all the
required input fields.
2. The manager fills all the required input fields.

1. The system alerts the manager that the current car plate number
already exists.
2. The manager fills a new car plate number.

Table 4.38: Use Case Description of Remove Car Owner (Mobile application).

Use Case Name: Remove Car Owner | ID: 37 | Importance Level: High

Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to remove the car owner.
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Description:

Describes how the manager removes the car owner.

Trigger: When a manager wants to remove the car owner.

Relationships:

Association : Manager
Include : Display Alert Message
Extend

Generalization

Normal Flow of Events:
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8. The system closes the confirmation modal.

The system displays a confirmation modal.
The manager clicks the ok button.
The system deletes the car owner.

The system shows the success message.

The manager navigates to the person page of the mobile application.
The manager clicks the more button from the list of car owners.

The manager clicks on the remove selection.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.39: Use Case Description of Search Car Owner (Mobile application).

Use Case Name: Search Car Owner

ID: 38

Importance Level: High
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Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to search the car owner.

Description:

Describes how the manager searches the car owner.

Trigger: When a manager wants to search the car owner.

Relationships:

Association : Manager
Include
Extend : Search by Name, Search by Car Plate Number,

Search by Phone Number

Generalization

Normal Flow of Events:

w e

The manager navigates to the person page of the mobile application.
The manager input the search data in the search field.
The system will perform query on the database.

The system returns the search result.

Sub-flows:

Alternate/Exceptional Flows:
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Table 4.40: Use Case Description of View all Created User Accounts (Mobile

application).

Use Case Name: View all Created

User Accounts

ID: 39 | Importance Level: High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to view all created user accounts.

Description:

Describes how the manager view all created user accounts.

Trigger: When a manager wants to view all created user accounts.

Relationships:

Include
Extend
Generalization

Association : Manager

Normal Flow of Events:

el

5. The manager closes the model.

The manager navigates to the user page of the mobile application.
The system displays listing of the user accounts.
The manager clicks on a user account from the list.

The system shows a model containing all the account’s information.

Sub-flows:
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Alternate/Exceptional Flows:

Table 4.41: Use Case Description of Create new User Account (Mobile

application)
Use Case Name: Create new User ID: 40 | Importance Level: High
Account
Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to create a new user account.

Description:

Describes how the manager creates a new user account.

Trigger: When a manager wants to create a new user account.

Relationships:

Association : Manager
Include : Assign User Role, Validate Input
Extend : Display Validation Error Message

Generalization

Normal Flow of Events:

1. The manager navigates to the user page of the mobile application.

2. The manager clicks the add button.

3. The system shows a modal containing a form, the form contains input
fields such as username, password, email, phone number and role.

4. The manager provides all the necessary data (username, password and
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role)
5. The manager clicks the ok button.
If the manager did not provide all the required data.
Perform exceptional flow E-1.
If the manager provides a duplicate username.
Perform exceptional flow E-2.
6. The system created a new user account and assign the corresponding
role to it.
7. The system shows a success message.
8. The system closes the modal.

Sub-flows:

Alternate/Exceptional Flows:
E-1
1. The system shows the error message asking the manager to complete
all the required input fields.

2. The manager completes all the required input fields.

1. The system shows the alert message notify the manager that the same
username already exists.

2. The manager types a new username.

Table 4.42: Use Case Description of Edit User Account (Mobile application)

Use Case Name: Edit User Account | ID: 41 | Importance Level: High

Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to edit the user account.
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Description:
Describes how the manager edits the user account.

Trigger: When a manager wants to edit the user account.

Relationships:

Association : Manager
Include : Validate Input
Extend : Display Validation Error Message

Generalization

Normal Flow of Events:

N

The manager navigates to the user page of the mobile application.
The manager clicks the more button from list of user accounts.
The manager clicks the edit selection.
The system shows a modal containing a form, the form contains input
fields such as username, password, email, phone number and role.
The manager provides all the necessary data (username, password and
role)
The manager clicks the ok button.
If the manager did not provide any new data.
Perform exceptional flow E-1.
If the manager did not provide all the required data.
Perform exceptional flow E-2.
If the manager provides a duplicate username.
Perform exceptional flow E-3.
The system updates the user account.
The system shows a success message.

The system closes the modal.
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Sub-flows:

Alternate/Exceptional Flows:
E-1
1. The system closes the modal.
E-2
all the required input fields.

E-3

username already exists.

1. The system shows the error message asking the manager to complete

2. The manager completes all the required input fields.

1. The system shows the alert message notify the manager that the same

2. The manager types a new username.

Table 4.43:Use Case Description of Remove User Account (Mobile

application).

Use Case Name: Remove User

Account

ID: 42

Importance Level: High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to remove the user account.

Description:

Describes how the manager removes the user account.

Trigger: When a manager wants to remove the user account.
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Relationships:

Association : Manager
Include : Display Alert Message
Extend

Generalization

Normal Flow of Events:
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The manager navigates to the user page of the mobile application.
The manager clicks on the more button from the list of user accounts.
The manager clicks on the remove selection.

The system displays a confirmation modal.

The manager clicks the ok button.
The system deletes the user account.
The system shows the success message.

The system closes the confirmation modal.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.44: Use Case Description of View Roles (Mobile application)

Use Case Name: View Roles

ID: 43

Importance Level: High

Primary Actor: Manager

Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to view all the roles.
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Description:
Describes how the manager views all the roles.

Trigger: When a manager wants to view all the roles.

Relationships:

Association : Manager
Include
Extend

Generalization

Normal Flow of Events:

1. The manager navigates to the role page of the mobile application.
2. The system displays a table listing all the roles.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.45: Use Case Description of Create new Role (Mobile application).

Use Case Name: Create new Role ID: 44 | Importance Level: High

Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:

Manager —wants to create a new role.
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Description:

Describes how the manager creates a new role.

Trigger: When a manager wants to create a new role.

Relationships:

Association : Manager
Include : Validate Input
Extend : Display Validation Error Message

Generalization

Normal Flow of Events:
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The manager navigates to the role page of the mobile application.
The manager clicks the add button.

The system shows a modal asking the manager to input a role name.

The manager types a role name in the input field.
The manager clicks the ok button.

The system validates the input field.

If the manager leaves the input field empty.
Perform exceptional flow E-1.

If the manager provides a duplicate role name.
Perform exceptional flow E-2.

The system shows the success message.

The system closes the modal.

Sub-flows:

Alternate/Exceptional Flows:

E-1
1.

The system shows a validation error message.
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2. The manager types the role name again.
E-2

1. The system alerts the manager that the same role name already exists.

2. The manager types a new role name.

Table 4.46:Use Case Description of Assign Pages to Role (Mobile

application).
Use Case Name: Assign Pages to ID: 45 | Importance Level: High
Role
Primary Actor: Manager Use Case Type: Detail, Real

Stakeholders and Interests:
Manager —wants to assign pages to a role.

Description:

Describes how the manager assigns pages to a role.

Trigger: When a manager wants to assign pages to a role.

Relationships:

Association : Manager
Include
Extend

Generalization

Normal Flow of Events:

1. The manager navigates to the role page of the mobile application.
2. The manager clicks the more button from the list of roles.

3. The manager clicks the edit selection.
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4. The system displays a modal with checkboxes for the manager to

assign the pages this role has access to.
The manager clicks on the checkboxes.
The manager clicks the ok button.

The system shows the loading message.
The system assigns the pages to the role.
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The system shows the success message.

10. The system closes the modal.

Sub-flows:

Alternate/Exceptional Flows:

Table 4.47: Use Case Description of Remove Role (Mobile application)

Use Case Name: Remove Role ID: 46

Importance Level: High

Primary Actor: Manager Use Case

Type: Detail, Real

Stakeholders and Interests:

Manager —wants to remove a role.

Description:

Describes how the manager remove a role.

Trigger: When a manager wants to remove a role.
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Relationships:

Association : Manager
Include : Display Alert Message
Extend

Generalization

Normal Flow of Events:

The manager navigates to the role page of the mobile application.
The manager clicks more button from the list of roles.

The manager clicks the remove selection.

The system displays a confirmation modal.

The manager clicks the ok button.

The system shows the loading message.

The system deletes the role.

The system shows the success message.

© ©o N o g bk~ w DR

The system closes the confirmation modal.

Sub-flows:

Alternate/Exceptional Flows:
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CHAPTER 5

SYSTEM DESIGN
51 Introduction
In this chapter, an overview of the system architecture design for this project
will be discussed first. The system architecture can be divided into three parts,
namely mobile application architecture, web architecture and cloud services
architecture. After discussing the system architecture, the database design of
this project is also discussed. The database design is divided into three parts,
namely logical entity relationship diagram, physical entity relationship

diagram and data dictionary.

5.2 Overview of System Architecture Design

F—a
Camera

Firebase Algolia

Computer

React Native Application

- . T
Browser DY

/ o docker
React + Express JS + Docker]
e
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eveloper
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Figure 5.1: Overview of System Architecture Design.

This project architecture design mainly has four components, user,
developer, database, and cloud. In the database layer, it has the Firebase and
Algolia services, Firebase plays the most important role, it is responsible to
handle CRUD data operations and it supports real-time update functionality.
At the same time, Firebase has an extension plug-in, that is, Algolia. Algolia is

used as the search service of this project because Firebase's native data search
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capabilities are not excellent, for example, Firebase does not support fuzzy
queries. Using Algolia can facilitate the project to query data and realize
paging functionality. The relationship between Firebase and Algolia is a
parent-child relationship. For example, when new data is inserted into the
Firebase collection, the data will be synchronized to the Algolia database. Any
operation on the data in the Firebase database will be reflected in the Algolia

database.

The mobile application of this project is built using the React Native
framework. User can directly access Firebase and Algolia services through the
mobile application to operate and retrieve data. The detailed architecture of

mobile applications will be discussed in Section 5.4.

The web application for this project is built using the React
framework, which then uses the Node.js Express framework to serve the React
application. In order to ensure that the web application can run in different
Linux environments, the project uses Docker to dockerize the Node.js web
application. Finally, the project's web application runs in Docker container on
the AWS servers. The detailed architecture of web applications will be

discussed in Section 5.5.

This project utilizes five main AWS cloud services, which are
Routeb3, Certificate Manager, AWS Load Balancer, EC2 and Cloud Watch
services. The web application of this project runs on the EC2 instances of
AWS, and user access the web application of the project by accessing the
instances. In addition, this project also uses Github Actions to promote CI/CD
flow. Any git push by the developer on the project will cause the project to be
redeployed on the AWS server. The detailed cloud architecture will be

discussed in Section 5.6.
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53 The React Architecture

React App

Root Component

React thrid party component

Router management
(React Router)

React Animation
(React-transition-group, react-animations,
React Reveal, etc.,)

React Advanced state management
(Redux. MobX. Recoil, etc..)

React REST API management
(TJavaScript Fetch, Axios, etc..)

Figure 5.2: React Architecture (ReactJS — architecture, 2023).

At the core of React's architecture is the concept of components, which are
modular building blocks. Components can be composed together to form more
complex Uls, and they can also be reused across different parts of an
application. The React App is the root of the React application, the react
application starts with it. It typically consists of one or more components that
are responsible for rendering the Ul of the application and it is often used to
manage the application state and to pass down data to the child components. A
React Component is a modular building block that encapsulates a piece of Ul
functionality. It is typically reusable and can be composed together with other
components. React Ul Components are pre-built components that can be used
to create the Ul of the application. They typically handle common Ul tasks
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such as input validation, button click handling, and form submission. For
example, the buttons, forms, text inputs, and dropdowns are React Ul
Component.

React Third-Party Components are components that are developed by
third-party developers and can be imported into a React application to provide
additional functionality. For example, the project uses Router Management
(React Router and React Navigator) to manage the navigation in React and
React Native Application, Animation Management (react-animations) is
responsible for adding animations to the project’s component. Other than that,
the State Management (Redux) helps to manage the state of the React and
React Native application, in this project, it is mainly used to store user
information so that the currently logged in user information is available in all
components. For the REST APl Management (Firebase and Algolia), the
project use Firebase and Algolia native function to send request to the Firebase
and Algolia. It is often used in the React and React native applications to fetch

data from the servers and update the Ul accordingly.

54 The Mobile Application Architecture
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Figure 5.3: Mobile Application Architecture.

There are two main layers in the Mobile Application system architecture,
namely the presentation layer and the database layer. The React Native

Component of this project is responsible for business logic processing and
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information display. By calling the native functions of Firebase and Algolia,
client can send requests and receive the response data. When the returned data
updates the state in the React native’s component, it will cause the component
to re-render and update information to the page. In addition, React Native can
also monitor the collections of Firebase. When the monitored collections
change, Firebase will push the changed data to the monitoring components.

Developer uses GitHub’s Release to publish the latest apk file, and
user download it through the GitHub link.

55 The Web Architecture

serverjsl

l nede
Static HTML, CSS, JS L5[+ .

e
—
] h

\
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dockerfile

J

Send Request
&

F::ase ga docker

Figure 5.4: Web Architecture

The architecture design of this web project is mainly composed of react,
NodeJS, ExpressJS, docker and the database services (Firebase and Algolia).
The npm run build command in React project is to create a production
ready version of the application which consists of static html, css and
javascript and they are ready to be hosted on Express.js server. Server.js is a
JavaScript file that contains the code to start an Express.js server. The

express.static() method is used to serve static files. By running "npm run start’
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command, it will start the Express.js server that runs on 8000 port and serve
the React application.

The Dockerfile is a text file that contains instructions for building a
Docker image, that is to build the Express.js web application to a docker
image in this project. Docker Compose is a tool for defining and running
multi-container Docker applications. It uses a YAML file, called docker-
compose.yml. Docker-compose.yml is used to define and configure Docker
services that run as a part of a Docker Compose application.

The Dockerfile to be run is specified in the docker-compose.yml file.
Docker Compose uses "docker compose up -d° command to package the
express.js web project into a docker image and run the docker image in the
docker container to provide services to users. In this project, it maps port 8000
in the container to port 80 on the host machine. This means that accessing port
80 of the host machine will access the Express.js web application running on
port 8000 in the docker container.

The entire web project runs in a docker container. This web project
mainly includes presentation layer and database layer, and React Component
is responsible for processing the corresponding business logic and information
display. After using npm to install related Firebase and Algolia’s library in the
React project, the React Web project can send requests to the database and
process the returned results by calling their respective functions. The returned
result will update the state of React Component. Once the state of React is
updated, the current component will be re-rendered to present the latest data to
the user. In addition, Firebase has the feature of real-time update. The React
web project can monitor the collections of Firebase. If the data in the
collection changes, Firebase will return the changed data to the corresponding

React Component.
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5.6 The Cloud Architecture

Target Group
|||| Monitor
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Figure 5.5: Cloud Architecture

In the cloud architecture, the main components are Route53, Certificate
Manager, AWS Load Balancer, EC2, Amazon CloudWatch, AWS Budgets,
Developer and Github Actions. This section will first explain the purpose of
each cloud service, and then the entire project flow is presented.

Amazon Route 53 is a reliable DNS web service. Domain name for
this project is purchased from it, and it helps to convert domain names to IP
addresses. It can also configure traffic routing policies to direct traffic to the
servers where the project is running.

Certificate manager provides SSL/TLS certificates. SSL/TLS
certificates will ensure that the web pages are encrypted by HTTPS, which
will secure network communications and help protect sensitive information.

AWS ALB routes incoming traffic to backend servers, the backend
servers refer to the EC2 instances. It is designed to handle Hypertext Transfer
Protocol (HTTP) and HTTPS traffic and use round robin algorithms to

distribute traffic across the EC2 instances.
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AWS Target Groups are a logical grouping of backend servers that
are registered with an ALB. The ALB routes the request to the appropriate
target group based on the routing rules defined in the load balancer
configuration.

AWS CloudWatch is a monitoring and observability service provided
by AWS. It can monitor the status checks of the EC2 instances and
automatically take action when status check fails. The status checks can detect
issues such as network connectivity problems, hardware issues, or software
configuration errors. The issues are AWS internal issues.

EC2 instance is a virtual server in the AWS cloud that can run
applications or services. Each instance runs on a physical host machine that is
located in one of the AWS data centers.

Github Actions is a powerful automation tool. In this project, it
allows the developer to build, test, and deploy web application directly from
the GitHub repository to the EC2 instances. It provides a way to automate the
entire software development workflow, from code changes to deployment, in a
single place.

AWS Budgets is a free service provided by AWS that helps to
manage AWS cost and usage. In this project, the budget is 12 USD per month.
When the cost exceeds the budget thresholds, it will send an email to the
developer and take corresponding actions on the EC2 instances.

Next, the entire cloud architecture process is discussed. First of all,
developer must establish connection with the two AWS's EC2 instances,
GitHub Runner is installed on the them so that Github Actions workflow can
be executed when there is a new git push on GitHub repository. Automate
tasks are defined in Github Actions. It will first stop and remove all docker
images and docker containers from the host machine and Github Actions will
execute docker compose up -d command to repackage Express.js web
application into docker image, and run it in host machine’s docker container.
This entire process will be executed on the two AWS EC2 instances. In this
way, the entire web project is redeployed on EC2 instances.

After that, the whole flow of users accessing web application in EC2
instances is discussed. By entering https://alprtech.link in the browser, the
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traffic will be brought to the Route53 service. The Route53 of the project
defines that traffic pointing to the domain name alprtech.link is directed to
AWS Application Load Balancer. Application Load Balancer listens on port
80 and listens on port 443 with the help of AWS certificate manager. At the
same time, the traffic going toward the port 80 is redirected to port 443 to
ensure that the HTTPS encryption service is used. The main purpose of
Application Load Balancer in the project is to provide higher stability. By
bundling two EC2 instances into a Target Group, Application Load Balancer
can direct traffic to the EC2 instances. If one of the EC2 instances fails, at
least another server is still up and running.

Amazon CloudWatch is responsible for monitoring the health of EC2
instances. If the status check of EC2 instances failed. The Amazon
CloudWatch will try to reboot the failing instances. This project also uses the
AWS Budgets service to control costs, when the project cost reaches 12 USD,
AWS Budgets will send an email to the developer and stop the AWS EC2

service.

5.7 Database design

This section will discuss Logical Entity Relationship Diagram and Physical
Entity Relationship Diagram. These ERD diagrams show the relationship
between each collection in Firebase’s Firestore. In addition, this chapter also
discusses the data dictionary of each Firestore collection to show the attribute
and description of each field. Firestore uses the NoSQL method to store data.

This project has five collections, and all data is stored in these five collections.
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5.7.1 Logical Entity Relationship Diagram

registration
‘ category > PK,AI |id String -
‘PK,AI‘id String ——belongs to—| FK |category String
mcurdedin$
carpark
PK,AI |id String
FK |ownerID String =
user
‘ role —I> PK,AT |id String
‘ PK,AI ‘id ‘String (—}—belongs to FK |role String

Figure 5.6: Logical Entity Relationship Diagram

5.7.2  Physical Entity Relationship Diagram

registration
PKAI |id String —~
carPlate String
name String
phoneNumber  |String
category - detail String
PK,AL |id String ——belongsto—<Z  FK | category String
category String createdAt Timestamp
createdAt Timestamp recorded inJ7
carpark
PK,AI |id String
carPlate String
enterOrExit String
image String
FK |ownerID String =
created At Timestamp
role user
PK,AI |id String PK,AT |id String
role String username String
authorizer String password String
authAt Timestamp belones 1067 email String
menuList Array phoneNumber |String
createdAt Timestamp FK |role String
createdAt Timestamp

Figure 5.7: Physical Entity Relationship Diagram.



5.7.3 Data Dictionary

Table 5.1: Data Dictionary (Category Collection).
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Field o <
- Data Type | Description Key Reference | Nullable
Collection
id String Unique PK, Al - No
Document ID
category | String Category name | - - No
createdAt | Timestamp | Datetime when | - - No
this document
was created
Table 5.2: Data Dictionary (Registration Collection).
FK
Field Name | Data Type | Description Key Reference | Nullable
Collection
id String Unique PK, Al - No
Document
ID
carPlate String Category - - No
name
name String Car owner’s | - - No
name
phoneNumber | String Car owner’s | - - No
phone
number
detail String Car owner’s | - - Yes
phone detail
category String Category FK category No
collection’s
document id
of this car
owner
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created At

Timestamp

Datetime
when  this
document

was created

No

Table 5.3: Data Dictionary (Carpark Collection)

Field

Name

Data Type

Description

Key

FK
Reference
Collection

Nullable

String

Unique

Document ID

PK, Al

No

carPlate

String

Car

number

plate

No

enterOrExit

String

Determine the
car access
type, it is

enter or exit

No

image

String

Car plate

image URL

link

No

ownerlD

String

Registration
collection’s
document id

of this record

FK

registration

No

created At

Timestamp

Datetime
when this
document was

created

No

Table 5.4;

Data Dictionary (Role Collection).

Field

Name

Data Type

Description

Key

FK
Reference
Collection

Nullable
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id String Unique PK, Al - No
Document ID
role String Role name - - No
authorizer | String Which user | - - No
authorize  this
role
authAt String Date time when | - - No
the user
authorizes this
role
menuList | String The mobile and | - - No
web pages that
this role can
view
createdAt | Timestamp | Datetime when | - - No
this document
was created
Table 5.5: Data Dictionary (User Collection).
FK
Field Name | Data Type | Description Key Reference | Nullable
Collection
id String Unique PK, Al - No
Document
ID
username String Account’s - - No
username
password String Account’s - - No
password
email String User’s email | - - Yes
phoneNumber | String User’s - - Yes
phone
number
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role

String

Role
collection’s
document id
of this

account

FK

role

No

created At

Timestamp

Datetime
when this
document

was created

No
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CHAPTER 6

SYSTEM IMPLEMENTATION

6.1 Introduction

This chapter discusses the implementation details of ALPR web and mobile
applications. It includes packaging React Native project into APK and
publishing them on GitHub release, setting up AWS services to host the ALPR
web application, and using Github Actions to automatically redeploy the web
project on EC2 instances. In addition, this chapter lists the Firestore, Algolia
functions and custom functions used by the project. Finally, all the pages and
functions of Mobile and Web applications will be displayed in detail and the

corresponding functions will be explained with section code.

6.2 Build React Native Application and Publish on GitHub

Android requires all applications to have a digital signature before they are
allowed to be installed on the user's mobile phone. The first step is to generate
an Android signature key, which can be achieved with the help of the JDK tool.
Navigate to the bin directory of jdk and execute the following command:
“keytool -genkeypair -v -keystore my-release-key.keystore -alias my-key-alias
-keyalg RSA -keysize 2048 -validity 10000”. This command requires the
password for the keystore and the corresponding key, as well as some
distribution-related information.After that, a my-release-key.keystore key file

will be generated in the current bin directory.
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I> ThisPC » D(D:) » development_tool > jdk-11.0.16 > bin ~ G Search bin 2

Name Date modified Tup Size

CAWindows\System32\cmd.e X A

TunkufEB
i D:\development_tool\jdk-11.8.16\bin>keytool -genkeypair -v -keystore my-release-key.keystore -alias my-key-ali
-keyalg RSA -keysize -validity 10686
Enter keystore password:
Re—enter new passwor
What is your first and last name?
[Unknown]: oOng
What is the name of your organizational unit?
[unknown]: Utar
What is the name of your organization?
[Unknown]: Utar
What is the name of your City or Locality?
[unknown]: Kuching
What is the name of your State or Province?
[Unknown]: Sarawak
What is the two-letter country code for this unit?
[unknown]: My
Is CN=Ong, OU=Utar, O=Utar, L=Kuching, ST=Sarawak, C=My correct?

[nol: yes
webui-r
e Generating 2,848 bit RSA key pair and self-signed certificate (SHA256withRSA) with a validity of 10,006 days
for: CN=Ong, O tar, O=Utar, L=Kuching, § awak, C=My
[storing my-release-Key.keystore]
D:\development_tool\jdk-11.8.16\bin>|
)
2000 17B (§
ion Drive (F mevep1d0.dll
in Drive (H| [7] my-release-key keystore KEVSTORE File 3KE I
[5] net.dil Application exten... 93 KB
[ nic.dl Application exten... 65 KB

Figure 6.1: Generate Key File.

Move this key file to the android/app folder in the React Native
project. Then edit the gradle.properties under the project directory /android/,
and add variables in this file. The added code is shown in Figure 6.2.

andr

my-release-key.keystore
=my-key-alias

=123456
=123456

Figure 6.2: Edit gradle.properties file.

Edit android/app/build.gradle in the project directory, and add the

signature configuration from Figure 6.3:
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android

release
if (proj

yAlias MYAPP_RELEASE_K
keyPassword MYAPP_RELEASE_KEY_PASSWORD

buildTypes {
debt
signingConfig signingConfigs.debug

release

signingConfig signingConfigs.debug
minifyEnabled enableProguardInReleaseB
proguardFiles getDefaultProguardfile(”
signingConfig signingConfigs.release

Figure 6.3: Edit build.gradle File.

After that, open a terminal and navigate to the root directory of the
React Native project. Execute the following command:
i. cd android

ii. gradlew assembleRelease

The first line of command means to enter the android directory. The
second line of commands means to execute the gradlew script file in the
current directory and package the react native project into an apk file. After
that, an apk file will be generated in the directory of
android/app/build/outputs/apk/release. This apk file is ready to be installed on

the user’s phone.
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“~ RNALPR

TERMINAL

Jbundle

> Configure project :app
Unable to detect AGP versions for included builds. All projects in the bj E|IJ'2'=-|-

See https://docs.gradle.org/ serguide/command line interface.html# android
Execution optimizations have been disabled for 12 invalid unit(s) of worl
Please consult deprecation warnings for more details.

BUILD S L in 4m 11s
492 actionable tasks: 15 cuted, 477 up-to-date
PS C:\Users\ongli\Desktop\ALPR\rnALPR\android> []

Figure 6.4: Generate Apk File.

~ [ release
i app-release.apk
{-} output-metadata.js

Figure 6.5: Directory
of Apk File.

This apk file can then be uploaded to GitHub for users to download.

Figures 6.6, 6.7, and 6.8 shows the steps to upload apk to GitHub Release.

o
<> Code (3 Issues 1 Pullrequests () Actions [ Projects @ Security |2 Insights vee
' master - Go to file Addfile~ [RENETES About ]
rnALPR for utar
&3 hahaong fix login check - 2 weeks ago ‘G) 31
vr 0stars
_bundle completed Home 8 months ago & 1watching
0 forks
_ tests completed Home 8 months ago ¥
algoliasearch done a lot month
. ) ) Releases 1
android add max-length on text input field go
e
Alpr APK file ( Latest )
api fix login check 2 weeks ago © R P —
3 weeks ago
assets filter search in home jsx under dev... last month
components remove consolelog&fix add check ... 3 weeks ago Packages
constants user credentail will auto logout wh... 3 weeks ago No packages published
Publish your first package
firebase doing category page, this is a versi... 2 months ago

Figure 6.6: GitHub Project Repository.
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Alpr APK file

{8 hahaong released this 3 weeks ago . 12 commits to master since this release @ 10 -0 6efo24f

Alpr APK file

v Assets 3

@Alpl.apk 38.2 MB 2 weeks ago
[source code (zip) 3 weeks ago

[E)source code (tar.gz) 3 weeks ago

&)

Figure 6.7: Edit Releases.

10 ~
v Existing tag

Alpr APK file
Write Preview

L3} vious tag: auto ~ Generate release notes

H B I

Il

~
A
R
i
11
<0
m
Ay

Alpr APK file

Attach files by dragging & dropping. selecting or pasting them. [14:]

Alpr.apk (38.2 MB) x

\l/ Attach binaries by dropping them here or selecting them.

[J Set as a pre-release
This release will be labeled as non-production ready

Set as the latest release
This release is labeled as the latest for this repository.

Update release

Figure 6.8: Upload Apk and Update Release.



168

6.3 Setup AWS Services.

This section discussed the steps to setup AWS EC2 instances, use the Amazon
CloudWatch to monitor EC2 instances, use the Route53 services purchasing
project’s domain name, and use the AWS Certificates Manager to apply for a
certificate and secure the domain name with HTTPS encryption. Afterward,
the steps to setup the AWS Application Load Balancer and configuration of
Routeb3 to direct incoming traffic to the load balancer are discussed. In
addition, this part also discussed the use of AWS Budgets to monitor the cost

of the project and take corresponding measures when the threshold is exceeded.

6.3.1 Setup AWS EC2 instances.

First log in to the AWS account, navigate to the home page of EC2, and click
the launch instance button to start a server to host the ALPR web project.
Figure 6.9 shows the home page of the AWS EC2 service.

q_\’_v's, EEE Services

@O Mew EC2 Experience % Launch instance Service health

Tell us what you think To get started, launch an Amazon EC2
instance, which is a virtual server in the cloud.

EC2 Dashboard | AWS Health Dashboard [4
EC2 Global View Launch instance &

Events Launch instance ‘ Region

Tags Asia Pacific (Sydney)

Limits

Mote: Your insta launch in the Asia Status
Pacific (Sydneyj®:

¥ Instances © This service is operating normally

Instances

Instance Types Scheduled efnts Zones

Launch Templates

Spot Request Zone name Zone ID
poOt equests Asia Pacific (Sydney)
Savings Plans No scheduled events ap-southeast-2a apse2-az3
Reserved Instances
ap-southeast-2b apse2-azl

Dedicated Hosts

. Migrate a server ap-southeast-2c apse2-az2
Capacity Reservations

Enable additional Zones

Figure 6.9: AWS EC2 Homepage.

¥ Imanac

Once AWS navigates to the page for configuring the EC2 instance,
provide a server’s name and select the Ubuntu version 22.04 LTS operating
system. Figure 6.10 shows the step of entering the server’s name and choosing

the operating system.
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EC2 > Instances »» Launch an instance

Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that

on the AWS Cloud. Quickly get started by

following the simple steps below.

Name and tags info

Name

alpr_serverl ‘ Add additional tags

v Application and OS Images (Amazon Machine Image) info
An AMI is a template that contains the software configuration {operating system, application server, and applications) required to
launch your instance. Search or Browse for AMis if you don't see what you are looking for below

Q. Search our full catalog including 1000s of application and Q5 images

Recents Quick Start
Amazon macOs Ubuntu Windows Red Hat Q
Linux

rowse more AMls

Including AMIs from
AWS, Marketplace and
the Community

aws ubuntu? || B Microsoft || @ RedHat

Amazon Machine Image (AMI)

Ubuntu Server 22.04 LTS (HVM), $SD Volume Type Free tier eligible
ami-05f998315cca9bfes (64-bit (x86)) / ami-0a9cfad40cedba2dSa (64-bit (Arm))
Virtualization: hvm  ENA enabled: true  Root device type: ebs

v

Figure 6.10: Provide Server name and Choose OS.

Choose the t2.micro configuration, which provides a CPU core and 1
GB of ram. Then choose to create a security group that accepts SSH, HTTPS,
and HTTP traffic. Figure 6.11 shows the steps to choose the instance type and

create a network security group.



¥ Instance type info

Instance type

t2.micro Free tier eligible
Family:t2 1wCPU 1 GiBMemory Current generation: true

On-Demand Linux pricing: 0.0146 USD per Hour

On-Demand Windows pricing: 0.0192 USD per Hour

On-Demand SUSE pricing: 0.07146 USD per Hour

On-Demand RHEL pricing: 0.0746 USD per Hour

¥ Network settings info

Network Info

vpc-0725219415d59aff6

Subnet Info

No preference (Default subnet in any availability zone)

Auto-assign public IP Info

Enible

Firewall (security groups) Info

instance.

© Create security group ‘ ‘ (O Select existing security group ‘

We'll create a new security group called 'launch-wizard-1' with the following rules:

Allow SSH traffic from

_ Anywhere
Helps you connect to your instance

0.0.0.0/0

Allow HTTPS traffic from the internet

To set up an endpoint, for example when creating a web server

Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server

170

(P All generations

Compare instance types

A security group is a set of firewall rules that contgpl the traffic for your instance. Add rules to allow specific traffic to reach your

/A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addresses only.

Figure 6.11: Choose Instance Type and Create Network Security Group.

Finally, give this server an 8G storage space, and click the launch

instance button to start this server. Then repeat the same steps to start one

more instance. Figure 6.12 shows the steps to set the storage and launch

instance. The steps to install docker, GitHub runner and run the web project

will be discussed in Section 6.4.
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v Advanced

Configure storage o @ Free ther: In your first year includes 750 X
hours of t2micra for t3.micro In the
Reglons in which t2 micre s unavailable)

x | B GiB | gp2 v | Fpbot volume encrypted)

Instance usage on free tier AMIs per
maonth, 30 Gi8 of EBS storage, 2 million
105, 1 GB of snapshats, and 100 GB of
bandwidth to the intemet

(@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (55D) or Magnetic storage x

Add new volume
The selected AMI contains more instance store volumes than the instance allows. Only the first 0 instance store _

volumes from the AMI will be accessible from the instance

Review commands

0 x File systems Edit

» Advanced details info

Figure 6.12: Set Storage and Launch Instance.

6.3.2 Use AWS Amazon CloudWatch to Monitor EC2 instances.
First select the EC2 instance, click status check, and then create status check

alarm. Figure 6.13 shows the create status check alarm steps.

Instances (1/2) info

| C ‘ | Connect | Instance state ¥ | | Actions ¥ | _-
| Q. Find instance by attribute or tag (case-sensitive) | 1 &
-] Name v | Instance ID | Instance state v | Instance type ¥ | Status che
O alpr_server_2 i-030acdfa9126a28d6 O stopped @Q t2.micro -
‘ alpr_server_1 I 77f5 ®Running @& t2.micro ® 2/2ch
»

Instance: i-038e22188345477f5 (alpr_server_1) ( & X
Details Security Networking Storage Monitoring Tags

Status checks info
Status checks detect problems that may impair i-038e22188345477f5 (alpr_server_1) from running your applicaticns.

Actions &

Create status check alarm ‘ Instance status checks

Report Instance status 2 @ Instance reachability check passed

Report the instance status if our checks do not reflect your experience with this instance or if they do not detect
issues you are having.

Report instance status |

Figure 6.13: Create Status Check Alarm.

Then create a new alarm, select reboot for the alarm action, select five
minutes for the alarm thresholds period, and select 1 for the consecutive period,
so when the status check of this EC2 instance fails once within five minutes,
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AWS CloudWatch will reboot this instance. Figure 6.14 shows the step to
create CloudWatch alarm action. Repeat the same steps for the second instance.

EC2 » Instances » i-038e22188345477f5 » Manage CloudWatch alarms

Manage CloudWatch alarms i

Create or edit a CloudWatch alarm that monitors CloudWatch metrics for the instance.

Add or edit alarm info

You can create a new alarm or edit an existing alarm.

© Create an alarm () Editan alarm
Create an alarm for i-038e22188345477f5 Edit an existing alarm for i-038e22188345477f5

Search for alarm
Find an alarm to modify

Select an existing alarm to edit

Alarm action info

Specify the action to take when the alarm is triggered.

Reboot v

Alarm thresholds

Specify the metric thresholds for the alarm.

Group samples by Type of data to sample

Average v ‘ ‘ Status check failed: either v

Alarm when
Failing

Consecutive pgriod Period

‘ 1 ‘ ‘ 5 Minutes v ‘

Alarm name

awsec2-i-03822218834547715-GreaterThanOrEqualToThreshold-StatusCheckFailed ‘

-

Figure 6.14: CloudWatch Alarm Action

6.3.3  Use AWS Route53 to purchase domain name.
First, navigate to the main interface of Route53, select the Registered Domain
page, and then click Register domain. Figure 6.15 shows the Route53 domain

page.
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Dashboard 4 i ] The new Route 53 console experience is now available x
We've redesigned the Route 53 console to make it easier to use. Try out the new console.
Hosted zones We are continuing to make improvements 1o the user experience based on your feedback, stay tuned!

Health checks

CIDR collections

Traffic flow

Traffic policies

Policy record:

| __Domains

; ered domains
omain Siling Report c e
Q Search domains by prefix X € 4 Displaying 1 to 1 out of 1 domains 3 >
Domain Name ~ | Privacy Protection Expiration Date Auto Renew Transfer Lock
alprtech. link All contacts March 31, 2024 v x

Figure 6.15: Route53 Domain Page.

Then search for the domain name of the project, click add to cart, and

then click the continue button to purchase the domain name. Figure 6.16

shows the step to purchase the project’s domain name.

1: Domain Search

Details

Choose a domain hame

apreen K ez | ([

Availability for 'alprtech.online'

Domain Name Status Price 11 Year Action

alprtech.online X Unavailable

Related domain suggestions

Domain Name status Price /1 Year Action /

alprtech. link «  Available - In Cart $5.00
alprtech.net Available $11.00 Add to cart
alprtech.ninja v Available $18.00 Add to cart
alprtech.tv «  Available $32.00 Add to cart
alprtechgroup.com ' Available $13.00 Add to cart
alprtechgroup.oniine «  Available 525.00 Add to cart
alprtechnology.net Available $11.00 Add to cart
alprtechnology.online v Available 525.00 Add to cart
alprtechsolutions.com «  Availzble $13.00 Add to cart
alprtek.com v Available $13.00 Add to cart ‘
alprtek net «  Available $11.00 Add to cart

Figure 6.16: Purchase Project’s Domain Name.

Navigate To Route53's hosted zones page, the domain name of the

project will be inserted into the record table of Route53 as a name server

record. Figure 6.17 shows the name server record in Route53.
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Route 53 X Route 53 ) Hosted zones > alprtech.link

@ alprtech.link . Delete zone || Test record Coafigaraquary ldoging

Dashboard
Hosted zones (

Health checks

» Hosted zone details Edit hosted zone

¥ IP-based routing Records (2) DNSSEC signing Hosted zone tags (0)

CIDR collectior

¥ Traffic flow Records (1/2) info
Traffic policies X i

C Import zone file Create record

v Domains Q Filter re wperty or v : v || Atios w 1 @
Pendi st -} Record name v Type @ Routin... ¥ > v Aliass v Value/Route traffic to v | TTL(s

ns-538.awsdns-03.net.

¥ Resolver
ns-2024.awsdns-61.co.uk

\alprtzd'lr‘& NS Simple - No 1728

alprtech.link SOA Simple No

Figure 6.17: Name Server Record in Route53.

6.34 Use AWS Certificate Manager to Secure Domain Name with
HTTPS.

First, navigate to the request certificate page of the AWS certificate manager.

Click to request a public certificate. Enter the domain name of the project,

select DNS validation, and click the request button.

AWS Certificate X AWS Certificate Manager Certificates Request certificate
Manager (ACM)

Request certificate
List certificates

Certificate type info

Import certificate ACM certificates can be used to es ecure communications access across the internet or within an internal network.
Choose the type of certificate fori to provide.
AWS Private CA [F

© Request a public certificate
Request a public SSL/TLS certificate frgm Amazon. By default, public certificates are trusted by browsers and operating
systems.

Requesting a private certificate requires the creation of a private certificate authority (CA). To create a prijike
CA, visit AWS Private Certificate Authority 24

Cancel Next

Figure 6.18: AWS Certificate Manager Page.
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AWS Certificate Manager » Certificates » Request certificate Request public certificate

Request public certificate

Domain names

Pravide one or mere domain names for your certificate.

Fully qualified domain name  Info

alprtech.link

Add another name to this certificate

You can add additional names to this certificate. For example, if you're requesting a certificate for "www.example.com’, you might want to add the name "example.com” so that customers can
reach your site by either name.

Validation method info

Select a methed for validating demain ownership.

© DNS validation - recommended
Choose this option if you are authorized to moify the DNS configuration for the domains in your certificate request.

Email validation
Choose this option if you do nat have permission or cannot abtain permission to modify the DNS configuration for the domains in your certificate request.

Key algorithm info

Select an encryption algorithm. Some algorithms may not be supported by all AWS services.

O RSA 2048
RSA is the mast widely used key type.

ECDSA P 256
Equivalent in cryptographic strength to RSA 3072

ECDSA P 384
Equivalent in cryptographic strength to RSA 7680

Cancel

Figure 6.19: Request Public Certificate for Domain Name

Figure 6.20 shows the page of the list of certificates, the project’s domain
name is still in the pending state. Click on the certificate ID to check the

certificate detail.

aws 233 Services | Q certificate

AWS Certificate @ Launch announcement
Manager (ACM) You can now issue Elliptic Curve Digital Signature Algorithm (ECDSA) certificates from ACM. Learn more [} and let us know what you think.

@ View all of your certificates

icates now supports more details in each certificate summary. You can also view up to 500 certificates per page in the certificatd

Request certificate
Import certificate

AWS Private CA [4 AWS Certificate Manager > Certificates

Certificates (1)

4

Certificate ID Domain name v Type v Status v

N
45)(30(1 -aca0-44b0-90fb-

L P
41e9e2¢0e657 alprtech.link Amazon Issued @ Pending validation

Figure 6.20: List of certificates
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Click the Create Records in Route53 button, this step is to use the Route53
DNS to validate the domain name of the project. After validation, the status of
the certificate will change to success.

4cbc30c1-aca0-44b0-90fb-41e9e2c0e657 [ Detete

Figure 6.21: Validate Domain Name in Certificate Detail Page.

6.3.5  Setup AWS Application Load Balancer.
Navigate to the load balancer interface of EC2 and click the create load
balancer button, then choose to create an Application Load Balancer and give

the application load balance a name.



177

@ Sydney v alpr v

Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

¥ Images
AMIs

AMI Catalog

¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

¥ Load Balancing

Load Balancers

Target Groups

¥ Auto Scaling
Launch Configurations

Auto Scaling Groups

EC2 » Load balancers

Load balancers (1)
Elastic Load Balancing scales your load balancer capacity automatically in respons
changes in incoming traffi

Actions ¥ Create load balancer

Q
1 @
Name v DNS name v State v
alpr-lb alpr-lb-345623229.ap-sou... @ Active
13
0 load balancers selected X

Select a load balancer above.

Figure 6.22: Load Balancer Page.



EC2 ) Load balancers ) Select load balancer type

Select load balancer type

A complete feature-by-feature comparison along with detailed highlights is also available. Learn more [4

Load balancer types
Application Load Balancer info

=

~
ALB

-

.-

Choose an Application Load Balancer when
you need a flexible feature set for your
applications with HTTP and HTTPS traffic.
QOperating at the request level, Application
Load Balancers provide advanced routing and
visibility features targeted at application
architectures, including microservices and

containers.

&

Figure 6.23:

Network Load Balancer info

L= TSN VPC

-

. VPCe

Choose a Network Load Balancer when you
need ultra-high performance, TLS offloading
at scale, centralized certificate deployment,
support for UDP, and static IP addresses for
your applications. Operating at the
connection level, Network Load Balancers are
capable of handling millions of requests per

second securely while maintaining ultra-low

latencies.
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Gateway Load Balancer info

Choose a Gateway Load Balancer when you
need to deploy and manage a fleet of third-
party virtual appliances that support GENEVE.
These appliances enable you to improve

security, compliance, and policy controls.

Create Application Load Balancer.

EC2 » Load balancers » Create Application Load Balancer

Create Application Load Balancer i

The Application Load Balancer distributes incoming HTTP and HTTPS traffic across multiple targets such as Amazon EC2 instances, microservices, and containers, based
on request attributes. When the load balancer receives a connection request, it evaluates the listener rules in priority order to determine which rule to apply, and if

applicable, it selects a target from the target group for the rule action.

» How Elastic Load Balancing works

Basic configuration

Load balancer name

Name must be unique within your AWS account and can't be changed after the load balancer is created.

alpr_alb

Scheme  Info
Scheme can't be changed after the load balancer is created

© Internet-facing

A maximum of 32 alphanumeric characters including hyphens are allowed, but the name must not begin or end with a hyphen.

An internet-facing load balancer routes requests from clients over the internet to targets. Requires a public subnet. Learn more [4}

O Internal

An internal load balancer routes requests from clients to targets using private IP addresses.

IP address type  Info
Select the type of IP addresses that your subnets use.

O IPv4

Recommended for internal load balancers.

(O Dualstack

Includes IPv4 and IPv6 addresses.

Figure 6.24:

Provide a Load Balancer Name.
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Select all subnets in the network mapping option, because the EC2
instances of the project run in different subnets, it is to ensure that every

subnet is within the scope of the load balancer.

Network mapping info

The load balancer routes traffic to targets in the selected subnets, and in accordance with your IP address settings.

VPC  Info
Select the virtual private cloud (VPC) for your targets. Only VPCs with an internet gateway are enabled for selection. The selected VPC can't be changed after the load balancer is created. To

confirm the VPC for your targets, view your target groups [}
v

9415d59aff6
0.0/16

vpc-072!
1Pva: 17

Mappings  Info
Select at least two Availability Zones and one subnet per zone. The load balancer routes traffic to targets in these Availability Zones only. Availability Zones that are not supperted by the load

balancer or the VPC are not available for selectio

\1/\ ap-southeast-2a (apse2-az3)

\@' ap-southeast-2b (apse2-az1)

\lz/ap-southeasl-lc (apse2-az2)

Figure 6.25: Select all the Subnet of VPC.

Create a security group for this load balancer. This security group is
responsible for defining the inbound rule to ensure that the load balancer can

receive HTTP and HTTPS traffic.

Security groups info
A security group is a set of firewall rules that control the traffic to your load balancer.

Security groups
4
i, 3

Create new securlty_gmp_ﬂ I

default sg-0f90af46139a86b42 X
VPC: vpe-0725219415d59aff6

Figure 6.26: Choose to Create Security Group
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aws i sevices | Q

EC2 > Security Groups » Create security group

Create security group o

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the fields below.

Basic details

Security group name  Info

alpr_lb_security_group

Name canno

Description  Info

VPC Info
Q. vpc-0725219415d59aff6 X

Inbound rules info

Type Info Protocol Info Port range Info Source Info
HTTP v TCP Anywhere-1... ¥
0000/0 X |
HTTPS v TCP 443 Anywhere-1... ¥
[es00 X|

Add rule

Figure 6.27: Create a Security Group.

After that, click the create a target group button, the purpose is to
include EC2 instances in the target group, so that the load balancer can direct
the traffic to the target group.

Listeners and routing info

A listener is a process that checks for connection requests using the port and protocol you configure. The rules that you define for a listener determine how the load balancer routes requests
to its registered targets.

¥ Listener HTTP:80

Protocol Port Default action  Info
HTTP v | : | 80 | Forward to | Select a target group v | | (&} |
1-65535 I Create target group [4 I

Listener tags - optional
Consider adding tags to your listener. Tags enable you to categorize your AWS resources so you can more easily manage them.

Add listener tag

You can add up to 50 more tags.

Add listener

Figure 6.28: Click Create Target Group.

Select instances as the target type and give a target group name, keep
other settings as default, click next.
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Specify group details

Your load balancer routes requests to the targets in a target group and performs health checks on the targets.

Basic configuration
Settings in this section can't be changed after the target group is created.

Choose a target type

O Instances
* Supports load balancing to instances within a specific VPC.

* Facilitates the use of Amazon EC2 Auto Scaling [} to manage and scale your EC2 capacity.

() IP addresses

* Supports load balancing to VPC and on-premises resources.

» Facilitates routing to multiple IP addresses and network interfaces on the same instance.

* Offers flexibility with microservice based architectures, simplifying inter-application communication.

* Supports IPv6 targets, enabling end-to-end IPvEé communication, and |Pv4-to-1Pve NAT.

(' Lambda function

» Facilitates routing to a single Lambda function.

* Accessible to Application Load Balancers only.

(' Application Load Balancer

+ Offers the flexibility for a Network Load Balancer to accept and route TCP requests within a specific VPC.

+ Facilitates using static IP addresses and PrivateLink with an Application Load Balancer.

Target group name

| alprEC2Targets

Maximum o alphanumeric characters including hyphens are allowed, but the name must not begin or end with a hyphen.

» Tags - optional

Consider adding tags to your target group. Tags enable you to categorize your AWS resources so you can more easily manage them.

Cancel

Figure 6.29: Create a Target Group.
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At the target groups screen, add the two EC2 instances to the target

group.

Available instances (2)

Q 1 )
Name v state v Security groups Zone v Subnetid
i Qu b
’ 1 @n subne
0 selected
Ports for the selected instances
80
Review targets
Targets (2) Remove all pending |
A v Q 1 @
Remove  Healt hstatus N P State Security group: z Subnet 1D
X Ip 8 @ run
X [ Penaes } 80 @ un
2 pending

Figure 6.30: Assign EC2 Instances to Target Group.

Navigate to the load balancer screen and select to forward the HTTP

traffic to the target group and lastly click the create load balancer button to

create this application load balancer.

Listeners and routing info
A listener is a process that checks for connec

to its registered targets.

¥ Listener HTTP:80

tion requests using the port and protacol you configure. The rules that you define for a list

Default action  Info

Forward to | Select a target group A

Protocol Port
HTTP v ‘ : | 80
1-65535

Listener tags - optional
Consider adding tags to your listener.

Add listener tag

You can add up to 50 more tags.

Tags enable you to categorize your AWS

Create target | Q |

alprEC2targets HTTP
Target type: Instance, IPv4 i

Figure 6.31:

Load Balancer Forward HTTP Traffic to Target Group.
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» Tags - optional
Censider adding tags to your load balancer. Tags enable you to categerize your AWS resources so you can more easily manage them. The 'Key' is required, but 'Value' is optional. For
example, you can have Key = production-webserver, or Key = webserver, and Value = production

Summary

Review and confirm your configurations. Estimate cost [

Basic configuration tdit Security groups Edit Network mapping Edit Listeners and routing Edit
Load balancer name not defined s default VPC vpc-0725219415d59aff6 [ & HTTP:80 defa
¢ Internet-facing sg-0f90af46139a86b42 [4 Subnet not defined Target group not defined
s IPvd
Add-on services £dit Tags Edit
None None
Attributes
»

@ Certain default attributes will be applied to your load balancer. You can view and edit them after creating the load balancer.

Cancel Create load balancer

Figure 6.32: Click to Create Load Balancer.

Navigate to the load balancer home page, select the alpr-Ib load
balancer, and click add listener button to add another listener that listens to
HTTPS traffic.

B L @ Sydney v alpr v

@ New EC2 Experience %

Tell us wh

EC2 > Load balancers

you think

EC2 Dashboard Load balancers (1/1)
Elastic Load Balancing scales your load balancer capacity automatically in response to
changes in incoming traffic.

Create load balancer

EC2 Global View

Events

Tags
Limits Q

Instances E ®

4

Instances
Name v DNS name v State
Instance Types

Launch Templates | ‘ alpr-lb alpr-Ib-345623229.ap-sou... @ Active

Spot Requests

Savings Plans
Reserved Instances =

Load balancer: alpr-lb X
Dedicated Hosts

Capacity Reservations
Details Listeners Network mapping Security Monit >
¥ Images
AMIs
AMI Catalog Listeners (2)
A listener checks for connection requests on its port and protocol. Traffic ived by the listener

is routed according to its rules
Add listen

Snapshots Q. search ‘

Lifecycle Manager

¥ Elastic Block Store

Volumes

¥ Network & Security

Security Groups Protocol:Port [4 v Default action [J

Elastic IPs h 2 il

[ CloudShell  Feedback  Language Privacy ~Terms  Cookie preferences

© 2023, Amazon Web Services, Inc. or its affiliates.

Figure 6.33: Add HTTPS Listener.
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Select to listen on Port 443, forward the traffic to the EC2 target
group, and then provide the SSL certificate which has been created by the
AWS certificate manager before, and finally click the add button. The load
balancer is now listening to Port 443 and Port 80, all the HTTP and HTTPS

traffic will be forwarded to the target group.

EC2 » Loadbalancers » alpr-lb > Add listener

Add listener

» Details

arn:aws:elasticloadbalancing:ap-southeast-2:270020915828loadbalancer/app/alpr-lb/bd372fe35a398d50

Listener details

A listener is a process that checks for connection requests using the port and protocel you configure. The rules that you define for a listener
determine how the load balancer routes requests to its registered targets.

Protocol Port /

|HTTPS v |:|443

1-65535

Default actions Info
Specify the default actions for traffic on this listener. Default actions apply to traffic that does not meet the conditions of rules on your

listener. Rules can be configured after the listener is created.
Remoave

¥ 1.Forward to Info

Weight (0-999)

Target group

alprEC2targets HTTP o 1 X
Target type: Instance, IPv4
100%
| Select a target group v | 0

Create target group [4

[_] Enable group-level stickiness Info
If you enable stickiness for your target group, requests routed to it remain in the same group for the duration you specify.

Figure 6.34: Listen to Port 443 and Forward to the Target Group.
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Secure listener settings info

Security policy

Your load balancer uses a Secure Socket Layer (S5L) negotiation configuration, known as a security policy,
to negotiate SSL connections with clients

ELBSecurityPolicy-TLS13-1-2-2021-06 (recommended)

Compare security policies [2

Default SSL/TLS certificate

The certificate used if a client connects without SNI protocol, or if there are no matching certificates. This certificate

will automnatically be added to your listener certificate list.

From ACM

]

[ c]

alprtech.link

4cbc30cT-aca0-44b0-90fb-41e9e2c0e657

equest new ALM Certmcate | Edf

» Tags - optional

Consider adding tags to your listener. Tags enable you to categorize your AWS resources so you can more easily manage them.

Figure 6.35:

cance' -

Add the SSL certificate from AWS Certificate Manager.

On the listener screen of the load balancer, click the HTTP rule, then

click manage rules,

and redirect the HTTP traffic to HTTPS. In this way, when

the user enters http://alprtech.link in the browser, it will automatically redirect

to https://alprtech.link.

Listeners Network mapping Security Monitoring Integrations Attributes Tags

Listeners (2)

A listener checks for connection requests on its port and protocol. Traffic received by the listener is routed according to its rules

Add listener

| Q, Search | 1 [O)]

O Protocol:Port [ v | Default action [ Rules[ w | ARN ¥ ‘ Securit
Forward to target group

O HTTPS:443 » alprEC2targets: 1 (100%) ARN ELBSec
» Group-level stickiness: Off
Redirect to HTTPS://#{host}:443 /#{path}?#{query}

HTTP:80 m! Not 3
O * Status code: HTTP_301 ARN Py
4 3

e

Figure 6.36:

Select Rule of HTTP Listener.
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EC2 » Load balancers » alpr-lb » HTTP:80 listener
HTTP:80

Details Rules Tags

Listener rules (1) info Rule limits | G | Manage rules

Default (last)
Rule ARN

If (all match)

* Request is not otherwise routed

Then
Redirect to HTTPS://#{host}:443 /#{path}?#{query}
s Status code: HTTP_301

Priority Tags
default ]

Figure 6.37: Click Manage Rules.

< | Rules ® 1l © alpr-b | HTTP:80 =
Select the rule to edit. Each rule mwtype forward, redirect, fixed response. cﬂﬂ|:5|

alpr-lb | HTTP:80 (1 res) /

» Rule limits for condition values, wildcards, and total rules

e Rt VI 1
' '
. RULE ID IF (all match) .
' '
Vst am_dab72 v + Requesis otherwise not routed 1. Redirect to... o
'
HTTPS - 443 Original value: #{port}
Original host, path, query -

301 - Permanently moved -

Switch to full URL 1

+ Add action

Figure 6.38: Redirect HTTP traffic to HTTPS.

6.3.6  Configure Route53 to Direct Traffic to Load Balancer
Create a record in Route53 to route the traffic to the Load Balancer of the
project. On the Route53 page, click the create record button, select to create a

simple routing template, and click the define simple record button.
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Route 53 D> Hosted zones » alprtech.link

alprtech.link i

» Hosted zone details

Delete :

Records (3)

DNSSEC signing \

Hosted zone tags (0)

Records (3) info

Automatic mode is the current search behavior optimized for ST TITET TEoUIS: 10 CHaNgE (Mo go to settings.

Delete

ecord Import zone file :| _

Q Filter records by property or value

= w1

0O Record name v Type Vv

O alprtech.link NS Simple
O alprtech.link SOA Simple
O _d8182b40d0e3aeab1433a5801d6cal63.al... CNAME Simple

Routin... v |

Differ... v |

Figure 6.39:

Choose routing policy e

The routing policy determines how Amazon Route 53 responds to queries.

Create Record for Load Balancer

Routing policy

Switch to quick create

© Simple routing
Use if you want all of your clients
to receive the same response(s).

(O Weighted
Use when you have multiple
resources that do the same job,
and you want to specify the
proportion of traffic that goes to
each resource. For example: two
or more EC2 instances.

O Geolocation

Use when you want to route
traffic based on the location of

YOUr users.

(O Latency
Use when you have resources in
multiple AWS Regions and you
want to route traffic to the
Region that provides the best
latency.

L@ O

(> Failover
Use to route traffic to a resource
when the resource is healthy, or
to a different resource when the
first resource is unhealthy.

@ O

O Multivalue answer

Use when you want Route 53 to
respond to DNS queries with up
to eight healthy records selected
at random.

() 1P-based
Use to route traffic to locations
of IP address ranges in CIDR
notation

Cancel

Figure 6.40:

Choose Simple Routing Template.
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Configure records o

You can create multiple records at a time that have the same routing policy.

Simple routing records to add to alprtech.link info
Use if you want all of your clients to receive the same response(s).

| Define simple record |

Record name | Type | Vvalue/Route trafficto | TTL (seconds)

Define simple records to this list, then choose Create recgrds.
| Define simple record | k

» Existing records

Figure 6.41: Click Define Simple Record.

Next, on the define simple record screen, select type A record, the
type A record can route traffic to load balancer. Select the load balancer
created before and click the define simple record button to let Route53 routes
the traffic this load balancer successfully. Now users can access the web
service on the EC2 instance through the Uniform Resource Locator (URL).

Define simple record X

Record name  Info
To rox affic to a subdom

subdomain alprtech.link

Keep blank to create a record for the root domain.

Record type Info
The DNS type of the record determines the format of the value that Route 53 returns in response

DNS queries.
A - Routes traffic to an IPv4 address and some AWS resources v ‘

outing traffic to AWS resources for EC2, API Gateway, Amazon VPC, CloudFront, Elastic
mple: 192.0.2.44

Value/Route trafficto  Info

n that you choose determir

ow Route 53 res For most options, you
spedl ere y want to route inte raffic
I Alias to Application and Classic Load Balancer v I *—
l Asia Pacific (Sydney) [ap-southeast-2] v l&

Q, dualstack.alpr-1b-345623229.ap-southeast-2.elb.amazonaws.com

Alias hosted zone ID: Z1GM30XH4ZPMES

Evaluate target health
Select Yes if you want Route 53 to use this record to respond to DNS queries only if the

-

Figure 6.42: Route Traffic to the Load Balancer.

ource is healthy

© Yes
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6.3.7  Use AWS Budgets to Monitor Cost

Navigate to AWS Budgets page, click the create budget button, provide a
budget name, and provide a monthly budget of 12 USD. When the budget
meets a certain threshold, an email will be sent to remind the usage of the
budget. Then select to stop EC2 instances on the action page when all budgets

are used up.

AWS Billing » Budgets » Overview

Overview \

Budgets (1) info ¥ Download CSV Create budget
Q, Find a budget ‘ | Show all budgets w ‘
1 @
Name 4 | Thresholds v | Actions
My Manthly Cost Budget ) 0K @ Standby (1)

Figure 6.43: Click Create Budget Button.



Details

Budget name

Provide a descriptive name for this budget.

[ alpr_budget

Names must be between 1-100 characters.

Set budget amount

r— /

Daily budgets do noflsupport enabling forecasted alerts, or daily budget planning

Monthly

Budget renewal type
© Recurring budget

Recurring budgets renew on the first day of every monthly billing period.
() Expiring budget

Expiring monthly budgets stop renewing at the end of the selected expiration month.

Start month

Apr w 2023 w

Budgeting method Info

Fixed
Create a budget that tracks against a single monthly budge! nt.

Enter your budgeted amount ($)
Last month's cost: $4.38

12.00

190

Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part o!

Scope options

is budget

© AlL AWS services (Recommended) () Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service
"EC2" to budget against.

w Advanced options

Aggregate costs by

| Unblended costs

v

I Supported charge types

d

| Upfront reservation fees X J| Recurring reservation charges X | | Other subscription costs X

lTaxs xIlSupportchargestDiscountsxl

Cancel | Previous -

Figure 6.44: Set Budget Limit.
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Budget amount

Your budgeted amount: $12.00
To change your budgeted amount, go back to step 2.

Set alert threshold
Threshold Trigger
‘When should this alert be triggered? How should this alert be triggered?
100 | ‘ % of budgeted amount v ‘ ‘ Actual v

Summary: When your actual cost is greater than 100.00% ($12.00) of your budgeted amount
($12.00), the alert threshold will be exceeded.

Notification preferences

Select one or more notification preferences to receive alerts.

Email recipients
Specify the email recipients you want to notify when the threshold has exceeded.

alprtechonline@gmail.com,
thammauleun@gmail.com

Maximum number of email recipients is 10.

p Amazon SNS Alerts - Optional Info

» AWS Chatbot Alerts

4+ Add alert threshold

Cancel Previous ] -

Figure 6.45: Send Emails When Thresholds Are Met.
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¥ Alert #1 (1 actions attached)

Threshold Email recipients

100% alprtechonline@gmail.com,

thammauleun@gmail.com
Threshold measured against
Actual Costs Amazon SNS

Not configured

/A AWS Budgets requires specific IAM permissions to run an action on your behalf. If you
don't have proper permissions configured and assigned for the user and for AWS Budgets,
AWS Budgets can't run your configured actions. To ensure proper configuration, we've
provided managed policies so your AWS Budgets actions work as intended. We recommend
you use these IAM policies to be sure you don't have to update your existing 1AM policy for
AWS Budgets when a new functionality is included. We will add new capabilities to the
managed policy by default. For details about managed policies, see Managed policies [A.

Select IAM role
Ensure that this 1AM role has preconfigured permissions that will allow AWS Budgets to run the action.

alpronline v

Alternatively, you can manually create an |AM role E

Which action type should be applied when the budget threshold has been exceeded?

Automate instances to stop for EC2 or RDS v

Stop EC2/RDS instances

© Stop EC2 V——
(» Stop RDS

Select region

Asia Pacific (Sydney) ap-southeast-2 v

Choose EC2/RDS instances

Choose instances A

i-030acdfa®126a28d6

i-038e22188345477f5

S —
0 you want to automatically run this action when this threshald is exceeded?

) No
O ves h—

How do you want to be alerted when this action is run?
© Use the same alert settings when you defined this threshold
(O Use different alert settings

Cancel Previous -

Figure 6.46: Stop EC2 Instances When Threshold Is Met.

Te—r
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6.4 Use Github Actions to Deploy ALPR Web Application on EC2
Instances

Only Docker is needed to run the web project, so use SSH to connect to the

two EC2 instances, install Docker, and start the Docker service in the

background.

Instances (1/2) info

| C |I Connect |I| Instance state ¥ || Actions ¥ |_-

| Q. Find instance by attril (case-sensitive) | 1 [
-] Name v | Ins¥ance | Instance state v | Instance type ¥ | Status chec

alpr_server 2 i-030acdfa9126a28d6 O stopped @, t2.micro -

alpr_server_1

i-038e22188345477f5 @Running @& t2.micro ® 2/2 chec
3

Figure 6.47: EC2 Home Page.

EC2 > Instances » i-038e22188345477f5 » Connect to instance

Connect to instance i«

Connect to your instance i-038e22188345477f5 (alpr_server_1) using any of these options

EC2 Instance Connect Session Manager S5H client EC2 serial console

Instance ID
i-038e22188345477f5 (alpr_server_1)

Public IP address
3.25.71.17
User name

Enter the user name defined in the AMI used to launch the instance. If you didn't define a custom user name, use the default user name,
ubuntu.

ubuntu

@ Note: In most cases, the default user name, ubuntu, is correct. However, read your AMI usage instructions to
check if the AMI owner has changed the default AMI user name.

Figure 6.48: Use SSH to Connect EC2 Instance.
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Q ] L @ Sydney v alpr v

Documentation:
Management :
Support: https://ubunt

System information as of Sat Apr

System lo

Usage of /:
Memory usage:
Swap usage:
Processes:

Users logged in:
IPv4 address for
IPv4 address for
IPv4 address for

* Ubuntu Pro delivers the most comprehensive open source security and
mpliance features.

/ubuntu.com/aws/pro
* Introducing Expanded Security Maintenance for App
Receive updates to over 25,000 software p ges with your
Ubuntu Pro sub: ption. Free for personal use.
h //ubuntu.com/aws/pro

[Expanded Security Maintenance for Applicati i enable:

updates can be applied immediate
To see these additional updates run: apt list ——upgradable

[Ensble ESM Apps to receilve additional future s rity updates.
[See https://ubuntu.com/esm or run: sudo pro status

wk% System restart required ww¥
Lest login: Thu Mar 11:11:08
ubuntu@ip-172-31-13 S
ubuntu@ip—1 1-

i-038e22188345477f5 (alpr_server_1) X

PubliclPs: 3.25.71.17 PrivatelPs: 172.31.13.221

E CloudShell Feedback Language Privacy Terms Cookie preferences

@ 2023, Amazon Web Services, Inc. or its affiliates.

Figure 6.49: EC2 Instance’s Command Line Interface.

// Install Docke
sudo apt-get update

ca-certificates curl

sudo apt install apt-transport-http
software-properties-common -y

curl -fsSL iownload.docker.com/linux/ubuntu/gpg | sudo
gpg —--dearmor -o /usr/share/keyrings/docker-archive-keyring.gpg

h=$ (dpkg —-print-architecture)
/keyrings/docker—archive-keyring.gpg]

echo "deb [ar
signed-by=/usr/sha

https://download.docker.com/linux/ubuntu $ (1sb release -cs)
stable" | sudo tee /etc/apt/sources.list.d/docker.list >
/dev/null

sudo apt update

apt-cache policy dock

sudo apt install doc

lBudo systemctl status docker

Figure 6.50: Command to Install Docker.
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After installing Docker, the next step is to connect the two EC2
instances with the GitHub Repository. The relevant installation and
configuration code of GitHub Runner can be found in GitHub Repository’s
setting, and then install GitHub Runner in the command line interface of EC2
instances and run the GitHub Runner service. So that when the developer
executes a git push to the project’s repository, GitHub will automatically copy
the entire project code to these EC2 instances and redeploy the web project

again.

<> Code @ Issues I Pullrequests (® Actions [ Projects @ Security 1 Insights & Settings

83 General Runners —ﬁ New self-hosted runner
Access Host your own runners and customize the environment used to run jobs in your GitHub Actions workflows. Learn more

about self-hosted runners.
Ax Collaborators

Code and automation RII=S s

¥ Branches ip-172-31-13-221 ' self-hosted =  Linux = | X64 | ' alpr_runnert o [dle
© Tags

C R — runner2  self-hosted | | Linux ' | X64 | | alpr_runner2 e Offline
4 Rules (Beta) v

G) Actions ~

General |

o] 47

Figure 6.51: GitHub Repository Runners Page.
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Runners / Create self-hosted runner

Adding a self-hosted runner requires that you download, canfigure, and execute the GitHub Actions Runner. By
downloading and configuring the GitHub Actions Runner, you agree to the GitHub Terms of Service or GitHub

Corporate Terms of Service, as applicable.

Runner image

O o macos ® A Linux O @@ Windows

Architecture

x64 =

Download

# Create a folder

$ mkdir actions-runner &% cd actions-runner

# Download the latest runner package

% curl -o actions-runner-linux-x64-2.383.8.tar.gz -L
https://github.com/actions/runner/releases/download/v2.3@3.8/actions-runner-Llinux-x64-2.303.8.tar.gz
# Optional: Validate the hash

% echo "e4a9fb7269clal56eb5d5369232decd62e06bec2fd2b321608285ac91459cc73  actions-runner-linux-x64-
2.303.0.tar.gz" | shasum -a 256 -c

# Extract the installer

% tar xzf ./actions-runner-linux-x64-2.3@3.8.tar.gz

Configure

# Create the runner and start the configuration experience
¢ ./config.sh --url https://github.com/hahaong/ReactAdmin --token AN2N2ZWGMCGA74XU76XUE3Q3EIOADI
# Last step, run it!

$ ./run.sh

Using your self-hosted runner

# Use this YAML in your workflow file for each job

runs-on: self-hosted

For additional details about configuring, running, or shutting down the runner, please check out our product docs.

Figure 6.52: Codes to Install, Configure and Run GitHub Runner.
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23 lines (16 sloc) 446 Bytes

1 name: Run Docker containmer alpr service for first EC2

2

3 on:

4 push:

5 branches: [ "master™ ] /
6 pull_request:

7 branches: [ "master” ]

8 workflow _dispatch:

9

1@ jobs:

11

12 build:

13 /
14 runs-on: alpr_runnerl

15

16 steps:

17 - uses: actions/checkout@v3

18

19 - name: Stop and remove docker container & Remove the docker images
20 run: sudo docker compose down --rmi all

21

22 - name: Start the docker service

23 run: sudo docker compose up -d k—

Figure 6.53: Github Actions’s YML file.
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25 lines (17 sloc) 618 Bytes
const express = require(’express’')
const path = require("path™}
// const history = require(’connect-history-api-fallback");
const PORT = B&ea;

1

2

3

4

5 const app = express()
[

7 /[ app.use(history()); // FHHERIRFERhistory B EEE
8

ES

12  app.use(express.static(path.join{__dirname,"ReactAdmin”, "build"})})
11
12 app.get('*', function (request, response){

13 console. log("entered™)

14 response.sendFile(path.resolve(_ dirname, 'Reactadmin’, "build’, 'index.html'})
15}

16

17

18 // app.get("/",(req,res)=>{
19 i res.send("server”)

20 /1)

21

22 app.listen(PORT,{)=>{

23 console. log( Server listening on PORT ${PORT} )
24 i3]

Figure 6.54: Server.js file that Starts Express Server.

8 lines (5 sloc) 128 Bytes

FROM node:l6-alpine as base
COPY . fapp/
WORKDIR /app/

1

2

3

4  RUN npm install
5 CMD ["npm","run”,"start"]
B

7

8

Figure 6.55: Dockerfile That Builds Docker Image.
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13 lines (12 sloc) 234 Bytes

2 services
alpr_server:
container_name: alpr_server

image: alpr_server
restart: on-failure:o
build:

context: .

dockerfile: dockerfile

1 target: base
2 5 | ports
12 - "80:8000"
Figure 6.56: docker-compose.yml to Configure Docker Service.
6.5 Firestore, Algolia Functions and Custom Functions Used in

Project

The implementation of web and mobile applications follows the Figure 6.57
design diagram for the most part. There are three layers: Presentation Layer,
Middle Layer, and Firestore Function Layer. Presentation is responsible for
displaying interface and processing business logic, the middle layer is
responsible for connecting the presentation layer and firebase function layer,
and it exposes a series of methods of operating Firestore to the presentation
layer. The Firestore function layer is a series of methods to operate the
database, such as creating, retrieving, updating, and deleting data. Tables 6.1,

6.2, and 6.3 show the functions used in the project.



Process Form Function Body

Validation

Call Add Person End Point |
Function

Process Returned Result

Update React State

Catch Error

Presentation Layer

Function Endpoints List
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Firestore Functions List

| Create Function
!

| Add Person Function |

Update Function

Edit Person Function

Retrieve Function

Delete Person Function

Retrieve Person Function

Middle Layer

Delete Function

Check Duplication
Function

Firestore Functions List

Function Endpoints List

Figure 6.57: React and React Native Process Data Flow Design.
Table 6.1: List of Function Endpoints.
Function Parameters Description
regAllCarparkList - Get the list of car access
logs.
regLimitCarparkList Get the first 10 car
access logs
reqCategoryL.ist Get the list of
categories
reqRoleL.ist Get the list of roles
reqUserL.ist Get the list of users
reqCheckDuplicationCategory | data Check for duplicate
List category names
reqCheckDuplicationPersonLis | data Check for duplicate car
t plate numbers
reqCheckDuplicationUserList | data Check for duplicate
usernames
reqCheckDuplicationRoleList | data Check for duplicate role
names
reqUpdateCategory id, data Update the category

name
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reqUpdateUser id, data Update the user account
reqUpdatePerson id, data Update the car’s owner
informationr
reqUpdateRole id, data Update the role
reqDeleteCategory id Delete the category
regDeleteRole id Delete the role
reqDeleteUser id Delete the user account
reqDeletePerson id Delete the car owner
regPersonByld id Get the specific car
owner’s information
regRoleByld id Get the specific role’s
information
reqSearchUser searchData | Search for the specific
user account
reqCategoryByld id Get the specific
category’s information
regAddPerson data Add a car owner
regAddRole data Add arole
regAddCategory data Add a category
regAddUser data Add a user account

Table 6.2: List of Firestore Native Functions

Function Parameters Description
onSnapshot Collection, | Listen to the collection in
call  back | real-time, when there is
function update on the collection’s
document, the call back

function will be called.
query Collection, | Set query rules on the

rules specific collection

getDocs Query Get the list of documents

based on the query rule
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getDoc Document | Get the specific document

addDoc Collection, | Add a document to the
data collection

updateDoc Document, | Update the document with
data the data

deleteDoc Document | Delete the document

Table 6.3: Algolia Function.

Function Parameters Description

search search string, { Query the database based on search
filters, string and filters. The hitsPerPage and
hitsPerPage, page parameters are used to do
page pagination. It returns the result list.
}

6.6 Web Application Implementation
This section will display each web application page and explain the business

logic using section code.

6.6.1  User Account
The User Account module can be divided into login activity and logout

activity.

6.6.1.1 Login Activity

When the user logs in, the Ant-Design Ul library will check whether the value
of the input box is legal, and if it is legal, the login button is disabled. When
the user submits the login form, it will enter the onFinish function. In this
function, it will go to the database to find the matching username and
password and check the user's role. If no user is found or the user's role is
empty, a warning box will pop up. If the username, password, and role are all
valid, the user data will be stored in React Redux and browser's local storage,

and the user will be directed to the home page.
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@ ALPR System

User Login

[

Please input your username!

[ e

password must be entered

Figure 6.58: Login Validation Page.

) ALPR System

User Login

Figure 6.59: System Alerts User to Try Again.
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m
name=

onFinish={ .onFinish}
onFinishFailed={ .onFinishFailed}
autoComplete=

pattern:
message:

Input

style={{ width:
prefi
placeholder="

Item

name="

Input.
prefi ined st color:

type

placeholder
value={
onChange={ .onPasswordChange}

Item

Figure 6.60: Ant-Design Form Validation.



onFinish = (values)

username, password
ername = username.trim
word = password.trim

result = t reqSearchUs

target:

if (result.length !
resultlist = result.map(
r: doc. il’.‘l,
name: doc.da username,
password: doc.data().password,
email: doc.data

phoneNumber,
Stamp: doc.da create t,
(doc.data().createdAt.toDate()).format(

roleld: doc.dat

role: doc.dat .ro ? 3 t .getRole(doc,data().pole) :

ait resultList[e];
"" && localResult.username != "

t admin to initia

.history.replace("”
found,
error

-error(

Figure 6.61: Login Logic.

6.6.1.2 Logout Activity

" && localResult.password !

a new role"”
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The user can click the Logout button on the homepage to log out, and a

confirmation message box will pop up to confirm whether the user wants to

log out. When the user the clicks ok button, the system deletes the user
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information in Redux and browser's local storage and this will cause all React
components using the redux to re-render. The admin component monitors the
user info of Redux. When the user info is deleted, it will automatically direct
user to the login page. In addition, the system will automatically log out the
user when the information or role of the user account is changed in the

database.

Confirm to Logout?

You would need to login again.

Cance' m

Figure 6.62: Logout Modal.

showConfirm =
confirm({
title: "Confirn
icon:
content:
onOk :

props.deletelser

5 ]

onCancel :

Figure 6.63: Logout Action.
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Admin = (props)

React.useEffect(

} = props.userInfo;

4] [props.userInfo

Figure 6.64: Admin Component Monitor User Info and Redirect to Login

Page.

.user er.key
rops .deleteUserInfo()

roleSubscri
collection

querys ot .docCh: .map hange, i

if (i == 8 & (change d" || change

if (props.userInfo.user.roleld == change.doc.id
props.deleteUserInfo()

usersubscr: [
rolesubscriber(
1
J

Figure 6.65: Automatically Log Out User When User Account or Role
Changed.

6.6.2  Car Access Log
The Car Access Log Module can be divided into sections of viewing car
access records, performing basic search, performing filter search, and viewing

car owner information.
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6.6.2.1 View Car Access Logs

When the user navigates to the homepage, it will fetch the first ten car access
logs from the Firestore. At the same time, the system will detect whether there
is a new car access record in real time, and if there is, it will append the new
car access log to the current list. User can click the load more button to load

ten more car access records.

Home ° Welcome admin  Logout
e o e & seach
" AHiBa
W Bt UNAUTHORIZE:
" AHIB455
iiiﬁﬁii UNAUTHORIZE
AHGEI8S
. N
G & UNAUTHORIZED
oo
ALEAAS
=
ﬁ o
o AHIRASS
N2l
UNAUTHORIZE
W a5 A RIZE

Figure 6.66: Web Home Page.

tryGetCarparkList =

parkList(18)
und™) {

, enterOrexit, image, ownerID } = doc.data();

tPersonById(owne

1carparkList]
current)

Figure 6.67: Load First 10 Car Access Records.
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chform.setF.
rparkSubscril

current
querySnapshot.docChanges () .map( (change, i
if

rrent.findIndex( (obj
c.id;

createdAtTimeStamp: createdAt,
createdAt: dayjs(createdAt.toDate()).format

-current

error)
console.e

Figure 6.68: Listen to Carpark’s Collection in Real-time.

AHIB455
UNAUTHORIZED

AHGE385
UNAUTHORIZED

ALIEAAS

UNAUTHORIZED

y

loading more

Figure 6.69: Load More in Home Page.
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onRealTimelLoad =

tCarparkL

key: i,
loading:
carPlate:
createdAt:
ima,

ownerData:
name: {},
picture:

3]

q = query(col
orderBy
startAfter
limit(1@));

e {
query(col
orderBy
limit(1@));

gEtDCM.:S

if (result.docs.length == 8) {

howLoading

e
S

resultlis i t.docs.map( (doc) {
carPlate, ¢ t, enterOrExit, image, ownerID = doc.data();
carparkData
key: doc.id,
carPlate,
enterOrExit,
image,
ownerID: ownerID || "7,
ownerData: ownerID ? = getPersonByIld(ownerID)
createdAtTimeStamp: eatedAt,
createdAt: dayjs(createdAt.toDate()).format( MM-DD HH:mm:

n carparkData
localCarparkList [1;

dength; i++) {
[1];

Figure 6.70: Load More Records.
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6.6.2.2 Perform Basic Search
User can choose search by car plate, name, phone no, category or search by
enter or exit. After the user enters the search keyword, user clicks the search

button to search. Basic search functionality is done by using the Algolia search

function.

Home / * °We|c0meadmm Logout

Search by Car Plate

Search by Name
85

Search by Phone No
THORIZED

Search by Category

Search by Enter Or Exit 4-07 14:21:54

Figure 6.71: Search for Car Access Record.
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s i}
type:
content
I H
{ searchByType, searchByData } = values;
searchByType = searchByType.trim();
searchByData = searchByData.trim();

|| searchByType == "name" || searchByType ==
f.current = s
~chRef.current.trim

setShowlLoading
setCarparkList([]);

personIDList = hits?.map((obj
return { key: obj.cbjectID }

personIDLis
i ndex
.current. C ):5{obj.key}")

.current. C ):5{obj.key

carParkData t cInde arch( park chRef . current.tril
filters i current.trim
hitsPer!
page: @
I3}

} = carParkData

Figure 6.72: Function to Perform Basic Search.

6.6.2.3 Perform Filter Search

Users can provide a variety of search data to perform filter search. The date
range is a required input field. After the user fills in the search data, click
submit button to search the car access logs. The filter search function utilizes

the Algolia search function to complete.



Figure 6.73:

onFinish values

alug rplate. trimi
name: values.name ? values.name.trim() : ",
eNumber: values.phoneNumber 2 values.phoneNumb
alues. date[e].$d,
Lues.date[1].5d,

_replace

-trim

current = collectedFormdata.carPlate || °
rrent At :${ (collectedFormD:

personIDList;

if (collectedFormData.phoneNumber
[ t

tedFormData. phoneNunber, coll

collectedFormData. category.

|| collectedFormbata.name

personData = await ationTn
filter
hitsPerPage:
page: ©

nt.trim() ||

content: "L
}

SetCarparkl1st([]

Figure 6.74:

a.date[0] .startof|

|| collectedFormpata.name !

archi ef.current.trim(),

X Filter Search

Car Plate

Name

Category

Phone Number

ter Or Exit

* Date

2023-04-08

Clear All

2023-04-07

Web Filter Search Page.

nData.date

dFormData.ca

1

- endof

d

Perform Filter Search on Car Owners.

.unix
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} = personData
gth e) {

obj
bjectID }

((obj, index
I

current = < e f.current.concat(™ AND (")

f.current z f.current.concat( o obj.key

current d e f.current.concat( :3{obj.key

carParkData = t cIndex. se: o current.trim
filt
hitsPer
page: @

s
1

type: °
content

image: ima
enter
ownerID: own

/ 1688)).format

Figure 6.75: Perform Filter Search on Car Access Log.

6.6.2.4 View Car Owner’s Information
If the car plate number is registered, a more button will appear on the right
side of the car access record, and after clicking, user can view the personal

information of the car owner.



Home

Search by Car Plate

QQQ 7777

QQQ 7777

QQQ 7777
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Figure 6.76:

Figure 6.77:
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° Welcome admin Logout

- 3 €3

qaq
QQa7777 \
N " maore
QQQ777?
SHoR maore
Qaqr777
maore
QQq777T
=2 maore

View Car Owner's Information.

More Information

Person Profile

Phone No: 0109636698

Full Name: ONG

Category: VISITOR
Register At: 2023-04-06 1

Detail:

Show Car Owner's Information.
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tryGetCarparkList =
try
setInitLoac

enterOr

image,

ownerID: ownerID || ""
ownerData:

createdAt: day . ) -format( M-DD HH:m

h

return carparkData

st.push(record);

calCarparkList?.length) >= 18) {
1owLoading

..localCarparklList]
ef.current)

your internet ac

Figure 6.78: Load Car Owner Data When Loading Car Access Logs.

6.6.3  Category Module
Category Module can be divided into view category list, add a category, edit

category, and remove category section.

6.6.3.1 View Category List
When the user navigates to the category page, the system will load all
categories and monitor whether there is any change in the category collection

of Firebase. If there is a new change, the changes will be updated to the page.
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@ ALPR Category ° Welcome admin Logout
(it Home
Category Management + Add
E> Management
B Category
Category Name Operation
RWER Edit Remove
HRHTR Edit Remove
OWNER Edit Remove
VISITOR Edit Remove
[1)

Figure 6.79: Category Page.

t.useEffect(

categorySubscriber = onSnapshot(

collection

querysnap ) ]
localCategorylist = guerySnapshot.docs.map(doc
return (

key: doc.id,

categoryMame: doc.data().category,

: doc.data().createdAt?.seconds

1K

"n b.seconds - a.seconds

n () 1

categorySubscribe

Figure 6.80: Load Category List.
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6.6.3.2 Add a Category

When the user clicks add button, the add category modal will pop up. After the
user enters the category name, the data in the input box will be verified, and
then check whether there are duplicate category names. If all the verifications

are passed, add the new category to Firestore.

Add Category

Cancel n

Figure 6.81: Add Category Modal.

toAdd =

setConfirmloading(
duplication t reqCheckDuplicationCategorylList(categoryh

.error(

setConfirmLoading(

Figure 6.82: Perform Add Category
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6.6.3.3 Update Category

The user can click the edit button of the category, and the update category
modal box will pop up. After the user enters the category name in the input
field, Ant-Design will verify the data, and the toUpdate function will also
checks whether the new category name is duplicated. If all verifications are
passed, the update category operation will be performed.

Update Category X

RWER o

Cancel “

Figure 6.83: Update Category Modal.

.categoryName) {

e } = categoryObj;

duplicationRes reqCheckDuplicationCategorylList(categoryName);
uplicatio exis

: categoryName 1});

setConfirmLoading(

Figure 6.84: Perform Update Category.
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6.6.3.4 Remove Category

The user can click the remove button of the category, and the confirmation

modal will pop up. After the user clicks OK, the category will be deleted.

Confirm

Are you sure to remove RWER?

Figure 6.85: Remove Category Confirmation.

-error(

Figure 6.86: Perform Delete Category.

6.6.4  Person Module

The person module is divided into sections of viewing the car owner's personal
information, registering the car owner, editing the car owner, deleting the car
owner, and searching for the car owner.

6.6.4.1 View Car Owner’ Personal Information

The user navigates to the person page to view list of car owners, after that, the
system uses Algolia to search for the first 5 records of data and loads them on
the page. At the same time, the system will detect whether there is any change
in the car owner list in real time, and if so, it will present the updated data on
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the user interface. User can click the view button to navigate to the person
detail page and find the detailed information of the car owner from Firestore
such as name, phone number, license plate, category, registration time, and

more personal information.

E’j ALPR Person °We\comeadmm Logout

(at Home

S

B Category

Registered

MName Car Plate Phone No Categor Operation
B Person gory At P

2 User
2023-04-
TEST 3213 3123 VISITOR 20

& Role Remove
14:22:40

2023-04-
TINTIN KKKB588 0168886969 OWNER 06
17:27:16

2023-04-
ONGLIPWE QQarr7T 0109636698 VISITOR 06
17:22:08

1]

Figure 6.87: Person Page Shows List of Car Owners.
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Person ° Welcome admin Logout

< Person Detail

Name ONGLIPWEI

Phone No 0109636698

Car Plate QQQ7777

Category VISITOR

Registered o)
2023-04-06 17:22:08

At

Detail

Google Chrome is recommended for the best user experience

Figure 6.88: View Car Owner's Detail Information.
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getPersonlList =

setTsLoading( IE

registrationData it regi i g ar f.current.trim(),
hitsPerPage: 5
-current

egistrationData

name: doc.name,

late: doc.carPlate,
phoneNumber:
category: d

) -format(

setIsLoading(

Figure 6.89: Load Car Owner List.

t.useEffect
getPersonList();
personSubscriber = onSnapshot(
collection(db t S
quer
current

hanges().map(

arch(change.

str pnIndexFound

isRegistratio

getPersonList

Figure 6.90: Detect New Data in Registration Collection.
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Figure 6.91: Detect Update on Registration Collection.

Figure 6.92: Detect Deletion on Registration Collection.
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item.key}

Figure 6.93: Navigate to Detail Page.

.format

Figure 6.94: Person Detail Page Load Car Owner Information.

setIslLoading

Figure 6.95: Person Detail Page Load Car Owner's Category.

6.6.4.2 Register Car Owner

The user navigates to the person page, clicks the register button to enter the
registration page. User can enter the car owner's name, license plate number,
phone number, category, and more personal information. When the user
submits the form, the system will validate the data in the form and check for
duplicate license plate numbers. If all the validation passes, it will add this car
owner to Firestore, display the message of successfully registering the car

owner, and return to the previous page.
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@ ALPR Person ° Welcome admin Logout

{at Home
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Figure 6.96: Register Car Owner Page.

L 1
props .history.push("”

icon={<Plu tlined

Register
Button

bordered=

Figure 6.97: Click Registration Button Navigate to Registration Page.
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maxLength={188} placeholder

maxLength={8} placeholde

{ width: " }} maxLength={12} placeholder

} value={item.key}

Figure 6.98: Registration Form Validation.



228

onFinish =

PersonList(values.carPlate.trim().replace

g Y
setSubmitButton

s.carPlate.trim().replace(

eNumber.trim().replace(
ent.getRichText();

s.carPlate} ${values.name} ${values.phoneNumber} ${values.category]} ;
“ ) 1
registrationData = awa

typoTolerance:

if (registrationData.nbHits > @ && isRegistrationIndexFound ==
egistrationIndexFound =

}: index *

Figure 6.99: Register Car Owner Function.

6.6.4.3 Edit Car Owner

The user navigates to the person page and clicks the edit button to enter the
edit person page. The system will first load the car owner's data into the form,
and then the user can edit the car owner's name, license plate number, phone
number, category, and person detail. When the user clicks submit, the system
will validate the data in the form and check for duplicate license plate numbers.
If all the validations pass, it will update the data in Firestore, display the

message of successfully updating the car owner, and return to the previous

page.
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Persan ° Welcome admin Logout

< Edit Person

* Name: | TEST
* Car Plate: = 3213
#Phone No: | 3123

* Category:  VISITOR

Person Detail B I U & [} x2 X, Normal A
14> Font ¥ = E
S ===/ ¢ =
@

Google Chrome is recommendad for the best user experience

Figure 6.100:  Edit Car Owner Page.

result.data();

current.setRich

it getCategoryById(

name,

carPlate,

phoneNumbe

category: categoryNam
detail,

7e.warning (P

Figure 6.101:  Load Car Owner Information.
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rules={[{ i s messag

{ width: } 0 = name"

[ width:

maxLength={12} placeholder=

t.map((item)

vy} value={item.

Figure 6.102:  Validate Input Fields.
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_carPlate. trin() .replace(

.phoneNumber. trim().replace(
getRichText();

es, detail

values.name ues . phoneNumber} alues.category} ;

typoTolerance

if gistrationData.nbHits > @ && isRegistrationIndexFound ==

}, index * 2000

if (o ionTy D {
reqUpdatep 1Id. current,

onData.nbHit: 8 _& RegistrationIndexFound ==
lexFound =

lues.name, 2);

prop

}. index * 2000

Figure 6.103:  Perform Update Car Owner Action.

6.6.4.4 Remove Car Owner

After the user navigates to the person page and clicks the delete button, a
confirmation modal box will pop up. After the user confirms the deletion, this
record will be removed from Firestore, and the system will check whether the
change has been updated to the Algolia Database. If there is, system prompts

the deletion success message and close the modal box.
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Remove Person

Are you sure to remove TEST?

Cancel n

Figure 6.104:  Remove Car Owner Modal.

handleOk =

setConfirmloadins(

Figure 6.105:  Perform Delete Car Owner Action.

6.6.4.5 Search for Car Owner
User navigates to the person page, enters the license plate, name, or mobile
phone number in the search field to search for the car owner, and the user can
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click the search button to search. System will use Algolia function to perform

search operation, the returned result will be presented to user.

E’j ALPR Person
Home
ONGLIPWE
E Management
Name
ONGLIPWE

Figure 6.106:

sonList =

tIsLoading( iE:

nt.current = nbH

name: doc.name,
carPlate
phoneNumbe

do

ategoryById(doc.cat

s.unix(do

error
. erro

setIsLoading(

Figure 6.107:

C

° Welcome admin Logout

- EE

Registered

Car Plate Phone No Category At Operation
N = 2023-04-06
QQQr7i7 0109636698 VISITOR o
22:08

Search Car Owner Page.

.current.trim(),

ory),

.createdAt / 10@8)).format

Perform Algolia Search on Car Owner.
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6.6.5 User Module
The user module is divided into sections of viewing user account list, creating

a user account, editing the user account and deleting the user account.

6.6.5.1 View User Accounts
User navigates to the user page to view all user accounts. The system will
monitor the user collection of Firestore and return all user account information

to the user page.

User o Welcome admin Logout
User Management + Add
Phone Created
Username Password Email Role Operation
No At
2023-04-
_ person _ _
gerg 31231 gyre 20 Edit Remove
management
14:23.48 -

2023-04-
tham tham 133 role manager Edit Remove
17:38:56
2023-04-
person _ N
hahaong hahacng2 06 Edit Remove
management
17:28:07 -

Figure 6.108: User Page.
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React.useEffect(

usersubscr nsnapshot(
collect ,
(querysnapshot) {
resultList = querySnapshot.docs.ma (doc)

.data().username != "ad

doc.id,
ame: doc.data().username,
{).password,
ail,
(). phoneNumber,
: doc.data().createdat,
data().createdAt?.toDate()).format(

)s
roleId: doc.data().role,
data().role ? t getRole{doc.data().role) : "~
oc.data().cr t2 onds,
t getRole{doc.data().role) : ""

i < resultList.length; i++
result ultList[i]
if ( result et
localUserList.push(

return b.seconds - a.seconds

IserList([...localUserList]
sLoading

Figure 6.109: Load User Data to User Page.

6.6.5.2 Create User Account

User navigates to the user page and click the add button, the system will pop
up the add user modal box. After the user enters the username, password,
email address, mobile phone number and role, the system will verify the data
in the input fields and check if there are duplicate usernames. After all
validations pass, the system inserts a new piece of data into Firestore and

closes the modal.
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Add User

* Username:
# Password:
Email:

Phone No:

Cancel m

Figure 6.110:  Add User Modal.

placeholder="F

" maxLength=jfee

No" maflength={12} allowClear

Figure 6.111:  Add User Form Validation.
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handlefddOk = ()

alidateFields
.then (values)

setConfirmLoading(
{ email, password, phoneNo, username, role } = values;
if (email) {
email = email.trim();

if (phoneNo) {

phoneNo = phoneNo.trim

password = password.trim();
username = username.trim();

try {
if
setConfirmLoading(
return

result = await regAddUser
username,
pass
rol role,
email: email || ",
phoneNumber: phoneNo || ",

sername}” );

.catch((errorInfo) {
sarning(errorInfo.errorfFields[®8].errors[0]);

Figure 6.112:  Add User Account.

6.6.5.3 Edit User Account

The user can click the edit button after navigating to the user page, and the
system will pop up the update user modal box and initialize the data of all
input fields. After the user changes the username, password, email, mobile
phone number and role, the system will verify the data in the input fields and
check for duplicate usernames. After all validations pass, the system updates

the data in Firestore and closes the modal.
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Update User Information

# Username: | hahaong

* Password: | hahaong2

Phone No:

person management

Figure 6.113:  Update User Account Modal.

m.roleld :

Figure 6.114: Initialize Input Field Data.
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handleEditol -

'd, pnoneNo, username, role } = values;
if (email)
email = ema

d.current == password &% nail.current == email &&

awalt reqUpdateUser(se

email || ""
umber: phoneNo || ",

Figure 6.115:  Perform Update User Account Action.

6.6.5.4 Remove User Account

The user can click the remove button after navigating to the user page, and the
system will pop up a confirmation modal. After the user confirms to delete the
user, the system will delete the user account from Firestore and close the

modal box.
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Confirm

Are you sure to remove hahaong?

Figure 6.116:  Remove User Account Confirmation Modal.

owDelete = (item
-

item.username

Figure 6.117:  Perform Delete User Account Action.

6.6.6 Role Module
The role module has 4 sections, namely view roles, create role, assign pages to

role and remove role.

6.6.6.1 View Roles
The user navigates to the role page to view the role list. The system will

monitor the role collection of Firestore and update the latest role list to user.



Role

Role Management

Role Name

role manager

person
management

Figure 6.118:

useEffect

onSnapshot (

.map(doc

doc.data().authat || "",

-authAt

Created At

2023-04-06
17:40:04

3-04-05

.format(

ata( ) .authAt.toDate -format

menuList: doc.dat:
seconds: doc

rn () {

roleSubscriber(

Figure 6.119:

6.6.6.2 Create Role

Load Role List from Firestore.

Authorization At

Role Page.
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° Welcome admin Logout

Authaorizer

admin

admin

+ Add

Operation

The user can click the add button after navigating to the role page, and the

system will pop up the add role model. After the user enters the role name, the
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system will verify the data in the input box and check that there are duplicate
role names. After all validations pass, the system inserts a new role into

Firestore and closes the modal.

Add Role

* Role Name:

Cancel n

Figure 6.120:  Add Role Modal.

handleAddOk =

idateFields
(n
values.role

catConfirmloadine

duplic

await regAddRole(values);
{ values.role} successfull
ConfirmLoading(

setIsAddModalOpen(

error

setConfirmLoading

rror

Figure 6.121:  Add Role to Firestore.

6.6.6.3 Assign Pages to Role
After navigating to the role page, the user can click the edit button, and the
system will pop up the edit role modal. The user can decide which interface
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the role can see, the system will update the role in Firestore after user clicks

the ok button and close the modal box afterward.

Edit Role

v H Al
Home

v B Management
User

Role

Cancel

Figure 6.122:  Edit Role Modal.

handleEditOk =

tringify(se s.menuList) == JSON.stringify(c
ModalOpen

1(Jsl ringify le.menuList) == 3] stringify
Y {
4

setConfirmLoading

regUpdateRole

“user”)).username,

Figure 6.123:  Assign Pages to Role.

6.6.6.4 Remove Role
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The user can click the remove button after navigating to the role page, and the
system will pop up a confirmation modal. When the user confirms to delete the

role, the system will delete the role in Firestore and close the modal box.

Remove Role

Are you sure to remove role manager?

All the users with this role will not be able to log in again

Figure 6.124:  Remove Role Modal.

toDelete = roleobj

setConfirmLoading( )
1t regqDeleteRole(role0bj
) {
ConfirmLoading

-SUCCess

Figure 6.125:  Remove Role from Firestore.

6.7 Mobile Application Implementation
This section will display each mobile application page and explain the
business logic using section code.

6.7.1  User Account
The User Account module can be divided into login activity and logout

activity.
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6.7.1.1 Login Activity

User can login by providing valid username and password. When the user
submits the login form, system will verify the user credential. It will go to the
Firestore to find the matching username and password and check the user's
role. If no user is found or the user's role is empty, an error message will pop
up. If the username, password, and role are all valid, the user data will be
stored in React Redux and the Async Storage, and the user will be directed to

the home page.

Welcome, Let's Sign In Welcome, Let’s Sign In

ALPR ALPR

Username
Username
dwgdwqg
Enter your Username
Password
Password
........ .| &

Enter your Password )

User account doesn't exist.

Figure 6.126:  Login Page.

Figure 6.127:  Login Page
Validation Message.
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signInuser =

ne. Conara 8. ()
ult.length == @

.length —- ©
2

.length == @) [f

te()).format(

getRole(doc.data().role) : ™"

resultlist[e];
= "" &R localResult.username != "admin”) {

=8) {

Figure 6.128:  Login Action.

6.7.1.2 Logout Activity

The user can click the logout button from the navigation panel and a
confirmation message box will pop up to confirm whether the user wants to
log out. When the user the clicks ok button, the system deletes the user
information in Redux and async storage direct the user to sign in page. In
addition, the system will automatically log out the user when the information

or role of the user account is changed in the database.



247

Logout

Are you sure you want to logout?

Figure 6.129:  Logout Alert Modal.

gation.addListener(’be

f.current ==

deleteUserInfo()
tion.dispatch(e.data.action)

alert

ispatch(e.data.action

Figure 6.130: User Press Logout Button to Logout.
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React.useEffec

r = firestore()
)
Napshot
docChanges( ) .map e, i) {
|| change.type == "modified")) {
id

n( )
t(guerySnapshot

11 ﬁhange.type == "modified")) {
id

I H

toGetLoginUserInfo()

Figure 6.131:  User Logout Automatically When User Account
Being .Modified or Removed

6.7.2  Car Access Log
The Car Access Log Module can be divided into sections of viewing car
access logs, performing basic search, performing filter search, and viewing car

owner information.

6.7.2.1 View Car Access Logs

When the user navigates to the home page, system will fetch the first ten car
access records from the Firestore. At the same time, the system will detect
whether there is a new car access record in real-time, and if there is, it will
append the new car access record to the current list. User can scroll to the

bottom to load more data.
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Figure 6.133:
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query =

result =

resultList = result.docs.map(

ult.docs.length - 1
setLastDocument (doc);

carPla createdAt, enterOrExit, image, ownerID = doc.data

rPlate,
enterOrExit,
image,
ownerID: ownerID || ™"
ownerID ?

parkList = [];
resultlist.lengt
sultList[i];
sh(r rd);

if ((localCarparkList?.length) >= 18) {

8
setIsLoading/

current = [...localCarparkL
urrent
ch (e
setTimeout((
tryGetCarparkLi

Figure 6.134:  Load First 10 Car Access Logs.
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ct.useEffect
tryGetCarparkList()
carparkSubscrib firestore(

f.current
anges () .map( (change, i

e && change.typ .current =

image, ownerID } = change.doc.data(

change.doc.id,
carPlate,

wnerID
Offset(480) .format

f.current]

Figure 6.135:  Listen for New Car Access Log in Real-time.
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setIsLoading(
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carPlate,
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image,
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localCarparkList.push(re
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tIsLoading(
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.current,

Figure 6.136:

6.7.2.2 Perform Basic Search

sult.docs.length - 171);

, ownerID

252

= doc.data

t getPersonById(ownerID) :

...localCarparkList]

On Load More Function.

User can search car access log by car plate number. After the user enters the

search keywords, user pressed enter on the keyboard and the system will

return the result. Basic search functionality is done using the Algolia search

function.
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AHG8385
UNAUTHORIZED
enter

2023-04-07 14:21:54

Figure 6.137:  Searching by Car Plate Number.

carParkData k c! T.current. trim
filters current ||

hitsPerPa

page

tPersonById riD}

arkList = [];
i < resultlist.length; i++) {

if (localCarparkList?.length <=
etIsLoading(

error
log(error)

Figure 6.138:  Perform Basic Search.
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6.7.2.3 Perform Filter Search

Users can provide a variety of search data to perform filter search. The date
range is a required input field. After the user fills in the search data, clicks the
submit button to search the car access logs. The filter search function utilizes

the Algolia search function to complete.

Filter Your Search

Car Plate
e.g QAM2543
Full Name
Please insert your name

Category

Phone Number
e.g 0109875845
Enter Or Exit

Select your car access type v

* "
Date Range

Previous April 2023 Next
Mon Tue Wed Thu Fri Sat Sun
1 2
3 4 S 6 7 8 9

10 11 12 13 14 15 16
17 18 19 20 21 22

24 25 26 27 28 29 30

Figure 6.139: Filter Search Drawer.
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personDat: f.current.trim(),
hitsPerp

page: @

.removeAll
info
setIslLoading
setCarparkL

?.map( (obj
rn { key: obj.objectID }
onIDList.forEach(({obj, index
f.current il f.current.concat

personIDList.len
f.current F.current.concat ):${obj .key

concat ):${obj.key

current || "",

r.current

remc

info(
tIsLoading
tCarparkLi:
turn

resultlist = hits

.utcOffset(480) . format(

record;

ist = [1;

Figure 6.140:  Perform Filter Search.
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6.7.2.4 View Car Owner’s Information
If the car plate number is registered, a more button will appear on the right
side of the car access record, and after clicking, user can view the personal

information of the car owner.

Q qqq =
QQQ7777
S VISITOR
QQQ 7777 p—— more

2023-04-06 17:36:38

Name: ONGLIPWEI
QQQ7777 Phone No: 0109636698
. VISITOR
QQQ 7777 i more

. 7777
2023-04-06 17:36:37 CarPlate:  [QfQ

Category:  VISITOR
QQQ7777
VISITOR

enter
2023-04-06 17:36:35

QQQ 7777

more Register At: 2023-04-0617:22:08

QQQ7777
VISITOR
more

enter Detail:
2023-04-06 17:36:34

QQQ 7777

QQQ7777
VISITOR

enter
2023-04-06 17:36:33

Figure 6.141:  View Car Owner Figure6.142:  Drawer Containing
Information. Car Owner's information.

QQQ 7777

more
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createdAt, enterOrExit, image, ownerID } = doc.data():

sonById(ownerID) : "7,

set(48@).format("

ength; i++) {

Load Car Owner Data When Loading Car Access Records.

6.7.3  Category Module

Category Module can be divided into view category list, add a category, edit

category, and remove category section.

6.7.3.1 View Category List

When the user navigates to the category page, the system will load all the

categories and monitor whether there is any change in the category collection

of Firebase. If there is a new change, the changes will be updated to the page.
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= Category
RWER
HRHTR —
OWNER
VISITOR CategoryList);
Figure 6.145: Load Category List.
® = 2 i

Figure 6.144:  Category Page.
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6.7.3.2 Add a Category

When the user clicks add button, the add category modal will pop up. After the
user enters the category name, the data in the input box will be verified, and
then check whether there are duplicate category names. If all the verifications

are passed, add the new category to Firestore.

Category

Add Category

Enter Category Name

PR

Figure 6.146:  Add Category Modal.
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qCheckDuplicationCategor
ckDuplicationResult.msg

ame already

yName . trim( ) . toUppercase() });

me.trim().toUpperCase()}, 1)

Figure 6.147:  Perform Add Category.

6.7.3.3 Update Category

The user can click the edit button of the category, and the update category
modal box will pop up. After the user enters the category name in the input
field, system will verify the input field, and the toUpdate function will also
checks whether the new category name is duplicated or not. If all verifications

are passed, the update category operation will be performed.
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= Category Category
Edit
. Remove
DWQD
RWER
HRHTR
OWNER Edit Category Name
VISITOR
Figure 6.148:  Edit  Button  of “
Category.

Figure 6.149:  Edit Category
Modal.
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tolUpdate =
try

ne.current == cat .trim().touUpperCase()) {
resetInputField
tlUpdateModalvisible(

return

{ category: yName.trim() .toUpperCase 1)

ame.trim().toUpperCase()} , 1)

resetInputField(}
setUpdateModalvisible(

Figure 6.150:  Perform Edit Category.

6.7.3.4 Remove Category
The user can click the remove button of the category, and the confirmation

modal will pop up. After the user clicks OK, the category will be deleted from
Firestore.
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Category

Category

Edit

Remove

DWQD

RWER

HRHTR

Remove Category

OWNER

Are you sure to remove |1?

VISITOR

Figure 6.151:  Remove Button of
Category.

2 @

Figure 6.152: Remove Category

Confirmation.
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toDelete =

=n )
leteCategory(ca

me._trim()}",

stackable:
H

setDeleteModalVisible(

your internet a

Figure 6.153:  Delete Category.

6.7.4  Person Module
The person module is divided into sections of viewing the car owner's personal
information, registering the car owner, editing the car owner, deleting the car

owner, and searching for the car owner.

6.7.4.1 View Car Owner’ Personal Information

The user navigates to the person page to view list of car owners, after that, the
system uses Firebase to search for the first 10 records of data and loads them
on the page. At the same time, the system will detect whether there is any
change in the car owner list in real time, and if so, it will present the updated
data on the user interface. User can click one of the person cards to navigate to
the person edit page, the detailed information of the car owner from Firestore
such as name, phone number, license plate, category, registration time, and

more personal information will be loaded to the edit page.
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4 Edit

*
Full Name
Q Search name, car plate, phone no..

TEST

TEST

* Phone Number

3123
TINTIN * car Plate
(kikesss) (0168885963) (OWNER| (2023-04-06 17:27.16)
3213
ONGLIPWEI * Category
(aaa7777] [0109636698] [VisiToR] [2023-04-06 17:22:08)
VISITOR v
Detail

Write your cool content here :)

Figure 6.154:  Person Page. Figure 6.155:  View Car Owner's
Detail Information.
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1t (result.docs.
tIsLoading(
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resultlist = result.docs.map(

sult.docs.length - 1
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phoneNumber, category, name, createdAt, carPlate, detail
T
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carPlate,
detail
‘tTimeStamp: d
A dayjs.unix(createdat econds) .utcOffset (488) . format(

localPersonList.push(record);

if ((localPersonList?.length)
tIsLoading(
1
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tIsLoading(

= [...localPersonList]

setTimeout((
getPersonListLoadAgain

Figure 6.156:  Load Car Owner List.
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onList()

personSubscriber = fire
.collection
.onSnapshot ( (querySnapshot

(change, 1)

current ==

obj.key
-1) {
[ phoneNumber, category,
localPersonData = {
key: change.d
phoneNumber,

At, carPlate, d il } = change.doc.data(

-format(” -MM-DD HH:mm

Figure 6.157:  Detect New Data in Registration Collection.

= 8 && change fied" && .current

resultList = per current.map( (obj)

{ phoneNumber, category, name, createdAt, carPla

localPersonData = {
key: change.doc.id,
phoneNumber ,

atedAtTimeStamp:
isteredAt: dayj

tedAt?.seconds) . utcOf ( ) -format ("

Figure 6.158:  Detect Update on Registration Collection.
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if (i == @ && change.type == "r d” && ba rch.current ==

foundDeletedPersonIndex = istRef.current.findIndex((obj
return obj.key == change.

(foundDeletedPersonIndex, 1)
current])

Figure 6.159:  Detect Deletion on Registration Collection.

6.7.4.2 Register Car Owner

The user navigates to the person page, clicks the add button to enter the
registration page. User can enter the car owner's name, license plate number,
phone number, category, and more personal information. When the user
submits the form, the system will validate the data in the form and check for
duplicate license plate numbers. If all the validation passes, it will add this car
owner to Firestore, display the message of successfully registering the car

owner, and return to the previous page.
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validateName = (value = name
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( Add etNameErro

*

rt your name

validateCarPlate
f lue
setCarPlateError(

lue
* ) etPho
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validateCategory
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etCategoryError(“Please
f.current

etCategoryError(”")
f.current

Figure 6.161:  Registration Form
Validation.

Figure 6.160:  Register  Car
Owner Page.
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") .toUpperCase());

') .toUpperCase(),

)

ubmitButtonDisabled(

Figure 6.162:  Register Car Owner Function.

6.7.4.3 Edit Car Owner

The user navigates to the person page and click one of the person cards to
enter the edit person page. The system will first load the car owner's data into
the form, and then the user can edit the car owner's name, license plate number,
phone number, category, and person detail. When the user clicks submit, the
system will validate the data in the form and check for duplicate license plate
numbers. If all the validations pass, it will update the data in Firestore, display

the message of successfully updating the car owner, and return to the previous

page.
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Figure 6.164:  Validate Input Fields.

Figure 6.163:  Edit Car
Owner page.
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8& checkpuplicationResult?.msg e data exi
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‘ trim().replace
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phoneNumbs

category

navigation. goBack()

Figure 6.165: Perform Update Car Owner Action.
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6.7.4.4 Remove Car Owner
After the user navigates to the person page and clicks the remove button, a
confirmation modal box will pop up. After the user confirms the deletion, this

record will be removed from Firestore.

m e

Q Search name, car plate, phone no..

TEST

Remove
3123 (visiToR [2023-04-20 14:22:40

TINTIN

(krkesss) (0168886969] [OwnER) [2023-04-06 17:27:16)

ONGLIPWEI

(aaa7777) (0109836698) [VisiToR) [2023-04-06 17:22:08)

Remove Person

Are you sure to remove TEST?

Figure 6.166:  Remove Car Owner GHOCH n

Button.

1@
2 n

Figure 6.167:  Remove Car
Owner Modal.
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toDelete =
tr y
ast.loading

me.trim()}"

stackable:

1]

deletedPersonInd ist.findIndex((obj)

onList.splice(deletedPersonIndex, 1)
teModalvisible(

Figure 6.168:  Perform Delete Car Owner Action.

6.7.4.5 Search for Car Owner

User navigates to the person page, enters the license plate, name, or mobile
phone number in the search field to search for the car owner. System will use
Algolia function to perform search operation, the returned result will be
presented to user.

Q kkkssss
TINTIN
(kkkasss) (0168886969) (OWNER] [2023-04-06 17:27:16

Loading Completed

Figure 6.169:  Search Car Owner Page.
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onFilterSearch =
Toast.loading( 'Loading...", @

try,
registrationData = await ation ex.search(pe lef.current.trim(),
hitsPerPage: 18,
cu geNumber. current
{ hits } = registrationData

name: doc.name,
carPlate: doc.carPlate,
phoneNumbe

localPersonList.p

if (localPersonList?.length <= 9) {
setIsloadi

Figure 6.170:  Perform Algolia Search on Car Owner.

6.7.5  User Module
The user module is divided into sections of viewing user account list, creating

a user account, editing the user account, and deleting the user account.

6.7.5.1 View user accounts
User navigates to the user page to view all user accounts. The system will
monitor the user collection of Firestore and return all user account information

to the user page.
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yre| |person 1'.11.1-:1:\'1:“]

tham

tham | |role manager

hahaong

Figure 6.172:  Load User Data to User

Page.

Figure 6.171: User Page.

#®
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6.7.5.2 Create user account

User navigates to the user page and click the add button, the system will pop
up the add user modal box. After the user enters the username, password,
email address, mobile phone number and role, the system will verify the data
in the input fields and check if there are duplicate usernames. After all
validations pass, the system inserts a new piece of data into Firestore and

closes the modal.

Add User

*Username:
Enter username

*Password:

Email:

Enter email

Phone No:

eq 0109587584 Figure 6.174: Add User Form

*Role Validation.
Please Se

N B i
as b (1)

Figure 6.173:  Add User
Modal.



277

mai

phoneNumber:

odalvisible(
i (error
oast.removeAll()

ibmitButtonDisabled(

Figure 6.175:  Add User Account.

6.7.5.3 Edit user account

The user can click the edit button after navigating to the user page, and the
system will pop up the update user modal box and initialize the data of all
input fields. After the user changes the username, password, email, mobile
phone number and role, the system will verify the data in the input fields and
check for duplicate usernames. After all validations pass, the system updates

the data in Firestore and closes the modal.



278

Edit

gerg

Remove

tham

th | .

Update User Information
*Username:

hahaong

[haha(mg?] {parson manaqement] gerg

* Password:
Figure 6.176:  Edit User Button. il

Email:
gyre
Phone MNo:
eg 0109587584

*Role

person management

#®

" e
B" ° 'n‘

Figure 6.177:  Update User
Account Modal.
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. Ltrim()
current = item.username.trim

ssword(item.password.trim()
d.current = item.password.trim
l.current = item.email.trim

PhoneNumber(item.phoneNo.trim()
rrent = item.phoneNo.trim

oleId(item.roleld
1Rol .current = item.roleld

oleName(item.role

Figure 6.178: Initialize Form Data.

tolpdate

try,
if (dl current e && .current =

tModalvisible(
h (error

tSubmitButtonDisabled(

Figure 6.179: Perform Update User Account Action.

6.7.5.4 Remove user account
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The user can click the remove button after navigating to the user page, and the
system will pop up a confirmation modal. After the user confirms to delete the
user, the system will delete the user account from Firestore and close the

modal box.

Edit

gerg

Remove

tham

hahaong
[hahaongz] [person management]
Figure 6.180: Remove User Remove User
Button Are you sure to remove gerg?

&

#®

Figure 6.181:  Remove User

Account  Confirmation
Modal.
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toDelete =

", @)

duration
stackable:

1]
setDeleteModalvisible(

error
offline("Co ion failed, pl ur internet a

bmitButtonDisabled(

Figure 6.182:  Perform Delete User Account Action.

6.7.6  Role Module
The role module has 4 sections, namely view roles, create role, assign pages to

role, and remove role.

6.7.6.1 View Roles
The user navigates to the role page to view the role list. The system will
monitor the role collection of Firestore and update the latest role list to user.
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role manager

(2023-04-06 17:40:04) [admin

person management
(2023-04-06 17:27:47) [admin)

Figure 6.183:  Role Page.
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I
1

if (doc.data().role.trim

1
1

reatedAt?.seconds) . utcOff (48@).format(" M-DD HH:mm:ss"
authAtTimeS
authAt: authAt
.authAt .toDate()) . format ("

setRolelist(localRolelist);

O {

1&511b5f:r;ibe|‘

Figure 6.184:  Load Role List from Firestore.

6.7.6.2 Create Role

The user can click the add button after navigating to the role page, and the
system will pop up the add role model. After the user enters the role name, the
system will verify the data in the input box and check that there are duplicate
role names. After all validations pass, the system inserts a new role into

Firestore and closes the modal.
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Figure 6.186:  Validation on Role

Input Field.

Add Role

#® (H =2 2

Figure 6.185:  Add Role Modal.

toAdd =
.loading
SubmitButtonDisabled

eqCheckDuplicationRolelist(ro
i esult.

reqAddRole({ role: ro

setSubmitButtonDisabled(

Figure 6.187:  Add Role to Firestore.
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6.7.6.3 Assign Pages to Role

After navigating to the role page, the user can click the edit button, and the
system will pop up the edit role modal. The user can decide which interface
the role can see, the system will update the role in Firestore after user clicks

the ok button and close the modal box afterward.

Edit

role manager

Remove
2023-04-06 17-40:04

person management

2023-04-06 17:27:47

Edit Access Page

Figure 6.188:  Edit Role Button.

Home

Category

Person
User

Role

Cancel

#®

Figure 6.189:  Assign Pages to
Role.
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removeAll

)

Figure 6.190:  Assign Pages to Role.

6.7.6.4 Remove Role
The user can click the remove button after navigating to the role page, and the
system will pop up a confirmation modal. When the user confirms to delete the

role, the system will delete the role in Firestore and close the modal box.



Edit

role manager

2023-04-06 17:40:04 u

Remove

person management

2023-04-06 17:27:47 | [admin

Figure 6.191:  Remove Role Button.

toDelete =

Toast.loading(
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Remove Role

Are you sure to remove role manager?

All the users under this role will not be
able to access the application.

Figure 6.192:  Remove Role

Modal.

Figure 6.193:  Remove Role from Firestore.
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CHAPTER 7

SYSTEM TESTING

7.1 Introduction

This chapter mainly discusses the testing method of the project. The testing of
this project includes the unit testing and using SUS to conduct system usability
testing. Finally, this project also conducts on site testing to ensure that the
applications can run well in a real working environment and meet the needs of

user.

7.2 Unit Testing
This project uses unit testing to test every function of the web and mobile
applications to ensure that the requirement specification is met. Unit testing is

divided into web application unit testing and mobile application unit testing.

7.21  Web Application
Web application has a total of 49 test cases.



7.2.1.1 User Account

Table 7.1: Unit testing of user account (web application).
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Login Account

TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO001 | Enter valid user 1 Enter username e Valid Username Redirected to home page Pass
account ' e Valid Password
2. Enter password
3. Click login button
TC002 I_=>rOV|de empty 1 Click login button Display validation error Pass
input message
TC003 | Provide wrong Wrong username Display account not found Pass
1. Enter wrong username
user account Wrong password error message
2. Enter wrong password
3. Click login button.
TCO004 | User’s role has 4 Remove the user role Valid Username Display role has been Pass
been removed ' Valid Password removed error message
5. Enter valid username
6. Enter valid password
7. Click login button
TCO005 | User’s role has no 1 Valid Username Display role has not been Pass

pages assigned to

Remove the user’s
role’s menu list

Valid Password

initialized message
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info

Delete local storage’s
user info

Redirected to login
page.

It 2. Enter valid username
3. Enter valid password
4. Click login button
Logout Account
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TC006 Log(_)ut from 1 Click logout button e Delete Redux’s user Pass
application




7.2.1.2

Car Access Log

Table 7.2: Unit testing of car access log module (web application).
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View Car Access Logs

number in search field
4. Click search button

TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO007 | Display first 10 car : - Display first 10 car access Pass
access 10gs 1. Navigate to home page logs
TC008 | Display next 10 1 Navigate to home page | Display total of 20 car access Pass
car access logs logs
2. Click load more button
at the end of the list
Perform Basic Search on Car Access Logs
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO009 | Search with car 1 Navigate to home page e Car plate number e Display list of search Pass
plate number results
2. Select search by car e Display success
plate message
3. Provide car plate
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access type

Navigate to home page

Select search by enter
or exit

results
Display success
message

TC010 | Search with name Navigate to home page Name rlzlssupiltzy list of search Pass
Select search by name Display success
Provide name in search message
field
Click search button
TCO011 | Search with phone : Phone number Display list of search Pass
number Navigate to home page results
Select search by phone Display success
no message
Provide phone number
in search field
Click search button
TC012 | Search with , Category Display list of search Pass
category Navigate to home page results
Select search by Display success
category message
Select a category from
the selections.
Click search button
TCO013 | Search with car Enter type Display list of search Pass
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3. Select enter from
selections
4. Click search button
TC014 Search with empty 1 Navigate to home page | ¢ Display validation Pass
field error message
2. Click search button
Perform Filter Search on Car Access Logs
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO015 | Filter search with 1 Navigate to home page e Car plate number e Display list of search Pass
car plate number, e Name results
name, category, 2. Click filter button e Category e Display success
phone number, car 3 Provide car plate e Phone number message
access type and o Enter type
date range number, name,
category, phone e Start date
number, car access type| e End date
and date range
5 Click search button
TCO016 | Filter search with 1 Naviaate to home page | e Display error message Pass
empty search ' g Pag to alert user to provide
fields 2 Click filter button date range
3. Click search button
View Car Owner’s Personal Information
TCID | Test Case | Test Case Steps | Test Data | Expected Results | Result
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Summary

TCO17 | View car owner . e Display a drawer Pass
personal 1 Navigate to home page containing the car
information from 2. Click more button from owner’s information

car access log.

car access log




7.2.1.3 Category Module

Table 7.3: Unit testing of category module (web application).

View Categories

TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO018 | Display list of : Display a table listing the Pass
categories L Navigate to category categories
page
Add a Category
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TC019 | Provide valid input 1 Navigate to category e Category name e Show success Pass
age message
P e Close modal
2. Click add button e New category is
3. Provide a category appended to the list
name
4. Click ok button
TC020 | Provide empty . e Display validation Pass
input 1. Navigate to category error message
page
2. Click add button
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3. Click ok button
Edit Category
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO021 | Provide valid input . e Category name e Show success Pass
1. Navigate to category
age message
P Close modal
2. Click edit button Updated category
. name is shown in the
3. Provide a category list
name
TC022 _Prowde empty 1 Navigate to category e Display validation Pass
input error message
page
2. Click edit button
3. Remove the data in the

input field
Click ok button
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3. Click confirm button

TC023 g;?;nde same Input 1. Navigate to category e Same category *  Close the modal Pass
page name
2. Click edit button
3. Click ok button
Remove Category
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TC024 | Remove category . e Show success Pass
1. Navigate to category
age message
P Close modal
2. Click remove button Remove the category
from the list




7.2.1.4 Person Module

Table 7.4: Unit testing of person module (web application).
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View Car Owners

plate number, phone
number, category,
person detail

4. Click submit button

appended to the list

TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO025 | Display list of car . Display a table listing the car Pass
OWNers 1. Navigate to person page OWNers
TC026 | View a specific car . Display the car owner’s Pass
1. Navigate to person page . .
owner personal information
2. Click view button
Register Car Owner
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO027 | Provide valid input . e Name e Show success Pass
1. Navigate to person page
e Car plate number message
2. Click register button e Phone number ¢ Navigate to person
. . e Category page
3. Provide valid name, car e Person detail e New person is
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TCO028 I_Drovide empty 1 Navigate to person page e Display validation Pass
input error message
2. Click register button
3. Click submit button
TCO029 | Provide invalid 1 Navigate to person page Name e Display validation Pass
input ' Car plate number error message
2. Click register button e Invalid Phone
3. Provide valid name, car number
plate number, category Category .
- ’ Person Detail
person detail
4. Provide invalid phone
number
5. Click submit button
Edit Car Owner
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO030 | Provide valid input . e Name e Show success Pass
1. Navigate to person page
e Car plate number message
2. Click edit button e Phone number e Navigate to person
e Category page
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Provide valid name, car
plate number, category,
person detail

Click submit button

e Person detail

Updated information
shown in the list

TCO031

Provide empty
input

w

Navigate to category
page
Click edit button

Remove the data in the
input fields

Click submit button

Display validation
error message

Pass

TC032

Provide invalid
input

w NP s

Navigate to person page
Click edit button

Provide valid name, car
plate number, category,
person detail

Provide invalid phone
number

Click submit button

Name

Car plate number
Invalid Phone
number
Category

Person detail

Display validation
error message

Pass
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Remove Car Owner

TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TC033 | Remove car owner . e Show success Pass
1. Navigate to person page
message
2. Click remove button Close modal
3 Click ok button Remove the car owner
from the list
Search Car Owner
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO034 | Search by car plate 1 Naviaate to person page e Car plate number e Display list of search Pass
number ' g P Pag results
2. Provide car plate
number in search field
3. Click search button
TCO035 | Search by car . e Name e Display list of search Pass
\ 1. Navigate to person page
owner’s name results
2. Provide name in search
field

3. Click search button




302

TCO036

Search by car
owner’s phone
number

Navigate to person page

Provide phone number
in search field

Click search button

Phone number

Display list of search
results

Pass




7.2.15

User Module

Table 7.5: Unit testing of user module (web application).
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View User Accounts

Click add button
Click ok button

TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO037 | Display list of user . Display a table listing the Pass
accounts Navigate to user page user accounts
Create a User Account
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO038 | Provide valid input Naviaate to user page e Username e Show success Pass
g pag e Password message
Click add button e Email Close modal
Provide valid username e Phone number New user account is
. ' e Role appended to the list
password, email, phone
number and role
Click ok button
TCO039 | Provide empty . e Display validation Pass
input Navigate to user page error message
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Edit User Account
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO040 | Provide valid input . e Username e Show success Pass
1. Navigate to user page
e Password message
2. Click edit button e Email Close modal
. : e Phone number Updated information
3. Provide valid username, ) .
. e Role shown in the list
password, email, phone
number and role
4. Click ok button
TC041 _Prowde empty 1 Navigate to user page e Display validation Pass
input error message
2. Click edit button
3. Remove the data from
the input fields
5. Click submit button
TC042 | Provide same input . e Same username e Close modal Pass
1. Navigate to user page
data e Same password
2. Click edit button e Same email
3. Click ok button * Same phone
number
e Same role

Remove User Account
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account from the list

TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TC043 | Remove user 1 Navigate to user page e Show success Pass
account ' message
2. Click remove button e Close modal
3. Click confirm button * Remove the user




7.2.1.6 Role Module

Table 7.6: Unit testing of role module (web application).
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Summary

View Roles
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO044 | Display list of 1 Navigate to role page Display a table listing the Pass
roles roles
Create a role
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO045 | Provide valid input . e Role name e Show success Pass
1. Navigate to role page
message
2. Click add button Close modal
3. Provide valid role name NEWw ro_Ie Is appended
to the list
4. Click ok button
TCO046 I_Drowde empty 1 Navigate to role page e Display validation Pass
input error message
2. Click add button
3. Click ok button
Assign pages to role
TCID | Test Case Test Case Steps Test Data Expected Results Result
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TCO047 | Provide input . e Menu list e Show success Pass
1. Navigate to role page message
2. Click edit button Close modal
3. Check the checkbox Update the role
4. Click ok button
TCO048 | Provide same input . e Same Menu list e Close modal Pass
data 1. Navigate to role page
2. Click edit button
3. Click ok button
Remove Role
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TC049 | Remove role . e Show success Pass
1. Navigate to role page message
2. Click remove button Close modal
3. Click confirm button Remove the role from

the list
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7.2.2  Mobile Application

Mobile application has a total of 43 test cases.

7.2.2.1 User Account

Table 7.7: Unit testing of user account (mobile application).

Login Account
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO050 | Enter valid user e Valid Username Directed to home page Pass
1. Enter username .
account e Valid Password
2. Enter password
3. Click sign in button
TCO051 Erowde empty 1 Click sign in button Cannot click sign in button Pass
input
TC052 | Provide wrong Wrong username Display account not found Pass
1. Enter wrong username
user account Wrong password error message
2. Enter wrong password
3. Click login button.
TCO053 | User’s role has Valid Username Display role has been Pass
1. Remove the user role .
been removed Valid Password removed error message
2. Enter valid username
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3. Enter valid password
4. Click login button
TCO054 | User’s role has no , e Valid Username Display role has not been Pass
. 1. Remove the user’s . o
pages assigned to , ! e Valid Password initialized message
it role’s menu list
2. Enter valid username
Enter valid password
4. Click login button
Logout Account
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO055 | Logout from 1 Open naviaation panel e Delete Redux’s user Pass
application ' P g P info
2. Click logout button e Delete Async

Storage’s user info
Redirected to sign in

page.




71.2.2.2

Car Access Log

Table 7.8: Unit testing of car access log (mobile application).
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View Car Access Logs

Summary

TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TC056 Eclsssl?ll Jé;st 10 car 1 Navigate to home page ::())lgssplay first 10 car access Pass
TCO057 | Display next 10 1 Navigate to home page | Display total of 20 car access Pass
car access logs logs
2. Scroll to the bottom of
the list
Perform Basic Search on Car Access Logs
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO058 | Search with car 1 Navigate to home page e Car plate number e Display list of search Pass
plate number results
2. Provide car plate e Display success
number in search field message
3. Hits enter from the
keyboard
Perform Filter Search on Car Access Logs
TCID | Test Case Test Case Steps Test Data Expected Results Result
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TCO059 | Filter search with L Navigate to home page | * 2 Plate number o Display list of search Pass
car plate number, e Name results
name, category, 2. Click filter button e Category e Display success
pfone PUMDENCAT| 3. Provide car plte «  Phone number message
date range number, name, » Entertype
category, phone e Start date
number, car access type| e End date
and date range
4 Click submit button
TC060 | Filter search with 1 Naviaate to home page | e Display error message Pass
empty search g Pag to alert user to provide
fields 2. Click filter button start date and end date
3. Click submit button
View Car Owner’s Personal Information
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TC061 | View car owner 1 Navigate to home page e Display a drawer Pass
personal ' containing the car
information from 2. Click more button from owner’s information
car access log. car access log




7.2.2.3 Category Module

Table 7.9: Unit testing of category module (mobile application).

View Categories

TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO062 | Display list of : Display a list of categories Pass
categories 1. Navigate to category
page
Add a Category
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TC063 | Provide valid input 1 Navigate to category e Category name e Show success Pass
age message
P e Close modal
2. Click add button e New category is
3. Provide a category appended to the list
name
4. Click ok button
TC064 | Provide empty . e Display validation Pass
input 1. Navigate to category error message
page
2. Click add button
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3. Click ok button
Edit Category
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO065 | Provide valid input . e Category name e Show success Pass
1. Navigate to category
age message
P Close modal
2. Click edit button Updated category
. name is shown in the
3. Provide a category list
name
TC066 _Prowde empty 1 Navigate to category e Display validation Pass
input error message
page
2. Click edit button
3. Remove the data in the

input field
Click ok button
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4. Click confirm button

TC067 g;?;nde same Input 1. Navigate to category e Same category *  Close the modal Pass
page name
2. Click more button
Click edit button
4. Click ok button
Remove Category
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TC068 | Remove category . e Show success Pass
1. Navigate to category
age message
P Close modal
2. Click more button Remove the category
3. Click remove button from the list




7.2.2.4 Person Module

Table 7.10: Unit testing of person module (mobile application).
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View Car Owners

plate number, phone
number, category,
person detail

4. Click submit button

appended to the list

TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO069 | Display list of car 1 Navigate to person page Display a list of car owners Pass
owners
TCO70 | View a specific car . Display the car owner’s Pass
1. Navigate to person page . .
owner personal information
2. Click the person card
Register Car Owner
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO71 | Provide valid input . e Name e Show success Pass
1. Navigate to person page
e Car plate number message
2. Click add button e Phone number e Navigate to person
3. Provide valid name, car * Category . page .
e Person detail e New person is
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TCO072 I_Drowde empty 1 Navigate to person page| e Display validation Pass
input error message
2. Click register button
3. Click submit button
Edit Car Owner
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO073 | Provide valid input . e Name e Show success Pass
1. Navigate to person page
e Car plate number message
2. Click the person card e Phone number ¢ Navigate to person
. : e Category page
3. Provide valid name, car e Person detail e Updated information
plate number, category, : .
; shown in the list
person detail
4. Click submit button
TCO074 I_Drowde empty 1 Navigate to category e Display validation Pass
input error message
page
2. Click edit button
3. Remove the data in the
input fields
4. Click submit button
Remove Car Owner
TCID | Test Case | Test Case Steps | Test Data | Expected Results | Result
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Summary
TCO75 | Remove car owner . - e Show success Pass
1. Navigate to person page message
2. Click more button e Close modal
. e Remove the car owner
3. Click remove button from the list
4. Click ok button
Search Car Owner
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO76 | Search by car plate 1 Naviaate to person page e Car plate number e Display list of search Pass
number ' g P Pag results
2. Provide car plate
number in search field
3. Hits enter from the
keyboard
TCQO77 | Search by car . e Name e Display list of search Pass
OWher’s name 1. Navigate to person page results
2. Provide name in search
field
3. Hits enter from the
keyboard
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TCO78

Search by car
owner’s phone
number

Navigate to person page

Provide phone number
in search field

Hits enter from the
keyboard

Phone number

Display list of search
results

Pass




7.2.25

User Module

Table 7.11: Unit testing of user module (mobile application).

319

View User Accounts

password, email, phone
number and role

Click ok button

TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO79 | Display list of user Navigate to user page Display a list of user accounts Pass
accounts
TC080 | View user account . Display a drawer containing Pass
detail Navigate to user page user account detial
Click a user card
Create a User Account
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO081 | Provide valid input . e Username e Show success Pass
Navigate to user page
e Password message
Click add button e Email Close modal
Provide valid username e Phone number New user account IS
' e Role appended to the list
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TC082 I_Drowde empty 1 Navigate to user page e Display validation Pass
input error message
2. Click add button
3. Click ok button
Edit User Account
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO083 | Provide valid input . e Username e Show success Pass
1. Navigate to user page
e Password message
2. Click edit button e Email Close modal
. : e Phone number Updated information
3. Provide valid username, ) .
. e Role shown in the list
password, email, phone
number and role
4. Click ok button
TC084 _Prowde empty 1 Navigate to user page e Display validation Pass
input error message
2. Click edit button
3. Remove the data from
the input fields
4, Click submit button
TCO085 | Provide same input . e Same username e Close modal Pass
1. Navigate to user page
data e Same password
2. Click edit button e Same email
3. Click ok button * Same phone
number
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e Same role
Remove User Account
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO086 | Remove user . e Show success Pass
account 1. Navigate to user page message
2. Click more button Close modal
] Remove the user
3. Click remove button account from the list
4. Click confirm button
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7.2.2.6 Role Module
Table 7.12: Unit testing of role module (mobile application).
View Roles
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TC087 E())llserélay list of 1 Navigate to role page Display a list of roles Pass
TC088 | View role detail 1 Naviaate to role page Display a drawer containing Pass
' g pag the information of pages that
2. Click one of the role this role can access.
cards
Create a role
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TCO089 | Provide valid input . ¢ Role name e Show success Pass
1. Navigate to role page
message
2. Click add button Close modal
3. Provide valid role name New rqle Is appended
to the list
4. Click ok button
TC090 I_Drowde empty 1 Navigate to role page e Display validation Pass
input error message
2. Click add button
3. Click ok button
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Assign pages to role

TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TC091 | Provide input . e Menu list e Show success Pass
1 Navigate to role page
message
2 Click edit button Close modal
3. Check the checkbox Update_ the role’s
menu list
4 Click ok button
Remove Role
TCID | Test Case Test Case Steps Test Data Expected Results Result
Summary
TC092 | Remove role . e Show success Pass
1 Navigate to role page
message
2 Click the more button Close modal
3. Click remove button Rem_ove the role from
the list
4 Click confirm button
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7.3 System Usability Testing

This project uses SUS to evaluate the web and mobile applications. SUS is a
standardized questionnaire that can help evaluate the usability of a system. It is
a simple, reliable, and widely used tool that can be used to assess the
effectiveness, efficiency, and satisfaction of a system.

Five participants were invited to conduct a system usability test.
There are two main ways to conduct the usability testing, one is face-to-face
testing with the participants, and the other is using zoom meeting for online
testing. Figure 7.1 shows the developer conducting a system usability test with
the user.

Before the test, the host will introduce the background of the system,
and then read each test scenario to the participants, and the participants
complete the corresponding tasks according to the test scenario. After the
participants completed all the tasks, a google form link will be sent to them for

them to fill out.

Figure 7.1: Conducting System Usability Test.

7.3.1  Test Scenario
Table 7.13 contains the test scenarios used to conduct the system usability test.
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Table 7.13: Usability Testing Scenario.

Test Scenario

No : Description
Title
1 Login the account | Scenario:
e You want to access the application.
Task:
e Log in the admin account.
2 Logout from the | Scenario:
application —
PP e You want to logout from the application.
Task:
e Perform logout action.
3 View list of car | Scenario:
access logs . .
g e You want to view the list of car access
logs.
Task:
e View the car access logs.
4 Search for the car | Scenario:
access lo
g e You want to search for the car access logs
from 1 April to 15 April.
Task:
e Search according to preference.
5 View car owner’s | Scenario:
ersonal
P e You want to check phone number of the
information
car owner from the car access log.
Task:
e View the car owner’s personal information
from home page.
6 View list  of | Scenario:
categories

e You want to view all the categories that
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can be assign to the car owner.
Task:

e View category list

Create a category

Scenario:

e You want to create a new category for the
grab driver.
Task:

e Create a “Grab Driver” category.

Edit the category

Scenario:

e You are not satisfied with the “Grab
Driver” category name, you wish to
change it to “Grab”.

Task:

e Change the “Grab Driver” category name

to “Grab”.

Remove the

category

Scenario:

e You do not want the “Grab” category to
exist anymore, you wish to remove it.
Task:

e Remove the “Grab” category.

10

View list  of
registered car

owners

Scenario:

e You want to view all the car owners’
information that has been registered to the
system.

Task:

e View car owner list.

11

Register a car

owner

Scenario:

e You want to record a car owner’s

information in the system.
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Task:

e Register a car owner.

12 | Edit the car owner | Scenario:

e The car owner changed his phone number
yesterday, you want to update his new
phone number to the system.

Task:
e Update the car owner’s phone number.
13 | Remove the car | Scenario:
owner . o

e The car owner is no longer living in the
condominium, you want to remove his
record from the system.

Task:
e Remove the car owner.
14 | Search the car | Scenario:
owner

e You want to search for the owner’s phone
number of the car that parks at
unauthorized area.

Task:
e Search for car owner’s information.
15 | View user | Scenario:
accounts .
e You want to view all user accounts that
has access to this system.
Task:
e View user accounts.
16 | Create user | Scenario:
account

e You want to create a new account for the
security guard so that he can view car

access logs.




328

Task:

e Create an account and assign the specific

role to it.
17 | Edit user account | Scenario:

e The security guard wishes to have a simple
password, you want to edit his account to
change his password.

Task:
e Edit the security guard’s account.
18 Remove user | Scenario:
account . .
e The security guard quits his job, you want
to remove his account.
Task:
e Remove the security guard’s account.
19 | View all the roles | Scenario:

e You want to give a new role for the
security guard, you want to browse and
find the suitable role.

Task:
e Check role list.
20 | Create a new role | Scenario:
and assign page to
gn pag e You want to create a role that can only
the role .
access the home page, that is the user
account with this role can only view car
access logs.
Task:
e Create the role and assign home page to it.
21 | Delete role Scenario:

e You found a role that is no longer used,
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you want to remove it.
Task:

e Delete the role.

7.3.2  System Usability Test Result
The SUS score can be calculated based on the results in Appendix B. Sauro

(2011) listed the four main steps to calculate the SUS score. The four steps are:
I.  For questions with odd numbers, subtract 1 from the score.
ii.  For guestions with even numbers, the score is subtracted by 5.

iii.  Add the final scores of all questions together, and then multiply
by 2.5.

iv.  The calculated result is the SUS usability score of the product.

Bangor, Kortum and Miller (2009) mapped the SUS score with the
adjective rating, as shown in Table 7.14. This project will apply the adjective
rating in Table 7.15 and Table 7.16.

Table 7.14: SUS Score Intepretation (Bangor, Kortum and Miller, 2009).
Adjective Rating SUS Score
Worst Imaginable 125
Awful 20.3
Poor 35.7
OK 50.9
Good 714
Excellent 85.5
Best Imaginable 90.9
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- Usability Score per Questions
Participants 1T b 13215161718 9110 Total| Percentage
Cheah Sung 4 4 |3 ]1(3|4 (3|3 |4 |4 |33 82.5
Chai
ChangHaolJdie 4 4 (3 |4 |3 (3 |44 |4 |4 37 92.5
TongKahPau 3 4 |4 (3 |4 |4 4|3 |4 |4 37 92.5
Wong Tack 4 3 |4 143|344 (4|4 37 92.5
Hwa
OoiYunXiang 3 B (4 (3 |4 |4 (3|3 |4 |3 |34 85
Average SUS Score 89
Grade A
Adjective Rating Excellent
Table 7.16: SUS Score of Mobile Application.
- Usability Score per Questions
Participants T b 131215 61718 9 10 Total| Percentage
Cheah Sung 4 3 |3 ]1(3|3(|4|3 |4 |4 |32 80
Chai
ChangHaolJie 4 4 (4 |4 |3 |3 |44 |3 |3 36 90
TongKahPau 4 4 [3 (3 |4 |4 |44 |3 |3 36 90
Wong Tack 4 4 |4 14|44 (3|3 |44 |38 95
Hwa
OoiYunXiang 3 4 |4 |4 (3 |3 |44 |4 |4 |37 92.5
Average SUS Score 89.5
Grade A
Adjective Rating Excellent

7.4 On Site Testing

The project conducted onsite testing with the manager in Site A on April 7,

2023, this is to ensure that the applications run smoothly in a real working

environment. The activities include installing the camera, running the license

plate detection Al program on the Linux computer, and adjusting the boundary

box of the frame in OpenCV to ensure that the vehicle's license plate falls in

the blue boundary box for detection. The ability of web and mobile
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applications to accept real time car access log updates was also tested. In
addition, the offline upload function of the program is also tested, this is to
ensure that the Python program can save the license plate information locally
when the network is interrupted, and once the network connection is restored,
it will be uploaded to the Firebase server immediately. Finally, the developer

also performs system usability testing with the manager.

5 b

Figure 7.2: Installing Camera.  Figure 7.3: Tuning Bounding Box.
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3.

Figure 7.4: Perform System Usability Testing on Mobile Application
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CHAPTER 8

CONCLUSION AND RECOMMENDATIONS

8.1 Conclusions

In conclusion, this project took a total of ten months to complete. The main
purpose of the project is to use Al to replace the traditional monitor car access
log and register car owner processes. In order to obtain accurate user
requirements, on-site observation and questionnaire technique was used and
the valuable data is then formulated to the project’s objective and requirement
specification. The system development starts after this. To ensure the
portability, security, and stability of web applications, this project uses docker
to run the web application and uses HTTPS to encrypt the website. In addition,
AWS's load balancer and EC2 instances services are also used to ensure that
the project runs on two servers. If one server fails to serve, the other server
will take over the traffic. The project also uses the AWS Budgets service to
monitor costs and ensure that costs are within the allowable range.

After the system is developed, unit testing, system usability testing,
and most importantly onsite testing are carried out to ensure that the system
can run stably in the working environment. The average SUS score for the web
application was 89%, while the mobile application achieved 89.5%.
Furthermore, the five objectives shown in the list below were successfully

accomplished:

1. Develop real-time web and mobile ALPR application to monitor
car access log and manage car OWNErs.
By using Firestore's real-update function in web and mobile
applications, user can monitor car access in real time. In addition, both
web and mobile applications use the Ant Design Ul library to ensure
the uniformity of the interface, so that users can manage car owners
smoothly, thus abandoning the traditional process of using paper to

record car owners.

2. Utilizing AWS cloud services to deploy web application.
The AWS services used in this project include Route53, Load
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Balancer, AWS Certificate Manager, EC2, Amazon CloudWatch and
AWS Budgets. These services ensure that user can access the reliable

project’s web application online and keep the cost under budget.

Promote CI/CD flow by using Github Actions to automatically
deploy web application on AWS Servers.
By using Github Actions, the traditional development process is
optimized. Only one git push command is needed to deploy the latest
web project on the two servers of AWS. The redeployment of the
project only takes about 20 seconds, and the user can access the newly

updated web application online.

Deploy ALPR system at the security guard station.
On April 7, 2023, the developer and mentor went to the security guard
station in Site A for onsite testing to ensure that the entire system can
operate smoothly and ensure that the system can record vehicle entry

and exit information in offline environment.

Using system usability scale to evaluate web and mobile
applications.

This project invited five people to conduct the system usability test,
and the scores of most of the questions were between 4-3, which
means that the system has a good usability and has been accepted by

the target user during the onsite testing.

Limitations and Future Enhancement

The project still has some limitations and areas for improvement. Table 8.1

lists system limitations and improvement suggestions.

Table 8.1: Limitations and Recommendations of the System.

No Limitation Recommendation

1 Lack of data | Use the E-chart library to make pie
visualization charts or histograms for vehicle entry
capabilities and exit records

2 The current YOLO | Use the transform function of OpenCV
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model has poor
accuracy in recognizing

the license plate number

to correct the tilted license plate to a
frontal perspective and it is necessary to
use the license plate photos at night to
train the neural network to have good
detection the

accuracy in night

environment.

When registering a new
car owner in the person
module, the system does
not support the user to
directly upload pictures
local

from the photo

album.

e Develop a function that allows
users to upload pictures from the
local machine to the database, but
this will increase the operating

cost of the database.

e Use a cheap photo album hosting
platform. By uploading pictures
to the photo album hosting
platform, it will return the photo
link and user can insert it to the
What You See Is What You Get
(WYSIWYG) component of
person's detail to achieve custom

picture insertion function.

Applications only

support English.

Translate  keywords into different
languages and package them into a
library, so that both web and mobile
applications use this language library to
provide different language such as Malay

or Chinese.
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APPENDICES

Appendix A: Conduct Observation at Site A




Appendix B: System Usability Test Results

System Usability Result (Web Application)
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4/24/23, 8:39 PM ALPR System Usability Scale Web Application

| felt very confident using the system *
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1O
2 O
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4 O
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This content is neither created nor endorsed by Google.

Google Forms

https://docs.google.com/forms/d/1jmhwCujyBJjKMMc-064kfHcaZG6opnsGoSaw7LHOdos/editéresponse=ACYDBNjjvCphSeMHONFq8i2zvN19X9fQu... 5/5
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4/24/23, 8:42 PM ALPR System Usability Scale Web Application
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Name: Tong Kah Pau
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