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ABSTRACT 

Face recognition technology has undergone remarkable advancements in 

recent times, largely owing to improvements in digital camera technology. This 

technology would benefit from being incorporated into current systems like building 

management systems to improve the quality of human life and strengthen security in 

varied contexts. The Face Recognition for Location Detection (FRLD) of Occupants in 

a Building system in the proposed project aims to fully use face recognition technology 

for pinpointing occupant location within a building. By utilising the strength of the 

current video network and an extensive database of registered residents, this modern 

technology will effectively identify people and locate their locations within the 

building. The system promises to revolutionise building management and improve 

security by seamlessly combining these components. The development of this project 

is based on existing infrastructure and equipment, and refers to the exploration and 

development of all similar systems in the market. The main purpose is to address the 

lack of effectiveness in tracking the location of all residents in the current process, 

inaccurate real-time data, and potential cybersecurity risks and privacy issues that may 

arise from the current process. In addition, the project will also address challenges 

related to user experience and facial recognition technology. Last but not least, the 

proposed system is expected to be implemented in various environments such as office 

buildings, hospitals, apartments, and universities to enhance existing building 

management and safety measures. Through this measure, we are expected to bring more 

efficient management and stronger. 

In this report, we also provide a detailed introduction to methodology and 

software development lifecycle to clarify the main core of the software and explore into 

the process of subsequence to ensure smooth development and completion of the 

software. Although some challenges were encountered during the development process, 

leading to deviations in planning, but those have been replaced by other approaches and 

did not affect the final outcome. 
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CHAPTER 1 

Project Background 

Technology innovation in the modern world has created a firm foundation for many 

sectors and has created a firm foundation for many sectors and has significantly 

improved human lives quality. For instance, the fierce rivalry in the marker for digital 

devices have prompted ongoing hardware and software updates that produce excellent 

user experiences. The majority of digital devices manufacturers have concentrated on 

developing camera hardware and software and the chips performance to improve the 

quality of vision capture and obliquely increase the cameraôs adaptability and the 

efficiency of system processing. Face recognition technology has been successfully 

developed and applied to several industries as a result. 

The main goal of this project is to create a system that utilising existing 

algorithms and techniques based on Python programming language and OpenCV for 

Face Recognition for Location Detection of Occupants inside a Building. Face 

recognition is not only utilised for security considerations or identity verification based 

on biometric such as e-wallet login or banking system quick login. But it may also be 

used as safety measurement when used in closed-circuit television (CCTV) in a 

building. It can be used to keep an eye on peopleôs action and spot any suspicious 

behaviour or potential safety issues. Another than that, it also serves as an efficient 

technological solution for enhancing building energy control systems. By integrating 

reinforcement learning technology into existing systems, the technology enables the 

automated reduction of unnecessary energy consumption within buildings through AI-

based building management systems. 
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Introduction  

The Fourth Industrial Revolution (IR4.0) has produces cutting-edge technology that can 

take place of regular tasks, make human daily life simpler, and offer convenience, 

allowing people to live better-quality lives. Face detection and recognition are one of 

the sub-technologies of object detection. There have been applied in a number of fields 

to improve the system performance including security system, access control, law 

enforcement, entertainment and also smart traffic light management. In year 2023, 

Malaysia had applied AI technology at traffic lights which including object detection, 

action detection and car plate detection to capture the illegal action of driver on the road 

as evidence to have better plan regulations and enforcement [1]. 

Humans perceive and interpret visual patterns, such as human characteristics 

and colour recognition, in distinct ways compared to digital computers. As humans 

utilize their eyes to capture visual data or any information that they saw, transform it 

into meaningful information, process it within their minds, and ultimately recognize 

and interpret it [2], but the result may been affected by external factor from the 

environment or human emotion. However, computers use algorithms to capture each 

pixel in an image or each frame from a video, detect human facial features, identify the 

person, and determine the coordinate system of the face in the image [3], which can 

formulate the processes and getting result accurately since computer is no emotion.  

Although humans can recognize faces easily compared to AI which requires complex 

algorithms and deep learning, AI able to distinguish and recognize them stably and 

accurately. 

Face recognition relies on biometric technology that uses real-time photographs 

to discern individuals by cross-referencing them with data of a preexisting image 

captured earlier [4]. By comparing the captured photos with a database of previously 

recorded image, this advance technology allows for quick and accurate person 

identification in variety of applications, including security, access control and user 

authentication. It has been applied in various industries which include financing, 

healthcare, retail, entertainment, marketing and etc. Utilising face recognition 

technology to track attendance and improve security in the workplace and education 

institutions has signification traction in recent years. By enabling autonomous within 

the system, it replaces such manual tasks to improve the system performance and 
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efficiency. This is especially relevant when considering biometrics, which utilise 

unique bodily traits like fingerprints and facial features to verify a person's identity, 

ensuring reproducibility, ease of use, and accessibility [5]. For example, hospital staff 

often encounter difficulties in locating doctors, nurses and patients within the complex 

healthcare environment. This issue is further compounded in such restricted area like 

ICU rooms and operation theatres, where mobile devices are prohibited. However, 

through the implement face recognition, hospital can overcome this issue, as it provides 

a reliable and swift means to precisely identity and locate doctors, nurses and patient 

without relying on mobile or the devices. As a result, this technology has found 

application in diverse sector, encompassing functions such as monitoring, 

strengthening security precautions and streamlining management processes. In addition, 

its utilisation is particularly pronounced in environments like hospital and education 

institutes, where plays an important role in addressing such challenges that related to 

occupantsô location, thus contributing to operational efficiency and overall 

effectiveness. 

Face recognition technology has evolved into an important tool for ensuring 

security and enabling surveillance, notably excelling in tasks such as accurately 

locating the whereabouts of occupants within a building. By adeptly recognizing facial 

features from images or frames in videos captured by CCTV or cameras installed 

throughout a building, and this technology enables the identification of individualsô 

behaviours. Additionally, it makes system more easily to manage the occupantsô 

movements carefully, which leads to accurate determination of their exact location 

within the building. Real-time information about occupantsô locations is made available 

through this system, which enable to assist in building management and operations and 

improve overall security, safety and reduce the energy resources consuming. Last but 

not least, the implementation of FRLD in a hospital would be an effective solution to 

the problem of locating doctor, nurses and patients for improving the overall 

management of the hospital. However, it is important to balance the benefits of these 

systems with the need for individual privacy protection and to prevent misuse and abuse. 

Thus, Face Recognition for Location Detection (FRLD) of Occupants in a Building is 

importance and able to enhance human life quality such as safety, convincing level and 

ultimately improve patient outcomes. 
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1.1  Problem Statement and Motivation 

Several industries have successfully applied the most recent face recognition 

technique to improve system performance. However, existing occupantsô 

location detection system employing Bluetooth waves has given rise to an 

innovative idea for tracking building occupants by implement face recognition 

technique to overcome the shortcoming. The system will improve performance 

assurance, security, and overall management in various industries especially 

hospital by identifying and recording the personnel. However, the system has 

flaws, inconsistencies and ethical problems that may inhibit it from being 

universal and from producing useful applications. 

 

I. Existing building management system lacks effectiveness in tracking the 

location of all occupants. 

Most of the modern location-based services are relying on WiFi or Bluetooth 

signals. This shown those technique require each individual must always carry 

their mobile devices with them and have to connect to buildingôs public WiFi 

network or turn on Bluetooth and maintain its active status in order to be 

tracked. However, some occupants may not consistently have their mobile 

devices on hand, which serve as the primary means of detecting their location 

for occupancy counting [6], which will lead to only for occupancy counting but 

hard to pinpoint the actual location of occupants and causing in terrible 

implications during emergencies and harming the safety of people. For instance, 

the system would not be able to locate an occupant if they intentional or 

unintentionally leave their phone behind. Additionally, mobile or digital 

gadgets are prohibited in several places including courtrooms, laboratories, 

operating theaters and intensive care units (ICU) in hospitals. This is 

particularly troublesome in emergency scenario where the location of individual 

is essential for rescue efforts, potentially endangering lives, and where finding 

medical personnel promptly results in needless delays in treating patients. For 

personal and privacy concerns, some residents might also protest to having the 

location detection application installed on their mobile devices. As a result, this 

may lead to new restrictions and undermine the systemôs efficiency. To ensure 

the safety and welfare of residents in emergency situations, location detecting 
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system must be implemented while keeping these restrictions in mind and 

account them. 

 

II.  Delayed and inaccuracy of real-time data 

The current location detection system and building management system might 

not posses the required level of accuracy to provide precise positioning and 

location information regarding occupants within a building, particularly when 

navigating vast and complex structures or areas filled with numerous obstacles 

[7]. The current location detection system utilises WiFi access points and 

Bluetooth to track the location of mobile user time to time. However, these 

techniques could give rise to issues stemming from factors such as the 

technologies employed, and potentially causing delays in updating real-time 

data in cases of weak internet connections. These technologies also would be 

influenced by various factors, including the distance between sensors, the 

sensorôs range and the environmental conditions such as obstacles or potential 

interference from electronic devices [8]. Another method for real time locating 

system which is radio frequency identification (RFID) which relies heavily on 

the environment and can be categorized into Line of Sight (LOS) and Non-Line 

of Sight (NLOS). In both situations, localization issues can be causes by various 

materials and LOS to NLOS transitions, so great accuracy is essential for real-

time location tracking, especially for accident prevention [9]. Existing 

technique in building operation is very sensitive to environment such as the 

radio of electronic devices can easily affected or blocked sensor if there is high 

frequencies of digital devices or cluttered area which may leading to data 

inaccuracy. Another technology use for location detection is Global Positioning 

System (GPS), but it is unsuitable for indoor detecting occupants as it relies on 

network of satellites to calculate precise outdoor location. Thus, if numerous 

occupants are connected to the same network, it can only demonstrate that they 

are inside the building but cannot determine which floor they are on. Inaccurate 

real-time data can lead to reduce building efficiency, occupant 

misidentifications, false alarms causing wasteful evacuations and delay 

emergency response. 
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III.  The existing organization procedures give rise to potential security risks 

and privacy concerns 

Presently, the existing location detection system in the market are 

predominantly driven by RFID, GPS, satellite imaging and internet tracking, 

those are continuing to advance through ongoing technological innovations 

[10]. Any viruses may invade digital devices under the firewall or malware 

detection and steal personal privacy data through network connections, 

especially during the installation process of unauthenticated or unknow 

applications. The WiFi and Bluetooth signals used by the network connections 

for location detection have the potential to be intercepted by unauthorized 

devices, which could affect in security breaches that impact to all devices that 

connected to the same network [11]. Additionally, the risk of using public WiFi 

has potentially include man-in-the-middle attacks, malware distribution, WiFi 

snooping and sniffing and malicious hotspots due to unencrypted network [12]. 

The buildingôs network may have holes that hacker can use to gain unauthorized 

access to company server, extracting sensitive information from their servers or 

devices, such as residentsô detail, corporate activities and any privacy data that 

could be used for malicious purposes. Next, installing additional apps for WiFi 

or Bluetooth-based location tracking may encounter disagreement from 

occupants due to concerns about device privacy and how personal conflicting 

with work-related purpose, particularly when sensitive data is involved. This 

presents a challenge for organizations seeking to implement a location detection 

system of occupants in a building without compromising on privacy and 

security concerns of their occupants. Moreover, the physical registration at 

security station will also pose a risk of data leakage because everyoneôs 

information is written on the same registration form, making it possible for some 

people to record or capture the others personal information if there is a hidden 

camera. Some visitors may also provide fake personal information in the form 

and will unable to recognize the visitorôs information and appearance due to 

lack of photos and other useful information. Next, those technologies and 

procedures for building management may not be reliable in some cases, so an 

alternative and safer solution should be developed overcome those 

shortcomings especially keep occupantsô data in secure. 
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1.2  Project Objectives 

The thesis intends to introduce modern face recognition algorithms and 

innovative soft biometric features for occupant location detection in buildings. 

Modern technology has increased living standards and reduced task-related 

human error. The suggested method utilizes machine learning and deep learning 

to improve location detection performance while integrating face detection and 

recognition into building and corporate management systems. The following are 

the planned result for fulfilling these goals. 

 

¶ Create a smart building environment using modern face recognition 

technology to reduce the interaction with occupants while streamlining 

data automation and integration for seamless management. 

 

In pursuit of heightened building management efficiency, a sophisticated smart 

environment is being cultivated to minimize direct interaction to between 

building operations and occupants This is especially important in hospitals, 

where effective management is essential for delivering rapid and efficient 

patient care. The technique involves developing a system capable of discreetly 

recording the location of doctors, nurses and patients, thereby facilitating less 

intrusive data collecting through face recognition to identify the individual and 

sub-subsequent server-side uploads, which streamlines management 

procedures. Through the seamless integration of data within the hospital 

premises, the detection process is further enhanced by employing face 

recognition within the access control or CCTV systems. This comprehensive 

approach provides an extensive understanding of the occupantôs movement 

withing the building, making it easier to quickly identify healthcare 

professionals and patients. In turn, this result in improved patient outcomes. 

Additionally, customized features can be created base of the precise 

requirements of building management such as search occupant function or 

filtering function. Those will increasing overall effectiveness and finally leading 

to the development of a sophisticated and streamlined building management 

system that optimizes resource allocation. 
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¶ Utilizing modern face recognition technology to significantly enhance  the 

speed, precision and comprehensiveness of real-time data capture. 

Face recognition and detection have developed into crucial instruments for 

identifying people, and these techniques have spread to several industries. For 

example, by identifying the residents based on their distinctive face features, the 

integration of these technologies into buildingôs location detection and 

occupants monitoring system will be improved for comprehensiveness of data. 

Those system related to building management able to gain a lot from this, 

including the ability to monitor and manage building condition in real-time. In 

addition, face recognition with specific function may significantly increase the 

accuracy of location detection and provide insightful data on occupancy pattern 

and trends. These perceptions can aid in improving building management, 

resulting in greater energy effectiveness and other advantages for businesses. 

The improved face recognition framework in system enhances interaction 

smoothness and recognition accuracy, including tracking capabilities for 

appearance changes. Face tracking is utilized in practical studies with robot to 

address concerns with body tracking mix-up and false detection [13]. 

Additionally, cloud computing or local databases enables the collection and 

processing of data in real-time, the storage of enormous volumes of data in a 

single location, and the ability to access that data from anywhere with an 

internet collection [14]. Throughout the proposed system, the location detection 

of occupants has been able to improve the precision and vastness of real-time 

data. 

 

¶ Utilise modern face recognition technology to efficiently reduce security 

concerns and streamline the data collection process 

The vital value of cyber security is underlined by the need to protect the 

organization as a whole from potential harm, significant losses in terms of 

sensitive information, and financial consequences. Controlling the variety of 

data gathered is a reasonable strategy for reducing the potential hazards of data 

exposure. Basic occupant information like occupantsô current location, clock-in 

/ clock-out records are only couple of the types of data the system should 

concentrate on acquiring in order to achieve its intended purpose. Additionally, 
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it is essential to refrain from making occupants responsible for installing extra 

application to their devices or establishing connections to public WiFi networks. 

Occupantsô resistance to tracking is lessened by this strategy, which also allays 

concerns about possible data breaches. Furthermore, the proposed system will 

also tackle the issues of counterfeit. Face recognition helps to create a more 

secure and controlled environment by decreasing the likelihood of unauthorized 

access [5], due to everyone face feature is unique. However, there are challenges 

with accuracy and mistake occurring. But there are many existing algorithms 

developed to improve face recognition performance which are Viola Jones, 

Local Binary Pattern, Neural Network-Based Face Detection, etc. [15]. Next, 

using Labelled Face in Wild (LFW) verification to predict the detected faces 

and LFW classification to determine who is who, the system will compare the 

existing record in server side once face recognition process is complete [3]. By 

seamlessly capturing face features and automating the population of personal 

detail, the system able to simplify the registration process for visitors, obviating 

the necessity for manual registration upon building entry, while simultaneously 

ensuring the confidentiality of visitor information. Consequently, face 

recognition will foster greater acceptance among occupants regarding the 

monitoring process, while simultaneously enhance their personal safety 

assurances. 
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1.3  Project Scope and Direction  

 The primary objective of this proposed system is developing an advanced Face 

Recognition for Location Detection (FRLD) system tailored for building occupancy 

management, thereby improving traditional building and corporation management 

practices. Face recognitions are seamlessly incorporated into this system to improve 

overall performance, which is based on concepts from surveillance, building 

management, and attendance management system. By assimilating the strengths and 

learning from the limitation of existing system, FRLD aim to engineer a novel 

management solution aligned with the specific demands of building management. 

FRLD is primarily focused on offering simple administration and precise real-time 

information to reduce potential dangers, creating a smart and safe environment such as 

a workplace or rest area around the globe. The principal actors engaged in the system 

comprise the security department, human resource division or individuals in higher 

positions within the corporation or building. However, access to this system is 

deliberately limited and not extended to all employees or residents to ensure the 

protection of privacy and sensitive data. The project outcome involves applying face 

recognition to location detection inside building management systems through 

verifying occupant authentication. The subsequent section outlines the project module 

and scopes. 

Login Module: 

i. Access to the system requires login credentials. 

ii.  Password Requirements for complexity. 

View Building Record Module: 

iii.  System will list out all detected individual in table format.  

iv. Filtering function is implemented to filter out the target date, status, and zone 

of entry. 

v. Sorting is available for rearrange the sequence of displayed record based on 

selected features. 

vi. Quick entry of occupants detected record is available once item in list is clicked. 
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View Occupants Module: 

vii.  Based on pre-defined registration in the system, the system is capable of 

identifying the inhabitants. 

viii.  The search tool enables the user to find information about an occupant by 

searching for the occupant's name or ID number. 

ix. Blacklisted individual detection, highlight in the detected list. 

x. System able to display all the detected record belong to targeted occupant. 

 

Report Analysis Module: 

xi. The system explores all the detected occupants record and visualize in graph. 

xii.  The system enables to export those records in excel file format (CSV) for further 

use. 

xiii.  The system will alert the building potential threats. 

Face Recognition Module: 

xiv. The system will be capable of identifying face traits from images and real-time 

video. 

xv. The implemented algorithm is able to match recognised person in server side 

with previously recognised inhabitants from the prior procedure. 

xvi. The process of face extraction and detection will be less impacted by facial 

expressions. 

xvii.  The system possesses the capability to simultaneously capture and recognize 

face features of multiple occupants. 
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1.4 Contributions 

The proposed project proposal addresses the viability of biometric feature and efficient 

algorithm to improve the occupancy location detection in a building or corporation 

management system by detecting and recognising facial traits to perform identification. 

 

Firstly, the application of Face Recognition for Location Detection (FRLD) 

holds relevance across industries, particularly in densely populated organizations like 

universities, corporate buildings, and hotels. Its implementation significantly elevates 

safety and security by effectively tracking the whereabouts of identified occupants. 

Secondly, FRLD finds utility in diverse sectors such as automated door access 

or resources management, leveraging its capacity to capture facial features and 

authenticate identities for monitoring occupancy. Moreover, it brings enhancements to 

building and corporation management systems, making comprehensive utilization 

possible. 

Thirdly, without human involvement or the use of any tangible objects like a 

key or smartphone, face recognition technology can reliably identify a person. These 

will boost convenience for residents since they no longer have to carry any form of 

identification and will lessen the likelihood that their identification card or smartphone 

will get lost or stolen.  

Fourth, since it doesn't involve the transportation of any devices or personal 

information, the proposed system can assist solve privacy concerns that could arise 

from the usage of existing location detecting techniques like WiFi and Bluetooth signal.  

Fifth, the proposed system has a strong feature that makes it possible to identify 

people who are on a blacklist. In order to draw the user's attention to them, the system 

will highlight any blacklisted individuals it finds in the building. This capability is very 

helpful in situations where the existence of someone on a blacklist could endanger 

security, safety, or other important issues. 
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1.5  Report Organization 

This report will be organized in seven chapters which are introduction, literature 

review, system method or approach, system design, system implementation, system 

evaluation and discussion, and conclusion. 

 Chapter 1 is about the introduction, which include the project background, 

project introduction, problem statements, objectives, contribution are intended to give 

an overview of this project. 

Chapter 2 ï Literature review. It includes a discussion of certain relevant 

histories as well as information on similar systems and technologies that are already in 

use as well as face recognition algorithms. 

 Chapter 3 - System method or approach. It discusses about the system 

methodology for system developing process and strategy (Regular Prototyping model) 

and system design diagram. 

 Chapter 4 ï System design. Describe the preliminary work of the proposed 

project. It will discuss about the system block diagram, system flow description, and 

system components interaction design. 

 Chapter 5 ï System implementation. It includes the hardware and software 

setup, preliminary Integrated Development and Learning Environment (IDLE) setting 

and configuration, system operation with reference (Screenshot), implementation issues 

and challenges, and finally concluding remark. 

Chapter 6 ï System evaluation and discussion. Describe the system testing and 

performance evaluation which included survey about feedback or review after testing.  

Chapter 7 ï Conclusion which including the recommendation and future plan 

of proposed system. 
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CHAPTER 2 

Literature Reviews 

 

2.1  Review of technology  

2.1.1  Face Detection Technology (FDT) 

[2] a study report that was motivated by the use of AI-based computer technology to 

extract and recognise individuals within images or videos. By providing real-time 

people tracking and surveillance, the development of face detection technology is 

enhancing numerous industries' achievement, including security, entertainment, law 

enforcement, and personal safety. 

 Face detection has developed from fundamental computer vision approaches by 

utilising cutting-edge machine learning, artificial neural networks, and related 

algorithms. With the evolution of these technologies, face detection has gained 

popularity, benefiting from continuous performance improvements. It now serves as a 

pivotal element in a multitude of face tracking, analysis, and recognition applications, 

leading to enhanced precision on existing system. 

 In order to better reveal the boundaries of the face during the face detection 

process, it is necessary to use specific techniques that remove the background of the 

image. Using skin tone to identify faces in colour images can occasionally fail, 

especially when motion is involved, such as facial emotion and expression when 

capturing face features in real-time video. 

 The Viola-Jones framework has been developed and utilised in the process to 

improve the efficacy and efficiency of detecting faces from photos. This will improve 

the reliability of identifying faces in real-time video. It serves as a training model for 

identifying facial features by leveraging particular traits. Following that, it will be saved 

in the database for comparison with future images. In order to establish whether there 

is a face in the image being studied, Viola-Jones compares face traits at various phases. 

When a photo has completed all stages, it will be used as a face in further operations.  

Convolutional Neural Networks (CNN) and Single Shot Detectors (SSD), which are 

specifically made for processing pixel data, localising, and classifying objects in 

images, will also be used in deep learning to enhance the process. 
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 Nevertheless, while face detection proves immensely valuable and yields 

numerous advantages in such technological contexts, it does carry certain 

disadvantage: 

¶ Putative burden of handling extensive data volumes, given the reliance on 

robust data storage for machine learning. 

¶ Potential susceptibility to detection error stemming from variations in 

appearance. 

¶ Conceivable infringement upon privacy rights, as continuous tracking may raise 

concerns among individuals. 

  

2.1.2  AI for Face Recognition Technology (FRT) 

Face recognition technology may identify and trace a person's identity and personal 

information if the image of his or her face can be located and matched in the database. 

This is possible because humans today are very active on social media. According to 

Mc Frockman, artificial intelligence (AI) is intended to mimic human intellect by giving 

robots the capacity to learn and make judgements in a comparable way to humans. [16]. 

Artificial intelligence (AI) and machine learning (ML) serve as the key components of 

facial recognition technology (FRT). A computer system capable of performing human-

like activities, such as visual perception and decision-making, is referred to as an 

artificial intelligence (AI) system. Its range includes organising and comprehending 

abstract ideas, successfully guiding circumstances with learned information. ML and 

Deep Learning (DL) stand out as the key AI techniques that provide FRT its impressive 

capabilities. 

 ML is a branch of AI that uses algorithms to spot patterns and analyse data with 

precise probabilities. It aids in understanding visual context but needs a lot of 

information to generate reliable results. However, the process of data training or 

learning patterns will be automated and completed without human involvement. 

Supervised ML, Unsupervised ML, and Semi-supervised ML are the three themes that 

machine learning is divided under [17]. 
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¶ Supervised ML trains the algorithm by feeding it labelled data. The learning 

algorithm began by making predictions, and then it used back-propagation to 

find errors and correct them by comparing its output to the accurate results that 

were intended. 

 

Figure 2.1.2.1 Supervised Learning [18] 

 

¶ Unsupervised ML analyses and clusters unlabelled data to find hidden patterns 

or grouped data without involving a human. The three primary techniques used 

in unsupervised machine learning are K-means, dense-biased clustering, and 

hierarchical clustering. 

 

Figure 2.1.2.2 Unsupervised Learning [18] 
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¶ Semi-supervised ML also known as reinforcement ML which is the 

combination of supervised and unsupervised ML. It is a machine learning model 

that learns from feedback to help actions become better.  

 

Figure 2.1.2.3 Semi-supervised Learning [18] 

 

Regarding deep learning, it is a branch of machine learning (ML) that creates an 

architecture that resembles the human brain and is also referred to as multi neuron 

architecture. Without much human involvement, DL uses greater data to automatically 

extract the features. The term "deep" refers to the number of layers in the neural network, 

and it is scalable machine learning including Artificial Neural Network (ANN), 

Convolution Neural Network (CNN), Recurrent Neural Network (RNN): 

¶ ANN is used for categorising images, such as training the input photo by 

extracting the facial traits. 

¶ CNN uses a matrix-style "filter" to break up the image into little pixels, and the 

network then does a variety of calculations on those pixels to compare them to 

pixels that have a certain pattern. In order to attain accuracy, CNN needs a lot 

of training data and updates the filter value with each prediction using an error 

function. 

¶ RNN are models that regulate the temporal pattern of videos and input the 

output of CNN into RNN for evaluation. 
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FRT is also very practical for many industries and has advanced in recent years 

thanks to AI backing and its ability to train up without human intervention. Face 

recognition is typically processed in three steps: face detection, picture conversion 

into data, which turns facial features into digital information, and match finding, 

which compares the digital information with already-existing database data. 

However, a separate form of FRT will have a different processing phase for more 

professional applications. 

2.1.3  Biometric Face Detection and Face Recognition Algorithms 

According to the International Journal for Modern Trends in Science and 

Technology, biometric systems recognise and authenticate a person's identity by 

employing specific physical qualities and particular characteristics. A biometric system 

offers a reliable way to confirm someone's identity. It frequently makes use of 

distinguishing traits like fingerprints, keystrokes, infrared thermograms, voice, 

signatures, DNA, and facial features.  

The face characteristic is a very helpful biometric property for identifying an 

individual and is being integrated into more and more technologies and industries. To 

recognise and identify the face region or segment in an image or video, refer to the face 

detection technique. Cluttered backgrounds, lighting, occlusion, changes in rotation, 

variations in face pose and expression, scale, and translation are some of the aspects 

that can affect how well faces are detected and recognised. Therefore, when 

implementing face detection and identification technology, it is crucial to take these 

elements into account. The table below is showing each factorsô detail: 

Factor Description 

Clutter Background External factors, including background and environmental 

conditions surrounding individuals in photos, exert a 

significant influence on the precision and effectiveness of 

face detection and recognition. 

Occlusion Occlusion can hinder the performance of face recognition 

algorithms by inadequately detecting face traits within the 

data. 
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Illumination Face feature detection results may degrade due to 

inconsistencies in recalling face features, resulting from 

variation in lighting angles and shadow induced by differing 

intensities. 

Face Pose Postural variations arise from diverse angles and positions 

during image acquisition, leading to altered spatial 

relationships among face features. This distortion 

significantly impacts conventional appearance-based face 

recognition methods such as Fisherfaces and Eigenfaces. 

Face Expression  Facial expression encompasses emotional shifts and convey 

feelings through changes in facial features, spatial 

relationships and alterations in facial contour. 

Rotation, scaling and 

translation (RST) 

RST poses challenges to face detection and recognition, 

demanding exhaustive searches across potential parameters 

during recognition. 

Table 2.1.3.1 Factors Challenge Face Detection [19] 

Even though face detection and identification technology face a number of 

barriers that will reduce the accuracy of the outcome, numerous algorithms have been 

created to enhance performance and efficiency. The descriptions of those algorithms 

are given below: 

Algorithm  Description 

Gabor Filter A Gaussian function (2D Gabor filter) creates 40 images 

using edge detection at various angles and orientations. 

Resizing, pixel calibration, and border smoothing are all 

required for this. Each filtered image has maximum intensity 

points that are marked as fiducial points by the method. 

Based on determined distances, these points are then 

compared to known faces in the database. 

Eigen Face Eigenvectors, used in computer vision for face recognition, 

create a covariance matrix of face features from images. By 

comparing face representations using the basis set, 

recognition is achieved. This efficient technique prioritises 
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encoding of illumination data over complex face features, 

placing speed over correctness. 

Principal Component 

Analysis(PCA) 

PCA is a robust statical technique that transforms a collection 

of potentially correlated variable into uncorrelated values. It 

is useful in both predictive modeling and exploratory data 

analysis and its sensitivity to relative scaling. PCA is notably 

the simplest eigenvector-based multivariate analysis. It 

clarifies data fluctuation by seeking for dataôs underlying 

structure. Additionally, PCA works well in situations where 

there are flattened images, projections or poor illumination 

NHA It serves as a standardization process, involving contrast 

starching or histogram stretching to widen the range of pixel 

intensity values. By guaranteeing a more consistent dynamic 

range across the dataset to reduce visual problems, this leads 

to higher image consistency and alignment with human 

perception. The inclusion of histogram equalization is 

critical, as it prevents the generation of unrealistic and 

undesired effects in photos with substantially higher color 

depth than the palette size. 

Fisher Faces The Representerôs Hypothesis and Normal distribution are 

employed to tackle issues with invalid homoscedastic 

Normal classes, transforming them into piecewise mapping 

and addressing the challenge of determining the suitable 

number of mixtures per class. When there are enough training 

examples available to effectively learn nonlinear mappings, 

the piecewise method is advisable. 

Viola Jones The four steps it takes to process are choosing a Haar 

component, building a requisite picture, getting ready for 

ADA lifts, and cascading classifier. The process of 

recognition seeks for elements within rectangular regions of 

the image's pixels; to compute the value, subtract the total 

number of pixels inside white rectangles from the total 



CHAPTER 2 

21 
Bachelor of Information Systems (Honours) Business Information Systems 

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
 

number of pixels inside black rectangles. It swiftly provides 

results while continuously examining rectangle aspects. 

Local Binary Pattern 

(LBP) 

The neighbourhood structure of each pixel is represented by 

a decimal number that the initial LBP administrator assigns 

to each pixel. Its approach involves taking the central pixel 

out of the equation and comparing each pixel to its eight 

neighbours in a 3x3 neighbourhood. If the outcome is 

negative, the value will be replaced by 0, and if positive, by 

1. In a clockwise motion, the acquired binary codes are 

concatenated. 

Adaptive Boost 

Algorithm 

(AdaBoost) 

By merging the outputs of various learners, Freund and 

Schapire's (2003) AdaBoost machine learning technique 

enhances performance. These 'weak learners' are weighted 

and modified iteratively, making it flexible and less prone to 

overfitting. Despite being noise-sensitive, it works even with 

weak learners who do only slightly better than at random. 

Particularly when using decision trees, AdaBoost is noted for 

its robust out-of-the-box performance. 

 Table 2.1.3.2 Algorithms for Face Detection and Recognition [19] 
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2.1.5  Summary of technology review 

Face detection is employed to boost the efficiency and accuracy of the face 

recognition process. These technologies rely on AI, ML, and DL to detect, capture, 

recognise, and match facial traits in order to determine a person's identification. Finding 

faces in images, assessing facial features, comparing against recognised faces, and 

making predictions comprised the fundamental pipeline for face recognition. In 

addition, the security system, social media, and entertainment businesses have wisely 

employed them. 

Face detection involves identifying facial features in an image or video using a 

variety of algorithms, including CNN, Viola Jones, Haar Cascade, and SSD. Once a 

face has been found, it will continue to use Eigenfaces, LBP, Fisher Face, and AdaBoost 

to process for recognition.  

Overall, those algorithms have benefits and drawbacks that will influence the 

outcome of face recognition. The pros and drawbacks of such popular algorithms are 

shown in the table below: 

Algorithm  Advantage Disadvantage 

Haar Cascade Less complicated, real-time capable, 

quick to detect, and simple to apply. 

Less accurate compared to 

DL-based technique, 

false-positive detection is 

higher 

Viola Jones The most admired technique for 

real-time face detection has great 

accuracy, a low false positive rate, 

and a high detection speed. 

extended training period, 

few possible head 

postures, and unable to 

recognise faces in shadow. 

LBP High tolerance for recurrent 

fluctuations in illumination, 

efficient texturing feature, simple 

processing 

Limited to binary and grey 

images, insufficient for 

non-monotonic 

illumination fluctuations, 

and lack of precision 

AdaBoost A simple and user-friendly 

programme with an adaptive 

Overfitting and low 

margin are caused by 
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algorithm doesn't require any prior 

knowledge. 

weak classifiers, slow 

training progress. 

PCA Dimensional reduction, improved 

face recognition in noisy 

environments, and quick detection 

A strong training set is 

necessary for sensors that 

are sensitive to occlusions, 

face expression, and 

lighting conditions. 

Eigen Face Able to perform in real-time, be 

cost-effective and efficient, and be 

able to capture facial features from 

various angles. 

Faces with poses, lighting, 

and expressions that are 

sensitive to noise don't 

function well. 

Fisher Face High accuracy, compute quickly, 

low-dimensional feature 

High precision, rapid 

computation, and low-

dimensional feature 

Table 2.1.4.1 Advantage and Disadvantage of Algorithms 
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2.2  Review of system  

2.2.1  Occupancy detection systems for indoor environment 

[20] proposed a study on an occupancy detection system, an automation system 

that offers smart services for indoor environments. One of the smart indoor environment 

services that has gained popularity recently and increased user experience by saving 

energy is occupancy detection. To enhance occupancy detection, optimise energy 

consumption, and increase user comfort, a variety of estimating techniques and 

communication technologies have been investigated and developed. 

 Occupancy detection systems can be applied in smart automation, which is a 

monitoring and control system that regulates energy consumption for any electronic 

equipment in the building, improve user comfort, and improve the efficiency of 

building management. This has important consequences for both residential and 

commercial environments. Smart buildings, security systems, energy-efficient 

infrastructure, healthcare monitoring, intelligent transportation systems, and building 

management and automation are just a few of its possible applications. Applications 

may need varying levels of occupancy data, including location, individual behaviours, 

occupant count, identity, and behaviour. Accurately measuring and detecting 

occupancy at a granular level presents considerable challenges due to factors like cost, 

deployability concerns related to sensors, and the complexity of required occupancy 

information. 

 Typically, monitoring, also referred to as sensing and prediction, and occupancy 

detection system, are two approaches that are classified. Prediction is based on occupant 

behaviour, form a prediction model by using statistical and ML techniques to control 

the equipment. Monitoring involves detecting the presence of people, relaying the 

collected information, and basing decisions and unit control on it. But there are also 

such restrictions and difficulties. 
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Figure 2.2.1.1 Occupancy Detection System [20] 

 

Approach Limitation s / Challenges 

Monitoring / Sensing ¶ The short lifespan of the sensor node 

¶ Requirement for high quantity of sensor 

devices lead to high cost 

¶ Complicated implementation of sensor units 

Estimation and Prediction ¶ Necessity for a substantial pre-training dataset 

¶ Training the model is time-consuming 

Table 2.2.1.1 Limitations and challenges of Occupancy Detection Approach 

 The crucial and fundamental standard for occupancy detection systems is 

monitoring or sensing. It is done by using a variety of occupant detection techniques, 

which are listed, described, and classified in the subsection below, along with their 

foundational methodologies: 

¶ Passive infrared (PIR) sensor presents a method that can be used by all 

building management and lighting systems to detect indoor presence. Sensing 

the thermal radiation emitted by people in the monitored area allows for this. 

¶ Ultrasonic sensor uses the transmission of ultrasonic signals and the analysis 

of the received signals to detect occupancy in a non-intrusive manner. It 

functions without requiring a direct line of sight and can also provide 

information about people's whereabouts. 
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¶ Camara sensor is employed to oversee building occupancy. It can offer diverse 

tiers of data like occupant whereabouts, identification, monitoring, headcount, 

and conduct. A wireless network of cameras is capable of collecting data on 

zone occupancy. 

¶ Wearable sensor is extra devices require hanging all the time for the 

continuous monitoring of both activity levels and vital signs. 

¶ Tag-based sensor able to effectively detect occupants and pinpoint their actual 

location and count the number of available occupants within a defined range by 

monitoring electromagnetic field fluctuations. These sensors will only be 

activated when more than two individuals within a defined range. 

¶ Smart device-based sensing is implemented to track occupants by interacting 

with or identifying the installed application on their devices, providing insights 

into their presence, and detecting the presence. Given the widespread use of 

smartphones in the modern era, this strategy is especially valuable. 

¶ Network activity  refers to the collection of connections and online transactions 

conducted by building occupants using the current Information Technology (IT) 

facilities. In order to estimate occupancyôs location, this involves tracking 

internet protocol (IP) traffic within the network. 

 

There are several existing methods for performing occupancy detection for indoor 

environments, each of which has advantages and disadvantages that affect the outcome. 

 

2.2.2  Building Occupancy Detection and Localization Using CCTV camera and 

Deep Learning 

[21] is an academic publication that examines the improvements in management 

of buildings and user comfort brought about by the development of Internet of Things 

(IoT) technology. Although Closed-Circuit Television (CCTV) systems are widely 

used in monitoring occupants inside the building. However, itôs important to emphasize 

that existing CCTV systems remain underutilized, presenting an opportunity to 

incorporate additional functionalities into these devices. For instance, by integrating 

technologies like OpenCV and face recognition, it becomes feasible to swiftly and 
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accurately process videos containing multiple individuals, enabling precise 

identification of occupant locations and identities. 

 First off, building management benefits from gathering occupancy data by using 

it to analyse it and gain a thorough understanding of a buildingôs energy performance 

as well as pinpoint any potential risks or problems within the building. There are many 

different IoT sensors that can detect occupancy in buildings, but those sensors have 

their limitations. For instance, PIR sensors perform poorly in complex environments 

and have a low accuracy when detecting multiple objects, while RFID and WiFi sensors 

require extra equipment and are impacted by noise. To overcome the limitations, CCTV 

been suggested to replace those sensors since is widely available within buildings for 

safety and security purposes and to fully utilise the devices. Although they are still 

being developed, CCTV cameras for occupancy detection still face difficulties such as 

background noise and object obfuscation. 

 In the quest to augment the capabilities of CCTV for occupantsô detection and 

localisation, the system has made use of machine learning. The performance has been 

improved by using both shallow learning algorithms like support vector machine 

(SVM) and deep learning (DL) methods.  

¶ Machine learning is proficient in performing both classification and regression 

tasks. 

¶ Support vector machine have limited capacity when it comes to accomplishing 

occupant localization. 

¶ Deep learning amplifies learning capabilities through the utilization of neural 

networks structures that are both deeper and more intricate. 

 

Figure 2.2.2.1 Layout of Occupancy Detection System Using CCTV [21] 

The figure depicted above provides a concise overview of the occupancy detection 

system by using CCTV. It involves the collection of information from the CCTV 
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system, the extraction of video frames, their subsequent analysis and estimation within 

a deep learning model to produce the desired outcomes such as the number of occupants 

and where they are located. 

 Within the deep learning model, the system initiates the process by extracting 

image features through face detection algorithms before proceeding to three-stage 

decision methodology. In order to gradually improve Intersection Over Union (IoU) 

thresholds and produce high quality of hypotheses, this three-stage decision approach 

uses a serious of uniform detectors that each go through a sub-training operation. 

 

Figure 2.2.2.2 Three-stage detection [21] 

 A thorough evaluation of the various existing detection methods, including head 

detection, occupancy localization, occupancy presence, overhead detection and the 

suggested model was also done. The deep convolutional neural network (DCNN) and 

three-stage detection method were combined to create the model which displayed 

impressive performance results with precision rate up to 89.7% and a true positive rate 

of 89.2%.  In addition, this model successfully expanded the occupant detection range 

through the whole building, make it flexible and superior to other approaches in terms 

of effectiveness. 
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2.2.3 FaceMe 

 FaceMe is an application developed by CyberLink which is a global frontrunner 

in the realm of face recognition and face attribute technologies. In the NIST Face 

Recognition Vendor Test, FaceMe is their incredibly accurate AI engines, holds a 

prominent position, securing recognition as one of the top performers, particularly in 

the VISA and WILD test categories. 

 FaceMe Security serves as a ready-to-use security and access control solution. 

It facilitates identity verification, attendance tracking and access control utilizing face 

recognition, along with live monitoring and instant notification. Furthermore, it has 

capability to trace an individualôs action using facial image or physical characteristics. 

When integrated with prominent video management system (VMS) platforms, FaceMe 

Security streamlines and enhance intelligent security management. 

 FaceMe is introducing a comprehensive access control and AI smart monitoring 

solution that combine robust personnel access control, efficient record management and 

advanced face recognition. It seamlessly integrates with VMS, support various access 

of control protocols and it is compatible with both IP cameras and face recognition 

terminals. FaceMe is offering real-time face recognition, blocklist detection with 

prompt which includes blacklist and greylist, and precise video searches. Instant alerts 

via various channels are also available in its management interface, which sync with 

VMS databases and security cameras. In addition, FaceMe support multi-person 

identification with high accuracy of face recognition result even masks are used. People 

Tracker add-on which will speed up the video surveillance investigation for tracking 

people based on the physical features across multiple locations. 
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Figure 2.2.3 FaceMe system structure [22] 

Based on figure above, FaceMe Securityôs decentralized architecture ensure 

flexibility and high availability. It evaluates the characteristics value, compares them at 

the second tiers which is main database, and control access. When specific conditions, 

such as blocklists occur, Central notifies those responsible or VMS. In second tier, 

which encompasses workstations, the Central and the database, each station 

necessitates dedicated server support to ensure seamless operation. For example, the 

Central demands a minimum configuration of 16GB of RAM, i5 CPU, Microsoft SQL 

Server, a 2GB HDD, and the Window 11 OS to effectively facilitate the workflow. 

Similarly, workstations require 16GM of RAM but with an i7 CPU to robustly support 

the workflow process. 

FaceMe offers an additional API which is People Tracker designed for AI 

Vision-based tracking and recognition using physical characteristics. It includes face 

recognition, multi-camera tracking, person attribute recognition, Person Re-ID, and 

person identification. Once a person has been identified and tracked, it able to reduce 

the search area by selecting the time and relevant camera. It able to narrow the search 

by entering specific face features, after which you can watch the video from all the 

available cameras. Finally, examine the videos chronologically to trace the individualôs 

movements. 
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2.2.4 Summary of system review 

There are several technologies and methods support and improve the 

performance of location detection systems, especially for indoor environment 

according to review of those journal articles. The process of detecting occupancy is 

completed by location detection system since it is using the data to carry out additional 

operations. It is highly advised to use CCTV to perform location detection as it able to 

provide multiple level of information which including the identity, location tracking, 

headcount, and behavior of the occupants. Even smart device-based, tag-based, and 

network activity are also capable of providing that information but are also carrying 

extra devices or installing additional applications are burdens that the occupants must 

bear. However, CCTV is widely used in many building for safety and security purposes, 

it is one of the best options for face recognition for occupant location detection within 

a building structure. 
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4. Able to track 

occupantôs 

identity 

X X      

5. Suitable for huge 

environment 

X X X X    

6. Cost Low Low Medium Low High Low Low 

7. Accuracy Low Low High High High Low High 

Table 2.2.3.1 Systemôs comparison result 

Furthermore, by comparing the proposed system with ñBuilding Occupancy 

Detection and Localization using CCTV camera and Deep Learningò, the concept of 

those systems is similar, but the proposed system places a distinct emphasis on ease of 

management and flexibility. The proposed systemôs goal is to offer a straightforward 

and adaptable computer application platform, elevating both building management and 

security levels. [21] An improved understanding of the solution is made possible by the 

clearly defined sequence of the process of the location detection system using CCTV.  

FaceMe AI engines have achieved remarkable accuracy in the NIST Face 

Recognition Vendor Test, earning recognition as a top performer. Given this, FaceMe 

is frequently serves as a reference system during the development process to ensure the 

comprehensive and practicality of the proposed system. 
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CHAPTER 3 System Methodology / Approach 

3.1  System Planning 

3.1.1   Gantt Chart 

 

Figure 3.1.1.1 GanttChart (1/5) 

 

Figure 3.1.1.2 GanttChart (2/5) 
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Figure 3.1.1.3 GanttChart (3/5) 

 

Figure 3.1.1.4 GanttChart (4/5) 
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Figure 3.1.1.5 GanttChart (5/5) 

The Gantt Chart shown above was meticulously drafted to provide an in-depth 

visual representation of our project's schedule. Its goal is to make it easier to track 

progress, spot potential delays early, and make the necessary adjustments. This Gantt 

Chart is our tool for keeping a close eye on project activities and ensuring that 

everything is in line with the overall goals and schedule of the project. Its value lies in 

facilitating efficient project management, quick detection of schedule deviations, and 

prompt application of corrective actions to guarantee the project's successful 

completion. 
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3.1.2   Methodology Model 

 

Figure 3.1.2.1 Regular Prototyping Model [23] 

The regular prototyping model is an iterative approach to system development which 

involving cycles of design. Testing, and performance enhancement. This methodology 

holds promise for enhancing building management systems. Specifically, it has the 

potential to significantly improve the identification of building occupants and their 

precise locations within the structure. 

 Planning and requirement gathering come first. The ability to accurately 

recognise faces, the ability to allocate people inside the building, and the ability to 

detect and track people based on their face features are all prerequisites for face 

recognition. 

 The second phrase is ñanalysis, design, implementationò (also known as 

ñprototype developmentò), which identifies the needs for the system. Systemôs 

architecture must be designed which including system prototype, diagram, technology 

and algorithms, based on those needs. This phrase states that the process will be refined 

until it satisfies user requirement.  

 After creating the prototype, the proposed system will be tested those features 

and functionality to cut down on errors and bugs. The coding process will be 

significantly more efficient and streamlined because the system design and 
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requirements are carefully and precisely obtained through repeated evaluation and 

refinement that match the requirements. 

 Overall, prototyping model, which is successful strategy for software 

development, can be used to create FRLD system. By implementing the proposed 

proposal recommendations, it is able to create an accurate and reliable face recognition 

system that can be used to improved building management and security. 
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3.2 System Design Diagram 

3.2.1 System Architecture Diagram 

Figure 3.2.1.1 FRLD system architecture 

Figure 3.2.1 above is presenting the proposed system architecture which give an in-

depth description. Firstly, the system strategically places cameras throughout the 

building to capture video footage of individual and connecting to the system via WiFi. 

Next, it starts the analyse the face feature from the captured video frame by frame for 

proceeding on face detection and recognition process. Thirdly, to determine a personôs 

identity, the system will compare the detected faces with the database of well-known 

people. Fourthly, it includes a location detection and tracking module that tracks the 

whereabouts of the identified occupants inside the building by using their location, save 

and update into database. Then, for efficient management, it analyses, groups and filters 

this data. In summary, the Face Recognition for Location Detection(FRLD) systemôs 

goal is to provide accurate and reliable location data, enhancing the capabilities of the 

current building management system and enhancing occupant safety as a whole. 
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3.2.2 System Use Cases Diagram 

Figure 3.2.2.1 FRLD System Use-Case Diagram 
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Use Case Name:  View Occupants  ID:  1 Importance Level: High 

Primary Actor:  Admin Use Case Type: Detail, Essential 

Stakeholder and Interest: Admin ï manage the occupantsô personal detail within the 

building 

Brief Description: This use case describes the features of manage occupantsô registration 

Trigger:  Admin view, manage and insert of buildingôs occupants 

Relationships  

Association: No Application 

Include : Update database 

Extend : Upload photo, insert new occupants, update occupants detail, delete occupants 

Normal Flow of Events:  

1.  Admin view the available occupants which recorded in the building. 

2. Admin able to upload occupantôs photo. 

3. Admin is allowed to insert new occupant inside the system. 

4. Admin have the right update the occupantôs detail or remove the occupants from 

the system. 

Sub Flows: Not Applicable 

 

Alternate/Exceptional Flows:  

1a. Fail to connect the systemôs database. 

2a. Image format not allowed. 

3a. All details are not filled. 

Table 3.2.2.1 Use Case Description (1/5)  

 

Use Case Name:  Monitoring Camera ID:  2  Importance Level: High 

Primary Actor:  Admin Use Case Type: Detail, Essential 

Stakeholder and Interest: Admin ï monitoring the camera and detected record 

Brief Description: This use case shown the monitoring on the captured video and detected   

occupants 

Trigger:  Admin monitor on the detect record and capture video. 
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Relationships  

Association:  

Include : Update database, face recognition 

Extend : Search or filter detected record 

Normal Flow of Events:  

1.  Admin able to view and monitor on captured video. 

2. Admin is allowed to view detected occupancyôs detail. 

3. Admin narrow down the detected record by using keyword like occupantôs name or 

id to filter the record. 

Sub Flows: Not Applicable 

Alternate/Exceptional Flows:  

1a. More than one occupant face detected. 

1b. System fail to record the occupantôs detail since more than one face recognize at 

same time. 

3a. Keyword is not fined in the detected list. 

 

Table 3.2.2.2 Use Case Description (2/5)  

 

Use Case Name:  View Occupantsô Detail ID:  3 Importance Level: High 

Primary Actor:  Admin Use Case Type: Detail, Essential 

Stakeholder and Interest: Admin ï monitor the occupantsô detail with detected record 

Brief Description: This use case describes how to review the occupantsô detail with 

detected record 

Trigger:  Admin able to view comprehensive details about an occupant within the building 

management system 

Relationships  

Association:  

Include : Update database 

Extend : search name / ID , filter occupant record, change blacklist status 
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Normal Flow of Events:  

1.  Navigate to view occupantôs detail with detected record. 

2. Narrow down the data range with defined features. 

3. Blacklist the occupants or remove from blacklist. 

4. Update the blacklist status change into database. 

Sub Flows:  

Alternate/Exceptional Flows:  

 

Table 3.2.2.3 Use Case Description (3/5)  

Use Case Name:  Review Building ID:  4  Importance Level: High 

Primary Actor:  Admin Use Case Type: Detail, Essential 

Stakeholder and Interest: Admin ï able to review all the detected record within in 

building. 

Brief Description: This use case shown the steps involved in reviewing a buildingôs 

detected record within system. 

Trigger:  Admin able to comprehensively assess and evaluate the status, and occupancy of 

a particular building. 

Relationships  

Association:  

Include : retrieve database 

Extend : filter detected record, summarize detected record, sorting the data. 

Normal Flow of Events:  

1. Admin able to view all the recognized occupantôs record. 

2. Admin narrow down the range for view by selecting the features. 

3. Admin able to sort the table to have more streamlined view of detailed records. 

Sub Flows: Not Applicable 

Alternate/Exceptional Flows:  

1a. Record missing or corrupted. 

1b. Some records may not be available or accurate 

3a. Display error message if sorting cannot be completed  

3b. Choose to retry the sorting operation or report issue for resolution  

Table 3.2.2.4 Use Case Description (4/5)  
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Use Case Name:  Analysis Report ID:  5 Importance Level: High 

Primary Actor:  Admin Use Case Type: Detail, Essential 

Stakeholder and Interest: Admin ï interesting in generating and analyzing occupants 

reports. 

Brief Description: This use case describes the steps for admin to request, generate and 

analyze occupancy reports. 

Trigger:  Admin able to generate an occupancy analysis report. 

Relationships  

Association: No Application 

Include : Retrieve Database 

Extend : View day /month / year Report, View Daily Buildingôs Occupancy Trend Graph 

Normal Flow of Events:  

1.  Admin select the desired date for which they want to generate report. 

2. Admin determines the reportôs date range, its format (day, month or year). 

3. The system retrieve the relevant data from database 

4. The system process the data, generate and display the report in dashboard 

Sub Flows: Not Applicable 

 

Alternate/Exceptional Flows:  

3a. insufficient data available to generate requested report 

4a. system will display error message if error occurs while processing the data  

 

Table 3.2.2.5 Use Case Description (5/5)  
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3.3  Activity Diagram  

 

Figure 3.3.1 FRLD Activity Diagram ( 1/6) 

 To ensure secure access and proper functionality within the proposed system, 

users are required to log in before utilising its features. Only authorised users, typically 

administrators and other authorised staff are allowed access. After the login credential 

have been successfully validated, the system brings users to main interface, where they 

can choose from a number of modules made to accommodate various functionalities. 

These modules include ñMonitoring on Cameraò, ñView Occupantôs Detailò, ñView 

Occupantsò, and ñReview Building Recordò.  User must log out in order to leave the 

system once they have finished their tasks. 
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Figure 3.3.2 FRLD Activity Diagram (2/6) 

Figure 3.3.2 describe the activity process of the View Occupant module. Once user 

selected View Occupants module. The technology smoothly gets comprehensive data 

from the database and displays a thorough list of every occupant who is currently 

registered. In this system, administrators are given important powers for effective 

occupant management. These features include the option to add new people, amend 

current occupant information, and remove residents as necessary. Administrators are 

prompted to upload the resident's photo and enter any important personal data when 

adding a new occupant. Administrators can then submit the information for the new 

occupier, and all transactions are immediately and automatically updated in the 

database, ensuring real-time information synchronization. 
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Figure 3.3.3 FRLD Activity Diagram (3/6) 

Figure 3.3.3 describe the activity process of the Monitoring Camera. It is outlining the 

systematic process of monitoring and managing occupants within the system. It is 

started from obtaining information from database, capturing occupantsô face features 

through camera, employing face detection and recognition techniques to identify 

individuals. Users are having option to access information about specific occupants or 

filter data by name of ID, and the system will calculate the total number of occupants 

shows discovered occupantsô detail in real time. This comprehensive approach ensures 

effective real-time monitoring and control, improving building security and 

management. 
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Figure 3.3.4 FRLD Activity Diagram (4/6) 

Figure 3.3.4 illustrates the activity of ñView Building Recordò module, that enabling 

user or admin to monitor occupantôs clock-in and clock-out records, movement and 

status within the system. Initially, the system retrieves and displays all recognized 

record from the database, which have been proceeds through AI, ML and DL algorithms 

for accurate recognition. Then, users can interact with the retrieved data using three 

essential elements which are search by ID or name, view summarized building record, 

filter option. Users of the first features can look up occupancy by name or ID, which 

opens a detailed occupant window for specialized viewing. The second feature offers a 

streamlined building record view that concentrates on status changes like clock-ins and 

clock-outs while removing redundant entries of data. The third features provide filtering 
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options that let user select which record are presented based on floor, entrance, data, 

status specification. Through streamlined data display, the data is updated in real-time 

to fit the selected filters and may be sorted by name, ID, datetime or status that ensuring 

an effective and efficient approach to building management. 
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Figure 3.3.5 FRLD Activity Diagram (5/6) 

Figure 3.3.5 is describing the module of ñView Occupantôs Detailò as a well-structured 

and user-friendly module for retrieving specific information about target occupants 

within the building. It starts by allowing users to search for particular occupant using 

their name or ID, which triggers the retrieval of occupantôs detail from the database and 

display them in table view for easy access. To streamline the search process, the filter 

function is available, enabling users to narrow down the dataset for display by utilizing 

keywords such as datatime, entrance number, floor level or status. There is an 

interesting feature which is the ability to manage the blacklist status of occupants within 

this module, offering the option to blacklist or remove individual from blacklist.  The 

database is rapidly updated is any status changed. Overall, this module gives building 

management skill a simple and efficient method for managing and keeping an eye on 

certain occupancy.  
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Figure 3.3.6 FRLD Activity Diagram ( 6/6) 

Figure 3.3.6, the ñAnalysis Reportò activity diagram outline a comprehensive module 

designed to retrieve, analyze, and present data which related to building occupancy. It 

starts by retrieving data from database, after which the system proceeds to analyze this 

data based on predefined rules. The analysed data is then displayed in graph by using 

default options for presentation. User will have the flexibility to choose which graph 

they would like to view with options such as total count of occupants in day, month or 

year. Additionally, the system will also generate a daily building occupancy trend graph 

based on the selected date. Simultaneously, the system incorporates a blacklist and 

occupancy safety alert system to notify admins or users of any building-related alerts. 

Another than that, an essential feature of this module is data export which enables users 

to export data in Excel file format based on chosen applications, such as detected 

occupant record during a given period range, particular occupant details, or all 

registered occupantsô data in the building. In conclusion, this module serves as a 

dashboard for administrators, providing quick access to crucial building occupancy 

information. 
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CHAPTER 4  

System Design 

4.1  System Block Diagram  

Figure 4.1.1 FRLD Block Diagram 
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FRLD block diagram (Figure 4.1.1) which visualize the overview of the system process 

and concept. The initial step represents the process of capturing image from the record 

real-time video frame by frame. The system process can be clustering into three main 

stages which is image preprocessing, features extraction and recognition. 

 During image preprocessing stage, Max-Margin (MMOD) CNN algorithm is 

utilized for face detection. The DLIB-based face detection method known as MMOD 

CNN accepts only one parameter, model Path, which specifies the location of the pre-

trained mmod_human_face_detector.dat file stored on discs and bounding boxes and 

draw on output. This method prioritises accuracy above performance speed [24]. Once 

a face is detected, the system extracts the face by utilizing the bounding box provided 

by MMOD.  This step is crucial for face recognition, especially when there are multiple 

faces in the same frame. Following this, the system resizes the cropped image from 

frame to a standardized 250x250-pixel format, ensuring consistency in preprocessing. 

This standardization simplifies further analysis by enabling models and algorithms to 

operate on faces with a known and fixed size. Additionally, the conversion to grayscale 

and adaptive contrast enhancement enhances facial data for analysis. This 

preprocessing streamlines the processing, reduces computational complexity, and 

sharpens the image, improving the visibility of facial features and details. 

 In feature extraction stage, the system will proceed with enhanced Histogram 

of Oriented Gradients (HOG) and Convolutional Neural Network (CNN) features 

extraction methods. These techniques are used to capture the complex details and 

distinctive features of human photos. HOG is applying hard-negative mining which 

record the feature vector that associated with false-positive patch together with the 

probability of the classification if there incorrectly labels a particular window as an 

object and it will undoubtedly be false-positives. However, CNN rely on three key 

components for feature extraction from facial image which are CNN connect hidden 

neurons to localized regions of input images and allow them focus on specific image 

details through learned weights and biases (Local Receptive Fields); Neurons with 

same stride in local receptive fields share the same weights and biases, which reduce 

the network complexity and encourages the detection of common features in various 

input locations (Shared Weights and Biases); The pooling layer reduce spatial 

dimensions while keeping important information by choosing the maximum activation 
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within small input regions to condense the convolutional layerôs output features map 

[25]. Following feature extraction, the system proceeds to determine the landmark 

format based on the batch size of image. If the batch size is small, the system will opt 

for the shape_predictor_5 landmark format. However, in the case of larger batch size, 

shape_predictor_68 format will be chosen which provide more comprehensive 

landmarking face features. Face landmark which is localizing and labelling specific 

face regions within (x,y)-coordinates. These regions encompass main facial 

components which are mouth, right eyebrow, left eyebrow, left eye, right eye, nose and 

jaw. This landmarking procedure is important for precisely identifying and 

distinguishing different face features for subsequent analysis and recognition tasks. 

Once face features completely landmarked, system will compute 128-dimensional face 

encoding which convert image into informative numerical representation of face for 

efficient and accurate face recognition during subsequent stages of processing. 

 After encoding the photo, system will the process of comparing the face features 

extracted from the captured image in the recorded video with those stored in the 

database. Once a match detected, system will promptly display the occupantôs name 

else will display unknown and log the information into the database for further 

reference.  
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4.2 System Flow Description 

 A system flow description is an important document that illustrate how several 

modules interact and communicate within a software environment to achieve 

functionality or task. It acts a comprehensive guide that explains the relationship 

between several modules, the information exchange and how they dependence on one 

another, all with the aim successfully implementing face recognition. This description 

offers a clear road map for understanding the coordinated cooperation between these 

modules within the software system. 

4.2.1 main_faceRecognition.py 

 

Figure 4.2.1.1 main_faceRecogntion.py (1/3) 
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Figure 4.2.1.2 main_faceRecogntion.py (2/3) 

 

 

Figure 4.2.1.3 main_faceRecogntion.py (3/3) 

 

This module (main_faceRecogntion.py) is define a class called ñFacerecò for face 

recognition which based on those python libraries included ñface_recognitonò, ñcv2ò, 

óòosò, ñglobò, and ñnumpyò to perform face recognition on photo. This class start by 
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creating empty lists to store known face encodings and names, and also have to set a 

frame resizing factor for speed optimization. The import module pre-defined function 

ñload_encoding_imagesò loads images from targeted path, encodes the faces in those 

photos and store the encoding along with the filenames. The function 

ñdetect_known_facesò will takes the input frame which captured from live recorded 

video, resize it and detect the face in each frame, then computes face encodings and 

match them against the known face encodings. The names and locations of recognized 

faces in each frame are returned. 

 

4.2.2 Main.py 

 

Figure 4.2.2.1 Main.py (1/6) 
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Figure 4.2.2.2 Main.py (2/6) 

 

Figure 4.2.2.3 Main.py (3/6) 
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Figure 4.2.2.4 Main.py (4/6) 

 

Figure 4.2.2.5 Main.py (5/6) 
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Figure 4.2.2.6 Main.py (6/6) 

 

Main.py which is the main module that as a central module to connect all the developed 

modules. The user interfaces for main.py is developed based on PySide2 library like 

UI_login.py. It starts with login window where user enter his/her login credentials, if 

login success, a main application window is displayed with tabs for different functions, 

such as managing camera feeds, handling occupant and building records, viewing 

occupant details, and generating analysis reports. The code organizes these functions 

using layout and widgets. Overall, it is a user-friendly interface for managing building 

occupancy data and related tasks. 
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4.2.3 main_cam1.py & main_cam2.py  

 

Figure 4.2.3.1 main_cam1.py & main_cam2.py (1/20) 

 

Figure 4.2.3.2 main_cam1.py & main_cam2.py (2/20) 
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Figure 4.2.3.3 main_cam1.py & main_cam2.py (3/20) 

 

Figure 4.2.3.4 main_cam1.py & main_cam2.py (4/20) 
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Figure 4.2.3.5 main_cam1.py & main_cam2.py (5/20) 

 

Figure 4.2.3.6 main_cam1.py & main_cam2.py (6/20) 
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Figure 4.2.3.7 main_cam1.py & main_cam2.py (7/20) 

 

 

Figure 4.2.3.8 main_cam1.py & main_cam2.py (8/20) 
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Figure 4.2.3.9 main_cam1.py & main_cam2.py (9/20) 

 

 

Figure 4.2.3.10 main_cam1.py & main_cam2.py (10/20) 
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Figure 4.2.3.11 main_cam1.py & main_cam2.py (11/20) 
 

 

Figure 4.2.3.12 main_cam1.py & main_cam2.py (12/20) 
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Figure 4.2.3.13 main_cam1.py & main_cam2.py (13/20) 

 

Figure 4.2.3.14 main_cam1.py & main_cam2.py (14/20) 
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Figure 4.2.3.15 main_cam1.py & main_cam2.py (15/20) 
 

 

Figure 4.2.3.16 main_cam1.py & main_cam2.py (16/20) 
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Figure 4.2.3.17 main_cam1.py & main_cam2.py (17/20) 

 

Figure 4.2.3.18 main_cam1.py & main_cam2.py (18/20) 
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Figure 4.2.3.19 main_cam1.py & main_cam2.py (19/20) 

 

 

Figure 4.2.3.20 main_cam1.py & main_cam2.py (20/20) 
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The "main_cam1.py" and "main_cam2.py" files define the "FVWindow" class, crucial 

for system functionality. They import various modules such as Pyside2, sqlite3, cv2, re, 

sys, and predefined classes like "Facerec" from "main_faceRecognition" for loading 

encoding images.  

The process begins with the "retrieve_data_from_database" function, fetching 

data using SQL commands. The "create_detected_occupants_table" function structures 

data storage for detected occupants, ensuring a database file is present. The heart of the 

system lies in the "update_frame" function, employing OpenCV's Haar Cascade 

Classifier for face detection and processing video frames. It detects faces, recognizes 

known occupants via the "detect_known_faces" function, updates the GUI with 

occupant information, inserts new records into the "Detected_Occ" table, and highlights 

blacklisted individuals in red.  

"Update_status_in_occ_status" is responsible for updating the "occ_status" 

table with new status, last detection timestamp, and zone, also inserting corresponding 

records into "Detected_Trans." "Filter_list_widget" allows users to filter detected 

occupants based on keywords. "Click_list_item" manages interactions when users click 

on list items, displaying detailed occupant information. The "check_blacklist" function 

determines if an occupant is blacklisted and is used in "update_list_background," where 

blacklisted individuals are displayed in red. Both "main_cam1.py" and 

"main_cam2.py" classes and functions share similarities but serve different purposes. 

"main_cam1.py" acts as an entry camera, recording occupants' status as "IN," while 

"main_cam2.py" serves as an exit detector with recorded statuses as "OUT." 
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4.2.4 main_occupants.py 

 

Figure 4.2.4.1 main_occupants (1/19) 

 

 

Figure 4.2.4.2 main_occupants (2/19) 
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Figure 4.2.4.3 main_occupants(3/19) 
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Figure 4.2.4.4 main_occupants(4/19) 

 

Figure 4.2.4.5 main_occupants(5/19) 


