
 
  i 

 
 
 
 

FACE RECOGNITION FOR IDENTIFY VERIFICATION  

IN EXAMS LOCATIONS  

BY 

NG SUET ENG 

 
 

 
 
 
 
 
 
 
 
  
 

 
A REPORT 

SUBMITTED TO 

Universiti Tunku Abdul Rahman 

in partial fulfillment of the requirements 

for the degree of 

BACHELOR OF INFORMATION SYSTEMS (HONOURS) BUSINESS INFORMATION 

SYSTEMS    

Faculty of Information and Communication Technology 

(Kampar Campus) 

 

JUN 2023 

 

 

 
 



Bachelor of Information Systems (Honours) Business Information Systems   

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    ii 
 

UNIVERSITI TUNKU ABDUL RAHMAN 

 

 

 

REPORT STATUS DECLARATION FORM 

 

 Title: FACE RECOGNITION FOR IDENTIFY VERIFICATION IN EXAMS LOCATIONS 

     

 

Academic Session: JUN 2023 

 

 I   _________________________Ng Suet Eng___________________________ 

(CAPITAL LETTER) 

 

 declare that I allow this Final Year Project Report to be kept in  

 Universiti Tunku Abdul Rahman Library subject to the regulations as follows: 

1. The dissertation is a property of the Library. 

2. The Library is allowed to make copies of this dissertation for academic purposes. 

 

 

   Verified by, 

 

 

 _________________________  _________________________ 

 (Author’s signature)               (Supervisor’s signature) 

 

 Address: 

 110-3, Lorong Makmur 11A 

       Off Persiaran Agacia 1  

       Bandar Agaria, 

       31910 Kampar Perak                                                    _______Su Lee Seng________ 

                                                                                     Supervisor’s name 

 

 Date: 14th September 2023  Date: 14th September 2023 



Bachelor of Information Systems (Honours) Business Information Systems   

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    iii 
 

  

Universiti Tunku Abdul Rahman 

Form Title :  Sample of Submission Sheet for FYP/Dissertation/Thesis 

Form Number: FM-IAD-004 Rev No.: 0 Effective  Date: 21 JUNE 2011 Page No.: 1 of 1 

 
 

FACULTY OF INFORMATION AND COMMUNICATIONS TECHNOLOGY 

 

UNIVERSITI TUNKU ABDUL RAHMAN 

 

 

Date: 14/09/2023 

 

 

SUBMISSION OF FINAL YEAR PROJECT /DISSERTATION/THESIS 

 

It is hereby certified that ___ Ng Suet Eng ___ (ID No: __20ACB06580     ) has completed this final 

year project entitled “FACE RECOGNITION FOR IDENTIFY VERIFICATION IN EXAMS 

LOCATIONS” under the supervision of __Mr. Su Lee Seng__ (Supervisor) from the Department of 

_________________________, Faculty of Information and Communications Technology. 

 

 

I understand that University will upload softcopy of my final year project in pdf format into UTAR 

Institutional Repository, which may be made accessible to UTAR community and public. 

 

Yours truly, 

 

 

 
____________________ 

(Ng Suet Eng) 

 
 
 

 



Bachelor of Information Systems (Honours) Business Information Systems   

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    iv 
 

 

DECLARATION OF ORIGINALITY 

 

I declare that this report entitled “FACE RECOGNITION FOR IDENTIFY 

VERIFICATION IN EXAMS LOCATIONS” is my own work except as cited in the 

references. The report has not been accepted for any degree and is not being submitted 

concurrently in candidature for any degree or other award. 

 

 

 

Signature  : _________________________ 

 

Name   : Ng Suet Eng 

 

Date   : 14th September 2023 

 

 

 

 

 

 

 

 

 



Bachelor of Information Systems (Honours) Business Information Systems   

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    v 
 

ACKNOWLEDGEMENTS 

 

I would like to extend my heartfelt gratitude and appreciation to my supervisors, Mr.  

Su Lee Seng, for providing me with the wonderful opportunity to work on a face recognition 

project, which marks my first step towards building a career in the field of AI and ML. I am 

incredibly thankful to you. 

 

I would also like to express my deep gratitude to a very special person in my life, Ms. Chai 

Siew Khuan, for her unwavering patience, unconditional support, and love, and for standing 

by my side during challenging times. Lastly, I am immensely grateful to my parents and family 

for their constant love, support, and encouragement throughout the course of my journey. 

 

 

 

 

 

 



Bachelor of Information Systems (Honours) Business Information Systems   

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    vi 
 

ABSTRACT 

 

This project explores the growing domain of facial recognition technology, known for 

accurately identifying people based on their unique facial features. This technology has gained 

popularity across various industries for preventing identity fraud. In the context of exam 

centres, where confirming candidates' identities is vital, facial recognition can play a crucial 

role.  

 

The main focus of this project is to prevent fraud in exam centres. The system's key 

requirement is accurately identifying individuals. It also needs to be fast for quick verification. 

The project uses a mix of hardware and software tools. Hardware includes cameras and laptops, 

meanwhile software tools include PyCharm Community, OpenCV and the Haar-Cascade 

Algorithm are used for development. By implementing this facial recognition system, 

candidates would need to identify their identity before entering exam centres, as it is to reducing 

cheating and impersonation. The system aims to verify candidates swiftly and accurately, 

improving the overall exam process. 

 

In conclusion, this project to develop a facial recognition system for exam centres is a step 

towards enhancing exam integrity and preventing identity fraud. Through advanced 

technology, the project aims to accurately identify candidates, reduce fraud, and provide 

insights into exam performance. It could have a big impact on education and lead to future 

advancements in exams and identity verification. 
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Chapter 1 

Introduction 

 

Facial recognition stands as a cutting-edge technology that employs advanced algorithms 

to identify individuals by comparing facial attributes from photos or videos against a database 

of faces. This biometric identification method captures unique facial characteristics like gender, 

age, emotions, facial features, and expressions. Specifically, features such as the nose bridge, 

eye spacing, and chin contour can rapidly and accurately determine an individual's identity 

using this technology. An impressive aspect of facial recognition is its capacity to function 

effectively even in busy and dynamic environments. It excels at identifying individuals in real-

time, adapting to varying lighting conditions, and changing facial expressions or appearances. 

This adaptability renders it highly useful for identity verification across diverse scenarios. 

 

The concept behind facial recognition involves converting facial feature images into 

mathematical expressions, enabling comparison for similarity determination. In general, these 

filters are created through the application of deep learning techniques, which involving neural 

networks within AI for data processing. Furthermore, natural variations such as hairstyle 

changes, facial expressions, accessories, lighting conditions, and more can pose challenges to 

recognition. [1] Thus, robust algorithms are necessary, capable of accounting for these 

variations to ensure reliable results. The learning algorithms are trained on substantial datasets 

of facial images, allowing them to learn intricate patterns and representations. These algorithms 

generate numerical facial feature representations to form a unique "fingerprint" or template of 

an individual's face. During recognition, captured face templates are compared to those in a 

database to establish similarity and identification. 

 

Woodrow W Bledsoe is acknowledged as one of the initial trailblazers in the field of facial 

recognition technology. In the period spanning from 1964 to 1966, he spearheaded a team of 

researchers that conducted experiments to investigate the capability of computers to identify 

human faces [2]. The team utilized a basic scanner to capture facial attributes like the hairline, 

eyes, and nose, although the computer did not achieve success in finding matches [2]. Through 

his research, Bledsoe proposed that the complexity of the face recognition conundrum stems 

from the inherent variability in factors such as lighting conditions, angles, facial expressions, 
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aging, and more [2]. Bledsoe's contributions laid the cornerstone for subsequent breakthroughs 

in facial recognition technology, and his insights into the challenges of face recognition 

continue to hold significance even in the present day.  

 

Today, facial recognition technology is used in many fields like security, immigration, 

education, and healthcare. But its widespread use has raised concerns about fairness and 

privacy. People worry about who owns the data, how accurate it is, and how private our 

information remains. The technology isn't perfect – it can sometimes make mistakes or identify 

the wrong person. As it enters new markets, rules need to be in place to make sure it's used 

properly and respects people's privacy. This means having clear guidelines on how data is 

collected, stored, and used. Balancing the benefits of facial recognition with protecting people's 

rights is a big challenge that needs careful thought and action from both regulators and tech 

developers. 

 

Although facial recognition technology has the capability to improve public safety and 

security by deterring crimes and managing immigration, its implementation must be paired 

with effective regulations and supervision to prevent its misapplication. Without proper checks 

in place, there exists a potential for misuse or infringing upon individual privacy. As facial 

recognition technology evolves and enters new sectors beyond government applications, the 

essential ethical issues concerning data ownership, accuracy, and privacy persist. 

Policymakers, institutions, and developers should take these ethical concerns into account and 

put in place suitable measures to minimize risks and guarantee the conscientious and ethical 

utilization of facial recognition technology. 
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1.1  Problem Statement and Motivation 

As technology and innovation continue to advance at a rapid pace, the integration of 

biometric facial recognition is becoming more prevalent across a wide range of industries. 

Despite the potential advantages it offers, this adoption has also triggered doubts and 

skepticism. Several challenges are anticipated: 

 

Frauds in the form of impersonation Happening at Exam Location 

 

Impersonation fraud within examination venues pertains to instances where individuals 

attempt to manipulate or disrupt the examination process by assuming false identities. This 

fraudulent activity can manifest in a variety of ways and can be executed by candidates or 

external entities who should not legitimately take the exam. A prevalent approach involves a 

candidate enlisting an intermediary, often called a proxy candidate, to sit the exam on their 

behalf. The proxy candidate may bear a resemblance to the real candidate or employ counterfeit 

identification documents to impersonate their identity. Cheating in the form of impersonation 

is one of the common problems encounters in exam systems. In instances of impersonation 

fraud within exam systems, the absence of a dependable identity verification system is 

frequently recognized as the core issue. [3] Moreover, subsequent to addressing the concern of 

impersonation is the need to ascertain the authentication status of the candidate. If the 

candidate's identity is verified, their attendance must be documented [3]. In the absence of 

adequate authentication protocols, it becomes more feasible for individuals to engage in 

cheating through impersonation. This can result in inaccurate attendance records, where the 

presence of a person is recorded even if they did not actually attend the exam. Such erroneous 

attendance records can yield serious consequences, particularly when verifying an individual's 

presence at a specific venue holds significance for legal or criminal matters, such as 

certifications, job qualifications, or legal inquiries. To counteract the challenge of 

impersonation fraud in exam settings, it is crucial to implement robust identity verification 

measures. This can encompass techniques like biometric authentication, such as facial 

recognition, and cross-checking identification documents against a reliable database. 

Furthermore, the act of documenting and officially notifying the relevant officials can play a 

role in identifying and stopping cases of impersonation fraud. In general, combating the 

problem of impersonation fraud during exams necessitates a comprehensive strategy involving 

dependable methods of confirming identity, utilizing technological solutions, and upholding 
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rigorous examination procedures. This approach is vital for preserving the honesty of the 

examination process and guaranteeing an equitable assessment of candidates' competencies 

and understanding. 

 

 

Very Time Consuming to perform Student Verifications due to high number of 

Examination Candidates 

 

The process of manually confirming the identities of a large number of exam candidates 

can be exceptionally time-intensive for a variety of reasons. Initially, it mandates skilled 

personnel to visually compare the physical attributes of each student with their provided 

identification documents, such as ID cards or passports. This procedure can be gradual and 

monotonous, particularly when dealing with a substantial candidate pool. Additionally, manual 

verification may encompass multiple stages, including validating signatures, cross-referencing 

data, or confirming other identification particulars. These steps can exacerbate the already 

time-consuming nature of the process. The supplementary steps necessitate meticulous 

examination and attention to detail, which can contribute to delays in the overall verification 

timeline. 

 

Moreover, the considerable count of exam candidates might result in prolonged lines or 

waiting periods, leading to logistical complexities and inefficiencies in managing candidate 

flow. This can further elongate the time required for verification, potentially causing 

disruptions in the exam timetable. Moreover, manual verification is susceptible to human 

errors, encompassing misidentifications or mismatches of student identities. These 

inaccuracies can arise from factors like fatigue, distractions, or inherent biases, consequently 

further extending the verification process and introducing inaccuracies to the final outcomes. 

Conversely, the adoption of an automated identity validation system, like biometric facial 

recognition, can notably accelerate the procedure. Facial recognition technology has the 

capability to correlate a student’s facial features rapidly and precisely with their pre-recorded 

information, negating the necessity for manual visual confirmation. This advancement can 

significantly decrease the time and energy needed for authenticating the identities of exam 

candidates, leading to a more efficient and smooth exam operation characterized by heightened 

precision and dependability.  
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The National College Entrance Examination (NCEE), commonly known as "Gaokao," is a 

highly competitive admission test in China, which is attempted by millions of high school 

graduates or candidates with equivalent educational backgrounds annually.[4] In the year 2022, 

an astonishing 11.93 million students participated in the nationwide college entrance exams 

held in July. [5] According to China's national examination regulations, the process of 

confirming students' identities and conducting security checks generally begin 50 minutes 

before the commencement of the examination [5]. This encompasses visually confirming the 

identity of each student by comparing their physical features with their provided identification 

papers, like ID cards or exam slips. Additionally, conducting supplementary security checks is 

essential to guarantee the equity and honesty of the exam process. Due to the immense number 

of candidates participating in the exam, manually authenticating the identities of such a 

substantial group of students within a restricted time frame can be a challenging and time-

intensive undertaking. Accomplishing the verification procedure for every student necessitates 

a substantial allocation of human labor and resources. This includes inspecting identification 

documents, affirming other identification particulars, and overseeing the movement of 

candidates. Apart from China's NCEE, other global examinations like the Test of English as a 

Foreign Language (TOEFL) and the Scholastic Assessment Test (SAT) also attract a 

substantial cohort of candidates. For example, TOEFL alone has an approximate global 

candidate count of 2.3 million, while the SAT is undertaken by more than 1.7 million high 

school graduates on a yearly basis. The manual authentication of identities for such an immense 

number of candidates can be exceptionally time-intensive and demanding in terms of resources. 

The usual procedure involves visually confirming the identity of each student by scrutinizing 

their identification documents, validating other pertinent identity details, and managing the 

organization of candidates. These tasks necessitate a considerable investment of time, 

manpower, and expenses. 

 

When emergencies arise and candidates misplace their verification slips prior to exams, 

confirming their identities manually can introduce considerable time and exertion to the 

procedure. This could lead to avoidable postponements and heightened pressure for both 

candidates and exam organizers. Nonetheless, by utilizing biometric facial recognition 

technology, candidates can undergo swift and precise verification through their distinctive 

facial attributes, obviating the necessity for protracted manual authentication protocols. This 
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approach streamlines the verification process, lessens the need for personnel and expenses, and 

guarantees a seamless and effective examination encounter, even in scenarios where 

verification slips are misplaced due to unforeseen circumstances. 

 

 

Low Integrity and Effectiveness of Human Verification 

 

In the conventional approach to confirming student identities, numerous potential 

inaccuracies or complications could emerge during the process. An example of this might occur 

if the documents presented by the students themselves is out-of-date or if the specifics don't 

line up with the information kept in official databases. Furthermore, human verification 

personnel are susceptible to errors, especially when confronted with resemblances in physical 

attributes among students, like comparable heights, hairstyles, or eyewear choices. This 

likeness can lead to instances of mistaken identity or erroneous outcomes. 

 

These discrepancies and incongruities within the verification procedure can wield a 

substantial impact on its efficiency. Data integrity is also a critical concern in the verification 

process. Loss, corruption, or compromise of data can significantly impact the accuracy and 

reliability of the verification results. This condition may also compromise the dataset's overall 

security and reliability, leading to inaccurate findings and possible security breaches. Biometric 

facial recognition technology, on the other hand, provides a more dependable and accurate 

method of verifying students. Within the context of confirming student identities, the 

resemblances in physical characteristics among students, including elements like heights, 

hairstyles, eyewear choices, and other factors, can present a difficulty for verification 

personnel. This scenario can give rise to errors in human recognition, potentially leading to 

instances of mistaken identity or erroneous results. To illustrate, there is a possibility that 

verification staff might misidentify a student as another due to the resemblances in their 

physical traits, consequently producing verification results that are not accurate. [6] 
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1.2  Project Objectives 

The primary objective of this thesis is to introduce an innovative application that capitalizes 

on facial recognition technology for the explicit purpose of identifying and validating 

candidates' presence within examination venues, all through the analysis of digital images. 

This endeavor encompasses the creation of an automated framework adept at detecting facial 

profiles within images, subsequently extracting intricate facial attributes, and ultimately 

executing the task of face recognition. The overarching goals of this project encompass: 

 

Reduce Fraudulent in the Form of Impersonation Cases in Exam Location 

 

With the increasing prevalence of cheating in various types of exams, ranging from 

quizzes to nationwide exams. Candidates have gotten more inventive in finding ways to gain 

an unfair advantage, ranging from simple tricks to sophisticated methods like hiring someone 

to take exams on their behalf. To address this problem at exam locations, facial recognition 

technology has emerged as a promising solution. Through the utilization of sophisticated 

biometrics powered by advanced Machine Learning (ML), facial recognition technology can 

adeptly register students for examinations, authenticate their identities, and guarantee their 

attendance during tests in a secure and reliable manner [8]. 

 

One of the key advantages of facial recognition technology is its immunity to identity 

theft attempts. The technology can properly recognize and match face data with the stored 

data, making it very difficult for candidates to impersonate others due to each person's 

distinctive facial traits. This proficiency substantially diminishes the likelihood of exam 

impersonation, where candidates aim to deceive by enlisting substitutes to undertake exams 

in their stead. The incorporation of facial recognition technology within examination venues 

holds the potential to significantly elevate the integrity and trustworthiness of the 

examination procedure. It offers a reliable and secure method of authenticating candidates' 

identities, eliminating fraudulent actions, and maintaining a level playing field for all 

candidates. Furthermore, the employment of facial recognition technology can assist to 

protect the reputation of the educational system by discouraging cheating and fostering 

academic integrity. 
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Reduce the Time Taken and Increase the Effectiveness of the Verification and  

Validation Processes of Candidates 

 

Facial recognition technology holds the capability to streamline the authentication and 

validation procedures for candidates through the automated identification and 

acknowledgment of individuals, obviating the necessity for manual authentication by 

examination personnel. Traditional methods reliant on manual authentication, frequently 

entailing the scrutiny of identification documents and their alignment with the candidate's 

appearance, can consume substantial time and demand considerable labor, particularly in 

situations encompassing a significant number of candidates. By employing a facial 

recognition system, this procedure can be automated, leading to a reduction in the time 

allocated to candidate verification and validation processes, thereby enhancing the real-time 

efficiency of facial detection and recognition. 

 

Furthermore, facial recognition technology facilitates an elevated degree of precision and 

reliability in contrast to conventional approaches. Human inaccuracies, encompassing errors 

in aligning identification documents or erroneously identifying candidates founded on their 

physical traits, can be mitigated or eradicated through the application of facial recognition 

systems. This can yield a more efficient process of candidate authentication and validation, 

guaranteeing accurate access authorization to examination sites and diminishing the potential 

for impersonation or deceitful undertakings. 

 

Furthermore, a facial recognition system has the potential to amplify the efficiency of the 

validation procedure through the secure retention and handling of data, thereby safeguarding 

the integrity and auditability of the data. This precautionary measure aids in deterring any 

tampering or unauthorized alteration of data, which in turn ensures the credibility and 

dependability of the validation outcomes. The incorporation of biometrics driven by machine 

learning within facial recognition technology contributes to precise and swift facial 

expression recognition, thereby rendering it more challenging for candidates to engage in 

cheating or employ deceptive tactics during examinations, like enlisting the help of a friend 

or surrogate to undertake the test. 
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By April 2020, significant advancements had been made in the precision of face 

identification algorithms, achieving an error rate as low as 0.08%. This stands in stark 

contrast to the 4.1% error rate observed in the leading algorithm of 2014, as detailed in the 

findings of the National Institute of Standards and Technology (NIST). [9] This minimal 

error rate within facial recognition technology has significantly truncated the time-consuming 

task of confirming candidates' identities. The effectiveness of the authentication and 

validation processes is heightened, as the precise and dependable facial recognition system 

can swiftly and accurately confirm candidates' identities, thus curtailing the time investment 

necessary for the verification stage. The heightened accuracy of facial recognition technology 

permits the optimal utilization of resources, encompassing personnel, equipment, software, 

and time. The system can adeptly handle a substantial volume of candidates in real-time, all 

the while upholding the accuracy and reliability of the authentication process. This serves to 

streamline the examination administration by diminishing the time expended on identity 

confirmation, thereby facilitating the more efficient allocation of resources and elevating the 

general efficacy of the verification and validation protocols. 

 

Increase Data Integrity of Face Recognition 

 

Facial recognition technology, conversely, depends on algorithmic processes driven by 

data, which can enhance the integrity of data by diminishing the likelihood of human 

mistakes and predispositions. Through the utilization of facial recognition for identity 

authentication within examination venues, the precision and trustworthiness of the 

verification procedure can be elevated, consequently heightening the integrity of the data. 

The algorithms of facial recognition can autonomously identify and isolate facial attributes 

from digital images, subsequently contrasting them with pre-established data to validate the 

student's identity. This mechanized procedure curtails the possibilities of human errors, 

biases, and incongruities that may be linked with manual verification techniques, thus 

strengthening the validity of the authentication process. 

 

To ensure the accuracy and integrity of facial recognition data, it is essential to train the 

AI or ML models using carefully selected datasets that are not overfitting or underfitting and 

are unbiased. This requires meticulous data preparation, which includes removing biases, 

noise, and inconsistencies from the training data. Furthermore, the training procedure should 
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encompass a wide array of facial images that encompass diverse ethnicities, genders, ages, 

and expressions, in order to preclude bias and enhance the model's resilience. Through the 

meticulous curation and training of facial recognition models utilizing top-notch and diverse 

datasets, the soundness and effectiveness of the data employed for identification and 

authentication can be elevated. This guarantees the dependability, precision, and impartiality 

of the facial recognition system, ultimately fostering elevated data integrity throughout the 

verification process. 

 

In ideal circumstances, facial recognition software can attain nearly flawless precision. 

Facial recognition technology has made substantial strides in recent times, consistently 

lowering its error rates. In assessments like the NIST's Facial Recognition Vendor Test 

(FRVT), verification algorithms are utilized to match participants against well-defined 

reference images, like passport photos. These types of comparisons can yield accuracy levels 

as remarkable as 99.97% [9]. This underscores the efficiency of facial recognition algorithms 

in precisely recognizing and confirming individuals. The AI or ML model responsible for 

training facial recognition must guarantee that the chosen training dataset is neither over nor 

underfitting and is also free from biases. As a result, this approach enhances the excellence 

and reliability of the data. 

 

It's important to highlight that preserving data integrity is a continuous endeavor. New 

data might need to be consistently curated and integrated into the training procedure to 

accommodate changing situations and enhance the precision and equity of the facial 

recognition system. Consistent supervision, assessment, and enhancements to the training 

data play a crucial role in maintaining the system's effectiveness and reliability when it comes 

to identifying and authenticating individuals in examination venues and various other 

scenarios. 
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1.3  Project Scope and Direction  

The project's culmination is an application for facial recognition designed to validate the 

identities of exam candidates during examination sessions. Essentially, the project entails 

collecting facial photos of exam candidates exhibiting diverse characteristics, including 

different angles, lighting conditions, shadows, expressions, and other factors if feasible. The 

scope of the project includes the task of recognizing exam candidates in photographs, maybe 

in real-time circumstances as well. In this endeavor, the recognition process begins with 

employing cameras equipped with facial detection technology to locate and pinpoint the 

facial image of an exam candidate, even when they are positioned straight ahead or in a side 

profile within the image. The undertaking might necessitate the establishment of essential 

infrastructure within exam venues, which could encompass the installation of cameras and 

associated hardware, along with the configuration of software for facial recognition 

capabilities. This process might also entail resolving any physical, technical, or logistical 

challenges posed by varying examination environments, including differences in lighting 

conditions and camera perspectives. 

 

This undertaking would involve obtaining appropriate consent from the authorities, 

adhering to privacy regulations, and assuring the security and reliability of the acquired data. 

The model would then undergo training using this dataset to familiarize itself with and 

distinguish the distinctive facial attributes of individual exam candidates. The project would 

encompass the creation and implementation of a robust identity verification mechanism using 

facial recognition technology. This might entail capturing facial images of exam participants 

both during registration and during the actual exams, subsequently matching these images 

against stored facial templates to verify their identity. In this process, the facial image is 

analyzed. This facial recognition technology would rely on 2D (two-dimensional) 

representations, as it's more convenient to compare 2D images within a database compared to 

3D images. The application will analyze facial geometry to identify the unique facial traits 

that set each face apart. Based on these facial characteristics, the process involves 

transforming analog information, such as a facial image, into a digital representation of data 

that's essentially distilled into a mathematical formula. A determination is made by assessing 

whether the resulting facial print corresponds to the image stored within the facial recognition 

database. 
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The project might entail the integration of the facial recognition system with the pre-

existing exam management system, which comprises aspects like enrollment, scheduling, and 

result management. Within this endeavor, there would be an exhaustive process of testing and 

validating the facial recognition system to guarantee its precision, dependability, and security. 

This could entail conducting thorough tests across various examination venues, validating the 

system against known identities, and tracking its performance over an extended period. Any 

identified issues or errors during this testing phase would necessitate resolution. 

 

On the whole, the project's scope and trajectory concerning facial recognition for identity 

verification within examination venues would adopt a comprehensive approach. This would 

encompass the selection of appropriate technology, the establishment of necessary 

infrastructure, the accumulation and training of data, the identity verification procedure, the 

integration with pre-existing systems, rigorous testing and validation, as well as the delivery 

of training and accompanying documentation. 
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1.4  Contributions 

The system outlined in this project aims to create an automated mechanism for detecting 

and recognizing faces to ensure accurate candidate identification within an examination 

framework. Employing facial recognition technology can introduce an extra stratum of security 

by precisely confirming the identity of individuals partaking in exams, relying on their distinct 

facial attributes. This mechanism holds the potential to deter instances of impersonation and 

cheating during exams, thereby guaranteeing that only authorized individuals gain access to 

the examination process. Facial recognition facilitates speedy, automated, and smooth 

verification, circumventing issues such as the loss or theft of identification credentials. 

 

This project aims to enhance the effectiveness of verifying exam candidates' identities, 

primarily by expediting the process through the implementation of facial recognition. This 

technology can streamline the identity verification procedure within examination sites, 

resulting in swifter and more efficient outcomes when compared to traditional methods like 

manual ID checks. Automated facial recognition can promptly align exam takers' facial images 

with stored templates, diminishing the necessity for manual interference and conserving time. 

Furthermore, facial recognition technology can improve accessibility for candidates with 

disabilities, who may have difficulty providing physical identification credentials. Face 

recognition technology can give a non-intrusive and convenient way for students to confirm 

their identification, making tests more inclusive and accessible. 

 

In addition, facial recognition technology can bring about a substantial improvement in 

accessibility for candidates with disabilities. Let's consider a student who has mobility 

impairments and might struggle to reach their wallets, bags, or pockets to retrieve physical 

identification documents. In this context, conventional methods might be both inconvenient 

and frustrating. However, with the integration of facial recognition, this student could easily 

confirm their identity by looking at the camera, which is particularly beneficial when the 

algorithm requires complete facial features for accurate identification. This mechanism offers 

a non-intrusive and user-friendly approach to identity verification, making the exam 

environment more inclusive and accommodating. 

 

Next, implementing automated identity verification through facial recognition can alleviate 

the administrative load on exam administrators and staff. This approach has the potential to 
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diminish the necessity for labor-intensive tasks like manual record-keeping, data entry, and 

document management associated with identity validation. This shift in workload allocation 

can release valuable resources, enabling these personnel to focus on other crucial 

responsibilities. With facial recognition's ability to provide a seamless and user-friendly 

experience for exam takers, it eradicates the requirement for physical documents and manual 

identity inspections. Consequently, this advancement can mitigate the stress and apprehension 

often experienced by exam candidates. From the perspective of the institution, incorporating 

facial recognition for identity verification in exams aligns with important rules and standards 

that ensure fair exams, data security, and confidentiality. This approach demonstrates the 

institution's commitment to conducting verification in a way that follows the rules, protecting 

the privacy and rights of exam candidates. 

 

Facial recognition technology holds promise for future advancements, including its fusion 

with other biometric methods, refinement of accuracy, and extension to different examination 

venues. These possibilities offer avenues for continuous innovation and enhancement in the 

realms of exam administration and identity validation. Employing facial recognition for 

identity validation in examination sites brings forth numerous benefits, encompassing 

heightened security, elevated efficiency, improved accessibility for those with disabilities, 

decreased administrative load, data reliability, enriched user experience, adherence to 

regulations, and prospective innovation. This integration helps to prevent exam impersonation 

and dishonesty, makes identity checks easier, reduces admin tasks, ensures exam fairness, and 

paves the way for innovation. 
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1.5  Report Organization 

This report will include of seven sections, namely the introduction, a review of the literature, 

the system's methodology or approach, the design of the system, its implementation, an 

evaluation, and discussion of the system, and finally, the conclusion. 

 
Chapter 1 covers various aspects such as project background, project introduction, problem 

statements, objectives, and contributions. These elements collectively provide a 

comprehensive overview of the project. 

 
Chapter 2, the literature review, encompasses relevant historical background, along with an 

exploration of existing systems, technologies, and facial recognition algorithms that are 

currently in use. 

 
Chapter 3, titled "System Method or Approach," focuses on clarifying the methodology used 

for the system development process, specifically emphasizing the adoption of the Prototyping 

model, along with the presentation of the system's design diagram. 

 

Chapter 4, covers "System Design," provides an overview of the initial stages of the proposed 

project. This chapter will cover aspects such as the system block diagram, a description of the 

system's flow, and the design of interactions among system components. 

 

Chapter 5, designated as "System Implementation," covers the establishment of both 

hardware and software configurations. This chapter details the initial setup and configuration 

of the Integrated Development and Learning Environment (IDLE), along with a description 

of the system's operation, accompanied by reference screenshots. 

 

Chapter 6, is about "System Evaluation and Discussion," entails an examination of the 

system's performance and evaluation, encompassing feedback and reviews obtained after 

testing. This chapter also addresses the project's encountered challenges and issues, 

concluding with recommendations. 

 

Chapter 7 is the conclusion of the project serves as a summarization of the proposed system. 
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Chapter 2 

Literature Review 

 

2.1  Different Approaches of Face Recognition 

Face recognition has captivated a variety of backgrounds, including face recognition, facial 

patterns, computer graphics, computer vision, neural networks, and psychology. However, a 

few techniques for facial recognition are as follows: [7] 

 

1. Holistic Matching Methods 

2. Feature-based (structural) Methods 

3. Hybrid Methods Holistic Matching Methods 

 

In holistic matching, this strategy employs the complete facial image as the unprocessed input 

for a recognition system. The holistic matching technique can be classified into linear and non-

linear projection techniques. [7] In the case of non-linear projection, the initial image is 

transformed into a high-dimensional space where facial features are streamlined, and then 

conventional linear methods are employed. In linear projection methods like principal 

component analysis, the input images undergo scrutiny based on their grayscale values. [7] In 

order to train the system, multiple perspectives of individuals are amassed within a database. 

Each of these images will be translated into a lengthy vector using grayscale representation. 

When it comes to recognition, the vectors corresponding to pertinent faces are matched against 

all stored vectors in the database. The vector image in the database that most closely resembles 

the unfamiliar face is determined as the recognized face. Given the potentially extensive scale 

of each vector, variations in lighting conditions and noise might affect the accuracy of grayscale 

levels. The assembly of images serves as a training dataset for image comparison and the 

generation of eigenfaces. At the moment, image information can be employed to derive 

Eigenfaces using a mathematical method called Principal Component Analysis (PCA). [10] 

Below is the figure illustrating the flow of the eigenface-based algorithm. 
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Figure 2.1: Flow chart of eigenface-based algorithm 

 

Features-based (structural) Methods [10]: 

 

This approach entails the initial extraction of the positions and specific characteristics within 

limited areas, encompassing geometric and/or visual data related to facial components like 

eyes, nose, and mouth. These isolated characteristics are subsequently fed into a structural 

classifier. A common challenge in feature extraction is the “restoration” of features, which 

arises when features are not visible due to large variations, such as variations in head posture 

when comparing frontal and profile images. The methods used to differentiate among the three 

distinct extraction techniques are outlined below: (I)Generic methods utilizing edges, lines, and 

curves, (II)Feature-template-based method, and (III)Structural matching methods that 
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integrating geometric restrictions on the features. Because the system employs depth and a 

measurement axis, even a side view offers sufficient data for precise identification. The 

standard process for the 3D system encompasses various stages, such as detection, position 

determination, measurement, representation, and matching. 

 

Hybrid Methods: 

A hybrid approach to face recognition merges both holistic and feature-based (structural) 

methods. Generally, the facial image is captured in 3D, and then the system employs an 

algorithm to compute facial feature data. 

 

 

2.1.1  Haar – Cascade Classifier Algorithm 

Paul Viola and Michael Jones introduced the Haar-Cascade classifier as a proficient tool for 

object detection. [11] According to Sander Soo (2014), a Haar-like feature analyses  

the adjacent rectangular sections in a detection window at a fixed position, sums up pixel 

intensities in each area, and subsequently computes the disparity between these totals. [11] The 

outcome will be utilized for classifying the image's subsections. The Haar-Cascade classifier 

will conduct training using both positive and negative images, enabling it to identify objects 

through the learned patterns. This classifier can recognize various human features, including 

complete body, lower body, eyes, and front-facing face. 

 

 

2.1.2  R-CNN (Region-based Convolutional Neural Network) 

In 2014, a group of scientists at UC Berkeley developed the R-CNN, a deep convolutional 

network capable of identifying 80 distinct object categories within photographs. [12] R-CNN 

consists of three main components: firstly, it generates 2,000 region suggestions through the 

Selective Search approach. After resizing these regions to a predefined consistent size, a 4,096-

dimensional feature vector is extracted from each proposed region. Lastly, it employs a pre-

trained SVM (Support Vector Machine) algorithm to classify the region proposal as either the 

background or one of the object categories. 
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Figure 2.1.2: R-CNN  

 

2.1.3  Adaboost (Adaptive Boosting) 

Adaboost is a method that can swiftly process images with remarkable precision in detection. 

It's a machine learning algorithm that constructs a robust classifier by combining weak 

classifiers in multiple stages. To achieve impressive face detection performance, Adaboost-

based face detection employs Haar 2D features, "integral pictures," and a "cascade" approach 

[13]. In the investigation of the POFA (Pictures of Facial Affect) dataset, perfect accuracy of 

100% has been achieved in face detection. Figure 2.1.3 below illustrates the identified face, 

highlighted with a red rectangle [13]. 

 

 

Figure 2.1.3: Face Detection based on Adaboost 

(The regions indicated by the red rectangles are the results of detected face area) 
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2.1.4  LBP (Local Binary Patterns) 

LBP (Local Binary Pattern) is a simple and effective texture operator that assigns binary labels 

to image pixels by comparing the neighborhood of each pixel against a threshold, resulting in 

a binary numerical representation [14]. In the beginning, nearby pixels within a predefined 

patch receive an integration value if their grayscale level surpasses that of the central pixel; 

otherwise, a value of zero is assigned. Then, the central pixel is assigned a binary digit based 

on the integration values of its neighboring pixels. The classic LBP operator employs a 3 x 3 

patch, producing an 8-digit binary code derived from the neighboring pixel values. After 

labeling all the pixels in an image, the final step involves creating a histogram using the 

resulting LBP array. 

 

 

Figure 2.1.4: An example of computing the LBP outcome (right) from the original 

image (left). 
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2.2 Application of Face Recognition 

 

2.2.1  Android’s Face Unlock 

Apart from the traditional use of PINs and the evolving fingerprint scanners, facial 

recognition technology has become a common security feature in smartphones. Nowadays, 

nearly all mobile phones incorporate facial recognition technology as an alternative to PINs or 

fingerprints for unlocking. However, there is a security concern with this standard facial 

recognition method because it solely relies on the front-facing camera in combination with a 

2D facial recognition algorithm. This makes it cost-effective and convenient to capture an 

image of the user's facial features using only two dimensions. Nonetheless, since this is merely 

a 2D image, it becomes vulnerable to a potential thief who could easily deceive the system and 

unlock the phone with a simple snapshot of the user's face [15]. In 2018, Samsung introduced 

the Galaxy S9 or S9+ smartphones featuring a security feature called "Intelligent Scan," which 

seems to blend iris and facial recognition technologies [16]. Initially, the phone performs a 

facial recognition scan as the first step in the unlocking process. If this facial recognition scan 

fails to unlock the device, it then proceeds to check the user's irises. In cases where neither of 

these methods succeeds, Intelligent Scan makes an effort to verify the user's identity by 

combining both approaches. Importantly, this entire process occurs almost instantaneously 

[17]. One challenge faced by iris scanning technology is its effectiveness under bright sunlight 

conditions [18]. In such situations, the device turns to verifying the user's identity through facial 

recognition using Intelligent Scan. Conversely, in low-light conditions, facial recognition may 

not perform at its best, prompting the phone to utilize the infrared iris scanner instead [18]. 

These processes all take place rapidly, making Intelligent Scan a swift and convenient method 

for unlocking the device. It's worth noting that Intelligent Scan isn't a new form of biometric 

authentication by itself; rather, it's an intelligent algorithm that selects the most suitable 

authentication method based on the prevailing environmental conditions [18]. 

 

2.2.2  Apple Face ID 

Samsung introduced its facial recognition unlock feature prior to Apple's Face ID on the 

iPhone X, but it's widely perceived as being less secure than Apple's technology [17]. Face ID's 

process involves using an infrared floodlight to illuminate the user's face, and this illumination 

remains unaffected by the ambient lighting conditions since it operates in the non-visible 
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spectrum. Afterward, a grid of 30,000 infrared laser points is projected and subsequently 

reflected by the floodlight [15]. Rather than taking a picture of the infrared light pattern, the 

specialized infrared camera in Face ID detects slight variations in the matrix point reflections 

caused by tiny movements of the user's face. This process enables the capture of extremely 

accurate 3D depth information [15]. iPhone devices then compare these scans or mathematical 

models of the user's face with the one that has been previously set up and stored on the device 

to determine if there is a match. If a match is found, it unlocks the phone or authorizes an Apple 

Pay payment [19]. Upon the initial release of Face ID, Apple emphasized its commitment to 

preventing the system from being deceived by methods such as using photographs. To bolster 

security, Apple collaborated with expert Hollywood mask makers and makeup artists to train 

the model and ensure Face ID's resistance to such bypass attempts [19]. Face ID mandates user 

attention for unlocking, so if a user's eyes are closed or they are not looking at the device, it 

won't unlock. Additionally, the company stated that the likelihood of someone unlocking 

another person's iPhone with Face ID is as low as one in a million [19].  

 

 

2.2.3  DeepFace 

DeepFace is a sophisticated facial recognition system developed by a team of researchers at 

Facebook, employing deep learning techniques. The team utilizes this facial recognition system 

for tagging images on Facebook [20]. This procedure entails the comparison of a human face 

captured from a digital image or a video frame with a Facebook database containing multiple 

faces to identify a match. The illustration below demonstrates that DeepFace is an 8-layered 

convolutional neural network model, with each layer designated by a combination of a letter 

and a number. The numbers range from 1 to 8, indicating the layer's index, while the letters 

convey the layer's type. Specifically, "C" represents a convolutional layer, "M" indicates 

maximum pooling, "L" signifies a locally connected layer, and "F" denotes a fully connected 

layer [20]. Although it has a relatively limit number of layers, DeepFace boasts an extensive 

parameter size. Nevertheless, the implementation of DeepFace raises certain apprehensions, 

including issues related to privacy (capturing people's movements without consent), bias 

(potential discrimination against individuals of varying races, ages, or genders), and misuse 

(the misuse of facial images for malicious or illegal purposes) [20]. 
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Figure 2.2.3: DeepFace Model Structure  

 

 

2.2.4  FaceNet 

Back in 2015, Schroff and his team at Google introduced FaceNet, a deep neural network 

designed to extract distinctive facial characteristics from images of individuals' faces [21]. 

FaceNet operates by taking an image of a person's face as input and producing a 128-

dimensional vector that encapsulates the essential facial features. This vector, often referred to 

as an 'embedding' in machine learning, condenses the distinctive traits of the face into a concise 

numerical representation [21]. The figure below shows the algorithm of FaceNet. 

 

  

Figure 2.2.4: FaceNet Algorithm (takes image of a face as input and outputs the 

embedding vector)  

 

Embeddings enable the representation of a facial image as coordinates on a Cartesian 

coordinate system. To train FaceNet, a substantial dataset of facial photos is necessary. During 

the training process, FaceNet initializes random vectors for each image, leading to scattered 

data points on the plot [21]. It then proceeds to randomly choose an anchor image, a positive 

image (belonging to the same person), and a negative image (belonging to a different person). 

The network's parameters are adjusted in such a way that the positive image becomes closer to 

the anchor image than the negative image, a technique known as 'Triplet Loss' [21]. This 
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iterative process continues until all images of the same person are close to each other and far 

from images of different individuals, resulting in learned embeddings that effectively capture 

facial features [21]. 

 

2.3  Strength and Weakness of Face Recognition Applications 

 Strength Weakness 

Android’s  

Face Unlock 

• Provides a quick and 

convenient method for 

unlocking the device by 

merely gazing at it. 

 

• User convenience with a 

simple setup and 

straightforward operation. 

 

• Incorporation with a range 

of applications and 

services, including those 

related to banking and 

payments. 

 

 

• Availability on Android 

devices can vary depending on 

the specific hardware model. 

 

• Exhibits reduced reliability in 

demanding situations like low-

light settings, extreme angles, 

or alterations in the user's 

appearance. 

Apple Face  

ID 

• High security with complex 

depth-sensing camera 

system that captures and 

examines more than 30,000 

infrared dots. 

 

• Faster and more efficient 

than fingerprint biometrics 

using capacitive-based 

technology and optical 

sensors. 

• Privacy worries arise when 

third-party app developers 

utilize the system to gather 

facial data. 

 

• The accuracy is compromised 

by various environmental 

factors like fluctuations in 

lighting, different poses, and 

alterations in facial 

expressions. 
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DeepFace • Achieves accuracy rates 

that exceed the 

performance of humans. 

 

• Have a substantial user 

population and a vast 

dataset for training 

purposes. 

 

• Quick and effective real-

time processing 

capabilities. 

 

 

• Privacy concerns involving the 

collection and retention of 

facial data. 

 

• Significant potential for 

fraudulent and criminal 

activities due to 

vulnerabilities. 

Face Net • Capability of accurately 

identify faces regardless of 

different facial expressions 

and angles. 

 

• Capable of functioning 

effectively under varying 

lighting conditions. 

 

• Capable of recognizing 

faces that have facial 

markings. 

 

• Can identify partial or half-

faces accurately. 

 

 

• Unable to provide accurate 

matches when images are 

edited with text overlaid on 

them. 

 

• Tends to place excessive 

emphasis on the similarity of 

eyewear when individuals are 

photographed wearing glasses 

in the images. 

 

Table 2.3: Strength and Weakness of Face Recognition Applications  
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Chapter 3 

System Methodology/Approach 

 

3.1  Methodology 

The chosen approach for this project is the Prototyping Model, a methodology that entails 

the creation, testing, and iterative refinement of application prototypes until a desirable 

outcome is attained. This iterative process sets the stage for the subsequent development of 

the complete software or product based on the well-defined and refined requirements. This 

approach is most effective when not all project requirements are fully understood upfront. It 

entails an iterative and exploratory trial-and-error process as part of the development journey. 

As the project is carried out by individual rather than in a team setting, Prototype Model is 

ideal for individual programming projects because it accommodates evolving requirements, 

encourages quick progress, and simplifies development, all while ensuring the software 

aligns with the developer's vision. 

 

 

Figure 3.1: Prototype Model 
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Main phases of Prototyping Model: 

 

1. Requirements Gathering 

In this phase, the initial project requirements are gathered. These requirements 

include aspects such as user identification, user enrollment, hardware 

requirements, user interface, and more.  

 

2. Prototype Development 

The Prototype development phase includes a rapid design process. This stage 

involves creating a basic system design, although it may not be the final, 

comprehensive design. For instance, I constructed a face recognition 

attendance system application using PyCharm Community and Firebase as an 

online database to store relevant data. 

 

3. User Evaluation of Prototype and Suggestions to Refine Requirements 

In this phase, the proposed system will be introduced to the Utarian for an 

initial evaluation. I will gather feedback from both my friends and my 

supervisor regarding the prototype testing. Subsequently, I will enhance the 

prototype based on this feedback until the users are content with the result. 

Once the final prototype is approved, we will proceed to develop the ultimate 

system. 

 

4. Implementation and Testing 

In this final phase, once the final face recognition attendance system 

application is constructed based on the approved final prototype, it undergoes 

comprehensive testing to ensure its functionality and reliability. After 

successful testing, it is deployed for production use. 
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3.2  Use Case Diagram 

 

 

Figure 3.2: Overall Use Case Diagram 
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3.3  Use Case Description 

Use Case Name: Login   ID: 1    Importance Level: High    

Primary Actor: Admin, System   Use Case Type: Detail, Essential   

Stakeholders and Interests:   

• Admin - wants to login to his/her account.   

Brief Description:   This use case describes how we handle the process of login to 

the users’ account.   

Trigger:    User wants to view his/her account details.   

Type:        External   

Relationships:   

Association:   Admin  

Include:          type user Id and password   

Extend:          separate to admin login and student login   

Normal Flow of Events:   

1. Admin needs to enter user Id and password.   

2. The system will check whether this user Id exists in the system or not.   

3. The system will check whether the user’s Id and password correct or not.   

4. The system will check and validate credentials. 

5. The system will load all the system function of the admin’s account and 

direct access to admin main page.     

Sub Flows: Not applicable   

Alternate / Exceptional Flows:   

      1a. Admin can press “Show Password” if would like to display the entered 

password.         

  

 

Table 3.3.1: Use Case – Login Module 
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Use Case Name: Add Candidate ID: 2    Importance Level: High    

Primary Actor: Admin, System   Use Case Type: Detail, Essential   

Stakeholders and Interests:   

• Admin - wants to add new candidate into the system 

Brief Description:   This use case describes how we handle the process of admin to 

add new candidate into the system. 

  

Trigger:    Admin wants to add new candidate information.  

Type:        External   

Relationships:   

Association:   Admin   

Include:          Not applicable   

Extend:          Not applicable   

Normal Flow of Events:   

1. To begin the process of adding a new candidate to the system, admin need 

to navigate to the 'Candidate List' tab and selects the 'Add Candidate' button. 

2. Upon choosing 'Add Candidate,' an entry form promptly appears on the 

screen.  

3. Then, inputting essential details such as the candidate's name, ID, faculty, 

starting year of intake, current studying year information. 

4. If the information is confirmed, clicking 'Add,' the candidate's 

information is securely and instantly updated in the Firebase database. 

Sub Flows: Not applicable   

Alternate / Exceptional Flows: Not applicable  

 

Table 3.3.2: Use Case – Add Candidate Module 
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Use Case Name: Register Candidate 

to Exam Subject  

ID: 3    Importance Level: Medium    

Primary Actor: Admin, System   Use Case Type: Detail, Essential   

Stakeholders and Interests:   

• Admin – register candidates to selected subject and session  

 

  

Brief Description:   This use case describes how admin handle registration of 

candidates to selected subject and session. 

 

Trigger:    Admin wants to register candidate to selected subject and session.  

Type:        External   

Relationships:   

Association:   Admin 

Include:          Not applicable   

Extend:           Not applicable   

  

Normal Flow of Events:   

1. Admin needs to direct to the Exam Registration page. 

2. Then, admin need to click on the ‘Register Candidate to Exam’ button at 

the bottom of the page.  

3. Admin needs to select desired subject and session. 

4. Admin must click on the ‘Confirm’ button as the selected candidate 

correctly added under the session child node inside Firebase. 

5. Admin can register for the candidate by select on the candidate name and 

click on the ‘Add Candidate’ button. 

6. If admin would like to view the selected candidates. There is a ‘Show 

Candidate’ button to display the selected candidates list. 

  

Sub Flows: Not applicable   

Alternate / Exceptional Flows: Not applicable  

 

Table 3.3.3: Use Case – Register Candidate to Exam Subject Module 
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Use Case Name: Verify Candidate   

                            Identity   

ID: 4    Importance Level: High   

Primary Actor: Admin, System   Use Case Type: Detail, Essential   

Stakeholders and Interests:   

• Admin – allow candidate to scan face for identity verification in exam  

  

Brief Description:   This use case describes how we handle the process of admin 

allow candidate to scan their faces for student identity verification  

Trigger:    Admin allow candidate to do facial recognition to verify identity.  

Type:        External   

Relationships:   

Association:   Admin  

Include:          Real-time scanning, update database  

Extend:           Not applicable   

  

Normal Flow of Events:   

1. Admins have to open camera and on the scan face function.  

2. Candidates have to stand in certain range for real time scanning for identity 

verification.  

3. Once candidate’s face has been recognized, their attendance will be taken 

at the same time.  

4. A confirmation notification will display and attendance information will 

update to Firebase.  

5. If candidate face structure n is unable to be recognized, then it will remain 

at the real time scanning phase.  

  

Sub Flows: Not applicable   

Alternate / Exceptional Flows: Not applicable  

 

Table 3.3.4: Use Case – Verify Candidate Identity Module 
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3.4  Activity Diagram 

 

 

Figure 3.4.1: Login Activity Diagram 

 

In the login activity diagram, admin need to access to the login page before entering the 

system. Then, it begins with the user entering their user ID and password in the login form. 

The system then checks these credentials for correctness. If the user ID and password are valid, 

the system grants access, and it will be directed to the main page. However, if the credentials 

are incorrect, an error message is displayed, and the user is prompted to re-enter their 

information. This loop continues until the user enters the correct credentials or decides to exit 

the login process.  
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Figure 3.4.2: Candidate Verification Activity Diagram 

 

In the candidate verification activity diagram, the admin must first access the candidate 

verification page before proceeding to scan candidates' attendance. Within the candidate 

verification page, they are required to select the exam subject and corresponding session. Upon 

confirming this information, a notification will appear to confirm the selection. Subsequently, 

the admin can commence scanning candidates' faces for attendance. If the scanning and 

verification process is successful, the system displays the candidate's information and the 

recorded time will update to Firebase, confirming their attendance for the selected exam and 

session. In case of unsuccessful scanning, the admin remains on the scanning page to make 

additional attempts. Finally, when the scanning session is complete, they have the option to 

choose to terminate the scanning process. 
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Figure 3.4.3: Exam Registration Activity Diagram 

 

In the exam registration activity diagram, the administrative user is responsible for adding 

new exam subjects to the system. To initiate this process, the admin first accesses the exam 

registration page within the system. On this page, they proceed to input essential information 

about the exam, including the subject name, date, number of sessions, and the exam location. 

If the provided information is confirmed, the user can proceed by clicking the 'submit' button 

to register the subject. Subsequently, the details of the exam subject are stored in Firebase for 

future reference. In the event that the information is not confirmed, the user has the option to 

continue editing it. Additionally, the user can choose to continue the session if they intend to 

add another exam subject, or they can opt to conclude the exam registration session if no further 

additions are needed. 
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Figure 3.4.4: Register Candidate to Exam Activity Diagram  

 

For the activity diagram of register candidate to exam, the task needs to be carried out under 

the “Exam Registration” page. The initial step involves the administrator's selection of the 

exam subject and session. Once the choice is made, the administrator proceeds by clicking the 

confirmation button, triggering the appearance of a notification displaying the selected subject 

and session for verification. If, at this point, an erroneous selection is identified, the 

administrator has the flexibility to rectify it by re-selecting the exam subject or session. 

Following confirmation, the administrator can choose candidates from a list and add them to 

the registration process by clicking "Add Candidate." This updates candidate information in 

the Firebase database, securely linking it to the chosen exam subject and session for streamlined 

management and tracking. 
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Figure 3.4.5: Add New Candidate Activity Diagram 

 

Within the "Add Candidate" activity diagram, the administrative process commences by 

navigating to the "Candidate List" tab to initiate the addition of new candidates to the system. 

Clicking on the "Add Candidate" button empowers the admin to input the candidate's pertinent 

information. Once the details are confirmed, there is an option to submit the form, resulting in 

the data being seamlessly updated in the Firebase database. 

Furthermore, the admin retains the flexibility to either proceed to the next candidate entry 

or choose to continue editing if any information requires modification or verification. If the 

admin wishes to exit the "Add Candidate" page and return to the candidate list, simple click on 

the "back" button facilitates a smooth transition back to the previous page. The admin has the 

option to end the session if they no longer need to add new candidates. 
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Chapter 4 

System Design 

 

4.1  System Block Diagram 

 

Figure 4.1: System Block Diagram 

 

In the system design block diagram, the process begins with a camera that connects to a 

Wi-Fi network. Upon system readiness, the administrator gains the ability to initiate attendance 

tracking by activating the real-time facial scanning feature. During this real-time scanning 

process, the frame captures the candidate's face, which is then subjected to face detection and 

recognition algorithms. Initially, the system identifies the candidate's face, and subsequently, 

it matches the recognized face with the entries in the database. The relevant information, 

including candidate details and the timestamp of the recording, is then updated in Firebase. 

Simultaneously, during the recognition process, facial landmark encoding is saved in a pickle 

file format located within the database. This data stored in Firebase can later be retrieved and 

applied in the system operations. Subsequently, the system's administrator, who is the user, can 

utilize this collected information for various purposes within the system. 
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4.2  Data Preprocessing 

 

The face recognition system relies on the OpenCV and face_recognition libraries as its core 

components. To enable face recognition, a dataset of candidate photos is gathered, forming the 

foundation for comparison. Using OpenCV, the webcam stream is continuously captured, and 

each frame is processed to enhance efficiency. Frames are resized to reduce computational load 

and converted to RGB color format for consistency. The pivotal face recognition step involves 

encoding detected faces using the face_recognition library. This encoding serves as a unique 

fingerprint for each face. By comparing these encodings with reference encodings from the 

dataset, the system identifies and matches faces. When a match occurs, it signifies a successful 

face recognition event. 

 

In the context of face recognition in PyCharm, "MMOD CNN" typically refers to a 

"Maximum-Margin Object Detection Convolutional Neural Network" used to build a face 

detection and recognition system. It is a type of deep learning model used for object detection 

tasks, and specifically designed to locate and classify objects within an image. The object 

detection techniques start by applying a binary classifier to small sections (sub-windows) of an 

image. This involve scanning an image with a small window and determining whether the 

content within that window contains an object of interest, such as a face, or not. After applying 

the binary classifier to many overlapping sub-windows of an image, it ends up with multiple 

detections, potentially covering the same object. Afterward, a process called non-maximum 

suppression is used to eliminate redundant detections in overlapping sub-windows, keeping 

only the most confident ones.  

 

As the problem of the number of possible sub-windows in an image can be extremely large, 

especially in high-resolution images or datasets with many objects to detect. To make the 

detection process computationally feasible, classifiers are typically trained and applied only on 

a subset of these sub-windows. To reduce computational complexity, this subset is chosen 

strategically by using sampling techniques. For the issue that the practice of sub-sampling sub-

windows for training and detection can lead to sub-optimal detection performance. By training 

the classifier on only a subset of sub-windows, it may overlook important information or object 

variations present in non-sampled sub-windows. Hence, this may result in less accurate object 

detection. 
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In the process of locating and identifying facial landmark, a specific pre-trained model, 

shape predictor is being used for image processing tasks, which is 

‘shape_predictor_5_face_landmarks’ and ‘shape_predictor_68_face_landmarks’. For 

‘shape_predictor_5_face_landmarks’, this model is designed to locate and identify five key 

facial landmarks on a human face. These landmarks are distinct locations or characteristics on 

the face, and their placements can be critical for a variety of applications such as face 

alignment, emotion analysis, and facial expression detection. The five facial landmarks 

detected by the model includes: ‘Left Eye Corner’, ‘Right Eye Corner’, ‘Nose Tip’, ‘Left 

Mouth Corner’, and ‘Right Mouth Corner’. These facial landmarks are expressed as (x, y) 

coordinates within the image, enabling precise localization and examination of distinct facial 

features. The utility of facial landmark detection spans from enhancing the precision of facial 

recognition systems to facilitating a variety of facial analysis tasks, including the recognition 

of emotions, estimating head poses, and more. For ‘shape_predictor_68_face_landmarks’, this 

model is designed to locate and identify 68 different facial landmarks on a human face. Facial 

landmark detection encompasses identifying specific points in various facial regions. These 

regions include landmarks along the eyebrows to capture their shape and position, points 

around the eyes (including the corners and eyelids), landmarks along the nose (covering the tip 

and sides), points outlining the lips (including the corners and various points along the lip 

contour), and landmarks along the jawline and chin. 
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4.3  System Flow Description 

The face recognition attendance system is a cutting-edge solution for automating attendance 

tracking. It starts by capturing a person's face through a camera and checks it against enrolled 

individuals. If a match is found, attendance is recorded with a timestamp. 

 

4.3.1  Login.py 

 

The Python file Login.py is responsible for handling the login functionality. It verifies user 

credentials and, upon successful verification, directs the admin to the main admin page. 

 

 

Figure 4.3.1.1: Login.py Diagram (1/3) 
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Figure 4.3.1.2: Login.py Diagram (2/3) 
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Figure 4.3.1.3: Login.py Diagram (3/3) 
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4.3.2  Init_firebase.py 

 

The Python file init_firebase.py is responsible for initializing Google Firebase. It is designed 

to be called or imported into other Python files as needed to establish the Firebase connection 

and configuration. 

 

 
Figure 4.3.2.1: Init_firebase.py Diagram (1/1) 
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4.3.3  AddDatatoDatabase.py 

 

The Python file AddDataToDatabase.py is used to add candidate information to Firebase. As 

a demonstration, it includes the addition of 15 sample candidate records to Firebase. 

 

 
Figure 4.3.3.1: AddDatatoDatabase.py Diagram (1/3) 
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Figure 4.3.3.2: AddDatatoDatabase.py Diagram (2/3) 
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Figure 4.3.3.3: AddDatatoDatabase.py Diagram (3/3) 
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4.3.4  EncodeGenerator.py 

 

To encode the facial features of a candidate's profile image for the recognition process, an 

encoding algorithm is employed. This algorithm extracts and represents the unique facial 

features of the candidate, facilitating subsequent recognition tasks. 

 

 
 

Figure 4.3.4.1: EncodeGenerator.py Diagram (1/1) 
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4.3.5  AdminTab.py 

 

This AdminTab.py include some primary function of administrator. The primary 

responsibilities of an administrator encompass several crucial functions, which include 

candidate verification, maintaining the candidate list, facilitating examination registration, and 

overseeing report generation. 

 

 

  
 

Figure 4.3.5.1: AdminTab.py Diagram (1/15) 
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Figure 4.3.5.2: AdminTab.py Diagram (2/15) 
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Figure 4.3.5.3: AdminTab.py Diagram (3/15) 
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Figure 4.3.5.4: AdminTab.py Diagram (4/15) 
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Figure 4.3.5.5: AdminTab.py Diagram (5/15) 
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Figure 4.3.5.6: AdminTab.py Diagram (6/15) 
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Figure 4.3.5.7: AdminTab.py Diagram (7/15) 
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Figure 4.3.5.8: AdminTab.py Diagram (8/15) 
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Figure 4.3.5.9: AdminTab.py Diagram (9/15) 

 



Bachelor of Information Systems (Honours) Business Information Systems   

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    58 
 

 
 

Figure 4.3.5.10: AdminTab.py Diagram (10/15) 
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Figure 4.3.5.11: AdminTab.py Diagram (11/15) 
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Figure 4.3.5.12: AdminTab.py Diagram (12/15) 
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Figure 4.3.5.13: AdminTab.py Diagram (13/15) 
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Figure 4.3.5.14: AdminTab.py Diagram (14/15) 
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Figure 4.3.5.15: AdminTab.py Diagram (15/15) 
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4.3.6  Exam_reg_page.py 

The Exam_reg_page.py module is dedicated to the task of registering selected candidates for 

specific subjects and sessions. In this process, the candidates' IDs and names are stored as child 

nodes within the session data structure. 

  

Figure 4.3.6.1: Exam_reg_page.py Diagram (1/5) 
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Figure 4.3.6.2: Exam_reg_page.py Diagram (2/5) 
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Figure 4.3.6.3: Exam_reg_page.py Diagram (3/5) 
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Figure 4.3.6.4: Exam_reg_page.py Diagram (4/5) 
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Figure 4.3.6.5: Exam_reg_page.py Diagram (5/5) 
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Chapter 5 

System Implementation 

 

5.1  Tools 

5.1.1  Hardware 

 

In this project, we rely on two primary physical components: a computer, which serves as the 

central processing unit for various project tasks, and an attached camera, which functions as 

the scanning module. The camera's primary role is to capture visual data, such as images 

footage, and process it as part of the project's scanning and data collection processes. This 

camera is a critical component in ensuring the project's success, as it enables the system to 

interact with and analyse visual information effectively. 

 

Description Specifications 

Model Huawei MateBook D 15 

Processor AMD Ryzen 5 3500U with Radeon Vega Mobile Gfx 2.10  

GHz 

Operating System Windows 10 

Graphic Radeon™ RX Vega 10 Graphics 

Memory 4GB DDR4 RAM 

Storage 512 GB PCIe SSD 

 

Table 5.1.1: Specifications of laptop  
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5.1.2  Software 

 

Before embarking on the facial recognition project's development journey, it's crucial to have 

specific software installed and downloaded on my laptop. The software included are: 

 

• PyCharm Community Edition 2023.1 

PyCharm Community Edition is a Python development environment that provides a 

wide array of features and tools aimed at simplifying the development of Python-based 

projects. Some of these features include intelligent code completion, debugging tools, 

testing utilities, and support for version control systems like Git. It's a versatile platform 

that caters to developers working with different Python frameworks and libraries, 

making it a valuable tool for Python programming. Moreover, it's accessible on various 

operating systems, ensuring compatibility for developers using Windows, Mac, or 

Linux. 

 

• Firebase Realtime Database 

Google's Firebase Realtime Database is a cloud-based database created for applications 

that require real-time data synchronisation across servers, mobile devices, and the web. 

It employs a JSON-like structure for data storage, enhancing its user-friendliness and 

adaptability. Real-time data synchronisation, which enables immediate changes 

between users, is one of its primary characteristics. The database functions even when 

the internet is down, and when it comes back online, any changes to the data are 

synchronised. Data privacy is protected by security regulations, and it scales 

automatically to handle an increase in users and data. 

 

• Firebase Storage 

Firebase Storage is a part of Google Firebase, which is a cloud-based storage service 

tailored for mobile and web apps. It's designed to effortlessly store and deliver user-

generated content, like images and videos, simplifying the task for developers to 

manage without complex infrastructure. It offers software development kits (SDKs) for 

various platforms, ensuring seamless integration into apps. Additionally, it boasts the 

capability to handle resumable uploads and downloads, including sizable files, and 

possesses automatic scalability to accommodate expanding storage needs. 
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5.1.3  Additional Module and Libraries 

 

• OpenCV (Open-Source Computer Vision Library) 

OpenCV is a popular library for computer vision tasks. It offers resources and 

functionality for image and video analysis, including computer vision techniques, 

object identification, and image processing. 

 

• Face-Recognition 

A Python library that simplifies face recognition tasks. It is frequently used for 

applications like face authentication and tracking since it can find and identify faces in 

image or video streams. 

 

• Firebase-admin 

A Python library that allows user to interact with Firebase services from a server or 

backend environment. Firebase, which is a cloud platform that provides various 

services such as real-time databases, authentication, and cloud storage. 

 

• PyQt5 

PyQt5 is a Python package for developing graphical user interfaces (GUIs) for desktop 

applications. It includes Qt framework bindings, allowing user to create cross-platform 

apps with a native appearance and feel. 

 

• Matplotlib 

Matplotlib is a popular Python data visualisation package. It includes several tools for 

generating static, animated, and interactive plots and charts. 

 

• NumPy 

NumPy is a fundamental library for scientific computing in Python. It supports massive, 

multi-dimensional arrays and matrices, as well as mathematical procedures for 

effectively operating on large arrays. 

 

 

 



Bachelor of Information Systems (Honours) Business Information Systems   

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    72 
 

• Dlib 

Dlib is a modern C++ toolkit used for object detection, facial landmark detection, and 

face recognition. Its facial recognition algorithm relies on a deep metric learning 

strategy, transforming faces into a multi-dimensional space to gauge the similarity by 

measuring distances between them. 

 

• Flask 

Flask is a Python micro web framework that allows developers to create web apps using 

Python as the primary programming language. It is a quick and versatile framework 

that allows developers to make multiple architectural options based on their 

preferences. 

 

• Pandas 

Pandas is a Python data manipulation package. It provides data structures such as 

DataFrames for managing and analysing structured data, making it a powerful data 

analysis and manipulation tool. 

 

• Tkcalendar 

Tkcalendar is a Python package that provides Tkinter with the Calendar and DateEntry 

widgets. The DateEntry widget is similar to a Combobox, but the drop-down menu is a 

Calendar to pick a date rather than a list. 

 

• Requests 

Requests is a popular Python module for performing HTTP requests. It makes sending 

HTTP GET, POST, and other forms of queries to web services and APIs easier. 

 

• Prettytable 

Prettytable is a Python library for generating ASCII tables from data. It is often used 

for formatting and displaying tabular data in a human-readable format such as 

controlling the width of column padding, text alignment, or table border. 
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5.2  Timeline 

 

 

 

Figure 5.2.1: Timeline (1/5) 
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Figure 5.2.2: Timeline (2/5) 
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Figure 5.2.3: Timeline (3/5) 
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Figure 5.2.4: Timeline (4/5) 

 

 

 

 



 

Bachelor of Information Systems (Honours) Business Information Systems   

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    77 
 

 

 

Figure 5.2.5: Timeline (5/5)
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5.3  Setting and Configuration 

 

Setting up a face recognition attendance system involves a multifaceted process that 

requires careful attention to hardware, software, and configuration settings. To establish a 

reliable system, it needs to begin by selecting appropriate hardware components, including a 

computer, with a camera for capturing faces. Once your hardware is in place, the following 

steps outline the software and configuration aspects: 

 

First, need to set up the operating system on computer and configure it, ensuring network 

and security settings are in order. Afterward, setup the face recognition application in the 

system. Next, establish the camera connection, ensuring it's properly recognized by the system 

and building the core of system involves preparing a database of images containing the faces 

of individuals that intend to track attendance for. It must collect an ample number of images 

per person to ensure accurate recognition. 

 

To enable face detection and recognition, a pre-trained models are using include OpenCV 

or Dlib. In parallel, Firebase is set up a database to store attendance records, with tables for 

relevant information such as employee or student IDs, names, timestamps, and more. Enrolling 

individuals' faces into the system is a crucial step. In the pre-trained models, it typically 

involves capturing multiple images of each person's face and storing their facial features or 

embeddings in the computer. The model will further configuration involves fine-tuning the 

face recognition algorithm by adjusting parameters, thresholds, and settings to balance 

accuracy and speed. 

 

With these elements in place, it can proceed to track attendance. Implement code to capture 

video frames from the camera, detect faces within those frames, and compare recognized faces 

to those in the database, recording attendance data for each recognized face. To complete the 

system, include features for logging and reporting, registration, and enabling the generation of 

attendance reports. Security measures should also be implemented to protect against 

unauthorized access and tampering. Once the system is fully configured, conduct 

comprehensive testing to ensure accuracy and calibrate it as necessary. Then, deploy the system 

in desired location, such as an exam venue, ensuring it's operational and connected to the 

network.  
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Finally, establish a routine for monitoring system performance and accuracy, and perform 

regular maintenance tasks, including database backups, software updates, and hardware 

maintenance. Throughout this process, be mindful of legal and privacy considerations, 

particularly when dealing with personal biometric data, and ensure compliance with relevant 

regulations. 
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5.4  System Operation 

 

 

Figure 5.4.1: Login page 

 

 

This Administrator Login Page is a pivotal gateway to the secure backend of the system, 

offering exclusive access to individuals with administrative privileges. Administrators are 

required to provide valid credentials consisting of a unique User ID and a confidential 

Password. The User ID serves as a crucial identifier, ensuring that only authorized personnel 

can log in, and passwords typically adhere to stringent security standards, including complexity 

requirements. Upon entering their credentials, administrators can initiate the login process by 

clicking the "Submit" button. Additional features often include a 'Show Password' checkbox as 

an option for displaying the entered password. 
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Figure 5.4.2: Main navigation page 

 

After successfully logging in, administrators will be directed to an admin page designed with 

tab navigation. The main tabs prominently featured are 'Candidate Verification,' 'Candidate 

List,' 'Exam Registration,' and 'Report.' The image above showcases the 'Candidate 

Verification' page, which serves as a central hub for managing candidate attendance. To initiate 

the attendance-taking process, administrators can start by selecting a subject and its 

corresponding session. Once the selection is confirmed, they can proceed by clicking the 

'Confirm' button and then 'Scan' to initiate the scanning process. This streamlined workflow 

allows administrators to efficiently manage attendance and ensure the smooth operation of the 

verification process. 
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Figure 5.4.3: Candidate verification page (with select subject and session) 

 

The image above is an example of subject and session confirmation, followed by a notification 

popup to inform the user. 

 

 

Figure 5.4.4: Scanning page (active) 
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After clicking the 'Scan' button, an 'Active' scanning page is displayed, signifying that the 

camera is active and prepared for candidate verification. During the process of detecting and 

recognizing the candidate's face, a 'Loading' message will be displayed alongside a green box 

that precisely identifies and allocates the candidate's face. 

 

 

 

Figure 5.4.5: Scanning page (success) 

 

After a successful recognition, the indication page will prominently display comprehensive 

candidate information, including the candidate's name, ID, major, status, attendance count, and 

the intake year. 
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Figure 5.4.6: Scanning page (marked) 

 

When the current attendance record is timestamped and updated in Firebase, the indication 

page will promptly display a 'Marked' status, signaling the successful completion of the 

recording process. 

 

 

Figure 5.4.7: Scanning page (already marked) 
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If a candidate remains within the camera frame for 30 seconds after their attendance has been 

recorded, the system will intelligently display an 'Already Marked' indication to prevent 

duplicate attendance records and ensure the accuracy of the recording process. 

 

 

 

Figure 5.4.8: Firebase record (already marked) 

 

After successfully capturing and updating the attendance data in Firebase, the diagram above 

provides a clear visualization of the recorded attendance time, paired with the candidate's 

unique ID, within the context of the previously selected subject and session. 
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Figure 5.4.9: Candidate list page 

 

The second tab within the administrator's page presents a comprehensive table listing candidate 

information. The displayed fields encompass Candidate ID, Name, Faculty, Intake Year, Total 

Attendance, Status, Current Academic Year, and the most recent attendance timestamp.  

 

 

 

Figure 5.4.10: Add new candidate 
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When an administrator wishes to add a new candidate to the list, they can simply click the 

'Add Candidate' button located at the top right corner. This action triggers the appearance of an 

entry form, enabling the administrator to input the new candidate's information. Upon 

confirming the entered details, the administrator can proceed by clicking the 'Submit' button to 

upload the data to Firebase Cloud Storage. Should the administrator wish to continue adding 

new candidates, they can do so seamlessly as the form is automatically cleared after a 

successful submission. Alternatively, the administrator can click the 'Back' button to exit the 

candidate addition interface, returning to the candidate list view. 

 

   

 

 

Here is an illustrative example of the addition of a new candidate named 'Gilbert' to the 

database. Upon submission, the information seamlessly updates in the database within the 

'Student' directory, as depicted in the diagram above. It's worth noting that the 'Last Attendance 

Time' and 'Total Attendance' fields will initially be null for this newly added candidate, 

reflecting their recent inclusion in the system. 

Figure 5.4.11: Add new candidate (sample) Figure 5.4.12: Firebase record(sample) 
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Figure 5.4.13: Edit Candidate Information 

 
 

If administrators wish to edit candidate information, this can be accomplished by double-

clicking the candidate's record within the table list. However, it's important to note that certain 

fields, particularly confidential information such as the candidate's ID, cannot be edited for 

security reasons. This ensures the integrity and privacy of sensitive data. 

 

 

 

 

Figure 5.4.14: Exam registration page 
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Moving on to the 'Exam Registration' tab, its purpose is to facilitate the addition of new exam 

subjects to the system. To achieve this, administrators are required to input crucial details such 

as the exam date, subject name, number of sessions, and the exam location. Once all the 

information is confirmed, administrators can finalize the process by clicking the 'Submit' 

button, effectively uploading the data to Firebase Cloud Storage. 

 

 

Figure 5.4.15: Exam registration (sample) 

 

Figure 5.4.16: Firebase record (exam registration) 
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Here's an example of the registration of a new exam subject. The registered exam subject is 

assigned a unique ID within Firebase, ensuring that the information remains free from 

duplication. Since there are 3 registered sessions, the child nodes generated under the session 

will extend up to '3'. However, it's important to note that, due to the indexing format used for 

session numbers, session '0' will be excluded during the data retrieval process. 

 

 

 

Figure 5.4.17: Exam registration page 
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Figure 5.4.18: Register candidate to exam subject 

 

To register candidates for various subjects, administrators can initiate the process by 

clicking the button located at the bottom of the 'Exam Registration' page. This action will lead 

them to the 'Register Candidate to Exam Subject' page, where they are required to select the 

desired subject and session before adding the candidate to the respective examination subject.  
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Figure 5.4.19: Register candidate to exam subject (sample) 

 

 

Figure 5.4.20: Notification 

 

Upon selecting the subject and its corresponding session, it is imperative to proceed by clicking 

the 'Confirm' button to ensure that the candidate is correctly added to the intended subject and 

session. Following this confirmation, a notification will promptly appear, clearly indicating the 

selected subject and session for added clarity and reassurance.  

 

Next, administrators should select the candidate from the table list and then click the 'Add 

Candidate' button to register the candidate for the chosen subject and session. To access the list 

of added candidates, administrators can simply click on the 'Show Selected Candidates' option, 

prompting a window to display the registered candidates for convenient viewing. 
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Figure 5.4.21: Show selected candidates 

 

The image above provides an illustrative example of the candidate list following the 

registration of specific students to the chosen subject and session by the administrator. 

 

 

Figure 5.4.22: Firebase record (selected candidates) 

 

Simultaneously, this illustrates the storage of data in Firebase Cloud Storage in the form of a 

nested dictionary format, a structure chosen for enhanced ease of access and management by 

the backend system when viewing the candidate list. 
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Figure 5.4.23: Report Page 

 

 

 
Figure 5.4.24: Report  
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In the 'Report' page, the admin is able to view a bar chart displaying the counts of 'Eligible' and 

'Non-Eligible' candidates and a line graph that illustrate the number of exam subject registered 

over time. Subsequently, they can opt to download the report by clicking on the button located 

beneath the chart. The generated report will encompass all the exam information stored in real-

time Firebase under 'ExamRegistrations,' as depicted in Figure 5.4.23. 

 

 

 

 

 
 

Figure 5.4.25: Logout confirmation 

 

If administrators no longer require access to the system's functions, they can initiate the logout 

process by clicking the 'Logout' option located at the bottom of the navigation bar. 

Subsequently, a confirmation window will appear, prompting administrators to confirm their 

intent to log out. 
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Figure 5.4.26: Login page 

 

Once confirm the logout, it will close the admin window and automatically redirect to the 

admin login page. 
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Chapter 6 

System Evaluation and Discussion 

 

6.1  System Evaluation 

 

 
 

Figure 6.1.1: Survey Question 1 

 

The initial question aims to gauge respondents' familiarity with facial recognition 

technology. The responses indicate that out of the 26 participants, 8 of them display a moderate 

level of familiarity, categorized as level 3. Interestingly, an equal number of respondents fall 

into both level 2 (indicating a limited familiarity) and level 4 (representing a moderate 

familiarity). Additionally, a smaller percentage, specifically 15.4% of the respondents 

(equivalent to 4 individuals), express a high level of familiarity, corresponding to level 5, 

signifying that they consider themselves very familiar with this technology. 
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Figure 6.1.2: Survey Question 2 

 
 

For the second question, the aim was to ascertain whether respondents had any prior 

experience with a facial recognition attendance system. The accompanying pie chart illustrates 

that the majority of respondents, totaling 88.5%, had not encountered or interacted with such a 

system before. In contrast, a smaller group of respondents, comprising 11.5% of the total, 

reported that they had indeed tried a facial recognition attendance system at some point. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Bachelor of Information Systems (Honours) Business Information Systems   

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    99 
 

  
 

Figure 6.1.3: Survey Question 3 

 
 

The third question aimed to determine respondents' preferences regarding the use of a facial 

recognition system versus the traditional manual attendance-taking method. Given that a 

significant portion of the respondents are university students, the pie chart above reveals that 

the majority, specifically 21 respondents, are open to trying the face recognition attendance 

system. However, it's worth noting that a smaller segment of the respondents still lean towards 

the traditional method, indicating that they are more comfortable with it. 
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Figure 6.1.4: Survey Question 4 

 

Next, the question sought to gather respondents' opinions on which scenarios they believe 

would be the most suitable for implementing a facial recognition attendance system. The results 

indicate that nearly half of the respondents (46.2%) consider exam scenarios to be the most 

appropriate for the system's deployment. Following closely, large lecture halls garnered 

support from 10 respondents, representing 38.5% of the responses. Additionally, 3 respondents 

expressed the view that the system is well-suited for laboratory environments, primarily due to 

safety considerations. On the other hand, only 1 respondent selected seminars and workshops 

as suitable scenarios, while no respondents identified tutorials as ideal settings for the 

implementation of this technology. 
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Figure 6.1.5: Survey Question 5 

 

Moving on to question 5, the objective was to assess the perceived importance of an 

automated face recognition attendance system among respondents in the education sector. The 

findings reveal that all respondents fell within the spectrum ranging from 'neutral' to 'extremely 

important.' Notably, none of the respondents indicated that the system was 'not important.' Out 

of the 26 respondents, 5 of them strongly agreed that it is 'very important' to implement such a 

system within the educational sector. Furthermore, for those who expressed a 'neutral' stance 

and those who considered it 'important,' there was only a slight difference, with 10 respondents 

leaning towards importance and 12 holding a neutral opinion. 
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Figure 6.1.6: Survey Question 6 

 

Now, let's delve into question 6, which initiates section B, aimed at assessing respondents' 

attitudes toward the developed system. This particular question seeks to gauge the level of 

satisfaction among respondents regarding the system. The bar chart provides a clear picture of 

the responses. Interestingly, the majority of respondents, comprising more than half of the total 

at 15 individuals, expressed a 'neutral' stance regarding the system's User Interface (UI). 

Following this, 7 respondents conveyed their satisfaction with the system's UI. Additionally, 

an equal number of respondents, accounting for 7.7% in each category, reported feeling both 

'unsatisfied' and 'very satisfied' with the system's UI design. 
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Figure 6.1.7: Survey Question 7 

 

Moving on to the subsequent question in section B, the objective was to assess the ease of 

navigation within the system as perceived by the respondents. The results depict that a majority 

of respondents, comprising more than half, expressed a 'neutral' stance regarding the system's 

navigational ease, indicating that they found it neither very easy nor particularly difficult to 

operate. In contrast, a notable segment of respondents, totaling 38.5%, which corresponds to 

10 individuals, reported that they found the system easy to navigate. 

 

However, it's worth noting that 2 respondents indicated that they found the system difficult 

to navigate, suggesting some usability challenges for this subset of users. Interestingly, there 

were no respondents who perceived the system as 'easy' for them, indicating room for potential 

enhancements in user-friendliness. 
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Figure 6.1.8: Survey Question 8 

 

Continuing with question 8, the aim was to solicit respondents' evaluations of the overall 

performance of the system. Respondents were provided with a scale ranging from 1 to 10, 

where '1' signified poor performance, and '10' represented excellent performance. The highest 

number of respondents, constituting 34.6%, assigned a grade of '6' to the system, indicating a 

generally positive but not outstanding performance. This suggests that a significant portion of 

respondents perceived the system as above average. Following closely, '7' received 

endorsements from 7 respondents, reflecting a similar sentiment regarding the system's 

performance. It's noteworthy that the responses are concentrated around these levels, 

highlighting a consistent perception among respondents. The responses to '5' and '8' were quite 

similar, differing only by 1 respondent. '5' was chosen by 4 respondents, while '8' was selected 

by 5. This suggests a moderate spread of opinions regarding the system's performance, with 

some respondents rating it slightly higher or lower. Remarkably, one respondent bestowed a '9' 

upon the system, indicating a near-excellent performance. This response suggests a highly 

positive evaluation by this particular respondent, signifying their satisfaction with the system's 

overall capabilities. 
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Figure 6.1.9: Survey Question 9 

 

Moving on to question 9, the objective was to assess the system's performance in accurately 

identifying individuals through face recognition. The responses revealed a notable trend, with 

a substantial majority of 61.5%, equivalent to 16 respondents, indicating that they found the 

system to be accurate in its facial recognition capabilities. This suggests a widespread 

perception among respondents that the algorithm effectively fulfills its primary task of 

identifying individuals based on facial features. Furthermore, although 4 respondents expressed 

a 'neutral' stance, it's worth highlighting that a slightly larger group of 6 respondents, 

representing 23.1%, reported that they found the system to be 'very accurate.' This positive 

sentiment towards the system's accuracy underscores its effectiveness in the eyes of these users. 

In summary, the responses to question 9 collectively point to a favorable view among most 

respondents regarding the system's ability to accurately recognize individuals through facial 

recognition. The majority either agreed or strongly agreed with the system's accuracy, 

suggesting a high level of confidence in its performance. 
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Figure 6.1.10: Survey Question 10 

 

Proceeding to question 10, the objective was to assess the perceived effectiveness of the 

system in terms of speed and responsiveness when handling facial recognition data, as rated by 

respondents. The chart illustrates that a significant portion, specifically 46.2% of respondents 

(12 respondents), found the system to be 'effective' in this regard. This indicates that a 

substantial majority acknowledged the system's satisfactory performance in terms of speed and 

responsiveness during data processing. Additionally, a sizable group of respondents, totaling 

11 individuals or 42.3%, expressed a 'neutral' stance regarding the system's effectiveness in 

handling facial recognition data. This suggests that this subset of respondents did not strongly 

lean towards either a positive or negative evaluation of the system's speed and responsiveness. 

It's worth noting that there were 3 respondents who expressed a higher level of satisfaction, 

stating that the system was 'very effective' in this aspect. Their responses indicate a particularly 

positive perception of the system's performance in terms of speed and responsiveness. 
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Figure 6.1.11: Survey Question 11 

 

In question 11, the objective was to gain insights into respondents' opinions regarding the 

potential benefits of implementing a face recognition attendance system. Respondents were 

presented with several options, including 'Enhance attendance accuracy,' 'Time efficiency,' 

'Streamlined administrative process,' 'Real-time monitoring,' 'Reduced fraudulent,' and 

'Support for large class sizes.' 

 

The responses revealed a consensus among respondents, with more than half of them 

expressing agreement with all of the provided benefits. This widespread agreement underscores 

the perceived advantages of implementing such a system. Notably, the top three benefits that 

respondents considered most beneficial were 'Enhance attendance accuracy,' 'Time efficiency,' 

and 'Support for large class sizes.' 'Enhance attendance accuracy' received substantial support, 

indicating the importance respondents place on the system's ability to improve attendance 

tracking precision. 'Time efficiency' was also highly valued, suggesting that respondents 

recognized the system's potential to expedite attendance-taking processes, optimizing time 

management in educational or organizational settings. Additionally, 'Support for large class 

sizes' was acknowledged by many respondents as a valuable aspect of the system, particularly 

in situations where manual attendance taking for a large number of participants may be 

cumbersome. 
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Figure 6.1.12: Survey Question 12 

 

In this question, the primary aim was to gauge the comfort level of respondents regarding 

the secure storage of their facial data within the system, specifically for attendance purposes. 

The responses yielded a contrasted perspective, with nearly an equal split between those who 

expressed discomfort and those who were comfortable with this arrangement. It's noteworthy 

that 12 respondents, constituting a notable portion of the sample, indicated that they were not 

comfortable with the storage of their facial data for attendance purposes. This suggests that a 

significant segment of respondents’ harbors reservations or concerns about the data storage 

aspect of the system, possibly due to privacy or security apprehensions. On the other hand, 

there were 14 respondents who expressed comfort with the idea of their facial data being stored 

within the system solely for attendance tracking. This group represents individuals who appear 

to trust in the security measures and purpose-oriented use of their data, thereby perceiving it as 

an acceptable trade-off for the benefits offered by the system. 
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Figure 6.1.13: Survey Question 13 

 

The purpose of this question was to assess whether respondents had concerns about 

potential privacy issues related to the implementation of the face recognition attendance 

system. The responses are reflected in the pie chart, which clearly illustrates the prevailing 

sentiment among the respondents. The chart demonstrates that a significant majority of 

respondents, approximately three-quarters (73.1%), expressed concern about privacy issues 

associated with the system. This substantial percentage suggests that many respondents are 

apprehensive about how the technology might impact their privacy, including the handling of 

their biometric data and the potential for surveillance. Conversely, a smaller but noteworthy 

portion of respondents, constituting 26.9%, indicated that they did not have concerns about 

privacy issues arising from the implementation of the face recognition attendance system. This 

group appears to be more accepting or less worried about potential privacy implications.
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Figure 6.1.14: Survey Question 14 

 

Question 14 serves as a continuation of the exploration of respondents' concerns about 

privacy issues raised in question 13. However, it's important to note that not all respondents 

who expressed concerns in question 13 provided further insights or explanations ('Yes') for 

their concerns. Among those respondents who did elaborate on their concerns, a predominant 

theme emerged. The majority of respondents who expressed apprehension about privacy issues 

cited a specific worry: the potential exposure of their facial data to third parties due to security 

vulnerabilities. This concern reflects a deep-seated apprehension about the security of the facial 

recognition system and the potential for data breaches or unauthorized access. In essence, 

respondents who shared this concern are emphasizing the critical importance of safeguarding 

their biometric data from any form of compromise or unauthorized access. The fear of third-

party exposure underscores the significance of robust security measures and data protection 

protocols in the eyes of these respondents.  



 

Bachelor of Information Systems (Honours) Business Information Systems   

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    111 
 

 

Figure 6.1.15: Survey Question 15 

 

In question 15, the aim was to assess the level of agreement among respondents regarding 

the potential contributions of the face recognition attendance system to improving overall 

attendance management in educational institutions. The responses, as depicted in the chart, 

reveal a unanimous consensus among the respondents. The chart indicates that all respondents, 

without exception, expressed a degree of agreement with the notion that the face recognition 

attendance system can have a positive impact on attendance management. Responses span the 

spectrum from a neutral stance to strong agreement, with no respondents indicating 

disagreement or strong disagreement. This unanimous agreement underscores the prevailing 

belief among respondents that the implementation of a face recognition attendance system 

holds promise as a beneficial tool for enhancing attendance management within educational 

institutions. The absence of dissenting opinions suggests a high degree of optimism about the 

potential benefits of the technology in this context. 
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Figure 6.1.16: Survey Question 16 

 

In this final question, respondents were provided with an open opportunity to share their 

opinions and suggestions aimed at enhancing the functionality or performance of the face 

recognition attendance system. Out of the 26 respondents, it's noteworthy that only one 

respondent chose to provide feedback in this regard. The single respondent who offered an 

opinion suggested that the system could be further improved by integrating it with another 

biometric recognition method, such as fingerprint scanning. This suggestion underscores a key 

point: the pursuit of enhanced security. By combining facial recognition with fingerprint 

scanning, the system could potentially offer a more robust and secure means of authentication. 

While it's important to acknowledge that this was the sole suggestion among the responses, it 

still holds value as it highlights a potential avenue for system enhancement. Such feedback can 

serve as a starting point for discussions and considerations about how to augment the system's 

capabilities, especially in terms of security. 

  



 

Bachelor of Information Systems (Honours) Business Information Systems   

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    113 
 

6.2  Testing Setup and Result 

 

6.2.1  System Function Testing Setup and Result 

6.2.1.1  Testing Module 1 – Login.py 

Objective : To ensure login function is success and will redirect to admin main page. 

Input  Expected Output  Actual Output  

Login with pair predefined 

login credential  

Success login and redirect to 

admin main page 

User success to login 

notification and redirect 

admin main page window  

Login with blank input  Login fail and show 

notification unsuccessful login 

Login fail notification pop up 

and stay at login window  

Login with incorrect login 

credential  

Login fail and show 

notification unsuccessful login 

Login fail notification pop up 

and stay at login window  

Table 6.2.1.1: Testing Module 1 – Login.py 

 

 

6.2.1.2  Testing Module 2 – Init_firebase.py 

Objective : To ensure Google Firebase successfully being initialized. 

 

Input  Expected Output  Actual Output  

Import firebase admin  Import the firebase token and 

the system able to link to it. 

After executing the 

authentication process using 

Firebase Admin, able to 

initialize the cloud storage 

and get the credentials. 

Table 6.2.1.2: Testing Module 2 – Init_firebase.py 
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6.2.1.3  Testing Module 3 – AddDatatoDatabase.py 

Objective : To ensure module AddDatatoDatabase is able to add candidates information to 

Google Firebase. 

 

Input  Expected Output  Actual Output  

Import and initialize the 

firebase  

Import the firebase token and 

the system able to link to it 

 Success to initialize Firebase 

and able to generate a file/ 

directory named “Candidates” 

in Firebase to save candidates 

information. 

Upload candidate 

information to Firebase in 

dictionary format 

Candidate information will be 

upload to firebase real-time 

storage 

Successfully upload 15 

candidates’ information to 

Firebase real-time storage 

Table 6.2.1.3: Testing Module 3 – AddDatatoDatabase.py 

 

6.2.1.4  Testing Module 4 – EncodeGenerator.py 

Objective : To encode the facial features of candidate profile image for the recognition process. 

 

Input  Expected Output  Actual Output  

Import and initialize the 

firebase  

Import the firebase token and 

the system able to link to it 

 Success to initialize Firebase and 

able to link with the Firebase 

Storage that stored candidates 

image 
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Encode candidate profile Face recognition will carry 

out the process of encoding 

facial landmarks to recognize 

the candidate face that is 

shown in the camera frame 

 

 

 

 

 

Process each candidate image for 

face recognition and converts the 

image to RGB format and extracts 

facial encodings using 

face_recognition.face_encodings. 

These encodings are collected 

into encodeList 

 

 

Save the collected facial 

encodings 

Able to save the facials 

encoding n the local storage.  

Save collected facial encodings 

along with candidate IDs into a 

Python pickle file (EncodeFile.p). 

Table 6.2.1.4: Testing Module 4 – EncodeGenerator.py 

 

6.2.1.5  Testing Module 5 – AdminTab.py 

Objective : To carry out the main function of the administrator includes: candidate verification, 

check candidate list, registration for examination and view report. 

Input  Expected Output  Actual Output  

Candidate verification, 

select subject and session 

then click ‘Confirm’ 

Take candidate attendance 

and update the attendance 

time to Firebase. 

 If the candidate's face is a match, 

candidate information will be 

displayed, attendance will be 

successfully recorded, and the 

recorded time will be updated in 

Firebase. If the face is not a 

match, candidate information will 

not be displayed. 
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Click ‘Candidate List’ tab Direct to the page that include 

complete candidate name list. 

Will direct to the ‘Candidate List’ 

page and display all the 

candidates in a list with their 

information.  

Add new candidate to 

system 

Add new candidate to the 

system and the information 

will upload to Firebase. 

New candidate added to the 

system with the related 

information and the record is 

stored in Firebase real-time 

storage. 

 

Click ‘Exam 

Registration’ tab 

Direct to the page that allow 

admin to register for new 

exam subject. 

Will direct to the ‘Exam 

Registration’ page and display a 

entry form for the registration. 

Register new exam  A new exam will be added to 

the system, and the related 

information will be updated 

in Firebase. 

The information about the new 

exam will be updated in the real-

time database file called 

'ExamRegistrations.' Under each 

exam, within the 'sessions' node, 

it will generate the correct 

number of sessions based on the 

session entry number. 

 

Report Admin can view the report of 

the system. 

Admin can view the report that 

summarize the candidates and 

exam information. 

Table 6.2.1.5: Testing Module 5 – AdminTab.py 
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6.2.1.6  Testing Module 6 – Exam_reg_page.py 

Objective : To ensure Google Firebase successfully being initialized. 

 

Input  Expected Output  Actual Output  

Select certain subject and 

session and choose 

candidate and click ‘Add 

Candidate’ to  register 

candidates 

The candidate Id and name 

will be added under selected 

subject and session. 

Candidate information, 

including their candidate ID 

and name, will be added to the 

selected subject and the 

corresponding session child 

node. 

 

Table 6.2.1.6: Testing Module 6 – Exam_reg_page.py 
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6.2.2  Face Recognition Testing Setup and Result 

Input  Expected Output  Actual Output  

   

Result : Matching and display correct candidate information 

   

Result : Matching and display correct candidate information 

  
 

Result : Matching and display correct candidate information 
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Result : Matching but display wrong candidate ID 

 

   

Result : Matching and display correct candidate information 

Table 6.2.2: Face Recognition Testing and Result 

 

Based on the face recognition testing results, all five detections were correct, demonstrating 

a highly effective detection and recognition algorithm. However, during the fourth recognition, 

candidate information was displayed incorrectly, and an error occurred during retrieval. The 

face recognition system demonstrated a high level of accuracy in the majority of cases, 

underscoring its effectiveness. However, further investigation is needed to address and rectify 

the issue related to candidate information display during the recognition process. 
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6.3  Objectives Evaluation 

 

The evaluation of the face recognition attendance system involves a meticulous and 

comprehensive assessment of its performance against the project's core objectives. The primary 

objective of reducing fraudulent impersonation cases is gauged by measuring the system's 

capacity to thwart such attempts. This includes quantifying the actual reduction in successful 

impersonations, assessing the percentage decrease in impersonation cases compared to 

previous methods, and gathering valuable feedback from candidates who have experienced the 

system firsthand. 

 

The second objective, centered around streamlining verification and validation processes, 

demands a thorough examination of the system's efficiency. Key metrics encompass the 

average time saved per candidate, resource efficiency gains, and the precision of identity 

recognition. These factors provide insights into the system's ability to optimize resource 

allocation while ensuring accurate identity verification. 

 

The third objective pertains to enhancing data integrity and relies on metrics such as the 

accuracy of facial recognition matches, the precision in facial attribute identification, and the 

absence of biases or errors. These measures collectively determine the system's reliability and 

credibility in maintaining data integrity. 

 

In determining the overall evaluation score, each objective can be assigned weights based 

on its relative significance to the project's success. These scores are then combined, yielding a 

comprehensive assessment that aids in data-driven decision-making and continual 

improvement endeavors. Such a detailed evaluation process ensures that the Face Recognition 

Attendance System effectively fulfills its objectives, ensuring security, efficiency, and data 

integrity in examination venues and other critical scenarios. 
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6.4  Implementation Challenges and Issues 

 

Implementing a Face Recognition Attendance System can be a complex undertaking, and 

various challenges and issues can arise throughout the development process. Here are some of 

the implementation challenges. First, the "candidate in twins" issue within the system is a 

specific challenge related to accurately identifying and differentiating between identical twins 

when using facial recognition technology for attendance tracking. This issue can have 

significant implications for the system's reliability and effectiveness in recording attendance in 

scenarios where identical twins are present. The primary reason behind this challenge lies in 

the inherent limitations of facial recognition algorithms. These algorithms work by extracting 

unique facial landmarks and features, such as the distance between the eyes, the shape of the 

nose, and the arrangement of facial landmarks, to create a facial template that represents an 

individual's identity. However, when dealing with identical twins, these distinctive features are 

often so similar that the algorithm cannot reliably distinguish between them. Consequently, the 

system may struggle to assign the correct identity to each twin, leading to potential 

misidentification. In such scenarios, the inability to differentiate between identical twins can 

lead to security vulnerabilities and false positives or negatives, potentially compromising the 

system's reliability. However, it's essential to strike a balance between improving accuracy and 

respecting privacy and ethical concerns. Implementing measures to handle the "candidate in 

twins" issue should also consider the legal and ethical implications of facial recognition 

technology, especially when it comes to data protection and consent. 

 

Moreover, there is an issue that firebase storage read function returning data as array instead 

of dictionary. This issue within the system can present a significant challenge for developers. 

In some cases, the Firebase Storage read function may retrieve data in the form of an array, 

while the system's requirements dictate the need for a dictionary data structure. This 

misalignment in data format can lead to ongoing complications as developers must repeatedly 

transform or adapt the data to meet the system's expectations. This not only introduces added 

complexity and potential for errors but also consumes valuable development time that could be 

better utilized for system optimization and enhancement. To address this issue effectively, it is 

crucial to configure the Firebase Storage read function to retrieve data directly in the required 

dictionary format. By doing so, it could enhance data consistency, and improve the overall 

efficiency and maintainability of the face recognition attendance system. 
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The next issue is about the accuracy and reliability, achieving a high level of accuracy and 

reliability in facial recognition, especially in dynamic, real-world scenarios, is a formidable 

challenge. The system must contend with a multitude of variables that can impact its 

performance. Variations in lighting conditions, which can range from harsh sunlight to dimly 

lit rooms, pose a significant hurdle. Facial expressions, which can change rapidly and widely 

among individuals, add another layer of complexity. Moreover, the angle at which individuals' 

faces are captured varies, making it critical for the system to adapt and recognize faces from 

various perspectives. For instance, consider low-light conditions where ambient illumination 

is inadequate. In such scenarios, the system may struggle to discern facial features clearly, 

leading to recognition errors. Similarly, strong shadows cast on the face can obscure critical 

facial landmarks, impeding the system's ability to accurately identify individuals. These 

challenges are emblematic of the real-world conditions that a facial recognition system must 

navigate while striving for precision and dependability in attendance tracking. 

 

Safeguarding biometric data, including facial images, presents paramount privacy and 

security considerations. The management of this sensitive data demands a multifaceted 

approach to ensure comprehensive protection. Firstly, all biometric data should be rigorously 

encrypted using state-of-the-art encryption protocols during both storage and transmission 

phases. Secondly, it is imperative to establish secure data storage practices, implementing 

robust access controls, and authentication mechanisms to prevent unauthorized access or 

breaches. This involves strict access permissions, role-based access controls, and continuous 

monitoring of data integrity. Moreover, compliance with stringent data protection regulations, 

such as Personal Data Protection Act 2010 (PDPA), Cybersecurity Act 2018, or local privacy 

laws, is not only advisable but obligatory in many jurisdictions. Achieving and maintaining 

compliance often necessitates allocating additional resources, such as legal counsel and 

cybersecurity experts, to ensure that the facial recognition system operates within legal 

boundaries, respects individuals' privacy rights, and remains resilient against emerging security 

threats. The convergence of encryption, secure data handling, and regulatory compliance is 

indispensable in constructing a facial recognition system that upholds the highest standards of 

privacy and data security. 
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6.5  Recommendations 

 

To addressing the ‘candidate in twins’ requires the development of more sophisticated 

facial recognition algorithms capable of discerning subtle differences between identical twins. 

Researchers are exploring techniques like 3D facial recognition, which captures depth 

information in addition to 2D features, to improve accuracy. Additionally, machine learning 

approaches that take into account contextual information, such as the person's behavior or 

location, can provide additional cues for distinguishing between twins. 

 

To maximize system performance and overcome the challenge of accuracy and reliability, 

it is recommended to position the system in areas with optimal lighting conditions. These 

conditions typically include adequate ambient lighting, minimal shadows, and well-distributed 

illumination across the faces of individuals being recognized. Good lighting allows the system 

to capture clear and well-defined facial features, making critical landmarks such as eyes, nose, 

and mouth easily discernible. This, in turn, facilitates accurate recognition. Moreover, optimal 

lighting minimizes the presence of strong shadows that can obscure facial features and affect 

recognition accuracy. By maintaining consistent and uniform lighting conditions, the system's 

performance remains stable, reducing the likelihood of recognition errors caused by lighting 

variations. Implementing supplementary lighting sources, educating users about the 

importance of good lighting, and positioning the hardware thoughtfully all contribute to 

ensuring optimal lighting conditions for the facial recognition system. Ultimately, this 

enhances its accuracy and reliability while mitigating potential challenges associated with 

lighting variations. Elevate the performance of facial recognition system by investing in 

cutting-edge camera hardware engineered for excellence. Opt for high-quality cameras 

equipped with advanced features such as exceptional low-light capabilities and an extensive 

dynamic range. These superior camera systems are designed to excel in challenging 

environments, ensuring the capture of crystal-clear and precisely exposed facial images, even 

under diverse and unpredictable lighting conditions. The choice of appropriate camera 

hardware is not merely an enhancement but a pivotal factor that can profoundly enhance the 

system's overall performance, reliability, and accuracy. By prioritizing the integration of top-

tier camera technology, the face recognition system gains the capability to consistently deliver 

impeccable results, regardless of the lighting challenges it encounters. 
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Chapter 7 

Conclusion 

The adoption of facial recognition technology in various fields presents both opportunities 

and challenges. This technology, driven by advanced algorithms and deep learning techniques, 

excels in real-time identification and adapts to dynamic environments. However, challenges 

such as potential fraud and the time-consuming nature of manual verification processes have 

emerged. Impersonation fraud is a concern in exams, but using facial recognition for identity 

checks can solve this issue and ensure accurate records. Manual verification in exams is slow 

and error-prone, but facial recognition speeds up the process and reduces mistakes, even if 

verification slips are lost. Human verification can have errors and data problems, but facial 

recognition is more dependable and accurate. While facial recognition technology helps solve 

these challenges, we must also consider ethics and privacy when using it. 

 

Setting up a face recognition attendance system entails hardware and software 

configuration, database creation, security measures, and testing for accuracy. Enrollment, 

monitoring, and privacy compliance are key components, making it a complex yet valuable 

solution for attendance tracking. For the methodology chosen, Prototyping Model for this 

project. It's great for individual programming projects because it allows for flexible 

adjustments to evolving requirements and encourages rapid progress. The main phases include 

gathering initial requirements, creating a basic system design, getting user feedback, and 

refining the prototype, and finally, implementing and testing the system. 

 

Furthermore, the challenges of implementing a face recognition attendances system poses 

challenges including the "candidate in twins" issue, Firebase Storage data format mismatches, 

accuracy and reliability concerns, and the need for robust data security and privacy measures. 

Addressing these challenges requires a balanced approach that integrates technical, ethical, and 

legal considerations. 

 

To optimize it, consider implementing advanced algorithms, such as 3D facial recognition 

and contextual machine learning, to address challenges related to identifying identical twins 

accurately. Ensuring ideal lighting conditions by situating the system in well-lit areas, 

minimizing shadows, and educating users on lighting importance is crucial for improving 
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accuracy. Additionally, investing in top-tier camera hardware equipped with advanced features 

like exceptional low-light performance and a wide dynamic range plays a pivotal role in 

enhancing system performance. These combined efforts lead to improved accuracy, reliability, 

and overall effectiveness in attendance tracking, mitigating potential challenges associated 

with lighting variations and similar facial features.  
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3. PROBLEMS ENCOUNTERED 

 

- Too many nested functions to call in the code. 

 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

 

- Need to debug all the error in the code. 
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Bachelor of Information Systems (Honours) Business Information Systems   

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    137 
 

FINAL YEAR PROJECT WEEKLY REPORT 
(Project II) 

 

Trimester, Year: T3, Y3 Study week no.: 7 

Student Name & ID: Ng Suet Eng & 20ACB06580 

Supervisor: Mr. Su Lee Seng 
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1. WORK DONE 

 

- Completed to define the system interface design. 

- Able to store the unique ID into certain session in Firebase. 

 

 

2. WORK TO BE DONE 

 

- Continue to work on system development. 

 

 

3. PROBLEMS ENCOUNTERED 

 

 

- Lack of knowledge to handle Firebase. 

 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

 

- Progress is a bit slow compared to planning. 
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 Supervisor’s signature              Student’s signature 
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1. WORK DONE 

 

- Learned more on the Firebase. 

- Developed 70% on the system functionalities. 

 

 

2. WORK TO BE DONE 

 

- Continue to work on system development. 

 

 

3. PROBLEMS ENCOUNTERED 

 

- Error to connect between the interface and the data in Firebase due to the data 

structure stored. 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

 

- Need to put more effort on the system. 

 

 

 

 

 

 

 

 _________________________      _________________________ 
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1. WORK DONE 

 

- Done most of the system development. 

- Conducting system testing. 

 

 

2. WORK TO BE DONE 

 

- Work on the project report. 

- Continue system testing. 

 

 

3. PROBLEMS ENCOUNTERED 

 

- Some error of the system response and the application crash due to too high 

computation power. 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

 

- Progress not in track. 
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1. WORK DONE 

 

- Still working on the report. 

 

 

2. WORK TO BE DONE 

 

- Complete on the report. 

 

 

3. PROBLEMS ENCOUNTERED 

 

 

- No problem. 

 

 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

 

- Able to finish the project in expectation even though it is not perfect. 
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