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ABSTRACT

Public safety is a top priorityout crowded areas witness numerous crimes annually, posing a
threat to global peace and security. Identifying criminals and potential threats before they
commit heinous actbke bombings, mass shootings, childdabtion, and sexual assaults in
public spaces is vital. While CCTV cameras offer postdent monitoring, integrating facial
recognition technology with live video feeds can proactively prevent such tragedies. A facial
recognition systens developed to identify known criminals and missing persons from a face
database, enabling public surveillance cameras to track their whereabouts, monitor their
activities, and notify authoritiegoromptly when neededThis Python project uses
Convolutional Neural Network (CNN) face recognition with Dlib and Haar Cascade Classifier
to effectively detect and monitor known and potentially dangerous individuals in publics areas,
facilitating swift emergency responses when necessary, while keeping watch forgmissin
personsThe system devel oped uses Firebasebds Real:
and retrieve data in reéime to expedite system functionalities like reports generation and

database management.
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Chapter 1

Introduction

As individuals gain a greater understanding of societal concerns, contemporary happenings,
and past events such as the World Trade Centre's collapse and illicit networks engaged i
human trafficking, the spotlight turns towards the need to prevent and ensure safety against
these hazards. The technological progress aimed at countering terrorism and unlawful pursuits
has swiftly evolved to protect the peace and security of civilldosetheless, the occurrence

of terrorism and criminal endeavours that jeopardize public order remains persistent in the
present day. Daily, there are instances of heinous crimes that imperil public security. According
to research conducted in 2017, appma¢ely four children disappear daily in Malaysia [1].

This equates to nearly 1,500 children vanishing annually. It is truly disheartening that even in
the contemporary 21st century, individuals can vanish without a trace and fall prey to criminal
networksinvolved in activities like trafficking, homicide, sexual assault, and other grave
offenses. Neglecting the application of technology to uphold the security arteivedl of

innocent individuals represents a significant failure in human progress.

Facial recognition stands out as a leading technological advancement. With its myriad
applications, particularly in monitoring crowds, facial recognition plays a crucial role in
identifying individuals with criminal intent who pose a threat to public safety ¢twdating
individuals who might be lost within a crowd. While instances of croslated terrorism
thankfully remain infrequent in Malaysia, surveillance technologies such as facial recognition
retain their importance as preventive measures againstfothes of criminal activity. This
technology holds potential beyond the identification of terrorism suspects; it can also aid in
identifying other potential wrongdoers. The system would activate when a wanted individual
appears in any location covered byneaas connected to a central server. This server would
house a database of individuals to be located, encompassing both criminal offenders and
missing persons, complete with their biometric data. The implications of such a system are far
reaching, benefitig searches for missing individuals, apprehending criminals who attempt to

blend into crowds, and even supervising minors in-higkareas.
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The process of identifying and recognizing faces presents a significant challenge due to a
variety of factors, inoluding the resolution of surveillance cameras, the movement of cameras,
their distance from crowds, lighting conditions, facial expressions, the presence of accessories
like hats and glasses, the dynamic nature of the crowd, and the presence of nublgules s

within each camera frame. Nonetheless, facial recognition technology can be advanced through
the application of artificial intelligence (Al), specifically utilizing machine learning (ML) and
deep learning (DL) techniques. Al mimics human faciatuiess, while ML (a subset of Al)
establishes a framework employing algorithms and probabilities to interpret patterns, enabling
machines to comprehend visual data. Within the subset of Machine Learning, Deep Learning
(DL) delves further by constructing &itectures that replicate and learn from the human brain.

DL encompasses three primary techniques: artificial neural networks, convolutional neural
networks, and recurrent neural networks [2], each tailored for various types of data. In the
context of creting a facial recognition system, the convolutional neural network is prominently
employed, and some instances of recurrent neural networks are utilized for analysing video
feeds. The identification of objects, specifically facial features, involves tiieafon of the
Viola-Jones method for detecting Hdike features [2]. This method is implemented after
converting the captured image to grayscale, enhancing system efficiency. In the case of video
feeds, frames from cameras transformed into grayscalep@cessed through the facial
recognition system to detect and identify faces. The utilization of grayscale mitigates the

impact of lowlight conditions on the accuracy of recognition.

China stands as one of the leading global pioneers in leveragiagréaognition technology

to enhance crowd security and reduce overall crime rates. Back in 2016, China initiated the
Sharp Eyes project across both urban and rural areas, leading to a noticeable decline in crimes
such as theft, violence, and even arsuith rates dropping close to zero [3]. The deployment

of facial recognition surveillance systems like this has effectively minimized risks to public
safety, fostering a peaceful environment characterized by reduced crime rates. Initiatives like
Sharp Eyesot only bolster security measures but also alleviate the strain on potentially
understaffed law enforcement agencies. As a case in point, consider Pingyi county, where a
population of one million was served by only about 300 law enforcement personrgiatipe
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Eyes project significantly eased the burden on the county's police department [3]. Drawing
insights from this, it becomes evident how facial recognition is progressively gaining

significance and proving advantageous for crowd management and ssoruéylance.

1.1 Problem Statement andViotivation

Traditional surveillance approaches are riddled with various constraints that impede public
safety. Instances of suspicious activities within crowds frequently escape notice, and it's only
after anevent has transpired and concluded that CCTV surveillance footage is examined
retrospectively. As the saying goes, it's wiser to prevent than to remedy. The incorporation of
facial recognition technology into crowd surveillance setups offers a viablesdinmitigate
numerous challenges. This integration has the potential to proactively address these issues,

curbing the occurrence of incidents before they even unfold.

(1 Access to secure facilities and venues are susceptible to weaknesses and

fraudulent incidents.

Critical facilities such as airports, immigration borders, and concert venues commonly
implement stringent security protocols to restrict entry exclusively to authorized
individuals. The prevailing safeguarding methods entail identity badgescessacards;
however, these can be prone to loss, theft, or counterfeiting. While augmenting these
measures with passwords or personal identification numbers (PINS) may seem promising,
human fallibility often leads to forgotten or inadequately protectedesothereby
jeopardizing confidentiality. Employing conventional means like these for crossing
national borders or gaining access to crowded event venues leaves them vulnerable to

fraudulent activities.

Implementing biometribased security measures likacial recognition represents a
significant advancement in securing sensitive facilities. Such measures would rely on an
individual's unique facial features, making manipulation considerably more difficult
without resorting to elaborate methods. Faciabgedtion systems could complement
existing security methods such as access cards, badges, passwords, and PINs. A pertinent
example is Malaysia Airports’ introduction of a passenger reconciliation system in 2021.
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This system scans and crasferences passgers' travel documents with the airport's
database in real time to identify fraudulent travel documents [4]. While this step enhances
airport security, there remains a potential risk posed by criminals or terrorists possessing
stolen or forged documentsamigration staff, burdened by fatigue or the sheer volume of
faces they encounter, might struggle to distinguish such cases, potentially rendering

security clearance susceptible to lapses.

(i) Human eyes are unreliable in pinpointing specific individuals idarge crowds.

When known criminals or suspected terrorists infiltrate crowds, it becomes highly
challenging for law enforcement to effectively monitor their movements due to the inherent
limitations of human vision. The ability to pinpoint specific indivads within busy and
crowded settings, comprising hundreds or even thousands of people, is almost unattainable.
In the unfortunate event of an undesirable incident, the chaotic nature of the crowd adds to
the confusion and panic, potentially causing lawosrement personnel to become
engulfed in the disorder. This environment provides suspects with opportunities to evade
detection and engage in further criminal activities, causing more harm. Moreover,
perpetrators can rapidly alter their external appeasarincluding clothing and hairstyles,
which further complicates pursuit and confuses law enforcement efforts. This difficulty
also extends to the search for missing people, not just criminals.

Expecting security personnel to maintain unwavering vigilawee a conventional CCTV
surveillance feed from multiple cameras is impractical and potentially ineffective. Such
personnel could easily become distracted or experience visual fatigue from prolonged
screen exposure, thereby leading to the oversight ofatincidents captured on camera

or perilous activities unfolding within crowds. A more efficient allocation of resources
involves leveraging an intelligent video surveillance feed to scrutinize and identify
significant events or individuals of interestrohg extended periods of inactivity. This
approach allows security personnel to fulfil their other responsibilities while the intelligent

system augments their monitoring efforts.
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(i)  Comprehensive and current information of dangerous criminals and missing
persons are not usually disseminated to the general public.
It's infrequent for the faces of criminals or terrorists to be widely publicized or shared
across all law enforcement agencies. Moreover, there can be instances where law
enforcement authorities eikiit carelessness or lapse in maintaining a comprehensive
database of both active criminals and those with prior criminal records, who are at large in
the public domain. An illustrative example can be found in Houston, Texas, where a
registered sex offendenanaged to evade arrest until November 2022, despite committing
numerous public sexual offenses since 2@].2Tfhis case underscores that the public and
law enforcement might remain unaware of an individual's criminal history unless their
identity is maually crossreferenced with police databases, a tenasuming process.
Furthermore, this method is susceptible to human errors, allowing individuals to evade
scrutiny. Deploying facial recognitieenabled CCTV cameras in the area could have
promptly expsed the offender's presence and triggered alerts to area management,
enabling proactive monitoring before he could perpetrate further sexual offenses. The
current approach of conducting security checks on every individual entering a public
venue, such aschildren's playground, is not only inconvenient but also highly impractical
in preventing incidents like kidnappings. This is even before considering the available

resources to conduct such security checks.

Often, individuals are not fully informed abaaxery missing person case reported in the
news, particularly when it concerns kidnapped children. Furthermore, people might
struggle to recall the appearance of these missing individuals. Human traffickers, who
might not have prior criminal records, caxpmit this lack of awareness, maneuvering
through crowds while guiding their victims, as bystanders remain oblivious to the crime
taking place before their eyes. Integrating facial recognition technology into CCTV
surveillance can offer a potential sotuti By detecting the identity of victims held against
their will, the system could trigger an immediate response from law enforcement,

potentially preventing a dire outcome.

Adopting this approach would streamline and expedite the process, ensuring accuracy in
identity checks. Continuous, rei@ine identity verification through CCTV surveillance

would facilitate timely alerts to security personnel only when persons of intest
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identified. This could enhance both the efficiency and effectiveness of security measures,

potentially saving lives and thwarting criminal activities.

1.2  Objectives

i. Enhance security measures for accessing sensitive facilities and venues tigilouhe
implementation of facial biometric recognition technology.

Implementing facial recognition technology in sensitive facilities such as airports and
immigration borders offers a robust security enhancement, replacing conventional methods like
keys, acess cards, or passwords. This approach not only reduces the chances of identity fraud
but also ensures that these locations remain safeguarded from potentially dangerous
individuals. By utilizing facial recognition to analyse specific biometric markarslofiduals

at entry points, only authorized personnel with designated access privileges can enter restricted

areas.

The system can be tailored to incorporate a whitelist containing verified individuals recognized
solely by the system. Anyone not on thaitelist would be denied access. Additionally, a
blacklist could be configured to trigger alerts when a person from the list is detected, allowing
security personnel to swiftly respond by closely monitoring the individual, escorting them off
the premisesyr involving the relevant authorities.

Integrating this system with CCTV surveillance cameras across the sensitive premises
streamlines the security access validation process, ensuring that all individuals within the
facility possess proper authorizatidimis comprehensive approach helps prevent unauthorized
access and potential threats, ultimately contributing to the safety of everyone present. Should
someone without access rights be detected, security personnel can take immediate measures to

avert any udesirable outcomes.
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ii. Leverage a facial recognition system to identify suspects efficiently and accurately

within densely populated areas.

The developed system would possess the capability to swiftly detect and accurately identify
individuals ofinterest, aiding law enforcement agencies in their pursuit. Security administrators
can utilize the system's tracking functionality to designate a person of interest, which prompts
the system to continuously monitor their movements within the premises.pfdactive
approach thwarts suspects from escaping into crowds and putting innocent individuals at risk.
By calculating and providing redéiilme updates on the suspect's precise location, the system

empowers law enforcement to swiftly apprehend them.

This approach proves especially beneficial for lasgale video surveillance setups covering
extensive areas, necessitating multiple CCTV cameras for comprehensive monitoring. As each
camera is assigned to oversee specific locations, flagging and continuackiyg a person's
movements through the system considerably simplifies the process of locating them. This
enables security personnel to make swift decisions based on the system's information,
minimizing valuable time wasted and enabling them to reachutgects promptly. Security
personnel can efficiently assess whether there's reason for concern and swiftly alert emergency
services, offering detailed insights into the situation and location through continuous
monitoring of the flagged individual on tegstem's display. Of course, this feature is not only
limited to locating and tracking criminal suspects or missing persons. It would be helpful in
countless situations, like a parent misplacing their child in a crowd, allowing medics to know

the precisdocation of a person in need of their assistance immediately, and many more.

iii. Use facial recognition technology to identify potentially dangerous persons and
missing individuals who may not be publicly recognised, thereby alerting authorities to

potential threats.

The developed system would systematically process all faces identified within crowds against
a blacklist database. Upon detecting any individuals matching the entries on the blacklist, an
alert would be promptly transmitted to local authes, prompting heightened awareness of

potential suspicious activities or immediate apprehension if the person is already wanted. This
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approach effectively curbs public disturbances and fosters a proactive stance by law

enforcement or venue managemeatdamonstrated by the incident referendgd |

By keeping security personnel alert from the moment the system signals the presence of an
individual with a criminal history, law enforcement can intervene and prevent crimes from
escalating. Additionally, graing venue management, such as faepk administrators, access

to live video surveillance empowers them to participate in the keeping of public security. A
practical illustration involves a store that had experienced theft in the past; logging the facial
data of the thieves into the database enables swift identification upon their return, facilitating

their immediate apprehension and deterrence.

This system serves to unite individuals in their vigilance against criminals and potentially

hazardous individals, past or present, by fostering collective watchfulness.

1.3  Project Scope and Direction

The project entails the development of a compb#esed web application designed to enhance
public crowd security. This application functions by scanning individuals within the crowd to
identify known criminals or terrorists, subsequently triggering atertsitiate monitoring or

pursuit actions by the system.
The following are the scope and features of the project application:

I. Facial recognition module

- The system can detect and identify faces present in static images, video
recordings, and redime live video feeds.

- The system has the capability to identify faces in-liglwt conditions, from
various perspectives, while moving, and maintain tracking of the person in
motion.

- The system can successfully identify faces even with accessories like hats or
glasses.

- The system compares detected faces againstexting database, and upon

finding a match, it displays pertinent information about the identified individual.
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il. Login and administration management
- The system can log the identity of the security mdstrator using it, serving as
a timekeeping feature.
- The system generates summaries and analytical reports detailing the identified

individuals.

iii. Database of people management
- Administrators can add, remove, or update individuals' information in the
da@base within the system, catering to the diverse requirements of different
establishments.
- The system maintains a historical log of all detected individuals, ensuring a

reference point for record retrieval.

iv. Camera and video management

- The system links wit numerous camera feeds to conducttiea recognition.

- Administrators have the capability to incorporate new cameras, eliminate
existing ones, or modify camera details as necessary, facilitating scalability to
accommodate distinct camera needs acrassusestablishments.

- The system will also include the location of the person detected in their
historical log based on the camera they were detected on.

V. Security alerts and actions

- Alerts will be triggered when the system identifiesiadividual flagged as
dangerous, displaying their location within the premises.

- Alerts will be generated upon detecting a person of interest, such as a missing
individual, revealing their location on the premises.

- The system has the capability to estabtishnections with local emergency
service® medical, fire, and law enforceménenabling swift communication
by the security administrator if needed.

- Administrators can mark a person of interest to enable ongoing tracking of their

movements within the prenas.
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1.4  Contributions

This project demonstrates the practicality of employing methods for identifying and tracking
criminals in realtime through live camera feeds. The project extensively utilizes the
capabilities ofDlib and OpenCYV librares for facial recognition, specificgl for monitoring

crowds through video surveillance.

The primary objective of this project is to establish scalability, ensuring that even modestly
budgeted enterprises can implement the developed system to enhance public safety. By
showecasing the value @dcial recognition systems in video surveillance and fortifying security

for sensitive facilities, the project contributes to highlighting the necessity for such technology.

Furthermore, the project advances facial recognition technology by pushingutigabies of

Dlib andOpenCV, especially in handling multiple faces within a single frame and continuously
processing them in live video feeds. This exploration of limits can lead to further breakthroughs
in the field.

An additional significant contributiodies in emphasizing the importance of monitoring
individuals with criminal backgrounds, particularly those with a history of kidnapping or other
dangerous offenses. This project's widespread adoption could incentivize individuals with prior
criminal recods to adhere to lawful behaviour, fostering a safer society. Additionally, the
project has the potential to expedite the location of missing persons or kidnapping victims,

adding a humanitarian aspect to its impact.

15 Report Organization

This report isarranged int@ chapters. The first chapter is introduction to the project including
problem statements and objectives, the second is literature review, the tthed 9gstem
methodology used in this project and systirsigns. The fourth is the system design including

the code for this project, the fifth is tegstem implementatigrand the sixth is the evaluation

and discussion of the systembs strengths ar

conclusion andecommendations.
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Chapter 2

Literature Review

2.1Facial Recognition System for Suspect Identification Using a Surveillance Camera

[6]

The process of facial recognition, as outlined @ fomprises four main stages: object
detection, featurextraction, model training, and reahe model execution. Object detection
presents challenges due to factors like pixel levels and shadow intensity, impacting detection
accuracy. The Viokdones framework and Haar cascades, utilized by Kumar et atpanate
integral images for rapid feature computation. They employed Adaptive Boost (Adaboost) for

feature selection and cascaded classifiers, achieving 15% faster computation.

The study's accuracy, as reporteddp tands at 80% with respect to a faedue threshold,
influenced by the key factor used for model training to recognize images with similar attributes.
Local Binary Patterns Histograms (LBPH) algorithms are introduced to reduce computational
costs. Principal Component Analysis (PCA) and Lingecriminate Analysis (LDA) yield

higher success rates for pretype recognition.

To ensure robust recognition under varied conditioBlscgnverts video feeds to greyscale,
minimizing visual noise and allowing the system to identify moving individuraldiverse
lighting and orientation. Contextual information, including clothing recognition, bolsters

identification, enhancing accuracy.

The developed system ifi][executes effective facial recognition through the following steps:
i. Acquiring face imags
il. Converting video to frames (pixels)
iii. Detecting faces using Hadike features on greyscale images

iv. Extracting unique features
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v. Applying the LBPH algorithm for face recognition with database images

vi. Reporting matches when found

The systemsuccessfully operates with live video feeds. Rigorous experimentation and
performance evaluations were conducted, employing metrics such as false rejection rate (FRR)
and false acceptance rate (FAR). Automated alerts streamline system supervisiordtrigger
upon query image detection.
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2.2 Tracking Missing Person in Large Crowd Gathering Using Intelligent Video
Surveillance [7]

The study conducted by][focuses on tracking missing individuals within the vast crowds at
Al-Nabawi Mosque iMadinah. The process for searching for missing persons closely parallels
that of tracking criminals or terrorists within a database, with the primary distinction being the
establishment of whitelists and blacklists to categorize persons of interest @nentidite
security alerts accordingly. The system proposed7pyifimarily targets tracking a single
individual in lowresolution images within a massive, uncontrolled crowd. The system's key
steps are as follows:
I. Geofence Set Estimation
The entire premises are divided into a 5x5 grid of geofences, each assigned to a
dedicated surveillance camera. The 4mmation of the missing person and
estimated time lapse are processed through the first algorithm, geofence set
estimation. This step ris to approximate the missing person's location and reduce

the search area.

il. Faces Detection in Video Frames
A second algorithm, known as the tracking workflow, samples every 10th frame in
the video feed and detects all faces within the assigned geafsingethe Viola
Jones detector. Three concurrent face detection methods, including Cascaded
CART, Cascaded Haar, and Cascaded LBP, are employed. The faces detected
undergo overlap analysis using a Proposed Face Fusion algorithm to minimize false
negatives,especially as the total number of detected faces increases through

cascading.

Total number pf faces detected over u_rideo sequence

CART LepP Cascades Fusion
Viola Jones Cascades

12,000

10,000
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Hzar

Figure 2.2 Total Number of Faces Detected over Video Sequence ifj [
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iii. Face Recognition
All detected faces are processed through five recognition algorithms to assign
scores ad identification numbers. Faces that receive consistent identifications from
multiple algorithms are matched to the database, assuming that the detected face is

correct.

Iv. Missing Person Tracking
The location of each identified face is recorded and td&cross consecutive

frames.

The study achieved notable success in recognizing and identifying missing individuals within
large crowds. However, it has limitations when the missing person's face is obscured by certain

head accessories.
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2.3 A Cost-Efficient Real-Time Security Surveillance System Based on Facial

Recognition Using Raspberry Pi and OpenCV§]

The system detailed ir8] shares similarities with the previously reviewed literature. Face
detection employs the Haar Cascade algorithmirftegral image construction, AdaBoost
training, and Cascade Classifier creation, with the distinction 8hanjploys a Raspberry Pi

for computation. For face recognition, the system utilizes the Local Binary Pattern Histograms
(LBPH) algorithm from thé@penCYV library.

200 | 40 | 40 1 0 0 150 | 90 | 80

40 | 100 | 130 E> 0 1 #> 30 | 141 |

160 | 70 | 210 1 0 1

3X3 pixels Threshold 100 Binanry 10001101 Decimal 141

Figure 2.3.1Flow of LBPH Method [8]

The process unfolds in three straightforward steps. First, a dataset is established by capturing
images using a camera or importing stored images. The face detection algorithm categorizes
faces as new or existing, assigns an ID, and integrates thementiattset. After finalizing

the dataset, the LBPH algorithm is trained to recognize the faces. The system is designed to
remain passive if a recognized face is detected; however, if an unrecognized face is detected,

it triggers an alert for security integmtion.

First step Second step Third step
I I—b[ Dataset ]——)l Training ]—D[ Recognizer }——>[ Surveillance }—Dm

Figure 2.3.2Basic Flowchart of How the System in§] Works

Primarily focusing on home security surveillance, the study also undertook a power
consumption and price comparison analysis between Raspberry Pi and traditional computers.
This aimeda® guide homeowners in making informed decisions. Notably, the study's limitation
lies in its testing approach, which assessed one person at a time. Consequently, its ability to

handle larger crowds remained untested.
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2.4 Analysis of Face Recognition: DIB and OpenCV [9]

Two oftenrusedopensource libraries for face recognition are Dlib and OpenDNb is a C++
library that handles management and manipulation of im&jgshandles image processing
with array2d objed containingany pixel typesincludingRGB, RGB Alpha, HSI, LAB, or
GrayscaleOpenCV is one of the mogbpular machin&arning and computeision software
libraries in the world, and it has more than 25@@imizedalgorithms that includes image
processing and facial recognitionodules.[9] performed detailed analysis of these two
software libraries for facial recognition, using mettike speed and accuracy. The algorithms
analyzed from Dlib were Convoluted Naumetwork (CNN) andHistogram of Oriented
Gradients (HoG), whil¢éhe algorithms from OpenCWere DeeNeural Network (DNN) and
HAAR Cascades.

The study found that HoG was the fastest amongst the four algoritimt) took 0.011
seconds per image procedsbut had low accuracy ratef 0% False Acceptance Rate (FAR)
and27.27%False Rejection Rate (FRR)he study also found that DNN scored the highest in
the accuracy test witB.6% FAR and 11.69% FRR, but was the slowest amongst the four

algorithmsat 0.119 seconds per image processed.

Dlib

_ 6penCV
Pengn“’m CNN | HoG | DNN | HAAR
1 1.828 0.469 5.922 3.281
2 1.766 0.578 6.266 2.828
3 1.781 0.859 6.000 2.656
4 1.781 0.484 5.656 2.750
5 1.797 0.453 5.766 2.359 -
Dlib cv
6 1938 | 0438 | 6.281 | 2.609 — DNOPE“
7 1.781 0.500 6.031 2.656 N HoG N R
8 2.047 0.516 5.625 2.500 Total
9 1828 | 0516 | 6.000 | 2609 detections | mo | m | 16 o1
10 1766 | 0453 | 5069 | 2422 False
Rata-rata rejection 35 42 18 53
(detl.k) 1.831 0.527 5.952 2.667 False
Rata-rata acceptance [o] ] 4 1
per 2.7 7.2
gambar | 0037 | 0011 | 0119 | 0053 FRR (%) N A I R
(detik) FAR (%) 0.00 | 0.00 | 2.60 0.65

Figure 2.4.1 Results from the Speed Tests and Accuracy Tests of CNN, HoG, DNN,
HAAR algorithms conducted by P]
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The studyprovided great insights into the different strengths and weaknesses of eaithralgo

for the usage of facial recognition. There was no conclusive evidence of which algorithm is the
best, as each had their own features that were suited to diffesetdases. Developers would
have to determine theiproject objectivesn order to pick the best algorithm for their
development. HoG and HAAR works best with cameras placed deeglavhere faces will

have minimal pose variance in front of the camera, while DNN, CNN, andat#eGuitable

for cameras placed in various aeglike in the case of CCTV cameras.

HoG may be the fastest algorithm, but it is weak in accusfN and CNN are more flexible
in terms of detecting obscured faces with pose variants, but requires moecpibigy images
and processing time, which mayotnbe too suitable for CCTV systems in loast
establishments. FinalfHAAR Cascades is the third fastest algorithna handles low quality
images very well which is suitable of CCTV camdvas may be pose dependent.

Urutan Kecepatan Akurasi
(sekon) (FRR%; FAR%)

HoG DNN

1 (0.011) (11.69; 2.6)
CNN CNN

2 (0.037) (22.73; 0)
HAAR HoG

3 (0.053) (27.27, 0)
DNN HAAR

4 (0.119) (34.42, 0.65)

Figure 2.4.2Summary of Processig Speed (per second) and AccuradfrRR and FAR
percentages) in 9]
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2.5FaceMe® Security System by CyberLink Corporation [10]

CyberLink Corp, a Taiwanese software company, has developed one of the world's premier Al
and facial recognition enginemmed FaceMe®. This engine is available in multiple forms,
including an SDK (software development kit), an API (application programming interface)
platform, and integrated solutions tailored for specific requirements [10]. CyberLink positions
this technolgy as a business solution, especially in the security domain, asserting its capability
to address diverse security needs. These encompass secure access coipovieresl
intelligent monitoring, functioning as a VMS (video management system}impluging

notifications and alerts, and accommodating facial coverings and gear wearing [11].

The standout feature of the FaceMe® engine lies in its adaptability, closely followed by its
extensive array of functionalities. Its seamless integration witlexiggng video management
systems (VMS) employed by businesses for security surveillance adds to its appeal and
scalability. The engine utilizes Al to continuously monitor faces, conductingtimeal
matching against blacklist or whitelist entries and iss@mgrtphone notifications upon a
match detection. The FaceMe® system boasts flexibility in both scalability and features, and
its smooth integration with existing VMS and other communication systems should be a prime

consideration in the development of fireject.

Video Stream

Workstation Centra Database

Face
Recognition
and Point
Extraction

Face Data
TR Storage

=

Face Search
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Comparison

'
l l_ API Integration j

Optional features Communication Access Control

software Warning Alarms
“VMR @
- Check-In
- Health

Figure25FaceMeE Security Solutionds Systen
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The system's developeentric central console incorporates load balancing and failover
functionalities to distribute workload across workstations, ensuring efficiency and
effectiveness. This prevents system overload when crowd numbers surge, avoiding tracking
challenges caused by excessive foot traffic. Continuous connectivity with Microsoft's SQL
database enables face matches for recognized individuals. Moreover, tih@éssystsatility
extends to incorporating APIs for additional features like datetime and attendance tracking.
Developer tools within the FaceMe® platform encompass comprehensive management
requirements, including record management, data analysis, and gatalbase administration.

FaceMe® earned recognition as a premier facial recognition technology in the 2021 Face
Recognition Vendor Test (FRVT) by the United States' National Institute of Standards and
Technology (NIST) [12]. Notably, FaceMe® excels intbatcuracy and speed, even under
suboptimal lighting conditions and in the presence of facial accessories. The technology
identifies faces by extractingdimensional vector sets and subsequently comparing them with
connected databases or previously idettifaces. The algorithm's precision extends beyond
capturing basic human features such as age andl reaklso demonstrates robust aspioofing
capabilities. Antispoofing safeguards against security fraud where individuals attempt to
deceive the systemmsing face substitutes like masks or photos. FaceMe's ability to counteract
this challenge is a significant achievement, considering the gravity ofs@oufing

vulnerabilities.

The excellence of FaceMe® has propelled the evolution of face recognitbnotegy.
Serving as a pioneering solution, the software has been adopted by numerous global
organizations, including financial services company Good Finance, which employs it for
eKYC (Electronic Know Your Customer) processes in online banking servidgd fssons

from FaceMe's rendition of facial recognition technology can be extrapolated to enhance crowd

security measures, particularly in the domains of identity validation and tracking.
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2.6 Public Security by Avigilon Corporation [14]

Avigilon Corpaation, a subsidiary of Motorola Solutions based in Canada, specializes in video
surveillance software, equipment, and various access control devices. Avigilon offers a
comprehensive ecosystem of video security solutions, encompassing a wide rangeat$ produ
in video infrastructure, software, and tailored systems to address diverse needs. One
noteworthy aspect of Avigilon's approach is the integration of facial recognition and video
analytics directly into their camera products, ensuring simplified iastail and usefriendly
operation. Their Artificial Intelligence and video analytics offerings encompass multiple
features, including facial recognition, appearance search, unusual activity, or motion detection,

among others [14].

At the heart of Avigilors offering is the Avigilon Control Center (ACC), a cleconnected
software solution that seamlessly integrates their cameras, establishing a unified video
surveillance system enhanced by-dkiven video analytics. Within ACC, security personnel

can create secure watch list or a database of individuals of interest. When these designated
individuals are detected by the cameras, the system triggers alerts. ACC also leverages edge
based technology and intelligence for features like Unusual Activity DetemtidriJnusual

Motion Detection. This approach enables rapid-tiea¢ analysis and performance, as the
software processes data in close proximity to the ACC location. This localization conserves

resources and enhances the efficiency of video feed anatgsisoéfication dissemination.

Figure 26 Avi gi l onds Focus of Attentldon (FoA)
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Avigilon employs a selfearning algorithm that effectively distinguishes and categorizes
various events, assigning thelhfferentcolored nodes for clear identification. This approach
empowers users to swiftly assess and determine the significance of each flagged event without
the need to sift through numerous camera screens. Instead, all alerts are conveniently displayed

on a useffriendly dashboard, streamlining decisioraking.

The system grants security personnel the capability to personalize watch lists based on their
specific security requirements. This can be achieved by uploadingdefgled reference
images of indriduals or utilizing the advanced Appearance Search feature. This eedityeg
technology rapidly scans through extensive hours of video feed, using textual descriptions,
photos, or video content to locate specific persons. The management of watcletidtsisd

with robust access controls to ensure data integrity. Notably, Avigilon's ACC retains the
identities of individuals found in watch list matches, facilitating convenient rdczeging.

The process of managing secure watch lists through ACC amhyatiseffriendly and efficient,

but it's also highly adaptable. Different faces within the database can be earmarked for distinct
alarm triggers. For instance, individuals on a criminal blacklist can prompt one type of alert,
while VIPs on a whitelist catrigger another. This level of flexibility simplifies and enhances

the accuracy of security personnel's tasks, sparing them the effort of validating visual data on

camera feeds.
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Chapter 3

System Methodologyand Appr oach

3.1 Methodology

\"-:'Q

Figure 3.1 Agile Methodology
The Agile methodology was adopted for project management due to its flexibility and speed in
the development process. This approach allows for ongoing testing throughout the
development cycle, ensuring the prodotof a highquality product by promptly addressing
any needed changes or potential issues. Agile is particularly suitable for small development

teams, making it a fitting choice for this eperson project.

The project development processnsists of the following steps, which are repeated
continuously
i. Analysis and evaluation of system
ii. Planningfor system modifications or procgsmprovements.
iii. Development and executidrased omliscussion and evaluation
iv. System testing
v. Meeing with the project supervisor
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Bi-weekly meetings were conducted with the project supervisor after each iteration. These
meetings served as a platform to discuss challenges encountered and to generate new ideas.
Subsequently, these ideas were exploredraptemented over the following two weeks. This
iterative and collaborative approach allows for the project's evolution and adaptation based on

feedback and emerging insights.
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3.3 System Design Diagram
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Figure 3.3 System Use Case Diagram
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3.3.1 Login Module

Use Case Name: ID: 1 Importance Level: High
Login to System

Primary Actor: Security Use Case Type: Detail, Essential

Administrator

Stakeholders and Interests:
Security Administrator: log into security surveillance system

Brief Description: This use case describes how the security administrator logs into th
registered account in the surveillance system.

Trigger: Administrator wants to perform their designated fiaskirveillance.

Type: External

Relationship:

Association: Administrator
Include:

Extend:

Generalization:

Normal Flow of Events:
1. Administrator enters their assigned username and password to log in.
2. If the username or password is not correct, the system will pradnpinistrator to
try again.
3. If the username and password entered is correct, the administrator will be abl
enter the system.

Sub Flows:
Not applicable

Alternate/ Exceptional Flows:
Not applicable

Table 3.3.1 Login Modulei Use Case Description
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User is registered, given a
usermnmame & password

Enter username &

password |
Wrong
l credentials
Correct username & . Nno
password?
yes

Successfully logged
into system

Figure 3.3.1 Login Module Activity Diagram

The user, which is a verified security personnel or administrattbmot be allowed to freely

create accounts. An account will be created for them for security purposes, and they will be
given their username and passwortis is because this system is only for specific security
personnel or administrators to enteo.login into the system, the administrator will enter their
registered username and password. The system will verify that the credentials are correct. If
either of them is wrong, the user will not be logged into the system and be prompted to try

again. Ifthe credentials are correct, they will be logged into the system and enter to the main

dashboard.
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3.3.2View People Module

Use Case Name: ID: 2 Importance Level: High
View Database of People

Primary Actor: Security Use Case TypeDetail, Essential

Administrator

Stakeholders and Interests:
Security Administrator: to view all persons logged into the database and make chan
like adding or editing the information of people.

Brief Description: This use case describes how the security admatistenters the
database of people to perform a few tasks like adding or editing information of peopl¢

Trigger: Administrator wants to view the database of people or make changes to the
database.

Type: Internal

Relationships:

Association: Administrator

Include: UpdateFirebase, retrieve from Firebase

Extend: Add newperson, editperséns i nf or mati on, sear ch

Normal Flow of Events:
1. Administrator opens the database to view all people.
2. If administrator performs any changes to the database, the database will
automatically be updated.
3. If administrator has no actions to perform, they can exit the database and go
surveillance.

Sub Flows:
Not applicable

Alternate/ Exceptional Flows:
Not applicable

Table 3.3.2 View People Modulé Use Case Description
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Figure 3.3.2 View People Modulé Activity Diagram
When the admin opens the database of people, the system will retrieve records pkealptbe
that are stored in Firebaaad display it for the admin to view. If the admin does not perform
any action other than to look at the information, they can just exit the database and the activity

ends.

If the admin wants to perform any action, tlienén can add a new person into the database or
edit an existing per sonods updatd Frebasa tnd theanew T hi s
records will be displayed in the system. The admin can also search for any person based on
information like name, naihality, status, and so on, and can also sort the display based on
alphabeticabrder,status, or last detected. The admin can repeat any of these actions until no

more actions are to be taken, and the activity ends when the admin exits the database.
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3.3.3 View Video Feed Module

Use Case Name: ID: 3 Importance Level: High
View Video Feed

Primary Actor: Security Use Case Type: Detail, Essential

Administrator

Stakeholders and Interests:
Security Administrator: to perform surveillance on glersons in the premises through
live video feed from connected security cameras.

Brief Description: This use case describes how the security administrator performs
surveillance by monitoring the live video feed from connected cameras.

Trigger: Administrator wants to perform surveillance.

Type: Internal

Relationships:

Association: Administrator

Include: Update Firebasealisplay people detected

Extend: View information of person detectemhntact emergency services

Normal Flow of Events:

1. Administrator opens live video feed from connected cameras.

2. If there are no suspicious persons detected, administrator does not have to pe
any action and may continue to just monitor the videaol.

3. If suspicious persons are detected, administrator may view more information ¢
possible criminal records of the person.

4. If there is no cause for concern, administrator may continue to just monitor the
video feed.

5. If there is cause for concern,mthistrator may not decide to contact emergency
services but continue observing the person.

Sub Flows:
Not applicable

Alternate/ Exceptional Flows:
Not applicable

Table 3.3.3 View Video Feed Modulé Use Case Description
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Figure 3.3.3 View Video Feed Modulé& Activity Diagram
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The figure 3.3 illustrates the activity diagram of the admin viewing the live video feeds from
multiple camerasThe video feeds will be continuously updating the Firebase withebple
detected, and the system wdibplay an updated list of people currently being detected on the
cameras by retrieving the information from Firebas®nsidering that the primary
responsibility of the administrator or security personnel acugd$ie system is typicajyl

limited to monitoring afety, the idealscenario is one where no actions are required while
observing the video feed. In such a situation, it implies that every individual in the public area
remains unharmed by any potentially suspisior hazardous individuals.

However,n the event of any suspicious person being detected fikigsing person, the admin

will click to view detailed information of the persand determine if there is any cause for
concern. If there is, the admaill have to determine if they should contact emergency sesvi

If they do not, the admin should maintain observatiorthdfsituation warrants contact with

any emergency number like the head of security or law enforcement, the admin should maintain

observation of the person while reportingkeep track of the person.

This activity ends when emergency services arrive on scdrantle the situation.
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3.3.4 View Reports Module

Use Case Name: ID: 4 Importance Level:
View Reports Medium

Primary Actor: Security Use Case Type: Detail, Essential
Administrator

Stakeholders and Interests:
Security Administrator: to generate and view analytical reportsletected people for
any decision making.

Brief Description: This use casdescribes how the security administratan generate
personalized reports based on the database.

Trigger: Administrator wants tgenerate reports.

Type: Internal

Relationships:

Association: Administrator

Include: Retrieve from Firebase

Extend: View charts, view logs of detected people

Normal Flow of Events:

1. Administratorenters the reports generation section from dashboard.

2. Admin will input the data range that they want to know more information on, lil
range of date and time, location, or status.

3. The system will display the logs of detected people based on the input data ar
generate a chart and description based on the log

4. Admin can choose to print the log, which will generate a CSV file.

5. Admin can also reset the input data fields and generate a new report.

Sub Flows:
Not applicable

Alternate/ Exceptional Flows:
Not applicable

Table 3.3.4 ViewReports Modulei Use Case Description
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Figure 3.3.4 View Reports- Activity Diagram
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The figure3.3.4shows how the administrator can generate and look at personalized reports
based on the information in the database. When the admin clicks on view reports, they will be
prompted to input data fields for data ranges like date tonation, or status. The/stem will

then retrieve the data from Firebase based on the data input. The system will display the logs
of detected people and generate a chart and description based dhehaimin can choose
whether they want to print this. If they do, the systethgeinerate a CSV file of the log based

on their input data. Otherwise, the admin can choose to reset their input data and generate new
reports.
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Chapter 4

System Design

4.1 System Block Diagram

IP Cameras
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Frame Frame Frame Frame
Face Recognition -1_
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DetectlFaces
Recognize Faces
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Control Functions
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Figure 4.1 System Block Diagram
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Numerous IP cameras will be configuredrideodesignated locations in the premises and will
be connected through WIFIthough the application of this in real scenarios would be through
private networks to avoid intrusion from unauthorized people viden feed willbe sent into

the surveillance system and each frame will be extracted one bytueéas so that the face

recognition system can detect faces on each frame.

This projectu s e s D | -traimeil CNNybaised face detectormode| which is the
mmod_human_face_detector.datmode|l and it also implementdMax Margin Object
Detection (MMOD) for better result&or the imagereprocessingteps images of labelled
faces are | oaded i nt dahetnddel toencakinkperfosn matchm@g@ | st o
All images areaalsoresized to have a fixezize of 216x216 pixelhile maintaining the aspect
ratio. The modelalsoidentifies faces using landmarky two models that were also used in
this project  which are  shape_predictor_ 5 face landmarks.dat and
shape_predictor_68 face land maks.dat . The modelusing 5 facial landmarkislentifies
thebottom of the nose and corners of the ey s used when the batch size is smaller. When
the batch size is biggethe model using 68 face landmarks will be used insteatiigher
accuracy The video frames are also converted fiBf&R to greyscaléo minimize noise and

increase computatiospeed.

Once there are faces detected in the video fratinesystem wilfind the closest match in the
encoded labelled faces and recognize the face detected in the video frame. With the recognized
face, the system will log the date, tinmame of the pson based on their label, and location

into Firebase. The system is then able to perform various functions by accessing these logs.
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4.2 System Flow Description
4.2.1 Main.py
from PySide2.QtWidgets import QApplication, QDialog, (MainWindow, QMessageBox
from GUI.leginui import Ui_LeginDialog, Ui_MainWindow
from GUI.dashboardui import DashboardDialog

import firebase_admin

from firebase_admin import credentials
from firebase_admin import db

from firebase_admin import storage

class LoginDialog(QDialog):
def __init__(self):
super().__init__Q)
self.ui = Ui_LoginDialog()
self.ui.setuplUi(self)

self.ui.loginButton.clicked.connect(self.login)

def login(self):
username = self.ui.usernameEdit.text()

password = self.ui.passwordEdit.text()

if username == "admin" and password == "admin":
QMessageBox.information(self, "Login Successful", "Login Successful!")
self.openMainWindow()

def openMainWindow(self):
self.dashbhoard = DashboardDialog()
self.dashboard.show()
self.accept()

def main():
app = QApplication([])
dialog = LoginDialog()
dialog.show()
app.exec_()

> if __name__ == "__main__":
main()

Figure 4.2.1 Main.py

Upon starting the system, the user is prompted to legtmtheir assigned credentials. Users

are not permitted to create accounts themselves as this is a security system with restricted
accesslf the user enters the correct credentials, in this casesit fadmi no f or bot
and password, the user will be successfully logged in and will be directed to the dashboard

the credentials are incorrect, the user will be prompted to try again with a warning dealog bo
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4.2.2Dashboardui.py

from datetime import datetime

from PySide2.QtCore import *

from PySide2.QtGui import *

from PySide2.QtWidgets import *

import cv2

import subprocess

from facerecogniser import FaceRecognition
from PySide2.QtWidgets import QDialoeg

from peopledbui import PeopleDBDialog

from allcams import CamsDialog

from reports import ReportsDialog

from detectlLog import append_to_detect_log
import firebase_admin

from firehase_admin import credentials
from firebase_admin import db

from firebase_admin import storage

from GUIL.init_firebase import firebase_admin
app = firebase_admin.get_app()

sfr = FaceRecognition()
sfr.load_encoding_images("images/")
detected = []

class DashboardDialog(QDialog):
def __init__(self):
super().__init__()
self.ui = Ui_Dialog()
self.ui.setupUi(self)
self.ui.people.clicked.connect(self.open_people_db) # to open peopledbui.py
self.ui.checkcam.clicked.connect(self.open_allcams)

def open_people_dh(self):
self.people_db = PeopleDBDialog()
self.people_db.show()

def open_allcams(self):

# Provide the r

detectlog = QListView()
self.all_cams = CamsDialog(detectlog)
self.all_cams.show()

def update_datetime_label(self)
current_datetime = QDateTime.currentDateTime().toString(u"hh:mm:ss \nMM/dd/yyyy")
self.ui.datetime_label.setText(current_datetime)
QTimer.singleShot (1000, self.update_datetime_label)

class Ui_Dialog(object):
def setupUi(self, Dialog):
if not Dialog.objectName():
Dialog.setObjectName(u"Dialog")
Dialog.resize(1123, 6308)
self.cam = QFrame(Dialog)
self.cam.setObjectName(u"cam")
self.cam.setGeometry(QRect (540, 30, 708, 380))
self.cam.setFrameShape(QFrame.StyledPanel)
self.cam.setFrameShadow(QFrame.Raised)

Figure 4.2.21 Dashboardui.py (14)
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self.video_player = VideoPlayer(self.cam)
self.video_player.setGeometry(self.cam.rect())
self.cam_layout = QVBoxLayout(self.cam)
self.cam_layout.addWidget(self.video_player)

self.checkcam = QPushButton(Dialog)
self.checkcam.setObjectName(u"checkcan")
self.checkcam.setGeometry(QRect (260, 80, 211, 51))

self.people = QPushButton(Dialog)
self.people.setObjectName (u"people”)
self.people.setGeometry(QRect (260, 170, 211, 51))

self.detectedface = QFrame(Dialog)
self.detectedface.setObjectName(u"detected")
self.detectedface.setGeometry(QRect (30, 370, 461, 231))
self.detectedface.setFrameShape(QFrame.StyledPanel)
self.detectedface.setFrameShadow(QFrame.Raised)
self.detected_layout = QVBoxLayout(self.detectedface)
self.detected_log = QTextEdit(self.detectedface)
self.detected_layout.addWidget(self.detected_log)

self.datetime = QWidget(Dialog)

self.datetime.setObjectName (u"datetime")

self.datetime.setGeometry(QRect (10, 50, 221, 141))

self.datetime.setStyleSheet(u"")

self.datetime_label = QLabel(self.datetime)
self.datetime_label.setObjectName(u"datetime_label")
self.datetime_label.setGeometry(QRect (@, B, self.datetime.width(), self.datetime.height()))
self.datetime_label.setAlignment(Qt.AlignCenter)
self.datetime_label.setStyleSheet(u"font-size: 24px;")

self.update_datetime_label()

self.admin = QWidget(Dialog)

self.admin.setObjectName(u"admin™)

self.admin.setGeometry(QRect(?, 10, 221, 41))

self.admin_label = QLabel(self.admin)
self.admin_label.setObjectName(u"admin_label")
self.admin_label.setGeometry(QRect(0, 0, self.admin.width(), self.admin.height()))
self.admin_label.setAlignment(Qt.AlignCenter)
self.admin_label.setStyleSheet(u"font-size: 1é6px; font-weight: bold;")

self.admin_label.setText("Administrator: Admin")

self.graph = QWidget(Dialog)

self.graph.setObjectName(u"graph")

self.graph.setGeometry(QRect (588, 370, 481, 231))
self.button_check_reports = QPushButton("Check Out Reports", self.graph)
self.button_check_reports.setGeometry(145, 90, 150, 30)
self.button_check_reports.clicked.connect(self.open_reports)

self.retranslateUi(Dialog)

QMetaObject.connectSlotsByName(Dialog)

# setupli
setupli

def retranslateUi(self, Dialog):
Dialog.setWindowTitle(QCoreApplication.translate("Dialog", u"Dialog"”, None))
self.checkcam.setText(QCoreApplication.translate("Dialog", u"Check Cameras", None))

Figure 4.2.2.2 Dashboardui.py (2)

Bachelor ofinformation SysteméHonourg Business Information Systems
Faculty of Information an€ommunication Technology (Kampar Campus), UTAR

43



self.people.setText(QCoreApplication.translate("Dialog”, u"Database of People", None))

# retranslateli

def update_datetime_label(self):
current_datetime = QDateTime.currentDateTime().toString(u"hh:mm:ss \nMM/dd/yyyy")
self.datetime_label.setText(current_datetime)
QTimer.singleShot (1008, self.update_datetime_label)

def open_reports(self):
reports_dialog = ReportsDialog()
reports_dialog.exec_()

class VideoPlayer(QLabel):

def __init__(self, detected_log, parent=None):
super(VideoPlayer, self).__init__(parent)
self.video_capture = cv2.VideoCapture(l)
self.timer = QTimer()
self.timer.timeout.connect(self.next_frame)
self.timer.start(30)
self.detected_log = detected_log

def get_person_info(self, name):
ref = db.reference('People’)
data = ref.get()

for index, item in enumerate(data):
det_name = item.get('name', '')
if det_name == name:
return item

return None

def next_frame(self):
face_cascade = cv2.CascadeClassifier(cv2.data.haarcascades + "haarcascade_frontalface_default.xml")
ret, frame = self.video_capture.read()
if ret:
- ne, OR_BGR2
e, cv2.COLOR_RGB2GRAY)
gray = cv2.cvtColor(frame, cv2.COLOR_BGR2GRAY)

) # Convert the frame from BGR to RGB

#gray tColor(f

# Detect faces

faces = face_cascade.detectMultiScale(gray, scaleFactor=1.1, minNeighbors=4)
face_locations, face_names = sfr.detect_known_faces(frame)

# Draw rectangle around the faces

for face_loc, name in zip(face_locations, face_names):

left=x1 bottom=y2 right=x2

# top=yl
top=y1

yl, x1, y2, x2 = face_loc[B], face_loc[1], face_loc[2], face_loc[3]

cv2.putText(frame, name, (x1, yl - 10), cv2.FONT_HERSHEY_DUPLEX, 1, (0, ©, ©), 2)
if "black" in name:
color = (B, O, 208)

elif "vip" in name:
color = (200, B, B)
else:
color = (6, 200, 0)

Figure 4.2.2.3 Dashboardui.py (3)
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cv2.rectangle(frame, (x1, yl1), (x2, y2), color, 4)

frame = cv2.cvtColor(frame, cv2.COLOR_BGR2RGB)
framel[:, :, [0, 2]] = framel:, :, [2, 0]]

image = QImage(frame.data, frame.shape[l], frame.shape[0®], QImage.Format_RGB888)
pixmap = QPixmap.fromImage(image)

self.setPixmap(pixmap.scaled(self.width(), self.height(), Qt.KeepAspectRatio))

now = datetime.now()

detection_date = now.strftime("%m/%d/%Y")
detection_time = now.strftime("%H:%M:%S")
location = "Cam2"

for name in face_names:
log_entry = f"{detection_date} | {detection_time} | {name}"

person_info = self.get_person_info(name)

if person_info:
status = person_info.get('status', 'Unknown')
log_entry += f" | {status}”
print("Person Detected Info:", person_info)

log_entry += " | {location}"

append_to_detect_log(name, status, detection_date, detection_time, location)
self.parent().parent().ui.detected_log.append(Llog_entry)

frame = cv2.cvtColor(frame, cv2.COLOR_BGR2RGB)

image QImage(frame, frame.shape[l], frame.shape[®], QImage.Format_RGB888)

pixmap = QPixmap.fromImage(image)
self.setPixmap(pixmap.scaled(self.width(), self.height(), Qt.KeepAspectRatio))

> if __name__ == "__main__":
app = QApplication([])
dialog = DashboardDialog()
dialog.show()
app.exec_()

Figure 4.2.2.4 Dashboardui.py (4/4)
Once the user is successfully logged into the system, the user will see the main dashboard. Th
main dashboard has a few different functions that will be carriedlbate are three buttons
that can be clicked that will redirect the user to other functfons.of the buttons is to redirect
to the Database of People dialog (peopledbui.pyg isto view all camera surveillance
(allcams.py), and another is to view reports (reports:pygre is also aatetime label that

keeps track of the current time and logs the identity of the user that is logged in.

One of the cameragwoviding live video fed will also be displayed on this dialog and the face
recognition will be started’ he system extracts each frame from the videoti®eérform face
recognition. An additional Cascade Classifieodel from OpenCV is added to pick up on any

faces that the CNN may not deteeach frame is converted to greyscsdethat the image is
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simplified. The scale factareduces the image size at each image scale to make deteoti®n
accurateThe minimumneighbouréparametespecifies how mangeighboursach candidate
rectangle should have to retain it, and it is set tofeighboursOnce there are faces detected
and a rectangle is framed on each detected theamage framewill be converted back to
RGB colour. It will then swap the blue and red channels within the image data to ensure it is
correctly formatted in RGB. A Qlmage object is created, suitable for graphical applications,
with the image data, width, height, and B&B8format. This series of operations prepares the
image frame for display or further imagelated tasks, especially in-Qased applications or

graphical user interfaceshe image frames are then displayed in@fRexmap.

With each recognised face, thgstem grabs the narfrem Firebasend displays it in the log
entry together with the date and time detected, and location it is from. Location is based on the

camera.
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4.2.3 Peopledbui.py

of

import os

from PySide2.QtCore import *

from PySide2.QtGui import =

from PySide?.QtWidgets import *

import sys

import pformui

) personInfo 1

#from personInfc ort Personln g

from personInfoTEST import PersonInfoDialog

tlog i

i_PersonlInfo

from pformadd2_uvi import Ui_Dialog
from pformadd2 import PFormAddDialog
from firebase_admin import db, credentials

from GUI.init_firehase import firebase_admin

app = firebase_admin.get_app()

class StatusDelegate(QStyledItemDelegate):

def

paint(self, painter, option, index):
status = index.model().data(index)

if status == "Caution":
option.palette.setColor(QPalette.Text, QColor("red"))
elif status == "Missing":

option.palette.setColor(QPalette.Text, QColor("green"))
else:
option.palette.setColor(QPalette.Text, option.palette.color(QPalette.Text))

super().paint(painter, option, index)

class CustomProxyModel(QSortFilterProxyModel):

def

def

def

__init__(self):
super().__init__()
self.status_filter = "ALL"

set_status_filter(self, status):
self.status_filter = status
self.invalidateFilter()

filterAcceptsRow(self, source_row, source_parent):
if self.status_filter == "ALl":
return True

index = self.sourceModel().index(source_row, 1, source_parent)
status = self.sourceModel().data(index)
return status == self.status_filter

class Ui_PeopleDBDialog(object):

def

setupUi(self, PeopleDBDialog):

if not PeopleDBDialog.objectName():
PeopleDBDialog.setObjectName(u"PeopleDBDialog")

PeopleDBDialog.resize(1126, 692)

self.verticallayout = QVBoxLayout(PeopleDBDialog)

self.verticallayout.setObjectName(u"verticallayout")

self.label = QLabel(PeopleDBDialog)

self.label.setObjectName(u"Llabel™)

self.label.setAlignment(Qt.AlignCenter)

self.verticallayout.addWidget(self.label)

# Add a QLineEdit

Iget for sea ing

| Figure 44.5.3.1 Peopledbui.py (1/6)

vi

Bachelor ofinformation SysteméHonourg Business Information Systems
Faculty of Information an€ommunication Technology (Kampar Campus), UTAR

47



self.searchLineEdit = QLineEdit(PeopleDBDialog)
self.searchLineEdit.setObjectName(u"searchLineEdit")
self.searchLineEdit.setGeometry(QRect (3568, 90, 311, 51))
self.searchLineEdit.textChanged.connect(self.search_data)

self.admin = QWidget(PeopleDBDialog)

self.admin.setObjectName(u"admin™)

self.admin.setGeometry(QRect(10, 18, 221, 41))

self.admin_label = QLabel(self.admin)
self.admin_label.setObjectName(u"admin_label")
self.admin_label.setGeometry(QRect(B, 0, self.admin.width(), self.admin.height()))
self.admin_label.setAlignment(Qt.AlignCenter)
self.admin_label.setStyleSheet(u"font-size: 16px; font-weight: bold;")
self.admin_label.setText("Administrator: Admin")

self.datetime = QWidget(PeopleDBDialog)
self.datetime.setObjectName(u"datetime")
self.datetime.setGeometry(QRect(10, 50, 221, 141))
self.datetime.setStyleSheet(u"")
self.datetime.setStyleSheet(u"")

self.datetime_label = QLabel(self.datetime)
self.datetime_label.setObjectName(u"datetime_label")
self.datetime_label.setGeometry(QRect(0, 0, self.datetime.width(), self.datetime.height()))
self.datetime_label.setAlignment(Qt.AlignCenter)
self.datetime_label.setStyleSheet(u"font-size: 24px;")
self.update_datetime_label()

self.tableView = QTableView(PeopleDBDialog)
self.tableView.setObjectName(u"tableView")
self.tableView.setGeometry(QRect(10, 200, 1101, 481))

self.model = QStandardItemModel(0, 6)
self.model.setHorizontalHeaderLabels(["Name", "Status", "ID", "Nationality", "Criminal History",
"Last Detected", "Location"])
self.tableView.setModel(self.model)
self.tableView.setItemDelegateForColumn(l, StatusDelegate())
self.tableView.setEditTriggers(QAbstractItemView.NoEditTriggers)
self.tableView.setSelectionBehavior(QAbstractItemView.SelectRows)
horizontal_header = self.tableView.horizontalHeader()
horizontal_header.setSectionResizeMode(QHeaderView.Stretch)
# Create a QSortFilterProxyModel
self.proxyModel = QSortFilterProxyModel()
self.proxyModel.setSourceModel(self.model)

self.tableView.setModel(self.proxyModel) # Set the (SortFilterProxyModel as the model for QTableliew

self.tableView.setItemDelegateForColumn(1l, StatusDelegate())

self.sorter = QFrame(PeopleDBDialog)
self.sorter.setObjectName(u"sorter")
self.sorter.setGeometry(QRect(760, 80, 351, 101))
self.sorter.setFrameShape(QFrame.StyledPanel)
self.sorter.setFrameShadow(QFrame.Raised)

self.resetSortRadioButton = QRadioButton("No Sorting", self.sorter)
self.resetSortRadioButton.setObjectName(u"resetSortRadioButton”)
self.resetSortRadioButton.setGeometry(QRect (168, 10, 101, 28))
self.resetSortRadioButton.clicked.connect(self.reset_sorting)
self.resetSortRadioButton.setChecked(True)

self.sortDateRadioButton = QRadioButton("Sort by Date Detected", self.sorter)

Figure 4.2.3.2 Peopledbui.py (2/6)

Bachelor ofinformation SysteméHonourg Business Information Systems
Faculty of Information an€Communication Technology (Kampar Campus), UTAR



self.sortDateRadioButton.setObjectName(u"sortDateRadioButton™)
self.sortDateRadicButton.setGeometry(QRect (10, 40, 191, 20))
self.sortDateRadioButton.clicked.connect(self.sort_data_by_date)
self.sortNameRadioButton = QRadioButton("Sort by Name", self.sorter)
self.sortNameRadioButton.setObjectName(u"sortNameRadioButton")
self.sortNameRadioButton.setGeometry(QRect (16, 70, 181, 20))
self.sortNameRadioButton.clicked.connect(self.sort_data_by_name)

self.header = QTextBrowser(PeopleDBDialog)
self.header.setObjectName(u"header")
self.header.setBGeometry(QRect (345, 28, 391, 51))

self.backButton = QPushButton(PeopleDBDialog)
self.backButton.setObjectName (u"backButton")
self.backButton.clicked.connect(PeopleDBDialog.close)
self.verticallayout.addWidget(self.backButton, alignment=Qt.AlignRight)

self.addnew = QPushButton(PeopleDBDialog)
self.addnew.setObjectName(u"addnew")
self.addnew.setGeometry(QRect (490, 168, 93, 28))

self.search = QPushButton(PeopleDBDialog)
self.search.setObjectName(u"search")
self.search.setGeometry(QRect (670, 1868, 71, 28))

self.retranslatelUi(PeopleDBDialog)

QMetaObject.connectSlotsByName (PeopleDBDialog)

# setupUi

def retranslateUi(self, PeopleDBDialog):
PeopleDBDialog.setWindowTitle(QCoreApplication.translate("PeopleDBDialog”, u"People Database", None))
self.header.setHtml(QCoreApplication.translate("PeopleDBDialog", u"<!DOCTYPE HTML PUBLIC \"-//W3C//DTD HTML 4.0"
u"//EN\" \"http://www.w3.org/TR/REC-html4B/"
u"strict.dtd\">\n"
"<html><head><meta name=\"qrichtext\" content=\"1\" /><style type=\"text/css\">\n"

"p, 1i { white-space: pre-wrap; }\n"
"</style></head><hody style=\" font-family:'MS Shell Dlg 2'; font-size:7.8pt; font-weight:400; font-style:normal;\">\n"
"<p align=\"center\" style=\" margin-top:@px; margin-bottom:0px; margin-left:0px; margin-right:0px; -qt-block-indent:0;"
" text-indent:0px;\"><span style=\" font-size:"
"18pt; font-weight:6008;\">DATABASE OF PEOPLE"
"</span></p></body></html>", None))
self.backButton.setText(QCoreApplication.translate("PeopleDBDialog"”, u"Back to Dashboard", None))
self.addnew.setText(QCoreApplication.translate("PeopleDBDialog", u"Add New", None))
self.search.setText(QCoreApplication.translate("PeopleDBDialog", u"search", None))
self.label.setText(QCoreApplication.translate("PeopleDBDialog", u"People Database Screen", None))

# retranslateli

def update_datetime_label(self):
current_datetime = QDateTime.currentDateTime().toString(u"hh:mm:ss \nMM/dd/yyyy")
self.datetime_label.setText(current_datetime)
QTimer.singleShot (1000, self.update_datetime_label)

Figure 4.2.3.3 Peopledbui.py (3/6)
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def fetch_data(self):
ref = db.reference('People’)
data = ref.get()
self.model.removeRows(0, self.model.rowCount())

if data:
for item in data:
if item is not None:
name = item.get('name', '')
status = item.get('status', '')
ic = item.get('ic', '')
nationality = item.get('nationality', '")
criminal_history = item.get('criminal_history', "')
last_detected_time = item.get('last_detected_time', '')
location = item.get('location', '')

# Create table items

name_item = QStandardItem(name)

status_item = QStandardItem(status)

ic_item = QStandardItem(ic)

nationality_item = QStandardItem(nationality)
criminal_item = QStandardItem(criminal_history)
lastdetected_item = QStandardItem(last_detected_time)
location_item = QStandardItem(location)

# Add the I

self.model.appendRow(
[name_item, status_item, ic_item, nationality_item, criminal_item, lastdetected_item,
Tlocation_item])
else:

# If data is None, there is no data in the da

so just return without doing anything

print("No data in the database.")

def search_data(self, text):

# Set the filter on the QSortF

LLLLL ilterProxyModel
search_flags = Qt.CaseInsensitive | Qt.MatchContains
self.proxyModel.setFilterRegExp(text)

self.proxyModel.setFilterKeyColumn(-1) # Search all columns

def sort_data_by_date(self):
# Set the sorting order to ascending or descending based on the radio button selection
order = Qt.AscendingOrder if self.sortDateRadioButton.isChecked() else Qt.DescendingOrder
self.proxyModel.sort(5, order)

def sort_data_by_name(self):
# Set the sorting order to ascending or descending based on the radio button selection
order = Qt.AscendingOrder if self.sortNameRadioButton.isChecked() else Qt.DescendingOrder
self.proxyModel.sort(B, order)

def reset_sorting(self):

# Reset the sorting to its default state

self.proxyModel.sort(-1)

class PeopleDBDialog(QMainWindow)
def __init__(self):
super().__init__()
self.ui = Ui_PeopleDBDialog()

self.ui.setupUi(self)
Figure 4.2.3.4Peopledbui.py (4/6)
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self.proxyModel = CustomProxyModel()
self.proxyModel.setSourceModel(self.ui.model)

self.ui.backButton.clicked.connect(self.close)
self.ui.addnew.clicked.connect(self.add_new_clicked)

self.ui.tableView.setAlternatingRowColors(True)
self.ui.tableView.horizontalHeader().setStretchLastSection(True)

self.timer = QTimer(self)
self.timer.setInterval(1000)
self.timer.timeout.connect(self.fetch_data)
self.timer.start()

self.fetch_data()
self.ui.tableView.clicked.connect(self.row_item_clicked)

def add_new_clicked(self, data_name):
pformadd_dialog = PFormAddDialog()

if pformadd_dialog.exec_() == QDialog.Accepted:
name = pformadd_dialog.namelineEdit.text()
status = pformadd_dialog.statusComboBox.currentText()
ic = pformadd_dialog.iCLineEdit.text()
nationality = pformadd_dialog.nationalitylLineEdit.text()
criminal_history = pformadd_dialog.criminalHistorylLineEdit.text()

#last_detected_time = pf dd_diaglog.lastDetectedlineEdit. text()

date = pformadd_dialog.dateEdit.date().toString(Qt.IS0Date)
time = pformadd dialog.timeEdit.time().toString(Qt.IS0Date)
location = pformadd_dialog.location.currentText()

last_detected_time = f"{date} {timel}"

nerate the d name o

ref = db.reference('People’)
people_data = ref.get()

# Handle the case where peaple_data

count = len(people_data) if people_data else @
data_name = str(count)

data = {
"name": name,
"status": status,
"ic": ic,
"nationality": nationality,
"criminal_history": criminal_history,
"last_detected_time": last_detected_time,
"location": location,

'image': ""

new data to rirebase with The desired data_n

ref.child(data_name).set(data)

self.ui.fetch_data()

Figure 4.2.3.5 Peopledbui.py5/6)

Bachelor ofinformation SysteméHonourg Business Information Systems
Faculty of Information an€ommunication Technology (Kampar Campus), UTAR



def row_item_clicked(self, index)
row = index.row()
pform = PersonInfoDialog()
pform.fetch_detectlog(index)
pform.table_item_clicked(index)

def fetch_data(self):
people_ref = db.reference('People’)
detect_log_ref = db.reference('DetectlLog')

data = people_ref.get()

self.ui.model.clear()
self.ui.model.setHorizontalHeaderLabels(
["Name", "Status", "ID", "Nationality", "Criminal History", "Last Detected", "Location"])

if data is not None:
detect_log_data = detect_log_ref.get()

for person_data in data:
if isinstance(person_data, dict):
name = person_data.get('name', '')

status = person_data.get('status', '')
ic = person_data.get('ic', '")
nationality = person_data.get('nationality', '')
criminal_history = person_data.get('criminal_history', '')

location = person_data.get('location', '')

me for this person f

[ DetectlLog reference

latest_detected_time = None
for detection_event in detect_log_data:
if detection_event is not None and detection_event['name'] == name:
detection_time = f"{detection_event['detection_date']} {detection_event['detection_time']}"
if latest_detected_time is None or detection_time > latest_detected_time:
latest_detected_time = detection_time

# Create table items
name_item = QStandardItem(name)
status_item = QStandardItem(status)
ic_item = QStandardItem(ic)
nationality_item = QStandardItem(nationality)
criminal_item = QStandardItem(criminal_history)
lastdetected_item = QStandardItem(latest_detected_time)
location_item = QStandardItem(location)

# Add the items to the

self.ui.model.appendRow(
[name_item, status_item, ic_item, nationality_item, criminal_item, lastdetected_item,
location_item])
else:
print("No data in the database.")

4 if __name__ == "__main__":
app = QApplication([])
dialog = PeopleDBDialog()
dialog.show()
app.exec_()

Figure 4.2.3.6 Peopledbui.py (6/6)
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TheAStatusDelegateclassdefines the colour schemes based on the status of the people. For
example,thp eopl e with thebstatds AMassi ogo will k
will be the default black.

The #ACust omPr ohkagpdde the filtéring cahdasoriingf the database. The

0set status _filter 6 metabkpedfic sdatus andvit trigheesm@a filtern g t
inval i dati on.sRowmee mdtiHdderdefciepeas t he filterdi
AAlo, it accepts all rows. Other wise, It che

only accepted it if the status matches the 0

The Ul_PeopleDBDialog class sets up the Ul fog thialog, and also includdsinction
definitions for he search bar, sorterand fitesfsh e fiadd_new_cl i ckedo fun
di alog when <clicked. This dialog i sican empt
6nationalityé6, ®lcadtmi dhatlenddi eiViemntpedieddare filed

in and saved, the new data is pushed into the Firebase.

The Arow_item_ cl dgrab ke iddex of therawtthiie user alicked oand
pass the index tpersoninfo.pywhere it will displaythes peci f i ¢ p enfosematiod s det .
by referencing the two tables in Firebase,

index in the database.
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4.2.4Personlinfo.py
import sys
from PySide2.QtGui import QPixmap
from PySide2.QtGui import %

.QtGui import QPi

from PySide2?.QtWidgets import QMessageBox, QDialogButtonBox,(TableWidgetItem,(TableWidget,QAbstractItemView, QTableView
from PySide2.QtWidgets import %
from PySide2.QtCore import Qt, QRect

rt * # vill m

#from PyQts.Qt6ui

nage display issuve
from GUI.UI.personInfoUl import Ui_Dialog

#from detectlog import fetch_detectlog

from GUI.init_firebase import firebase_admin

from firehase_admin import credentials, storage

from firebase_admin import db

app = firebase_admin.get_app()

class PersonInfoDialog(QDialog, Ui_Dialoeg):
def __init__(self, key=None):
super(PersonInfoDialog, self).__init__()
self.ui = Ui_Dialog()
self.ui.setupli(self)

self.ui.buttonBox.setStandardButtons(QDialogButtonBox.Cancel | QDialogButtonBox.Ok)
self.ui.buttonBox.accepted.connect(self.save_changes)
self.ui.buttonBox.rejected.connect(self.reject)
self.vi.detectedlLog.setSelectionBehavior(QAbstractItemView.SelectRows)

#create ile

self.detectedLog = QTableView()

self.detectedLog.setObjectName(u"detectedLog")
self.detectedLog.setGeometry(QRect (10, 240, 761, 251))

self.detlog_model = QStandardItemModel(Q®, 5) # Assuming 5 columns

header_labels = ["Name", "Status", "Detected Date", "Detected Time", "Location"]
self.detlog_model.setHorizontalHeaderlLabels(header_labels)
self.ui.detectedlLog.setModel(self.detlog_model)

horizontal_header = self.ui.detectedlLog.horizontalHeader()

here insteod of UI f

horizontal_header.setSectionResizeMode (QHeaderView.Stretch)

self.image = QLabel(self.ui.frame)
self.key = key

fetch_detectlog()

def set_clicked_item_name(self, item_name, clicked_index):
print(clicked_index)
print(type(clicked_index))
new_index = int(clicked_index)
print("QWERTYYTRE", item_name)
f_x = item_name.split('\n')[1]
ppl_index = f_x[6:]
print(ppl_index)

#pform = PersonlInfoDialog()

self.fetch_detectlog2(ppl_index)
self.table_item_clicked2(new_index)

def fetch_detectlog(self, index):
print("detectlog run")
detect_log_ref = dh.reference('Detectlog')

Figure 4.2.4.1 Personlinfo.py (1/6)
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detect_log_data = detect_log_ref.get()
print("DetectlLog", type(detect_log_data))
print(detect_log_data)

if detect_log_data is not None:
for item in reversed(detect_log_data): # Iterate

records first
if isinstance(item,dict):

name = item.get('name','')

status = item.get('status','')

detection_date = item.get('detection_date','")

detection_time = item.get('detection_time','")

location = item.get('location', '')

name_item = QStandardItem(name)

status_item = QStandardItem(status)
detection_date_item = QStandardItem(detection_date)
detection_time_item = QStandardItem(detection_time)
location_item = QStandardItem(location)

xy = [name_item, status_item, detection_date_item, detection_time_item, location_item]

self.detlog_model.appendRow(xy)

# only display ma

if name != index.data():
for row in range(self.detlog_model.rowCount()):
if self.detlog_model.item(row, 0).text() == name:
self.ui.detectedLog.setRowHidden(row, True)

# make table uneditable

for column in range(self.detlog_model.columnCount()):
self.detlog_model.item(self.detlog_model.rowCount() - 1, column).setFlags(
Qt.ItemIsSelectable | Qt.ItemIsEnabled)

def table_item_clicked(self, index):
print("ok")

# Get the cli ! row and

row = index.row()
new_row = row

new_row = str(new_row)
print(new_row)

ui.tableView.mod ).index(row, 0

).data()

int(name)
model = self.ui.detectedLog.model()

name_index = model.index(row, 0)
ected_person_name = self.ui.tableView.model

(new_row,

#print(s ed_person_

key = self.ui.detectedlLog.model().index(row, 2).data()

#print (key)

ref = db.reference('Peaple’)
data = ref.child(new_row).get()

Figure 4.2.4.2Personinfo.py (2/6)
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if data:
print(data)
self.set_key(new_row)

# Set the data in the form

self.ui.namelineEdit.setText(data.get('name', ''))

self.ui.statusComboBox.setCurrentText(data.get('status', ''))
self.ui.iCLineEdit.setText(data.get('ic', ''))
self.ui.nationalitylLineEdit.setText(data.get('nationality’, ''))
self.vi.criminalHistoryLineEdit.setText(data.get( 'criminal_history', ''))
self.ui.lastDetectedlLineEdit.setText(data.get('last_detected_time', ''))
self.ui.location.setCurrentText(data.get('Llocation', ''))

img = data.get('image', '')

print(img)

#pInfo.display_img(pInfo

try:
# Get the bucket name and blob name from the gs:// URL
bucket_name, blob_name = img.replace('gs://', '').split('/', 1)

if not firebase_admin._apps
cred = credentials.Certificate('path/to/serviceAccountKey.json')
firebase_admin.initialize_app(cred, {
'storageBucket': "security-surveillance-h3ea5.appspot.com",
'databaseURL'
'https://security-surveillance-b3eab-default-rtdb.asia-southeastl.firebasedatabase.app/

1

scaled_pixmap = pixmap.scaled(QRect(0, 0, 200, 200).size(), Qt.KeepAspectRatio, Qt.SmoothTransformation)
self.image.setPixmap(scaled_pixmap)
self.image.setGeometry(0, 0, 200, 280)

result = self.exec_()

if result == QDialog.Accepted:
self.save_changes()
print("Data updated successfully.")
else:
print("data not saved")

except Exception as e:
print(f"Error: {e}")
print("not saved due to exception")

else:
print("Can't fetch data")

def fetch_detectlog2(self, name):
print("detectlog run")
detect_log_ref = db.reference('Detectlog')
detect_log_data = detect_log_ref.get()
print("DetectLog", type(detect_log_data))
print(detect_log_data)

self.detlog_model.clear()

Figure 4.2.4.3Personinfo.py (3/6)
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header_labels = ["Name", "Status", "Detected Date", "Detected Time", "Location"]
self.detlog_model.setHorizontalHeaderLabels(header_labels)

if detect_log_data is not None:
for item in reversed(detect_log_data):
if isinstance(item, dict):
det_name = item.get('name', '')
print("print det name !!!", det_name)
status = item.get('status', '')
detection_date = item.get('detection_date', '')
detection_time = item.get('detection_time', '')
location = item.get('location', '')

name_item = QStandardItem(det_name)

status_item = QStandardItem(status)
detection_date_item = QStandardItem(detection_date)
detection_time_item = QStandardItem(detection_time)
location_item = QStandardItem(location)

Xy = [name_item, status_item, detection_date_item, detection_time_item, location_item]

self.detlog_model.appendRow(xy)

# Only display matched names

if det_name != name:
for row in range(self.detlog_model.rowCount()):
if self.detlog_model.item(row, 0).text() == det_name:
self.ui.detectedlLog.setRowHidden(row, True)

# Make table uneditable
for column in range(self.detlog_model.columnCount()):
self.detlog_model.item(self.detlog_model.rowCount() - 1, column).setFlags(
Qt.ItemIsSelectable | Qt.ItemIsEnabled)

def table_item_clicked2(self, index):
print("ok")
# Get the clicked row and column indices
row = index
New_row = row
new_row = str(new_row)

print(new_row)

#print(n

model = self.ui.detectedLog.model()
name_index = model.index(row, 0)

elf.ui.tableView.model( 8).text()

selected_person_name

= name_index.data()

int(se d_person_ e)

key = self.ui.detectedLog.model().index(row, 2).data()

nt(key)

ref = db.reference('People’)
data = ref.child(new_row).get()

Figure 4.2.4.4 Personinfo.py4/6)
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if data:
print(data)
self.set_key(new_row)

# Set the data in the form
self.ui.namelLineEdit.setText(data.get('name', ''))
self.ui.statusComboBox.setCurrentText(data.get('status', ''))

self.ui.iClineEdit.setText(data.get( ic", "'))
self.ui.nationalitylLineEdit.setText(data.get('nationality', ''))
self.vi.criminalHistorylLineEdit.setText(data.get('criminal_history', ''))
self.ui.lastDetectedLineEdit.setText(data.get('last_detected_time', ''))
self.ui.location.setCurrentText(data.get('location', ''))

img = data.get('image', '')

print(img)

#pInfo.display_img(pInfo, firebase_image_url

try:
bucket_name, blob_name = img.replace('gs://', '').split('/', 1)

if not firebase_admin._apps:
cred = credentials.Certificate('path/to/serviceAccountKey.json')
firebase_admin.initialize_app(cred, {
'storageBucket': "security-surveillance-b3ea5.appspot.com",
'databaseURL'

‘https://security-surveillance-b3ea5-default-rtdb.asia-southeastl.firebasedatabase.app/

19}

bucket = firebase_admin.storage.bucket()
blob = bucket.blob(blob_name)
print(blob)

image_bytes = blob.download_as_hytes()

pixmap = QPixmap()
pixmap.loadFromData(image_bytes)

scaled_pixmap = pixmap.scaled(QRect(0, ©, 200, 200).size(), Qt.KeepAspectRatio, Qt.SmoothTransformation)
self.image.setPixmap(scaled_pixmap)
self.image.setGeometry(0, 0, 200, 200)

result = self.exec_()

if result == (QDialog.Accepted:
self.save_changes()
print("Data updated successfully.")
else:
print("data not saved")

except Exception as e:
print(f"Error: {e}")
print("not saved due to exception")

else:
print("Can't fetch data")

Figure 4.2.4.5 Personlinfo.py (5/6)
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def save_changes(self):

name = self.ui.namelLineEdit.text()

status = self.ui.statusComboBox.currentText()

ic = self.ui.iCLineEdit.text()

nationality = self.ui.nationalitylLineEdit.text()
criminal_history = self.ui.criminalHistorylLineEdit.text()
last_detected_time = self.ui.lastDetectedLineEdit.text()
location = self.ui.location.currentText()

img = self.ui.frame.frameRect()

ref = db.reference('People')

data = {
'name': name,
'status': status,
'ic': ic,
'nationality': nationality,
‘criminal_history': criminal_history,
'last_detected_time': last_detected_time,
'location': location

b
key = getattr(self, 'key', None) # Get the key f the attribute 'ket
if key:
ref.child(key).update(data)
QMessageBox.information(self.ui.namelLineEdit.window(), 'Success', 'Data updated successfully.')

self.accept()

def set_key(self, key):
self.key = key

> if __name__ == "__main__":
app = QApplication(sys.argv)
dialog = PersonInfoDialog()

dialog.show()
sys.exit(app.exec_())

Figure 4.2.4.6 Personinfo.py (6/6)

With the index passed from peopledbui.py, thkevant data is fetched from Firebase and
displayed here. Theer sonés per sonal i nf a@anderantnal bistoryl i k e 1
isshownin the format of a form, and their i mag
bucket to be displaye@heindex will also match and retrieve all instances of the person being
detected in the fADetect lthergiothdddbt eci nmabl® gr d b & s
Thepersonds | ast detected time and | em@asi on w

If any changes are made to the form, the key attribute will be used to update the data in Firebase.
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4.2 5Allcams.py

*- coding: vutf-8 -*-

from datetime import datetime

I

e ]

It
h

I
W

Created by: Qt User Interface Compiler version 5.15.2

e
*

VARNING! ALl changes made in this file will be lost when recompiling UI file!

3
h

g T

from PySide2.QtCore import %
from PySide2.QtGui import *
from PySide2.QtWidgets import *
import cv2

import numpy as np

import re

from facerecogniser import FaceRecognition
from PySide2.QtWidgets import QDialog

from detectLog import append_to_detect_log

Jialog

#from personInfoTEST import PersonInf
from personInfo import PersonInfoDialog

from emergency import EmergencyDialog

from GUI.init_firebase import firebase_admin, db
app = firebase_admin.get_app()

sfr = FaceRecognition()
sfr.load_encoding_images("images/")

detected = []

@® class VideoWorker(QObject):
frame_ready = Signal(np.ndarray)

def __init__(self):
super().__init__()
self.video_source = None

def set_video_source(self, video_source):
self.video_source = video_source

@Slot()
def work(self):
if self.video_source is None:
return

cap = cv2.VideoCapture(self.video_source, apiPreference=cv2.CAP_MSMF)
if not cap.isOpened():
print("Failed to open video source:", self.video_source)

return

while True:
ret, frame = cap.read()
if not ret:
break
self.frame_ready.emit(frame)

cap.release()
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class Ui_CamsDialog(object):
def setupUi(self, Dialog):
if not Dialog.objectName():
Dialog.setObjectName(u"Dialog")
Dialog.resize(1124, 654)

self.caml = QFrame(Dialog)
self.caml.setObjectName(u"caml")
self.caml.setGeometry(QRect(10, 10, 681, 311))
self.caml.setFrameShape(QFrame.StyledPanel)
self.caml.setFrameShadow(QFrame.Raised)
self.label_caml = QLabel(self.caml)
self.label_caml.setGeometry(QRect(0, 8, 691, 321))

self.cam2 = QFrame(Dialog)
self.cam2.setOhjectName(u"cam2")
self.cam2.setGeometry(QRect(10, 320, 681, 321))
self.cam2.setFrameShape(QFrame.StyledPanel)
self.cam?.setFrameShadow(QFrame.Raised)
self.label_cam2 = QLabel(self.cam2)
self.label_cam2.setGeometry(QRect(0, 0, 691, 321))

self.backToDash = QPushButton(Dialog)
self.backToDash.setObjectName(u"backToDash")
self.backToDash.setGeometry(QRect (946, 20, 151, 51))
self.backToDash.clicked.connect(CamsDialog.close)

self.emergency = QPushButton(Dialog)
self.emergency.setObjectName(u"emergency")
self.emergency.setGeometry(QRect(750, 20, 151, 51))

self.verticallayoutWidget = QWidget(Dialog)
self.verticallayoutWidget.setObjectName(u"verticallayoutWidget")
self.verticallayoutWidget.setGeometry(QRect (710, 90, 391, 561))

self.detectlog = QListView(self.verticallayoutWidget)
self.detectlog.setObjectName(u"detectlog")
self.detectlLog.setContentsMargins(@, 0, 0, B8)

# self.detectlog.setGeometry(7260, 90, 391, 561)
self.retranslateUi(Dialog)
QMetalbject.connectSlotsByName(Dialog)

etupli
etupli
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def retranslateUi(self, Dialog):
Dialog.setWindowTitle(QCoreApplication.translate("Dialog", u"Dialog", None))
#if QT_CONFIG(tooltip)
self.backToDash.setToolTip(QCoreApplication.translate("Dialog”, u"<html><head/><body><p><span style=\" '
u"font-size:14pt;\">Back to Dashboard"
u"</span></p></body></html>", None))
#endif // QT_CONFIG(tooltip)
self.backToDash.setText(QCoreApplication.translate("Dialog", u"Back to Dashboard", None))
#if QT_CONFIG(tooltip)
self.emergency.setToolTip(QCoreApplication.translate("Dialog", u"<html><head/><body><p><span style=\" "
u"font-size:1l4pt;\">Emergency Services</span>"

u"</p></body></html>", None))

#endif
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self.emergency.clicked.connect(self.open_emergency_dialog)

self.emergency.setText(QCoreApplication.translate("Dialog", u"Emergency Services", None))

ar Ji

def open_emergency_dialog(self):

self.emergency_dialog = EmergencyDialog()

self.emergency_dialog.exec_()

class CamsDialog(QDialog):

def

__init__(self, detectlog, parent=None):

super().__init__

0

self.ui = Ui_CamsDialog()

self.ui.setuplUi(self)

self.ui.backToDash.clicked.connect(self.close)

self.label_caml
self.label_caml.
cam_name_labell
cam_name_labell.
cam_name_labell.
cam_name_labell.

self.label_cam2
self.label_cam2.
cam_name_label2
cam_name_label2.
cam_name_label2.
cam_name_label2.

= QLabel(self.ui.caml)

setGeometry(QRect (10, 10, 700, 300))

= QLabel("Caml", self.label_caml)

setGeometry(QRect (10, self.label_caml.height() - 30, 100, 20))
setFont(QFont("Arial", 12))

setStyleSheet("background-color: white; color: black")

= QLabel(self.ui.cam2)

setGeometry(QRect(10, 18, 700, 300))

= QLabel("Cam2", self.label_cam2)

setGeometry(QRect (10, self.label_cam2.height() - 30, 180, 28))
setFont(QFont("Arial", 12))

setStyleSheet("background-color: white; color: black")

self.resize(1123, 650)

self.label_caml.

setSizePolicy(QSizePolicy.Expanding, QSizePolicy.Expanding)

self.label_cam2.setSizePolicy(QSizePolicy.Expanding, QSizePolicy.Expanding)
self.label_caml.setScaledContents(True)
self.label_cam2.setScaledContents(True)

self.cam_locations = {
@: "Caml",
1: "Cam2"

self.video_capture = [cv2.VideoCapture(8), cv2.VideoCapture(1)]
self.timer = QTimer()
self.timer.timeout.connect(self.next_frame)
self.timer.start(30)

self.detectlog = QListWidget(self.ui.detectlLog)
self.detectlog.setSizePolicy(QSizePolicy.Fixed, QSizePolicy.Fixed)
self.detectlog.setFixedSize(391, 561)
self.ui.detectlLog.setSizePolicy(QSizePolicy.Fixed, QSizePolicy.Fixed)
self.ui.detectlLog.setFixedSize(391, 561)
self.detectlog.setAutoScroll(True)
self.detectlog.itemClicked.connect(self.itemClickedinlList)
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def next_frame(self):
face_cascade = cv2.CascadeClassifier(cv2.data.haarcascades + "haarcascade_frontalface_default.xml")

for camindex, capture in enumerate(self.video_capture):
ret, frame = capture.read()
if ret:
gray = cv2.cvtColor(frame, cv2.COLOR_BGR2GRAY)

faces = face_cascade.detectMultiScale(gray, scaleFactor=1.1, minNeighbors=4)

face_locations, face_names = sfr.detect_known_faces(frame)

for face_loc, name in zip(face_locations, face_names):

J2 right=x2

y1l, x1, y2, x2 = face_loc[0], face_loc[1], face_loc[2], face_loc[3]

cv2.putText(frame, name, (x1, yl - 10), cv2.FONT_HERSHEY_DUPLEX, 1, (0, 0, @), 2)
if "black" in name:
color = (G, 0, 200)
elif "vip" in name:
color = (280, @, O)
else:
color = (G, 200, O)

cv2.rectangle(frame, (x1, y1), (x2, y2), color, 4)
self.fetch_data(name, camindex)

frame = cv2.cvtColor(frame, cv2.COLOR_BGR2RGB)
framel[:, :, [0, 2]] = frame[:, :, [2, 0]]

frame = cv2.cvtColor(frame, cv2.COLOR_BGR2RGB)
image = QImage(frame, frame.shape[1], frame.shape[0], QImage.Format_RGB888)
pixmap = QPixmap.fromImage(image)

if camindex == 0O:
self.label_caml.setPixmap(pixmap.scaled(self.label_caml.width(), self.label_caml.height(),
Qt.KeepAspectRatio))
elif camindex == 1:
self.label_cam2.setPixmap(pixmap.scaled(self.label_cam2.width(), self.label_cam2.height(),
Qt.KeepAspectRatio))

else:
print(f"Error reading frame from camera {camindex}")

def capture_frame(self, video_source):
cap = cv2.VideoCapture(video_source, apiPreference=cv2.CAP_MSMF)
if not cap.isOpened():
print("Failed to open video source:", video_source)
return False, None

ret, frame = cap.read()

cap.release()
return ret, frame
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Figure 4.2.5.5 Allcams.py (5/6)
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