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ABSTRACT 

 

The network has become more prominent and more accessible to every layer of society. As the 

number of users has increased, more data flows between the network, leading to a spike in 

security issues. The advent of network authentication and network monitoring has helped address 

these concerns. However, some existing network authentication schemes are applying weak 

password and not adhering to the standard password policy, causing the overall security level has 

been decreased. In this project, the network authentication will be integrated with the Zero 

Knowledge Protocol (ZKP) assisted by RSA authentication scheme. Hence, the overall security 

level of the network authentication can be improved as compared to username/password 

authentication. Network monitoring plays a significant role in analyzing resource usage of hosts 

inside the local network. It allows the network administrator to monitor and detect potential 

anomalies occurred in the local network, so that the network administrator could take further 

action according to organization policy. In this project, Zabbix will play a pivotal role for 

displaying the dashboard to the network administrator. 
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Chapter 1 

Introduction 

 

In this chapter, we discuss the problem statement and the motivation behind the 

research project. To dive deeper into the project related information, the chapter will 

include the research objectives, project scope and direction. Meanwhile, the 

contribution of research to the relevant field will be proposed. Next, the thesis outline 

will be organized and stated at the end of chapter. 

 

 

 

1.1 Problem Statement and Motivation 

Weakness in Password Security 

Implementing traditional username and password authentication methods exposes 

users to a broad range of security breaches. Humans tend to prefer simple passwords 

that are easily remembered or use the same password for multiple platforms, making 

them susceptible to security risks such as brute force attacks. Additionally, password-

based authentication methods can be vulnerable to cyber attacks due to their easy-to-

guess password combinations. Overall, username and password authentication are not 

reliable as user identity and access mechanisms in today's landscape. In year 2020, the 

percentages of data breaches associated with hacking via brute force attacks and 

exploitation of weak passwords is over 80% [1]. If users choose weak or easily 

guessable passwords, attackers can exploit this vulnerability through brute-force 

attacks, dictionary attacks, or password guessing due to the limited password 

character combinations. Consequently, malicious hackers can easily exploit 

weaknesses in password security. 
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Single Point of Failure in Database Storage 

Conventional authentication methods, such as password-based or biometric 

authentication, require users to provide specific credentials for authentication 

whenever they set up user authentication. These credentials are typically stored in a 

centralized database, directory service, or identity management system. This storage 

method allows the authentication server to compare the user's credentials with those 

stored in the database, enabling authorized users to access the network. However, 

large-scale data breaches can occur if malicious attackers access the stored 

credentials. According to Resecurity [2], two of the largest data center operators in 

Asia, Shanghai-based GDS Holdings and Singapore-based ST Telemedia Global, 

were accessed by malicious hackers. Consequently, the hackers were able to obtain 

the credentials used for customer support login, leading to identity theft. Additionally, 

the company's network could also be accessed, potentially causing the leakage of 

intellectual property. Undoubtedly, significant data breaches negatively affect investor 

confidence in the company, leading to a loss of trust among customers and investors. 

In short, storing passwords or other credentials in single database poses a significant 

security risk as the database could become a single point of failure. 
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1.2  Objectives 

The project aims to propose an authentication protocol for network access using 

Zero Knowledge Proof (ZKP) technology. In this project, the RSA authentication 

scheme will be utilized for the purpose of ZKP implementation. With the ZKP 

technology assisted by RSA authentication scheme, users are not required to reveal 

private key to server during authentication, so their authentication credentials like 

private key will not be exposed to eavesdropping attack. In this project, the public key 

will be exposed to the centralized databases, mainly for verification purpose. By 

implementing the ZKP with RSA authentication scheme, it will allow the whole 

authentication process to be simplified because the RSA asymmetric key pair will be 

generated by server and distributed to the respective user. Thus, ZKP authentication 

provide convenience to users since they are not required to remember any username 

and password. 

 

Furthermore, the project aims to avoid the storage of a private key into a single 

database, while ensuring the private key recoverability in case the user has 

accidentally deleted their private key. In this project, the private key will be stored in 

the server database, so that the user is able to retrieve the private key again from the 

system. To further assure the private key protection, the private key will be separated 

into several parts, and stored in different databases, by referencing to the concept of 

Shamir’s secret sharing. The private key could be recovered when there is sufficient 

piece of information, without having a single database holding all the data [3]. Hence, 

it can increase the difficulty level in accessing the user private key, while ensuring the 

private key recoverability.  
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1.3  Project Scope and Direction  

The proposed project involved two parts such as network authentication and 

network monitoring. However, the majority part will emphasise on the network 

authentication, while network monitoring will not have much emphasises throughout 

the project. The project scope includes implementing a ZKP authentication scheme 

for network access. Instead of using complex mathematical formulas, public key 

cryptography, a cryptographic algorithm, will be applied to the project for 

authentication purposes. The signing and verification processes using public and 

private keys can authenticate the users effectively without compromising credential 

information. A captive portal is constructed and hosted locally using Visual Studio 

Code to conduct testing for the network authentication process. The project scope is 

only limited to HTTP traffic. Besides, to maintain the state for a user to be 

authenticated, the source IP address of incoming requests will be checked and 

performed the comparison with session table in database. 

 

However, ZKP will not be included in the implementation of network monitoring; 

instead, the part of network monitoring will be focused on displaying the proxy server 

status such as resource usage via the Zabbix dashboard. Other than that, machine 

learning techniques for detecting security threats in network logging are outside the 

scope of the project. 
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1.4  Contributions 

The main contribution of this project is implementing network authentication 

using ZKP technology with RSA authentication scheme. RSA is considered as a 

secure authentication scheme for common computational power in current era. RSA 

authentication enables more possible combinations, heightening the difficulty level to 

crack its encryption and requiring more computational efforts in brute-force attack. In 

short, it enhances the overall security for network authentication purpose, as 

compared to username and password authentication. 

 

Other than that, the private key recoverability is included as one of the key 

contributions via this project. In public key cryptography, private key of a user is 

acknowledged as a sensitive secret which is prohibited to share with others. However, 

the project will separate the private key of each user and further distribute into 

different databases. Hence, the malicious hacker is not able to retrieve a complete 

piece of private key even they have accessed into one of the databases with an 

unauthorized mean. In summary, the contribution mentioned enable the private key 

recoverability of a user, while avoiding a single point of failure from databases. 
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1.5  Report Organization 

The organization of the report are mainly distributed into seven chapters. The report 

begins with Chapter 1 Introduction, Chapter 2 Literature Review, Chapter 3 System 

Methodology/Approach, Chapter 4 System Design, Chapter 5 System 

Implementation, Chapter 6 System Evaluation and Discussion, and Chapter 7 

Conclusion and Recommendation. The following chapters will further delve into the 

details of the project in different perspectives. At the beginning, Chapter 1 outlines 

the introduction and purpose regarding the proposed project. Next, Chapter 2 

discusses the existing or past research which have been generated by other 

researchers. Furthermore, the approach adopted to develop the proposed system will 

be explained in detail via Chapter 3. After that, Chapter 4’s system flow will be 

emphasised by using flowcharts, which are focused on user registration and 

authentication for network authentication, as well as network monitoring. Other than 

that, Chapter 5 covers the implementation of proposed system as well as discusses the 

challenges faced. By diving in further, the proposed system will be evaluated more 

towards the aspect of security in Chapter 6, accessing the system performance. Lastly, 

Chapter 7 will summarise again the overall significance in the research and mention 

recommendations for future work or action.   
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Chapter 2 

Literature Review 

 

2.1 ZAMA: A ZKP-Based Anonymous Mutual Authentication Scheme for the 

IoV 

The authors [4] have identified a significant privacy concern regarding the 

vehicle's authentication, which is identity leakage. Due to the complex computation of 

the ZKP protocol, it is impractical to implement authentication methods in the 

Internet of Vehicles (IoV) system.  

In the study [4], a novel ZKP-based anonymous authentication approach has 

been proposed for IoV. The authors have made several contributions through their 

system, such as applying ZKP and elliptic curve cryptography (ECC) to design an 

anonymous mutual authentication protocol for IoV. They also adopted a precalculated 

mechanism to reduce the burden of complex calculations, making the protocol 

lightweight. Furthermore, they built a fast reconnection protocol in the security 

context from the recent vehicle access. Finally, they deployed a ZKP-based 

anonymous mutual authentication scheme suitable for implementation in the IoV 

environment. 

 

 

 
Figure 1.1: The IoV System’s Model 
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The model of the IoV system includes components like vehicular user (VU), 

trusted authority (TA), service provider (SP), and authentication server (AS), as 

demonstrated in Figure 1.1. Ning Xi et al. [4] aimed to achieve security goals by 

designing a novel anonymous authentication to eliminate insider and outsider threats 

during IoV authentication. The security goals consist of five components: mutual 

authentication, anonymity, unlinkability, traceability, and forward security. VU and 

AS must authenticate each other to identify whether either is illegal or fake. 

Furthermore, attackers can only obtain VU's pseudonyms, not relevant information on 

VU's real identity. The system also inhibits attackers from linking the VU even if the 

AS is compromised and wireless channel control occurs. Meanwhile, traceability 

refers to the TA's ability to trace the VU and hold them accountable when a violation 

occurs in the execution of IoV's services. For forward security, attackers cannot obtain 

any useful information about the previous session, even if they hold all information 

about the current session.     

Based on the results analysis [4], the user's strong anonymity and authenticity 

are achieved using ZKP-Based Anonymous Mutual Authentication (ZAMA). User 

traceability can be assured by tracking users' verification keys when a violation 

occurs. Users can quickly reconnect to the IoV based on the security context from the 

last access, reducing computation overhead. 
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Strengths and Weaknesses 

 

ZAMA for IoV has strengths such as traceability, anonymity, and lower 

computational power. However, the comparison will be performed from the aspects 

below, such as security, feasible computational cost, as well as private key 

recoverability. The authentication scheme being applied in the ZAMA for IoV is the 

ECC cryptographic scheme. Both are feasible for current computing devices in term 

of the computational cost. Other than that, ZAMA for IoV does not propose any 

solution to recover the private key in case user accidentally delete it. 

   

However, ZKP Network Authentication has provided the feature of private key 

recoverability in comparison with ZAMA for IoV. In the proposed project, the private 

key will be separated into different parts and store into three databases by applying 

the Shamir’s secret sharing concept. Hence, an unauthorized access into a single 

private key database will not cause a single point of failure, because the private key 

reconstruction is also required three pieces of separated shares stored in different 

databases. 

 

Table 1.1: Comparison table between ZKP Network Authentication, and ZAMA 

for IoV 

 

 ZKP Network 

Authentication  

 

ZAMA for IoV 

Security ✔ ✔ 

Feasible computational cost ✔ ✔ 

Private key recoverability ✔  
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2.2    An Efficient Improvement of RFID Authentication Protocol Using Hash 

Function ZKP 

 

         The security and privacy of radio-frequency identification (RFID) remains a 

significant issue due to its wireless communication application. However, the 

previous works of the paper are still exposed to the vulnerability of multiple security 

and privacy attacks, such as man-in-the-middle (MITM) attacks. Hence, the authors 

[5] proposed to enhance an existing RFID authentication protocol via a mutual 

authentication protocol. By using the Tuyles and Batina protocol, the security and 

privacy issues can be improved. Meanwhile, the Keccak hash function is also applied 

to maintain mutual authentication between RFID tags and the reader during 

communication while maintaining the integrity of the exchanged message.  

 

         The proposed protocol [5] is a challenge-response protocol containing two 

stages - setup and authentication. First, the generation of an elliptical curve, the base 

point of the elliptic curve, and private and public keys will be implemented during the 

setup stage. For the authentication phase, it consists of two verification processes. The 

verification starts with checking whether the reader is legitimate, depending on the 

encryption's capability to compute the hash value. After that, the hash values of the 

encryption message are calculated and verified, followed by the computation of 

proving the challenge.  

 

         According to the results, the proposed protocol can resist multiple cyberattacks, 

such as man-in-the-middle attacks, tracking attacks, and impersonation attacks. The 

confidentiality and integrity level of the RFID authentication system has been 

enhanced as an impact. On the other hand, the proposed protocol supports anonymity 

and mutual authentication, leading to enhanced privacy protection.        
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Strengths and Weaknesses  

    RFID authentication protocol using hash function ZKP has better security by 

implementing a mutual authentication protocol. The mutual authentication between 

RFID tags and the reader can be maintained using the Keccak hash function. 

Meanwhile, ZKP network authentication applies the RSA authentication scheme, 

which are widely adopted and generally secure.  

 

    However, RFID authentication protocol using hash function ZKP requires moderate 

computational cost. The authentication phase consists of two verification processes. It 

is separated into the verification of hash values of the encryption message, followed 

by the computation of challenge verification. For ZKP network authentication, the 

stage of authentication is separated into challenge generation, signature signing, and 

signature verification involving the RSA authentication scheme. In overall, the 

computational cost is considered feasible for the general computing devices.    

 

    In terms of comparision, ZKP network authentication has offered user a way to 

recover the private key in case they are accidentally delete it. It allows users to obtain 

again their private key for authentication via registration steps. To make sure the 

storage of private keys secure, it is separated into three databases which avoiding a 

single point of failure. 

 

Table 2.1: Comparison table between ZKP Network Authentication,  and 

RFID Authentication Protocol using Hash Function ZKP 

 

 ZKP Network 

Authentication  

RFID 

Authentication 

Protocol Using Hash 

Function ZKP 

 

Better security ✔ ✔ 

Feasible 

computational cost 

 

✔ ✔ 

Private key 

recoverability 
✔  
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2.3  Zero-Knowledge Proof Based Authentication Over Untrusted Networks 

 

 

The problem acknowledged by the authors [6] is that hashed passwords with 

associated usernames are still susceptible to attacks like packet sniffing and 

eavesdropping when stored and sent over an untrusted network. Therefore, the paper 

[6] proposes an idea that uses ZKP with improvisation and a combination of the 

Challenge Handshake Authentication Protocol (CHAP) and Password Authentication 

Protocol (PAP). The proposed approach in the paper is a mixture of CHAP, PAP, and 

ZKP. Furthermore, the method includes the additional features of XOR functionality 

and public key encryption.  

 

Based on the proposed idea, the password authentication mechanism will be 

separated into 3 stage phases. The first stage is registration, which requires devices to 

register with the trusted server. Moving on to the next stage, the verification phase, 

the device's legitimacy can be verified. If the device is legitimate, it will proceed to 

the last stage, the authentication stage. During the authentication stage, the usage of 

resources will be a factor used to authenticate the device.  

 

A comparative analysis has been carried out for the time taken in different 

stages, including registration, verification, and authentication of various devices by 

applying traditional and proposed ZKP authentication methods. Besides, a valid 

transaction column is inserted with a count of ten to ensure authentication. Multiple 

types of attacks have been prevented. For instance, spoofing-based attacks are 

prevented because the probability of a sequence of random bits being followed is very 

low, at 1/210. Additionally, the randomized bits generated in authentication have 

hindered replay attacks. Password-based attacks like brute-force attacks can be 

prevented since the password is no longer sent over an untrusted network. 
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Strengths and Weaknesses 

 

        ZKP, with the combination of CHAP and PAP, provides robust security by 

mixing the implementation between CHAP, PAP and ZKP. The deposit is further 

improved with XOR functionality and public key encryption features. The proposed 

solution in the previous work uses only ten random bits in authentication. Even 

though it might compromise security strength, it reduces the computational cost. 

Other than that, the usage of resources will be a factor used to authenticate the device 

during the authentication stage. However, the computational cost is generally feasible 

for the computing devices nowaday. From different perspectives, ZKP with the 

combination of CHAP and PAP is less efficient because it takes longer for 

authentication phases than traditional ZKP authentication schemes.  The ZKP with the 

combination of CHAP and PAP does involve the public key encryption but does not 

offer users a mean to recover the private key in case they have accidentally delete the 

key. 

 

 

Table 3.1: Comparison table between ZKP Network Authentication,  

and ZKP with the Combination of CHAP and PAP 

 
 ZKP Network 

Authentication  

 

ZKP with the 

Combination of 

CHAP and PAP 

Better security ✔ ✔ 

Feasible computational cost ✔ ✔ 

Private key recoverability ✔  
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2.4      Access Control in 5G Communication Networks Using Simple PKI 

Certificates 

 

          A heterogeneous network is applied for 5G mobile communications. Multiple 

platforms, technologies and cell sizes are being deployed to fit specific data rates and 

latency requirements. Many devices will be connected to the network, and IP-based 

communication architecture is applied. Therefore, there is a high potential for 5G 

wireless networks to be the target of known and unknown security attacks. 

          In the project [7], a simple public key infrastructure (PKI) certificate-based 

access control scheme is proposed for investigating an access control design and 

authentication scheme for a 5G communication network. A virtualization architecture 

is implemented via software-defined networking (SDN), OpenFlow, and network 

function virtualization (NFV). It boosts the efficiency of network management and 

control functions. The project's scope is the establishment of authentication and 

handover schemes in a scalable manner. Besides, various types of novel certificates 

are defined and come with specific features and utilizations. At the same time, a 

secure device registration process can be secured using ZKP before the generation of 

authorization certificates. 

          The project's contribution includes establishing the hierarchical architecture of 

5G communication networks. For instance, virtualization concepts and orchestration 

of network management functions are implemented by investigating SDN and NFV 

paradigms. Furthermore, a simple PKI architecture is developed for the authentication 

and access control in 5G networks. A mechanism of authentication and registration 

using ZKP is created to authenticate the authorized users. The communication channel 

between devices is constructed with a secure certificate generated. Furthermore, a 

simple PKI certificate-based handover scheme is designed to meet the latency 

requirements of the 5G standard. In addition, a security scheme is proposed using 

SPKI by defining new types of certificates with innovative structures and semantics 

[7].  

          A simulation model is developed using Matlab to evaluate the proposed 

registration and authentication. Based on the performance evaluation, the total 

registration and authentication overhead and the latency of the proposed scheme have 

been compared. As a result, global registration and authentication overhead is reduced 

significantly via the project. Furthermore, the performance of the handover process is 
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enhanced, mainly using simple PKI certificates for authentication. Due to the 

distributed model applied in the handover scheme, the number of exchanged messages 

and the delay in initiating the attachment procedure are reduced. Moreover, the 

proposed methods exhibit higher scalability than existing authentication and handover 

schemes. The proposed system has achieved higher security and scalability levels, but 

the communication overhead and average latency are being compromised.  

 

 

Strengths and Weaknesses 

          The proposed method in article is considered secure due to the ZKP-based 

registration and authentication, as well as simple PKI certificates. However, the 

security level should be higher especially being in 5G networks that support 

tremendous users, which is a wireless network. The registration, authentication and 

handover mechanisms using simple PKI architectures only require less resources 

because there is a decrease in registration and authentication overhead, followed by 

lower latency produced.  

 

 

Table 4.1: Comparison table between ZKP Network Authentication,  

and Access Control in 5G Communication Networks Using Simple PKI Certificates 

 

 ZKP Network 

Authentication  

Access Control in 5G 

Communication Networks Using 

Simple PKI Certificates 

Efficiency ✔ ✔ 

Better security ✔  

Private Key 

Recoverability 
✔  
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2.5 Application of Session Login and One Time Password in Fund Transfer 

System Using RSA Algorithm 

 

 

The article delves into the advancements of banking security within authentication 

protocols [8] . It highlights a shift from traditional banking security algorithms to a 

two-key authentication system utilizing RSA encryption. The authors implement 

techniques like Time-based One-Time-Passwords (OTPs) and employ session logins 

to bolster security for fund transfers in the banking industry. 

 

The proposed project in the article segregates modules into various segments 

targeting bank administrators and managers. These modules include the key 

generation module, database module, verification module, etc., accompanied by 

secure communication channels for key exchange. Additionally, the system integrates 

random password number generators with RSA authentication schemes and employs 

SSL security for transmitting RSA private keys. 

 

The article discusses the implementation of OTP validity periods and session 

timeout features, significantly reducing compared to practices adopted by other banks. 

This reduction effectively diminishes the probability of being hacked since OTPs 

expire quickly and necessitate regeneration by the server for further usage. In 

summary, the banking security framework utilizing RSA authentication demonstrates 

a proactive approach to safeguarding sensitive financial activities such as fund 

transfers.   

 

Table 5.1: Standard Comparison of inactivity logout time between existing system 

and article’s proposed system 
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Strengths and weaknesses 

 

Due to nature of banking industry, the proposed system in the reviewed article 

utilises multiple security protection mechanisms to safeguard their data, including 

transaction data. Besides, the RSA authentication has also been integrated in random 

password number generators, providing a robust authentication scheme for the 

customer. Meanwhile, the session logins can become one of the proactive measures to 

maintain the state of authentication. According to the measures adopted above, it 

showcases a robust security mechanism in the banking industry. Nevertheless, due to 

multiple security mechanisms being implemented, it could lead to some level of 

difficulties in managing all those security measures.   

 

 

Table 5.2: Comparison table between ZKP Network Authentication,  

and Application of Session Login and One Time Password in  

Fund Transfer System Using RSA Algorithm 

 ZKP Network 

Authentication 

Application of Session Login and 

One Time Password in Fund 

Transfer System Using RSA 

Algorithm 

Better security ✔ ✔ 

Efficiency ✔  

Private Key 

Recoverability 
✔  

  



CHAPTER 2 

Bachelor of Information Technology (Honours) Communications and Networking                            19 

Faculty of Information and Communication Technology (Kampar Campus), UTAR                           
 

2.6 A User Convenient Secure Authentication Scheme for Accessing e-

Governance Services 

 

In government to citizen (G2C) e-Governance services, the users’ credentials are 

required to be disclosured for registration purposes. Since G2C model involves 

multiple kind of services like e-health, the users are requested to go through the 

registration process once for every application service. It is totally inconvenient for 

user to memorize login credentials for each application service due to human nature 

which will forget the login credentials easily. It is undeniable that G2C model requires 

a user-friendly multi-server interaction with a suitable cryptographic approach to 

safeguard the data security. 

 

Hence, the reviewed project [9] has proposed an RSA based multi-server 

authentication model which enables the user to access different services in a 

convenient way. Via the proposed mechanism in reviewed project [9], all the G2C e-

Governance services will be accessible through a trustworthy agency or registration 

center. However, the user must register once with the registration center by providing 

the details of services that tend to access. The user made a request to the registration 

center to access particular e-service as proposed in reviewed article. After the 

verification by the trustworthy agency/registration center, user receives a token from 

the trustworthy agency or registration center for further verification process with the 

application server. 

 

In authentication stage, the token assigned by the registration center will become a 

proof of mutual authentication between user and particular e-service. For every 

request to the e-Governance service, a request will be sent to the relevant application 

service together with the token assigned by registration center. A user will only 

provide once the login credentials to access all e-application of G2C e-Governance 

services within the session validity period. Based on the formal analysis done by 

author, the scheme can protect against active and passive cyber attacks like replay 

attack during the transmission over public channels. Furthermore, the scheme 

mentioned has shown better security and computation overhead compared to other 

schemes in the relevant field. Nevertheless, the scheme has introduced more 

bandwidth usage and latency while transmitting the encrypted information over the 

network.  
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Strengths and Weaknesses 

To handle the G2C model, the reviewed article introduces a multi-server 

interaction with a suitable cryptographic approach to protect against the leak of users’ 

data. In the reviewed article, the multi-server authentication model has adopted the 

RSA algorithm, showcasing a better security level. Meanwhile, the user is allowed to 

access all e-application of G2C e-Governance services after the user has registered 

once via registration center. From the opposite side, there are more bandwidth usage 

and latency to be used while transmitting the encrypted information over the network, 

indicating more communication costs required in the system. 

 

 

Table 6.1: Comparison table between ZKP Network Authentication,  

and A User Convenient Secure Authentication Scheme for Accessing e-Governance 

Services 

 ZKP Network 

Authentication 

A User Convenient Secure 

Authentication Scheme for 

Accessing e-Governance Services 

Better security ✔ ✔ 

Efficiency ✔ ✔ 

Higher 

communication cost 
✔ ✔ 

Private Key 

Recoverability 
✔  
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2.7 Zero Knowledge Protocol with RSA Cryptography Algorithm for 

Authentication in Web Browser Login System (Z-RSA) 

 

The project in the reviewed article [10] is regarding a secure web browser login 

system by implementing Zero-Knowledge Proof and Rivest, Shamir, and Adleman 

(RSA) algorithm. During the implementation, the algorithms will be used to prove 

whether a user know the password by sending hashing password to the server for 

verification purpose. Hence, the systems have no credentials or password to be 

compromised by storing on the server. Meanwhile, the system has fulllfil the criteria 

of zero-knowledge proof, including completeness, soundness, and zero-knowledge. It 

shows that the user can be verified successfully if he or she can provide a valid 

password hash, and vice versa. Besides, the server which acts as a verifier will not 

know the detail of a password via the hashing using one-time token.  

 

Unlike the common login system which hashes the password using a Javascript-

based MD5 and SHA algorithm before storing in a database, the proposed work in the 

reviewed article – Z-RSA creates a framework with the ASP.net, which can 

implement the Zero-Knowledge Proof Authentication. The core idea of the system is 

by hashing the password using a one-time token to form a signature. After that, the 

server will verify the signature, directly eliminating the need to transmit passwords or 

hashes over the network. In overall, the security and confidentiality of the web-based 

applications has been enhanced from the aspect of authentication process. 

 

 In overall, the utilization of one-time tokens prevents a similar value from being 

transmitted over the network. It indicates that the information or signature sent over 

the network will only be valid for once, hampering the effort of hackers to intercept 

the message. Other than that, it also prevents the password hashes or plaintext 

passwords from being sniffed. Even though the signature constructed from the 

hashing operation is sniffed by malicious hacker, the attacker will not be able to crack 

the plaintext password of the user. 
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Strengths and Weaknesses 

 

Since the system in reviewed article has adopted RSA for ZKP, there is no 

credentials or password are going to be compromised by storing on the server. The 

password hashing will be implemented using a one-time token to form a signature, 

meanwhile the server will perform verification on the generated signature. Besides, 

the one-time token used for password hashing is only valid for once. Therefore, the 

overall security level has been further improved. Since the signing and verification 

operations are kept implementing, the computational cost is highly consuming even 

though it is manageable for current computing devices. 

 

Table 4.1: Comparison table between ZKP Network Authentication,  

and Zero Knowledge Protocol with RSA Cryptography Algorithm for  

Authentication in Web Browser Login System (Z-RSA) 

 ZKP Network 

Authentication 

Zero knowledge protocol with RSA 

Cryptography Algorithm for 

Authentication in Web Browser 

Login System (Z-RSA) 

Better security ✔ ✔ 

Higher 

computational cost 
✔ ✔ 

Private Key 

Recoverability 
✔  
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Chapter 3 
 

System Methodology/Approach  

 

The project phases follow the Software Development Life Cycle (SDLC) framework. 

Each stage of the framework will be discussed in detail. The tools and the 

implementation challenges are stated below. Furthermore, the proposed timeline is 

presented using a Gantt chart. 

 

3.1 Methodologies and General Work Procedures 

 

The SDLC defines a framework to develop software within the schedule 

systematically. It comprises six phases: requirement gathering and analysis, design, 

development, testing, deployment, and maintenance. Following the standard allows 

the developer to develop the system systematically and increase overall efficiency. 

 

High-quality software can be produced within schedule and estimated cost by 

following the phases provided in the framework. The testing will be conducted on 

every end of the stage to ensure output quality, reducing the time and cost of rework. 

In addition, the project risk is further reduced with detailed planning before 

implementation. Furthermore, the client will also be involved in the phases to perform 

requirement verification in each stage. 

 

 

Figure 4.1: Software Development Life Cycle 
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3.1.1 Requirement Gathering and Analysis 

The phase is separated into two main components: requirement gathering and 

requirement analysis. Since the project does not involve end-users, online research 

and reference to the journal articles were done to understand the problem statements 

of traditional network authentication and monitoring. Other than that, the project's 

objectives should be defined to have precise direction on the solution proposed. For 

this project, the goals established are the implementation of network authentication 

using the ZKP via RSA authentication scheme. Hence, the relevant core knowledge is 

required to plan project implementation. 

 

           On the other hand, the requirement analysis checks whether the product 

development is feasible. Hence, the project supervisor will be consulted to acquire the 

opinions from professionals. After that, the requirement gathered is adjusted 

according to the suggestions the project supervisor gave. Since the requirements are 

confirmed, they will be written into a proposal for the future reference of both 

developers and clients. In the proposed project, the requirements involved are all 

traffic will be intercepted by the proxy server, and each web request will be checked 

by the proxy server to validate if the relevant user has been authenticated themselves 

via the session record in connected database. If the user is not authenticated, 

redirecting the unauthenticated user to the captive portal when trying to browse other 

HTTP websites. Besides, the users are required to upload a private key private 

enhanced mail (PEM) in the captive portal to construct a signature, which will be then 

verified by the proxy server. Once users are authenticated, a session will be 

established, and the user IP address will be recorded for checking the authentication 

state. Once the IP address is valid, the proxy server will validate the user as an 

authenticated user and he or she is allowed to access Internet resources. 

  

 

3.1.2 Design 

For the design phase, the requirements collected in the previous stage will be 

applied to the system flowchart and the timeline schedule. Throughout the project, 

two flowcharts will be designed for separate operations, separated into ZKP network 

authentication and network monitoring. The first design focused on ZKP network 

authentication, which primarily involves user registration, authentication and granting 
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network resources. Meanwhile, the second design focused on network monitoring 

includes capturing the resources parameter of proxy server and performing monitoring 

on the resource’s usage. 

 

Furthermore, the next component that should be involved in the design phase 

is the project timeline schedule. First, the project milestones should be broken, and the 

critical tasks of the project should be identified to avoid project delay. Throughout the 

project, the first milestone is developing a network authentication scheme using the 

ZKP protocol, which can be further broken down into smaller and manageable tasks. 

They include the selection of the ZKP technique, selecting tools for ZKP 

implementation, and the execution and testing of the ZKP authentication scheme. The 

second milestone of the project is installing the Zabbix server on Ubuntu virtual 

machine, capturing the resource usage of the proxy server and displaying in a 

dashboard.  

 

 

3.1.3 Development 

The tools, including hardware and software, should be prepared to start the 

development. The leading software in the project included is Ubuntu virtual machine, 

Visual Studio Code and Zabbix, while the hardware involved is a laptop and network-

embedded devices such as Cisco Router 1841 and Cisco Catalyst 2960. The setups 

and configurations are required to smoothen the task implementation progress. 

 

First, the coding of a captive portal will get started using Visual Studio Code. 

The user registration and authentication logic related to ZKP implementation will be 

included in the coding. The testing phase can be conducted simultaneously with the 

implementation phase. A web browser is needed to access the local website to test the 

server code after the proxy setting of the testing machine has been configured into 

proxy server’s IP address and port number. Furthermore, a proxy server is hosted in 

the local area network, and all the traffic will go through the proxy server created 

using Node.js library. At the initial stage of connecting to a network, the 

unauthenticated user is not able to surf any HTTP website and they will be redirected 

into a captive portal. The users are forced to authenticate themselves by uploading 

their own employee ID and private key PEM file and submit it. Then, the client 
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browser will perform a signing operation on a random challenge to construct a 

signature and send to the server for verification purpose.  

 

Next, the network monitoring part requires Zabbix to empower the 

implementation. The steps can be started by installing the Zabbix server, installing 

Zabbix agent to capture the resource data, followed by displaying the information 

such as server health information on the dashboard. 

 

3.1.4 Testing 

The phase will be conducted at the end of every cycle. Furthermore, the 

simulation of the scenarios in ZKP registration and authentication is undertaken in the 

captive portal. However, the test users must be created, and the test scenarios must be 

launched in the captive portal. The captive portal testing test results are monitored and 

logged for future reference. In the project, it is assumed that an organization are 

having two databases, including human resource (HR) database, and captive portal 

database. The test users will be created on the HR database and assumed that they are 

already been reviewed by the HR personnel. For captive portal database, a new user 

will be created via the registration on the captive portal if the information provided by 

user is valid after comparing with the HR database.  

     

  From the perspective of network monitoring, it is ensured that the installation 

of Zabbix server, Zabbix agent, mySQL, Apache have been completed successfully. 

Then, the HTTP Apache website can be accessed to further view the dashboard and 

interpret the relevant resource usage. 
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3.1.5 Deployment 

 

Before the product deployment, user acceptance testing (UAT) should be 

conducted to fit the expected results of the clients or end users. Nevertheless, the 

project does not involve the end users, so the team member will execute the UAT 

from the end users' perspectives. Since the UAT should be the replica of the 

production environment, the hardware, such as Cisco Router 1841 and Cisco Catalyst 

2960, can be set up for testing. The expected result of the project is included that the 

users can browse HTTP websites after they are authenticated themselves via the 

captive portal. After the expected result is met, the product will be ready for 

demonstration and deployment. 

For network monitoring, the dashboard of Zabbix server will be shown to the 

end user and adjust according to their requirement. It is to ensure that the end user 

who is a network administrator can gain the insights which can assist in resource 

usage of components within local network. 

 

3.1.6 Maintenance  

 

In future, the products deployed will require maintenance from time to time to 

ensure consistent quality. For network authentication, it is planned that to further 

enhance the security level of RSA authentication scheme applied in the captive portal. 

Besides, it is also essential to take initiative to reduce the communication cost of 

network authentication, which indicates the bandwidth usage and latency of 

transmitting the encrypted data. 

 

Other than that, other Zabbix features could be added into system from time to 

time according to the requirements of the network administrators, providing the best 

user experience and insights. Next, the trigger and alert event should be configured so 

that the network administrator will get notified when there is any event that is exceed 

the configured threshold. 
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Chapter 4 
 

System Design  

 

4.1 Granting/Denying Network Access 

 

Figure 3.1: HTTP Proxy Logic 

 

First step to activate the program is launching HTTP proxy server. After that, the 

proxy server will listen to incoming web request originating from HTTP protocol. 

Whenever user has sent a HTTP request, the proxy server will intercept the HTTP 

request and obtain its source IP address. Next, the proxy server will browse through 

the session table of captive portal database. If a valid record is found, the HTTP 

request will be proxied to the intended destination server, accessing the network 

resources. Else, the user will be redirected to the captive portal. 

 

 

 

 

 

 

 

 

 



CHAPTER 4 

Bachelor of Information Technology (Honours) Communications and Networking                            28 

Faculty of Information and Communication Technology (Kampar Campus), UTAR                           
 

4.2 Captive Portal 

 

 

Figure 2.1: Captive Portal 

 

The proxy server will generate a random generated string. Then, the random string 

will be rendered together with captive portal page as a hidden challenge value. Until 

the step above, the captive portal page has been displayed on client browser. Inside 

the captive portal, there are two fields which are required to fill in, including 

employee ID and private key PEM file. After filling up the form, the user can submit 

it and start the authentication process via RSA authentication scheme. If the users first 

time login into the captive portal or lost their key, the user shall access the registration 

page to register themselves or redownload the key.   
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4.3 User Registration 

 

 

Figure 3.2: User Registration and Key Pair Generation 

 

Once the user clicks on the register button, the registration page will be displayed 

on the client browser. The user is required to fill in the employee profiles or additional 

information which depends on the organization policy, proving that they are a valid 

user. After the user has submitted the registration form, the proxy server will browse 

through the human resource (HR) database to find a matched record, assuming that 

the HR database has been reviewed by the relevant personnel.  

 

Furthermore, if there is a valid record in HR database, the proxy server will 

further browse through the captive portal database to know whether the user has been 

registered before. Else, the proxy server will generate a new key pair for the user. The 

public key PEM will be stored in the captive portal database, while the private key 

PEM will be splitted into three shares using concept of Shamir’s secret sharing and 

stored in different databases, avoiding a single point of failure. If the user has 

registered before or gone through registration steps above, he or she will be redirected 

to another page, which mainly for recovering the missing private key. 
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4.4 Download Private Key PEM 

 

 

Figure 3.3: Download of Private Key PEM File 

 

Once the user has registered themselves, the user will be redirected to a page for 

downloading his or her private key. Once the user has downloaded the private key, he 

or she will be redirected back to captive portal. 

 

4.5 User Authentication  

 

Figure 3.4: User Authentication 

 

Once the user has submitted their employee ID and private key PEM file, the 

client browser will start to sign the hidden challenge value using client-side javascript. 

Once the signature has been constructed, the client browser will send a POST request 

to server regarding employee ID, hidden challenge, and signature for further 
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processing. Since the signature construction is implemented at client side, it does not 

require user to surrender their private key throughout authentication process.  

 

After the server has received the information, the server extracts the employee ID, 

hidden challenge value and signature from the POST request body. Next, the server 

will browse through captive portal database using employee ID and get public key 

PEM of respective user. The server will proceed with creating public key object using 

the public key PEM and perform verification process on the signature. If the user is 

proven to be valid, a session will be established and and stored in the session table of 

captive portal database. Before the session is expired, the user is allowed to access 

network resource by sending HTTP request. 

 

4.6 Network Monitoring 

 Figure 3.5: Generating Zabbix Dashboard 

 

After the service of Zabbix Server, Zabbix Agent, Apache2 and MySQL have 

started, the Zabbix agent will collect data from the monitored hosts. Then, the data 

will be stored in MySQL database and the configuration of Apache2 web server is 

done. The Zabbix Frontend will start to access MySQL data and generate dashboard. 

Lastly, Apache2 will serve the Zabbix Frontend. 
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Chapter 5 
 

System Implementation  

 

 

5.1    Hardware Setup 

 

The hardware involved in this project includes a laptop and network embedded 

devices such as the Cisco Router 1841 and Cisco Catalyst 2960. The laptop is used to 

launch software required to integrate with the Cisco Router 1841 for the implementation 

of the ZKP authentication scheme. The network embedded devices are used to build a 

platform for testing and simulating real-world networking scenarios in a controlled 

environment. 

 

Table 8.1: Specifications of laptop 

 
Description Specifications 

Model ASUS Vivobook 14 M413IA 

Processor AMD Ryzen 5 5500U 

Operating System Windows 10 

Graphic AMD Radeon Graphics 2.10 GHz 

Memory 8GB RAM 

Storage 512GB SSD 

 
 

Table 8.2: Specifications of Cisco Router 

Description Specifications 

Model Cisco 1800 Series Router: Cisco 1841 

Product type Modular Router 

DRAM memory 256 MB 

Flash memory 64 MB 

Data link protocol Ethernet, Fast Ethernet 

Network/Transport Protocol IPSec 

Remote Management Protocol SNMP, HTTP, SSH-2 
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Table 8.3: Specifications of Cisco Switch 

 
Description Specifications 

Model Cisco Catalyst 2960 Series 

Forwarding bandwidth 16 Gbps 

Switching bandwidth 32 Gbps 

Flash memory 32 MB 

DRAM 64 MB 

Maximum Transmission Unit Up to 9000 bytes 

Maximum Forwarding Rate 6.5 Mpps 

 
 

 

5.2    Software Setup 

 

For the software setup, Ubuntu 20.04.6 LTS is one of the widely used distribution of 

Linux, which consists of a strong community support. It will be configured to host the proxy 

server for testing purpose. Meanwhile, the Visual Studio Code is a source code editor which 

is the main platform in editing server source code and launching the server. Lastly, Zabbix is 

an open-source network monitoring tools, enabling the monitoring, and tracking of server 

health condition. The Zabbix Frontend will be used to visualize the dashboard after the 

Zabbix agent collected the data from the monitored devices. Lastly, MySQL will serve as 

database backend and Apache will serve as web server to support Zabbix Frontend. 

 

 

 

                        Table 9.1: Ubuntu Operating System 

 

Operating System 
Ubuntu 20.04.6 LTS 

 

Codename 
Focal Fossa 

 

Memory 
4 GB 

 

Virtual Size Allocated 
20 GB 

 

Network Adapter Intel® Wi-Fi 6 AX200 160MHz 
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(Attached to Bridged Adapter) 

 

 

Table 9.2: Visual Studio Code  

 

Version 

 
1.65.2 

Node.js 

 
14.16.0 

Operating System 

 
Windows_NT x64 10.0.22631 

 

 

Table 9.3: Zabbix  

 

Zabbix Version 

 
6.0 LTS 

OS Distribution 

 
Ubuntu 

OS Version 

 
20.04 (Focal) 

Zabbix Component 

 
Server, Frontend, Agent 

Database 

 
MySQL 

Web Server 

 
Apache 

 

 

5.3    Setting and Configuration 

 

5.3.1 External Libraries 

 

In the Node.js development environment, libraries required to be installed are as below: 

 

a)  express: A framework commonly applied for Node.js for web applications. 

 

b) body-parser: To create a middleware which parses incoming request bodies in Express. 

 

c) NodeRSA: Main library used in RSA cryptography in Node.js server. 

 

d) jsrsasign: Main library being used in RSA cryptography in client browser for signing. 

 

e) http-proxy: Main library to create a HTTP proxy server in Node.js. 

 

f) mongoose: MongoDB object modeling tool. 

 

g) express-session: Creating a middleware for session management in Express. 

 

h) connect-mongodb-session: A session store mainly backed by MongoDB in Express. 
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5.3.2 MongoDB Atlas 

 

a) Create an Account on MongoDB Atlas 

 

b) Login into MongoDB Atlas account and view the dashboard. 

 

c) Set up a cluster for the project purpose by following the required information. 

 

d) Once the cluster is created, click on the “Collections” tab under the “Database” section. 

 

e) The database below is required to be created. 

(i) HR_Database 

(ii) Captive_Portal_Database 

(iii) Private_Key_Database_01 

(iv) Private_Key_Database_02 

(v) Private_Key_Database_03 

 

 

5.3.3 Proxy Setting on Client PC 

 

a) Go to Settings – Network and internet – Proxy. 

 

b) Go to “Manual proxy setup” section and click “Set up”. 

 

c) Configure the proxy address according to setup environment. 

 

 
 

Figure 4.1: Edit Proxy Server on Client PC 
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5.3.4 Zabbix configuration 

 

Note: The configuration commands can be found at Zabbix official website. 

 

a) Zabbix server installation 

 

b) Zabbix server, frontend, and agent installation 

 

c) mySQL database creation 

 

d) The initial schema and data are required to be imported on Zabbix server. 

 

e) Disable the option “log_bin_trust_function_creators” after importing database schema. 

 

f) Configure the Zabbix server’s database configuration file. 

 

g) The respective processes of Zabbix server and agent are required to be started.  

 

h) Enable the processes to be started once the machine is up and running. 

 

i) Browse the Zabbix UI web page, which is http://<host_ip_address>/zabbix 

 

 

 

5.4    System Operation  

 

5.4.1 Captive Portal Page 

 
Figure 5.1: Captive Portal Page 

 

After the user connect to network and first time access the HTTP website, the user will 

enter the captive portal. The user can input their employee ID and upload their private key 

PEM file. After the user clicked “Login” button, the verification process will be started. If 



CHAPTER 5 

Bachelor of Information Technology (Honours) Communications and Networking                            37 

Faculty of Information and Communication Technology (Kampar Campus), UTAR                           
 

the user is new user, they shall click the “New User? Register…” button to access 

registration page. 

5.4.2 Registration Page 

 

 
Figure 5.2: Registration Page 

 

The new user can key in the information here to prove that he or she is a valid user. In 

this project, the submitted data will be compared with the HR database records which 

assumed that it has been verified by HR personnel. The information required to key in is 

depending on organization policy. For instance, the organization will assign an authentication 

token to every valid employee and use to prove own identity. The registration page can also 

be used to recover their lost private key by going through again the registration process.  

 

5.4.3 Server Log Message – Successful Authentication 

 

 
Figure 5.3: Session Information after Successful Authentication. 
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Once the user has been successfully login, the session message will be displayed on the 

server log.  Once the session has been established, the MongoDB will store a record and the 

respective user will be able to access HTTP resource. 

 

5.4.4 Accessing the Network Resource  

 

a)  Authenticated User 

 

 
Figure 5.4: User Can Access HTTP Website after Successful Authentication 

 

After the user authenticated themselves, he or she can access the network resources.  

 

 

b) Unauthenticated User 

 

 
Figure 5.5: User Cannot Access HTTP Website before Successful Authentication 

 

Since the user is not authenticated, he or she will keep being redirected into captive portal 

and cannot access the network resources. 
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5.4.5 Network Monitoring via Zabbix Dashboard 

 

 
 

Figure 5.6: Zabbix Dashboard 

 

From the Zabbix dashboard above, the network administrator can gain some insights 

regarding the network resource usage such as queue size and cache usage. The graphs will be 

updated from time to time according ot the data collected by Zabbix agent.  
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5.5    Implementation Issues and Challenges 

 

5.5.1 RSA Library Selection 

Due to the nature of public key cryptography, the private key is mandatory for users to 

keep securely. Hence, the signing operation of RSA authentication scheme is necessary to 

implement at the client side which is the client browser. However, some of the libraries are 

only supported the RSA operations on the server side, while some of them are only able to be 

operated over secure environment such as HTTPS website. Throughout project development, 

project team member only managed to establish a HTTP captive portal and allowed the user 

to engage in the interaction with the captive portal. Hence, there is a lot of time spent on RSA 

library selection. Eventually, it is found that jsrsasign library has supported the client-side 

RSA operation such as signing operation even under HTTP environment. 

 

5.5.2 Integration Issue between Squid Proxy and Node.js Captive Portal 

Initially, the proxy server to be applied in the project is Squid proxy. The trial of 

integrating the NodeJS captive portal and Squid proxy has failed, because the testing of 

captive portal is not performed to get expected result. The users are not able to be redirected 

to captive portal if the users have not authenticated themselves yet. As per observations 

above, there is a discussion with project supervisor, and it is agreed to develop proxy server 

and web server hosting the captive portal into a single component. After further research, it is 

possible to develop Node.js server which consist of two components which are proxy server 

and captive portal, via external Node.js library “http-proxy”. However, the project team 

member is only managed to develop a HTTP proxy due to limited knowledge on Secure 

Socket Layer (SSL) interception. 

 

5.5.3 Difficulty in Finding Relevant Element in Maintaining State of Authentication 

In the context of HTTP requests, domain represents the website’s domain name which is 

being accessed. Since the incoming HTTP requests could come from different domains, the 

only items that could be retrieved from the HTTP requests are source IP addresses. Hence, 

the IP address of user will be stored after the authentication and used for checking the 

authentication state. The state of being authenticated is by comparing the IP address inside 

the session records stored in the database with the source IP address of incoming HTTP 

requests. 
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5.5.4 Difficulty in Creating a HTTPS Proxy Server using Node.js 

 

The challenge lies in implementing SSL bump using Node.js, specifically with MITM 

proxy and HTTPS proxy configurations. Attempts to trigger the HTTPS connect event have 

failed, likely due to inadequate online examples and insufficient documentation from the 

“http-proxy” library, causing confusion in implementation. Consequently, the solution has 

been limited to HTTP proxying rather than intercepting and modifying both HTTP and 

HTTPS requests and responses, restricting the ability to achieve desired functionalities. 

 

5.6    Concluding Remark 

 

Chapter 5 System Implementation has dived into the setup of various tools being utilised in 

the project. The hardware included such as Cisco Router 1841 and Cisco Catalyst Switch 

2960 are needed to simulate the real-world environment. For software setup, there are 

multiple external libraries are required to be installed in the Node.js project directory. 

Besides, MongoDB Atlas is required to set up and performs as a key database throughout the 

project. Since the project is focused more on the authentication part, the web interface should 

be simple and user-friendly as per demonstrated in the system operation which consisted of 

user registration and user authentication page only. Throughout the implementation of 

project, there are multiple challenges being faced, leading to the stuck of project progress. 
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Chapter 6 
 

System Evaluation and Discussion  

 

6.1    System Testing and Performance Metrics 

 

 In this subsection, the comparison between username and password authentication and 

RSA authentication will be performed. The typical password length “n” adopted by most of 

the organizations is 8 characters. Besides, the possible characters from the keyboards “c” are 

94 characters, including special characters, uppercase letters, lowercase letters and 10 digits 

in total. To calculate possible combinations of the characters via username and password 

authentication, the total number of possible combinations from characters from the keyboards 

based on the password length is as below:  

 

If n = 8, c = 94, the possible combination of username/password authentication  

= cn 

= 948 

≈ 6.095689 x 1015 

 

 Even though the possible combinations of username and password authentication are 

considered immense, the possibility to be cracked is still there. By combining modern 

computing power and the skills required to write an automated script, the brute-force attacks 

can be an option in attempting a bunch of combination in a quicker mean. 

 

 Meanwhile, the factors deciding the strength of RSA authentication is large prime 

numbers and the computational complexity of product factor. RSA autthentication scheme 

has been widely adopted due to its maturity in terms of technology. Before diving into the 

calculation to show the possible combinations, each bits have two possibilities, either 0 or 1. 

In this project, the key size selected in the project is 2048 bits, which able to contribute a 

comparatively immense number of possible combinations. 
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The value of RSA possible combinations with key size 2048 bits 

= 22048 

≈ 3.2317×10617 

 

 As demonstrated above, the number of possible combinations in RSA authentication with 

a 2048-bit key size is more significant compared to the number of possible combinations in 

username and password authentication. Hence, high computational power and immense times 

of trials are required to crack the RSA authentication scheme and considered to be secure 

against the current capabilities of computing power. 

 

 

6.2    Testing Setup and Result 

 

 By setting up the hardware and software, some testing has been conducted to further 

prove the reliability of the system. Besides, it can also validate the system functionality to see 

if it is able to meet the user requirements. As specified in the project scope earlier, the testing 

performed will only focused on HTTP websites. 

 

6.2.1 HTTP Website 1 - http://example.com 

 

Test Case 1 – User has authenticated successfully 

 

 
Figure 6.1: Captive Portal Page 

 

When user is unauthenticated, the user will be redirected into the captive portal to perform 

authentication. 

 

 

http://example.com/
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Figure 6.2: Session Information after Successful Authentication  

 

 

 Once the user authentication is performed successfully via captive portal page, the server 

will log the source IP address of user. After that, session has been established and a record 

will be stored in database.  

 

 

 
Figure 6.3: Access to HTTP Websites after Successful Authentication 

 

After the user has been authenticated successfully, the HTTP website can be accessed after 

the user tried to refresh again the website. 
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Test Case 2 – User has failed to authenticate themselves 

 

 
Figure 7.1: Captive Portal Page 

 

When user is unauthenticated, the user will be redirected into the captive portal to perform 

authentication. 

 

 

 

 
Figure 7.2: User Authentication Failed 

 

 

Once the user authentication is failed to perform, the server will log the message indicating 

that the user is not valid. 

 

 

 
Figure 7.3: Captive Portal Page 

 

Even when the user tried to refresh the page, he or she will still redirect into the captive 

portal. 
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6.2.2 HTTP Website 2 - http://httpforever.com 

 

Test Case 1 – User has authenticated successfully. 

 

 
Figure 8.1: Captive Portal Page 

 

When user is unauthenticated, the user will be redirected into the captive portal to perform 

authentication. 

 

 

 
Figure 8.2: Session Information after Successful Authentication 

 

Once the user authentication is performed successfully, the server will log the source IP 

address of user. After that, a session will be established and a session record will be stored in 

database table.  

 

 

 

http://httpforever.com/
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Figure 8.3: Access to HTTP Websites after Successful Authentication 

 

After the user has been authenticated successfully, the HTTP website can be accessed after 

the user tried to refresh again the website. 

 

 

Test Case 2 – User has failed to authenticate themselves.  

 

 
Figure 9.1: Captive Portal Page 

 

When user is unauthenticated, the user will be redirected into the captive portal to perform 

authentication. 

 

 

 
Figure 9.2: User Authentication Failed 

 

Once the user authentication is failed to perform, the server will log the message indicating 

that the user is not valid. 
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Figure 9.3: Captive Portal Page 

 

Even when the user tried to refresh the page, he or she will still redirect into the captive 

portal. 

 

 

6.3    Project Challenges 

 

6.3.1 Scope Management 
 

 Initially, the project is separated into two major domains, which are network 

authentication and network monitoring. Hence, the research of both areas is being conducted 

at the same time, causing the overflow of information. It indirectly consumes majority of time 

in doing the online research and feels insecure to start implement due to insufficient studies 

being made. As per discussed with the project supervisor, the project scope has been more 

focused towards the network authentication compared to network monitoring. It relieves the 

huge workload on the project by putting majority focus on the network authentication using 

RSA authentication scheme to realize the ZKP network authentication. 

 

6.3.2 Time Management 
 

 Since there are multiple festivals happened in January 2024 trimester, the project 

schedule has been delayed due to numerous days of public holidays. Other than that, the 

implementation stage has prompted different challenges, and the project member could only 

keep trying and seek potential solutions to solve such challenges. It indeed causes a serious 

problem due to the delay in project schedule and delay in meeting the project milestones 

because it is quite time consuming to debug the issue confronted one by one. At the end, the 

project objectives and scopes must be minimised to a level which can be managable, so that 

the project can meet the schedule at the right time. 
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6.4    Objectives Evaluation 

 

6.4.1 Objective Recap 

 

 The objective of the project is aiming to integrate the ZKP authentication into network 

authentication process, so that the user can prove themselves as a valid user without 

compromising any sensitive information. To implement the authentication scheme, the 

external libraries such as NodeRSA and jsrsasign have been imported to facilitate the RSA 

authentication implementation. Those libraries are involved in RSA key pair generation, 

signing, and verification processes with their own custom functions or modules. By 

streamlining the overall process in ZKP implementation, the proposed system in the project 

can implement the ZKP authentication successfully for network authentication purposes. 

 

 

6.4.2 Evaluation Criteria 

 

 The proposed system is evaluated to be more secure by comparing the possible 

combination from RSA and username and password authentication, which has been discussed 

in the subsection 6.1. The 2048-bit of RSA authentication key is more secure compared to 

username and password authentication, as there is an immense gap of possible combinations 

between RSA authentication and username and password authentication. Hence, more 

computational resources are needed to break through the RSA encryption for current stage.  

 

 Furthermore, the proposed system has integrated the ZKP technology in network 

authentication successfully. For instance, the proxy server created in the proposed system can 

allow or deny the HTTP traffic according to the user’s authentication state. Once the user has 

been authenticated themselves via captive portal, the user’s HTTP request will be proxied to 

the HTTP destination server as usual.  
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6.4.3 Strengths and Weaknesses 

 

 The proposed system’s strength is more on the utilization of 2048-bit RSA key. It 

enhances the possible number of combinations, causing the signing and verification of RSA 

authentication scheme more complex. Hence, the level of difficulty to be cracked via brute-

force attacks has been heightened, requiring more effort to find a vulnerability on the RSA 

authentication scheme. 

 

 Other than that, the key management can be more flexible in terms of private key storage. 

In this project, the private key recoverability has been emphasised due to the nature of human 

which easily forgots the location of storing the key or the key is being accidentally deleted 

and so on. At the same time, the project has adopted a mean to store private keys which 

separate the private key into different pieces and store them in different databases, reducing 

the possibility or impact caused by key compromise incidents. 

 

  For the weaknesses, the system is lacked the ability to monitor the HTTPS web 

requests because it is not capable of intercepting HTTPS traffic. Nowadays, most of the 

websites are adopting HTTPS protocol in web request since HTTPS provides more security 

via data encryption in transit. In case the system is not able to intercept the HTTPS traffic, it 

is not possible for the proxy server to have proxying into the intended destination server, 

limiting the practical use cases. 

 

Other than that, the 2048-bit of RSA key sizes might be cracked easily in the coming future, 

due to the continuous growth trend in the computational power for devices. When the 

computational power keeps advanacing, the malicious attacker can have higher chance to 

crack over the key easily. However, the key size of RSA authentication scheme can be 

adjusted to enable more RSA key combination, further requiring more computational power 

to crack the RSA authentication scheme.   
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6.5    Concluding Remark   

 

To summarise Chapter 6, the performance of the system has been assessed and tested 

with the number of possible combinations between RSA authentication and username and 

password authentication. With the figures of possible combinations demonstrated above, it is 

proven that RSA authentication provides more security level. There are test cases for two 

different HTTP websites, mainly from the perspective of unauthenticated user and 

authenticated users, to ensure that the system is working as expected and validate the system 

requirement. However, there are some project challenges being raised throughout the project 

period, including scope management and time management.  Scope management involves the 

change of focus area in the project, focusing more on the network authentication as compared 

to network monitoring. Meanwhile, time management also discusses further on the potential 

reasons affecting the project schedule and timeline of delivering project milestones. Next, the 

integration of ZKP authentication into network authentication process has been implemented, 

enabling a valid user to authenticate himself or herself without compromising any sensitive 

information. Furthermore, the proposed system can integrate ZKP technology in network 

authentication, allowing proxy to manage HTTP traffic according to user’s authentication 

state. By performing strengths and weaknesses analysis, the system’s strengths and 

weaknesses have been identified. The strengths of the system have included more possible 

number of combinations as well as flexibility in managing key pair of RSA authentication 

scheme. The flexible mean in storing the key pair enables private key recoverability while 

separating key into multiple pieces and storing into different databases. By viewing from 

another perspective, the system is unable to intercept HTTPS traffic, lacking the ability to 

proxy the request to an intended HTTPS destination server even if the user has been 

authenticated, limiting its use case in real-world situation. Finally, the growing trend of 

computational power for devices are considered a threat for the system. It is because that the 

attackers can attempt more combination at a time, shortening the time required to crack RSA 

authentication scheme. 
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Chapter 7 
 

Conclusion and Recommendation 

 

 7.1 Conclusion  

 

 The project has addressed the weakness in password security via the 

implementation of the ZKP authentication in network access. Other than that, the single point 

of failure in database storage can be refrained by separating the private key into pieces and 

storing them into different databases. Meanwhile, it enables the private key recoverability 

even though the private key must be surrendered and stored at the server. However, when it 

comes to real-world implementation, those server data would have another layer of 

encryption to ensure adequate level of security. The direction and scope for the project has 

been divided into two parts, which are network authentication and network monitoring. 

However, majority of the project will emphasis more on the network authentication. The core 

implementation of the project is to apply RSA authentication scheme for signing, verification, 

and key generation purpose. A captive portal will be constructed and hosted locally to 

conduct testing for network authentication process. The proxy server will keep checking 

source IP address of incoming HTTP requests and perform comparison with the session 

records stored in database. At the same time, ZKP will not be included in the implementation 

of network monitoring, focusing on dashboard display of Zabbix server. There are seven 

articles being reviewed in total, and the strengths and weaknesses for different articles have 

been highlighted. In overall, the proposed system in this project is having better security 

level, manageable for the common computing devices to handle cryptographic operations, as 

well as ensuring the private key recoverability. 

 

 In this project, the project phases follow the Software Development Life Cycle 

(SDLC) framework. The SDLC framework comprises of six phases from requirement 

gathering and analysis, until maintenance phase. For the overall flow of system, it is started 

by HTTP proxy logic. When the user has authenticated themselves and a session record has 

been stored in the database, the user will be able to access the HTTP resource. If the user is 

not being authenticated yet, it will redirect to captive portal. Then, the user will need to 

submit their employee ID and private key PEM file and proceed the authentication processes 

using RSA authentication scheme. If user is verified to be valid, a session will be created and 
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stored in MongoDB. After that, the user can access to HTTP request until the session is 

expired. In case the user is a new user, it is required for the user to register themselves via the 

registration page first. The user can still recover his or her private key if it is accidentally 

deleted by going through the registration process again. 

 Visual Studio Code, MongoDB Atlas, and Zabbix would be the key tools being 

applied in the project implementation. By benchmarking username and password 

authentication and RSA authentication via possible number of combinations, it is proven that 

RSA authentication provides more combinations, and it required more computational efforts 

to crack the RSA encryption. By implementing the test cases, the system can integrate ZKP 

technology in network authentication, allowing proxy to manage HTTP traffic according to 

user’s authentication state. After that, the strengths and weaknesses of the system has been 

assessed from different perspectives. Firstly, the system allows more possible number of 

combinations as compared to username and password authentication, heightening the security 

level of system. Furthermore, the flexibility of managing key pair in RSA authentication 

scheme allows to separate the private key into pieces and store into different databases, 

ensuring that the private key can be recovered. Nevertheless, the HTTPS traffic could not be 

intercepted by the system, lacking the ability to proxy the request to intended HTTPS server. 

Furthermore, the computational power for computing devices is growing rapidly, which can 

be considered as a threat for the system by reducing the computational efforts to crack RSA 

encryption.  
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7.2      Recommendation 

 

The recommendation which could be further enhanced the system is replacing RSA 

algorithm with Elliptic Curve Cryptography (ECC) algorithm. ECC algorithm provides 

identical level of security as RSA algorithm in a smaller key size. For example, 256 bits of 

ECC key can provide identical level of security with RSA key of 3072 bits. Due to the 

mathematical properties of ECC, it is more robust to against multiple types of cryptographic 

attacks. Therefore, ECC could be one of the future-proof solution to against attackers along 

with the growth of computational power. 

 

Other than that, HTTPS proxy should be implemented so that the system could intercept 

the web requests from both HTTP and HTTPS. The proposed system in the project is 

developed using Node.js. However, the online documentation regarding the proxy 

implementation could be limited and it is required more development effort. By viewing from 

opposite side, the system could have more flexibility to manage the key pair, so that we can 

store pieces of private key in separate databases. It could ensure the private key recoverability 

and avoid single point of failure in storage side if there is any unauthorized access. Lastly, 

there are also multiple open-source proxy software available in the market, including Squid 

and pfSense. In short, the development of the system could be either using Node.js or those 

open-source proxy, depending on the organization demands. 
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1. WORK DONE 
 

The work done are revising again the FYP1 report, so that I could catch back the progress. Due to 

the broad scope of project, I have started to search the information and would like to get a better 

view in how to implement the system. For instance, going to Squid proxy official documentation. 
 

 

2. WORK TO BE DONE 

 
The work to be done included finding the potential RSA libraries to be used, and the basic 

authentication method and study how it is being implemented. 

 

 

3. PROBLEMS ENCOUNTERED 

 
Realizing the research gap is still huge for me, I could only continue to fill in the gap by studying 

relevant material on the field. 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 
It is required to be patient and dive into the information found via online resources, so that the 

research gap could be minimized. 
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1. WORK DONE 
 

I have finalized the RSA libraries, which is NodeRSA to be used in Node.js development for 

captive portal. However, the official documentation of Squid proxy is limited for me to get the 

idea of implementation. 
 

 

2. WORK TO BE DONE 

 
The next two weeks should focus on developing the captive portal in advance using the selected 

RSA libraries. Besides, I should try to find another source to learn how Squid could be 

implemented. 

 

 

3. PROBLEMS ENCOUNTERED 

 

Due to the uncertainty regarding project requirement, I have moved forward to study the 

coding of RSA. The example given in the Squid official website is lack of guidance in 

configuration. 

 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

It is kind of wasting time to study the coding of RSA libraries without any work done. 

Hence, I will start the development starting next two weeks. 
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1. WORK DONE 
 

The simple authentication has been implemented using the NodeRSA library via Visual Studio Code. 

Another website for deepening the understanding towards Squid has been found, which is 

webhostinggeeks.com. 

 

2. WORK TO BE DONE 

 
Before developing a captive portal, some assumption must be made such as how their human 

resources being accessed, creating some imaginary users for testing purpose in ZKP 

authentication. Next, performing the basic authentication using Squid proxy to familiarize the 

configuration in the Squid configuration file from the aspects of network authentication.  

 

 

3. PROBLEMS ENCOUNTERED 

 

The development of captive portal does not face significant problem. However, it is 

noticed that NodeRSA could only be used in server side. Hence, another library is 

required to find so that the signing operation could be implemented on client side without 

providing private key to the server.  

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

The library should be investigated clearly before applying in the project. Else, it is time 

consuming to keep changing the library. 
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1. WORK DONE 
 

Another library which is WebCryptoAPI has been selected as library to implement signing operation in 

client side. After the testing, the authentication can be successful using WebCryptoAPI on client side and 

NodeRSA on server side with URL localhost:3000. Furthermore, basic authentication using Squid can be 

configured successfully. 

 

 

2. WORK TO BE DONE 

 

The registration page should be added so that the user could register themselves.  

Trial of integration between the captive portal and Squid proxy should be done. 

 

 

3. PROBLEMS ENCOUNTERED 

 

It is found that the Squid proxy is commonly support the Python customized helper 

script, but not Node.js. Hence, I might need to consult project supervisor to find out the 

next step. 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

Currently, the progress is not satisfied because the network authentication part is still 

halfway only.  
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1. WORK DONE 

 
Registration page has been added and the user can register themselves. 

 

I have discussed with project supervisor, and it is found that it is weird to have two server which are Squid 

proxy server and captive portal web server. Hence, he would like me to setup a proxy server which will 

redirect to captive portal by developing everything in either Squid proxy or Node.js. Due to consideration 

that we can have better flexibility to manage the key, I have chosen Node.js platform to continue the 

development. 

 

Other than that, the scope of network monitoring has been minimized, which becomes a very small part in 

the project. 

 

2. WORK TO BE DONE 

 

Developing proxy server using Node.js library. 

Starting to install Zabbix server and agent so that the resource usage could be monitored. 

 

3. PROBLEMS ENCOUNTERED 

 

It is found that some of the proxy server libraries using Javascript has no longer 

maintained and lack of documentation. 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

Focusing on the network authentication for two more weeks, and try to build a proxy 

server using the existing documentation. 
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1. WORK DONE 
 

I could only build an HTTP proxy server, but not HTTPS server. 

Zabbix server and agent installation has been done.  

 

 

2. WORK TO BE DONE 

 

Implementation of testing and completing the report. 

 

 

3. PROBLEMS ENCOUNTERED 

 

Some bugs have been found during the testing, such as WebCryptoAPI could only be 

called in secure environment such as HTTPS, but our local development is only HTTP. 

Hence, I have changed the library again to jsrsasign. 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

The report submission is a bit rush, but I will try my best to complete it. 
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