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ABSTRACT

This paper presents the development and evaluation of an loT-based human presence detection
system leveraging microwave sensors. Traditional methods of monitoring human activity in
buildings are often slow, inefficient, and costly. To address these challenges, this project aimed
to create a cost-effective solution that offers real-time updates on human presence while
addressing privacy concerns. The system architecture includes microwave sensors for
improved accuracy and reliability, ESP32 microcontrollers for data processing, and cloud-
based platforms such as AWS loT Core, Timestream, and Grafana for data storage and
visualization. Through meticulous design and integration, the system provides real-time
detection of human presence. Moreover, the project delves into the critical aspect of
determining optimal delay intervals for sensor status checks. Rigorous testing and
experimentation were conducted to establish the most effective delay interval, ensuring reliable
detection while minimizing false alarms. Additionally, the development of an automated
calculation algorithm streamlines the testing process and enhances data collection efficiency.
Challenges encountered during the project include addressing sensor faults, environmental
interference, and optimizing hardware and software components also have been discussed.
Overall, the project contributes valuable insights into the development of loT-based human
presence detection systems, paving the way for applications in occupancy monitoring and

resource optimization.
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Chapter 1 Introduction

Chapter 1

Introduction

This section presents the foundation aspects of the project. It starts by outlining the problem
statement and motivation of the project, highlighting the limitations of traditional human
presence detection methods and underscoring the significance of a cost-effective and efficient
solution. The chapter also includes discussing about the project objectives, project scope and
direction so that readers can understand where the project is headed to. Lastly, this chapter
outlines the contribution to the society and readers, and also the report organization so that

readers have more understandings about the report structure.

1.1 Problem Statement and Motivation

The traditional approach of determining human presence in a building or an indoor
environment such as manually checking by security personnels is costly, requires a lot of
human work, and time-consuming. For instance, when a shopping complex wanting to lock up
for the night after the operation hours, the security guards employed in the shopping complex
have to go shop by shop to check to ensure that everyone has left the building. Another example
is when public facilities like public toilets needed maintenance and a temporary service hold,
which is also an inconvenient situation for the workers to manually check if there is someone

still using the toilets.

To eliminate the manual checking by human, CCTVs and other surveillance cameras have been
utilized in many public spaces to act as the more modern human presence monitoring tool while
also contributing to the security aspects. While using camera surveillance can provide a clear
image of human presence and activities, one of the limitations is that it raises privacy concerns.
For example, installing cameras in public toilets, bathrooms, and hotel rooms is an invasion of
privacy and raises legality issues. Given that video surveillance frequently captures people’s
images, this practice entails handling personal information and may pose significant privacy
concerns. The data derived from video-surveillance recordings can potentially identify
individuals, either directly or indirectly, especially when combined with other data points.
Depending on the circumstances, this personal information may even qualify as sensitive,
further emphasizing the importance of privacy considerations.[1] Moreover, from a workplace
perspective, implementing camera surveillance in workplaces can cause discomfort among
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Chapter 1 Introduction

employees and give rise to trust issues, stress, and anxiety. This surveillance may create a
perception among employees that they are not trusted to fulfill their responsibilities or adhere

to guidelines without continuous monitoring.[2]

Certainly, there are already established human presence detection systems employing motion
sensors, with many relying on passive infrared (PIR) sensors. However, PIR sensors face
challenges in precisely detecting human presence, particularly in dynamic environments
characterized by frequent temperature fluctuations. Unlike microwave sensors, PIR sensors

have limited range and sensitivity, and they are unable to penetrate obstacles effectively.

1.2 Objectives

The project aims to create an 1oT-based solution tailored to delivering near real-time updates
on human presence within a monitored environment. This initiative is driven by the aim to
offer a cost-effective alternative to the traditional approach of employing additional personnel
for such tasks. By leveraging 10T technologies, the system enables seamless remote monitoring
capabilities which facilitated through its wireless connectivity to the AWS Cloud
infrastructure. This connectivity ensures that users can access timely information regardless of
their physical location. Moreover, the solution provides an intuitive user interface designed to
provide clear and comprehensive visualizations of the monitored area. Through clear mapping
and data visualization features, users can easily interpret the human presence data captured by

the system.

Secondly, an important objective is to utilize technology that raises no privacy concerns while
monitoring human presence. Microwave sensors, chosen for their capability to detect human
presence solely based on motion without capturing individual images represent a cornerstone
of this privacy-conscious approach. Unlike conventional CCTV systems which raise
significant privacy apprehensions due to their visual surveillance capabilities, microwave
sensors offer a non-invasive alternative. This enables the deployment of the system in a wide
array of settings, including public toilets and hotel rooms, where the installation of CCTV
cameras is impractical or prohibited by privacy regulations. By ensuring that individuals being
monitored are not subjected to visual scrutiny, the system mitigates discomfort and alleviates

stress and trust issues associated with the pervasive feeling of being watched. Consequently,
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Chapter 1 Introduction

this privacy-preserving technology not only expands the system's use cases and accessibility
but also enhances user acceptance and promotes a sense of security and privacy among

stakeholders.

Furthermore, in response to the constraints posed by passive infrared (PIR) sensor-based
systems, microwave sensors have been chosen for their superior accuracy and reliability in
detecting human presence, presenting a significant advancement over traditional PIR sensors.
Moreover, the project focuses on enhancing the accuracy and usability of microwave sensors,
ensuring optimal performance across various environmental conditions and scenarios. Through
meticulous testing, and refinement, the project strives to deliver an overall higher accuracy
system, thereby addressing the shortcomings of current sensor-based approaches and offering

a more dependable solution for human presence detection needs.

1.3 Project Scope and Direction

The project scope encompasses several key activities aimed at developing an efficient and
reliable human presence detection system. This includes the development of an automated
calculation algorithm for processing sensor data and transmitting it to the cloud infrastructure.
Additionally, testing will be conducted to determine the suitable delay interval for checking
sensor status across different distances and contextual factors to ensure optimal performance
in various scenarios. Integration with AWS loT Core will enable seamless connectivity and
data transmission, while the setup of Timestream and Grafana will facilitate data visualization
and analytics. Furthermore, the project involves the physical setup of a prototype system,
including the installation of aluminum shielding to mitigate interference and ensure accurate
sensor readings. The initial plan is to take FICT Laboratory as the demonstration location.
Hence, the map visualization and configuration of the sensors will be based on the context of
the laboratory. By addressing these components within the project plan, the direction is set to
deliver a comprehensive human presence detection solution with enhanced accuracy,

reliability, and usability.
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Chapter 1 Introduction

1.4 Contributions

The project brings significant contributions to the field of human presence detection using
human motion sensor and ESP32. It provide insights about the challenges of implementing
such a system. The project also proposes solutions to boost sensor and system reliability. This

adds to our understanding of human presence detection in real-life scenarios.

One notable contribution is the identification and mitigation of limitations associated with the
RCWL0516 microwave sensor, which its inability to detect completely stationary humans due
to its motion-based detection mechanism. Through rigorous testing and experimentation, the
project introduces a delay interval for checking the sensor status, effectively addressing
instances where individuals are not actively moving. Just for example, in office environments
where occupants may remain stationary for extended periods, a delay interval of 3 minutes may
be determined to ensure consistent detection of human presence. Additionally, the project
explores the impact of sensor sensitivity on detection accuracy, particularly concerning
variations in distance between the sensor and humans. By conducting experiments across
different distance, the project identifies optimal sensor configurations tailored to diverse
scenarios, thereby improving overall system performance and reliability. These contributions
advance our understanding of human presence detection in real-world applications and offer

valuable insights for future research and development efforts in this domain.

1.5  Report Organization

The report is structured to provide a clear understanding of the project's objectives,
methodology, design, implementation, evaluation, and conclusions. It begins with an
Introduction outlining the problem statements, motivations, and objectives, emphasizing the
need for an loT-based solution to monitor human presence efficiently while addressing privacy
concerns. Subsequent chapters dive into Literature Reviews, System Methodology, System
Design, System Implementation, System Evaluation, and Conclusion and Recommendation.
Each chapter focuses on distinct aspects of the project, including project background,
technological choices, testing methodologies, system architecture, implementation details,
evaluation, and future recommendations. By organizing the report in this manner, readers can
navigate through the project's development process, from problem identification to solution

implementation and evaluation.
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Chapter 2 Literature Reviews

CHAPTER 2

Literature Reviews

In this chapter, background information as well as previous research and existing technologies

related to human presence detection are explored.

2.1 Introduction to Human Presence Detection Systems

A human presence detection system is a technological framework designed to identify and
determine the presence or absence of human beings within a specific area or environment.[3]
This system utilizes various sensors, technologies, and algorithms to detect and interpret
signals associated with human activities or physical presence. The primary goal of a human
presence detection system is to provide real-time information about the occupancy status of a
given space to enable applications in fields such as building automation, security, energy

management, and so on.

The system's sensors can range from passive infrared (PIR) sensors and microwave sensors to
ultrasonic sensors and even video-based image analysis systems. These sensors are
strategically placed to monitor the environment and detect changes indicative of human
presence such as movement, heat emission, or acoustic reflections. Once the presence of a
human is detected, the system can trigger various responses, including adjusting lighting,
heating, cooling and it may be utilised in a variety of applications, such as security and safety,

or to allow a device such as a smart-home hub to execute important activities. [4]
2.2 Importance of Human Presence Detection Systems in Various Applications

Human presence detection systems can be applied in many applications in life that can bring
transformative changes in how people interact with environment and address practical
challenges. Below are some of the most common applications with human presence detection
which are building automation, security enhancement, healthcare and safety, and retail, public

spaces, and crowd management.
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Chapter 2 Literature Reviews

2.2.1 Building Automation

Figure 2.1: Building Automation

Human presence detection systems play a critical role in building automation by altering how
energy resources are managed and optimising user comfort. The systems determine if an
interior room is occupied and are configured to switch on or off electrical systems such as
lighting, heating, and ventilation. This proactive approach to building management results in
significant energy savings and lower operational expenses. As lighting and HVAC systems
only turn on when needed, excessive resource use is reduced by complying with sustainable
practises. Furthermore, these technologies improve user experience by customising ambient

conditions to occupant preferences.

2.2.2 Security Enhancement

Figure 2.2: Security Enhancement
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Human presence detection technologies has raised the bar for security measures to new heights.
These systems significantly enhance security by not only distinguishing between authorized
occupants and potential intruders, but also helping guards monitor people in real-time
throughout buildings which aids in focusing security efforts where needed. These systems work
even when buildings are closed and detect unauthorized access attempts during off-hours.
Additionally, they go beyond indoor spaces, some systems can identify individuals hiding in
vehicles or containers. For example, in the transportation sector, these systems empower border
guards to not only find hidden people in trucks but also accurately count their numbers, making

security measures more effective overall. [5]

2.2.3 Healthcare and Safety

Figure 2.3: Healthcare and Safety

The significance of human presence detection extends to the healthcare sector where patient’s
safety are paramount. In hospitals and care facilities, these systems aid in patient monitoring
by ensuring that medical staff can promptly respond to patients' needs. Moreover, the sensors’
ability to detect falls or unusual activity has the potential to enhance patient safety, triggering
alerts that enable nurses or staffs to intervene swiftly. [6] For instance, in a hospital room, if a
patient tries to get out of bed unassisted, the system detects this and alerts the medical staff

who can promptly provide assistance.
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2.2.4 Retail, Public Spaces, and Crowd Management
[ 3 3 Iz

A el :
Figure 2.4: Retail, Public Spaces, and Crowd

Human presence detection systems have a large impact in a variety of settings, including retail,
public spaces, and transportation. These systems provide retailers with significant information
about customer behaviour by identifying patterns of movement, popular areas and foot traffic
flows. These valuable insights serve as the foundation for strategic decisions such as optimising
store layouts to increase customer interaction and creating tailored marketing campaigns that
appeal with customers.[7] Beyond retail, these systems are essential in public places and
transport hubs. They help with crowd management during events or large gatherings which
guarantee smoother operations and a safer atmosphere. One of the real-life scenarios is which
the systems accurately monitoring the number of people, analysing their movements and
offering real-time data to organizers and security personnel, thereby optimizing crowd flow
and enhancing safety measures during events or gatherings to prevent crowd disasters.[8]
Furthermore, human presence detection systems contribute to emergency preparation by
assisting in the development of emergency responses and evacuation methods for densely

populated places.
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2.3 Sensor Technologies

In terms of detecting human presence or motion without the violation of privacy, there is a
wide range of different types of sensors which includes passive infrared sensors, microwave
sensors, ultrasonic sensors, pressure sensors, heat sensors, proximity sensors, light sensors,
acoustic sensors, magnetometer sensors, and so on. Each type of sensor has its strengths and
limitations, and the choice depends on factors like the specific application, budget,
environment, and desired accuracy. However, the most usual types of sensors used for human

detection are microwave sensors, passive infrared sensors, and ultrasonic sensors.

2.3.1 Passive Infrared Sensors

Figure 2.5: Passive Infrared Sensor

PIR sensors, which stand for Passive Infrared sensors take advantage of the fact that all humans
emit a certain quantity of infrared (IR) radiation that correlates with their warmth and material
composition. While humans cannot perceive infrared radiation, several electronic gadgets have
been invented that can detect it. PIR sensors are widely used in thermal sensing applications,
especially in security and motion detection. They are commonly used in security alarms,
motion sensors, and automatic lighting systems.[9]

These sensors can detect both heat and motion and build a protective grid. The sensor is
triggered when an object in motion passes multiple grid zones that generates a shift in infrared
energy levels.[10] A PIR sensor is made up of a Pyroelectric Sensor, which is an IR detector
with two halves, similar to two little windows. Above these windows is a semi-transparent
dome known as a Fresnel Lens. This lens directs light from multiple directions into either of

the windowvs.

The PIR sensor compares the amount of infrared received by each window. If one window

detects more IR than the other, the sensor interprets this as a human moving in front of it, which
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results ina HIGH or LOW signal output. Notably, human bodies emit heat as infrared radiation,
making PIR sensors capable of detecting human presence. PIR sensors are particularly useful

in their applications due to their ability to detect human-generated IR radiation.[11]

Advantages and Disadvantages

PIR sensors offer a range of advantages. Firstly, they reliably detect motion in indoor spaces
regardless of whether it is day or night. Furthermore, they consume less energy (0.8W to 1.0W)
which make them more energy-efficient than microwave sensors and ultrasonic sensors.
Another advantage of PIR sensors is cost-effectiveness as they are generally less expensive
than microwave counterparts. PIR sensors find their niche in electrical applications that require
smaller and more compact locations, and this allow them to be more appropriate for a variety
of settings.[12] Moreover, they are distinguished from microwave and ultrasonic sensors by
their low susceptibility to false alarms caused by wind, rain, or tiny animals.[13] They also stay
interference-free when mounted in groups and allow for field modifications to lens patterns
and sensitivity.[14]

Despite their advantages, PIR sensors have certain limitations. They have lower sensitivity and
coverage compared to microwave sensors, and their operating temperature range is limited to
temperatures below 35 degrees Celsius. The sensors’ sensing capability can also be interfered
by RF radiation. As PIR sensors only function well in Line-of-Sight scenarios, they tend to
struggle in corner regions.[15] This is because their passive infrared penetrating power is
relatively weak, which makes the infrared easily blocked by objects. Hence, dead zones and
the potential for obstruction by furniture or stock pallets are also a concern when implementing
a human presence detection system.[16] Additionally, PIR sensors are less responsive to very
slow motion and their effectiveness can diminish in warm rooms. Particularly in warmer
climates like India during the summer, their ability to detect human presence might be limited.
Also, there may be snoozing issues as these sensors could turn off if there is minimal activity
on occupied floors. Lastly, since PIR sensors do not have continuous coverage like microwave
sensors, intruders could exploit the PIR sensor's slotted detection zone, and potentially allowing
them to evade detection.[17] They also might employ tactics like wearing heat-reflective suits

or carrying shields to block pyroelectric sensing.[18]
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2.3.2 Microwave Sensors

Figure 2.6: Microwave Sensor

Microwave sensors work differently from PIR sensors and their principles are similar to those
of sonar technology. These sensors work by continuously releasing microwave signals into
their surroundings, which is similar to how sonar generates sound waves.[19] The sensors then
measure how long it takes for these signals to reflect back to the sensor. This is called the "echo
time." It can help compute the distances to all the objects that aren't moving in the area the
sensor covers. It creates a starting point to compare against. Therefore, when a person moves
within the sensor's detection region, the course of these signals is disrupted, which will cause
a tiny delay in their return time. When the microwave sensor senses a delay, it will then indicate
that a motion is detected and initiate an action, such as turning on a light.[19]

Microwave sensors' unique operation provides them with excellent sensitivity to span across
their full detecting range. Their distinguishing feature enables them to effectively cover wider
regions, making them ideal for deployment in large open places. As a result, they are fantastic
choices for safeguarding essential zones in houses or environments, such as workshops,
garages, or various sections of the household.[19]

Furthermore, microwave sensors are meant to be versatile, and they are able to work well in
difficult environments. This is because they are resistant to high temperatures, strong sunshine,
and harsh weather conditions . Hence, microwave sensors can be safely used in a wide range

of circumstances, supplementing security and automation solutions in a variety of settings.[18]

Advantages and Disadvantages

Microwave sensors come with several specific benefits that distinguish them as valuable tools
for various applications. A standout feature is their resilience to temperature fluctuations. These
sensors ensure accurate readings regardless of the ambient temperature[20]. Another strength

is their extraordinary sensitivity. Microwave sensors are finely tuned to detect even the smallest
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movements, ensuring comprehensive coverage within their range. This sensitivity is
particularly valuable in scenarios where capturing subtle motions is critical. Additionally,
microwave sensors possess the ability to penetrate different materials, such as walls, glass, and
plastic etc. This enables them to detect motion through obstacles that might hinder other sensor
types, which makes them a versatile choice for complex environments with many blockages.
Furthermore, microwave sensors don't require a direct line of sight for motion detection,
making them suitable for areas with obstacles. Unlike some alternatives, microwave sensors
provide a broader field of view which cover a 360-degree scope. This extensive coverage
minimizes blind spots and maximizes their effectiveness in motion detection. [20]

The main weakness of microwave sensors is they are susceptible to false alarms triggered by
factors such as moving objects due to wind or electrical appliances’ emissions. Their ability to
penetrate barriers like walls can lead to unintended activations. Energy consumption is another
consideration. Microwave sensors generally consume more energy compared to certain
alternatives like Passive Infrared (PIR) sensors. This higher power usage can impact the overall
energy efficiency of systems employing microwave sensors. Also, microwave sensors are
generally slightly more expensive than some other options which should be factored into
decision-making for larger deployments. Moreover, microwave radiation comes together with
health concerns. While low-power microwave sensors are preferred for reduced risk, the
potential health effects of prolonged exposure remain a consideration. Although microwave
sensors can penetrate through most materials, they cannot reliably detect motion beyond metal
barriers. This limitation can restrict their applicability in environments with significant metal
obstructions.[20]

2.3.3 Ultrasonic Sensors

Figure 2.7: Ultrasonic Sensor
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Ultrasonic sensors work on the distance measurement principle by using ultrasonic sound
waves to identify an object's presence.[11] These sensors release ultrasonic sound waves and
gauge the duration it requires for these waves to come back following their reflection off an
object. A transducer is used in the sensor to both emit and receive ultrasonic pulses that provide
information about the object’s distance.

The basic idea behind ultrasonic sensors is to send out sound waves at frequencies that are
beyond the range of human hearing. Firstly, an ultrasonic pulse passes through the air when it
is emitted. If it encounters an obstruction or object, the pulse is reflected back to the sensor.
The sensor can precisely compute the distance to the item by analysing the pulse's travel time

and taking into account the speed of the soundwave.[21]

Ultrasonic sensors are often used as proximity sensors. They play a vital role in automotive
technology such as self-parking systems and collision avoidance systems. Furthermore, these
sensors let robotic systems recognise obstructions, which improves manufacturing process
safety. Another example of application of ultrasonic sensors is in the context of liquid
management. They are used to detect, monitor, and control liquid levels in enclosed containers
such as vats in chemical plants.[21]

Advantages and Disadvantages

Ultrasonic sensors have particular characteristics that make them valuable in a wide range of
applications. Unlike other types of sensors, ultrasonic sensors rely on sound reflections rather
than visual cues. This makes them unaffected by factors such as object colour or transparency.
They are resistant to light and heat interference, which allows the sensors for reliable
functioning even under direct sunshine or difficult settings where PIR or Laser sensors would
fail.[23] Furthermore, ultrasonic sensors outperform infrared sensors in terms of resistance to
interference from smoke, gas, and airborne particles. This capability improves their proximity
sensing accuracy and dependability, allowing them to efficiently distinguish the nature, form,
and orientation of objects inside their coverage area, regardless of material type.[24]

However, ultrasonic sensors are not without limitations. They possess a restricted range,
typically covering only a few meters, which can be a drawback in applications requiring longer-
distance sensing. Furthermore, these sensors are prone to sound interference, so they are
unsuitable for use in noisy situations, especially those with ultra-high-pitched noises. Their
effectiveness in reading reflections from soft, curved, thin, or small objects is also
compromised, making them less precise in these scenarios.[23] Another limitation is their
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relatively low angular measurement accuracy which is due to the transducers' acoustical
beamwidth. This produces measurements with angular accuracy in the 10-to-20-degree range,

potentially limiting their precision in applications requiring very accurate angular

information.[24]

2.3.4 General Comparison

effectiveness

effective and widely
available

effective and widely
used

Features PIR Sensors Microwave Sensors Ultrasonic Sensors

Accuracy Moderate accuracy for | High accuracy for Moderate to high
detecting broad detecting subtle accuracy for distance
movement movement measurement

Sensitivity Moderate sensitivity High sensitivity to High sensitivity to
to motion and heat motion and changes changes in sound
changes in microwave waves and their

reflections reflections
Cost- Generally cost- Typically cost- Cost can vary based on

features and application
requirements

Power Usage

Low power
consumption, suitable
for battery-operated
devices

Moderate power
consumption

Moderate to high
power consumption

Detection Zone

Slotted detection zone
with limited coverage

Continuous detection
zone covering a wide
area

Continuous detection
zone with moderate
coverage

Environment
(Interference)

Susceptible to heat
sources and
temperature
fluctuations

Not affected by light,
heat, or temperature
fluctuations

May be affected by
wind and rain

Not affected by light,
heat, or temperature
fluctuations
Affected by sound

Coverage

Limited coverage
range, best for smaller
spaces, cannot
penetrate through
obstacles

Large coverage area,
suitable for open
spaces, can penetrate
through most
materials

Moderate coverage
area, useful for specific
applications that
requires distance
measurement

Table 2.1: Comparison Between Sensors
This comparative analysis presented in this table visualize the unique characteristics, strengths
and also the shortcomings of PIR sensors, microwave sensors, and ultrasonic sensors. PIR
sensors, despite having moderate accuracy and sensitivity, they offer an economically viable
solution with minimal energy consumption. However, their applicability is bounded by limited
detection ranges and susceptibility to disturbances arising from heat sources. On the other hand,
microwave sensors emerge as champions of accuracy, sensitivity, and expansive coverage,
making them suitable for diverse scenarios. Their resistance to light and heat interference

increases their utility even further. Unfortunately, due to their sensitivity and the ability to
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penetrate walls and obstacles, they can be overly sensitive and respond to movements that may
not be intended triggers. Plus, microwave sensors might get affected by winds and rains.
Meanwhile, ultrasonic sensors distinguish themselves by offering precise distance
measurements and object-type detection. These characteristics make them important in
situations requiring precision while their use is associated by a low energy requirement. Despite
their advantages, these sensors face difficulties with angular precision and the possibility of

sound-related interference.

In conclusion, each type of sensors has its own suitability in different kind of usage and
application. There is no such thing as the best sensor for every situation. PIR sensors might be
the choice for an energy-efficient auto-lightning system, which is not required for full detection
coverage as the focus is only on detecting human in specific areas in a building. Microwave
sensors might be the choice for implementing lots of them in a premise for the sole purpose of

monitoring human presence as the coverage and penetration capability is strong.
2.4 Case Studies and Research Findings

Understanding the landscape of present research in the field of human presence detection
systems is a critical step towards innovation and improvement. In this section, three insightful
research papers will have a look thoroughly: “Motion and Movement Detection for DI'Y Home
Security System”, “Thermal Sensor based Human Presence Detection for Smart Home
Application”, and “An Ultrasonic Sensor for Human Presence Detection to Assist Rescue Work

in Large Buildings”.

The objectives for this exploration are twofold. Firstly, the aim is to look past the
methodologies, tools, and insights that previous researchers have employed to offer a
comprehensive view of the current solutions in human presence detection. Secondly, the goal
is to extract valuable strategies and perspectives that can be adapted and applied to enhance
approaches in this project. Also, while navigating through these case studies, readers will gain
a deeper understanding of the latest advancements and nuances in the field of human presence
detection. Drawing from the experiences of others, a more efficient, responsive, and insightful

systems for detecting human presence can be built.
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2.4.1 Motion and Movement Detection for DI'Y Home Security System
This paper introduces an innovative loT solution designed to bolster home security through
remote monitoring with a central emphasis on detecting and tracking motion and movement.
The core of this system is a wireless motion-detecting microcontroller strategically placed at
key points, such as the corners of doors and windows throughout a house.
Each sensor nodes are built and enhanced using a set of sensors and device. The hardware
includes a PIR sensor, an Accelerometer GY-61, and an ESP8266 NodeMCU. The PIR sensor
plays a pivotal role by detecting thermal radiation from human bodies, effectively identifying
movement and the presence of individuals. Meanwhile, the Accelerometer GY-61 contributes
by detecting and measuring any physical movement. The ESP8266 NodeMCU SoC serves as
a Wi-Fi module, enabling the microcontroller to connect seamlessly to the internet.[25]
Figure 2.8: Block Diagram
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Figure 2.10: Ada dashboard

Figure 2.9 shows the node sensor setup in a junction box with the respective hardware. Figure

2.8 shows the block diagram for the proposed system in this paper. Data generated by these
sensors is efficiently managed through a network of platforms. Firebase functions as a robust
cloud database and allows centralized storage of monitored data. The Adafruit web-based

dashboard (Figure 2.10) visually displays the current home security status using real-time
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detected motion data. To notify the homeowner promptly, IFTTT apps are deployed, sending
email notifications when any unusual activity is detected.[25] Each device on the Adafruit
dashboard is displayed individually, so if two microcontrollers are in use, the dashboard will
show two PIR nodes and two Accelerometer GY-61 nodes. When an object is detected within
the PIR range, the dashboard signals "motion detected."[25]

What sets this system apart is the fusion of PIR and Accelerometer GY-61 sensors. This
dynamic pairing significantly enhances the accuracy and sensitivity in detecting human
presence and movement. However, there are some limitations as well. Because PIR sensors
detect heat signatures in a room, they are insensitive if the room itself is heated. Moreover, PIR
cannot penetrate through wall and the capability to detect any movement as the system uses
two types of sensors may lead to missing alarm.

In conclusion, this paper presents an loT-based home security solution that effectively utilizes
a combination of PIR and Accelerometer GY-61 sensors to enhance human presence and

movement detection accuracy.
2.4.2 Thermal Sensor based Human Presence Detection for Smart Home Application

This research introduces a smart electrical appliance management system that relies on human
presence detection to effectively manage the operation of electrical appliances. The use of a
thermal array sensor is key to this system. The ability of the sensor to measure temperature
values is critical for detecting human presence. Since a person's body temperature typically
exceeds the ambient temperature, the sensor can detect their presence by detecting a higher
temperature within its field of view, regardless of whether the individual is in motion or

stationery.[26]

Relay Circuit for
—» electrical appliances
control

8 x 8 LED Dot-Matrix
Display to indicate
human presence in

4x4 each section during
Thermal Arduino Mega temperature

Array Microcontroller calibration
Sensor Board

LED indicator for
> temperature
calibration
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Figure 2.11: System Architectural Layout
The system's architectural layout as illustrated in the figure above includes an Arduino Mega
Microcontroller Board connected to the 4x4 thermal array sensor. A relay circuit is used to
regulate the switching of appliances. During the calibration phase of the system, the 8x8 dot
matrix and LED indicators are key components for indicating the presence or absence of people

in different portions of the detecting area.[26]

Smart appliance
control system
installed on ceiling

Figure 2.12: Division of the Monitored Area

Like in figure 2.12, the thermal sensor is deliberately designed to be segmented, which allows
for independent temperature monitoring within each section. This segmentation allows for

more precise detection of human presence in specific location.[26]

The system's primary strength lies in its ability to detect both moving and stationary individuals
by monitoring thermal radiation produced by people and objects in the nearby surroundings. It
can also provide an accurate position of a human within the detection region and detect several
human presences within the monitored space.[26] However, it is worth mentioning that thermal
sensors are generally more expensive than other types of sensors. Furthermore, thorough
temperature calibration is required for exact human detection.[26]

To sum up, this study introduces a sophisticated electrical appliance control system based on
accurate human presence detection, offering the advantages of pinpoint accuracy and the ability
to discern both stationary and moving individuals within a monitored space. However, the

system's cost and the necessity for meticulous temperature calibration pose certain limitations.
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2.4.3 An Ultrasonic Sensor for Human Presence Detection to Assist Rescue Work in

Large Buildings

A unique ultrasound-based sensor capable of detecting human presence in smoke-filled settings
is reported in this work. This sort of sensor might help the fire department evacuate a huge
building by guiding them to the regions where they are most needed. Ultrasonic sound is
superior to other sensors or cameras in that its signal may travel through smoke, it does not
require badges or other worn devices, and it has minimal privacy and security concerns. With
an average inaccuracy of less than 18 cm, the ultrasonic sensor can monitor the location of a
target. People in the building do not need to do anything to be tracked because the sensors

employ echolocation.[27]

The hardware that are needed to build a single sensor in the proposed system only includes an
ultrasonic receiver, an ultrasonic transmitter, two audio amplifiers, some resistors and
capacitors.[26] The suggested system can also process all of the small frequency changes in an
ultrasonic signal and detect human activity using a model-based pattern recognition technique

known as the Thalmann model (Figure 2.13).[27]

3D visualisation of theThalmann model

5 —1.00

Figure 2.13: Thalmann Model
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The use of ultrasonic sensors in the proposed human presence detection system has the benefit
of not being obscured by smoke, making it appropriate for disaster management systems. The
device can also track a target's location with an average inaccuracy of less than 18 cm. People
in the building do not need to do anything to be tracked because the sensors employ
echolocation, which is also a convenient method of detecting human presence. Nonetheless,
the system has a drawback as it cannot identify stationary human presence. Moreover, the
transmitted sound wave faces challenges in effectively penetrating most of the nearby objects
to operate correctly [27].

In summary, this research introduces an ultrasonic-based sensor designed for detecting human
presence in smoke-filled environments, particularly valuable for disaster management and fire
evacuation. While it excels in penetrating smoke and precise location tracking, limitations
include the inability to detect stationary individuals and sensitivity to obstacles. Nonetheless,

it presents a significant advancement in safety and response systems.
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Chapter 3
System Methodology

This chapter outlines an overview of the methodology guiding the development and
deployment of the human presence detection system. It covers the rationale behind selecting
microwave sensors over PIR sensors and explores diverse use cases across commercial and
public spaces. Through use case diagrams, it illustrates the system's functionality. Additionally,
the chapter outlines the testing and optimization process for delay intervals to enhance the
system's effectiveness in different contexts.

3.1  Opting for Microwave Sensors Over PIR Sensors

First of all, the overall purpose of the system is to accurately detect human presence within a
monitored environment. In order to fulfill this purpose effectively, the choice between
microwave sensors and PIR sensors becomes crucial. From the comparison between
microwave and PIR sensors in the literature review, microwave sensors are deemed more
suitable for this purpose due to their superior sensitivity and versatility. Unlike PIR sensors
which have limitations in detecting subtle movements and struggle in corner regions due to
their line-of-sight requirements, microwave sensors offer finer sensitivity and provide a
broader field of view covering a 360-degree scope. This ensures comprehensive coverage
within the monitored area, minimizing blind spots and maximizing the system's effectiveness
in detecting human presence. Additionally, microwave sensors possess the ability to penetrate
various materials and are resistant to environmental factors such as temperature fluctuations.
This makes them suitable for deployment in diverse settings and challenging conditions.
Therefore, based on their performance characteristics and suitability for the intended purpose,
microwave sensors, particularly RCWL-0516, are chosen as the preferred option for the

system.
3.2 System Use Case

Understanding the system use case is paramount as it defines the potential implementations
and scenarios where the system can be effectively deployed. Moreover, it serves as a blueprint
for how the system will address real-world needs and deliver value to users or stakeholders.

This understanding not only guides the development and design process but also ensures that
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the final solution aligns closely with the needs and expectations of its intended users. The use
cases act as a guide for assessing the system's performance and gauging its influence on
enhancing efficiency or convenience across different settings. It essentially shapes the system's
features and overall effectiveness in meeting practical requirements. Below are some of the

potential scenarios and settings where the system may be implemented.

3.2.1 Monitoring Building Occupancy Before Closing

-
* ‘

Figure 3.1: Shopping Mall Closing

The use case of monitoring building occupancy before closing is applicable to various
commercial and non-commercial buildings such as shopping complexes, shop lots, and
community clubs, all of which have designated opening and closing hours. As closing time
approaches, it's essential for the building authorities to ensure that the premises are empty
before shutting down operations. Here, the system plays a crucial role which allows security
personnel or responsible individuals to quickly check if every section of the building is
unoccupied. This automated process replaces the need for manual inspections throughout the

entire premises, streamlining the closing procedure and ensuring efficient operations.

Use Case Flowchart:

Security guards

Time reaching check system until Shut down the

building closing hour every sectlon 1s building

unoccupied
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Figure 3.2: Monitoring Building Occupancy Before Closing Flowchart

3.2.2 Checking Human Presence During Building Evacuation Drills

Figure 3.3: Fire Drill

The use case of checking human presence during building evacuation drills is particularly
relevant for various places such as schools, office buildings, and factories, all of which conduct
regular evacuation drills, including fire drills. Without an loT-based system in place to check
for human presence, individuals responsible for ensuring the building is cleared must manually
inspect each section before confirming everyone has evacuated to the assembly area. However,
with a human presence detection system, the responsible party can promptly determine whether
every part of the building is empty, streamlining the evacuation process and enhancing safety

measures during drills and emergencies.

Use Case Flowchart:

Responsible
Everyone assemble o
: mdividual check Proceeds to the next
at a predefined . ]
system 1f every fire drill step

assembly location

section 1s empty

Figure 3.4: Checking Human Presence During Building Evacuation Drills Flowchart
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3.2.3 Detecting Occupancy in Public Facilities Before Maintenance

L J

4 KRN

Figure 3.5: Toilet Maintenance

Detecting occupancy in public facilities like toilets before maintenance is crucial to avoid
disruptions and ensure user safety. With toilets requiring regular maintenance, workers or
plumbers must ensure that water supplies are cut off beforehand for the maintenance process.
However, this poses a potential inconvenience to individuals still using the facilities. To
address this, workers need to check that the toilet is vacant before cutting off the supply.
Traditional methods of physically inspecting each toilet stall are time-consuming and may
compromise privacy. By implementing an online human presence detection system, workers
can remotely check occupancy status which streamlines the process and prevents disruptions
to users. This efficient approach enhances maintenance operations while preserving user

privacy and convenience.

Use Case Flowchart:

Worker or plumber

Toilet is pending for checks system to see Cut off water

maintenance work if there is people still supplies
using the toilet

Figure 3.6: Detecting Occupancy in Public Facilities Before Maintenance Flowchart
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3.2.4 Occupancy Monitoring for Partitioned Spaces Availability

-
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\

Figure 3.7: Public Study Rooms

In public, office environments, or even university campuses, there are some places which are
partitioned into multiple rooms or sections that everyone has the right to use if unoccupied.
Some of them often serve diverse purposes, catering to various community needs. In this type
of publicly accessible places, a person would need to determine which room is unoccupied
before going in to occupy the space and they may need to check every room until they found
an empty one. In this case, the proposed human presence detection system can significantly
simplify this process and shorten the time needed to locate an available room. For an example,
in some shopping complexes or community centers with public reading area which have been
partitioned into rooms to improve privacy, let’s say there is a screen at the entrance displaying
the status of each room, whether it is occupied or unoccupied. When an individual is intended
to use one of the partitioned rooms, they can quickly identify which of the room is unoccupied

and decide their preference immediately just by a look at the screen.

Use Case Flowchart:

An mdridual

Individual check the

: : Deecide the preferred
system to identify P

intended to use one

of the partitioned room and occupy it

avallable rooms
room

Figure 3.8: Occupancy Monitoring for Partitioned Spaces Availability Flowchart
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3.3  Use Case Diagram

Human Presence Detection System

Detect human presence

Muonitor human
presence

Send data to AWS
cloud server

View historical data
Sensor Node

User

Receive data from
sensor nodes

Display sensor data

Store historical data in
Timestream

AWS

Show historical data

Send sensor data to

Grafana -
Grafana

Figure 3.9: Use Case Diagram

The use case diagram for the human presence detection system portrays a collaborative
ecosystem involving four key actors: User, Sensor Nodes, AWS cloud server, and Grafana.
Users engage with the system through Grafana and utilize it to monitor real-time human
presence data and access historical records. Sensor Nodes serve as data sources by detecting
human presence and publishing this information to AWS. AWS plays a pivotal role by
receiving data from sensor nodes, storing sensor data in Amazon Timestream, and linking
sensor data to Grafana. Grafana serves as the user interface, providing data visualization and
access to historical records. Overall, this diagram illustrates how these actors work together

effectively to receive and monitor human presence data.
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3.4 Introducing Delay Intervals

From the accuracy testing done earlier in FYPL1, it can be seen that the RCWL-0516 microwave
sensor has some limitations as it is unable to detect completely stationary humans due to its
motion-based detection mechanism. In situations where individuals are not moving actively
such as in an office environment where people are seated at their desks for extended periods,
the sensor may fail to detect human presence accurately. To address this issue, testing and
experimentation have been conducted to introduce a delay interval for checking the sensor
status. For an example, in an office setting, where individuals may remain stationary while
working on computers, a delay interval of 3 minutes may be determined to be suitable after
testing. This means that the sensor checks for human presence every 3 minutes, ensuring that
even if individuals are not moving actively, their presence is detected periodically. If there is
no detection for over 3 minutes, it can be indicate that there is no human presence in the
monitored area. This approach allows the delay intervals to fill the time gap where the
individual being monitored is not moving much and improves the reliability of human presence

detection.
3.4.1 Testing for Optimal Delay Intervals Based on Different Contexts

During the preliminary testing phase to determine the appropriate delay interval for checking
sensor status, it has been determined that the distance between the sensor and the monitored
individual significantly influences sensor sensitivity. This disparity in sensitivity can affect the
frequency of motion detection, subsequently impacting other parameters such as the optimal
delay interval and overall accuracy of the system. To address this issue, testing and
experimentation have been conducted across varying distances to assess the sensor's
performance under different conditions. These experiments aim to identify suitable
configurations for the sensor's interval checking status based on different distance and to ensure

that the system can adapt to various contexts.

Objective:

This experiment aims to understand how the distance between the sensor and the monitored
individual affects sensor sensitivity, impacting the recorded longest interval in each sampling
period. Additionally, it seeks to identify the optimal delay interval for different sensor-to-

individual distances.
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Example of a “longest interval” in a sampling period:

mation motion motion motion motion maotion motion
detected stopped detected stopped detected stopped detected

® e o—» — * o— o

125 S

longest interval

Figure 3.10: Longest Interval Example

Hypothesis:
The larger the distance between sensor and monitored individual, the less sensitive the sensor

is, which contributes to longer longest interval recorded in every sampling period.

Setting: The experiment is conducted in a personal working space environment, where the

monitored individual is seated in front of a desk, using a computer.

Distance Tested Between Sensor and Monitored Individual: Four distances are tested:

0.5m, Im, 2m, and 3m.

o)) o
®)—=— yam-y

©) = =
) = :

| | Fg

Figure 3.11: Experiment Setup
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Experimental Setup:

For each distance, two types of experimental setups are utilized, each with a different sampling
rate: one set at 30 minutes and the other at 30 seconds. In both setups, the total testing period
for each distance will be 2 hours, means that, the sensor will monitors the individual's presence

for a total duration of 2 hour while they are using the computer.

e 30 Minutes Sampling Rate: In this setup, the ESP32 microcontroller sends the longest
interval recorded (the duration in which the sensor detects no presence) within a single
sampling period of 30 minutes to the local host server. Thus, there will be a total of 4
data points, which are the longest intervals sent to the server for each distance.

2 hours / 30 minutes = 4 data points(longest interval)

e 30 Seconds Sampling Rate: In this setup, the ESP32 microcontroller sends the longest
interval recorded (the duration in which the sensor detects no presence) within a single
sampling period of 30 seconds to the server. Thus, there will be a total of 240 data
points, which are the longest intervals sent to the server for each distance.

2 hours / 30 seconds = 240 data points(longest interval)

The details of how the ESP32 calculate and send the intervals in every sampling period to the
local host server can be referred at Chapter 4.3 :Development of Automated Calculation

Algorithm and Sending of Sensor Data.
Experimental Procedures:

1. Configure the sensor with the predefined sampling rate (30 seconds & 30 minutes).

2. Connect the laptop and ESP32 to the same Wi-Fi network so that it can access the
local host server.

3. Place the sensor at the predefined distances.

4. Sensor monitors the individual for 2 hours.

5. Record and store the intervals in an Excel file.
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3.4.2 Testing Results and Discussion

Sensor-to-individual distance: 0.5m

Sampling rate: 30 minutes

Period Longest Interval (Seconds)
1 32.28
2 35.05
3 9.19
4 22.49
Average 24.75

Table 3.1: 0.5m Testing Result

Longest Interval (Seconds)
40.00
35.00
30.00
25.00
20.00
15.00
10.00

5IOO .
0.00
1 2 3 4

Period

Figure 3.12: 0.5m Testing Result
Observation:
e The longest intervals recorded range from 9.19 seconds to 35.05 seconds.
e Variability in the recorded intervals suggests fluctuations in individual movement
patterns over time.

e The average longest interval over the 30-minute sampling periods is 24.75 seconds.

Sampling rate: 30 seconds
As there is too many rows of data, the result table is represented by a column chart. The original

result table which consist of 240 longest intervals can be viewed at the appendix part below.
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Figure 3.13: 0.5m Testing Result
Observation:
e The longest intervals recorded range from 0 seconds to 22.52 seconds.
e The data exhibit more granularity, with fluctuations in intervals occurring more rapidly

compared to the 30-minute sampling rate.

e There are total of 4 periods out of 240 periods where there the longest interval is 0

seconds (no loss duration at all).

Sensor-to-individual distance: 1m

Sampling rate: 30 minutes

Period Longest Interval (Seconds)
1 54.71
2 57.64
3 68.73
4 62.66
Average 60.94

Table 3.2: 1m Testing Result

Longest Interval (Seconds)
80.00

60.00

40.00

20.00

0.00
1 2 3 4

Period

Figure 3.14: 1m Testing Result
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Observation:
e The longest intervals recorded range from 54.71 seconds to 68.73 seconds.
e The data exhibit more consistency compared to 0.5m sensor-to-individual distance.

e The average longest interval over the 30 minutes sampling periods is 60.94 seconds.

Sampling rate: 30 seconds
As there is too many rows of data, the result table is represented by a column chart. The original

result table which consist of 240 longest intervals can be viewed at the appendix part below.
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Figure 3.15: 1m Testing Result

Observation:
e The longest interval varies a lot throughout the monitoring period, ranging from as low
as 0 seconds to as high as 30 seconds (no detection).
e There are two periods where the longest interval remains at the maximum value of 30
seconds continuously, indicating no motion detected during that 1 minute.
e There are total of 4 periods out of 240 periods where there the longest interval is 30
seconds (no detection at all).
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Sensor-to-individual distance: 2m

Sampling rate: 30 minutes

Period Longest Interval (Seconds)

1 230.93

2 180.97

3 231.42

4 157.62

Average 200.24

Table 3.3: 2m Testing Result
Longest Interval (Seconds)
250.00
200.00
150.00
100.00
50.00
0.00
1 2 3 4

Period

Figure 3.16: 2m Testing Result
Observation:
e The longest intervals recorded range from 157.62 seconds to 230.93 seconds.

e The average longest interval over the 30 minutes sampling periods is 200.24 seconds.

Sampling rate: 30 seconds
As there is too many rows of data, the result table is represented by a column chart. The original
result table which consist of 240 longest intervals can be viewed at the appendix part below.
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Figure 3.17: 2m Testing Result
Observation:

e The longest interval varies a lot throughout the monitoring period, ranging from as low
as 5.4 seconds to as high as 30 seconds (no detection).

e There are many periods where the longest interval remains at the maximum value of 30
seconds continuously, indicating no motion detected during those intervals.

e The greatest number of continuous periods with maximum interval is 8, indicating that
there is at least 4 minutes with no motion detection.

e There are total of 65 periods out of 240 periods where there the longest interval is 30
seconds (no detection at all).

Sensor-to-individual distance: 3m

Sampling rate: 30 minutes

Period Longest Interval (Seconds)
1 57.48
2 45.72
3 38.76
4 373.09
Average 128.76

Table 3.4: 3m Testing Result

Longest Interval (Seconds)

400.00
350.00
300.00
250.00
200.00
150.00
100.00
50.00 -
0.00 [ ]
1 2 3 4
Period

Figure 3.18: 3m Testing Result
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Observation:
e Thelongest intervals vary widely across the sampling periods. While the intervals range
from 38.76 seconds to 57.48 seconds, there is one outlier reaching 373.09 seconds.
e The presence of a notable outlier with a duration of 373.09 seconds indicates an
extended period of undetected motion, possibly due to some environmental factors.
e The average longest interval excluding the outlier is surprisingly similar to the average

longest interval in 1m sensor-to-individual distance.

Sampling rate: 30 seconds
As there is too many rows of data, the result table is represented by a column chart. The original
result table which consist of 240 longest intervals can be viewed at the appendix part below.

Longest Interval (longest lost period)

O O O OO OO OO O OO O™ OO OO OO OO OO O
HHE NN N FTIFIFINNOONDNN0OODTOOOO A A NNMMNMIFITININOONNNN0OOININIITOOO A ANNMNMM
LB B e B B B B B B B B A e B B B B B I e B 0 o B o\ B o\ o\ o\ o B o\ B o\ BN

Period

Figure 3.19: 3m Testing Result
Observation:

e The longest interval range from as low as 4.69 seconds to as high as 30 seconds (no
detection).

e There are many periods where the longest interval remains at the maximum value of 30
seconds continuously, indicating no motion detected during those intervals.

e The greatest number of continuous periods with maximum interval is 5, indicating that
there is at least 2 minutes 30 seconds (150 seconds) with no motion detection.

e There are total of 65 periods out of 240 periods where there the longest interval is 30

seconds (no detection at all).
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Discussion
Based on the testing results with different sensor-to-individual distances, several insights can
be drawn:
1. Distance and Longest Interval Relationship:
e Generally, as the sensor-to-individual distance increases, the longest intervals
representing periods of undetected motion also tend to increase.
e This trend is evident across all distances tested. For instance, at 0.5m, the
longest intervals range from 9.19 to 35.05 seconds, while at 3m, they range from
38.76 to 373.09 seconds.
2. Variability in Motion Detection:
e There is considerable variability in motion detection efficacy as indicated by the
wide range of longest intervals recorded.
e Atcloser distances (0.5m and 1m), the intervals generally exhibit less variability
which suggests relatively consistent motion detection.
e However, at greater distances (2m and 3m), the intervals vary significantly,
indicating challenges in maintaining consistent motion detection over longer

distances.

Application to Delay Checking Time

The delay checking time for each sensor-to-individual distance can be determined based on the
longest interval ever recorded during testing.

0.5m: 35 seconds

For a sensor-to-individual distance of 0.5m, where the longest interval recorded was 35
seconds, a delay checking time of 40 seconds can be configured to ensure optimal detection.
1m: 68 seconds

Similarly, for a distance of 1m with the longest interval of 68 seconds, a delay checking time
of 1 minute and 15 seconds (75 seconds) can be set to cover any potential gaps in detection.
2m: 231 seconds

For a distance of 2m, where the longest interval reached 231 seconds, a delay checking time of
4 minutes (240 seconds) can be configured, exceeding the longest recorded interval, to account

for potential undetected periods.
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3m: 373 seconds
Lastly, for a distance of 3m with the longest interval of 373 seconds, a delay checking time of
6 minutes and 30 seconds (390 seconds) can be established, providing a safety margin to

compensate for any missed detections by the sensor.

Summary and Conclusion

In summary, the testing conducted to determine the optimal delay intervals for checking sensor
status in varying contexts has provided valuable insights into the performance of microwave
sensors across different distances. The experiments revealed a clear relationship between
sensor-to-individual distance and the longest intervals recorded, indicating that longer
distances generally result in longer periods of undetected motion. Moreover, significant
variability in motion detection efficacy was observed, particularly over longer distances,
highlighting the challenges in maintaining consistent detection sensitivity. However, by
concluding the longest intervals recorded, appropriate delay checking times were proposed for
each sensor-to-individual distance. These findings underscore the importance of considering
distance variability and configuring delay checking times accordingly to enhance the reliability

and effectiveness of microwave sensor systems in real-world applications.
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Chapter 4
System Design

This chapter offers a comprehensive insight into the architecture and components of the human
presence detection system. It begins with a detailed block diagram illustrating the system's
structure and connectivity. The chapter then delves into the configuration of the delay checking
mechanism within the ESP32 microcontroller and the development of the automated
calculation algorithm which facilitates the processing and sending of sensor data. Lastly, the
chapter presents the Grafana user interface, showcasing how users can visualize sensor status

and data via Grafana.

4.1  System Block Diagram

ESP32

\C3
b//s 5 So o0 of 02
/73 n S
Or u\o\\s

Timestream Database
Grafana

l
®

User

Figure 4.1: System Block Diagram
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The block diagram illustrates the architecture of the human presence detection system and
highlights its key components and data flow. Microwave sensors which are connected to ESP32
microcontrollers detect human presence within the monitored environment. The ESP32
microcontrollers process this data like calculating insightful metrics such as detection rate and
intervals, then publish the sensor status and data to the AWS loT Core. From there, message
routing rules are employed to transmit the status and data to the Timestream database for
storage. Timestream serves as the central repository for storing the sensors' status and data.
Grafana, a data visualization platform pulls data from Timestream to create visualizations of
the sensor status and data. Finally, users can access and visualize all sensors' status through
clear map-based representations on Grafana, which provides a user-friendly interface for

monitoring human presence in the environment.
4.2  Configuring Delay Checking Mechanism in ESP32

The delay checking mechanism in the ESP32 is implemented to allows the delay interval to fill
the time gap where the individual being monitored is not moving much and improves the
reliability of human presence detection. This mechanism operates through a series of
conditional statements and timing functions that enable the system to detect motion presence

and absence effectively.

Upon detecting motion, the code first checks if the motion state has transitioned from low to
high, indicating the start of motion activity. If this transition occurs, the system records the
motion start time, updates the motion state to indicate motion presence, and publishes the
sensor status to notify external systems. Additionally, it sets a flag to delay motion stop,

allowing for a grace period before registering motion absence.

Conversely, when no motion is detected, the code checks if the delay time has elapsed since
the last motion detection. If this delay period is reached, and the motion state remains high
which indicates ongoing motion, the system records the motion stop time, updates the motion

state to indicate motion absence, and publishes the sensor status accordingly.

This delay checking mechanism ensures that motion detection events are accurately captured
and reported, even in scenarios where motion may cease momentarily before resuming. By

introducing a delay period before registering motion absence, the system address the limitation
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of the RCWL0516 microwave sensor and provides a more reliable indication of actual human

presence. Original code can be viewed in the appendix part below.
4.3  Development of Automated Calculation Algorithm and Sending of Sensor Data
Automated Calculation Algorithm:

The automated calculation algorithm embedded within the code operates by continuously
monitoring the state changes of the motion sensor and timestamps associated events. As the
loop iterates, it checks the sensor's digital pin for changes in its input value, indicating the
presence or absence of motion. Upon detecting motion, the algorithm records the start time of
the motion event using the millis() function and updates the motion state accordingly. It also

triggers the calculation of intervals between the current and previous motion events.

To compute the intervals, the algorithm compares the recorded start times of consecutive
motion events. It calculates the duration of each motion event by subtracting the end time of
the previous motion event from the start time of the current one. These durations are then used

to update metrics such as the shortest and longest intervals between motion events.
Sending of Sensor Data:

Once the algorithm completes the computation of detection metrics for the sampling period, it
proceeds to transmit this data to the AWS server for further processing and analysis. The data
including detection rates and interval durations is formatted into a structured message suitable
for transmission via the PubSubClient library. This message is then published to the designated
topic on the AWS server.

This automated calculation of insightful metrics and data transmission mechanism significantly
enhances testing and experimentation efficiency. By automating the calculation process, there's
no need for manual intervention to compare timestamps or compute metrics. This saves
considerable time and effort, which allowing to focus more on experimentation and analysis
rather than mundane data processing tasks. Original code can be viewed in the appendix part

below.
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4.4 Grafana User Interface

Grafana is a powerful open-source platform designed for monitoring and observability. It
enables users to visualize and analyze data from various sources in real-time. It offers a flexible
and customizable dashboard interface that allows users to create dynamic visualizations, set up
alerts, and gain insights into their data. With Grafana, users can monitor complex systems,
track performance metrics, and make informed decisions to optimize operations effectively.

For this system, the Grafana dashboard is being designed into two sections:

e Anoverview map visualization of the monitored area

¢ Individual sensor monitoring

Map Visualization

This map visualization provides users with a clear overview of the monitored environment and
the placement of sensors within it. The map is divided into sections corresponding to different
areas covered by individual sensors. This segmentation allows users to quickly identify which
sections of the monitored area have human presence at any given time. The demonstration

location chosen for this project is the FYP laboratory. Hence, the map visualization is designed

based on the layout of the FYP laboratory.

Figure 4.2: Map Visualization
e Occupied sections are highlighted in red, indicating the presence of individuals.

e Unoccupied sections are highlighted in green, signaling an absence of human presence.
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Individual Sensor Monitoring
In addition to the map visualization, the Grafana dashboard offers detailed monitoring of each

sensor individually.

sensor2

Occupied

Figure 4.3: Individual Sensor Visualization

This includes:
Current Status Panel:
Current Sensor Status

Each sensor is accompanied by a status panel

displaying its current state. Sensor status are

sensor2

Occupied

represented by panel background, with a green
background indicating an unoccupied state and a red

background indicating an occupied state.

Detection Event Timeseries

Human Event Timeline:

A timeseries-based line chart provides a visual
representation of human presence detected by each
sensor over time. This timeline allows users to track

patterns and trends in human presence activity.

Human Presence
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Human Presence History

time

2024-04-19 12:18:00
2024-04-19 12:17:18
2024-04-19 12:11:11
2024-04-19 12:11:31
2024-04-19 12:10:41

2024-04-19 12:10:15

Human Activity Level

100%
80%

60%

10:30 10:45

Detection Rate

11:00

n:15

status
Occupied
Unoccupied
Occupied
Unoccupied
Occupied

Unoccupied

1:30

11:45

12:00

2

15

Human Presence Detection History:

A table displays the history of motion detections for
each sensor, including timestamps and sensor status.
This tabular format provides users with a
comprehensive overview of human presence events

captured by the sensors.

Human Activity Level Chart:

A timeseries chart shows the detection rate as a
percentage of the period where motion is detected
within 30-minute intervals. This chart offers insights

into human activity levels over time.
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Chapter 5

System Implementation

This chapter delves into the practical implementation of the human presence detection system.
It covers the physical setup with aluminum shielding to improve sensor performance,
integration with AWS loT Core, setup of Timestream and Grafana for data visualization, and

operational functionalities including real-time monitoring and user interaction.
5.1  Prototype Setup and Sensor Shielding

One side of the sensor was shielded using three layers of aluminum, including aluminum plates
and foils integrated into the prototype casing. This measure aimed to restrict the sensor's

detection direction, preventing it from picking up unwanted signals outside of the target

monitored area.

Layer 1 Layer 2 Layer 3
Figure 5.1: Aluminum Shielding

Despite the shielding, the microwave signals persisted in penetrating through the layers,
showing the strong penetrating power of the RCWL0516 sensor. This observation emphasizes
the challenge of fully containing the sensor's emissions and highlights the need for further
refinement in shielding methods or alternative approaches to mitigate unintended signal
detection.

Bachelor of Information Systems (Honours) Business Information Systems
Faculty of Information and Communication Technology (Kampar Campus), UTAR

44



Chapter 5 System Implementation

Figure 5.2: Prototype Casing

5.2  Integration of AWS loT Core
1. Create Policy:

Create a policy named ESP32_POLICY with the following permissions:

Active version: 1 info

Policy effect Policy action Policy resource

Allow iot:Connect arn:aws:iot:ap-southeast-2:975050064864:client/*

Allow iot:Publish arn:aws:iot.ap-southeast-2:975050064864: topic/esp32/pubsta
Allow iot:Subscribe arn:aws:iot:ap-southeast-2:975050064864 topicfilter/esp32/substa
Allow iot:Receive arn:aws:iot:ap-southeast-2:975050064864 topic/esp32/substa
Allow iot:Connect arn:aws:iot:ap-southeast-2:975050064864:client/*

Allow iot:Publish arn:aws:iot:ap-southeast-2:975050064864:topic /fesp32/pubdata
Allow iot:Subscribe arn:aws:iot:ap-southeast-2:975050064864 topicfilter/esp32 /subdata
Allow iot:Receive arn:aws:iot:ap-southeast-2:975050064864 topic /fesp32 /subdata

Figure 5.3: AWS IoT Polices

2. Create Thingin loT Core:

For each ESP32 device, create a corresponding loT Thing in AWS.
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AWS loT » Manage » Things » Create things

Create things v«

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Number of things to create

© Createssingle thing

Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to AWS
loT.

(O Create many things

Create a task that creates multiple thing resources to register devices and provision the resources those devices require to
connect to AWS loT.

canKEI -

Figure 5.4: Create Thing Screen

Step 1

e Specify thing properties
A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing
e oo resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.
ep 2 - optional

Configure device certificate

Thing properties info
Step 3 - optional
Attach policies to certificate
Thing name

ESP32_Sensor1

Enter a unique name containing only: letters, numbers, hyphens, colons, or underscores. A thing name can't contain any spaces.

Additional configurations

You can use these configurations to add detail that can help you to organize, manage, and search your things.
» Thing type - optional

» Searchable thing attributes - optional

» Thing groups - optional

» Billing group - optional

» Packages and versions - optional

Device Shadow info

Device Shadows allow connected devices to sync states with AWS. You can also get, update, or delete the state information of this thing's
shadow using either HTTPs or MQTT topics.

© No shadow
(O Named shadow

Create multiple shadows with different names to manage access to properties, and logically group
your devices properties.

O Unnamed shadow (classic)
A thing can have only one unnamed shadow.

Figure 5.5: Configure Thing Screen
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3. Create Certificate:

Generate a unique certificate for each ESP32 device and download the following to be later

configured with the respective ESP32:

Download certificates and keys

X

Download certificate and key files to install on your device so that it can connect to
AWS.

Device certificate
You can activate the certificate now, or later. The certificate must be active for a device to connect to

AWS loT.

Device certificate

Deactivate certificate | | M Download
3682c7d1480...te.pem.crt

Key files
The key files are unique to
Download them now an

rtificate and can't be downloaded after you leave this page.
*m in a secure place.

A\ This is the only time you can download the key files for this certificate.

Public key file #] Download
3682¢7d148008a645598a88...2e98954-public.pem.key

Private key file B Download
3682c7d148008a645598a88...98954-private.pem.key

Root CA certificates
Download the root CA certificate file that corresponds to the type of data endpoint and cipher suite
you're using. You can also d

Amazon trust services endpoint ) Download
RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint ¥ Download
ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available in our developer
guides. Learn more [4

Figure 5.6: Download Certificate Screen

4. Attach Policy with Certificate and Thing:

Attach the ESP32_POLICY with the certificate and associate it with the respective 10T Thing.
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Attach policies to certificate - optional

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

the device.
Policies (1/1) ‘ (&) | ‘ Create policy [A
Select up to 10 policies to attach to this certificate.
Q, Filter policies ‘ 1 &
Name
ESP32_POLICY

Cancel Create thing

Figure 5.7: Attach Policies Screen

5. Configure ESP32 with Certificate:

Using Arduino IDE, connect each ESP32 microcontroller to the AWS IoT Core service,

allowing the ESP32 to send messages to the AWS cloud. The full code to configure ESP32 can

be viewed at the appendix part below.

Step-by-step configuration:

a.

Include Libraries: The code includes necessary libraries for WiFi
communication, MQTT (PubSubClient), JSON parsing (ArduinoJson), and
SSL/TLS (WiFiClientSecure).

Define Credentials and Endpoints: The code defines constants for WiFi SSID
and password, AWS loT endpoint, and topics for publishing and subscribing to
messages.

Connect to WiFi: The ESP32 connects to the local WiFi network using the
provided SSID and password.

Configure WiFiClientSecure: The SSL/TLS certificates and private key
required for secure communication with AWS 10T Core are loaded into the

WiFiClientSecure object.
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e. Connect to AWS IoT Core: The ESP32 connects to the AWS loT Core using
the MQTT protocol over SSL/TLS. It sets up a secure connection to the AWS

loT endpoint and subscribes to the specified topics for incoming messages.

f. Reconnection Handling: The reconnectAWS and reconnectWifi functions

handle the reconnection to AWS loT Core and WiFi network respectively in

case of disconnections.

g. Publishing Messages: The publishMessage and publishDetectionData

functions are used to publish messages to AWS IoT Core. These messages

contain sensor status or sensor data like longest interval in JSON format.

6. Test with MQTT Test Client:

After configuring the ESP32 device, test the connection with an MQTT Test Client to ensure

successful communication with AWS loT Core.

MQTT test client

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are identified by topics to communicate their state to AWS IoT. AWS loT al

of changes and events. You can subseribe to MQTT message topics and publish MQTT messages to topics by using the MQTT test elient.

» Connection details

You can update the connection details by choosing Disconnect and making updates on the Establish connection to continue page.

Subscribe to a topic Publish to a topic

Topic filter  Info

ne topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT wildcard characters.

esp32/pubdata

p Additional configuration

Subscribe
Subscriptions esp32/pubdata
EJ esp32/pubsta @ X Message payload
esp32/pubdata QD X ‘ {

"message”: "Hello from AWS leT console”

}

» Additional configuration

Publish

Figure 5.8: MQTT Test Client
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5.3  Setting Up Amazon Timestream Database
1. Create Timestream Database and Tables:

Create a database “sensorDB”.

Timestream » Databases 3 Create database

Create database v«
Database configuration

Choass a configuration

© standard databace ‘ © Sampla database ‘

: P
: o —
Encryption
Al Az Tersiream data i snceytd by el
created s e Key Managemems Srvice 0MS) conse
v‘ ‘ Manage keys [
Description
Defauls key that pratects my Timestream data when n ather key i defined
Key ARN
(5 armcawskams ap-southeast-Z7505008 §/7794599:-9033-4978-8000-0a8e6 832714

Tags - optional s

N tags are assaciated with this databas

Add new tag

Cancel Create database

Figure 5.9: Create Database Screen

Inside the database, create two tables: one for sensor status and another for sensor data.

Timestream D Tables » Create table

Create table w«

Table details

Database name
Choose the database where this table will be created

[semoros 3

Table name

Specify a table name that is unique within this database. You can nt change this name once you create it

(s \

Must be between 3 and 256 characters long. Must contain letters, digits, dashes, periods or underscores.

Schema settings -new info

A Schema specifies the expected data model of the table. Specify how your data will be stored and distributed using partition keys. With
custom partition keys, you can run queries that are faster and more efficient.

Partition key configuration
Choose to create a custom partition key or use Timestream's default partition key.

© Custom partitioning
This is useful when the primary access pattem of the
ering over a high cardinality dimension or

This is useful when the primary access pattern of queries
is measure based filtering. The values of ‘measure_name
attribute is used as the partition key to partition the data

O Default partitioning

Composite partition key info
Alist of partition keys defining the attributes used to partition the table data. The order of the list determines the partition
hierarchy.

Figure 5.10: Create Table Screen
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2. Message Routing:

Create a rule that triggers on incoming sensor data messages.

AWS loT » Message routing > Rules » Create rule

Step 1

Specify rule properties

A rule resource contains a list of actions based on the MQTT topic stream.

Specify rule properties

Step 2

Configure SQL statement Rule properties

Step 3

Attach rule actions Rule name

‘ New_rule_name ‘

Step 4 Enter an alphanumeric string that can also contain underscore () characters, but no spaces.
Review and create

Rule description - optional

Enter a description to provide additional details about the rule to others.

‘ A description of your new rule ‘

¥ Tags - optional
No tags associated with the resource

Add new tag

You can add up to 50 tags.

Cancel Next

Figure 5.11: Create Rules Screen

Configure the rule to insert data into the appropriate table in the Timestream database.

Rule actions

Select one or mos
occur when mess

ppen when the above rule is matched by an inbound message. Actions define additional activities that
like storing them in 2 database, invoking cloud functions, or sending notifications. You can add up to 10

Action 1

estream table
message into 2 Timestresm table

v

Remove

Wit

Database name Info

sensorDB v ‘ ‘ View [4

| Create Timestream database [

Table name

——— ] [vee
Create Timestream table [§

Dimensions

Each record contains an array of dimensions (minimum 1). Dimensions represent the metadata attributes of 2 time series data point.

Dimensions name Dimension value
sensorNe | ‘ ${sensarNo} | | Remove ‘
| status | ‘ ${status} | | Remove ‘
| timeStamp | ‘ ${timeStamp} | | Remove ‘
Add new dimension
Timestamp value - eptional Timestamp unit
| Enter substitutional template | MILLISECONDS

1AM role

Choose a role to grant AWS loT access to your endpoint

| loTtoTimeStreamRole v View [4 ‘ Create new role
AWS IoT will automatically creste a policy with a prefix of "sws-iot-rule” under your [AM role selected

Add rule action

Figure 5.12: Configure Rule Screen
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When a message is received by AWS 10T Core, the associated rule will trigger and insert the

data into the designated table in Timestream.
3. Querying Data from Timestream:

Try writing SQL queries in “Query editor” to retrieve data from the Timestream tables.

Query editor i

Editor Recent Saved queries Sample queries

Database < © Query1 +

Choose a database to query. LECT * FRCM sensorDB."sensorStatus"

JEERE sensoro = '4'

sensorDB v | . .
3 x measure_name = 'status
4 ORDER BY time

Tables (2)

‘ Q, Filter tables ‘

P sensorData

P sensorStatus

Table details Query results Output

Rows returned (3890)

Q, Filter

timeStamo sensorNo | status measure name | time

Figure 5.13: Query Editor
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54  Setting Up Grafana for Visualization
1. Link Data Source (Amazon Timestream):

Select "Data Sources™ and click on "Add data source” and choose Amazon Timestream as the

data source type.

Add data source

Time series databases
Prometheus

Core

Graphite

Core

Amazon Timestream

& Signed

Figure 5.14: Add Data Source

Configure the connection details such as access key ID, endpoint, and Timestream database
details.

grafana-timestream-datasource-3

grafana-timestream-datas

Connection Details

Endpoint

Default Region

Figure 5.15: Configure Connection Detail
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2. Create Dashboard and Panels:

Map Visualization (Using Canva Panel):

Vi.

Vii.

viii.

In the Canva panel settings, specify the query to pull data from the Timestream database
and table, along with any predefined conditions.

Use Canva to design a map of the target monitored area, which is the FYP lab.

Use Canva to create semi-transparent red and green rectangles to act as indicators of
occupied and unoccupied areas.

Set the FYP lab map as the background of the Canva panel.

Divide the map into different sections representing distinct areas of the lab.

Create separate elements in the Canva panel for each section of the map.

Assign the respective metric value to each element based on the sensor data. Different
sensors will have different statuses.

Utilize value mapping to associate the value "1" (occupied) with the red rectangle and
"0" (unoccupied) with the green rectangle.

Set the background of each element according to its metric value, ensuring that when
the status is "1," the section is highlighted in red, and when the status is "0," it's

highlighted in green.

Visualization for Each Sensor:

Use different panel types for visualization, such as the big stats panel for current status,
time series panel for trend analysis, and table panel for historical data.

Configure specific queries to pull data from the Timestream database and table
associated with each sensor, including any relevant conditions.

Customize panel options to enhance the visualization of sensor data, such as setting
thresholds, colors, and scaling.

Repeat the process for each sensor to create individualized visualizations.
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55  System Operation

The system offers real-time monitoring of human presence and facilitates data analytics. Users

can interact with the system to query data based on different timeline.
Functionality Overview:

1. Map Interface:

FYP Lab Map V

=
1 Projector Screen Projector Screen

.JJ Sensol —_— Sensor 2 &\\a
® @ | ®

® @
| |
e 8 8 8 8
L

Figure 5.16: FYP Lab Map Visualization
e When human presence is detected in a section, it's highlighted in red on the map.
e When there's no human presence, the section is highlighted in green.

e This visual representation helps users quickly identify active areas.

2. Navigation to Sensor Rows:

» Sensor 1

> Sensor 2

» Sensor 3

> Sensor 4
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Figure 5.17: Sensor Rows Navigation
e Users can navigate to different rows within the monitored area.
e Each row represents data from a specific sensor.

e This feature allows users to analyze data from individual sensors separately.

3. Dashboard Auto Refresh:

B Add ~ | | Share

Projector Screen

®

{ B

8 8 8 8 8
B mTE = B

Figure 5.18: Auto Refresh Option

e Users have the option to change the auto-refresh time to update the dashboard.
e This ensures that users always have access to the latest data without manual

intervention.

4. Timeline Selection:

d v Share

Absolute time range

From
2024-04-24 21:00:00 Last 5 minutes

To Last 15 minutes

2024-04-25 07:00:00 Last 30 minutes

Last 1 hour
B  Apply time range
Last 3 hours
Recently used absolute ranges
Last 6 hours
2024-04-24 21:00:00 to 2024-04-25
07:00:00 Last 12 hours

2024-04-19 10:22:02 to 2024-04-19 Last 24 hours
12:18:00

Last 2 days

ANIA_NA_IQ IN-NN-NN A INDIA_NA_1Q

Browser Time Malaysiz UTC+08:00 Change time settings
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Figure 5.19: Time Range Selection

e Users can choose specific timelines to view sensor data from past periods.

e This feature enables users to analyze historical data and identify trends over time.
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Chapter 6

System Evaluation

This chapter focuses on evaluating the system's accuracy and reliability. It outlines system
testing and objectives, and key metrics to validate its performance. The section presents real-
world testing setups and results, offering insights into the system's effectiveness under specific
conditions. Project challenges also been discussed under this chapter to sort out the obstacles

encountered during the whole project phase.
6.1  System Testing and Objectives

Purpose: The evaluation phase aims to assess the accuracy and reliability of the system in

detecting human presence.

Objectives: Validation of "Closing Hour" Detection: Verify that during designated “closing

hours" of a building, there is minimal to no detection of human presence in the system.

Key Metrics: Detection Rate: Percentage of time during each 30-minute sampling period when

the sensor detects human presence.

Interpretation: During off-hours, when the building is expected to have low or no occupancy,
the system's detection rate should approach zero. This indicates the system's ability to
accurately discern periods of human activity from periods of inactivity, thereby ensuring

reliable performance in real-world scenarios.
6.2  Testing Setup and Result

Location and Time:
Location: FICT building, outside the FYP lab
Duration: 9:00 PM to 7:00 AM
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Figure 6.1: System Evaluation Setup

Assumptions

e The test assumes minimal human presence on campus during this time frame,
primarily limited to security guard patrols.
e Therefore, the detection rate during this period should be close to zero, indicating no

significant human activity.
Setup Procedure

1. Install a sensor connected to the FYP lab Wi-Fi network outside the FYP lab.
2. Allow the sensor to operate from 9:00 PM to 7:00 AM without interruption.

3. After the testing period, analyze the sensor data and detection rate using Grafana.
Expected Outcome

e The system should register minimal or no human presence during the testing period,
aligning with the assumption of low campus activity during off-hours.

e The detection rate displayed on Grafana should be close to zero, confirming the
system's ability to accurately identify periods of inactivity.
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Evaluation Result

Human Presence Detection Events From 9pm to 7am:

Figure 6.2: Human Presence Detection Events Throughout the Evaluation Period
Observation:

e Based on the above figure, there were a total of 35 human presence detection events
recorded between 9pm and 7am, with many likely attributed to patrolling security

guards.

Detection Rates From 9pm to 7am:

Figure 6.3: Detection Rates Throughout the Evaluation Period
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Time

Detection Rate

24/4/2024,21:19:50
24/4/2024,21:49:49
24/4/2024,22:19:50
24/4/2024,22:49:50
24/4/2024,23:19:51
24/4/2024,23:49:50
25/4/2024,00:19:50
25/4/2024,00:49:50
25/4/2024,01:19:51
25/4/2024,01:49:50
25/4/2024,02:19:50
25/4/2024,02:49:50
25/4/2024,03:19:50
25/4/2024,03:49:51
25/4/2024,04:19:51
25/4/2024,04:49:51
25/4/2024,05:19:51
25/4/2024,05:49:51
25/4/2024,06:19:51
25/4/2024,06:49:51

0.00%
0.14%
0.28%
0.28%
0.20%
0.42%
0.28%
0.62%
0.28%
1.72%
0.14%
0.28%
0.14%
0.41%
0.58%
0.14%
0.00%
0.00%
0.00%
0.00%

Table 6.1: System Evaluation Detection Rate Result

Observation:

slight increases observed.

minimal human presence during these hours.

the late hours of the night till early morning.
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Concluding Remarks

In conclusion, the system evaluation has effectively met its objectives, demonstrating the
system's ability to accurately detect human presence during off-hours. Despite occasional
detection events, likely due to security patrols, the overall detection rate remained consistently
low, aligning with expectations. This validates the system's reliability in distinguishing

between periods of activity and inactivity, affirming its suitability for real-world deployment.
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6.3  Project Challenges

The project encountered several challenges during the implementation phase. One significant
issue arose from the potential faults or malfunctions of the RCWL-0516 and ESP32
components after prolonged usage and testing periods. Such occurrences led to inconsistent
testing results, rendering a considerable amount of collected data unreliable and resulting in
wasted time. For instance, the ESP32's Wi-Fi range might deteriorate over time, leading to

connectivity issues during testing processes, disrupting the data collection workflow.

Another challenge stemmed from the susceptibility of microwave sensors to external
electromagnetic interference, particularly from nearby electrical appliances. For example,
operating the sensor in a bedroom environment exposed it to the electromagnetic waves emitted
by a ceiling fan, triggering false readings. However, the same sensor exhibited no such issues
in a different setting, highlighting the complex and unpredictable nature of environmental

factors impacting sensor performance.

Moreover, the project involved extensive interval testing to determine optimal delay settings
for status checking. However, finding a testing environment devoid of human presence proved
challenging, as even incidental human activity within the sensor's range could skew test results.
This further complicated the process of accurately evaluating sensor performance under real-

world conditions.

In conclusion, the observed inconsistencies in testing results underscored the need for advanced
customization or modification of the microwave sensor to enhance reliability. This could
involve manual adjustments to sensor parameters such as range and sensitivity, or the
integration of additional hardware components like resistors. However, such modifications
require expertise in fields like electronic engineering, which falls beyond the scope of this
project. Addressing these challenges effectively would necessitate interdisciplinary

collaboration and further exploration beyond the project's current scope.
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Chapter 7

Conclusion and Recommendation

7.1 Conclusion

In summary, traditional methods of human presence detection in buildings are fraught with
inefficiencies and limitations. Manual checks by security personnel or workers are slow and
costly, while CCTV surveillance raises privacy concerns and may not be effective in all
environments. Seeking to address these shortcomings, the project aimed to create an loT-based
solution capable of real-time human presence updates at a lower cost. By implementing
microwave sensors, known for their improved accuracy and reliability in dynamic
environments, the project sought to overcome the limitations of traditional passive infrared

(PIR) sensor-based systems.

During earlier phases, accuracy testing revealed limitations in the RCWL-0516 microwave
sensors' ability to detect completely stationary humans due to its motion-based detection
mechanism. To mitigate this issue, extensive testing and experimentation were conducted to
introduce delay intervals for checking sensor status, alongside the development of automated
algorithms to calculate metrics such as detection rates and intervals. Additionally, sensor
shielding tests were conducted to assess the penetrating power of the RCWL sensors,
contributing valuable insights to motion detection technology. Through meticulous system
design, integration of advanced technologies such as microwave sensors and ESP32
microcontrollers, and utilization of cloud-based platforms like AWS loT Core, Timestream,
visualization tools like Grafana, the project has successfully realized a robust framework for

monitoring human activity in real-time.

Despite rigorous testing and evaluation, challenges such as sensor faults and environmental
interference were encountered, impacting the reliability of the system. While the project may
not have produced a perfect solution ready for market deployment, it has provided valuable
insights into incorporating loT technologies into human presence detection systems. Moreover,
it lays the groundwork for potential applications in security, occupancy monitoring, and

resource optimization, with the potential to enhance efficiency and safety in various
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environments. With further refinement and integration, the system holds promise for advancing

smart and responsive infrastructure.

7.2 Recommendation

Building a sensor prototype may seem straightforward, but developing a reliable and advanced
loT human presence detection system requires expertise in both software and hardware
domains. While it's relatively easy to set up a basic prototype, optimizing the hardware involves
tasks such as manually adjusting sensor range and sensitivity, adding resistors, and monitoring
analog signals. This necessitates a strong background in electronic engineering. On the
software side, configuring sensors, integrating with cloud platforms, and implementing
visualization tools are key tasks. It's crucial to ensure that the sensor is optimized from an
electronic engineering perspective before starting on extensive testing and evaluation, as this

can save considerable troubleshooting time down the line.

Given that PIR sensors and microwave sensors each have their own strengths, developers may
consider integrating them into single sensor nodes to achieve more comprehensive human
presence detection. While PIR sensors excel in certain scenarios, such as detecting motion
within their field of view, microwave sensors offer improved accuracy in dynamic
environments with frequent temperature changes. Combining these technologies can enhance
the overall effectiveness of the detection system, providing a more robust solution for various

applications.

Furthermore, developers should tailor sensor technology choices to specific use cases. For
instance, microwave sensors are suitable for detecting general occupancy in a monitored area,
while PIR sensors may be preferred for applications requiring clear delineation of human
presence in specific sections. Additionally, ultrasonic sensors, with their narrow detection
range, offer precise localization capabilities and are ideal for applications requiring pinpoint
accuracy, such as identifying occupancy in individual toilet rooms. By selecting the appropriate
sensor technologies for each scenario, developers can ensure optimal performance and

accuracy in human presence detection systems.
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APPENDIX
ESP32 Code

#include <Arduino BuiltIn.h>
#include "utils.h"

#include <PubSubClient.h>
finclude <cfloat>

#include <NTPClient.h>
finclude <WiFiUdp.h>

int sensorNo = 1;

int sensorPin = 27;

int moticonState = LOW; // we start, assuming no motion
detected

int val = 0;

// Define NTP Client to get time
WiFiUDP ntpUDP;
NTPClient timeClient (ntpUDP, "pool.ntp.org");

//detection rate calculation
unsigned long motionStartTime = 0;
unsigned long motionStopTime = 0;
unsigned long motionDuration = 0;
unsigned long lastResetTime = 0;
float detectionRate = 0;

unsigned long monitorInterval = 1800000.0; //0.5 hour

unsigned long delayTime = 0.0; //delay time to check next sensor
status

// Define a global variable to store the time of the last motion
detection

unsigned long lastMotionDetectedTime = 0;

bool delayMotionStop = false;

// Variables to save date and time

String formattedTime;

#define KEEP ALIVE INTERVAL 15000 // Keep-alive interval in
milliseconds (30 seconds)

//interval calculation variables
float shortestlInterval = FLT MAX;
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float longestInterval = 0;

float totalInterval = 0;

unsigned int intervalCount = 0;
float lastStoppedToNextDetected = 0;
float averagelInterval = 0;

float longestIntervalConvert = 0;
float shortestIntervalConvert = 0;

//Month names

String months[12] = {"January", "February", "March", "April",
"May", "June", "July", "August", "September", "October",
"November", "December"};

void setup () {
// put your setup code here, to run once:
Serial.begin(9600) ;
pinMode (sensorPin, INPUT)
connectAWS () ;
// Initialize a NTPClient to get time
timeClient.begin () ;
timeClient.setTimeOffset (28800) ;

// Set keep-alive interval for PubSubClient
client.setKeepAlive (KEEP ALIVE INTERVAL / 1000) ;

//previousCheckTime = millis() - delayTime;

}

void loop () {
val = digitalRead(sensorPin); // read input value
if (WiFi.status () != WL CONNECTED) {

reconnectWifi();

if (!client.connected()) {

reconnectAWS () ; // Reconnect if MQTT client is not connected
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// Allow the MQTT client to handle incoming messages
maintain the connection

client.loop ()

int senStatus = 0;

/*
while (!timeClient.update()) {
timeClient.forceUpdate();
}
*/

timeClient.update () ;
formattedTime = timeClient.getFormattedTime () ;
time t epochTime = timeClient.getEpochTime () ;

//get date

//Get a time structure

struct tm *ptm = gmtime ((time t *)&epochTime);

int monthDay = ptm->tm mday;

int currentMonth = ptm->tm mon + 1;

String currentMonthName = months[currentMonth - 17];
int currentYear = ptm->tm year + 1900;

//complete date:
String currentDate = String(monthDay) + "/" +
String(currentMonth) + "/" + String(currentYear);

String dateTime = currentDate + "," + formattedTime;
if (val == HIGH) { // check if the input is HIGH
1f (motionState == LOW) {

//Serial.println("1"); // print on output change
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motionStartTime = millis(); // Record motion start time
motionState = HIGH;

senStatus = 1;

Serial.print ("Sensor status: ");

Serial.print (senStatus);

Serial.println("");

publishMessage (dateTime, sensorNo, senStatus);

lastMotionDetectedTime = millis(); // Record the time of
the last motion detection

delayMotionStop = true; // Set flag to delay motion stop

// Calculate time interval between last stopped and next
detected motion

if (motionStopTime > 0) {
lastStoppedToNextDetected = motionStartTime -
motionStopTime;

totalInterval += lastStoppedToNextDetected;

if (lastStoppedToNextDetected < shortestInterval) {
shortestInterval = lastStoppedToNextDetected;

}

if (lastStoppedToNextDetected > longestInterval) {
longestInterval = lastStoppedToNextDetected;

}

intervalCount++;

}

else {

// Reset delay for motion stop if new motion is detected
lastMotionDetectedTime = millis{();

else {
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// Check for motion stop regardless of the current input value
if (motionState == HIGH && delayMotionStop && (millis() -
lastMotionDetectedTime >= delayTime)) {
// Delay time has passed since last motion detection,
publish motion stopped
motionStopTime = millis(); // Record motion stop time
motionState = LOW;
senStatus = 0;
Serial.print ("Sensor status: ");
Serial.print (senStatus);
Serial.println("");
publishMessage (dateTime, sensorNo, senStatus);
motionDuration += (motionStopTime - motionStartTime) ;

delayMotionStop = false; // Reset flag for delay motion stop

if (millis() - lastResetTime >= monitorInterval) { // Check if
the monitoring interval has passed
//when there is constant detection in the whole period
if (motionStopTime < motionStartTime && motionStartTime <
lastResetTime) {
motionDuration += millis() - lastResetTime;
motionStartTime = millis();
// Calculate average interval

averagelInterval = (intervalCount > 0 ? totallnterval /
intervalCount : Q) / 1000.0;

longestIntervalConvert = 0;

shortestIntervalConvert = 0;

detectionRate = (float)motionDuration / monitorInterval *

100; // Calculate detection rate
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}

//when there is still ongoing detection after period is over
else 1if (motionStopTime < motionStartTime) {
motionDuration += millis() - motionStartTime;
motionStartTime = millis();

// Calculate average interval

averagelInterval = (intervalCount > 0 ? totalInterval /
intervalCount : 0) / 1000.0;

longestIntervalConvert = (longestInterval > 0 ?
longestInterval : 0) / 1000.0;

shortestIntervalConvert = (shortestInterval > 0 ?

shortestInterval : 0) / 1000.0;

detectionRate = (float)motionDuration / monitorInterval *
100; // Calculate detection rate

//when there is no detection at the end of computing period
else 1if (motionStopTime > motionStartTime) {
totalInterval += millis() - motionStopTime;
if (millis() - motionStopTime > longestInterval) {
longestInterval = millis () - motionStopTime;
}
if (millis() - motionStopTime < shortestInterval) ({
shortestInterval = millis() - motionStopTime;
}
motionStopTime = millis () ;
intervalCount += 1;
// Calculate average interval
averagelInterval = (intervalCount > 0 ? totallnterval /
intervalCount : 0) / 1000.0;
longestIntervalConvert = longestInterval / 1000.0;

shortestIntervalConvert = shortestInterval / 1000.0;

detectionRate = (float)motionDuration / monitorInterval *
100; // Calculate detection rate
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}
//when there is totally no detection
else if (motionStopTime < lastResetTime && motionStartTime <

motionStopTime) {

totalInterval = millis() - lastResetTime;
longestInterval = totallnterval;
shortestInterval = totallnterval;

motionStartTime = millis();

intervalCeount += 1;

// Calculate average interval

averageInterval = (intervalCount > 0 ? totallnterval /
intervalCount : 0) / 1000.0;

longestIntervalConvert = longestInterval / 1000.0;

shortestIntervalConvert = shortestInterval / 1000.0;

detectionRate = (float)motionDuration / monitorInterval *
100; // Calculate detection rate

else {
// Calculate average interval
averagelInterval = (intervalCount > 0 ? totalInterval /
intervalCount : 0) / 1000.0;

longestIntervalConvert = longestInterval / 1000.0;
shortestIntervalConvert = shortestInterval / 1000.0;

detectionRate = (float)motionDuration / monitorInterval *
100; // Calculate detection rate

if (shortestInterval > monitorInterval) {
shortestIntervalConvert = 0;

}

Serial.print ("Detection rate:");

Serial.println (detectionRate);
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Serial.print ("Shortest Interval:");

Serial.println (shortestIntervalConvert):;

Serial.print ("Longest Interval:");

Serial.println(longestIntervalConvert);

Serial.print ("Average Interval:");

Serial.println (averagelInterval);

publishDetectionData (dateTime, sensorNo, detectionRate,
shortestIntervalConvert, longestlIntervalConvert, averagelnterval);

// Reset variables for next interval
motionDuration = 0;

lastResetTime = millis () ;
totalInterval = 0;

intervalCount = 0;

shortestInterval = FLT MAX;
longestInterval = 0;
lastStoppedToNextDetected = 0;
averagelInterval = 0;
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cert.h
#include <pgmspace.h>

#define SECRET
#define THINGNAME "ESP32 Sensor 1"
//change this

const char WIFI SSID[] = "dlink-11EC"; //change this
const char WIFI PASSWORD[] = "uqwzc31800"; //change

this

//const char WIFI SSID[] = "Peace"; //change this
//const char WIFI SSID[] = "Peace plus"; //change
this

//const char WIFI PASSWORD[] = "48964896"; //change this

const char AWS IOT ENDPOINT[] =
"a3rb9i14i5j)95rs-ats.iot.ap-southeast-2.amazonaws.com";
//change this

// Amazon Root CA 1
static const char AWS CERT CA[] PROGMEM = R"EOF (

MITIDQTCCAIimgAwIBAgITBmyfz5m/jA054vB4ikPmljZbyjANBgkghkiGIw0OBAQSF
ADASMQswCQYDVQQGEwWJIVUzZEPMAOGA1IUEChMGQW1 hem9uMRkwFwYDVQQDExBBbWE 6
b24gUm9vdCBDQSAXMBAXDTE1IMDUyNJAWMDAWMFoXDTM4AMDEXNzAWMDAWMFowOTEL
MAkGAIUEBhMCVVMxDzANBgNVBAOTBKFtYXpvbJEZMBCGAIUEAXMOQQWIhemSuIFJdv
b30gQOEgMTCCASIwWDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBALJ4gHHKeNX]
ca9HgFBOfW7Y14h29J1091ghYP10hAEVrAIthtOgQ3p0OsgTONroBvo3bSMgHEzZM
906II8c+6zfltRn4SWiw3te5djgdYZ6k/0I2peVKVURF4£fn9tBb6dNgecmzUSL/qw
IFAGbHrQgLKm+a/sRxmPUDgH3KKHOVj4utWp+UhnMJdbulHheb4mjUcAwhmahRWa6
VOujw5H5SNz/0egwLX0tdHA114gk957EWW67c4cX87JIGKLhD+rcdgsq08p8kDilLl
93FcXmn/6pUCyziKrlA4bov7LWIbxcceVOF34GfID5yHI9Y/QCB/IIDEgEW+0yQm
jgSubJrIgg0CAWEAAaNCMEAWDwWYDVROTAQH/BAUWAWER/ zAOBgNVHQ8BAf8EBAMC
AYYWHQYDVROOBBYEFIQYzIUO7LwM1JQuUCFmMcx7IQTgoIMAOGCSgGSIb3DQERCWUA
A4TBAQCY8JdaQZChGsV2USggNiMOruYou6r41K5IpDB/G/wkjUu0yKGX9rbxenDI
US5PMCCJImCXPI6T531HTfIUJrU6adTrCC2qgJeHZERxh1bI1BIjt/msv0tadQlwUs
N+gDS63pYaACbvXy8MWy7Vu33PqUXHeeE6V/Ug2V8viTOI6LXEFVKW1IbYK8US0vY
o/ufQIvVtMVT8QtPHRh8jrdkPSHCa2XV4cdFyQzR1bldZwgJdcImApzyMZFo6IQ6XU
S5MsI+yMRQ+hDKXJ1i0aldXgjUkK642M4UwtBV80b2xJINDA2ZhwlnoQdeXeGADbkpy
rgXRfboQnoZsG4g5SWTP468SQvvGS
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// Device

Certificate

//change this

static const char AWS CERT CRT[] PROGMEM = R"KEY (

MIIDWJjCCAkKgAwWIBAgIVAISg7ahSydeRUchMleNr/NNfcJy7MAOGCSgGSIb3DQEB
CwUAMEO0xSzBJIBgNVBASMOkFtYXpvbiBXZWIgU2VydmljZXMgTz1BobWF6b24uY29t
IE1uYy4gTDITZWFOdGx1IFNUPVdhc2hpbmd0b24gQz1VUzAeFwOyNDAOMDgxNzI5
NTRaFw00OTEyMzEyMzUSNT1aMB4xHDAaBgNVBAMME 0FXUyBJIb10gQ2VydGlmaWNh
dGUwggEiMAOGCSgGSIb3DOERAQUAAA IBDWAWGGEKACIBAQCZ63ktsRY6krwDjbvC
Tvrkp+1SWz4Prozft+3T5ez9yNzgUnRTbyIfaNuljpFIHDtOMpIJJIJENLOIR+mC5L
QUCT7Th4KR/ngKLKwYvaalL51EDY/9pNzqUlVul2MCl1Lrt1YPGNknZNgcReuhpPsK
L2Epx0VAUiL6vSmMMDIFmMMNULD1P/k6kuyvhgsHiOpKhEzPfGEAtvP62rS9EHBSsU
HTuQChnOWZ1tENTK98LEEa7jXTFsdQR+BLD4/7P/xS9A5)xhkhuolKyN4AHUFXuG
d348gGUoaNxMB8TOP2m7ry6aasIkOFzWXGKZdgP8ZK7v1uN11JAJDeOQ9u9Y4MSgB
hpwFAgMBAAG])YDBeMB8GA1UdIwQYMBaAFB2Pf4e0d7fPOxXxORV+JJ53A8HKMTMBOG
AlUdADgQWBBT0ak9FiTgMzV03Eq61PvhkwgM9nDAMBGNVHRMBAf SEAJAAMA4GA1Ud
DWEB/wWQEAwWIHgDANBgkghkiG9w0BAQsFAAOCAQEACDW1 0ad+G3gobmpM7r1Bj0Km
4yBiNIC/mutI53XszE8kH8P/9hnu53PUSWLtMt f£q/ fMHxzg3JGUM601i8£6CcyvDSO7
zrvmv4GsR/nh+uT017PYvcegCDjzJ/e3bukS5Pipmx2xVYT20K6qCv09vG3pcldM
m¥DyaTxZiQiugHNphsFjv/TmIe9nzBLoWTywXRKanFcb+Z24QtzfFrlaplH9XZB/3
TQpPZMrAO0TiSGyow/uuboXu65vA+0945mlibhVbZ7D2eioImgMIbc36gSCT7iDecHy
mYENd16qJleUZ2KHb3HXnIQDINLkZS9CagEya+S+YUaAd3EH+L1gHVxjwz38+1A==

) KEY";

// Device Private
Key //change this
static const char AWS CERT PRIVATE[] PROGMEM = R"KEY (

MIIEpAIBAAKCAQEAS+t5LOEWOPKS8A42 Twk765KEpUls+D66M37ft0+Xs/cicadFI0
U281H2JbtI6RSBw7fTKSCSXzSziEfpguS9FAk+04eCkf54CiysGL2mi+dRA2P/aT
c61JVbpdjApS67dWDxZIJ2TYHEXroaT7Ci9hKcdFQFIi+r0pjAyBZiDVCWIT/50p
Lsr4YLB4jgSoRMz3xhHbbz+tg0vRBwWUrFBO7kA0Zz1mZbRDUyvfCxBGu410xbHUE
fgSw+P+z/8UvQOY8YZIbgNSsjeABThV7hnd+PKhlKGjcTPEz ) 9pub8ummrCJIDhcl
1ximXaj/GSu75b7ddsSQCQ3jkPbviWODECAYacBQIDAQABACIBAQCMgvAyUFsfOF/y
9gBX81pltgTU6IbGYgqgUAJiF7Ixpv7TTktv/v7IGX2ibDstI4J5DSTLOET7e99pT/S
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 1bN4wp6231J0SON7
+3586Jt1V3eFt10OWP1i1NvdI6tYpXTE5rfekVE1HXK6elpl2b6C9fC3679/BzI9+/X
GgjCGm2Beo8kkg044In3Ad+Im7AKa58iuYuzZYviWX7uttOEQIRTynagX3q/GeQy32
ws0dWokBRFAv5wIvV0g+JIMkCgYEAMhTODAOLrLiuS2Z2GvmphW4 6amMg/sj0/rgTP
5VDAvuDDuamMgRyLDELmJvUDJ) ZZEzhBobqUgA85R6607 9dahpc/naQwgpX/rU0Im
H6/VYV4fokitUAIuxL4PGO9wDLaHCeKkNbacl6SLLUuX9hBn4GNxVCBAQHbHE1NnUZz
bWCKOokCgYA+xrasfYeWZxK5ul0/DHhcd4V+U/+xkrHEETcxCu3opulLRyFvveyAeU
03qpt6+eW+9g5VTpr/bAMhB8r3alp5wPoCr4H217zFeRM2kzR4dwlKRCLx70KGoh
U0x3j/Dpmh3i2+xtb33PbVI1wMGKMUZeyTVI9pvFROfIcYFQS7DUBDWg==

) KEY";
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utils.h
#include <Arduino BuiltIn.h>

#include "cert.h"

#include <WiFiClientSecure.h>
#include <PubSubClient.h>
#include <ArduinoJson.h>
#finclude "WiFi.h"

#define AWS IOT PUBLISH TOPIC STATUS "esp32/pubsta”
#define AWS IOT SUBSCRIBE TOPIC STATUS "esp32/substa"

#define AWS IOT PUBLISH TOPIC DATA "esp32/pubdata"
#define AWS IOT SUBSCRIBE TOPIC DATA "esp32/subdata"

WiFiClientSecure net = WiFiClientSecure() ;
PubSubClient client (net);

void messageHandler (char* topic, byte* payload, unsigned int
length) {

Serial.print ("incoming: ");

Serial.println(topic):;

StaticdsconDocument<200> doc;
deserializedson (doc, payload);

const char* message = doc["message"];
Serial.println (message) ;

void connectAWS () {
WiFi.mode (WIFI_STA);
WiFi.begin(WIFI_SSID, WIFI_PASSWORD);

Serial.println("Connecting to Wi-Fi");

while (WiFi.status() != WL CONNECTED) ({
delay (500) ;
Serial.print(".");
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// Configure WiFiClientSecure to use the AWS IoT device

credentials
net.setCACert (AWS CERT CA);
net.setCertificate (AWS CERT CRT);
net.setPrivateKey(AWS_CERT_PRIVATE);

// Connect to the MQTT broker on the AWS endpoint we defined

earlier
client.setServer (AWS IOT ENDPOINT, 8883);

// Create a message handler
client.setCallback (messageHandler) ;

Serial.println("Connecting to AWS IOT");

while (!client.connect (THINGNAME)) {

Serial.print (".");
delay (100);
}
if (!client.connected()) {

Serial.println ("AWS IoT Timeout!"):;

return;

client.subscribe (AWS IOT SUBSCRIBE TOPIC STATUS) ;
client.subscribe (AWS IOT SUBSCRIBE TOPIC DATA) ;

Serial.println("AWS IoT Connected!");

void reconnectAWS () {
// Reconnection code...

// Attempt to reconnect
while (!client.connected()) {
Serial.print ("Attempting MQTT connection...");
1f (client.connect (THINGNAME) ) {
Serial.println("connected");

client.subscribe (AWS IOT SUBSCRIBE TOPIC STATUS);

Bachelor of Information Systems (Honours) Business Information Systems
Faculty of Information and Communication Technology (Kampar Campus), UTAR

A-13



APPENDIX

client.subscribe (AWS IOT SUBSCRIBE TOPIC DATA);

} else {
Serial.print ("failed, state=");
Serial.print(client.state());
Serial.println(" try again in 1 seconds");

delay (1000) ;

void reconnectWifi () |
Serial.println ("Reconnecting to WiFi...");
while (WiFi.status() != WL_CONNECTED) {

WiFi.disconnect () ;
WiFi.reconnect () ;
delay (500) ;

void publishMessage (String timeStamp, int sensorNo,

sensorStatus) {
StaticJIsonDocument<200> doc;

doc["timeStamp"] = timeStamp;
doc["sensorNo"] = sensorNo;
doc["status"] = sensorStatus;

char jsonBuffer[512];
serializeJson (doc, jsonBuffer);
Serial.println("Publishing to AWS.");

// Attempt to publish the message

if (!client.publish(AWS IOT PUBLISH TOPIC STATUS,

// If publish fails, print error message

Serial.println("Failed to publish message.");

int

jsonBuffer))

void publishDetectionData (String timeStamp, int sensorNo, float
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detectionRate, float shortestInterval, float longestlInterval,

float averagelnterval) {
StaticJIsonDocument<200> doc;

doc["timeStamp"] = timeStamp;
doc["sensorNo"] = sensorNo;
doc["detectionRate"] = detectionRate;
doc["shortestInterval"] = shortestInterval;
doc["longestInterval"] = longestlInterval;
doc["averageInterval”] = averagelnterval;

char jsonBuffer[512];
serializedson (doc, jsonBuffer);
Serial.println ("Detection data out.");

// Attempt to publish the message

if (!client.publish (AWS_IOT PUBLISH TOPIC DATA,

// If publish fails, print error message

Serial.println("Failed to publish message.");
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Results

Sensor-to-individual distance: 0.5m

Sampling rate: 30 seconds

Period - Longest Interval (longest lost period) i

1 2.9

2 1.16

3 12.81

4 5.05

5 5.09

6 5.35

7 3.22

8 2.75

9 1.89
10 4.3
11 3.58
12 6.07
13 4.63
14 9.58
15 0
16 0
17 1.14
18 1.56
19 2.81
20 9.17
21 2.87
22 6.33
23 0.45
24 10.41
25 6.21
26 4.87
27 13.97
28 6.06
29 4.31
30 3.38
31 4.3
32 13.45
33 9.7
34 7.03
35 5.75
36 4.44
37 15.63
38 2.6
39 5.14
40 10.54
41 4.05
42 1.84
43 12.8
a4 16.57
45 5.05
46 11.31
47 9.73
48 12.19
49 10.75
50 9.84
51 15.15
52 3.43
53 11.96
54 3.78
55 14.21
56 5.69
57 22.03
58 5.61
59 0.32
60 6.63

61 3.72
62 8.84
63 0.09
64 4.34
65 2.25
66 9.75
67 13.09
68 2.49
69 0.97
70 7.93
71 1.43
72 5.37
73 11.25
74 1.83
75 6.06
76 11.01
77 5.61
78 3.98
79 11.97
80 3.92
81 11.37
82 10.86
83 1.59
84 5.4
85 6.99
86 5.9
87 15.31
88 5.61
89 9.2
90 5.98
91 1.2
92 5.07
93 3.13
94 3.62
95 5.15
96 2.82
97 3.08
98 4.07
99 8.3
100 8.06
101 2.56
102 8.71
103 7.08
104 8.1
105 9.94
106 6.05
107 6.12
108 6.75
109 8.44
110 11.37
111 13.29
112 10.93
113 20.82
114 4.48
115 0.41
116 1.87
117 2.55
118 9.33
119 4.91
120 1.65
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121 0.3
122 3.39
123 22.52
124 20.94
125 12.14
126 6.77
127 7.99
128 1.93
129 10
130 5.31
131 21.88
132 11.62
133 8.42
134 1.06
135 4.88
136 3.79
137 7.73
138 7.35
139 12.45
140 3.56
141 7.48
142 3.45
143 19.85
144 15.02
145 4.71
146 1.62
147 9.85
148 5.03
149 0.57
150 1.12
151 7.51
152 2.47
153 3.7
154 15.09
155 15.76
156 4.27
157 9.3
158 16.36
159 17.33
160 20.22
161 4.04
162 11.39
163 3.91
164 13.88
165 2.13
166 7.85
167 7.91
168 5.16
169 6.45
170 3.23
171 18.8
172 3.56
173 4.41
174 7.5
175 6.83
176 8.53
177 1.61
178 3.22
179 0
180 5.21

181 4.26
182 2.51
183 1.35
184 3.38
185 3.52
186 3.49
187 0.97
188 5.58
189 2.83
190 7.11
191 1.83
192 3.21
193 3.25
194 1.84
195 2.88
196 6.77
197 4.08
198 2.67
199 8.62
200 1.56
201 3.82
202 2.79
203 5.17
204 2.6
205 9.84
206 7.38
207 5.16
208 2.5
209 10.35
210 2.65
211 0.95
212 7.07
213 5.42
214 0.59
215 2.38
216 1.14
217 0.42
218 1.01
219 3.73
220 6.47
221 4.11
222 5.93
223 7.72
224 1.34
225 2.92
226 9.9
227 3.38
228 10.26
229 8.84
230 5.72
231 3.76
232 3.54
233 1.07
234 10.04
235 0
236 1.9
237 3.76
238 5.4
239 10.37
240 1.31
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Sensor-to-individual distance: 1m

Sampling rate: 30 seconds

Period - Longest Interval (longest lost period) |

1 2.86

2 5.29

3 3.94

4 9.84

5 5.96

6 10.19

7 9.81

8 16.19

9 3.17
10 3.02
11 6.68
12 13.13
13 4.75
14 5.71
15 7.27
16 6.28
17 3.74
18 12.34
19 3.42
20 3.82
21 3.91
22 6.35
23 2.77
24 27.83
25 6.59
26 5.46
27 7.51
28 2.13
29 7.26
30 6.97
31 2.87
32 10.47
33 4.92
34 15.09
35 10.27
36 6.37
37 3.85
38 10.13
39 10.54
40 8.3
41 10.89
42 7.62
43 3.45
44 3.42
45 2.65
46 2.52
47 2.24
48 17.23
49 10.1
50 29
51 18.64
52 4.69
53 12.44
54 1.64
55 1.45
56 8
57 3.92
58 1.19
59 13.46
60 2.92

61 1.46
62 3.97
63 9.1
64 21.21
65 16.51
66 30
67 30
68 7.73
69 26.72
70 18.27
71 24.1
72 16.38
73 28.4
74 28.94
75 30
76 23.34
77 20.76
78 14.9
79 23.92
80 28.38
81 8.13
82 9.08
83 10.48
84 7.69
85 13.64
86 11.88
87 3.5
88 13.5
89 6.05
90 4.28
91 10.93
92 2.41
93 4.05
94 0.72
95 6.26
96 5.5
97 27.68
98 17.64
99 18.7

100 30

101 15.85

102 20.56

103 4.64

104 11.85

105 9.09

106 2.5

107 1.02

108 3.1

109 1.18

110 3.13

111 11.47

112 2.04

113 11.37

114 5.99

115 23.03

116 19.99

117 15.6

118 12.63

119 6.41

120 2.15
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121 3.67
122 0.23
123 2.93
124 1.93
125 1.62
126 0.89
127 0.95
128 7.7
129 0.5
130 2.22
131 16.19
132 15.6
133 10.94
134 0
135 0
136 2.48
137 0
138 3.35
139 2.14
140 4.65
141 0.82
142 2.79
143 5.8
144 0.54
145 2.1
146 5.41
147 4.98
148 0.61
149 0
150 0.4
151 4.16
152 20.34
153 3.93
154 1.51
155 4.09
156 1.49
157 7.84
158 0
159 1.1
160 2.26
161 0
162 5.77
163 8.72
164 9.17
165 8.91
166 3.48
167 4.38
168 12.63
169 7.03
170 0.82
171 4.73
172 3.71
173 2.18
174 8.38
175 11.23
176 9.52
177 5.19
178 9.43
179 10.42
180 17.31

181 4.29
182 3.83
183 7.16
184 1.93
185 2.07
186 3.98
187 4.6
188 5.93
189 5.99
190 0.93
191 8.01
192 3.36
193 7.35
194 8.97
195 3.18
196 24.03
197 11.39
198 9.36
199 27.24
200 11.09
201 10.46
202 7.68
203 1.8
204 6.97
205 21.57
206 9.57
207 3.68
208 2.88
209 6.95
210 7.59
211 1.01
212 0.61
213 10.72
214 7.73
215 2.78
216 2.15
217 5.49
218 4.6
219 0
220 0.9
221 8.55
222 20.18
223 23.02
224 16.22
225 27.53
226 9.23
227 9.44
228 14.14
229 7.65
230 6.66
231 2.54
232 6.68
233 8.13
234 9.26
235 5.55
236 6.34
237 7.92
238 3.72
239 5.03
240 9.08
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Sensor-to-individual distance: 2m

Sampling rate: 30 seconds

Period - Longest Interval (longest lost period) |4

61 20.93
62 23.6
63 16.42
64 15.81
65 13.42
66 16.12
67 23.37
68 30
69 20.13
70 16.76
71 9.11
72 20.05
73 30
74 15.64
75 30
76 20.21
77 14.34
78 27.52
79 12.92
80 18.78
81 17.19
82 10.65
83 9.37
84 26.83
85 12.79
86 27.98
87 19.96
88 10.63
89 30
90 22.46
91 23.17
92 22.15
93 16.35
94 18.49
95 11.15
96 10.63
97 19.29
98 28.69
99 23.17
100 30
101 30
102 13.84
103 25.3
104 20.81
105 24.56
106 30
107 14.36
108 29.98
109 9.64
110 30
111 30
112 30
113 30
114 30
115 30
116 29.8
117 16.26
118 30
119 30
120 27.31

1 17.28

2 12.48

3 19.26

4 30

5 19.99

6 14.7

7 11.81

8 17.32

9 10.54
10 19.27
11 11.57
12 9.79
13 21.28
14 22.74
15 20.35
16 25.4
17 30
18 30
19 30
20 13.81
21 22.73
22 16.01
23 26.67
24 26.25
25 5.4
26 10.37
27 12.63
28 11.82
29 30
30 10.87
31 9.22
32 6.23
33 19.24
34 25.56
35 12.12
36 10.69
37 25.7
38 25.52
39 19.52
40 16.81
41 17.04
42 29.65
43 16.58
44 23.05
45 14.9
46 15.3
47 30
48 30
49 30
50 25.72
51 20.79
52 18.56
53 11.77
54 27.57
55 20.01
56 18.38
57 12.1
58 15.61
59 15.12
60 25.65
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121 11.75
122 13.95
123 30
124 30
125 30
126 30
127 30
128 30
129 30
130 30
131 22.29
132 22.77
133 26.63
134 30
135 30
136 30
137 8.51
138 29.56
139 7.69
140 9.68
141 19.25
142 19.15
143 18.59
144 7.81
145 14.41
146 29.35
147 17.51
148 16.55
149 30
150 30
151 30
152 30
153 30
154 30
155 30
156 30
157 19.56
158 26.78
159 30
160 27.47
161 23.5
162 30
163 30
164 14.93
165 21.36
166 22.73
167 25.22
168 23.62
169 30
170 30
171 30
172 25.72
173 30
174 24.39
175 12.16
176 27.81
177 30
178 18.38
179 30
180 30

181 30
182 22.25
183 30
184 14.09
185 19.22
186 8.17
187 17.37
188 20.09
189 30
190 30
191 30
192 17.52
193 12.55
194 21.27
195 30
196 19.06
197 30
198 30
199 25.42
200 21.03
201 30
202 15.24
203 8.8
204 11.28
205 12.89
206 8.69
207 30
208 25.36
209 30
210 30
211 19.21
212 9.83
213 30
214 13.94
215 10.59
216 12.18
217 29.44
218 11.78
219 18.21
220 9.22
221 15.55
222 25.43
223 6.3
224 19.87
225 29.18
226 17.67
227 20.42
228 21.32
229 16.08
230 21.39
231 13.03
232 11.67
233 18.3
234 26.43
235 29.54
236 22.76
237 12.9
238 9.49
239 16.75
240 10.94
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Sensor-to-individual distance: 3m

Sampling rate: 30 seconds

Period - Longest Interval (longest lost period) i

1 30

2 19.58

3 24.47

4 7.96

5 30

6 24.38

7 10.97

8 30

9 21.07
10 11.15
11 27.36
12 16.82
13 16.32
14 20.16
15 26.85
16 28.39
17 10.28
18 30
19 27.06
20 20.92
21 14.08
22 16.29
23 30
24 11.58
25 30
26 12.41
27 8.75
28 15.52
29 28.98
30 22.98
31 21.8
32 25.11
33 20.71
34 24.85
35 14.41
36 18.68
37 23.72
38 19.61
39 12.56
40 10.16
41 18.12
42 12.49
43 8.93
44 30
45 14.91
46 30
47 27.35
48 30
49 21.21
50 30
51 27.28
52 26.92
53 30
54 21.19
55 15.29
56 25.46
57 20.38
58 30
59 30
60 30

61 30
62 13.1
63 11.94
64 6.44
65 8.89
66 9.15
67 15.89
68 20.7
69 14.87
70 29.37
71 27.35
72 30
73 15.25
74 6.26
75 22.31
76 10.32
77 14.99
78 14.16
79 27.4
80 19.36
81 21.16
82 9.61
83 10.55
84 23.21
85 29.34
86 30
87 24.45
88 17.44
89 19.15
90 27.66
91 15.45
92 19.19
93 30
94 30
95 30
96 27.74
97 28.65
98 21.27
99 24.1
100 13.15
101 18.79
102 24.84
103 30
104 24.54
105 17.94
106 27.29
107 30
108 30
109 30
110 30
111 30
112 23.92
113 30
114 20.28
115 9.4
116 28.48
117 15.15
118 13.15
119 26.08
120 27.41
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121 19.36
122 23.34
123 10.18
124 22.98
125 24.76
126 18.18
127 13.88
128 30
129 27.45
130 30
131 12.93
132 12.7
133 7.71
134 13.44
135 9.42
136 6.06
137 6.21
138 4.69
139 9.99
140 7.22
141 30
142 9.15
143 27.37
144 13.19
145 10.79
146 26.98
147 18.3
148 30
149 16.04
150 4.48
151 30
152 9.08
153 12.32
154 10
155 30
156 17.19
157 26.6
158 17.59
159 27.21
160 30
161 26.17
162 22.38
163 15.86
164 19.18
165 30
166 18.83
167 5.95
168 19.48
169 30
170 30
171 15.77
172 17.24
173 21.2
174 20.32
175 30
176 14.72
177 14.52
178 30
179 30
180 20.39

181 30
182 30
183 30
184 30
185 13.73
186 11.23
187 30
188 8.7
189 18.71
190 30
191 30
192 23.1
193 24
194 18.52
195 30
196 18.99
197 30
198 30
199 30
200 30
201 30
202 20.31
203 17.05
204 14.46
205 11.23
206 8.71
207 22.14
208 22.38
209 21.67
210 30
211 15.26
212 24.76
213 22.77
214 30
215 30
216 18.13
217 19.9
218 30
219 30
220 21.7
221 30
222 20.37
223 30
224 16.11
225 24.45
226 14.49
227 30
228 30
229 29.6
230 12.8
231 15.63
232 30
233 26.65
234 23.67
235 14.91
236 14.01
237 30
238 11.57
239 19.83
240 30
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HUMAN PRESENCE DETECTION SYSTEM

Tai Xi Yang

Supervisor: Ts Dr Ooi Boon Yaik /7 this project
needed?
What's the

problem?

Introduction

The traditional approach of determining human presence in a building is costly and requires a
lot of manual work. For instance, think about a shopping center wanting to lock up for the
night, how can they be sure everyone has left? Or consider a scenario where maintenance
workers need to fix public facilities, like toilets. How can they know if someone is still using
the toilet? The common approach is to assign security personnel or workers to physically
check whether there is people present. This is slow, inefficient, and can lead to unnecessary
expenses for hiring extra workers. Therefore, a cost-effective, effective, and reliable human
presence detection system is required to develop.

Y p

Project Objectives Proposed Solution

e Create a cost-effective loT solution for

real-time human presence updates. An loT-based human presence detection system
e Implement privacy-conscious monitoring comprising sensor nodes, each consisting of a

technologies. motion sensor and an ESP32 controller. These
e Enhance detection accuracy with nodes detect human presence and capture data

microwave sensors over PIR systems. which is then published to AWS loT Core. From
e | there, the data is routed and stored in Amazon
(Sysi'em Implemenfcliion & Y Timestream database. Grafana act as the user
Conclusion —— interface of the system.

—~
-

o 0N
—
—

— ——
/ Sensor Sénsor \

From sensor prototype
consist of RCWL-0516
microwave sensor and
ESP32 to AWS to map
visualization on Grafana.

Though  rigorous  testing  revealed
challenges like sensor faults and
environmental interference, the project
provides valuable insights into loT-based
human presence detection systems. While
not market-ready, it lays the groundwork
for occupancy monitoring and resource
optimization application
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