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ABSTRACT

This report describes the creation of a Security Guard Monitoring System with
the goal of increasing the efficiency and dependability of security operations. In a
world where security is vital, this system employs technology to assure the proper
monitoring and coordination of security personnel during patrols. The traditional
method of manual recording, which used notebooks at checkpoints, has been shown to
be vulnerable to tampering and to lack real-time reporting capabilities. This solution
tackles significant concerns that conventional and existing security guard monitoring
systems encounter, such as tampering, missing patrols, and a lack of centralized
control. To minimize tampering, the system will use Near Field Communication
(NFC) technology at checkpoints, replacing traditional notebook with NFC tags. NFC
technology can capture data in real time, decrease the risk of tampering. Additionally,
log movement will be used to reduce the number of missing patrols by immediately
alerting the system manager in the event of a deviation. Furthermore, this system
integrates current existing infrastructure to provide a centralized control system. This
integration will improve security operations by requiring security staff to follow
predetermined routes and regulations. This system will be built with React Native

framework to provide cross-platform capabilities.
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CHAPTER 1 INTRODUCTION

In an era where security concerns take precedence, the effective supervision
and coordination of security personnel become indispensable in safeguarding
individuals and assets. The Security Patrol Monitoring System stands as a significant
technological advancement in the region of security management This comprehensive
solution, encompassing both software and hardware components, is crafted with the
primary objective of seamlessly tracking and overseeing the movements of security
guards and other security personnel during their patrols in certain areas. This system
IS positioned to ensure security personnel adherence to prescribed patrol routes,

checkpoint protocols, and facilitating rapid responses to emergency scenarios.

There is a traditional method for documenting the activities of a security
guard, involving the use of a notebook placed at each checkpoint within the patrol
area. In this method, security guards are required to manually record their information
such as date, time, name, and status of the area each time they pass by the
checkpoints. It is undeniably straightforward and budget-friendly for monitoring the
security guard's movements. A significant drawback of this notebook log is the time-
consuming nature of the verification process for supervising personnel. Furthermore,
it lacks the capability to offer real-time reporting, which can be particularly
problematic in situations where a security incident occurs at a nearby checkpoint. In
such cases, there can be delays in notifying others for assistance. In addition, it was
easy to be tampered as well. Security personnel may write multiple record with any
times on the notebook. To address these challenges, there is a critical need for a real-
time system that can issue immediate warnings and promptly request assistance when

required.
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1.1 Problem Statement and Motivation
Security guard has performed a role of protecting our lives and asset. Such

that, an efficient security guard monitoring system is important. There are still facing
challenges in this system even it has already developed numerous modern monitoring
systems in this region. Below will present three critical issues faced by both
traditional and current security guard monitoring systems: tampering, missing patrols,
and the absence of centralized control.

One of the primary challenges in traditional manual patrol monitoring methods
and current security guard patrol monitoring system is tampering. Security guards can
employ various techniques to manipulate paper-based logbooks or QR code in current
system, allowing them to provide false records of their movements. This issue not
only compromises the accuracy of patrol data but also undermines the integrity of the
entire security operation. False reports can conceal potential security breaches,
making it essential to address this problem.

An additional challenge that can arise within both traditional and current
systems is the missing patrols. Whether due to negligence or unforeseen events,
missing of patrol coverage can occur, resulting in critical areas being left unattended.
Danger can arise at any time and any place. Therefore, it is crucial to have a real-time
system that can identify when there are no security personnel present in a designated
area once the allotted time has expired. These lapses have the potential to compromise
overall security and require proactive measures to be taken for resolution.

The absence of centralized control and coordination remains a challenge in
many current security guard patrol monitoring systems. Most of the current system is
difficult to integrate the system with their existing infrastructure. For example,
supervising personnel cannot access control to the surveillance camera which
implemented at the checkpoint via the system. These systems often suffer from
fragmented and dispersed information spreading across multiple platforms or
databases, which makes it difficult to access and coordinate effectively when it is
most crucial.

The challenges of tampering, missing patrols, and the absence of centralized
control happened in both traditional and current security guard patrol monitoring
systems. Current system has implemented various advanced technology like biometric

authentication, NFC, or real-time database system to solve the problem. These
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advancements mark a significant progression in security operations, guaranteeing the
well-being and safeguarding of individuals and assets within a constantly changing
security environment.

For the motivation, in the region of security guard patrolling, effective
information management is crucial for gathering valuable data. The integrity of this
data plays a vital role in ensuring its usefulness. Besides, we have to ensure the security
personnel is patrolling properly to ensure the safety of people and asset. Without proper
management and safeguarding, collected information may become useless. Therefore,
the objective is to develop a real-time security guard monitoring system that minimizes
tampering issues and provides a range of tools to facilitate an efficient and user-friendly
management process. This feature also serves to enhance the safety of security
personnel as the system operates in real-time. Consequently, they can promptly request

assistance or notify individuals to steer clear of specific areas.

1.2 Objectives

Objective 1: Implement NFC technology to reduce tampering
To deal with the tampering issue in manual recording, the use of NFC

technology can obviously reduce the risk of the system being tampered. The system
implements the NFC tags at every checkpoint to retrieve essential information like date,
time, location, name of security personnel and current situation at the location. By
implementing NFC technology, the system aims to restore trust in patrol records,
enhancing the overall reliability of security operations.

Objective 2: Implement log movement to minimize missing patrol
To minimize missing patrol, the system implement log movement to get the

information in real time. The system get the information by NFC technology. The
system will instantly alert the system manager if there is any deviation or missed
checkpoints. By minimizing instances of missing patrols, the system enhances security

coverage, providing peace of mind to organizations and individuals alike.
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Objective 3: Integrate with existing infrastructure
There is lack of centralized control of existing infrastructure in most of the

current system resulting in fragmented information and inefficient management. The
third objective aims to develop a system that integrates several features into the existing
infrastructure. By centralizing the control into a system, it provides ease to system

manager by accessing security alert, generating reports in real time.

1.3 Project Scope and Direction
The project scope is to create a digital security guard patrol monitoring system

by implementing NFC technology to reduce the risk of tampering. Log movement
will also be implemented to minimize the instances of missing patrol to track the
movement of security personnel. The system will also integrate with existing
infrastructure into one centralized system to ease the work of system manager. The

system is using React Native to develop due to its cross-platform functionality.

1.4 Contributions
The Security Guard Monitoring System enhances security by transmitting patrol

data through the internet, enabling real-time reporting and alarm monitoring. This
innovative system employs a pair of NFC reader and writer (normally a phone
integrates with NFC and a NFC tag), which NFC tags strategically placed at key
locations within the client's facility or premises. As security guards conduct their patrols
during their assigned hours, using their phone to interact with the tag to captures
relevant data, including timestamps and observations. This can reduce the risk of
tampering.

Security guard monitoring system has the ability to relieve security managers
from the arduous task of assigning responsibilities and simultaneously overseeing
multiple areas. The security manager in the office takes charge of determining which
guards will participate in a guard tour, scheduling their patrols, defining patrol
locations, establishing checkpoint locations, and ensuring that they are appropriately
scanned or identifying any potential missed checkpoints. This streamlined approach
allows for well-organized guard visits, ensuring that security and safety standards are

consistently upheld and that no assets are put at risk.
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This data is accessible via any computer with an internet connection, allowing
for comprehensive monitoring of all security guard activities and patrol checkpoints.
To further enhance the efficiency of the Security Guard Monitoring System, security
companies have the option to integrate it with surveillance cameras that implement at
every checkpoints. This integration adds an additional layer of security and ensuring a

more robust security infrastructure. [5]
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1.5 Report Organization
In this report, there are total of seven chapters which includes introduction of

the project, literature review, system methodology/approach, system design, system
implementation, system evaluation and discussion, and conclusion and

recommendation.

In the chapter 1 introduction, it explains about the importance of Security
Guard Monitoring System and state out clearly the challenges in current existing
security guard monitoring system. Furthermore, this chapter talks about the objectives
which list out the specific goals to be achieved. Project scope and contributions is
discussed as well to clarify the improvement this system can bring out compared to

current existing system.

In chapter 2, it first explores on the similar system to the proposed system and
find out the possible advancement that can be learnt and the potential issue that the
system could have. QR-Patrol, eSmartGuard and a wireless control system based on
Bluetooth and IBeacon technology has been reviewed in this chapter. Then, a critical
remark has been done to compare each system. At last of this chapter will be the

research on technologies which includes NFC and React Native framework.

Chapter 3 present the proposed methodology, outlining the approach that
support the security guard monitoring system. System design diagram and system
architecture diagram like ERD and use case diagram will be on this chapter as well.
Then, it will finally outline the project timeline.

Chapter 4 of this report dive into the system design of this project. It starts
with the illustration of system block diagram followed by the specification of the each
components and modules shown in the diagram. Then, it followed by a more detailed
section that outlines the flows of operation in each component and its explanation in

system component interaction operations.

Chapter 5 starts with the specification of hardware and software setup that
required for developing and testing this system. Then, it followed by the configuration
to setup the coding environment. Next, it shows the overall system operation with

screenshot provided. Each screenshot indicating each important module. The
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challenges and issue met is outlined in this chapter as well to show the difficulties

when developing this system and what is the feature failed to implement.

In Chapter 6 of this report, testing and evaluation of the developed system are
conducted. Each test case is detailed with its test case name, precautions, step-by-step
execution process, and expectation, with accompanying screenshots demonstrating the
system's performance. The outcomes of these tests, whether they passed or failed, are
recorded along with observations drawn from the results. Additionally, project
challenges encountered during entire project development are highlighted.
Furthermore, the chapter evaluates the system in achieving its objectives by
comparing the defined project objectives with the implemented functionalities of the
system, assessing how well it addresses the identified problem and fulfils the project's

goals.

Last but not least, the chapter 7, conclusion is just a briefly explain like a
summary of this report on what has been done. Then it followed by the
recommendation which will highlight the future work and improvement can be done
for this system. And after that are the references weekly report and plagiarism check

result to serve as appendix.
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CHAPTER 2 LITERATURE REVIEW
2.1 Previous Works on Security Guard Monitoring System

2.1.1 QR-Patrol [1]
QR-Patrol [1] is first launched in year 2013 and it is a security guard patrol

monitoring system that revolutionizes how security professionals manage and monitor
their patrol operations. Its aim is to developed a real-time security guard patrol
monitoring and managing system. Designed to enhance security, accountability, and
efficiency, QR-Patrol utilizes cutting-edge technology to streamline patrol activities

and ensure real-time tracking and reporting.

Figure 1 QR-Patrol Application

Each security guard on a patrol now utilizes cutting-edge technology, enabling
them to efficiently manage their tasks using a smartphone while maintaining complete
control over incident responses. The process of inspections and guard tours is
significantly improved, allowing guards to attach images, voice messages, notes, and
signatures to scanned items. Furthermore, security personnel, including guards and
other workers, have the capability to instantly notify facility managers responsible for

monitoring assets and locations.
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QR-Patrol

Track your guards in real-time

Scanning QR code at the checkpoint

Manage record in real-time

AsSIEN e e

Figure 2 QR-Patrol Overview

QR-Patrol has introduced an innovative system where QR codes are
positioned at each checkpoint for security personnel to scan. After scanning, it
instantly transmits useful information to the QR-Patrol Web Application via a cloud
server. This significantly reduces the workload required for verifying the security
guard's performance. However, this approach does not entirely eliminate the
possibility of deception, as security personnel can capture a photograph of the QR

code and scan it whenever they want to avoid actual patrolling.
Features:

e QR code scanning at checkpoints
e Various media options available for uploading to ensure accurate information
within the management system.

e Ability to instantly inform facility manager about the current situation
Cons:

¢ QR code scanning technique is easy to be tampered
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e Cannot operate without internet connection
Suggested way to improve:

e Replace QR code with NFC tags

e Use SMS to record when there is no internet connection
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2.1.2 eSmartGuard [2]

NFC Tags at Checkpoint

WiFi /
Cellular

»

CSnrctrt Guctrd

A\ 4

eSmartGuard
Mobile App (Android & loS)

WiFi /
Cellular
FOOREEIRRTISEANINS.

eSmartGuard Real Time
Monitoring Dashboard

Cloud/Server
(Remote
Storage)

Figure 3 eSmartGuard Architecture
The eSmartGuard [2] system comprises three core components: the Guard

Mobile App, the Superior Mobile App, and the Administrative Hub known as the

eSmartGuard Web Dashboard App. Both the mobile apps and the web application are

seamlessly connected to a cloud server using either WiFi or cellular networks. In
addition, NFC tags are strategically placed at various checkpoints to facilitate the

patrol procedures.

Wi-Fi No

availability

[ usewiFi | [ Use SMS iic

Record
Checkpoint and
attendance

Current GPS
location recorded
and sent via SMS
and Email

Figure 4 eSmartGuard System Flowchart
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To deal with QR code tampering problem, NFC has been used widely used in
security guard patrolling system. eSmartGuard [2] has introduced an alternative
approach, replacing the QR codes typically placed at checkpoints with NFC tags. In
this system, security guards carry an NFC reader, often a smartphone with NFC
capability, which they use to scan the tags at each checkpoint. Additionally,
eSmartGuard includes a timer feature that triggers a warning when a predefined time
limit expires, ensuring the safety of security personnel. However, it's important to
note that eSmartGuard lacks integration with existing infrastructure, such as
surveillance cameras, which could offer additional support and insights for patrolling

activities.

Pros:

e Timer features to ensure the safety of security personnel
e NFC is harder to be tampered

e Can use SMS to record when there is no Wi-Fi availability

e Did not integrate with existing infrastructure

e Without ability to post different type of medias to the system

Suggested way to improve:

e Integrate with surveillance cameras at checkpoints to provide better view on

the location when emergency occurred

e Make the system accept different types of medias like voice, images.
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2.1.3 A WIRELESS CONTROL SYSTEM BASED ON SMART
BLUETOOTH AND IBEACON TECHNOLOGY FOR AUDITING THE
PATROLS [3]

| see 2 iBeacons

Here | am! Here | am!
IBeacon with Bluetooth Smart .
Dadicated i0S device i0S device

Figure 5 Bluetooth and IBeacon

In this type of security guard patrol monitoring system, there are 2 main
components which are Smart Bluetooth and IBeacon. Bluetooth 4.0 introduces two
device categories which are Bluetooth Smart and Bluetooth Smart Ready. iBeacon is
a wireless communication protocol that Apple introduced to complement Bluetooth
Smart technology. These beacon devices emit signals at regular intervals, allowing
mobile applications to ascertain their location based on the information transmitted by
these beacons. In this system, it implements Bluetooth Smart Ready devices

(normally tablet or smartphone) with Bluetooth Smart device which is IBeacon.

WIFI/ Smart

Mobie Data | f_/uefoogh
Database Connection . >))> onneci on(((( o

Smart Phone
((«@ IBeacon
: *; p
‘@ 1Be
'@}“ ® acon
Management Software

Figure 6 Architecture of the system
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Every security guard is equipped with a smartphone containing a dedicated
mobile application. This app employs Smart Bluetooth Ready technology to scan its
surroundings for signals emitted by iBeacon devices. Upon detecting a beacon signal,
the mobile application deciphers it to identify the iBeacon's unique ID and estimate its
distance from the smartphone. Subsequently, the app compiles a log entry,
encompassing the identification numbers of both the cell phone and iBeacon, the
timestamp, and the iBeacon's proximity. This log entry is then transmitted and stored
in a centralized database. The management software is responsible for generating the

requisite reports based on this collected data.
Pros:

e Cheap and more energy-efficient
Cons:

e Do not ensure the safety of security guards

Suggested way to improve:

e Add warning functions to inform security personnel nearby for help when
emergency occurred
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2.2 Critical Remarks

System
QR-Patrol eSmartGuard [3]
Features

QR code v
NFC v

Bluetooth 4.0 v

Cheap and energy- v
efficient

Timer feature to ensure
security guard safety

Integrate with existing
infrastructure

Ability to accept different
types of medias

Notify security personnel
instantly when v v
emergency occur

Can operate without
internet connection

Avoid tampering v v
Table 2.1 Critical Remarks
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2.3 Reviews of Technologies

2.3.1NFC
Near Field Communication (NFC) is a wireless communication technology

designed for short-range interactions. What makes NFC powerful is its simplicity—
communication is initiated by a simple touch between devices within a short distance,
and it ends instantly when the devices are separated. A fundamental advantage of
NFC lies in its security, attributed to its limited communication range. In NFC
communication, bringing two devices into very close proximity initiates
communication, while moving the devices apart beyond a specific range instantly

terminates the communication [4].

Reader mode Card Emulation mode
Reader/writer Tag/card Tag/card Reader/writer
Tap & Pair
Tap & Exchange Tap & Pay
Peer-to-peer mode Charging mode

Reader/writer Watch, earphones...

Ao e8| B b
Tap & Exchange] Approach & charge

Figure 7 Categories of NFC

NFC communication takes place when two NFC-compatible devices are
positioned within close range, typically a few centimeters apart, and operates at a
frequency of 13.56 MHz (as shown in Figure 2.) [4]. NFC facilitates seamless
communication among a variety of NFC devices, adhering to ISO/IEC 18000-3 air

interface standards, and offers transfer rates of 106, 212, and 424 Kbits per second.

16
Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR



2.3.1 React Native
React Native is a framework developed by Facebook in 2015. Normally

developers need to develop at least 2 program to adapt their program in both Android
and 10S platforms. However, since the basic code remain consistent, development
process can use a single programming language for adjusting the visual presentation
to the unique platform by using proper elements. Facebook once said that “learn once,

write anywhere” which is mainly talking about React Native.

React ReactdS Browser
Component

—_—

Android

Boact React Native
Component

Figure 8 Rendering in React and React Native

Instead of executing React within a web browser and rendering elements like
divs, text, React Native operate within a embedded instance of JavaScriptCore on iOS
or V8 on Android, inside the application itself. It then renders content by using
platform-specific, higher-level components. The rendering overview is shown in the
Figure above. As previously stated, React Native can translate React Native
components into native Views on Android or Ul Views on iOS. This feature is
enabled by an abstraction layer known as the "bridge." This bridge allows React

Native to use the rendering APIs specific to Java for Android or Objective-C for iOS.

[9]
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CHAPTER 3 SYSTEM METHODOLOGY/APPROACH

3.1 Methodology
Prototyping is used for the development of this system. It came as a process in

response to the need for more exact specification’s definition. It includes developing a
demonstration version of the software product that has key functionalities. A first
version of prototype will be developed based on the initial specifications given. This
first version is for further refinement since it serves as a foundation of how the system

look like. The prototype keep updating and getting feedback until the prototype is

Prototype

satisfying, then it can proceed to further development stages. [8]

Research Planning Design

Feedback

[.\Iaintenance]«-—[ Testing H Setup HDe\'elopment

Figure 9 Prototyping process

The initial phase is the research phase. In this phase, | conducted research on
three similar systems: QR-Patrol, eSmartGuard, and a wireless control system
utilizing smart Bluetooth and iBeacon technology. | have outlined the advantages and
disadvantages of each of these systems. My intention is to draw insights from the
strengths of these systems and address the weaknesses to create an improved system.

After the research phase comes the planning phase. During this step, | will
compile a list of system requirements based on the problems found in the current
security guard monitoring system. The requirements has been prioritized based on
their importance and feasibility, it is to ensure that the most critical issue has been
solved. Then, I will create a timeline to record down the milestones of this system. In
the design phase, these proposed requirements will be utilized to develop a
comprehensive system overview. This includes the design of elements like user

interface and business logics.

In the prototype phase, | will use Figma to create a high-fidelity prototype.

During the development and implementation phases, this advanced prototype will
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provide a detailed preview of how the system performs and behaves. For example, the
prototype does not only show the system navigation and event handling, it also
simulate user interaction and work flow. Refinement of prototype will be iterated for
several times to best solving current system issue and matching system requirement
before going into development phase. The prototype can be a valuable tool for

usability testing.

During the development phase, having an advanced prototype as a guide
simplifies the process significantly. My approach will involve initiating the coding
process and seamlessly integrating all the essential features, including NFC
technology and alarm alerts, into the system. Subsequently, the system, along with its
corresponding hardware and software components, will be deployed and subjected to
rigorous testing to ensure its optimal performance. Ongoing maintenance and support

will follow to uphold the system's functionality and reliability.

Working on the development phase, advanced prototype simplifies the
difficulties on coding out the system. | will develop actual code and integrate all the
important features like NFC technology and alarm alert into the system.
Subsequently, the system, along with its associated hardware and software
components, will be deployed and tested to ensure optimal performance. Ongoing

maintenance will be provided to ensure the system's functionality and dependability.
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3.2 System Design Diagram

System Admin

Security Guard

Security Guard Monitoring System

=<include>>

CRUD of security guard
information

Get guard current
location

CRUD of patrol area
information

CRUD of checkpoints
information

’ Authentication
=<<inclygés>

A Upload Multimedia
=zzextead=>

Report Incident
<<inclgdé>>

43Rclude>=
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' o

v

\
\
<<incjude=>
.

Get self current location

Figure 10 System Use Case Diagram
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3.3 System Architecture Diagram

SECURITYGUARD
PK | id
JOoB PATROLAREA
staffNo
PK | id PK | id
hireDate
FK | arealD name
role »
N FK | useriD address
salary
jobTitle status
pfp
description image
contact
email

V. N
LOG CHECKPOINT

PK | id PK | id

FK | checkpointiD FK | arealD

FK | joblD )_\—» name
timestamp status
status description

verificationMethod

situation

Figure 11 System Entity Relationship Diagram

The Entity Relationship Diagram (ERD) serves as a overall visual
representation, clarify the included components within the system. The
SECURITYGUARD entity represents the security guards patrolling specific regions
under the eye of the system's administrator. JOB entity represents the jobs or
assignments given to security guards to patrol specific areas. PATROLAREA
represents the patrol areas that security guards are going to patrol. CHECKPOINT
entity represents the checkpoints within each patrol areas where security guards must
record their movements. LOG entity represents the record of security guard

movements at specific checkpoints.
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3.4 Timeline

FYP1

Activities
Design a prototype

Setting up project environment

Research on React Native Framework

Develop Admin Page

Finialize FYP1 Report

FYP2

Activities
Develop backend

9 10 11 12 13 14

Develop NFC module

Develop QR module

Develop Form module

Develop location module

Develop report incident module

Develop warning module

Finalize FYP2 Report

Figure 12 System Progress Timeline

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR

22



References

CHAPTER 4 SYSTEM DESIGN

4.1 System Block Diagram

USER
login

MOBILE APP

authentication
SECURITY |, 2
GUARD < > ADMIN

manage
y v v v v v v v
INCIDENT USER
MULTIMEDIA LOCATION TIMELINE USERS AREAS NFC TAGS CAMERA
ASSIGNMENT
UPLOAD
= r'y 7'y A A 7y A A
v v
HISTORY PENDING
A A
update
i CLOUD
>
upda DATABASE
Figure 13 System Block Diagram
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4.2 System Component Specifications
In this Security Guard Monitoring System includes two user roles: security

guards and administrators. Security guards have access to specific modules important
for their daily tasks. These include the NFC Scan module for tracking attendance
through NFC tags, the Incident Multimedia Upload feature for recording unexpected
incidents with multimedia evidence. Location module is to display real-time location
information, and a Timeline module that shows both pending and completed

assignments within the Pending and History section respectively.

On the other hand, administrators have wider range of management
capabilities within the system. They can perform CRUD operations (Create, Read,
Update, Delete) on key entities such as Users, Areas, Users’ Assignments, and NFC
Tags. The administrators can also watch the surveillance camera installed on each
checkpoint in each area. This administrative functionality allows for comprehensive
oversight and control over user accounts, geographical areas, task assignments, NFC

tag management, and areas’ situation.

All interactions and data updates performed within the system, whether by
security guards or administrators, are seamlessly synchronized with a Cloud Database.
This integration ensures centralized data storage, facilitating data consistency,

accessibility, and scalability across the entire Security Guard Monitoring System.

The NFC Scan module implements an anti-tampering method to enhance data
integrity by limiting scanning to NFC tags within a close range of 2 to 3cm from
NFC-enabled mobile devices. This approach prevents security guards from using QR
code scans to falsify attendance records. Each NFC tag installed at checkpoints
contains encrypted checkpointld and areald data using react-native-crypto-js, avoid to
duplicated NFC tags with same information stored appear and ensuring system
security. Additionally, the unique uid of each NFC tag is stored in the Cloud Database
to ensure it is the real installed NFC tags at checkpoints. When a scan occurs, the
attendance log is updated in the Cloud Database based on the checkpointld and areald
retrieved from the NFC tags. This integrated security mechanism guarantees accurate

and secure attendance logging within the Security Guard Monitoring System.

The Incident Multimedia Upload module enables security guards to take or

upload photos from their mobile devices directly to the Cloud Database. Each
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uploaded image is labeled with predefined incidents such as fire alarm, break-in,
water leak, or custom labels. Security guards are required to specify the area and
checkpoint associated with the incident for accurate location tracking. This
information enables administrators to ask for help for the security guard.

In the Location module, the system displays the security guard's current
location on a map using the Google Maps API. The map points out the checkpoints
assigned to the security guard, helping them navigate to each location efficiently.
However, this feature is most effective for outdoor use as the Google Maps API may
not accurately function indoors. In indoor settings where NFC scanning can be used,
the Location module may not be applicable due to limitations in indoor mapping

capabilities.

The Timeline module consists of two tabs: History and Pending modules. In
the History tab, security guards can check logs of their checkpoint scans within
assigned areas to ensure no checkpoints were missed. The Pending tab displays the
security guard's current assignments, providing details about the next checkpoint they
need to attend and the scheduled time for attendance. This feature helps security
guards stay organized and informed about their upcoming tasks and responsibilities.

In the Users module, administrators can manage user roles by switching users
between "user" and "admin" statuses. This determines which interface users access for
specific tasks. Administrators also have the ability to delete users if they are found

suspicious or are no longer working in the company.

In the Area module, administrators can create new geographical areas and
following create checkpoints within those areas. Before deploying NFC tags at
checkpoints, administrators can use this module to write encrypted checkpointld and
areald data onto the NFC tags. This simplifies the process and eliminates the need to

manually input IDs into the NFC tags.

In the User Assignment module, administrators is allowed to create new
assignments for users. This feature enables administrators to assign tasks to security
guards without the need for face-to-face communication. Once an assignment is
updated in this module, it will automatically appear in the security guard Timeline ->
Pending tab. This streamlined process ensures that security guards are informed of
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their assigned tasks and responsibilities without requiring direct communication from

administrators to increase the efficiency.

The NFC Tags module is used to input and store the unique identifiers (UIDs)
of NFC tags used at each checkpoint in the Cloud Database. Each UID stored in this
module must be unique and authorized to update checkpoint logs, which helps prevent
tampering. Even if the information of one NFC tag is copied onto another by a
security guard, the system will verify the UID stored in the NFC tag UID table before
updating the Cloud Database during NFC tag scans. This process ensures the integrity
and security of checkpoint logging within the system. Additionally, the UIDs stored in
the NFC tags are only readable, further enhancing the security of the system.

In the Camera module, administrators is allowed to connect to surveillance
cameras that are installed at checkpoints within the system. This feature enables
administrators to remotely access live video feeds and surveillance footage from
cameras deployed at specific locations. By connecting to surveillance cameras
through this module, administrators can acknowledge the current situation, view
recorded footage, and ensure the security and safety of the areas. This functionality
enhances overall surveillance capabilities and facilitates effective monitoring and

management of security operations within the Security Guard Monitoring System.
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4.3 Circuits and Components Design
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Figure 14 NFC Scan module flowchart
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Figure 15 Incident module flowchart
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Figure 16 Location module flowchart
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Figure 17 Timeline module flowchart

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR



References

\/

[ User Manage Page ]

l

Get User List

Display User List (<}

Display Roles List

s Role of the No

ser changed?

Update to Cloud
Database

Figure 18 User module flowchart

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR



References

\/

[Area Manage Page ]

l

Get Area, Checkpoint

Display Areas,
P Checkpoints List <
zCheckpolr
ite Checkpoint int Watch Checkpoint connect:d to
NFC tags Camera camera?

No

Direct to camera
screen

5 NFC enabled?

fes

\/

Show NFC modal

No

NFC Write
Successfully?
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Figure 20 NFC Tags Module flowchart
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4.4 System Components Interaction Operations
NFC Scan module flowchart

In the NFC Scan module flowchart, the process begins when the user accesses
the Scan page. The system first checks if the device is NFC-enabled. If NFC is not
enabled, the functionality ends without proceeding further. If NFC is enabled, a modal
pop out prompting the user to scan NFC tags. The system then waits for the user to

perform the tag scan.

Once an NFC tag is detected and its data is retrieved, the system attempts to
decrypt this information using a secret key. If decryption is not successful, the user is
redirected back to the Scan page and close the modal window. If decryption is
successful, the system proceeds to verify the NFC tag's UID against records stored in
the Cloud Database. If the NFC tag UID is not found in the database, a warning
message is displayed and the modal is closed. However, if the UID exists in the
database, the system adds a log of the checkpoint and updates the Cloud Database

accordingly.
Incident module flowchart

In the Incident module, the process begins when the user navigates to the
Incident page. The system allows the user to first select the type of incident that
occurred in specific areas. Next, the user can choose to capture a new image or choose
an existing image from their device. Finally, the user selects a checkpoint from their
assignment’s patrolling area to create an incident record, then update in the Cloud
Database. This sequence enables users to efficiently document and report incidents

within the system.
Location module flowchart

In the Location module, the process begins when the user navigate to the
Location page. The system first checks if it has permission to access the device's
location. If permission is not granted, the system requests permission from the user. If
permission is still not granted, the process ends. Once permission to access the
location is granted, the module displays a Google Map. The system get the latitude
and longitude coordinates of checkpoints to point out both the checkpoints and the

user's current location on the map.
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Timeline module flowchart

In the Timeline module, users can navigate between two tabs which are
Pending and History. In the Pending tab, the system retrieves the user's assignment
list from the database, which includes the current checkpoint and the scheduled time
for the next checkpoint. Using the current checkpoint, the system finds and displays
information about the next checkpoint to the user. In the History tab, the system
retrieves the areas assigned to the user along with the associated checkpoints and logs
from the database. It then displays areas and checkpoints. The logs are displayed in a

modal to enhance user experience and facilitate easy access to scanned record.
User module flowchart

In the User module, the process begins when the admin navigates to the User
page. The system will get the user list first then display it to the admin. If the user did
not open the role menu to change a role of a user, the process end. If the user opens
the menu and change the user role, it will then update to the Cloud Database and the
authority of the user will be changed between “user” and “admin”. These 2 roles can

access to different functionalities of the system.
Area module flowchart

In the Area module, the process begins when the admin navigates to the Area
page. The system retrieves area list with their associated checkpoints and displays this
information to the admin. The administrator can perform two actions within this
module. The first action involves writing checkpointld and areald data into an NFC
tag. The system first checks if the device has NFC capability. If NFC is not enabled,
the process returns to the display page. If NFC is enabled, a modal appears, awaiting
the admin to scan an NFC tag and write the data onto it. The second action allows the
administrator to check cameras installed at checkpoints. Before accessing the camera
screen, the system checks if the selected checkpoint has a camera installed. If a
camera is there, the system directs the admin to the camera screen. If no camera is

installed, the process returns to the display page.
NFC Tags module flowchart

In the NFC Tags module, the process begins when the admin navigates to the

NFC tags page. The system gets all the NFC tags UID stored in the database. Then,
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admin can add new tags UID into it by just scanning their NFC tags on the device
same as the flow we talked just now and the system will check if the UID is
duplicated. If it is duplicated, then the process is end. If it is not duplicated, it will

update the Cloud Database.
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CHAPTER 5 SYSTEM IMPLEMENTATION

5.1 Hardware Setup

The hardware used in this project is a Lenovo computer and Android mobile device.

The computer is used to develop the application using Visual Studio Code with React

Native. The mobile device is used to test the Application developed. Since certain

functions is better to use a physical device rather than an emulator. Then, the mobile

device is NFC enabled while there are 5 NFC tags is also included in the hardware used.

The NFC tags include NFC card, stickers and a round coin.
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Description Specifications
Model LENOVO IdeaPad Gaming 3 15ARH05
Processor AMD Ryzen 7 4800H with Radeon Graphics 2.90 GHz
Operating System Windows 11
Graphic NVIDIA GeForce GTX1650Ti
Memory 16GB DDR4 RAM 3200MHz
Storage 512GB SSD

Table 5.1 Specification of Laptop

Description Specifications
Model Xiaomi 9T
Processor Octa-core Max 2.2GHz
Android version Android 11 RKQ1.200826.002
Memory 6.00 GB
Storage 64.0 GB

Table 5.2 Specification of Phone
Description Specifications

Chip Ntag216 (888 bytes)
Protocol ISO14443A

Working frequency 13.56 MHZ

Reading and writing distance | 1to 5 cm

Reading and writing time 1to2ms

Table 5.3 Specification of NFC tag .
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5.2 Software Setup
1. React Native Framework

To create hybrid mobile applications that work across platforms, a versatile
framework called React-Native is employed. This framework, developed by Facebook
developers in 2015, accelerates development by allowing programmers to use the
popular programming language JavaScript ES6. It is now feasible to develop mobile
apps for both i0OS and Android utilising a single codebase for both native platforms.
To support complex projects, React-Native requires additional dependencies such as
Redux. [6]

2. React Native NFC Manager
The React Native NFC Manager is a library that gives a unified interface for using
NFC capabilities into React Native apps, enabling interaction with NFC features
seamlessly across Android and iOS platforms. The functionality of this library
includes reading NFC tags, writing NFC tags, handling events and peer-to-peer
communication.

3. Drawio
A popular web-based diagramming tool called Draw.io, also referred to as
"diagrams.net,” enables users to create a wide range of diagrams and visual
representations. It is renowned for being simple to use, flexible, and collaborative,
making it a useful tool for individuals, groups, and organisations operating in a
variety of fields, including software development, project management, system
architecture, and more. Drawio will be used to demonstrate the concept of the
database like ERD, UML diagram.

4. Figma
Figma has established itself as one of the best prototyping and design tools by
providing a platform with powerful design features. Figma's versatility and ease of
use make it an useful asset for this project to do easy navigation and event handling. It
helps in advanced for the development phase.

5. Yawcam
Yawcam is a Java-based webcam software designed for Windows. The main
principles behind Yawcam are simplicity and user-friendliness, while also
encompassing all standard webcam software features. The main feature we use this
software is for streaming video from webcam over the internet or local network,
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enabling live viewing from remote locations. Such that, the administrator can check

on the surveillance camera whenever he needed.

6. Firebase Realtime Database
Firebase Realtime Database is a cloud database using NoSQL language. The data is
synced among all clients in real-time. This database is available all the time even the
application goes offline. All the data is stored as a JSON object, when anything
updated in this database, your application will receive update with the newest data in

real-time.
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5.3 Setting and Configuration
In this project, it is using React Native as its framework. And integrate with

nativebase and react navigation. NativeBase is a component library prioritizing
accessibility and utility, helping in the creation of uniform user interfaces across
Android, i0S, and Web platforms while react navigation is to create the navigation

structure in your project.

To setup the environment required, first it needs to install the Visual Studio
Code as the source-code editor. Since the extension in the Visual Studio Code can
help a lot while developing the project. For example, ES7+ React/Redux/React-
Native snippets which is for integration with Prettier, ESLint and Prettier ESLint for
formatting the code to look neat on save. Next, it needs to install Android Studio for
the emulator and the Android SDK as follow the instruction on the React Native
official website docs. Then, it can start initializing a new React Native project by the

code below.

npx react-native@latest init AwesomeProject

After initializing the new project, we can use the below code to install
dependencies for NativeBase and React Navigation which is two main libraries it is

going to use further.

npm install native-base react-native-svg@l2.1.1 react-native-

safe-area-context@3.3.2

npm install @react-navigation/native

After than that, the environment is finish installing and the development can
be started now. First, we need to install all the needed library first which included

"@react-native-community/datetimepicker": "~7.6.3",
"@react-native-community/geolocation": "73.2.1",
"@react-native-firebase/app": "718.8.0",
"@react-native-firebase/auth": "~18.8.0",
"@react-native-firebase/database": "719.0.0",
"@react-navigation/bottom-tabs": "76.5.11",

"@react-navigation/drawer": "26.6.6",
"@react-navigation/material-top-tabs": "76.6.11",
"@react-navigation/native": "“76.1.9",
"@react-navigation/stack": "76.3.20",

"firebase": "710.8.0",

"firebase-admin": "712.0.0",
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"material-ui-community-icons": "70.15.0",
"native-base": "73.4.28",

"react": "18.2.0",

"react-native": "0.73.3",
"react-native-crypto-js": "71.0.0",
"react-native-geolocation-service": "~5.3.1",
"react-native-gesture-handler": "72.14.1",
"react-native-image-picker": "~7.1.2",
"react-native-maps": "71.13.0",
"react-native-nfc-manager": "73.14.12",
"react-native-pager-view": "76.2.3",
"react-native-push-notification": "78.1.1",
"react-native-safe-area-context": "~3.3.2",
"react-native-screens": "73.29.0",
"react-native-svg": "712.1.1",
"react-native-tab-view": "7~3.5.2",
"react-native-vector-icons": "710.0.3",

The provided code shows the project dependencies along with their versions.
To install these dependencies, you can use the npm command followed by the
dependency name. For example, to install "react-native-nfc-manager", you would run

"npm install react-native-nfc-manager".

In the dependencies shown, datetimepicker is included for user convenience
when creating new records involving date and time. Geolocation is utilized to retrieve
the user's current latitude and longitude coordinates and point them out on the Google
Maps API. The firebase/app, auth, and database dependencies are used to connect to
the Cloud Firebase Realtime Database for data storage and authentication.
Additionally, react-navigation/bottom-tabs, drawer, material-top-tabs, native, and
stack are employed to enhance the user experience and navigate between pages.
React-native-crypto-js is used for encrypting and decrypting checkpointld and areald
data when interacting with NFC tags. React-native-image-picker enables users to
upload or capture images for incident reporting within the Incident page. The react-
native-maps dependency integrates with the Google Maps API, displaying maps
within the application. Finally, react-native-nfc-manager plays a crucial role in
reading and writing data on NFC tags, allowing interaction with NFC-enabled devices
and tags within the application. These dependencies collectively contribute to the

functionality, security, and user experience of the application, enabling features like
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data handling, navigation, location services, and integration with external services

such as Google Maps and Firebase Realtime Database.
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5.4 System Operation
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Figure 21 Registration and Login Page

The initial pages users will see are Registration and Login page. New users

must register by providing personal information if they're using the application for the

first time. Upon registration, users are assigned the default role of "user.” When

logging in, the system verifies the user's role and navigate them to the appropriate Ul

page based on their role—either the Admin page for "admin" users or the User home

page for "user” users. All the authentication process is using Firebase Authentication.
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Figure 22 Security Guard Home Screen and NFC Page

On the User home page, users are shown with four buttons that navigate to
different pages: "Scan" for taking attendance, "Incident” for uploading multimedia
and reporting incidents, "Timeline" for viewing pending assignments and history logs,
and "Location" for checking current user location and checkpoint locations.

In the Scan page, there are three attendance options available, but the project
specifically focuses on using NFC technology for attendance to ensure data integrity.
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Figure 23 NFC Page

When the user clicks on the NFC option, a modal window will appear
indicating that the system is ready to detect NFC tags. The system remains in a
waiting state for NFC tags to be scanned while the modal is open, otherwise the
system will not detect NFC tag signals. Upon opening the modal and detecting an
NFC tag, the system decrypts the data from the NFC tag and checks if the NFC UID
exists in the database. If all conditions are met, the system updates the logs in the
database, and a dropdown message will be shown to the user that attendance has been
successfully recorded. Besides, the system also updates the assignment of the user to

record down the user current checkpoint and next scheduled time.
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Figure 24 Incident Page

Moving to the Incident page, the user starts by selecting a predefined incident
or defining a custom incident. Then, the user can upload an image by either capturing
a new photo by clicking on the camera icon under the “Media” or selecting an image
from the device by clicking the Upload Media button. Once all necessary information
is prepared, the user can submit the incident. A modal window will appear, allowing
the user to choose the checkpoints where the incident occurred. Finally, the system
updates the database with the incident details.
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Figure 25 Timeline Pending tab

In the Timeline page, there are two tabs: Pending and History. In the Pending
tab, the system retrieves the user's assignments from the database. If the user has
attended at least once (in the Scan page using NFC), the system records the user's
current checkpoint and identifies the next checkpoint along with its scheduled time.

Once all necessary information is determined, it is displayed to the user as shown in
the figure.
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Figure 26 Timeline History tab

Then moving into the History tab, the system retrieves the areas assigned to
the user and displays them. The data is structured such that within each area, there are
multiple checkpoints, and within each checkpoint, there are multiple logs. This
structure is designed to enhance user experience by keeping the data separate and
organized. For example, clicking on the "Taman B" image representing an area in the
figure will expand to show its checkpoints. Clicking on a checkpoint will trigger a
modal displaying all the logs attended by the user for that checkpoint.
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Figure 27 Location page

In the Location page, if the system does not have permission to access the
device's location, it will prompt the user to grant permission. Once permission is
granted, a Google Map API will be displayed on the page. The map will show a
marker indicating the user's current location (purple) and several other markers
indicating the checkpoints (red) that the user needs to attend. This feature assists in

navigating the user to the checkpoints.
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Figure 28 User manage page

Moving into the "admin™ role within this system, let's begin with the User
page. This page retrieves all user information from the database and presents it to the
administrator. The admin has the capability to modify user roles and delete users. By
selecting the roles in the dropdown menu, the admin can switch between "user™ and
"admin" roles. Each role grants access to different functionalities and user interface

pages.
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Figure 29 Area manage page

Moving into Area page, the system also get the areas list from the database
first and then display to the administrator. But for administrator, he can create new

area by providing the required information as shown in the figure.
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Figure 30 NFC feature and webcam

By pressing the areas image, the checkpoints under the areas will be shown as
the figure above. This time pressing the checkpoints does not show the logs, but
instead showing the NFC ready to scan modal which mean administrator can setup the
NFC tags here by writing the checkpoint information like checkpointld and areald
into the NFC tags here. The system will first encrypt the data and then only write it
into the NFC tags. Only the checkpoints with surveillance camera installed will show

a video icon beside the checkpoint name as shown in the figure “Checkpoint 1”.

By pressing on the camera icon, it will direct the administrator to a link that
connected to the surveillance camera. The link display the video that captured by the
camera. This allows administrator to acknowledge current situation of the checkpoint
better.
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Figure 31 NFC tags page

On the NFC Tags page, the system retrieves the list of NFC UIDs from the
database and display them to the administrator. When adding a new tag, a modal
window ready for NFC scanning appears, waiting for the administrator to scan their
NFC tags. After scanning, the system checks if the NFC tag's UID already exists in
the database. If the UID is already exist, a warning message is displayed, as shown in
the figure shown.
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Figure 32 Create assignment page

In Admin home page, admin can create new assignments for the security

guard and update the database. The datetime picker is used here.
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5.5 Implementation Issues and Challenges
In the implementation of the Security Guard Monitoring System, |

encountered specific challenges related to push notification integration and
connecting with existing infrastructure. Firstly, I faced difficulties with the integration
of Firebase Cloud Messaging for push notifications. Despite efforts to implement
scheduled notifications for upcoming checkpoint times, | was unable to achieve
successful integration with Firebase Cloud Messaging. This limitation impacted the
system's ability to notify users of pending tasks, and real-time communication is

unable to achieve.

The Firebase Cloud Messaging feature causes the entire system to crash
whenever | try to import the function from firebase/messaging. Although initializing
the Firebase app correctly and successfully using other Firebase functions like
getAuth from firebase/auth and getDatabase from firebase/database, the getMessaging
function encounters an error which is "cannot read property 'addEventL.istener' of
undefined". This issue indicates that there is a specific problem with the getMessaging
function, and I will find out and resolve this issue in the future to enable the
implementation of this useful functionality.

firebase = initializeApp(firebaseConfig);
messaging = getMessaging(firebase);

Log1of 3

Cannot read property 'addEventListener' of undefined

Source

navigator.serviceWorker.addEventListene

return messaging;
}

const WindowMessagingInternalFactory = (com

Figure 33 Firebase Cloud Messaging Error
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Secondly, while I successfully integrated the system with Yawcam to connect
to surveillance cameras (using computer webcam as demo), a significant challenge
emerged regarding access limitations. The implementation was effective within a
private network environment, enabling administrators to remotely monitor
checkpoints. However, the system failed to support public access, restricting
surveillance camera access to within the same network. This limitation leads to
practical challenges, particularly when administrators were not physically present in
the same location as security guards, limiting their ability to monitor surveillance

feeds remotely.

| have tried to configure my router by setting up port forwarding and making
adjustments to allow access via the public IP, but I was unsuccessful in streaming my
webcam on the public IP. This failure may be attributed to my limited understanding
of networking concepts. Moving forward, | plan to enhance my knowledge in this
area to improve the system and address this issue in the future. Addressing these
issues will be crucial to enhance system accessibility and functionality across diverse

network environments.
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5.6 Concluding Remark
In conclusion of system implementation, it specifies that the hardware setup

used in this project which using a laptop for development like coding and testing, an
android phone is used as a testing device and 5 NFC tags serve as the NFC tags
installed at each checkpoint. For the software used in this project, there are React
Native framework, React Native NFC Manager, Figma for prototyping, Draw.io for
illustrating diagram, Yawcam to capture and host an IP address to show the video, and

using Firebase Realtime Database to serve as the database used.

In addition, this chapter specific the setup and configuration needed to create
the environment for this project. It mainly introduces the way of creating a new React
Native project associated with important library going to be used in this project. It
also outlines the version of each library used in this project which can make it ease
when rebuilding this system.

Furthermore, it showcases all the operations and screen appear in this system.
Walking through the entire system and explain what operation can be done in each
screen. This allows reader has an overall concept on my system before looking into

the test case in the next chapter.

Lastly, it shows the challenges and issues that have been met while developing
this system. There are 2 main issue that have been met which are failing
implementation of push notification with Firebase Cloud Database and
implementation of webcam public access. From these challenges, valuable

information were gained, highlighting areas for future focus and enhancement.
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CHAPTER 6 SYSTEM EVALUATION AND DISCUSSION

6.1 System Testing and Performance Metrics
Test Case 1: To test whether user can sign up successfully.

Preconditions: User navigates to the registration page.
Steps:

1. Enter valid registration details (name, email, password).
2. Click the "Register" button.
3. Navigate to Login page
4. Enter the email address and password used in Step 1
5. Click “Login” button.
Expected outcomes: User create an account and the system navigate to security guard

home page when login.

Result:

10001
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9 Jonny
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Email Address Sign Up Successfully Monitoring System Sign In Successfully
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%) 12348678 ©
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%
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jonny@gmail.com

Password
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Figure 34 Test Case 1
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Test Case 2: To test whether admin can sign in successfully to Admin page.

Preconditions: There is an existing “admin” role user in the system with email

“Jl@gmail.com”
Steps:

1. Enter the email address and password of existing “admin” role user
2. Click “Login” button.
Expected outcomes: Navigate to Admin home page.

Result:

112006 ¢ -

Security Guard
Monitoring System Sign In Successfully

Account Login
Email Address

,_:"\' ji@gmail com

Password

Don't have an account? Sign Up

Figure 35 Test Case 2
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Test Case 3: To test whether user can sign in successfully to User page.

Preconditions: Test case 1 is successful and use the account created in test case 1.
Steps:

1. Enter the email address and password of test case 1 account.
2. Click “Login” button.

Expected outcomes: Navigate to security guard home screen.

Result:

12406 ® - 12406 ¢ -

Security Guard
Monitoring System Sign In Successfully

Account Login
Email Address

=, jonny@gmail.com

Password

Login

Don't have an account? Sign Up

Figure 36 Test Case 3
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Test Case 4: To test whether admin can change user role from “user” to “admin”
successfully.

Preconditions: As an admin, navigate to Admin home page

Steps:

1. Click “Users” button to navigate to User page.
2. Click select component under the user create in Test Case 1 who name is
Jonny.
3. Change role of Jonny to “Admin”.
Expected outcomes: Jonny will be directed to Admin home page when logging in.

< Admin € User
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Areas LEE JIE LUN "
jielun2222@gmail.com
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& User v
Create New Assignment
Jonny @
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Figure 37 Test Case 4
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Test Case 5: To test whether admin can create new area successfully.

Preconditions: As an admin, navigate to Admin home page

Steps:

Click “Area” button to navigate to Area page.

1.
2. Click “Create New Area” button to open Create New Area modal.
3. Enter the details needed

4. Click “Add” button.

Expected outcomes: New Area is successfully added to the database and display to
admin.

Result:
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Figure 38 Test Case 5
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Test Case 6: To test whether admin can create new checkpoint successfully.

Preconditions: As an admin, navigate to Area page

Steps:

1. Click on the Area we create in Test Case 5 and a collapse will dropdown.
2. Click on the “Add Checkpoint” and a modal will pop out.
3. Enter required details.
4. Click “Add” button.

Expected outcomes: New Checkpoint is successfully added under the area created in
Test Case 5 to the database and display to admin.

Result:
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Figure 39 Test Case 6
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Test Case 7: To test whether admin can write encrypted checkpointld and areald into

NFC tags successfully.
Preconditions: As an admin, navigate to Area page
Steps:

1. Click on the Area we create in Test Case 5 and a collapse will dropdown.

2. Click on the Checkpoint we create in Test Case 6 and a modal will pop out
saying it is ready for NFC.

3. Put NFC tags near the device.

Expected outcomes: Encrypted data is stored into the NFC tags.

Result:
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Figure 40 Test Case 7
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Test Case 8: To test whether admin can check the surveillance camera of checkpoints
successfully.

Preconditions: As an admin, navigate to Area page and click on the area created on

Test Case 5, and a webcam or camera should integrate with Checkpoint A (store an IP
address in checkpoint table)

Steps:

1. Click on the camera icon and it will direct to a browser.

2. Choose a browser you like.

Expected outcomes: The directed IP address show what the webcam is capturing.

Result:
24106 ¢ - Z 0 = 4 2206 % - 7Z = @@
& Area & Area O A 192.168.0.13:8080/vic  +
AreaC
This is a Taman in Kulai which is live over 100 people Area C

Taman Kulai Jalan Kulai Utama,81000,Kulai,

This is a Taman in Kulai which is live over 100 people
Johor

Taman Kulai Jalan Kulai Utama,81000,Kulai,
lat: 100/ log:2.05 Johor

lat: 100/ log: 2.05

Taman Bahagia FHOTOS

A taman in Kampar
3 Taman Dahania

Taman Bahagia, Jalan Bahagia 123, 31900,
Kampar Open with
lat : 4.3085/ log : 101.1537

= 0O e ©

Mi Browser Chrome Brave

Checkpoint A

Write Checkpoint to NFC Tags

+ Cancel

] @® <

Remember my choice

Figure 41 Test Case 8
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Test Case 9: To test whether admin can add NFC tags UID successfully.

Preconditions: As an admin, navigate to Admin home page.
Steps:

1. Click “Tags” button.
2. Click “Add New Tag” button and a modal will appear.
3. Put the device close to the NFC tag.
Expected outcomes: The NFC UID is updated to database and display to user.
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Figure 42 Test Case 9
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Test Case 10: To test whether admin can create new assignment to a user.

Preconditions: As an admin, change the role of the user create in Test Case 1, Jonny

back to user, then navigate to Admin home page.
Steps:

Click “Create New Assignment” button and a modal will appear.
Create an assignment for Jonny with Taman Bahagia Checkpoint A.
Click “Create” button.

Logout.

o > w0 e

Login using Jonny account and navigate to security guard home page.
6. Click “Timeline” button.
Expected outcomes: The Pending is showing the assignment created in Step 1-3.

Result:
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Test Case 11: To test whether security quard can scan the NFC tags to take attendance

successfully.

Preconditions: As an admin, create 2 more checkpoints for Taman Bahagia. Login as

a security guard (Jonny we created Test Case 1), navigate to security guard home
page
Steps:

1. Click “Scan” button.

2. Click “NFC” button.

3. Put the NFC tag near your device.

4. Go back to HomeScreen and Click “Timeline” button.
Expected outcomes: The system decrypts the data stored in the NFC tags and store the
logs into the database. In Timeline page, Pending tab should show “Attend Before” is

current time + 30 minutes and the next checkpoint name.

Result:
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Test Case 12: To test whether security quard can upload multimedia to report an

incident successfully.

Preconditions: Login as a security guard (Jonny we created Test Case 1), navigate to

security guard home page
Steps:

1. Click “Incident” button.

2. Click Camera icon.

3. Capture an image or upload an image in your device.
4. Click “Send Incident” button.

Expected outcomes: Notify admin and store the incident in the database.

Result:
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Test Case 13: To test whether security quard can check his current location and

assigned checkpoint on map successfully.

Preconditions: Login as a security guard (Jonny we created Test Case 1), navigate to

security guard home page
Steps:

1. Click “Location” button.
Expected outcomes: Google Map with user current location and checkpoint location

markers.

Result:
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6.2 Testing Setup and Result
Testing Environment:

Operating System: Android (Xiaomi Mi 9T as specified in 5.1)
IDE: Visual Studio Code

Device: Xiaomi Mi 9T as specified in 5.1 (Android)
Testing Data:

Predefined Users:

{

I Security Guard

Name: Jonny,

Email: jonny@gmail.com

Role: User

h

{

/I Administrator

Name: LEE JIE LUN,
Email: jl@gmail.com,

Role: Admin,

}

Tools and Libraries:
Framework: React Native
Ul Components: NativeBase

Database: Firebase Realtime Database
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Testing Result:
Test Case 1:
Outcome: Pass

Observation: An account with email “jonny@gmail.com” and name “Jonny” is

successfully created and login. It then navigates to security guard home screen.
Test Case 2:
Outcome: Pass

Observation: An account with email “jl@gmail.com” as “admin” role successfully

login and navigates to Admin home page.
Test Case 3:
Outcome: Pass

Observation: An account with email “jonny@gmail.com” as “user” role successfully

login and navigates to Security guard home screen.
Test Case 4:
Outcome: Pass

Observation: Role of Jonny is changed to “admin” and then successfully login and

navigates to Admin home page.

Test Case 5:

Outcome: Pass

Observation: An new area has been added to the area list.

Test Case 6:

Outcome: Pass

Observation: A new checkpoint has been added under the area created in Test Case 5.
Test Case 7:

Outcome: Pass
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Observation: The system successfully encrypted the data and write it into the NFC
tags.

Test Case 8:

Outcome: Pass

Observation: The directed link shows what is the webcam capturing.

Test Case 9:

Outcome: Pass

Observation: The NFC tags UID can be scanned and added into the list of NFC UID.
Test Case 10:

Outcome: Pass

Observation: The admin successfully creates a assignment for security guard “Jonny”

and display in Jonny’s security guard page.
Test Case 11:
Outcome: Pass

Observation: The system successfully decrypted the data stored in NFC tags and
found out the correct checkpoint and area, then add logs under it.

Test Case 12:
Outcome: Failed

Observation: It shows that it successfully updates the database but did not notify the

admin.
Test Case 13:
Outcome: Pass

Observation: A google map with security guard current location and checkpoint’s

location markers is successfully retrieved and show to user.
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6.3 Project Challenges
The project encountered challenges related to integrating multiple

technologies and services, including NFC technology with encryption, surveillance
camera integration, Google Maps API for displaying user and checkpoints’ location,
and managing the complexity of the database system. Implementing NFC technology
with encryption required ensuring data security and integrity on NFC tags. The study
on both encryption technology and NFC technology is needed to ensure the
integration between these two feature is not conflict. Integrating surveillance camera
feeds involved finding a most suitable application for hosting the webcam (as a
replacement of surveillance camera) and the method to host the webcam video on
public access. Utilizing the Google Maps API for location tracking demanded
efficient handling of real-time location updates and optimal map rendering on mobile
devices. Managing the complexity of the database system, likely Firebase Realtime
Database, involved designing a well-organized relationship between entity to support
real-time data synchronization and complex querying. Overcoming these integration
complexities needs much effort to achieve these functionalities across all integrated

components.

Managing dependencies on external services and frameworks, such as
Firebase Cloud Messaging, give challenges in maintaining system stability and
functionality throughout the project's development. Whenever install a new library
through npm installation, there was a need to be aware to potential compatibility
issues with the existing environment. To deal with the risk, a backup was copied
before integrating any new library or dependency. This included maintaining version
control to facilitate quick recovery in case of compatibility issues or unexpected

failures come from library updates.

Other than those successful implementations, we also need to focus on the
implementation that is failed. There are 2 main features failed to implement which are
push notification with Firebase Cloud Messaging (FCM) and public access of
webcam. There is a need to refine the push notification and integrate it with the
Firebase Cloud Messaging. The reason it must be integrate with FCM but not using
local notification is that the push notification is mainly for warning of scheduled time
or new data of Incidents uploaded. These triggers can only be invoked if only the

listener is always online and wait for events, but local notification only working when
78
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the application is running, that is why the feature needs FCM to be integrated. On the
other hand, the webcam which act as a surveillance camera in this project is only
available for private network access. Meaning that only the devices under the same
network can check on the camera which make the admin must be in the same
geographical area with the security guards for monitoring current situation. This is not
a good practice because an admin can be managing many areas and of course all the
areas is not within the same geographical area. Such that, this feature must be
improved and admin can access the webcam video everywhere in the future to

achieve a better flow.
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6.4 Objectives Evaluation
The implementation of NFC technology has significantly reduced the risk of

tampering within the system. By utilizing NFC tags at checkpoints, the system
retrieves accurate and reliable information regarding security personnel’'s movements,
including date, time, location, and personnel details. And most importantly, the data
inside the NFC tags is being encrypted and only verified NFC tags can be used to
decrypt the data and update the Cloud Database. This feature has effectively enhanced
the integrity of patrol records, resolving the challenge of tampering encountered in

traditional monitoring systems.

The implementation of real-time log movement tracking has successfully
minimized instances of missing patrols. By leveraging NFC technology and logging,
the system can display the scheduled time for next checkpoint, and display the next
checkpoint to the security guard. This decreases the chance of them forget to patrol
around the time. However, the project faced challenges in implementing notification
features using Firebase Cloud Messaging. This failure means that security guards are
not reminded of scheduled patrols, and administrators are not alerted when patrols are

missed for long period. This aspect requires improvement in future of the project.

The objective to integrate the monitoring system with existing infrastructure,
including surveillance cameras, has been partially achieved. The system allows access
to surveillance camera feeds associated with specific checkpoints, enhancing
situational awareness and monitoring capabilities. However, there may still be room
for improvement since the surveillance camera feeds is only working in a private
network environment and failed to access by public network. Such that, the
geographical distance between the administrator and the managing area is limited.
This feature must be enhanced and enable public access with security key or method

to ensure privacy.
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6.5 Concluding Remark
In conclusion for chapter 6, the system testing phase has provided valuable

information about the functionality of the Security Guard Monitoring System.
Through a series of test cases, we have successfully validated key functionalities such
as user registration, role-based authentication, NFC tag interactions, database

operations, and integration with webcam (as replace of surveillance camera).

Most of the testing result is given a successful outcome, including the creation
and authentication of user roes (“admin” and “user”), successful integration of NFC
technology with encryption of data for checkpoint monitoring, and efficient
management of areas, checkpoints, and assignments of the system. The NFC tags has
increased the data integrity and security, decrease the risk of tampering of patrol

records.

However, the evaluation process also reveals the area that needs further
improvement. The features such as push notifications and public access for webcam
has to be highlighted for future refinements. Addressing these challenges will be

crucial to enhance system functionality, user engagement, and overall efficiency.

Moving forward into the key objectives’ evaluation. In this project, it
successfully achieved objective 1 which is to avoid tampering by implementing NFC
technology integrate with encryption technology. But only partially achieved for
objective 2, which can only display scheduled time and next checkpoint for security
guards and do not give a notification to them. Same to the objective 3 is also partially
achieved, since the webcam can only be access in the private network, it could work
for some situations, but it must not be the best practices. So, the efforts should be

focusing on pushing objectives 2 and 3 to create a more completed system.

In summary, the evaluation and testing phase has given a good concept for
future iterations and enhancements of the Security Guard Monitoring System.
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CHAPTER 7 CONCLUSION AND RECOMMENDATION

7.1 Conclusion
In this project, the focus was on solving the security concerns associated with

traditional and current security guard monitoring systems. The challenges met by
these systems are tampering, missing patrol and absence of centralized control. These
issues highlighted that they need an effective security guard monitoring solution.
Besides, ensuring the safety of security guard personnel and assets in the areas
became the primary motivation for the development of an improved security

monitoring system.

Efficiency in security guard monitoring systems was targeted as a crucial
motivation. The current existing challenges showed the importance of real-time
tracking and reporting to adapt to the rapidly evolving security landscape. The
requirement for a system ability to provide fast and accurate information became

critical to improve overall security operations.

The proposed solutions given focused at addressing the challenges stated by
implementing NFC technology to reduce tampering problems. The addition of log
movement features aimed to reduce the number of missing patrols, ensuring the
integrity of the system. In addition, the integration with existing infrastructure for
centralized control was suggested to implement and improve overall system

management.

The novel ideas introduced in this project included the integration of NFC
technology, real-time reporting using Firebase Realtime Database to update the
information and also using Firebase Cloud Messaging to notify users, and the
utilization of the Google Map API for tracking security guard personnel’s location.
These proposed ideas contribute to the improvement of accuracy, efficiency, and

response time for the security guard monitoring system.

In this report, it also shows the overall system design of the system, which
included Entity Relationship Diagram(ERD), timeline and use case diagram, bring out
a good foundation for the development of an effective security guard monitoring
system. The ERD state the relationship between system entities. The use case diagram
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and timeline give a clear roadmap of functionality and project progression

respectively. These design can lead to a successful project implementation.

An effective system design contributes significantly to the smooth and
efficient progress of the development phase. A comprehensive block diagram has
been meticulously crafted for this system, accompanied by detailed specifications for
each component, ensuring that no critical features are overlooked. Each component is
thoroughly dissected, and individual flowcharts have been developed to illustrate the
operation of every element. This meticulous approach guarantees clarity and

comprehension of the system's flow and design.

A good system design can help the development phrase running smoothly and
efficiently. A comprehensive block diagram is created for this system, accompanied
by detailed specifications for each component, ensuring that no critical features are
ignored. Every component is also further break down into a. This ensures that the

system flow and design are clear and easy to understand.

The environment setup, featuring Visual Studio Code and Android Studio with
essential extensions, which can bring me to efficient coding environments. The
development toolkit's incorporation of React Native, NativeBase, and React
Navigation enables a streamlined, cross-platform mobile application development
process. The system users can separate into 2 different roles and providing different
functionalities to interact with the system. For example, “admin” role doing most of
the CRUD task for essential entities like User, Area, Assignments, and NFC tags
UID. “user” role is mostly taking attendance and get information from database and

the system.

Throughout its development, the project generated useful insights and lessons
learnt. These observations include the research process, the issues encountered
throughout system development, and the techniques used to overcome difficulties.
The experience can help the developer overall development by offering practical

knowledge in system design and implementation.

83
Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR



References

7.2 Recommendation
Based on the results of the evaluation and testing, a number of

recommendations can be made to improve the Security Guard Monitoring System. It
is advised to start by addressing the difficulties that happened during installation, such
as fixing problems with the integration of Firebase Cloud Messaging for push
notifications and enhancing camera access for remote monitoring. Prioritising
improvements to the user interface and experience can involve enhancing accessibility
features, streamlining navigation, and optimising screen layouts. Future development
efforts might also concentrate on including extra security measures, like capabilities
for real-time incident reporting or biometric verification. For biometric verification,
we can use AWS Rekognition as a cloud solution, and it is easy to use. Such that, it

does not require a machine learning developer to involved in it.

System functionality can be further improved by exploring cutting-edge
technologies such as machine learning by applying predictive analytics to job
planning. In addition, machine learning can be used for human detection and motion
detection to maximize the efficiency of camera without keep it on all the time. It is
important to prioritize usability testing and continuous user learning to gather
information to continuously improve the system and adapt it to user needs and
preferences. These recommendations are intended to guide further rounds of the
development process and improve the overall effectiveness and efficiency of the

security personal monitoring system.
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FINAL YEAR PROJECT WEEKLY REPORT
(Project I1)

Trimester, Year: Year 3 Sem 3 | Study week no.: 2
Student Name & ID: LEE JIE LUN 21ACB01925
Supervisor: Ts Tan Teik Boon

Project Title: Security Guard Monitoring System

1. WORK DONE

[Please write the details of the work done in the last fortnight.]

I have recreated the current frontend Ul, and make new design to Admin role page
and security guard page with react native, nativebase

2. WORK TO BE DONE
In the following week, 1 will try to do authentication using Firebase Authentication.

3. PROBLEMS ENCOUNTERED
Since there is only Ul update in this 2 weeks, there is going smooth and no problem
encountered.

4. SELF EVALUATION OF THE PROGRESS
I should push myself for faster and more efficient development schedule to develop
the logic and backend of this system

A leo

Supervisor’s signature Student’s signature
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Trimester, Year: Year 3 Sem 3 | Study week no.: 4

Student Name & ID: LEEJIE LUN  21ACB01925

Supervisor: Ts Tan Teik Boon

Project Title: Security Guard Monitoring System

1. WORK DONE
[Please write the details of the work done in the last fortnight.]

I have started to develop my backend database using Firebase Realtime Database

2. WORK TO BE DONE
In the following week, | will start developing NFC features

3. PROBLEMS ENCOUNTERED

Although | am using react native, but | found challenge when using react-native-
firebase library, so | proceed to change to use firebase/app library which is more
suitable for web app.

4. SELF EVALUATION OF THE PROGRESS
The connection between frontend and backend is quite hard for me, and used up
many times to solve it.

_/ Lw

Super@isor’s signature Student’s signature
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Trimester, Year: Year 3 Sem 3 | Study week no.: 6

Student Name & ID: LEEJIE LUN  21ACB01925

Supervisor: Ts Tan Teik Boon

Project Title: Security Guard Monitoring System

1. WORK DONE

[Please write the details of the work done in the last fortnight.]

I have started to play with NFC feature, like read, write into the NFC tags.
Implementing it into my system for security guard to scan it and take attendance.
For admin to write information into the NFC tags.

2. WORK TO BE DONE
After this, I will look into Google Map API to show user his current location.

3. PROBLEMS ENCOUNTERED
This is the first time 1 am playing around with hardware together with software, it is
hard when first try to read and write the data of NFC tags.

4. SELF EVALUATION OF THE PROGRESS
It is all good for the progress and | need to be more understanding on NFC features
for further implementation.

y Py

Sup%rvisor’s signature Student’s signature
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Trimester, Year: Year 3 Sem 3 | Study week no.: 8
Student Name & ID: LEE JIE LUN 21ACB01925
Supervisor: Ts Tan Teik Boon

Project Title: Security Guard Monitoring System

1. WORK DONE

[Please write the details of the work done in the last fortnight.]

I have started to develop Google Map API, and display the current location of user
and checkpoints marker to security guard for easier navigating them to their
assignments.

2. WORK TO BE DONE
After this, | will look into encryption of data and store into the NFC tags.

3. PROBLEMS ENCOUNTERED
At first, I am struggling on getting the Google Map API key since it is costing. But
I have found a replacement method and solve it.

4. SELF EVALUATION OF THE PROGRESS
There are still a few features needed to implement in this project, I have to speed up
my progress.

y Py

Sup’érvisor’s signature Student’s signature

89
Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR



References

Trimester, Year: Year 3 Sem 3 | Study week no.: 10

Student Name & ID: LEEJIE LUN  21ACB01925

Supervisor: Ts Tan Teik Boon

Project Title: Security Guard Monitoring System

1. WORK DONE

[Please write the details of the work done in the last fortnight.]

I have tried to implement encryption into the NFC tags and providing another
security feature which is checking NFC tags UID to ensure security guard did not
simply duplicate the data of NFC tags installed on the checkpoints and tampering is
occurred.

2. WORK TO BE DONE
After this, | will look into integration of application with existing infrastructure.

3. PROBLEMS ENCOUNTERED
At first, | found a encryption library for react-native and it is keep failing and
luckily I found another one which successfully implemented into this project.

4. SELF EVALUATION OF THE PROGRESS
Upon this development, this increase my understanding in encryption which is
useful for my future development in security aspect.

y Py

Sup’grvisor’s signature Student’s signature
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Trimester, Year: Year 3 Sem 3 | Study week no.: 12

Student Name & ID: LEEJIE LUN  21ACB01925

Supervisor: Ts Tan Teik Boon

Project Title: Security Guard Monitoring System

1. WORK DONE

[Please write the details of the work done in the last fortnight.]

| have started integrating the application with my webcam to simulate the situation
that surveillance camera installed on the checkpoints. And | am using Yawcam to
host a IP address that share my capturing of webcam.

2. WORK TO BE DONE
After this, | will start my report and final check of my application logic

3. PROBLEMS ENCOUNTERED

The problem is that the webcam capturing video is only working for private
network which limited the geographical distance between the admin and security
guards.

4. SELF EVALUATION OF THE PROGRESS

It is disappointing that | cannot make the webcam for public access which serve as
a very useful feature for admin to access to surveillance camera without problem of
geographical distance.

y Py

Sup%rvisor’s signature Student’s signature
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Trimester, Year: Year 3 Sem 3 | Study week no.: 14

Student Name & ID: LEE JIE LUN 21ACB01925

Supervisor: Ts Tan Teik Boon

Project Title: Security Guard Monitoring System

1. WORK DONE
[Please write the details of the work done in the last fortnight.]

I have started and finalize my report for submission for competition and FYP
submission.

2. WORK TO BE DONE
After this, | will finalize my report and create powerpoint for presentation

3. PROBLEMS ENCOUNTERED
There is no big problem encountered in report writing.

4. SELF EVALUATION OF THE PROGRESS
Report writing let me found out some of the problem existing in the current
application and fix it properly.

y Py

Sup’grvisor’s signature Student’s signature
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