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ABSTRACT 

 

This project is a development-based project with automation for academic purposes. 

The integration aims to enable organizations to automate security assessments and 

enhance overall supply chain security. Given that RPA is a relatively new technology, 

this thesis includes a systematic literature review of similar platforms and technologies 

available in the market. Current development challenges include financial constraints, 

security risks, privacy concerns, and complexities in integrating RPA with SCM. 

Various blockchain platforms and smart contracts are reviewed, with a focus on 

designing and integrating blockchain technology into SCM processes. The reviewed 

blockchain platforms include Ethereum, Hyperledger Fabric, Quorum, and Corda. 

Besides, it explores the application of blockchain in SCM, emphasizing its potential to 

enhance transparency and efficiency. Furthermore, it reviews several companies IBM 

Food Trust, Provenance, Walmart, and TradeWaltz that have successfully incorporated 

blockchain technology into their supply chain operations, showcasing real-world 

benefits and implementations. This project details the system design, focusing on 

Hyperledger Fabric’s transaction workflow and the supply chain architecture, along 

with the Hyperledger Firefly development stack. Last of all, the expected outcome of 

this project is to integrate RPA and blockchain technology into supply chain 

management to improve security and overall efficiency. 

 

Keywords: Robotic Process Automation, Supply Chain Security, Blockchain 

Integration, Hyperledger Firefly, Smart Contract Technology, Automation in SCM, 

Blockchain Platforms, Security Assessments, SCM Transparency, Blockchain 

Implementation, Hyperledger Fabric Workflow, SCM Efficiency, Real-World 

Blockchain Applications, Blockchain for Security, RPA in Supply Chain Management  
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Chapter 1 

Introduction 

This chapter presents an overview background towards RPA, SCM, security in the 

supply chain, blockchain technology, objectives, project scope and direction, followed 

by the contributions of this project towards secure SCM and last of all, the report 

organizations. 

 

Robotic Process Automation 

The emergence of a variety of digital technologies has been evolving at a fast pace in a 

way that the rise of digital transformation is an unavoidable trend occurring all around 

the world. It provides countless opportunities and products that contribute to the 

modernization era [1]. RPA is one of the significant outcomes as a result of the 

advanced technology. The word R stands for robotics, contributing to that robots would 

mimic activities done by humans based on predefined rules, P stands for process, 

whereby the robots are running a series of tasks, and A stands for automation, where 

the demand of humans in carrying out the processes can be eliminated and replaced by 

robots [6]. The bloom of RPA has greatly impacted the way organizations, companies, 

and industries operate their businesses from the traditional way to step into the journey 

of digital business transformation [2]. RPA is a software-based solution focusing on 

simplifying human tasks in the organization, aiming to streamline operations, automate 

repetitive tasks traditionally performed by humans, and enhance overall business 

efficiency by reducing human errors and staffing costs [3] – [5]. 

 

Supply Chain Management 

Meanwhile, RPA has gradually gained attention as experts have embraced this 

disruptive technology for utilization in SCM security initiatives [1]. SCM is the process 

that encompasses all production flow of goods and services, inclusive of procurement 

of raw materials, and the process of transforming the raw materials to delivering end-

products to consumers [8] - [10]. This involves coordinating and collaborating with 

channel partners, including suppliers, intermediaries, third-party service providers, and 

customers. On top of that, Supply Chain Security (SCS) is mainly to minimize the 

security risk of using software developed by other organizations while securing data 
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access from other parties [12]. Experts state that the application of RPA in the SC will 

bring tremendous improvement in the supply chain ecosystems, especially the way in 

identifying, analyzing, and mitigating the risks and security related to products and 

cybersecurity [7], [12]. In accordance with the MHI Annual Industry Report (2019), 

among the top influence technologies, RPA is expected to have a profound impact on 

SCM, with an 87% prediction rate in the decade to come [1]. Automation processes are 

capable of enhancing security processes by substituting robots to replace humans in 

configuring various security aspects of the SCM system [11]. Henceforth, the 

implementation of RPA is indispensable to organizations in SCM to engage in the 

dynamic nature of digital transformation. 

 

Blockchain Technology 

The blockchain technology defines the role of providing traceability, security, 

immutability, and eliminates the need for third-party access, creating a decentralized 

network among all users. Once the data is recorded, it cannot be altered as another block 

would have the record of the correct history transaction. Apart from Distributed Ledger 

Technology (DLT), blockchain technology comprises smart contracts to run 

automatically by setting predefined rules and conditions [18]. The assistance of 

blockchain technology could promote greater security and traceability to the system. In 

addition, the blockchain technology can be implemented into the supply chain system. 

The application of a smart contract provides a powerful framework in improving 

efficiency and trust in the operations as it is decentralized. All the transaction data is 

updated in the blockchain ledger to acknowledge every party involved [21]. As this 

immutable ledger technology can effectively prevent the involvement of cyberattacks, 

it helps to minimize the fraud risks and disputes not to mention creating a more 

dependable system [20]. 

 

There are two types of blockchain categories, permission and permissionless. To 

differentiate both categories, blockchain is deemed permission when users are to attain 

permission from the administrator in order to access the network [27]. An example is 

Hyperledger Fabric which uses the consensus protocol in determining the state of a 

ledger. On the contrary, blockchain is deemed permissionless when anyone can join a 

network with just their permission and conduct transactions [27]. For instance, Bitcoin 
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and Ethereum. As illustrated in the below figure, shows the overview of a centralized 

SC inventory system on the left side (a), and illustrates the decentralized SC inventory 

system on the right side (b). 

 

Figure 1.0.1 Centralized Supply Chain Inventory System 

 

 

Figure 1.0.2 Decentralized Supply Chain Inventory System 

 

[19] explained that blockchain is a technology that stores all the transaction records in 

different databases to create connectedness through peer-to-peer nodes. In other words, 
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all the blocks are linked together and connected to the chain, which is known as the 

‘digital ledger’ or ‘distributed ledger technology (DLT)’ as shown in Figure 1.0.2. 

 

Figure 1.0.3 DLT 

 

The digital ledger ensures the security of the transactions, by requesting the unique 

digital signature of the owner to authenticate the transaction and empowers every user 

to trace the history of transactions that have been made by themselves or others. Figure 

1.0.3 explains the structure of the distributed ledger. According to the context of 

blockchain, states that each block is comprised of a timestamp, stored data, and a 

cryptographic hash of the one ahead of it, which links the blocks together to build a 

chain [17]. 

 

Figure 1.0.4 Structure of DLT 
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1.1  Problem Statement and Motivation 

 

Challenges in selecting the right RPA software for effective implementation 

Nowadays, organizations encountered challenges during the selection process of the 

appropriate RPA Software to maximize its best advantage for effective implementation. 

There are various RPA vendors in the market, offering a bundle of pricing models, and 

diversified features and functionality. Thereby, it is time-consuming and challenging to 

evaluate all the offered RPA solutions to cater for the needs of companies such as 

assessing the compatibility of RPA software with current systems, assessment of 

different business goals, scalability and preferences to name a few. It also leads to 

uncertainty to a certain extent that companies are having too many choices during the 

selection process, in the end hindering the efficient implementation of RPA within the 

organization. 

 

Complexity of implementation to achieve SCM system security 

Besides, the implementation of security measures within the SCM domain is inherently 

complex and laborious. It entails an excessive number of intricate and time-consuming 

steps in configuring the SCM system security, including access controls, data 

encryption, user authentication, and threat detection, among others. These steps not 

only place a substantial demand on time and resources, but also introduce a significant 

risk of human error, which could potentially affect the integrity and resilience of the 

SCM system’s security. The inefficiency or error in these configurations could bring 

severe consequences to the entire security operations, and eventually decrease the 

efficiency.  

 

Financial risks and barriers 

Moving on next, the occurrence of financial risks and barriers is one of the main 

concerns of implementing RPA software in secure SCM. To ensure the functionality 

and longevity of the newly designed system, substantial financial resources are required 

to cover ongoing maintenance costs, investments in both software and hardware 

infrastructure, and continuous development to adapt to evolving technological 

advancements. These demands are invariably straining the budget, whether in long term 
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or short term. In addition, the manipulation of RPA software requires specialized skills 

and knowledge to apply in secure supply chain management, and thus, extra funds 

allocation is needed as well for employee training or hiring skilled employees, and the 

implementation of blockchain technology in the SCM.  

 

Thus, the purpose of this study is to give a comprehensive overview and background of 

the proposed project, "RPA in Secure Supply Chain Management". The necessity to 

increase supply chain security and efficiency drove the development of this project. 

Due to the rapidly evolving era, the supply chain has increased its importance, and 

becoming more complex. This complexity has led to certain risks of data breaches, 

inefficiencies, vulnerabilities, and compliance issues. Thus, it inspires me to integrate 

RPA and blockchain technology into SCM to improve security and overall efficiency. 

 

1.2  Objectives 

 

To automate processes in the supply chain  

One of the objectives is to automate processes in the supply chain. By replacing manual 

processes with automated workflows, organizations can reduce errors, enhance 

operational efficiency, and improve real-time monitoring. Automation also strengthens 

security by continuously detecting risks and anomalies, enabling faster responses to 

threats and disruptions. Ultimately, automating these processes enhances both the 

performance and safety of the supply chain. 

 

To boost overall efficiency in monitoring the supply chain security 

The proposed methodology is targeted to enhance the efficiency of monitoring the 

supply chain process from the perspective of security. In current supply chain security 

processes, most of them are undergoing manual oversight, which can be time-

consuming and certain rate of errors. By implementing RPA technology, automation 

can be configured and assist humans in various monitoring tasks such as real-time data 

analytics, threat detection, penetration and vulnerability testing, and access control 

verification [12]. This integration not only bolsters the security and detects breaches in 
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SCM, but also maximizes the benefit of RPA technology in helping stakeholders with 

decision-making within the supply chain security domain. 

 

To achieve scalability and adaptability in supply chain security 

This project aims to deliver an RPA-driven solution in supply chain security system 

that seamlessly aligns with the dynamic needs of organizations in the adaptation to 

changing security requirements. By focusing on scalability and adaptability, RPA 

systems can be flexibly adjusted to accommodate the demand or emerging security 

requirements. This adaptability empowers organizations can precisely respond to 

arising security challenges and ensure they can address the growing demand and 

complexities in the area of supply chain. 

 

1.3  Project Scope and Direction  

 

The scope of this project encompasses the architecture, algorithm and design on 

improving the overall efficiency and scalability of the SCM. By harnessing the RPA 

and blockchain technology, it helps to secure data access from third parties, at the same 

time ensuring a seamless execution throughout the entire system operations [12]. 

Besides, it increases the overall speed, efficiency, and accuracy of the work by 

providing a precise and minimizes error throughout the operation process. The 

automated robots are able to execute various automated processes with predefined rules 

and adhere to established rules and guidelines. As a result, this project eases overall 

streamlined operations in supply chain, allowing the transformation of how SCM is 

managed and secured.  

 

1.4  Contributions 

 

This project is specifically developing and designing the system with the integration of 

Robotic Process Automation (RPA) in secure SCM. It holds a significant contribution 

to the field of SCM. Firstly, the report highlights the challenges faced by organizations 

in monitoring the SCM. This offers researchers a comprehensive understanding and 

deeper insights into current problems encountered in the existing supply chain issues 

and facilitates more effective problem-solving. Apart from this, this project delves into 
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the integration of RPA technology, which is deemed valuable and observable to be 

investigated by the researchers on ways to implement this technology into the SC 

framework.  

 

This report serves as a valuable reference to the researchers if they are interested in 

implementing RPA in their own projects, and it outlines the methodology to be used 

throughout the development process. Next, the project serves as a catalyst to innovate, 

and to prompt further technological advancements. By showcasing the potential of RPA 

technology, it could inspire more people to delve into it and induce the growth of RPA 

technology. 

 

In addition, this report aims to compare the most appropriate tools and platforms in 

terms of the blockchain technology to be implemented into the SCM. It delves into the 

different types of platforms within the blockchain and reviews the platform from the 

perspective of smart contract algorithms, categories of blockchain, consensus 

mechanisms, distinct ways of authorizations, authentications, programming languages, 

and furthermore features to be discussed in later studies. In summary, this thesis report 

has several contributions in resonating a valuable insight to the researchers in the supply 

chain management, automation, and blockchain technology and its use cases in SCM. 

 

1.5  Report Organization 

 

The preceding chapters entitles further details of the research on various aspects of the 

automation and blockchain technologies, methodology, and preliminary work. Chapter 

2 provides an in-depth examination of smart contracts and blockchain platforms. It 

begins with an overview of key blockchain technologies, including Ethereum, 

Hyperledger Fabric, Quorum, and Corda, each with its own unique features and 

applications. The chapter then summarizes the critical aspects of these technologies, 

highlighting their relevance and differences. It further explores the application of 

blockchain in supply chain management, emphasizing its potential to enhance 

transparency and efficiency. Finally, the chapter reviews several companies—IBM 

Food Trust, Provenance, Walmart, and TradeWaltz—that have successfully integrated 
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blockchain technology into their supply chain operations, showcasing real-world 

implementations and benefits. 

 

Chapter 3 details the system methodology and approach used in the project. It begins 

with an outline of the system requirements, specifying both hardware and software/tool 

needs. Chapter 4 covers the system design, including an overview of Hyperledger 

Fabric, its transaction workflow (Execute, Order, Validate), and the supply chain 

architecture. It also introduces the Hyperledger Firefly development stack. While 

Chapter 5 details the implementation process, including software setup, deployment on 

the Kaleido platform, and implementation using an Ubuntu Linux Virtual Machine. It 

also covers generating networks, invoking smart contracts, and initializing the 

Hyperledger Firefly CLI. 

 

Chapter 6 evaluates the system through testing and performance metrics, detailing the 

setup and results. It discusses the challenges encountered during the project and 

evaluates whether the objectives were met. The chapter concludes with a summary of 

findings, and the last chapter provides a final conclusion based on the overall project 

findings and offers recommendations for future work or improvements. This chapter 

summarizes the key findings and insights gained from the literature review, 

methodology, and preliminary work conducted throughout the project. It will highlight 

the significance of the research in advancing understanding and application of 

automation and blockchain technology in the SCM. 
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Chapter 2 

Literature Review 

 

2.1  Background to Smart Contracts, RPA and Blockchain Technologies 

 

Smart contract is a type of automation that could be applied within the system 

architecture to boost overall performance, transparency, scalability, and security. Smart 

contracts are digital contracts that are made up of sets of bytecode instructions run in 

order [23]. Meanwhile, it can be utilized in storing and managing metadata and relevant 

to supplier onboarding and relationship management, including supply chain specifics 

(product data and related actions), quality certifications, and endorsements from food 

stakeholders [46]. 

 

 

Figure 2.1.1 Structure of Smart Contract 

 

Figure 2.1.2 shows when predetermined terms and conditions are met, the transaction 

is submitted onto the chain to allow the peers within the network to validate and execute 

it automatically [30]. When the transaction is completed, it will be updated to the chain 

and the action is immutable and irreversible [31]. No one is not allowed to change the 

state once it is written to the chain, and hence, provides transparency and traceability. 
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Figure 2.1.2 How RPA Enhances Smart Contract Efficiency 

Smart contracts and RPA are able to work together to proceed with the automation 

within a digital environment. Smart contracts and RPA complement each other in 

automating complex workflows, where smart contracts ensure trust and enforceability 

while RPA handles the routine tasks associated with those agreements. By combining 

RPA's speed in handling tasks and smart contracts’ automated enforcement, businesses 

can achieve end-to-end automation with faster and more reliable outcomes. Apart from 

that, both RPA and smart contracts further enhances the accuracy of data and ensure 

immutability by the automating of data entry and retrieval, and securely enforcing 

agreements. When integrated, they can automate and scale complex, multi-step 

workflows that involve both contractual obligations and business processes. 
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Figure 2.1.3 Smart Contract Execution 

Ethereum, Hyperledger Fabric, Corda are among the most popular and widely used 

blockchain platforms and technologies by industries in today’s era. Ethereum is a 

permissionless public blockchain-based platform that allows users to build 

decentralized and create smart contracts. On the other hand, Hyperledger Fabric is a 

permissioned, shared ledger. It allows a transaction of one ledger to discover and utilize 

the transaction and smart contracts on another ledger [14]. Quorum is a decentralized 

platform based on Ethereum that allows for private transactions and enables the giving 

of rights to manage network access. Corda allows users to record and manage 

agreements internally by providing them security, consistency, reliability, privacy, and 

authority [14].  

 

  



CHAPTER 2 

Bachelor of Information Systems (Honours) Digital Economy Technology  
Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    13 
 

2.1.1  Ethereum  

 

Figure 2.1.1.1 Ethereum 

Ethereum uses a high-level language, Solidity, a well-known and easy to understand 

built-in programming language in executing smart contracts on the platform [14]. The 

network is composed of nodes that maintain the integrity of network by validating 

transactions and ensuring consensus [13]. The Proof of Work (PoW) consensus 

algorithm, similar to Bitcoin's 'hash function', is initially employed by Ethereum. To 

ensure transaction validation and block addition to the blockchain, miners are engaged 

in a competitive endeavor to resolve complex mathematical riddles [13]. Nonetheless, 

Ethereum is now upgrading to Ethereum 2.0 network and transitioning to a PoS 

consensus mechanism.  

 

Table 2.1.1.1 Summary of Ethereum Authentication and Authorization Schemes 

 

According to [17], in terms of Transaction Sender Authentication (TSA), the account 

owner does not need specific authorization to invoke any transaction if the private key 

has been proven (authentication). To confirm the sender of the transaction's identity, it 

employs recoverable ECDSA signatures in conjunction with key-based authentication 

[17]. Additionally, the passphrase that is received by unlocking the account via the 

unlock_account method serves as the basis for authentication for actions linked to the 

wallet. Its parameters include an address, a passphrase, and an optional time for signing 

transactions and sending money without reentering the passphrase. 
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Smart contracts in Ethereum operate in the Ethereum Virtual Machine (EVM), which 

allows the contract code to trigger data reads and writes, not to mention execute 

computations such as cryptographic primitives and send messages to other contracts 

[14]. The bytecode also allows jumps, which makes the behavior Turing complete. 

When a Solidity contract is compiled, it is turned into a list of opcodes, which are 

operation codes and are recognized by shorthand [23]. The key component of the smart 

contract deployment is to generate the account address.  

 

In this case, Ethereum uses the Keccack-256 hashing algorithm, a variant of the SHA-

3 cryptographic hash function. The Ethereum address is formed by taking the rightmost 

160 bits (20 bytes) of the hash value and generating it from the resulting public key. On 

the Ethereum blockchain, this address serves as the smart contract's unique identifier 

[17]. The elliptic curve secp256k1 is used to generate the pair of keys, and each identity 

in the system is given a distinct account address. Upon initiation of a transaction, the 

sender's identity is verified by the transaction signature to ensure that the derived 

account address corresponds exactly to the one recorded in the global network state 

[17]. 

The equation for generating the Ethereum address from the Keccak-256 hash value is 

as follows: 

𝐴𝑑𝑑𝑟𝑒𝑠𝑠 =  𝑟𝑖𝑔ℎ𝑡𝑚𝑜𝑠𝑡_160_𝑏𝑖𝑡𝑠 (𝐾𝑒𝑐𝑐𝑎𝑘 − 256(𝐵𝑦𝑡𝑒𝑐𝑜𝑑𝑒)) 

Where: 

• 𝐾𝑒𝑐𝑐𝑎𝑘 − 256(𝐵𝑦𝑡𝑒𝑐𝑜𝑑𝑒) represents the output of the Keccak-256 hashing 

algorithm applied to the bytecode of the smart contract. 

• 𝑟𝑖𝑔ℎ𝑡𝑚𝑜𝑠𝑡_160_𝑏𝑖𝑡𝑠 function extracts the rightmost 160 bits (20 bytes) from 

the hash value to obtain the Ethereum address. 

 

This algorithm ensures that each deployed smart contract on the Ethereum blockchain 

has a unique address derived from its bytecode, providing a secure and deterministic 

method for addressing and interacting with contracts on the network. 
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2.1.2 Hyperledger Fabric 

 

Figure 2.1.2.1 Hyperledger Fabric 

 

Hyperledger Fabric, also known as Fabric, is one of the projects under the Linux 

Foundation in the December 2016 and the first distributed OS for permissioned 

blockchains [25]. For example, Go, Java and Node.js. Hyperledger Fabric is an open-

source platform and technology used in industrial enterprise solutions. It leverages the 

Practical Byzantine Fault Tolerance (PBFT) approach to attain agreement, as well as a 

combination of Node.js and JavaScript [24]. PBFT makes use of cryptographic 

techniques like hashing, signature verification, and signatures to make sure that nothing 

can be changed and that the evidence is unquestionable. As for the secure hashing 

algorithm, Fabric uses SHA-256 for hashing. A cryptographic hash function called 

SHA-256 (Secure Hash Algorithm 256-bit) generates a 256-bit (32-byte) hash value 

[27]. Since the hash of one block is determined using the hash of the preceding block 

and transaction, this enables the block to be linked to the chain structure. 

 

 

 

Table 2.1.2.1 Summary of Hyperledger Fabric Authentication and Authorization 

Schemes 
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Chaincode, in the context of blockchain technology, is a term used in Hyperledger 

Fabric, and are often referred to as smart contracts [26]. It is a program code that 

implements application logic and executes transactions on the blockchain network to 

move digital assets in line with established rules [27]. Thus, the business logic layer of 

Fabric is made up of chaincode, which establishes the guidelines and practices for 

handling and validating transactions. Once a chaincode has been deployed and the 

contract's requirements have been met, the code executes and automatically completes 

the transaction [27]. It is critical in ensuring that blockchain networks operate 

efficiently, safely, and in accordance with the unique requirements of an application. 

 

 

 

Figure 2.1.2.2 Blockchain Technology for Smart Contracts 

 

Fabric, in terms of transactions, comprises of two types, namely Deploy and Invoke 

transactions. Deploy transactions is the creation of new smart contracts and deploy the 

transaction for execution. Meanwhile, invoke transactions will run the operation in 

regards of previous deployed chaincode. The deployment of transaction does not 

require specific authorization scheme since everyone has the access to transactions 

within the same channel [14]. 
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Figure 2.1.2.3 Execute-order-validate architecture of Fabric 

 

Fabric uses architecture which is execute-order-validate paradigm by dividing the 

transaction flow into three stages. The first stage is the execution stage where the 

transaction is executed by peers and checked for the correctness [22]. As for the 

ordering stage, it ensures that the consensus protocol is sent and on the order of 

transactions in the block. Lastly, the validation stage, where the transaction is validated 

by each and every peer within the network aligning with specific trust assumptions. The 

block will be added on the blockchain if the transactions are legitimate [28]. When the 

state of any of the Fabric network nodes changes, they are all refreshed and monitored 

simultaneously [24]. With the Hyperledger Fabric network, transactions may be 

completed almost instantly and are globally accessible. 
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2.1.3 Quorum 

 

Figure 2.1.3.1 Quorum 

As Quorum is derived from Ethereum, they are likewise having the same structure. The 

fundamental purpose of Quorum is to employ cryptography in order to restrict access 

to sensitive data exclusively to the individuals involved in the transaction. The method 

involves using a cohesive blockchain and incorporating smart contract software 

architecture, as well as making changes to the Ethereum platform. The smart contract 

design allows for the separation of sensitive data into discrete sections, which facilitates 

improved privacy and security measures. This is accomplished by modifying the go-

ethereum codebase, which includes changes to both the block proposal and validation 

procedures, protecting the integrity and security of sensitive data. [29] 

 

 

 

Table 2.1.3.1 Summary of Quorum Authentication and Authorization Schemes 

 

On top of that, Quorum employs the Ethereum Geth node to handle personal 

transactions, and similar to Ethereum, uses key-based authentication with recoverable 

ECDSA signatures. The objective is to authenticate that the sender is the rightful owner 

of the account from which the transaction originated [17]. In order to grant 

authorization to a new node, the designated public key must be included in the list of 

keys for each node. In contrast, revoking a node necessitates the removal of each node 

from the list. Quorum has restricted access to private transactions to a set number of 

nodes determined by the sender [17]. Despite the similarity between Quorum and 
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Ethereum, there are some differences. The aforementioned states that Quorum is 

permissioned, and not open to all [15]. Only those who have granted access and 

validated can be involved in the network.  

 

During the modified block validation process of Quorum, all nodes meticulously 

validate both public and private transactions by executing the contract code linked to 

those transactions. However, in the case of other "private transactions" where a node is 

not directly involved, the node will bypass the contract code execution process. This 

approach guarantees that nodes only execute contract code for transactions that are 

pertinent to them, maintaining efficiency and privacy within the Quorum network. 

Quorum efficiently manages private data and ensures transaction integrity and network 

efficiency by selectively executing contract code based on transaction involvement. 

On top of that, Quorum network operates on a voting-based consensus algorithm [29] 

known as QuorumChain, where the voting rights are assigned to each and every 

member within the network via smart contracts, and the status is then tracked using the 

tally votes. The block that receives the highest number of votes will emerge as the 

winner and is accepted as the authoritative head of the chain. The election results are 

then verified and audited to achieve the prevention of fraud and safeguard the accuracy 

of the results [16].  
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2.1.4 Corda 

 

Figure 2.1.4.1 Corda 

 

R3 Corda enables customers to build their smart contract-driven applications using the 

Java and Kotlin programming languages [32]. It provides users two options to adapt to; 

use the open-source code to deploy personalized network or pay to use the available 

Corda network. 

 

 

 

Table 2.1.4.1 Summary of Corda Authentication and Authorization Schemes 

 

In Corda, a compatibility zone is designed for the permissioned network. [14] states 

that the network comes in four types of certificate authorities (CA) including the root 

network CA, the doorman CA, the node CAs, and the legal identity CAs. The doorman 

CA plays the role of intermediary, while each node in the node CAs serve its own CA. 

Last, the legal identity CAs are capable of signing transactions and issue certificates for 

confidential legal identities. There are two types of notaries used in transaction 

validation. The initial notary is assigned to the 'validating' and 'non-validating' 

categories, where users are granted access to all transactions and verify their 

consistency without having access to the transaction content. However, they are notified 

that the input states have not yet been consumed.  

 

Corda has implemented the certificate-based authentication using digital signatures in 

authentication of the message sender. Moreover, Due to the fact that each transaction 

is associated with a node, Corda treats them as standard messages; therefore, transaction 

sender authentication is handled in the same manner as message sender authentication 
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[14]. All transactions are confidential and only shared among stakeholders. Notaries 

offer authorization to trigger a transaction. In addition, password authentication, 

controlled at the node level, facilitates remote user authentication. To connect remotely 

to a node, users must give proper credentials, such as a username and password. 

 

Corda adopts a distinct methodology when it comes to smart contracts. The new state 

can be generated by any arbitrary code and there is no requirement to distribute it. 

Therefore, the code responsible for generating transactions might be owned exclusively 

by a certain entity. The purpose of the contract code in Corda is to verify the transaction 

proposal. In other words, a Corda contract is a validation function that enforces 

limitations on how a transaction can alter states. The validation function is disseminated 

to all nodes on a need-to-know basis and is executed by all relevant parties to 

authenticate a transaction.  

 

Due to the requirement for the validation function to consistently generate the same 

output for a given input, there are constraints on what may be done with the contract 

code. Corda utilizes a simplified version of the Java Virtual Machine (JVM) to ensure 

consistent and predictable execution of contracts. For instance, the utilization of 

stochastic number generators in the contract code would yield disparate outcomes for 

identical inputs and is thus prohibited. The same principle applies to citing external data 

that may undergo changes in the future. [33] 
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2.2  Summary of Reviewed Blockchain Technologies 

Features Ethereum Hyperledger Fabric Quorum Corda 

Node Authentication N/A (permissionless, 

authenticated communication 

uses ECC) 

Message sender authentication 

(Certificate-based) 

N/A (no node roles defined) Message sender authentication 

(Certificate-based) 

Node Roles Granting N/A (no roles are defined) ABAC N/A (no node roles defined) ABAC 

Transaction Sender 

Authentication 

Key-based Key-based Key-based Relies on certificate-based node 

authentication 

Transaction Sender 

Authorisation 

Account owner does not require 

specific authorisation 

Account owner does not require 

specific authorisation 

Account owner does not require 

specific authorisation 

Provided by notaries node 

Transaction Receiver 

Authentication 

N/A (all transactions are 

public) 

N/A (all transactions are 

accessible by channel 

members) 

N/A (all transactions are 

accessible by channel 

members) 

N/A (transactions only sent to 

authorised nodes and not 

broadcast) 

Transaction Receiver 

Authorisation 

N/A (all transactions are 

public) 

ACL N/A (all transactions are 

accessible by channel 

members) 

N/A (transactions only sent to 

authorised nodes and not 

broadcast) 

General Remote User 

Authentication 
Non-existing Non-existing Non-existing Password-based 
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Account Owner Remote 

Authentication 

Passphrase-based Non-existing Passphrase-based Non-existing 

Remote User 

Authorisations 

Non-existing, available 

methods depend on enabled 

modules 

Non-existing Non-existing Capability list 

Smart Contract 

Execution 

Ethereum Virtual Machine 

(EVM) 

Docker containers Ethereum Virtual Machine 

(EVM) 

JVM-based 

Smart Contract 

Algorithm 

SHA-3-256 hashing algorithm 

(Keccak-256) 

PBFT Modified block validation 

procedures 

Deterministic validation 

function 

Programming Language Solidity Go, Java, JavaScript, 

TypeScript 

Solidity Java, Kotlin 

Transaction Finality Eventual Final Eventual Final 

Privacy Public Permissioned Private, Permissioned Confidential Transactions 

Key Features Decentralisation, Smart 

Contracts 

Scalability, Permissioned, 

Modularity 

Privacy, Permissioned, 

Performance 

Privacy, Compatibility, 

Security 

Consensus Mechanism PoW transitioning to PoS PBFT, Raft Voting-based consensus 

mechanism (QuorumChain) 

Raft, Notary 
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2.3  Blockchain in Supply Chain Management 

 

Supply chain management (SCM) is crucial in today's global economy for it exerts a 

substantial impact on the worldwide economy [42]. In today’s supply chain, there is no 

secure method in place within the present supply chain to store confidential data of 

consumers [41]. Blockchains play a crucial role in facilitating agreements, payments, 

and delivery in contemporary supply-chain management systems. Within the supply 

chain context, a customer and a supplier establish a contractual agreement whereby the 

client agrees to swiftly transfer funds to the supplier's account upon receiving a product 

that meets established specifications and quality standards. This arrangement can be 

executed as a smart contract, wherein cash will be automatically transferred from the 

consumer to the supplier's blockchain wallet, akin to a bank account, as soon as the 

product is received in flawless condition, meeting all set requirements. The blockchain 

is a cutting-edge technology that has the capacity to greatly improve supply chain 

management due to its inherent security, heightened transparency, traceability, and 

efficiency [40]. 

 

Figure 2.3.1 Blockchain-based Supply Chain Management 
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 The majority of current tracking and traceability systems, commonly employed by 

supply chain networks, encounter issues related to centralized management and data 

protection. Blockchain (BC), a core technology, has garnered significant attention from 

both academia and businesses in recent years because to its inherent characteristics of 

immutability and decentralization. Implementing BC technology in the supply chain 

will revolutionize current supply chain systems and eliminate reliance on third-party 

systems. It has the ability to overcome a wide range of challenges in the supply chain. 

The promise of this technology to transparently and securely trace all types of 

transactions motivates us to explore the opportunities that blockchain offers throughout 

the supply chain. [40] 

 

 

Figure 2.3.2 Blockchain Utilization in Supply Chain 

 

The primary objective and difficulty of efficient SCM is to enhance the performance of 

the supply chain by considering exterior factors like customer satisfaction and internal 

factors like operational efficiency. This involves analyzing and eliminating any 

wastage, issues, or complications inside the internal supply chain. The integration of 

SC modules requires a strong commitment to Blockchain technology, a high level of 

confidence, collaborative decision-making, and the exchange of accurate information. 

There are lots of notable applications of blockchain technology being applied in the 

SCM. To name a few, Food SC, Pharmaceutical SC, Automotive SC, Electronics SC, 

Finance SC, and Logistics SC [43]. 
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It is found that automatic data validation provided by BC reduces the necessity for 

double-checking in the SC, as well as offering tracking and tracing capabilities. BC 

enables transaction monitoring by offering verifiable evidence of transaction origin. 

Blockchain technology facilitates increased scalability and enhanced data precision, 

resulting in accelerated end-to-end supply chain processes. BC-enabled applications 

facilitate the rapid distribution of data over the whole network within seconds. 

Consensus approaches offer a reliable and logical basis for smart contracts, allowing 

for supply chain automation and operational advantages. In the context of SCM, 

blockchain technology has the potential to enhance transparency, traceability, 

efficiency, and data security. [41] 
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2.4  Use case of Blockchain Based SCM 

2.4.1 IBM Food Trust 

 

The global food supply chain has grown in complexity as a result of the widespread 

availability of food products from around the world, regardless of season or location. 

This complexity has increased the demand for trust and openness throughout the supply 

chain. IBM Food Trust addresses this difficulty by ensuring transparency across the 

whole food ecosystem, from farm to consumer. IBM Food Trust is a blockchain-driven 

network that connects key players in the food supply chain, including farmers, 

processors, distributors, and retailers [49]. Utilizing Hyperledger Fabric enhances the 

traceability, transparency, and overall efficiency of supply chain operations. This 

solution allows involved parties to share and access their food supply chain data through 

a shared, secure, immutable record of food provenance and transactions [48].  

 

By enabling end-to-end product tracing, IBM Food Trust helps businesses share 

documentation securely and build consumer trust. Besides, these platforms minimize 

human error and create a more reliable and transparent supply chain through automating 

manual processes. The manipulation of blockchain technology in the food supply chain 

eventually allows authorized users to quickly access actionable data across the entire 

SC, initially from farm to retail store and ultimately to the consumer. It enables users 

to retrieve comprehensive information about any food item, including its complete 

history, current location, and related data such as test results, certifications, and 

temperature records, within seconds. [48] 
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Figure 2.4.1.1 Blockchain Role in Supply Chain 

 

IBM Food Trust merges supply chain modules with core blockchain features, 

integrating technology, standards, interoperability, and governance to generate 

economic value within the food ecosystem. Food Trust leverages blockchain’s 

decentralization to enable multiple participants to share food-related data on a 

permissioned blockchain model. Each blockchain node is managed by a different entity, 

ensuring that all data is encrypted, inerasable, and trustworthy. They can only have 

access to data they are authorized to view.  

 

Hyperledger Fabric, the blockchain framework underpinning Food Trust, is distinct 

from open-source platforms like Ethereum. Unlike Ethereum’s permission-less 

network, where data is accessible to all participants, Hyperledger Fabric’s permissioned 

structure offers greater data privacy and flexibility, allowing companies to maintain 

control over data access on the blockchain network. [47] 
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Figure 2.4.1.2 IBM Food Trust Solution 

 

IBM Food Trust offers an integrated set of modules designed to enhance the efficiency 

and transparency of the food supply chain: [50] - [52] 

 

a. Trace Module: This module permits clients to follow the provenance of a item with 

quick get to to end-to-end information. It moreover gives real-time data on the product's 

area and status, empowering speedy and proficient item reviews. 

 

Figure 2.4.1.3 IBM Food Trust Trace Module (a) 
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Figure 2.4.1.4 IBM Food Trust Trace Module (b) 

 

 

b. Fresh Insights Module: This module connects various product data points to 

provide visibility into inventory across the supply chain. It tracks the time since 

production and until expiration, helping to identify at-risk inventory. Suppliers 

can use this information to improve product freshness, reduce losses, and 

identify inefficiencies. 
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Figure 2.4.1.5 IBM Food Trust Fresh Insights Module 

 

 

c. Certifications Module: This module digitizes crucial certificates and 

inspection documents, optimizing the efficiency of information management. It 

helps certify the provenance of products and ensures their authenticity. 
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Figure 2.4.1.6 IBM Food Trust Certification Module (a) 

 

 

Figure 2.4.1.7 IBM Food Trust Certification Module (b) 
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d. Consumer App: IBM Food Trust aimed to offer a customizable consumer app 

that would allow in-store customers to scan product QR codes and barcodes. 

This program would allow users to explore and verify the origins and journeys 

of any food item, including its contents. The purpose was to provide consumers 

with transparency regarding the food goods they buy, so encouraging trust and 

informed decision-making. 
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2.4.2 Provenance  

 

Provenance is a data-driven platform that verifies and highlights sustainability 

credentials for consumer-packaged goods. The platform allows businesses to 

communicate their sustainability efforts and impact transparently, providing consumers 

with valuable information from the point of discovery through to the checkout process 

[53]. Provenance’s system is designed to improve transparency within the supply chain 

by ensuring that all participants meet certification and standards requirements.  

 

The framework comprises six measured components: registering, standards, 

generation, manufacturing, tagging, and user-facing modules. Each of these modules 

works freely but is coordinated into a bound-together blockchain, making a cohesive 

environment inside the framework. The blockchain records exchanges by putting away 

information in a shared open record, which permits for auditability. Moreover, smart 

contracts are utilized to encourage operations inside the chain, counting money-related 

and data trades. [48] 

 

A case study about tuna tracking and certification was conducted over half a year in 

Indonesia, collaborating with the NGO Humanity United and the International Pole and 

Line Foundation (IPNLF) to track and trace yellowtail tuna [48]. In this case, 

Provenance implemented a system consisting of data interoperability to ensure secure, 

continuous and accessible tracking and tracing of items and certifications across the 

SC. This system introduced a point of sale (POS) for tracking smart tags. Fishermen, 

for instance, could enroll their catch by sending an SMS, which would make a new 

block within the blockchain with a lasting and special ID. This interesting ID was then 

physically joined to the fish utilizing technologies like QR codes or RFID labels. As 

the fish moved to the supplier, the digital asset followed, with each transaction recorded 

on the blockchain. The fishermen's identities were also stored, allowing them to track 

and trace the fish using public software libraries that connect with the blockchain. TThe 

picture below depicts Tuna's provenance, which is supported by blockchain technology 

and available to participants throughout the supply chain. 
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Figure 2.4.2.1 Provenance of Tuna 
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2.4.3 Walmart 

 

Walmart is one of the world's largest retailers, with an extensive and complicated 

supply chain that has expanded to include 210 distribution channels. Its success is due 

to its commitment to driving innovation and outstanding operations in the supply chain, 

being well-known for its efficiency, scale, and ability to serve millions of customers 

daily [58]. In this scenario, Walmart uses IBM's blockchain-based Food Trust to track 

food products from farm to store shelves. This helps ensure the freshness and safety of 

perishable items. By scanning product information onto the blockchain, Walmart can 

trace the origins and journey of food items, improving recall capabilities in case of 

contamination or safety concerns. 

 

Walmart's use of blockchain technology has significantly improved its supply chain 

management, particularly in the areas of food safety, supplier management, and 

efficiency. One of the most impactful applications is the faster response to food safety 

issues. With blockchain, Walmart has drastically reduced the time needed to trace the 

origin of a food product from 7 days to just 2.2 seconds. This capability is essential 

during foodborne illness outbreaks or contamination incidents, allowing the company 

to swiftly isolate affected batches and remove them from shelves, protecting consumers. 

Apart from that, the adoption of blockchain technology increases transparency in terms 

of accessing detailed, immutable records about where products come from, who 

handled them, and how long they spent at each stage in the supply chain. This 

eventually increases food safety standards and builds trust with consumers. Suppliers 

can upload certificates of origin, safety audits, and other compliance documentation 

directly to the blockchain, simplifying the auditing process. 

 

In terms of supplier management, Walmart requires certain suppliers, especially in fresh 

produce, to participate in its blockchain system. This ensures consistent data recording 

across the supply chain, improving communication between Walmart and its suppliers. 

As a result, supplier collaboration is enhanced, and supply chain optimization becomes 

more efficient. Moreover, blockchain technology aids Walmart in achieving cost 

reduction and waste minimization. By providing greater visibility into product 

expiration dates and quality, the company reduces food waste and optimizes inventory 
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management, helping to avoid over-ordering or spoilage. Compliance and sustainability 

are also bolstered through Walmart’s blockchain system. The technology offers 

verifiable, tamper-proof data that can be audited, ensuring that Walmart’s supply chain 

adheres to industry regulations. Additionally, Walmart leverages blockchain to meet its 

sustainability goals by ensuring ethical sourcing practices. Furthermore, blockchain 

holds suppliers accountable for maintaining product quality and compliance standards. 

The transparent, shared data available to all participants in the supply chain allows 

Walmart to quickly identify inefficiencies or lapses, creating a more reliable system. 

 

Walmart initially piloted blockchain technology with mangoes and pork and later 

expanded the effort to include leafy greens such as lettuce and spinach. As the company 

explores further scaling across various food categories and regions, blockchain 

technology continues to enhance its supply chain operations. Lastly, supplier 

integration into Walmart’s decentralized blockchain network ensures that all 

stakeholders can securely share information without relying on a central authority, 

further solidifying Walmart’s blockchain-powered supply chain. These blockchain 

initiatives help Walmart build a more resilient, transparent, and efficient supply chain, 

improving food safety, product quality, and sustainability while reducing costs and 

waste. [59] 
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2.4.4 TradeWaltz 

 

TradeWaltz is a cross-industry trade information collaboration SaaS platform that 

provides security and integrated management of trade transaction data based on 

blockchain technology [55]. Launched in 2017, TradeWaltz aims to streamline 

communication and documentation processes across various industry sectors, including 

import/export, manufacturing, finance, insurance, logistics, and carriers. TradeWaltz 

aims to enhance international trade transactions' efficiency, transparency, and 

trustworthiness.  

 

In this case, TradeWaltz enables the creation, management, and verification of digital 

trade documents on a blockchain ledger. TradeWaltz facilitates the generation and 

transmission of standard trade documents such as permits, certificates of origin, 

insurance policies, invoices, and shipping instructions. This digitalization reduces 

paperwork, speeds up processes, and minimizes the risk of fraud. It utilizes smart 

contracts to automate and enforce trade agreements. Smart contracts execute predefined 

conditions automatically, reducing the need for intermediaries and mitigating disputes. 

Meanwhile, with the use of blockchain technology, security is guaranteed, and users 

can track the status of shipments and transactions in real-time. This transparency helps 

stakeholders track progress and manage exceptions more effectively. 
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Figure 2.4.4.1 TradeWaltz Trade Ecosystem 

 

The TradeWaltz platform architecture establishes a trade ecosystem that enables 

stakeholders in the sector to effortlessly communicate information using standard 

digital documents—without risking security breaches or exposure to other data. The 

platform covers a wide range of parties in the trade industry, allowing for seamless 

interactions between importers, exporters, manufacturers, financial institutions, 

insurance providers, and logistical businesses. They can generate documents and 

promptly send them to necessary parties, and document digitalization will result in 

minimal to no lag time in communication. [56] & [57] 
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Chapter 3 

System Methodology/Approach 

This chapter presents an outline of the suggested methodology and approach for the 

development of the smart contract framework project. The strategy and methodology 

are designed to utilize Hyperledger Fabric as the foundational blockchain infrastructure 

due to its robust features and compatibility with enterprise-grade blockchain 

applications. In this case, the Kaleido platform is used as the platform for the sandbox 

environment, and the project development is carried out using a laptop. Hyperledger 

Fabric stands out as a versatile and powerful platform, particularly suited for enterprise 

applications due to its permissioned nature, strong privacy features, and flexible 

architecture. 

 

Secure Software Development Lifecycle (SSDLC) will be integrated into the project 

“RPA in Secure SCM”. SSDLC is an approach used in developing secure software and 

ensures all the processes are having security measures [44]. The objective of SSDLC is 

to ensure that security is an integral part of the software development process, in the 

end ensuring that final product is in a secure manner. It involves planning, analysis, 

design, development, testing, release, and maintenance processes [45]. 

  

  

Figure 3.0 SSDLC Process  
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Security requirements and objectives are to be defined in the planning phase. 

Meanwhile, in the analysis phase, security risk assessment needs to be conducted to 

understand the security context on which vulnerabilities relate to the selected resources. 

Moving on next to design which involves creating a secure software architecture for 

the project. During the development and testing phase, secure coding standards are 

required and perform various testing to identify the weaknesses in the designed code, 

and to solve vulnerabilities. In the release phase, secure deployments are of utmost 

importance to ensure the software is configured securely in the production environment. 

Lastly, ongoing maintenance and monitoring are needed to identify and address security 

issues.  

 

3.1  System Requirement 

3.1.1  Hardware 

 

The hardware used in this development is laptop, which is the MSI GF63 Thin 9SCXR 

model, featuring an Intel Core (TM) i5-9300H processor. It runs Windows 11 and 

features an NVIDIA® GeForce® GTX 1650 graphics card with Max-Q Design. The 

system boasts 12GB of DDR4-2666 RAM for efficient multitasking capabilities and 

offers ample storage space with a 512GB SATA HDD. The platform used to test on the 

development is Kaleido, and it comprises of all the needed tools to develop the project. 

 

Description Specifications 

Model  MSI GF63 Thin 9SCXR 

Processor Intel Core (TM) i5-9300H 

Operating System Windows 11 

Graphic NVIDIA® GeForce® GTX 1650 With Max-Q Design 

Memory 12GB RAM DDR4-2666 

Storage 512GB SATA HDD 

Table 3.1 Specifications of Laptop
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3.1.2 Software/Tools 

Software/Tools Description 

 

 

 

 

 

 

1) Kaleido 

 

Kaleido is a full stack SaaS platform [36] and offers Blockchain as a Service (BaaS) solutions for enterprises. It offers 

various features such as pre-built networks, easy deployment of blockchain nodes, built-in tools for smart contract 

development, and integration with cloud services.  

Examples of blockchain protocols [37] provided includes: 

1. Ethereum 2. Avalanche Network 3. Hyperledger Besu 

4. Polygon PoS 5. Avalanche Subnets 6. Quorum 

7. Polygon Supernets 8. Hyperledger Fabric 9. Corda 

Examples of products offered by Kaleido platform: 

1. Blockchain as a Service 2. NFT Platform 3. CBDC Sandbox 

4. Digital Asset Platform 5. Consortium 6. Hyperledger FireFly 
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2) Hyperledger Fabric 

Hyperledger Fabric is a powerful enterprise-grade blockchain architecture known for its flexibility and scalability. It 

provides a basic platform for developing decentralised apps (dApps) and managing digital assets in enterprise 

environments. Fabric offers a comprehensive suite of tools and components designed to streamline the development, 

administration, and interoperability of DLT. Its modular architecture and permissioned nature make it an ideal choice 

for businesses seeking secure and efficient blockchain solutions tailored to their specific needs. [35] 

3) Node.js The server-side, open-source JavaScript runtime environment Node.js permits the execution of JavaScript code in a 

browser-independent environment. In other words, allows cross-platform tool for creating scalable network applications. 

It is commonly used for building scalable network applications and server-side scripting. It ensures smooth data 

communication between the app and backend services [34]. 

4) Go (Golang) Go, alternatively referred to as Golang, is a procedural compiled open-source programming language that has been 

specifically engineered to facilitate the development of streamlined software applications and the resolution of complex 

challenges [38]. It is often used for developing backend services, including blockchain applications. 

5) Java Java is a platform-independent, object-oriented programming language that is extensively utilised [39]. It is renowned 

for its resilience. For the development of enterprise applications, including blockchain solutions, it is frequently 

employed on account of its robust ecosystem support and scalability. 
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6) JavaScript JavaScript is a high-level, interpreted programming language that is a fundamental technology of the World Wide Web, 

alongside HTML and CSS. It is widely used for creating interactive and dynamic content on websites. JavaScript enables 

developers to build complex web applications and user interfaces with features that enhance user experience and 

interaction. [60] 

7) Docker Desktop Docker Desktop is a comprehensive application that provides an integrated environment for building, running, and 

managing Docker containers on your local machine. It is available for Windows and macOS, offering a user-friendly 

interface and a suite of powerful features for developers. [62] 

8) Docker Compose Docker Compose is a tool that simplifies the process of defining and managing multi-container Docker applications. It 

allows developers to define a multi-container environment using a single configuration file, and then use simple 

commands to manage the deployment, scaling, and operation of these containers. [61] 

9) Windows Subsystem 

for Linux (WSL) 

Windows Subsystem for Linux (WSL) is a compatibility layer that enables developers to run a Linux distribution directly 

on Windows without the need for a virtual machine or dual-boot setup. WSL provides a seamless integration of Linux 

tools and applications into the Windows environment, facilitating development and testing across both operating systems. 

[63] 

Table 3.2 Software/Tools Required 
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Chapter 4 

System Design 

 

4.1  System Design Diagram 

4.1.1 Overview of Hyperledger Fabric 

 

 

Figure 4.1.1.1 A Fabric network with federated MSPs and running multiple 

(differently shaded and colored) chaincodes 

 

Figure 4.1.1.1 shows the overall design philosophy of the fabric network. As mentioned 

in previous literature review, Hyperledger Fabric runs under the architecture of 

“execute-order-validate” model, and the chaincodes will be passed to nodes with 

different roles.  

 

Fabric is composed of three main roles: Client, Peer, and Ordering Service. Unlike 

common node that exists within the same channel and shares the same state, only the 

designated nodes have the right to access the state of the ledger.  
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Each Fabric node has the ability to establish several channels concurrently, with each 

channel functioning as an autonomous blockchain network that maintains its own 

ledger. 

 

a.  Client 

The client is the topmost level of the program and acts as the primary interface for users 

to engage with Fabric using the software development kit (SDK) offered by Fabric. 

 

b.  Peer 

 

Figure 4.1.1.2 Components of Fabric Peer 

The peer plays a crucial role in the Fabric channel. In addition to maintaining 

blockchain data and ledger state, it is accountable for the "execution" and "validation" 

of transactions. Based on the "execute-order-validate" model, a limited number of 

specific nodes are responsible for executing transactions, while the remaining nodes 

emphasize validation. Meanwhile, the node responsible for executing is referred to as 

the "Endorsing Peer", whereas the node responsible for validating is known as the 

"Committing Peer". All peer nodes have the same structure, with each task being 

executed by its respective module. 

 

Explanations on important modules within the peer component: 

• Endorser: Implement the “execution” of the transaction. Docker containers are 

utilized to support chaincode written in various general programming 
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languages. The client is responsible for deploying the endorsement policy and 

chaincode in advance. 

 

• Committer: Execute the "validation" and state update procedures for the 

transaction. In addition, configuration files and system chaincode are included. 

 

 

• MSP: MSP is a essential in establishing "permissioned" networks; it is in charge 

of the node's identity and permission management. Fabric's identification 

system operates on X.509 certificates, a standard that is well-suited for 

integration with established identity management systems and public-key 

infrastructure (PKI). The MSP, on the other hand, is solely tasked with 

management and not certificate issuance. The Certificate Authority (CA) 

performs the authority to issue the certificate, whether it is a commercial CA or 

Fabric-CA, which is native to Fabric. 

 

c.  Ordering Service 

The ordering service sets Fabric against others. It ensures a systematic arrangement of 

the transactions and generates blocks for every channel. This service can either function 

as a single node or as a cluster of multiple nodes. In contrast to the stateful "peer" 

mentioned earlier, the ordering service is stateless as it does not need to "execute" or 

"validate". This feature brings a significant advantage to Fabric. By eliminating the 

need for state synchronization, the ordering service can scale-out more easily. 
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4.2  Transaction Workflow of Hyperledger Fabric 

 

 
 

Figure 4.2.1 Transaction Workflow of Fabric 

 

According to the "execute-order-validate" model, the transaction will pass through 

three stages: "execution", "ordering", and "validation". The sequence diagram above 

illustrates the overall workflow. Based on the labels in the figure, step 1 and step 2 are 

associated with "execution," while step 3 and step 4 are associated with "ordering." The 

paragraph in the bottom text corresponds to "validation." 
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4.2.1 Execute 

 

Initially, the client submits a transaction proposal along with a digital signature to one 

or more endorsing peers. The transaction proposal encompasses various elements such 

as ChaincodeID and parameters. It is of utmost importance to include the endorsing 

policy during the deployment of chaincode, for this policy determines the endorsing 

peers and the consensus threshold required for execution. For instance, a consensus 

may require that 3 out of 5 endorsing peers have the same execution result. 

 

Next, the endorsing peers begin executing the transaction to simulate the results. The 

chaincode will be deployed on the peers beforehand and executed within the Docker 

container. A versioned key-value pair represents the state of a node. The state that must 

be read before each execution is referred to as the "read set," while the state that is 

altered after execution is known as the "write set." Similarly, they both have different 

versions. 

 

The certifying peer encapsulates the execution result within a "endorsement" package 

and transmits it to the client. The content comprises of a read set, write set, and an 

assortment of meta data including TransactionID, EndorserID, and the signature of 

the endorsing peer. Meanwhile, the client gathers "endorsements" from various 

endorsing peers until the endorsement policy's consensus threshold is reached. This 

means that a specific number of endorsing peers must have the identical execution 

result, including the same read set and write set. 

 

4.2.2 Order 

 

Once the endorsing policy is met, the client proceeds to encapsulate the execution result 

within a transaction and forwards it to the ordering service. If the policy is not satisfied, 

the transaction is simply discarded. The transaction includes the data payload, metadata, 

and endorsements from every endorsing peer. The ordering service will process all the 

transactions received within a period of time and generate a block. 

 

Subsequently, all the committing nodes consisting of all transactions will be distributed 

by the ordering service. In this scenario, the ordering service acts as the central 
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coordinator, resulting in a more streamlined message propagation compared to the 

gossip protocol. As a result, the communication complexity is significantly reduced 

from 𝑂(𝑛²) 𝑡𝑜 𝑂(𝑛) . While the bandwidth of the ordering service may pose a 

limitation, one way to mitigate this is by utilising a larger cluster, which can help 

minimise communication overhead. 

 

4.2.3 Validate 

 

Ultimately, the committing node will verify the transactions once it receives the block. 

This process is incredibly efficient and speedy since it requires only the transaction to 

be executed. Validation can be broken down into three distinct steps: Initially, the 

evaluation of the endorsing policy involves verifying if the endorsement linked to the 

transaction aligns with the endorsing policy. Following that, the read/write conflict 

check guarantees the consistency of the version of the "read set". If no issues arise from 

the aforementioned checks, the committing peers proceed to update the ledger based on 

the write set. 

 

It is noteworthy that the committing node must keep track of whether the block contains 

any invalid transactions. If a transaction is deemed invalid, it is immediately discarded. 

In Fabric, a distinct countermeasure can be employed when Byzantine faults are 

detected: Add the endorsing peer to the blocklist. 
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4.3  Supply Chain Architecture Diagram 

 

 

Figure 4.3.1 Managing Supply Chain Process using Blockchain Technology 

 

In this approach, the primary function of blockchain technology is to keep the most 

recent supply chain transactions involving different consumer needs and various 

supplier products.  

 

Customers can generate fresh demand by using the decentralized customer orders 

engine, while suppliers can offer new products using the decentralized supplier 

products engine.  

 

The smart contract functions as an authentication protocol between the two engines, 

validating and safeguarding provider-to-client transaction data patterns. Subsequently, 

the validated transactions are securely documented as a novel block and appended to 

the blockchain.  
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4.4  Hyperledger Firefly Development Stack [64] 

 

The Hyperledger Firefly Development Stack is a group of Supernodes built in to 

cooperate on a single development system. In this development stack, many members, 

also known as organizations, are created and each of them has a unique Supernode. By 

virtue of the Supernode, developers can create and test data flows in the development 

environment, which is made up of the private and public data between different parties. 

 

 

Figure 4.4.1 Firefly Development Stack 

 

The deployment of development stack creates a Firefly Sandbox for every member 

within the instances. It is known as the end-user application that use the Firefly’s API, 

and users are able to glance through the backend and frontend of the features provided 

by the Firefly. It also offers code snippets as examples of how to incorporate those 

features into their own applications.  
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Chapter 5 

Preliminary Work 

 

5.1  Setting Up  

5.1.1  Software 

 

Sign-up Kaleido Account 

Before the development of the project, there are setup need to be done. First, we need 

to sign up for a new account on Kaleido platform.  

 

Figure 5.1.1.1 Sign Up 
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5.2  Implementation on Kaleido Platform 

 

Step 1: Create Network 

• After signing up, create an environment for the project.  

• Name the network as “MySupplyChainManagement” 

• Click on the “next” button.  

• Select Ohio as home region.  

 

 

Figure 5.2.1 Main Page of Kaleido 

 

 

Figure 5.2.2 Create Network 
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Figure 5.2.3 Home Region 

 

Step 2: Create Environment 

• Create a network named “MySupplyChainManagement”  

• Then, create a sandbox environment (Figure 5.1.6)  

• Select the Standard Blockchain Service as the environment type.  

 

 

Figure 5.2.4 Kaleido Dashboard 
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Figure 5.2.5 Environment Type 

 

• Moving on to the next section is to select an environment protocol.  

• In this case, select the Hyperledger Fabric as our environment protocol. 

 

 

Figure 5.2.6 Environment Protocol 

 

• Next, name the environment as “MyFYP”. 

• Click on next.  

• Finally, select the “Hyperledger Fabric 2.4” as the provider, whereas the 

consensus algorithm as Raft and State Database as LevelDB. 
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Figure 5.2.7 Environment Details 

 

 

Figure 5.2.8 Environment Provider Settings 

 

Step 3: Create Orderer Node, Peer Node and Elect Certificate Authority 

• Click on the create node.  

• UTAR is created as organisations and named it “Orderer1” 

• Create a peer node and named it as “Peer1” node.  

• Electe “UTAR” as the CAs.  
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Figure 5.2.9 Environment Dashboard (a) 

 

 

Figure 5.2.10 Creation of Node 
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Figure 5.2.11 Setup Certificate Authority (CA) 

 

Figure 5.2.12 Node Configuration 

 

Figure 5.2.13 Environment Dashboard (b) 
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Figure 5.2.14 Environment Dashboard (c) 

 

Step 4: Create IPFS 

• Create an InterPlanetary File System (IPFS) and named it as “IPFS1”.  

 

 

Figure 5.2.15 Create IPFS 
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Figure 5.2.16 IPFS Dashboard 

 

Step 5: Create Channel 

• Create a new Channel.  

• Go to the Environment > Channel Page and click on Add Channel. 

• Name the channel as “mychannel1”.  

• Add preferred members or organisations to join the channel 

• Click on next and finish for the policy page. 

 

 

Figure 5.2.17 Channel Page 
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Figure 5.2.18 Create Channel 

 

 

Figure 5.2.19 Add Channel Members 

 

Step 6: Create App 

• In Network > Apps, click on create app.  

• Select “Hyperledger Fabric” as the protocol in the app creation.  

• Name the app as “Asset Transfer”. 

• The source code used is precompiled Go language, or Golang. 
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Figure 5.2.20 Apps Page (a) 

 

 

 

Figure 5.2.21 Create App Page 



CHAPTER 5 

Bachelor of Information Systems (Honours) Digital Economy Technology  
Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    64 
 

 

 

Figure 5.2.22 Enter App Details 

 

 

 

Figure 5.2.23 App Page (b) - Asset Transfer Created 
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Step 7: Create Configuration File, Create and Deploy Chaincode 

• Click on the create new version on the top right corner  

• Enter the chaincode details to create a chaincode.  

• A bin file is being created by running the code go build -o assetTransferV1.bin.  

• To compile the binary file, installed GO package, download Hyperledger Fabric 

Samples from GitHub.  

• Then run the code highlighted above after directing to the Hyperledger Fabric 

Samples on command prompt.  

• Do not click on the require initialization before invocation option. 

 

 

 

Figure 5.2.24 Enter Chaincode Details 

 

• It then shows the new version within the app project namespace.  

• Next, click on the promote to environment to promote it to the existing 

environment.  

• Select the environment as “MyFYP”. 
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Figure 5.2.25 App: Asset Transfer Version Details 

 

 

 

Figure 5.2.26 Promote to Environment 

 

• After a promotion we are taken to the "Chaincodes" tab within the 

environment.  

• Click the deploy instance to channel button in the top right of this page to 

deploy.  

• Select the channel as “mychannel1”. 
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Figure 5.2.27 Deploy Instance to Channel 

 

 

 

Figure 5.2.28 Select Channel 

 

• After clicking the finish button, it will be directed to the chaincode page.  

• Scroll to the bottom of the screen, and the deployed channel will be shown. 
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Figure 5.2.29 Chaincode Page 

 

• To ensure the chaincode is running fine, navigate to the node page of 

mychannel1 through Environment > Manage Resources > Dashboard > Peer 

Nodes.  

• Click on Peer1 to direct to the peer node and visit the log activity by clicking 

the “Logs” on the left side of the navigation bar.  

•  

 

 

Figure 5.2.30 Blockchain Dashboard 

 

• The successful instantiation is confirmed by referring to the log. It 

acknowledges us know that we can proceed to invoke the chaincode and send 

transactions into the chain. 
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Successfully queried chaincode name 'asset_transfer' with definition 

{sequence: 1, endorsement info: (version: '1.0.0.u0f4ehkcr9', plugin: 

'escc', init required: false), validation info: (plugin: 'vscc', 

policy: 

'12202f4368616e6e656c2f4170706c69636174696f6e2f456e646f7273656d656e74

'), collections: ()}, 

 

 

 

Figure 5.2.31 Peer1 Logs 

 

Step 8: Run Application 

• In the peer node page, click the Open Web UI button. 

 

 

 

Figure 5.2.32 Peer Node Overview 
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• It will direct users to the sign-in webpage, and users are to login to the explorer 

using the username and password given on the peer node page.  

• After signing in, is direct users to the dashboard of Fabric Blockchain Explorer. 

  

 

 

Figure 5.2.33 Fabric Blockchain Explorer - Sign in Page 

 

 

 

Figure 5.2.34 Fabric Blockchain Explorer Webpage Dashboard 
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• Click on the “Channels” button on the top navigation, and it shows the 

transaction records in Transactions and Ledger records in Blocks, Available 

peers and orderers in network, and available channels. 

 

 

 

Figure 5.2.35 Fabric Blockchain Explorer - Channels Page 

 

 

Step 9: Register, Enrol Signing Account 

• Returning the Peer1 Node page, click on the visit Rest API button.  

 

 

 

Figure 5.2.36 Node Page – View Rest API 
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Figure 5.2.37 Rest API Gateway 

 

Register a User 

• First, register a user with Certificate Authority.  

• POST to the /identities route with name and type arguments.  

• The maxEnrollments and attributes arguments are optional, and we will forgo 

them.  

• To edit and execute the API, click on “Try it out”.  

 

 

Figure 5.2.38 POST /identities (a) 
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Paste the code below into the body and click on execute. 

  

 

 

 

Figure 5.2.39 POST /identities (b) 

 

• After the execution, the Code 200 indicates the successful response from the 

API.  

• The username of the signing account is name, and password is secret which both 

are generated. 

 

 

 

Figure 5.2.40 POST /identities (c) – Server Response 

 

{ 

"name": "user1", 

  "type": "client" 

} 
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The CA returned a Secret in the API response. 

 

 

Enroll The User 

 

• POST to the /identities/{username}/enroll route. 

• Supply the username in the path and the secret in the body.  

• Likewise register call, skip the attributes. 

 

 

 

 

 

Figure 5.2.41 POST /identities/{username}/enroll (a) 

 

 

{ 

  "name": "user1", 

  "secret": "WxIRaazdwykS" 

} 

{ 

  "secret": " WxIRaazdwykS " 

} 



CHAPTER 5 

Bachelor of Information Systems (Honours) Digital Economy Technology  
Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    75 
 

• It shall return a 200 response from the server. The output shows that the 

enrolment is successful through success = true line. 

 

 

Figure 5.2.42 POST /identities/{username}/enroll (b) – Server Response 

 

 

Step 10: Query The User Identity Object 

 

• Issue a GET on the /identities/{username} route. 

• Supply the username (user1) in the path and execute it. 

 

 

 

Figure 5.2.43 GET /identities/{username} (a) 
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Figure 5.2.44 GET /identities/{username} (b) 

 

• When executed, the line enrolmentcert shows that the enrolment is successful. 

 

{ 

  "name": "user1", 

  "maxEnrollments": -1, 

  "type": "client", 

  "affiliation": "", 

  "attributes": { 

    "hf.Affiliation": "", 

    "hf.EnrollmentID": "user1", 

    "hf.Type": "client" 

  }, 

  "caname": "u0vd1vru8n", 

  "organization": "u0vd1vru8n", 

  "mspId": "u0vd1vru8n", 

  "enrollmentCert":  
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"LS0tLS1CRUdJTiBDRVJUSUZJQ0FURS0tLS0tCk1JSUNLakNDQWRDZ0F3SUJBZ0

lVYkRxamk4KzExYkkzVHcrWHdmeHhMQkNwNjdBd0NnWUlLb1pJemowRUF3SXc

KR3pFWk1CY0dBMVVFQXhNUVptRmljbWxqTFdOaExYTmxjblpsY2pBZUZ3MHlO

REEwTVRnd05qVTVNREJhRncwegpOREEwTVRZd09EUXlNREJhTUNFeER6QU5C

Z05WQkFzVEJtTnNhV1Z1ZERFT01Bd0dBMVVFQXhNRmRYTmxjakV3CldUQVRC

Z2NxaGtqT1BRSUJCZ2dxaGtqT1BRTUJCd05DQUFRUm1FY3UxMGRrMEhva3Mxd

3dDNk4zdTBaQnJZaFQKbGFRQlNMbG9tNndKN1VVQ0hORW85Vk56bElCTllqODdj

TDFTR3R3K3JGY0t3Qko4R1lYdVU5elVvNEhyTUlIbwpNQTRHQTFVZER3RUIvd1F

FQXdJSGdEQU1CZ05WSFJNQkFmOEVBakFBTUIwR0ExVWREZ1FXQkJTTGxPUF

EycHVhCmJ1ak43WitTMVdoL2NhVDY5VEFmQmdOVkhTTUVHREFXZ0JTZ2hxa1

FVQTBLcDROTVVFamxVUUhQSjMrUFhqQXUKQmdOVkhSRUVKekFsZ2lOMU1H

ZHNlalZtYlcxckxYVXdjVzVrTm1kb05tY3RabUZpY21sakxXNXZaR1V0TURCWQpC

Z2dxQXdRRkJnY0lBUVJNZXlKaGRIUnljeUk2ZXlKb1ppNUJabVpwYkdsaGRHbHZia

Uk2SWlJc0ltaG1Ma1Z1CmNtOXNiRzFsYm5SSlJDSTZJblZ6WlhJeElpd2lhR1l1Vkhsd

1pTSTZJbU5zYVdWdWRDSjlmVEFLQmdncWhrak8KUFFRREFnTklBREJGQWlFQX

lFWXNJSkEvQUc0NGpqQXAvUU02VlZWcS8xRWhIRUVPaDRqSTRUTkxma3NDS

UIyMQplQ1lYUTNuQVFMVkxWc0Y3aGF5dGVKcHpzMW1COVRlQTFtL2Y3Z3hpC

i0tLS0tRU5EIENFUlRJRklDQVRFLS0tLS0K", 

  "caCert": 

"LS0tLS1CRUdJTiBDRVJUSUZJQ0FURS0tLS0tCk1JSUJmVENDQVNPZ0F3SUJBZ0

lVVUo5cUxyVEx3NGNlZzFDN0FVTytucVRUSURvd0NnWUlLb1pJemowRUF3SXcK

R3pFWk1CY0dBMVVFQXhNUVptRmljbWxqTFdOaExYTmxjblpsY2pBZUZ3MHlOR

EEwTVRnd05qVTVNREJhRncwegpPVEEwTVRVd05qVTVNREJhTUJzeEdUQVhCZ0

5WQkFNVEVHWmhZbkpwWXkxallTMXpaWEoyWlhJd1dUQVRCZ2NxCmhrak9QU

UlCQmdncWhrak9QUU1CQndOQ0FBUjkrZTVZQnAva1JRQVVWTGh4MFNvMmla

WkNVWEVZd1ZyRllBZ3gKSTFLa2lJdFZVY0NKM2dpemRoSVJXYTNDczRuY0s5a3

l0bi9EWkUyRVZ3TGtEcnUxbzBVd1F6QU9CZ05WSFE4QgpBZjhFQkFNQ0FRWXdF

Z1lEVlIwVEFRSC9CQWd3QmdFQi93SUJBREFkQmdOVkhRNEVGZ1FVb0lhcEVGQ

U5DcWVEClRGQkk1VkVCenlkL2oxNHdDZ1lJS29aSXpqMEVBd0lEU0FBd1JRSWh

BT3FhK1BhNmNOMGdEKzFpSWp3L0wrWFcKVXBBRUNrajhQQ2pJVUdDaTUyT1

dBaUFqQXRQUytTVzBtY2xPR2pvcHdKa1ZYSkFqb0c3SFJuVWQ2aldzbS9yLworUT0

9Ci0tLS0tRU5EIENFUlRJRklDQVRFLS0tLS0K" 

} 
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Step 11: Invoke The Deployed Chaincode – Carry Out Transaction (Asset 

Transfer) 

 

• POST to the /transactions route. 

• Select fly-sync as “false” 

• In the body of the call supply values for signer, channel, chaincode, function 

and args. 

• The argument used for the chaincode parameter is the name of previously set 

chaincode package, which is “asset_transfer”. 

• The method invoked is the CreateAsset method. 

• The array for the args are id, color, size, owner and value. 

• Key in the details below, and it the transaction will synchronous: 

 

 

{ 

  "headers": { 

    "type": "SendTransaction", 

    "signer": "user1", 

    "channel": "mychannel1", 

    "chaincode": "asset_transfer" 

  }, 

  "func": "CreateAsset", 

  "args": [ 

    "asset01", "blue", "5", "Nick", "500" 

  ], 

  "init": false 

} 
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Figure 5.2.45 POST /transactions (a) 

 

• The execution returns 200 and 202 from the server and a transactionID is 

generated stating that the transaction is created. 

 

 

 

Figure 5.2.46 POST /transactions (b) – Server Response 
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Invoke The Chaincode in Async Mode 

 

FabConnect offers async and sync as its two distinct transaction submission types. The 

transactionID will be returned directly in the response for a sync submit. We can query 

against the underlying Apache Kafka topic to obtain the transactionID, and an async 

submission will return a unique receipt ID. 

 

• POST once more to the /transactions route with all of the required values and 

arguments. 

• Remember to modify the id field for the asset, or else the chaincode will throw 

an error mentioning that the “asset already exists”. 

• Set the fly-sync query parameter to false. 

• A 200 response is received from the server and along with unique message id. 

 

 

 

Figure 5.2.47 POST /transactions (c) – Async Mode 
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Figure 5.2.48 POST /transactions (d) – Async Mode Server Response 

 

Query the Async Message ID 

 

To find out the corresponding transaction ID, we need to query the receipt store once 

we obtain the message ID from an async transaction submission. 

 

• Issue a GET on the /receipts/{receiptId} route. 

• Supply the receipt ID in the path. (78e87f64-d4c2-4a4d-4be8-3884e37dce34) 

• This should return a similar response body to that you received with a 

synchronous submission. 

 

 

 

Figure 5.2.49 GET /receipts/{receiptId} (a) - Async Mode 

 



CHAPTER 5 

Bachelor of Information Systems (Honours) Digital Economy Technology  

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    81 
 

 

 

Figure 5.2.50 GET /receipts/{receiptId} (b) – Async Mode Server Response 

 

Create an Event Stream 

 

The FabConnect middleware component too supports the dynamic event streaming of 

events to the backend application. We are required to tell the Kaleido platform about 

the type of event stream configurations, either webhook or websocket, and the 

corresponding information, which is the http endpoint or topic, where we want to 

deliver the data. Webhook will be used. 

 

 

Figure 5.2.51 POST /eventstreams (a) 
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Figure 5.2.52 POST /eventstreams (b) – Server Response 

 

• An event stream ID will be sent in the response body.  

• This value is important since it points to the setting that have been made and is 

necessary for a subscription. 
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Create a Subscription 

 

• POST to the /subscriptions route. 

• In the body of the call supply values for name, stream, channel, signer, 

fromBlock, payloadType and blockType. 

 

 

 

 

Figure 5.2.53 POST /subscriptions (a) 

{ 

  "name": "AllEvents", 

  "stream": "es-e5565b06-8cea-4675-6c2f-420250f2d0b3", 

  "channel": "mychannel1", 

  "signer": "user1", 

  "fromBlock": "0", 

  "payloadType": "json", 

  "filter": { 

    "blockType": "tx", 

    "chaincodeId": "", 

    "eventFilter": "" 

  } 

} 
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Figure 5.2.54 POST /subscriptions (b) – Server Response 
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5.3  Implementation Using Ubuntu Linux Virtual Machine 

5.3.1 Generating Network and Invoking Smart Contracts 

 

Import Repository from GitHub 

In this case, the asset transfer smart contract is executed on GitHub using a repository 

from the Hyperledger fabric. Use the following command to clone the fabric-samples 

repository:  

 

Navigate to the directory using the command below. 

 

Creating a Channel Using Hyperledger Fabric 

In the directory, deploy a new instance using the script prepared. Can check the 

availability of the script using ls -l method. 

 

 

Figure 5.3.1.1 Creating Channel using network.sh script 

 



CHAPTER 5 

Bachelor of Information Systems (Honours) Digital Economy Technology  

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    86 
 

Figure below shows that the channel has been successfully created and prompt the 

dialog: 

Channel ‘mychannel’ joined 

 

Figure 5.3.1.2 Channel Successfully Joined 
 

 
Initiating a Chaincode on The Channel 

 

 
 

 

Figure 5.3.1.3 Deploying Chaincode to Instances (a) 
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Figure 5.3.1.4 Deploying Chaincode to Instances (b) 

 

Interacting with The Network 

Operate it from test-network directory. Find the peer binaries in the bin folder of the 

fabric-samples repository. Use the following command to add those binaries to the CLI 

Path: 

 

 

 

FABRIC_CFG_PATH are needed to point to the core.yaml file in the fabric-samples 

repository: 

 

 

 

Set the environment variables to operate the peer CLI as Org1: 
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Run the following command to initialize the ledger with assets: 

 

 

Output shall appear as below, indicating success invocation: 

-> INFO 001 Chaincode invoke successful. result: status:200 

 

Figure 5.1.3.5 Initializing Ledger with Assets 
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Run the following command to get the list of assets that were added to the channel 

ledger: 

 

 

 

 

Figure 5.1.3.6 Query the Ledger on Peer0.Org1 

 

 

Invoking a Chaincode 

When a member of the network wishes to move or modify an asset on the ledger, 

chaincodes are triggered. To modify the owner of an asset on the ledger, use the asset-

transfer (basic) chaincode as follows: 
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Figure 5.1.3.7 Invoking Chaincode 

 

 

We may use a different query to check how the chaincode invocation affected the assets 

on the blockchain ledger after it has been executed. We can now query the chaincode 

executing on the Org2 peer as we have already questioned the Org1 peer. To function 

as Org2, set the following environment variables: 

 

 

We can now query the asset-transfer (basic) chaincode running 

on peer0.org2.example.com: 

 

 

 

Figure 5.1.3.8 Query the Ledger on Peer0.Org2 
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Bring Down the Network 

 

 

The command will remove the chaincode images from your Docker Registry, stop and 

remove the node and chaincode containers, and delete the organization's crypto content. 

 

Bring up The Network with Certificate Authorities 

 

 

 

Figure 5.1.3.9 Bring up CAs for Organizations in the Network 

 

The test network registers nodes and user identities with each organization's CA by 

using the Fabric CA client. The script then creates an MSP folder for each identity using 

the enroll command. Each identity's certificate and private key, as well as information 

on the identity's membership and function within the company running the CA, are 

contained in the MSP folder. 

 

Examine MSP folder of the Org1 admin user: 
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Figure 5.1.3.10 MSP Folder of Org1 Admin User 
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5.3.2 Initializing Hyperledger Firefly CLI 

 

Creating a Firefly Development Stack 

To create an Ethereum based stack, run: 

 

 

To create a Fabric based stack, run: 

 

 

Enter a unique stack name: 

 

 

 

Enter the preferred number of members for your stack: 

 

 

 

 

Figure 5.3.2.1 Creating Firefly Development Stack 
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Starting the Stack 

 

To start your stack simply run: 

 

 

 

 

 

 

Figure 5.3.2.2 Starting Firefly Stack 

 

 

  

ff start my_supply_chain_managment 
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Web UI Interface – Firefly Explorer 

 

 

 

Figure 5.3.2.3 Web UI Interface – Firefly Explorer (a) 

 

 

 

Figure 5.3.2.4 Web UI Interface – Firefly Explorer (b) 
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Firefly Sandbox 

 

 

 

Figure 5.3.2.5 Firefly Sandbox (a) 

 

 

 

Figure 5.3.2.6 Firefly Sandbox (b) 
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Swagger API UI 

 

 

 

Figure 5.3.2.7 Swagger API UI (a) 

 

 

 

Figure 5.3.2.8 Swagger API UI (b) 
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Broadcasting Message using the Sandbox Environment 

 

Scenario 1:  

Member 0 in the channel wants to send a broadcast message to all the members within 

the channel. The member wants to acknowledge everyone about the closure of order 

acceptance due to holidays.  

 

Enter details below on the message, tag and topic column: 

 

 

Figure 5.3.2.9 Member 0 Sending Broadcast Message 

 

**Order Inquiries** 

 

Dear all, 

 

Please take note that we will be closing order on 8 September 2024 due to holidays. 

 

Tag: order 

Topic: Holiday 
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After entering all the details and messages, click the blue “run” button. A response of 

202 has returned indicating a successive of sending messages to all members within 

the channel. 

 

 

Figure 5.3.2.10 Broadcast Message Received 

 

All members (Member 1, 2, and 3) will received the message from Member 0, by 

referring the Firefly Explorer, on the Off-Chain > Messages. 

 

Figure 5.3.2.11 Member 1 Firefly Explorer – Broadcast Message 

 

Sending Private Messages using the Sandbox Environment 
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Scenario 2:  

Member 1 wants to send a private message to member 0 within the channel. The 

member wants to provide a supplier performance feedback to member 0 to take 

corrective actions on it. Other members are not acknowledged and does not have 

permission of viewing this message.  

 

Enter details below on the message, tag and topic column: 

 

 

 

Figure 5.3.2.12 Member 1 Sending Private Message 

 

Supplier Performance Feedback: 

 

We have noted that recent shipments from your facility have had a defect rate of 3%. 

Please review and take corrective action. 

Tag: feedback 

Topic: performance 
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After entering all the details and messages, click the blue “run” button. A response of 

202 has returned indicating a successive of sending messages only to member 0 

within the channel. Other members are not authorized to view the message. 

 

 

Figure 5.3.2.13 Member 0 Firefly Explorer – Private Message 

 

By looking at the Firefly Explorer of Member 0, we can clearly see that the private 

message is received. Whereas Member 2 and 3 does not receive the private message 

send by Member 1. This has ensured the security measures of the entire message 

process by using the Hyperledger Fabric.  

 

 

Figure 5.3.2.14 Member 2 Firefly Explorer – Private Message 
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Figure 5.3.2.15 Member 3 Firefly Explorer – Private Message 

 

Downloading files from other members in Firefly Explorer 

 

Scenario 3: 

Member 0 sends a private file to member 1, to update member 1 on the latest review on 

the performance feedback.  

 

Enter details below on the message, tag and topic column: 

 

After uploading the file, click the blue “run” button. A response of 202 has returned 

indicating a successive of sending messages only to member 1 within the channel. Other 

members are not authorized to view the message. 

Tag: feedback 

Topic: performance 
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Figure 5.3.2.16 Member 0 Sending Private File 

 

 

Figure 5.3.2.17 Member 1 – Download the .txt File 
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Chapter 6 

System Evaluation and Discussion 

 

6.1  System Testing and Performance Metrics 

The system testing was conducted using a combination of the Kaleido platform and a 

Virtual Machine (VM) running Ubuntu 20.04.6 (Server-amd64-VB7.0.8) as a sandbox 

environment. Various performance metrics were evaluated, focusing on system 

functionality, compatibility, and resource efficiency. Windows are used in testing the 

environment. In this case, WSL are required and installed by opening the desktop 

terminal.  

 

 

Figure 6.1.1 VM - Ubuntu Version 20.04.6 
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Figure 6.1.2 Kaleido Platform 

 

 

Figure 6.1.3 WSL 

 

Pre-requisite technologies, including Docker, Docker Compose, Golang, JavaScript, 

and Node.js, were installed to support the blockchain infrastructure, specifically 

Hyperledger Fabric, which was utilized to ensure the security aspect of the supply chain 

management system.  
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Figure 6.1.4 Docker Version 

 

 

Figure 6.1.5 Docker Compose Version 

 

 

Figure 6.1.6 Go Version 

 

 

Figure 6.1.7 JavaScript Version 

 

 

Figure 6.1.8 Node.js Version 
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Apart from that, fabric-samples repository from the GitHub provided by Hyperledger 

Foundation is cloned. This is to perform multiple tasks such as asset transfer, creation 

of network, and carry out network testing within organizations in a channel. 

 

 

Figure 6.1.9 Fabric Samples Repository 

 

 

6.2    Testing Setup and Result 

 

Due to compatibility issues encountered during installation using the VM, especially 

with Docker versions, several adjustments were made to align the versions with the 

requirements of Hyperledger Fabric. Once compatibility was established, the sandbox 

environment was successfully configured, allowing for the testing of smart contracts. 

Despite limited resources, the system was able to process transactions securely and 

demonstrated a basic level of automation. However, further testing was hindered by the 

restricted number of nodes and services available under Kaleido's subscription model, 

limiting comprehensive performance testing. 
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6.3    Project Challenges 

 

Several challenges emerged during the project, impacting the deployment and testing 

phases. 

 

Deployment Issues with Hyperledger Fabric 

One of the major challenges was the inability to successfully deploy the Pharmaceutical 

Drug Tracking system using Hyperledger Fabric. Despite numerous attempts and 

reconfigurations, the setup was unsuccessful, possibly due to outdated or misconfigured 

source code. This issue was exacerbated by the complexity of the deployment 

environment and the specific configurations required for the Fabric network. 

 

Resource Limitations with Kaleido Platform 

The Kaleido platform presented significant limitations, such as the need for a paid 

subscription to access more robust features and additional nodes. This restriction 

affected the project's ability to simulate a full-scale supply chain system, resulting in 

less comprehensive testing than originally planned. The limited resources also impacted 

the ability to showcase certain functionalities, such as private messaging, where other 

organizations could not view messages, they were not authorized to access. 

 

Blockchain Technology Selection 

Choosing the appropriate blockchain technology posed a challenge. The decision 

between Ethereum and Hyperledger Fabric required careful consideration of various 

factors, including security features, scalability, and integration capabilities. This 

comparison process was crucial for ensuring that the selected technology aligned with 

the project's goals and requirements. 

 

Alternative Deployment Solutions 

Finding an alternative to the Kaleido platform for deploying the environment was 

necessary due to the platform's constraints. Exploring other deployment solutions or 

platforms to better meet the project's needs became a priority, ensuring that the system 

could be effectively tested and demonstrated without the limitations imposed by 

Kaleido. 
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NFT Token Transfer Issues 

Another challenge encountered was the inability to transfer NFT tokens to external 

wallets, such as MetaMask. This issue hindered the demonstration of token 

functionality and integration with external systems, impacting the overall scope of the 

project. 

 

6.4    Objectives Evaluation 

 

The project aimed to achieve several key objectives, and the results reflect significant 

progress in meeting these goals. 

 

Objective 1: Integration of RPA into the supply chain 

This objective focused on seamlessly integrating RPA into the supply chain security 

framework. Success in this area was achieved by invocating smart contracts using the 

Golang executable. By automating critical processes such as threat detection, 

vulnerability assessments, and access control verification, RPA contributed 

significantly to enhancing the security and efficiency of the supply chain. The use of 

Golang provided a robust and efficient way to implement the smart contracts, ensuring 

that the automation layer was both scalable and secure. 

 

Objective 2: Boost overall efficiency in monitoring supply chain security 

The second objective was to implement a secure SCM system using blockchain 

technology, specifically Hyperledger Fabric. This was successfully accomplished, with 

SCM running on top of the blockchain infrastructure, ensuring transparency, 

immutability, and enhanced security across the supply chain. Hyperledger Fabric 

provided the necessary tools and architecture to secure transactions and streamline 

processes, making the supply chain more efficient and secure. 

 

Objective 3: Achieve scalability and adaptability in supply chain security 

Scalability and adaptability were key goals for the project, and the integration of RPA 

within the blockchain-based supply chain security framework has proven effective. The 

system is designed to scale as the supply chain grows or as security needs evolve. The 

RPA-driven solution is flexible, allowing for adjustments to meet changing demands 
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and security requirements without needing a complete overhaul of the system. This 

adaptability ensures that the supply chain remains secure, regardless of its complexity 

or the number of nodes and transactions involved. By meeting both current and future 

security challenges, the project delivers a robust, scalable solution that aligns with the 

evolving needs of the supply chain. 

 

6.5    Concluding Remark 

 

In conclusion, this project successfully integrated RPA and blockchain technology into 

supply chain management to enhance automation, security, and transparency. Despite 

facing challenges, such as resource limitations and difficulties in fully deploying the 

Pharmaceutical Drug Tracking system, the project met its key objectives. The 

combination of smart contracts and blockchain demonstrated significant promise for 

improving supply chain operations. Moving forward, overcoming the constraints of the 

testing environment and addressing deployment issues would allow for a more 

comprehensive evaluation of the system’s scalability and adaptability. The findings of 

this project indicate that the fusion of RPA and blockchain technologies offers a robust 

solution for modern supply chain management, paving the way for future developments 

in this field. 
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Chapter 7 

7.1 Conclusion 

 

Finally, this research delves into automation and blockchain technologies, with a 

particular focus on their application in SCM. The extensive investigation undertaken in 

the preceding chapters sheds light on different aspects of smart contracts and 

blockchain platforms, providing insights into their capabilities, authentication 

processes, and transaction flows.  

 

The literature review in Chapter 2 dives further into smart contracts and popular 

blockchain platforms including Ethereum, Hyperledger Fabric, Quorum, and Corda. 

This review helped us grasp the structure of smart contracts, authentication and 

authorization mechanisms, and transaction procedures unique to each platform. This 

core information is provided as a starting point for future investigation and 

experimentation. 

 

Chapter 3 presented the proposed technique and approach for developing a smart 

contract framework project, with a particular emphasis on using Hyperledger Fabric as 

the core blockchain infrastructure. The thorough system requirements, design diagrams, 

and transaction workflows outlined in this chapter provided the foundation for the 

project's succeeding phases. Chapter 4 detailed preliminary work, which included 

setting up the software environment.  Chapter 5 provides hands-on with the sandbox 

environment created within the Kaleido platform., and also implementation using VM 

to invoke smart contracts and initializing Hyperledger Fabric. The practical studies on 

the creation of network, runtime environment, and creation of chaincode preceding the 

simulation of nodes. Chapter 6 evaluates the system and measures the performance. 

 

Last of all, organizations may increase the transparency, traceability, and efficiency of 

their supply chains by employing smart contracts and blockchain platforms, leading to 

improved operational processes and better efficiency in the system. In conclusion, this 

research not only broadened our understanding of automation and blockchain 

technology but also demonstrated their disruptive potential in the field of SCM. 
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7.2 Recommendations 

 

Extended Use Cases 

To maximize the impact of my project, I opt to explore additional scenarios where RPA 

and blockchain technology can be applied within supply chain management (SCM). 

Beyond my current focus, consider integrating RPA and blockchain into other key areas 

such as procurement, inventory management, or logistics. For instance, in procurement, 

automated processes can handle supplier selection and contract management, while 

blockchain ensures transparent and secure contract execution. In inventory 

management, RPA can automate stock level monitoring and reorder processes, and 

blockchain can provide real-time tracking of inventory movement and provenance. 

Developing detailed case studies or simulations for these extended use cases can help 

demonstrate the benefits and potential of my integrated system in various supply chain 

contexts. This approach will not only showcase the versatility of the solution but also 

provide valuable insights into its practical applications. 

 

User Experience and Usability 

Improving user experience (UX) and usability is crucial for the adoption and effective 

use of your system. Start by designing intuitive and user-friendly interfaces for 

interacting with the RPA and blockchain solution. The goal is to create interfaces that 

simplify complex tasks and make it easier for users to perform their duties efficiently. 

For example, dashboards that provide clear visualizations of supply chain data and 

status updates can help users quickly assess and act on information. Additionally, 

develop comprehensive training and documentation materials to support users in 

understanding and leveraging the system’s features. This should include user guides, 

tutorials, and troubleshooting tips. Effective training will empower users to maximize 

the benefits of the system and ensure smooth integration into their daily operations. 

 

Compliance and Standards 

Ensuring that the system complies with relevant regulations and industry standards is 

essential for its success and credibility. Start by verifying that the solution adheres to 

regulatory requirements such as GDPR (General Data Protection Regulation) or CCPA 

(California Consumer Privacy Act) for data protection and privacy. Additionally, align 
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the project with industry standards and best practices for RPA and blockchain in SCM. 

This includes ensuring the blockchain implementation follows standards for data 

integrity and security, and that RPA processes are designed to handle sensitive 

information responsibly. Compliance not only helps in meeting legal requirements but 

also builds trust with users and stakeholders, demonstrating that the system is both 

reliable and secure. 

 

Collaboration and Feedback 

Engaging with stakeholders and seeking feedback are crucial steps in refining the 

project and enhancing its relevance. Actively involve supply chain professionals, 

technology experts, and potential users in the development process. Their insights can 

help identify potential improvements and validate the approach. Consider organizing 

workshops, focus groups, or pilot programs to gather feedback and test your system in 

real-world scenarios. Additionally, explore opportunities for collaboration with 

industry partners or academic researchers. Collaborations can provide access to 

additional resources, expertise, and perspectives that can further enhance my project. 

By incorporating feedback and fostering partnerships, I can ensure that my solution 

meets the needs of its users and addresses any challenges effectively in the future. 
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1. WORK DONE 
 

Inquired about implementing Hyperledger Fabric using Linux on Windows. Gathered 

information and resources related to this setup. Began initial implementation but 

encountered difficulties in configuration and integration. 
 

 

 

 

2. WORK TO BE DONE 

 

Resolve issues related to Hyperledger Fabric implementation on Linux within the Windows 

environment. Continue with further integration and testing of the Hyperledger Fabric setup. 

 

 

3. PROBLEMS ENCOUNTERED 

 

 

Difficulties encountered during the implementation of Hyperledger Fabric, particularly 

with configuring it on Linux through a Windows environment. 

 

 

 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

Progress is ongoing but has been hindered by technical difficulties. Further troubleshooting 

and research are needed to overcome the issues faced. 
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1. WORK DONE 
 

Presented a partial showcase of the project to the supervisor for feedback. Requested a 

review of the FYP report, focusing particularly on the literature review section. 

 
 

 

 

2. WORK TO BE DONE 

 

Incorporate feedback from the supervisor into the project and report. Prepare for a more 

comprehensive presentation of the project. 

 

 

3. PROBLEMS ENCOUNTERED 

 

There were no major issues that arose during this period. 

 

 

 

 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

The project is progressing well with constructive feedback received. The partial showcase 

was beneficial for refining the project and ensuring alignment with expectations. 
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1. WORK DONE 
 

Revised the FYP report based on supervisor’s suggestions, including amendments to 

improve clarity and detail. Continued work on Hyperledger Fabric implementation, 

addressing issues related to using Linux on Windows. 
 

 

 

2. WORK TO BE DONE 

 

Finalize the implementation and testing of Hyperledger Fabric. Complete the remaining 

sections of the report and prepare for final submission. 

 

3. PROBLEMS ENCOUNTERED 

 

 

Ongoing issues with Hyperledger Fabric implementation on Linux within the Windows 

environment, requiring further troubleshooting. 

 

 

 

 

4. SELF EVALUATION OF THE PROGRESS 

 

Significant progress made with report revisions and addressing feedback. Implementation 

challenges are being actively worked on, with continued efforts to resolve the Hyperledger 

Fabric issues. Overall, the project is advancing well, with improvements in both 

documentation and technical setup. 
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