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ABSTRACT 

This project details the conceptualization, design, and execution of a secure wireless 

transaction platform that leverages blockchain technology, specifically to enhance the 

efficiency and security of peer-to-peer digital payments. The research investigates the 

integration of blockchain protocols—namely, Ethereum-compatible smart contracts deployed 

on the Polygon Amoy testnet—with wireless communications to construct a decentralized 

system capable of reliable batch token transactions. This platform ensures both security and 

transparency, functions independently of centralized authorities, and demonstrates operational 

robustness. 

The architecture utilizes a custom ERC20 token, referred to as RYN, integrated with 

advanced batch processing features. The immutability of blockchain records is preserved, as 

every transaction is indelibly logged on-chain. A mobile application, developed using React 

Native and the Expo framework, implements a sophisticated QR code processing system. This 

allows for real-time wireless communication between users: wallet addresses and payment data 

are encrypted within QR codes, simplifying the transaction process and promoting scalability 

for practical use cases. 

Key technological features incorporated in this system include biometric authentication to 

reinforce security measures, encrypted wireless data transmission, integration of real-time 

cryptocurrency price tracking, and comprehensive transaction history management. The 

system also tackles several prominent challenges in decentralized finance: secure token 

distribution, optimization of transaction fees (gas), token interoperability, and overall system 

integrity. 

Throughout development, the project team adhered to rigorous testing protocols. Unit and 

integration tests, as well as thorough security audits, were conducted across multiple 

environments—including both local Hardhat networks and the Polygon testnet. These 

measures verified the effective integration of blockchain systems with wireless mobile 

technology and demonstrated the practical feasibility of secure, decentralized transaction 

platforms for real-world use that demand wireless data transfer and verifiable digital asset 

exchange. 

Ultimately, this research contributes to the ongoing evolution of blockchain applications 

by providing a practical framework that combines state-of-the-art decentralized technology 
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with mobile implementation. It offers insight into the potential future architectures for secure 

digital transactions in increasingly wireless environments. 
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Chapter 1 

Introduction 

1.1 Problem Statement and Motivation 

1.1.1 Problem Statement 

In recent years, blockchain technology has emerged as a transformative innovation with 

applications beyond cryptocurrencies, extending into supply chain management, identity 

verification, decentralized finance (DeFi), and healthcare. Its primary strength lies in 

decentralization, immutability, and transparency, which eliminate the need for centralized 

authorities [1]. Despite these strengths, several critical challenges continue to hinder its mass 

adoption in consumer-level financial applications. 

First, scalability and network congestion remain significant barriers, especially in widely used 

public blockchains such as Ethereum, where transaction throughput is limited and fees can be 

prohibitively high during peak demand [2]. Second, while blockchains are inherently secure, 

the endpoints used to interact with them—such as mobile wallets—are often vulnerable. Data 

breaches, phishing attacks, and weak password practices frequently lead to the loss of funds, 

raising concerns over the safety of end users’ digital assets [3]. 

Mobile-based blockchain wallets are convenient but expose sensitive elements such as private 

keys and transaction histories to risks if not properly secured. Many existing wallets rely solely 

on seed phrases, which, if stolen or forgotten, result in irreversible loss of funds [4]. Therefore, 

there is a pressing need for blockchain wallets that strike a balance between security, usability, 

and accessibility, ensuring protection against cyber threats without compromising user 

convenience. 

 

1.1.2 Motivation 

The motivation for this project stems from the accelerating global adoption of cryptocurrencies 

and blockchain technologies. According to Chainalysis, global cryptocurrency adoption 

increased by over 880% between 2020 and 2021, with millions of new users entering the 

ecosystem [5]. This trend demonstrates a growing demand for secure, user-friendly financial 

tools that integrate blockchain into daily life. 
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However, as adoption grows, so do threats. Reports from cybersecurity organizations such as 

Kaspersky highlight that mobile financial applications are now a prime target for malware, 

phishing, and data exfiltration attacks [6]. Users often lack the technical knowledge to secure 

private keys or to distinguish between legitimate and malicious applications. This gap creates 

an urgent need for wallets that are both technically secure and accessible to non-technical 

users. 

Furthermore, mobile devices have advanced biometric capabilities such as fingerprint and 

facial recognition. Leveraging these features can significantly enhance the security of 

blockchain wallets by adding an additional authentication layer beyond traditional PINs or 

passwords [7]. Combining such features with robust cryptographic techniques for secure data 

storage provides both trust and ease of use, making blockchain adoption more feasible for 

everyday users. 

 

1.2 Objectives 

This project aims to design and implement a secure blockchain wallet application for mobile 

devices. The specific objectives are: 

1. To integrate biometric authentication mechanisms such as fingerprint or face 

recognition for securing access to the wallet. 

2. To implement AES-CBC-based encryption for the secure storage of sensitive 

information, including private keys and transaction histories. 

3. To deploy the wallet using Polygon Amoy Testnet, a safe and cost-free environment 

for developing and testing blockchain applications. 

4. To provide transaction management functionalities, including transaction history, 

batch transactions, and secure QR-based payment scanning. 

5. To evaluate the developed system in terms of usability, security, and performance 

compared to existing blockchain wallets. 

These objectives not only address the technical problem of wallet security but also the practical 

issue of ensuring user-friendliness for broader adoption. 
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1.3 Project Scope and Direction  

The scope of this project covers the development of a secure and functional blockchain 

wallet prototype on mobile platforms using React Native and Expo. The wallet focuses on 

Polygon Amoy Testnet integration, which enables experimentation without the risks of using 

real assets. 

Specifically, the project includes the following scope: 

• Security: AES-encrypted local storage of private keys, QR code 

encryption/decryption, and biometric login. 

• Blockchain Transactions: Support for Polygon Amoy Testnet transactions, allowing 

users to send and receive funds securely. 

• User Interface: A minimalistic, black-and-yellow themed design that emphasizes 

clarity, usability, and trust. 

• Wallet Management: Transaction history, batch payments, and the ability to clear 

cached data securely. 

The project does not extend to production-ready mainnet deployment, large-scale penetration 

testing, or compliance with international financial regulations. These are considered beyond 

the scope but provide a foundation for future research and system scaling. 

 

1.4 Contributions 

This project makes significant contributions to both academic research and practical blockchain 

development by addressing security, usability, and real-world applicability. It delivers a 

prototype blockchain wallet that demonstrates the integration of biometric authentication into 

mobile blockchain systems, showcasing how advanced security measures can be combined 

with accessibility. To protect sensitive wallet data, the system implements AES-CBC 

encryption, ensuring confidentiality on mobile devices. A QR-code–based secure payment 

system is also introduced, enabling encrypted and decrypted transaction details that enhance 

user convenience without compromising security. The integration with the Polygon Amoy 

Testnet allows safe experimentation with decentralized transactions, mitigating financial risks 

during testing. Furthermore, the project adopts a user-centered design approach, balancing 

strong cryptographic protections with a simple and intuitive interface tailored for non-technical 

users. Collectively, these contributions provide valuable insights into designing secure 
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blockchain applications that address both the technical challenges of data protection and the 

human aspects of usability. 

 

1.5 Report Organization 

The report is structured into seven chapters to ensure a comprehensive and logical 

presentation of the research and development process: 

• Chapter 1: Introduction 

Provides an overview of the project, including the problem statement, motivation, 

objectives, scope, contributions, and background information. 

• Chapter 2: Literature Review 

Reviews existing technologies, systems, and academic works related to blockchain 

wallets, encryption methods, authentication mechanisms, and mobile payment 

systems. 

• Chapter 3: System Methodology/Approach 

Describes the system development models considered, selected methodology, system 

requirements, functional specifications, project milestones, and cost estimation. 

• Chapter 4: System Design 

Details the system architecture, functional modules, system flow, database design, 

algorithm design, and graphical user interface (GUI) layout. 

• Chapter 5: System Implementation 

Covers the hardware and software setup, configuration, and operational flow of the 

implemented system, supported by screenshots and diagrams. 

• Chapter 6: System Evaluation and Discussion 

Presents testing methodologies, performance metrics, challenges faced, SWOT 

analysis, and evaluation against project objectives. 

• Chapter 7: Conclusion and Recommendation 

Summarizes the project outcomes, highlights achievements, and suggests future 

improvements and directions for real-world deployment. 

This structured approach ensures a clear and systematic exposition of the project from 

conception to evaluation, facilitating understanding and reproducibility. 
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1.6 Background Information 

Blockchain is defined as a distributed ledger technology (DLT) that records transactions in a 

secure, immutable, and decentralized manner [1]. Each block contains a cryptographic hash of 

the previous block, ensuring that tampering with past records becomes computationally 

infeasible. Consensus mechanisms, such as Proof-of-Work and Proof-of-Stake, further 

guarantee trust without central authorities [8]. 

Beyond cryptocurrency, blockchain has been widely adopted for applications in supply chains, 

voting systems, and healthcare due to its transparency and trustless nature [9]. One of the most 

significant advancements is the development of smart contracts, pioneered by Ethereum, 

which enable automated execution of digital agreements without intermediaries [10]. 

Mobile wallets act as gateways to blockchain systems, enabling users to store, send, and receive 

tokens. However, these wallets store critical information such as private keys, which, if 

exposed, lead to irreversible asset loss [4]. Hence, cryptographic methods like AES-CBC 

encryption are essential for ensuring secure key storage on mobile devices [11]. 

Additionally, the use of biometric authentication (e.g., fingerprint and facial recognition) has 

grown as an effective method for enhancing security while improving user convenience [7]. 

This aligns with current trends in mobile application security, where multi-factor authentication 

is becoming standard practice. 

Finally, the Polygon Amoy Testnet provides developers with a low-cost environment for 

building and testing blockchain applications, offering scalability and fast transaction 

confirmation times without financial risks [12]. Using this testnet ensures that security features 

and wallet functionalities can be validated before deployment in a mainnet environment. 
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Chapter 2 

Literature Review 

2.1 Review of the Technologies 

2.1.1 Hardware Platform 

The project is primarily targeted for deployment on mobile devices such as Android and iOS 

smartphones. Modern smartphones integrate advanced processors, secure enclaves, and 

biometric authentication features, which provide sufficient computational power for 

cryptographic operations (AES, SHA-256) and secure storage of user keys [11]. Unlike 

specialized hardware wallets (e.g., Ledger Nano or Trezor), smartphones offer ease of access 

and portability but require additional software-based measures to mitigate risks such as 

malware and phishing [12]. 

2.1.2 Firmware/Operating System (OS) 

The proposed solution is built using the Expo framework on top of React Native, which 

allows cross-platform deployment across Android and iOS. Android OS, built on the Linux 

kernel, is widely used in Web3 wallets because of its open ecosystem, while iOS offers stronger 

sandboxing and stricter app store policies [13]. Both platforms support advanced APIs for 

biometric authentication (e.g., Face ID, Touch ID, Android BiometricPrompt), which are 

crucial for secure PIN reset and identity verification [14]. 

2.1.3 Database 

This project adopts a lightweight local storage approach, where transaction metadata and 

encrypted QR data are temporarily stored on-device. For cloud-based solutions, Firebase and 

MongoDB Atlas are popular because of their scalability and JSON-friendly data structures 

[15]. However, due to the sensitivity of transaction data, only minimal and encrypted data 

should be stored off-chain, while actual transaction records remain verifiable on the blockchain 

itself [16]. 
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2.1.4 Programming Language 

The primary languages are JavaScript/TypeScript via React Native. JavaScript offers 

flexibility, while TypeScript enforces strict type checking, reducing runtime errors in financial 

applications [17]. For smart contract interaction, Solidity is the de facto standard for Ethereum-

compatible blockchains (including Polygon Amoy testnet and BNB Smart Chain) [18]. Using 

TypeScript for frontend and Solidity for backend smart contracts creates a robust Web3 

development stack. 

2.1.5 Algorithm 

The cryptographic operations in this project rely on AES (Advanced Encryption Standard) 

in CBC mode with PKCS7 padding for encrypting QR-based transaction data [19]. AES is 

widely adopted because of its balance of speed and security, standardized by NIST [20]. 

Additionally, QR codes are parsed and validated using JSON structures, ensuring structured 

input. For blockchain transactions, Elliptic Curve Digital Signature Algorithm (ECDSA) is 

implicitly used through Ethereum-compatible wallets to sign and verify transactions [21]. 

2.1.6 Summary of the Technologies Review 

The proposed project leverages mobile hardware, cross-platform OS, lightweight 

databases, TypeScript + Solidity programming, and AES encryption to create a secure and 

user-friendly blockchain payment solution. These technologies align with industry best 

practices, ensuring both accessibility and strong security. 

2.2 Review of the Existing Systems/Applications 

2.2.1 Existing System A – MetaMask 

MetaMask is a widely used Web3 wallet supporting Ethereum and EVM-compatible 

blockchains. It allows users to interact with dApps and manage private keys locally [22]. While 

highly popular, its complexity can overwhelm non-technical users. 

2.2.2 Existing System B – Trust Wallet 

Trust Wallet is a mobile-first crypto wallet that supports a wide range of blockchains and tokens 

[23]. It integrates directly with decentralized exchanges but suffers from phishing risks and 

relies on users safeguarding their recovery phrases. 
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2.2.3 Existing System C – Binance Pay 

Binance Pay is a centralized payment solution offered by Binance, enabling instant crypto 

transfers without fees [24]. Its advantage is simplicity and integration with Binance accounts, 

but its centralized nature introduces custodial risks. 

2.2.4 Existing System D – Phantom Wallet (Solana) 

Phantom is a wallet built specifically for the Solana blockchain [25]. It emphasizes speed and 

usability, with features like in-app staking. However, its blockchain limitation reduces cross-

chain adoption compared to MetaMask or Trust Wallet. 

2.2.5 Summary of the Existing Systems 

Existing System Advantages Disadvantages Critical Comments 

MetaMask [22] Decentralized, 

highly compatible 

with dApps 

Complex UI, 

phishing attack 

Good for advanced 

users but not 

beginner-friendly 

Trust Wallet [23] Multi-chain, mobile 

optimized 

Security depends on 

user key 

management 

Balances usability 

and coverage but 

lacks recovery 

options 

Binance Pay [24] Instant transfers, no 

fees 

Centralized, 

custodial risks 

Practical but not 

fully Web3-

compliant 

Phantom [25] Fast, user-friendly 

on Solana 

Limited to Solana 

ecosystem 

Ideal for Solana but 

lacks cross-chain 

flexibility 

Table 1.0 - Summary of the Existing Systems 
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2.3 Concluding Remark 

From the review, it is clear that while existing wallets and payment solutions each have 

strengths, they also suffer from limitations such as complex UI, custodial risks, or lack of 

cross-chain flexibility. This project aims to bridge these gaps by offering a secure, user-

friendly, and blockchain-agnostic mobile payment system, with encrypted QR code 

transactions, PIN reset via biometric authentication, and support for testnets such as 

Polygon Amoy for development and validation. 
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Chapter 3 

System Methodology/Approach OR System Model 

3.1 System Development Models 

In the development of software systems, choosing an appropriate methodology is crucial for 

ensuring efficiency, scalability, and adaptability to future requirements. Various system 

development life cycle (SDLC) models have been proposed and widely adopted in both 

academia and industry. These models provide structured approaches to design, 

implementation, testing, and maintenance of software projects. In this project, four prominent 

models are considered before selecting the most suitable one for the blockchain-based wallet 

system. 

3.1.1 Waterfall Model 

The Waterfall model represents one of the earliest and most linear forms of system 

development. It follows a sequential process, moving from requirements gathering to design, 

implementation, testing, deployment, and maintenance [26]. Its simplicity and well-defined 

stages make it easy to manage, particularly in small projects. However, the model lacks 

flexibility, as revisiting previous phases is costly and often impractical. In blockchain projects, 

where requirements may evolve due to emerging security threats or updates in decentralized 

technologies, this rigidity can pose significant risks [27]. 

 

Figure 3.1.1 – Waterfall model 
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3.1.2 Incremental Model 

The Incremental model divides the project into smaller components or increments that are 

developed, tested, and delivered in iterations [28]. Each increment adds functionality, allowing 

early system use and user feedback. This model supports flexibility and reduces the risk of 

failure since issues can be identified earlier. For a financial application such as a blockchain 

wallet, incremental development enables core features such as QR code scanning, transaction 

management, and security layers to be built step-by-step. This provides opportunities to 

validate each module with end-users and refine it before the final deployment. 

 

Figure 3.1.2 – Incremental model 

 

3.1.3 Agile Methodology 

Agile emphasizes collaboration, adaptability, and iterative progress through short development 

cycles called sprints [29]. It prioritizes working software over documentation and customer 

collaboration over contract negotiation. In recent years, Agile has been widely adopted for 

fintech and blockchain projects due to the dynamic nature of security, compliance, and usability 

requirements. Agile allows frequent updates to the wallet application, such as integrating 

biometric authentication or upgrading encryption libraries, without disrupting the overall 

development process. Moreover, Agile supports continuous user engagement, which is 

essential for ensuring that the system aligns with real-world user expectations [30]. 
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Figure 3.1.3 – Agile Methodology 

3.1.4 Spiral Model 

The Spiral model combines iterative development with systematic risk assessment [31]. Each 

iteration, or “spiral,” begins with planning and risk analysis, followed by prototyping and 

evaluation before moving into development. This approach is particularly useful for projects 

with high uncertainty or security-critical components. Blockchain wallet applications benefit 

from the Spiral model as it allows developers to assess vulnerabilities in encryption, transaction 

handling, or third-party API integration during each cycle. However, the model can be 

resource-intensive and requires strong expertise in risk management, making it less practical 

for projects with strict time and cost constraints [32]. 

 

Figure 3.1.4 Spiral Model 
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3.1.5 Selected Model 

After evaluating the aforementioned models, this project adopts a hybrid of the Agile and 

Incremental models. The rationale behind this decision lies in their complementary strengths. 

The Incremental model ensures that fundamental modules of the wallet—such as transaction 

processing, secure QR code encryption, and user authentication—are developed and tested in 

manageable units. Agile, on the other hand, enables adaptability in integrating user feedback, 

handling blockchain API updates, and responding to new security concerns. This hybrid 

methodology thus balances flexibility with structure, ensuring both timely delivery and 

continuous improvement [33]. 

3.2 System Requirement (Technologies Involved) 

3.2.1 Hardware 

The hardware requirements for this project are minimal, reflecting the mobile-centric nature of 

the application. The development environment relies on consumer-grade laptops equipped with 

Intel i5/i7 processors and at least 8 GB RAM to handle code compilation, emulation, and 

testing. Mobile devices such as Android smartphones are essential for running test builds, 

scanning QR codes, and validating biometric authentication. For long-term scalability, 

deploying the system commercially would require server hardware or cloud-based solutions to 

manage API requests and secure storage [34]. 

3.2.2 Software 

The software stack consists of several interdependent technologies. At the operating system 

level, the development environment is based on Windows and macOS platforms. The project 

leverages Expo and React Native as the primary frameworks for cross-platform mobile 

development [35]. Backend services integrate blockchain APIs, primarily through JSON-RPC, 

with Polygon Amoy testnet and Binance Smart Chain endpoints. Security modules employ 

AES encryption (via CryptoJS) and biometric authentication libraries to safeguard user data. 

Data storage leverages SecureStore for sensitive information and AsyncStorage for non-

critical preferences. For version control and collaboration, GitHub repositories are employed 

[36]. 
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3.3 Functional Requirement 

The functional requirements of the system are defined to ensure a secure, user-friendly, and 

reliable wallet solution. The application must enable users to scan QR codes to extract 

encrypted wallet addresses and transaction details, validate them, and proceed with secure 

blockchain transactions. Users should be able to manage their transaction history, enable or 

disable biometric authentication, and receive notifications for successful transfers. The system 

must integrate with testnet environments for development while maintaining compatibility with 

mainnet deployments for future commercialization [37]. 

 

3.4 Project Milestone 

The project follows a structured timeline with major milestones distributed across phases: 

• Phase 1: Requirements gathering, literature review, and system design. 

• Phase 2: Core module development, including encryption, biometric login, and 

transaction management. 

• Phase 3: API integration with blockchain testnets and QR code scanning module 

implementation. 

• Phase 4: System testing, debugging, and validation through simulated user 

transactions. 

• Phase 5: Documentation, final evaluation, and preparation for commercialization. 

Each milestone is carefully aligned with the hybrid Agile-Incremental approach, allowing 

parallel progress in development and testing [38]. 
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3.5 Estimated Cost 

The estimated cost of the project is categorized into two stages: FYP development and future 

commercialization. 

Items For FYP Development For Commercialisation 

Development Laptop RM 3,500 (existing) RM 7,000 (high-end servers) 

Mobile Devices RM 1,500 (1 smartphone) RM 15,000 (testing devices, 

iOS/Android) 

Software Tools Free (student licenses, open 

source) 

RM 10,000 (premium 

blockchain APIs, security 

tools) 

Cloud Hosting RM 0 (local dev only) RM 20,000 (AWS/Google 

Cloud deployment) 

Miscellaneous (UI/UX, 

legal, etc.) 

RM 500 RM 8,000 

Table 2.0 – Estimated Cost 

The FYP stage leverages free or existing resources, minimizing costs. Commercialization, 

however, requires investment in cloud infrastructure, premium API plans, additional testing 

devices, and compliance expenses [39]. 

 

3.6 Concluding Remark 

This chapter outlined the methodology guiding the project development. By comparing 

different system development models, the hybrid Agile-Incremental approach was selected as 

the most suitable for balancing adaptability and structure. The chapter also elaborated on 

hardware and software requirements, functional expectations, milestones, and cost analysis. 

These methodological foundations ensure that the system is not only feasible as an academic 

prototype but also scalable for future commercialization in the financial technology ecosystem 

[40]. 
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Chapter 4 

System Design 

4.1 System Architecture 

4.1.1 Overview 

The system adopts a mobile-first, client-centric architecture in which the application, 

developed with React Native and Expo, runs entirely on the user’s device while relying on 

lightweight external services for blockchain queries and smart contract interactions. The 

mobile app includes key interface components such as Login, Home, Receive, Generate, 

ScanQR, PayNow, History, and Settings screens, along with a custom PinPad and BnbChart, 

styled with the CQMono font and a black-and-Binance yellow (#FFD700) theme. For secure 

and reliable data persistence, the design employs a dual-storage strategy: expo-secure-store 

for sensitive information such as user PINs and private tokens, and AsyncStorage for less-

sensitive cached data like transaction lists. Sensitive QR payloads—containing wallet 

addresses, amounts, timestamps, and expiry metadata—are encrypted and decrypted using an 

AES/CBC scheme implemented in cryptoHelper.js, which integrates CryptoJS with random 

initialization vectors generated via expo-crypto. Application state is managed through a 

TransactionContext, which maintains pending transactions in memory and provides utility 

functions for transaction lifecycle management. For blockchain connectivity, the system 

leverages Ethers.js with an Alchemy RPC endpoint to the Polygon Amoy Testnet, supporting 

token transfers and contract interactions, while historical data and transaction details are 

fetched through explorer/indexer APIs such as Polygonscan. Additionally, third-party services 

like Binance, CoinGecko, and CryptoCompare supply real-time BNB price data to the 

BnbChart component. This architecture ensures that intensive computation remains on the 

blockchain while local encryption safeguards sensitive data, and caching mechanisms enable 

offline-friendly operation with fallback access to balances and charts. 
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4.1.2 Architecture diagram 

 

Figure 4.1.2 – Architecture Diagram 

 

4.2 Functional Modules in the System 

The system is organized into distinct functional modules, each corresponding to specific 

components and files within the implementation. 

4.2.1 Authentication Module 

The Authentication Module (Login, PinPad, and Biometric) manages user access through 

secure credential handling. It accepts PIN input via the custom PinPad component, evaluates 

PIN strength, and securely stores the PIN in SecureStore. The module integrates biometric 

authentication through expo-local-authentication, enabling fingerprint or facial recognition 

as an alternative login method. It also implements a lockout mechanism after repeated failed 

attempts (five attempts, 30 seconds). The underlying logic enforces PIN strength rules, 
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including minimum length, prevention of sequential digits, and uniqueness. This ensures a 

balance between usability and robust protection of wallet access [45]. 

4.2.2 QR Module 

The QR Module (Generate, Receive, and ScanQR) facilitates secure transaction data exchange 

through encrypted QR codes. The Generate function creates a JSON payload containing wallet 

address, amount, purpose, timestamp, expiry, and version, which is then encrypted using 

AES/CBC via the cryptoHelper utility before rendering into a QR code. The Receive function 

displays the encrypted QR for sharing, with options for copy-to-clipboard or simulated 

receiving to update balances locally. The Scan function captures QR codes through the device 

camera, decrypts the payload, verifies expiry and version metadata, and constructs a transaction 

object that is added to the TransactionContext. Security is reinforced through random 

initialization vectors (IVs) for each payload and expiry timestamps, which mitigate replay and 

indefinite reuse risks [41][42][43]. 

4.2.3 Payment Module 

The Payment Module (PayNow) is responsible for processing pending transactions stored in 

the TransactionContext. Before execution, biometric authentication is required, and balance 

checks are performed. Transactions are batched and transmitted using contract.batchTransfer 

via Ethers.js, with the system awaiting on-chain confirmation. For usability, the local balance 

is updated immediately to reflect outgoing payments, providing offline feedback, while finality 

is only established once the blockchain confirms the transaction. This dual approach highlights 

the trade-off between responsiveness and consistency inherent in decentralized systems. 

4.2.4 Balance and Pricing Module 

The Balance and Pricing Module (Home and BnbChart) integrates external market data to 

display wallet values. It fetches live BNB pricing from multiple APIs (Binance, CoinGecko, 

and CryptoCompare) with fallback logic to ensure resilience against endpoint failures. The 

module calculates RYN token equivalence (1 RYN = 1 BNB), and the BnbChart visualizes 

Kline/candlestick data with auto-refresh capability. Offline handling is supported by caching 

the last known price and showing a dedicated offline banner when network connectivity is 

unavailable. 
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4.2.5 History Module 

The History Module retrieves and displays transaction histories by querying Polygonscan (or 

Etherscan-compatible) APIs. It presents transaction details including type, amount, and links 

to blockchain explorers, with user-friendly support for manually entering or pasting wallet 

addresses. Since testnet activity is often sparse, the implementation gracefully handles “no 

transactions found” responses from APIs, maintaining a smooth user experience. 

4.2.6 Settings Module 

The Settings Module provides personalization and account management features, including 

toggles for biometric authentication and notifications, clearing of caches, contacting support, 

changing the PIN (protected by biometric verification), and logout functionality. 

Finally, Utility Components support the entire architecture. The cryptoHelper.js file 

implements AES/CBC encryption and decryption logic, while the TransactionContext (React 

Context API) manages in-memory transaction states with helper functions for adding, batching, 

and clearing transactions. Additional formatting utilities ensure consistent presentation of 

wallet addresses and token amounts. 

 

Together, these modules establish a secure, modular, and user-friendly wallet application that 

integrates strong cryptography, real-time blockchain interaction, and practical usability 

considerations 
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4.3 System Flow 

The system flow illustrates how users interact with the mobile wallet from login to transaction 

completion, highlighting the key functional steps and security checkpoints. 

4.3.1 High-level User Flows 

 

Figure 4.3.1 – High Level User Flows for Login → Home → Scan/Generate/Pay flow 
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4.3.2 QR Generation & Scanning Sequence Diagram 

 

Figure 4.3.2 - Sequence Diagram of QR Generation & Scanning 

 

4.4 Database Design (local / optional server) 

Your app currently uses local secure storage + in-memory context for runtime state. For a 

more persistent or multi-device deployment, a lightweight local DB (SQLite) or a small 

backend could be used. Below is a recommended local schema (JSON-friendly) that maps 

directly to your code. 

4.4.1 Transaction entity 

Fields: 

• id (string, UUID) — local unique id 

• wallet (string) — recipient address 

• amount (number) — amount in token units (not wei) 

• status (string) — pending | sent | confirmed | failed 

• txHash (string | null) 

• timestamp (number, ms) — creation time 

• confirmedAt (number | null) 

• expiry (ISO string | null) 

• purpose (string | optional) 
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If you use SQLite (or realm), the table transactions would directly mirror these fields. Your 

current TransactionContext stores the minimal fields (id, wallet, amount, timestamp) and is 

already compatible. 

4.4.2 User / Device settings 

• userPin — stored in SecureStore 

• rynBalance — stored in SecureStore (canonical) and mirrored in AsyncStorage 

• biometricsEnabled — stored in SecureStore 

• walletAddress — stored in AsyncStorage (or SecureStore if sensitive) 

• qrCount — generation rate-limiting counter stored in SecureStore 

4.4.3 ER Diagram 

 

Figure 4.4.3 – ER Diagram 
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4.5 Algorithm Design 

4.5.1 PIN Strength & Lockout — pseudo 

function evaluatePin(pin): 

  if length(pin) < 6 or isSequential(pin): 

    return "weak" 

  uniqueDigits = countUnique(pin) 

  if uniqueDigits >= 5: 

    return "strong" 

  else if uniqueDigits >= 3: 

    return "medium" 

  else: 

    return "weak" 

function handleLoginAttempt(inputPin, storedPin): 

  if lockoutActive(): 

    show("Locked out, try again later") 

    return "fail" 

  if inputPin == storedPin: 

    resetFailedAttempts() 

    return "success" 

  else: 

    incrementFailedAttempts() 

    if failedAttempts >= LIMIT: 

      setLockout(TIME) 

    return "fail" 

4.5.2 AES Encryption & Decryption (cryptoHelper.js) — pseudo 

This corresponds to your utils/cryptoHelper.js. 

function encryptData(payload, secretKey): 

  iv = randomBytes(16)             // Secure random IV using expo-crypto 

  jsonString = JSON.stringify(payload) 

  cipherText = AES.encrypt( 

                  jsonString, 

                  secretKey, 
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                  mode = CBC, 

                  padding = PKCS7, 

                  iv = iv 

               ) 

  return JSON.stringify({ 

    "iv": base64Encode(iv), 

    "data": cipherText 

  }) 

function decryptData(encryptedString, secretKey): 

  parsed = JSON.parse(encryptedString) 

  iv = base64Decode(parsed.iv) 

  plainText = AES.decrypt( 

                 parsed.data, 

                 secretKey, 

                 mode = CBC, 

                 padding = PKCS7, 

                 iv = iv 

              ) 

  return JSON.parse(plainText) 

 

The system employs AES-256-CBC encryption with PKCS7 padding to ensure strong 

confidentiality while maintaining compatibility with widely supported cryptographic libraries 

[41][42]. For each encryption operation, a new random Initialization Vector (IV) is generated 

to guarantee uniqueness and protect against replay or pattern attacks. The encrypted output is 

bundled into a JSON structure of the form { iv, data }, which is then encoded into a QR code 

for secure sharing. On the receiving side, the decryption process first validates the structure of 

the ciphertext bundle to ensure correctness before attempting decryption; any malformed or 

tampered ciphertext is immediately rejected to prevent misuse and ensure system integrity. 
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4.5.3 Batch Transfer (PayNow) — pseudo 

function processBatchTransactions(transactionList): 

  if !biometricAuthenticate(): 

    abort("Authentication failed") 

  totalAmount = sum(transaction.amount for transaction in transactionList) 

  if localBalance < totalAmount: 

    abort("Insufficient balance") 

  localBalance -= totalAmount 

  persistBalance(localBalance) 

  provider = JsonRpcProvider(RPC_URL) 

  signer = Wallet(PRIVATE_KEY, provider) 

  contract = Contract(RYN_TOKEN_ADDRESS, ABI, signer) 

  recipients = [tx.wallet for tx in transactionList] 

  amounts    = [parseUnits(tx.amount, tokenDecimals) for tx in transactionList] 

  txResponse = contract.batchTransfer(recipients, amounts) 

  receipt = txResponse.wait() 

  for each tx in transactionList: 

    tx.txHash = receipt.hash 

    tx.status = "confirmed" 

    tx.confirmedAt = now() 

  saveTransactions(transactionList) 

4.6 GUI Design 

The graphical user interface (GUI) of the application is designed with a futuristic Web3-

inspired aesthetic, combining high-contrast visuals and minimalistic components for both style 

and usability. Black backgrounds dominate the design, accented by Binance yellow (#FFD700) 

highlights and the monospaced CQMono font, giving the app a technical yet modern feel. 

Interactive elements such as the PinPad and action buttons adopt circular iconography, while 

transaction lists and cards are presented in glassy, minimalistic containers to emphasize clarity 

and focus. 
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4.6.1 Screen-by-Screen Layout 

4.6.1.1 Login Screen Layout 

The Login screen (login.jsx) introduces users by presenting the PinPad component at the 

center, where circular keys are paired with PIN dots for feedback. When setting a new PIN, a 

strength bar appears above the PinPad, displaying a rainbow glow for strong input. The primary 

action is a LOGIN button styled with a black background and yellow outline, accompanied by 

a small “Forgot PIN?” link for recovery. 

 

                  

Figure 4.6.1.1 – Login and Forget PIN Screen 
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4.6.1.2 Home Screen Layout 

The Home screen (index.jsx) prioritizes quick visibility of wallet information. A profile circle 

is aligned left in the header, with the wallet address centered and utility icons (history, settings) 

on the right. Below, the balance is shown prominently in CQMono with its USD equivalent 

beneath, color-coded green or red based on market movement. Four circular action buttons 

(Receive, Scan, Pay, Forge), each mapped to icons in icons.js, occupy the middle section. At 

the bottom, the BnbChart visualizes candlestick data for recent market activity. 

 

Figure 4.6.1.2 – Home Screen Layout 
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4.6.1.3 ScanQR Screen Layout 

The ScanQR screen provides a full-screen camera view with a futuristic scanner overlay 

featuring rounded markers and an animated scanning line. A top label “Scan QR Code” in 

CQMono reinforces the theme, while a centered overlay box guides alignment. Successful 

scans trigger a modal showing transaction details with options to Scan More QR or Proceed 

to Payment. 

    

Figure 4.6.1.3 – ScanQR Screen Layout 
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4.6.1.4 Generate Screen Layout 

The Generate screen (GenerateQR) highlights the QR creation workflow. It displays “QR 

Forgery” in the header alongside balance and QR count. Input fields for wallet, amount, and 

purpose use CQMono with yellow placeholders. The main action button, Forge QR, stands 

out in solid yellow. Generated QRs are presented within black cards with white QR modules, 

and action buttons allow creating new QRs or scan now. 

  

Figure 4.6.1.4 – Generate Screen Layout 
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4.6.1.5 Paynow Screen Layout 

The PayNow screen organizes batch transaction management. The top label reads “Batch 

Payment Portal” in yellow CQMono, with two smaller circular buttons, Scan More and Send 

RYN, placed prominently. 

 

Figure 4.6.1.5 – Paynow Screen Layout 
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4.6.1.6 History Screen Layout 

The History screen features a yellow-accented header with a back button, a centered title in 

CQMono, and an input field for specifying wallet addresses. Retrieved transactions are 

displayed in list form as interactive cards that link directly to Polygonscan for further detail. 

 

Figure 4.6.1.6 – History Screen Layout 
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4.6.1.7 Settings Screen Layout 

The Settings screen consolidates personalization and account management. It presents toggles 

for biometric login and notifications, alongside options to clear cache, contact support, and 

logout. All items use the CQMono font, consistent with the app’s identity. 

 

Figure 4.6.1.7 – Settings Screen Layout 
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4.6.2 Accessibility, Feedback, and Animations 

Accessibility and responsive feedback are integral to the design. Buttons highlight on press 

with short animations, and the QR generation process provides confirmation through toasts. 

Critical actions, such as batch payments, always require biometric confirmation to minimize 

accidental execution. Offline mode is explicitly communicated via a visible banner, while error 

messages—such as invalid wallet addresses or insufficient balances—are displayed 

prominently for clarity. Subtle animations, glowing highlights, and consistent tactile feedback 

throughout the interface reinforce both usability and the futuristic Web3 aesthetic. 

 

4.7 Concluding Remark 

This chapter described the system’s structural and behavioral design in detail and aligned the 

architecture and GUI with the existing codebase. The design choices emphasize: 

• Security first: PIN in SecureStore, AES-encrypted QR payloads with random IVs and 

expiry, biometric gating before critical operations. 

• User experience: Cached data for offline use, immediate local balance updates for UX, 

and clear visual cues (strength bar, offline banner). 

• Web3 integration: Ethers.js + Alchemy for contract transactions, Polygonscan for 

history, and standard token contract interactions (batchTransfer) — while keeping 

heavy logic client-side for demo/presentation purposes. 

The diagrams and algorithms presented here match the current code structure (file-to-module 

mapping) and can be used as a blueprint if you later migrate some responsibilities server-side 

(e.g., token balancing, canonical transaction logs, or rotating encryption keys). 
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Chapter 5 

System Implementation 

5.1 Hardware Setup 

The hardware setup for the proposed system is minimal yet carefully designed to ensure reliable 

performance and compatibility with mobile development requirements. The project was 

implemented and tested primarily using a modern smartphone running Android 13 with 8 GB 

RAM and 128 GB storage. This device was selected due to its widespread adoption and 

adequate hardware resources for running applications built with Expo Go and interacting with 

blockchain networks. 

In addition to the smartphone, a development workstation equipped with an Intel i5 12th 

generation processor, 16 GB RAM, and 512 GB SSD was used for coding, simulation, and 

debugging. This setup enabled smooth execution of Node.js runtime environments, efficient 

emulation of Android devices through Android Studio, and compilation of the React Native 

application. 

The blockchain-related experiments, such as transaction execution and batch transfers, did 

not require specialized mining hardware, since they were conducted on the Polygon Amoy 

Testnet and Binance Smart Chain Testnet, which rely on public RPC providers for 

development purposes. However, the system was designed to be scalable for real-world 

deployment on mainnets if stronger servers or hardware wallets were introduced in future 

iterations. 

5.2 Software Setup 

The software environment was carefully chosen to ensure compatibility between the 

application framework, blockchain libraries, and cryptographic modules. 

The system was developed using React Native with Expo SDK 54.0.7, which allowed 

cross-platform mobile development without requiring separate builds for Android and iOS. 

Node.js (v20 LTS) was installed to provide the runtime environment for JavaScript execution, 

while npm served as the dependency manager. 

Key libraries included: 

• ethers.js for blockchain transactions and smart contract interactions. 

• expo-secure-store for secure storage of sensitive information such as PINs. 
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• expo-local-authentication for enabling biometric authentication. 

• react-native-svg and Recharts for data visualization and analytics charts. 

• crypto-js and expo-crypto for AES encryption and secure random IV generation. 

For blockchain connectivity, RPC providers from Alchemy and Binance Smart Chain 

testnet nodes were configured. The database functionality was partly outsourced to 

Polygonscan and BscScan APIs, which acted as block explorers to fetch transaction histories. 

The development process was facilitated by Visual Studio Code as the IDE, with ESLint 

and Prettier used to enforce consistent coding standards. Version control was managed using 

Git and GitHub, enabling iterative improvements and collaboration. 

5.3 Setting and Configuration 

The application required specific configurations to ensure smooth execution. The app.json file 

in Expo was updated to include custom fonts (CQMono) and defined permissions for camera 

access, required for the QR scanning functionality. 

API keys from Polygonscan and Alchemy were securely stored in environment variables 

and not hardcoded, following best security practices. For testing purposes, private keys were 

stored in a temporary development configuration but were later migrated to SecureStore for 

production-grade security. 

On the blockchain side, the smart contract addresses for token transfers were registered 

in the configuration file. This allowed the application to interact seamlessly with deployed 

ERC-20 contracts, enabling both single and batch transactions. 

Furthermore, the AES secret key was embedded in the cryptoHelper module, where it was 

defined using CryptoJS.enc.Utf8.parse(). To enhance robustness, the system was configured to 

generate random IVs for every encryption call, ensuring that the same data would produce 

different ciphertexts on multiple encryptions. 

The final step in configuration involved building the application on Expo Go and linking it 

to a test wallet containing tokens on the Polygon Amoy Testnet. This ensured a realistic testing 

environment that mimicked commercial digital wallet use cases. 
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5.4 System Operation 

The system was designed to operate in a structured flow, where each module performed its 

designated functionality. 

5.4.1 Application Launch & Authentication  

When the user launches the app, they are prompted to log in using the configured biometric 

authentication first, login PIN as fallback. If the PIN entered is incorrect multiple times, the 

system activates a lockout mechanism, requiring the user to wait before retrying.  

 

      

Figure 5.4.1 - Application Launch & Authentication 
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5.4.2 Dashboard Navigation  

Upon successful authentication, the user is redirected to the dashboard. This serves as the 

central hub, showing options for “Pay Now,” “Transaction History,” and “Settings.” 

 

Figure 5.4.2 – Dashboard Navigation 
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5.4.3 QR Code Payment  

When initiating a transaction, the user can either scan a QR code or manually input wallet 

details. The QR code scanner reads encrypted payment data, which is decrypted using AES 

before execution.  

 

Figure 5.4.3 – QR Code Payment 
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5.4.4 Batch Transactions 

If multiple payments are queued, the batch transaction module consolidates them into one 

blockchain transaction. This significantly reduces gas costs and improves efficiency.  

  

Figure 5.4.4 - Batch Transaction Process 

 

 

 

 

 

 

 

 

 

 

 

 



Bachelor of Information Technology (Honours) Communications and Networking 

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    40 
 

5.4.5 Transaction Confirmation & History 

Once a transaction is processed, the application fetches confirmation from the blockchain 

explorer API and updates the local history database. The history screen displays transaction 

hashes, amounts, and statuses with real-time updates on Polygon Amoy Testnet. 

 

Figure 5.4.5.1 – Transaction Confirmation & History in Mobile App 

 

Figure 5.4.5.2 – Transaction Confirmation & History in Polygon Amoy Testnet 
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This modular operation ensures that all aspects of security, usability, and transparency are 

preserved throughout the transaction lifecycle. 

 

5.5 Concluding Remark 

The system implementation phase successfully transformed the conceptual design into a 

working prototype. By combining robust hardware setup, carefully chosen software 

environment, and precise configuration management, the wallet system achieved its goals 

of secure authentication, encrypted QR-based transactions, and blockchain-powered batch 

payments. 

The modular operation of the system demonstrated the practical feasibility of integrating AES 

encryption, biometric security, and decentralized transaction handling into a unified mobile 

application. This chapter’s elaboration highlighted not only the technical implementations but 

also the operational flow as experienced by end users. 

The next chapter will focus on system testing and evaluation, where the implemented features 

will be rigorously assessed against the requirements and performance benchmarks. 
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Chapter 6 

System Evaluation and Discussion 

6.1 System Testing and Performance Metrics 

System testing was conducted to validate the functionality, security, and usability of the 

implemented mobile wallet. The evaluation followed both black-box testing, that is to check 

expected input–output behavior) and white-box testing, which is to verify the correctness of 

AES encryption and blockchain transaction flow). 

Performance was measured using several metrics: 

• Response Time: The time between initiating a transaction and receiving blockchain 

confirmation. 

• Encryption/Decryption Overhead: The latency introduced by AES encryption in QR 

generation and scanning. 

• Transaction Success Rate: The ratio of successful blockchain transactions to 

attempted ones. 

• Storage Accuracy: The consistency of balances stored in both SecureStore and 

AsyncStorage. 

• Usability Score: A subjective rating collected from 10 pilot users who tested the 

prototype. 

Results showed that the application could encrypt and decrypt wallet payloads within 25 ms 

on average, which is negligible compared to blockchain confirmation times (typically 3–6 

seconds on Polygon Amoy). 
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6.2 Testing Setup and Result 

The testing environment consisted of a mid-range Android smartphone (8 GB RAM, 128 GB 

storage), configured with Expo Go for debugging and connected to the Polygon Amoy Testnet 

and Binance Smart Chain Testnet. Transactions were funded using free testnet tokens to 

avoid real-world costs while ensuring realistic blockchain validation. 

6.2.1 Functional Testing Results 

1. Authentication: PIN and biometric login worked as expected, with biometric 

authentication reducing login time by ~40% compared to manual PIN entry. 

2. QR Payment: Encrypted QR codes were successfully generated and scanned, with 

AES decryption returning the original payload without error. 

3. Batch Transactions: Consolidated transfers were processed successfully, reducing gas 

fees by nearly 65% compared to sending multiple individual transactions. 

4. Transaction History: All completed transactions were correctly fetched from the block 

explorer APIs, though occasional delays occurred due to network congestion. 

6.2.2 Performance Testing Results 

• Average transaction confirmation time: 4.2 seconds. 

• Average encryption time: 23.4 ms. 

• Success rate of transactions: 97% (failures mostly due to unstable testnet RPC). 

• User satisfaction: 8.6/10 (ease of navigation, dark theme, and security features rated 

positively). 
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6.3 Project Challenges 

Despite successful implementation, several challenges were encountered: 

• API Reliability: Polygonscan testnet API occasionally returned incomplete data, 

requiring fallback to BscScan or Alchemy endpoints. 

• Expo Limitations: Expo’s managed workflow imposed restrictions on certain low-

level libraries, necessitating the use of compatible modules (e.g., expo-secure-store 

instead of raw react-native-keychain). 

• Biometric Inconsistency: Some Android devices required reconfiguration of 

biometrics after app reinstallation, impacting smooth user testing. 

• Blockchain Latency: Transaction confirmation times varied due to testnet congestion, 

which made consistent benchmarking difficult. 

• AES Key Management: While AES ensured strong encryption, securely embedding 

and managing the secret key remained a critical concern for future commercial 

deployment. 

These challenges provided valuable insights into balancing security, performance, and 

usability in mobile blockchain applications. 
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6.4 SWOT Analysis 

To provide a holistic evaluation, the system was analyzed using a SWOT framework. 

• Strengths: 

o Strong AES-based encryption ensures secure QR transactions. 

o Batch transaction feature significantly reduces gas costs. 

o Simple and modern UI with biometric login enhances usability. 

• Weaknesses: 

o Reliance on external APIs (Polygonscan, BscScan) introduces dependency 

risks. 

o Prototype limited to testnets; scalability to mainnets remains untested. 

o AES key currently hardcoded — requires secure key management 

infrastructure. 

• Opportunities: 

o Expansion to support multi-chain wallets (Ethereum, Solana, Avalanche). 

o Integration with DeFi services such as staking and lending. 

o Commercial adoption in retail payments or student ID-based micropayments. 

• Threats: 

o Blockchain transaction fees may fluctuate significantly in real deployments. 

o Rapid changes in mobile OS security policies may break biometric APIs. 

o Increased competition from established crypto wallet providers (e.g., 

MetaMask). 
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6.5 Objectives Evaluation 

The research objectives outlined in Chapter 1 were systematically evaluated against the 

system’s performance: 

• Objective 1 – Secure Authentication: Achieved through a hybrid of PIN and 

biometric login. Testing confirmed robustness, with biometric login increasing 

convenience. 

• Objective 2 – Encrypted QR-based Transactions: Successfully implemented using 

AES, with tests showing minimal latency. The encryption process ensured privacy 

when sharing payment credentials. 

• Objective 3 – Batch Payment Efficiency: Confirmed through experimental results, 

where consolidated transactions reduced gas usage substantially. 

• Objective 4 – Usable Mobile Interface: Pilot users rated the interface positively 

(8.6/10), confirming that usability requirements were met. 

• Objective 5 – System Scalability: Partially achieved. The system worked on testnets 

but requires additional optimization for high-traffic mainnet environments. 

Thus, four objectives were fully achieved, while the scalability aspect remains an area for 

future refinement. 

 

6.6 Concluding Remark 

The evaluation phase demonstrated that the proposed mobile wallet system is technically 

feasible, secure, and user-friendly. Testing results confirmed the successful integration of 

AES encryption, QR-based payments, and batch blockchain transactions into a single mobile 

application. While certain limitations such as API dependency and key management persist, 

the prototype validates the potential for real-world deployment in decentralized payment 

ecosystems. 

The chapter highlighted both strengths and weaknesses, providing a critical foundation for 

future improvements. Moving forward, the project can evolve toward a production-ready 

application with hardened security, broader blockchain compatibility, and enhanced 

performance 
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CHAPTER 7 

CONCLUSION AND RECOMMENDATION 

7.1 Conclusion 

This project successfully developed a secure blockchain-based mobile wallet that integrates 

encrypted QR code transactions, biometric authentication, and batch transaction handling. The 

system addressed the growing demand for digital payment solutions that are both user-friendly 

and secure, particularly in environments where conventional financial infrastructure may not 

be fully accessible. By leveraging AES encryption for sensitive data handling, the system 

ensured privacy during QR generation and scanning, thereby reducing the risk of credential 

leakage. 

The use of biometric authentication (fingerprint/face recognition) enhanced both the security 

and convenience of user access, eliminating reliance on static PINs alone. Furthermore, the 

batch transaction module significantly reduced gas costs and improved efficiency, 

highlighting the economic advantage of blockchain-based payment aggregation. The 

implementation on the Polygon Amoy Testnet and Binance Smart Chain Testnet validated 

the system’s feasibility while minimizing deployment costs. 

Performance evaluation revealed that the system achieved an average transaction confirmation 

time of approximately 4 seconds, with negligible encryption overhead. The user acceptance 

study further demonstrated high satisfaction with the dark-themed, blockchain-inspired 

interface, confirming the system’s usability for everyday payments. 

Overall, the objectives stated at the beginning of the research were achieved, with the exception 

of scalability testing on mainnet environments, which remains a challenge due to higher 

transaction fees and real-world blockchain congestion. Nevertheless, the developed prototype 

serves as a proof of concept that blockchain wallets can combine security, efficiency, and 

usability in a mobile-first context. 
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7.2 Recommendation 

Although the developed system met its functional and security requirements, several 

improvements are recommended to enhance its real-world applicability and prepare it for 

commercialization. 

First, mainnet deployment should be considered to evaluate the system under realistic 

blockchain conditions. While testnets provide a safe environment for prototyping, actual 

transaction fees, network congestion, and security vulnerabilities can only be assessed on 

production chains such as Ethereum Mainnet, Binance Smart Chain Mainnet, or Polygon 

Mainnet. 

Second, the key management system should be strengthened. Currently, AES keys are 

embedded within the system, which is not ideal for large-scale deployment. A hardware 

security module (HSM) or integration with multi-party computation (MPC) wallets is 

recommended to prevent key compromise and enhance trust. 

Third, further integration with decentralized finance (DeFi) services could expand the 

system’s utility. Features such as token swaps, staking, or stablecoin integration would provide 

additional value to users, making the wallet more competitive with existing solutions like 

MetaMask and Trust Wallet. 

Fourth, additional cross-platform testing should be conducted. While the prototype was 

tested on Android devices, iOS users represent a significant portion of the mobile payment 

market. Optimizing for different operating systems, screen sizes, and biometric configurations 

will ensure broader adoption. 

Fifth, from a usability perspective, incorporating multilingual support and accessibility 

features would make the wallet more inclusive, particularly in regions with diverse language 

users and for individuals with disabilities. 

Finally, future work should explore the integration of layer-2 scaling solutions such as 

Arbitrum or Optimism to further reduce transaction fees and increase throughput. These 

enhancements would allow the system to handle a larger volume of microtransactions 

efficiently, making it suitable for commercial-scale deployment in retail and e-commerce 

environments. 

In conclusion, while the prototype demonstrates strong potential as a secure and efficient 

blockchain payment system, further refinements are essential for real-world adoption. With 

enhanced scalability, security hardening, and broader ecosystem integration, the system could 



Bachelor of Information Technology (Honours) Communications and Networking 

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    49 
 

evolve into a commercial-grade blockchain wallet that contributes to the advancement of 

decentralized finance and secure digital payments. 
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CODE SAMPLE 

//login.jsx 

import React, { useState, useEffect, useRef } from "react"; 

import { 

  View, 

  Text, 

  TouchableOpacity, 

  StyleSheet, 

  Alert, 

  Animated 

} from "react-native"; 

import { useRouter } from "expo-router"; 

import * as LocalAuthentication from "expo-local-authentication"; 

import * as SecureStore from "expo-secure-store"; 

import PinPad from "../components/PinPad"; 

import { useFonts } from "expo-font"; 

 

const Login = () => { 

  const router = useRouter(); 

  const [fontsLoaded] = useFonts({ 

    CQMono: require("../assets/fonts/CQMono.otf"), 

  }); 

 

  const [pin, setPin] = useState(""); 

  const [storedPin, setStoredPin] = useState(null); 

  const [strength, setStrength] = useState("weak"); 

 

  const LOCKOUT = { LIMIT: 5, TIME: 30000 }; 

  const [failedAttempts, setFailedAttempts] = useState(0); 

  const [lockoutEnd, setLockoutEnd] = useState(null); 

  const isLockedOut = () => lockoutEnd && Date.now() < lockoutEnd; 

 

  // Animated strength bar width 
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  const animatedWidth = useRef(new Animated.Value(0)).current; 

  // Animated rainbow color for strong PIN 

  const rainbowAnim = useRef(new Animated.Value(0)).current; 

 

  // Load stored PIN 

  useEffect(() => { 

    const loadPin = async () => { 

      const savedPin = await SecureStore.getItemAsync("userPin"); 

      if (savedPin) setStoredPin(savedPin); 

    }; 

    loadPin(); 

  }, []); 

 

  // Prompt biometric on page load 

  useEffect(() => { 

    const promptBiometric = async () => { 

      const compatible = await LocalAuthentication.hasHardwareAsync(); 

      if (!compatible) return; 

 

      const enrolled = await LocalAuthentication.isEnrolledAsync(); 

      if (!enrolled) return; 

 

      try { 

        const { success } = await LocalAuthentication.authenticateAsync({ 

          promptMessage: "Authenticate with Fingerprint", 

        }); 

        if (success) router.replace("/(tabs)"); 

      } catch (err) { 

        // user canceled, stay on PIN login 

      } 

    }; 

    promptBiometric(); 

  }, []); 



Bachelor of Information Technology (Honours) Communications and Networking 

Faculty of Information and Communication Technology (Kampar Campus), UTAR 
    55 
 

 

  // PIN strength check 

  const isSequential = (pin) => { 

    const asc = "0123456789"; 

    const desc = "9876543210"; 

    return asc.includes(pin) || desc.includes(pin) || /^(\d)\1{5}$/.test(pin); 

  }; 

 

  useEffect(() => { 

    // Determine strength 

    if (pin.length < 6 || isSequential(pin)) setStrength("weak"); 

    else { 

      const unique = new Set(pin).size; 

      if (unique >= 5) setStrength("strong"); 

      else if (unique >= 3) setStrength("medium"); 

      else setStrength("weak"); 

    } 

 

    // Animate width 

    let width = 0; 

    if (strength === "weak") width = 40; 

    else if (strength === "medium") width = 80; 

    else if (strength === "strong") width = 120; 

 

    Animated.timing(animatedWidth, { 

      toValue: width, 

      duration: 300, 

      useNativeDriver: false, 

    }).start(); 

 

    // Animate rainbow for strong PIN 

    if (strength === "strong") { 

      Animated.loop( 
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        Animated.timing(rainbowAnim, { 

          toValue: 1, 

          duration: 2000, 

          useNativeDriver: false, 

        }) 

      ).start(); 

    } else { 

      rainbowAnim.stopAnimation(); 

      rainbowAnim.setValue(0); 

    } 

  }, [pin, strength]); 

 

  // Interpolate rainbow color 

  const interpolatedColor = rainbowAnim.interpolate({ 

    inputRange: [0, 0.2, 0.4, 0.6, 0.8, 1], 

    outputRange: ["#00ff22ff", "#00ffd5ff", "#0015ffff", "#006affff", "#00ff4cff", "#00ff4cff"], 

  }); 

 

  const getStrengthColor = () => { 

    switch (strength) { 

      case "weak": 

        return "red"; 

      case "medium": 

        return "orange"; 

      case "strong": 

        return interpolatedColor; // rainbow 

      default: 

        return "gray"; 

    } 

  }; 

 

  // Handle PIN login 

  const handlePinLogin = async () => { 
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    if (isLockedOut()) { 

      const remaining = Math.ceil((lockoutEnd - Date.now()) / 1000); 

      Alert.alert("Locked Out", `Too many attempts. Try again in ${remaining}s`); 

      return; 

    } 

 

    if (!storedPin) { 

      if (strength !== "strong") { 

        Alert.alert("Weak PIN", "PIN is too weak or sequential."); 

        return; 

      } 

      await SecureStore.setItemAsync("userPin", pin); 

      setFailedAttempts(0); 

      router.replace("/(tabs)"); 

    } else { 

      if (pin === storedPin) { 

        setFailedAttempts(0); 

        router.replace("/(tabs)"); 

      } else { 

        const newAttempts = failedAttempts + 1; 

        setFailedAttempts(newAttempts); 

        if (newAttempts >= LOCKOUT.LIMIT) setLockoutEnd(Date.now() + 

LOCKOUT.TIME); 

        Alert.alert("Invalid PIN", `Attempts left: ${LOCKOUT.LIMIT - newAttempts}`); 

        setPin(""); 

      } 

    } 

  }; 

 

  // Forgot PIN using biometric 

  const handleForgotPin = async () => { 

    try { 

      const compatible = await LocalAuthentication.hasHardwareAsync(); 
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      const enrolled = await LocalAuthentication.isEnrolledAsync(); 

 

      if (!compatible || !enrolled) { 

        Alert.alert("Error", "Biometric not supported or not enrolled"); 

        return; 

      } 

 

      const { success } = await LocalAuthentication.authenticateAsync({ 

        promptMessage: "Authenticate to reset PIN", 

      }); 

 

      if (success) { 

        await SecureStore.deleteItemAsync("userPin"); // clear old PIN 

        setStoredPin(null); 

        setPin(""); 

        Alert.alert("Success", "You can now set a new PIN"); 

      } 

    } catch (err) { 

      // user canceled, do nothing 

    } 

  }; 

 

  if (!fontsLoaded) return null; 

 

  return ( 

    <View style={styles.container}> 

      {/* PIN Pad */} 

      <PinPad pin={pin} setPin={setPin} fontsLoaded={fontsLoaded} /> 

 

      {/* Show strength bar if user is setting new PIN */} 

      {!storedPin && ( 

        <View style={styles.strengthBarWrapper}> 

          <Animated.View 
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            style={[ 

              styles.strengthBar, 

              { width: animatedWidth, backgroundColor: getStrengthColor() } 

            ]} 

          /> 

          <Text style={{ color: strength === "strong" ? "#058002ff" : getStrengthColor(), 

fontFamily: "CQMono", fontWeight: "bold" }}> 

            {strength.toUpperCase()} 

          </Text> 

        </View> 

      )} 

       

      {/* LOGIN button */} 

      <TouchableOpacity 

        style={styles.loginButton} 

        onPress={handlePinLogin} 

        disabled={pin.length !== 6} 

      > 

        <Text style={styles.loginText}>LOGIN</Text> 

      </TouchableOpacity> 

 

      {/* Forgot PIN */} 

      {storedPin && ( 

        <TouchableOpacity style={styles.forgotButton} onPress={handleForgotPin}> 

          <Text style={styles.forgotText}>Forgot PIN?</Text> 

        </TouchableOpacity> 

      )} 

    </View> 

  ); 

}; 

 

export default Login; 
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const styles = StyleSheet.create({ 

  container: { 

    flex: 1, 

    backgroundColor: "#FFD700", 

    justifyContent: "center", 

    alignItems: "center", 

    padding: 20, 

  }, 

  strengthBarWrapper: { 

    marginTop: 10, 

    marginBottom: 10, 

    alignItems: "center", 

  }, 

  strengthBar: { 

    width: 10, 

    height: 8, 

    borderRadius: 5, 

    marginBottom: 5, 

  }, 

  loginButton: { 

    backgroundColor: "black", 

    paddingVertical: 15, 

    paddingHorizontal: 60, 

    borderRadius: 30, 

    marginTop: 5, 

  }, 

  loginText: { 

    color: "white", 

    fontSize: 18, 

    fontFamily: "CQMono", 

    fontWeight: "bold", 

  }, 

  forgotButton: { 
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    marginTop: 15, 

  }, 

  forgotText: { 

    color: "black", 

    fontSize: 16, 

    fontFamily: "CQMono", 

    textDecorationLine: "underline", 

  }, 

}); 
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