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ABSTRACT

This project develops a predictive maintenance framework for server failures in virtual
environments through a six-stage workflow. Large-scale datasets from Google Cluster,
Backblaze HDD, CINECA M100, and Azure VM traces were modeled to establish domain-
specific baselines, followed by the design of a unified schema enabling cross-domain
integration and transfer learning. Evaluation confirmed CPU stress and thermal load as
dominant predictors, with thresholding guided by operational risk. A simulation tool with
calibrated mathematical risk models, probabilistic scoring, and interactive dashboards was
implemented to address deterministic prediction issues, and a pseudo real-time system was
demonstrated using streamed logs. The workflow delivers a complete, simulation-ready

predictive maintenance pipeline with both academic rigor and practical deployment value.

Area of Study: Predictive Maintenance, Machine Learning

Keywords: Server Failure Prediction, Hardware Metrics, Real-time Telemetry, Data

Analysis, Machine Learning

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



TABLE OF CONTENTS

ACKNOWLEDGEMENTS 11
COPYRIGHT STATEMENT 111
ABSTRACT ...cueeeeeerererereseresesssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss v
TABLE OF CONTENTS A%
LIST OF FIGURES IX
LIST OF TABLES ....uuuuueeeeeereecccrennnnnee e X1
LIST OF SYMBOLS X1I
LIST OF ABBREVIATIONS X1V
CHAPTER 1 ..uuuaueeeeeeeneeeeeneneeeeeeeeesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 16
INTOAUCTION oo 16
1.1 Problem Statement and MoOtIVAtION. .......coovuuumneeeeee et e e 18
1.2 ReSEAICh ODJECTIVES ...cuvieiiieiieeiieeiie ettt ettt et ee et e s e e ees 19
1.3 Project Scope and DIr€Ction..........ceevieeriieeiiieeiiie ettt eveeesaee e 20
) 000 1 5'g o]0 1510 ) 4 - 22
1.5 Background INfOrmation ............ccueeecuieiriieeiiie et 23
1.6 RepOrt OrganiZation ...........eevueeeiieriieniieiie et eieeeteeieeste et e saeeebeeseaeebeesseeenseeens 25
CHAPTER 2 ..uuaueeeeeeeeeeeeeeeeeeeeeeseesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 26
LIETAtUIE REVIEWS .. oo e e e e e e et e e e e e e e e e e aaeaas 26
2.1 Prior Arts in Predictive Maintenance for Server Failure ..............cccoocociii. 26

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



2.1.1 Predictive Maintenance in Server Infrastructure.........ooeeeeeveeeeueeeeeeeeen. 26

2.1.2 Hardware Health MONItoring ..........cccceevveeiiieniieiiienieeieesieeieeseee e 27
2.1.3 Techniques for Failure Prediction...........cccccvveeiiieeiiieeciieecieeeee e, 27
2.2 Datasets and Data Collection for Predictive Maintenance...........cccccveveeeeeeeneennn... 29
2.2.1 Processor & Motherboard DatasetsS......eeueeeeeeeeeeeeeeeeeeee e 29
2.2.2 Sensor & Hardware Metrics Datasets .......oovvvveeieeiiiiiiiiiiii 29
2.2.3 Failure Type Datasets........ccccueeeieeerireeiiieeiieeeceeeeieeeereeesveeesveeesvee e 30
2.2.4 Usage Pattern Datasets..........coevueeeriiieniiieniieenie e 30
2.3 Fact Finding and Data Analysis TeChNiques...........ccccveeeviieriieeniieeciie e 31
2.3.1 Scientific Methods in PM Data Analysis........ccceccverieevieenieeniienieeieene 31
2.3.2 Data Element ANalySiS.......ccceecireeiiieeiiieeiiieciieeeieeeeveeesveeesveeeevee e 32
2.3.3 Report Use ANALYSIS......cccvieruieriieriienieeiieeieerieesieenieeeneeseeeeseeseaeenneenens 33
2.4 Existing Predictive Maintenance Models and Techniques ............ccocceevieiiiienens 35
2.4.1 Machine Learning Models in PM ..........cccooiviiiiiiiniieiicie e 35
2.4.2 Deep Learning Models........c.coouieiieniiiiiiiiieie e 35
2.4.3 Hybrid MOdEIS .....cceoevuiiiiieiieciicie ettt 36
2.5 Critical Review Of Previous WOTKS .....coouveeueeeeeee oo 37
2.5.1 Strengths of EXisting ApProaches.........ccceecveerieeiienieeciienieeieenie e 37
2.5.2 Weaknesses and Gaps .......cocueereeerienieeniieeie ettt 37
2.5.3 Comparison with Proposed Solution..........c.cccceeeevieniieciienieeiienieeieenne 38
CHAPTER 3...aaeeeeeeeeeeeeneeeneeeeeeseesessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 41
Proposed Method/APProach ...........occuieiiiiiiiiiiieiiee e 41
3.1 System Development Models ..........ccoeviiiiiiiiiiiiieiieeeeeeeee e 41
3.1.1 System Development Model 1 — Waterfall Approach...........ccccccueenee. 41
3.1.2 System Development Model 2 — Spiral Model...........ccccoeevvevciveenneenne. 41
3.1.3 System Development Model 3 — Agile Development................cc.......... 42
3.1.4 Selected MOAEL.....ccooeeeeeee e e e e e 42
3.2 System REQUITEIMENT ......oouiiiiieiieiiieiie ettt ettt st 43
321 HATAWATE .o e et e e e e e e e v earaenes 43
322 SOTEWATE e e e e e e e e e e e e e e e e e e e e e e e e e e e e s e e eeeeeeeans 43
3.2.3 Data Processing Environment...........ccceeevveeenieeeiieeeiieeeieeeiee e 45
3.3 Functional REqUITEMENLS ........ccceiiiiieriiieiieiie ettt ettt 45
S TIMEIINE .o e e e e e e et e e e e e e e e e e aaeeeeeeeeaannnas 46
3.5 ESIMALEA COST - e e e e e e e e e e e e e e e e e e e e e e e e e eeeeaeeaaaaaaaaaaaaanns 47
3.6 Implementation of Issues and Challenges..........cccceevveeeeiieeiiieciieecieeeee e 47
CHAPTER 4 .....auaaaeeeeeeeeeeeeeeeeeeeeeesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 50
Vi

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



N1 7e 00 B B Te) V4 s DS SPST 50
4.1 System Architecture DIagram ...........cocuieviieeiieiieniiieieeie et ens 50
4.2 Use Case DIa@IamM........ccccuiieiiiieiiieeiieeeiteeeieeeeieeesteeesveeesaeeesseeessseeessseeessseeenns 56
4.3 ACHIVILY DIAGIAM.....ccuiiiiiiiiiieiieeieetee ettt et ste et e saeesteeebeesseesnseesssesnseenseaans 58
4.4 System Block DIagram .........ccccceciiieiiieeiiieeciee ettt e e e e e 64

A1 USET ettt ettt ettt sttt 65

4.4.2 Virtualized Environment (Cloud, HPC, and Storage Systems) ............. 65

4.4.3 Risk Modeling ENgine............cccuvevieiiieniieeiieiiecieeeee e 66

4.4.4 Simulation and Dashboard Service ..........cccoviiiiiiiiiniiiiniiiieieeeee 66

4.4.5 DAta SEIVICES. ..ccvieuririieiieiieeiienteete ettt ettt ettt st ettt e bt et s tesaeenbeeaees 67
4.5 System COMPONENLS........coouiriieriieiienteeteeete et etee st esteesreesreesneesneesneenreeeas 67
4.6 Dataset SUmMmary Table .........ccocciiiiiiiiiiiiecieceee e 68
4.7 Sensor Metric to Hardware Component Mapping Diagram ...........ccccceveeerieenneenns 70
4.8 Data FIOWCRHAIT .......cccuiiiiiiiiiiieeeeee ettt 71
4.9 System EQUAatiON ........coceeviiiiiniiiiiiereeieetceee ettt 72
4.10 Functional Modules in the SYStem.........cc.cccuieriiiriiieiieeiieie et 73
4.11 Data & Model Specification SUMMATY .........ccccocverieriinienienienieneeeseese e 74
412 GUIDESIZN ..viieiie ettt et e et eeae e st e e st e e ssaaeessseeessseeeanseeennseeenns 75

CHAPTER §....auuirviinininsinnnissensissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 76
System IMPlementation............cocueeriieiiieiieeie ettt e eeees 76
5.1 HardwWare SETUP ......ccouvieeiiiieiie ettt ettt e e e stre e s e e snnee e nabeeeennes 76
5.2 SOfEWATE SELUP ...cvviiiiiiiiiieiteee ettt ettt st 77
5.3 Setting and ConfigUIation ..........c.ceeecuieeriiieeriieeriee e areesaee e sree e 78
5.4 SYStEM OPETALION .....veeeivieniieeiiieiie et eite et esete et esieeebeesseeebeessaeesbeesseesseesseesnseenses 81
CHAPTER 6 .u.uuuneenvineicnenuinnisensesssisssssesssissssssessssssssssssssssssssssssssssssssssssssssssssssssssss 86
System Evaluation and DiSCUSSION ........ccueeiiieiiiiriieiienie et 86
6.1 System Testing and Performance MEtriCs .........cccceevveeeriieniiieeiieeciie e 86
6.2 Testing Setup and Result..........cccooviiiiiiiiiiiiiie e 90
vii

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



6.3 Project Challen@es.........ccveiiiuiiieiieeeiie ettt eare e e e vee e e e 91

6.4 SWOT ANALYSIS ...oeeviieiiieiieeieecite ettt ettt ettt stee et saaeesbeessaesabeesseeenseennns 92
6.5 Objectives Evaluation .........ccueoiciiiiiiiiiciie ettt e 93
6.6 Feasibility ANALYSIS.....ccceeiiieiiiiiieiiieiieeieesite ettt ettt e be e sbeesaeeennee e 94
6.7 Scalability Consideration ...........cceercueeeiiiieeriieerieeerieeeeeeeeeeeeeeesaeeesreeesereeeens 94
6.8 FULUIE WOTK ...ttt 95
CHAPTER 7 uucueiiirinninensinsnissensesssnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 96
CONCIUSION ...evvieiiieeciiee ettt ettt et e et e e st e e e tbeeeaaeeesaeeesssaesssseesssseesssseeassaeesnseeennnes 96
RecOMMENAALION. ......cuiiiiiiiiiieieeiet ettt sttt 97
REFERENCES ......ccouiiiiinuinnnininninsaissenssssssissssssssssssssssssssssssssssssssssssssssssssssssssssssssss 98
APPENDIX A .cuiiviiiicnnnensnicsnnsnsssnsssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssssssass 106
AT COdE SAMPIE ..ottt ere et e e saae e baestaeenbeensaeenraas 106
YN o 1] () SRR 107
viii

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



Figure Number

Figure 2.3.1
Figure 2.3.2
Figure 3.2.1
Figure 3.2.2
Figure 3.2.3
Figure 3.2.4
Figure 3.2.5
Figure 3.5

Figure 4.1.1
Figure 4.1.2
Figure 4.1.3
Figure 4.2.1
Figure 4.2.2

Figure 4.2.3
Figure 4.2.4
Figure 4.3.1

Figure 4.3.2
Figure 4.3.3
Figure 4.3.4
Figure 4.3.5
Figure 4.3.6
Figure 4.4.1
Figure 4.4.2
Figure 4.4.3
Figure 4.8

Figure 4.12

LIST OF FIGURES

Title

Sensor Data Flow

SQL Data Flow
Specifications of Laptop.
Google Colab.

Kaggle.

Streamlit.

Jupyter Notebook.

Timeline.

Data Unification and Model Training Pipeline.

Simulation Tool Architecture.

Pseudo Real-Time Monitoring Simulation.
Data Scientist Use Cases.

ML Engineer Use Cases.

System Admin Use Cases.
End User Use Cases.

Per-Dataset Baselines.

Unified Schema Development.
Model Training.

Model Evaluation.

Simulation Tool Development.
Pseudo Real-Time Monitoring.
Cloud Failure Prediction Service
HPC Thermal-Power Risk Service
Storage Health Monitoring Service
Predictive Maintenance Workflow

GUI Design

Bachelor of Information Technology (Honours) Communications and Networking

Faculty of Information and Communication Technology (Kampar Campus), UTAR

Page

31
33
43
43
44
44
45
46

51
53
54
56
56

57
57
58

59
60
61
62
63
64
65
65
71
74



Figure 5.4.1
Figure 5.4.2
Figure 5.4.2
Figure 5.4.3
Figure 5.4.4
Figure 5.4.5
Figure 5.4.6
Figure 5.4.7
Figure 5.4.8
Figure 6.1
Figure 6.2
Figure 6.3
Figure 6.4
Figure 6.5
Figure 6.6
Figure 6.7

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR

Terminal Execution of Streamlit app

Streamlit Dashboard

Streamlit Dashboard — domain selection panel

Incoming Batch Passes Through Models
Composite risk scores

Real-time risk gauge visualization
Historical Trend Analysis Chart

System provides actionable guidance
Prediction Records

System Performance - AUC & F1 Score
Confusion Matrices

ROC Analysis

Precision Recall

Feature Importance

Cross-Domain Performance

Temporal Validation

81
81
81
82
82
83
84
84
85
87
87
88
88
89
89
90



Table Number

Table 1.5

Table 3.1
Table 3.2
Table 3.3
Table 3.5
Table 4.2
Table 4.5
Table 4.6
Table 4.7
Table 4.9
Table 4.10
Table 4.11
Table 5.2
Table 5.3
Table 6.4

LIST OF TABLES

Title

Key Terms and Definitions Used in Predictive
Maintenance for Server Failure

Selected Model Workflow

Specifications of laptop

Functional Requirements

Estimated Cost

Actor Interactions

Algorithm of Core Pipeline

Dataset Summary

Mapping of Sensor Metrics to Hardware
System Equation

Functional Modules

Data & Model Specification

Software Requirements for System Implementation
Model Cofiguration

SWOT Analysis

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR

Page

24

42
43
45
47
57
67
68
70
72
73
74
77
79
92

Xi



LIST OF SYMBOLS

S Constant coefficient (for CPU failure model)

y Constant coefficient (for Memory failure model)
T Temperature (°C)

Ucpu CPU utilization (%)

Uram RAM utilization (%)

Eyp System uptime (hours)

Ttemp Temperature threshold (75°C)

Tepu CPU utilization threshold (90%)

Tup Uptime threshold (5000 hours)

Tram RAM usage threshold (85%)

V Voltage (V)

Vinin Minimum safe voltage (11.5V)

Vinax Maximum safe voltage (12.5V)

1) Indicator function (returns 1 if condition is true, 0 otherwise)
Pepu Probability of CPU failure

Prem Probability of memory failure

P Power (W)

T Torque (Nm)

W Angular velocity (rad/s)

N Rotational speed (rpm)

Ryy Temperature-voltage ratio (°C/V)

Ut Moving average at time t

Ot Standard deviation at time t

X; Observed value at time i

t Current time index

Risk(x) Risk classification level

Px) Model-predicted failure probability for observation x
0 Model parameters

Xii
Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



L Cross-entropy loss function

Q) Regularization term

fo Model function parameterized by 6
Vi True label of observation i

T* Decision threshold

y Predicted failure label (1 or 0)

/A Tool wear—torque interaction term
w Tool wear (minutes)

Xiii
Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



PM
OHM
HWINFO
SMOTE
ML

Al
ANN
LSTM
AUC
CPU
GPU

NIC

1C
SMART.
cSv

RUL

SVM

API

ROC

LIST OF ABBREVIATIONS

Predictive Maintenance

Open Hardware Monitor

Hardware Information Tool

Synthetic Minority Over-sampling Technique
Machine Learning

Artificial Intelligence

Artificial Neural Network

Long Short-Term Memory

Area Under Curve

Central Processing Unit

Graphics Processing Unit

Random Access Memory

Network Interface Card

Integrated Circuit

Self-Monitoring, Analysis, and Reporting Technology
Comma Separated Values

Remaining Useful Life

Support Vector Machine

Application Programming Interface

Receiver Operating Characteristic

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR

Xiv



CHECKLIST

TICK DOCUMENT ITEMS
) Y our report must include all the items below. Put a tick on the left
column after you have checked your report with respect to the

corresponding item.

Title Page

Copyright Statement

Acknowledgement

Abstract (with Area of Study and Keywords)

Table of Contents

List of Figures (if applicable)

List of Tables (if applicable)

List of Symbols (if applicable)

List of Abbreviations (if applicable)

Chapters / Content

References

2 2 2] 2] 2] 2 2] 2] 2] 21 2] 2]

All references are cited in the report, especially in the chapter of

literature review

2|

Appendices (if applicable)

N Poster

N I agree 5 marks will be deducted due to incorrect format, declare
wrongly the ticked of these items, and/or any dispute happening for

these items in this report.

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 1

CHAPTER 1

Introduction

As businesses increasingly depend on virtualized infrastructures for cloud computing,
data handling, and day-to-day operations, maintaining server reliability has become
more important than ever. These infrastructures use technologies like virtual machines
and resource pooling to boost efficiency and scalability [1], [2]. However, as systems
grow more complex—with different types of processors, workloads, and
environments—keeping them running smoothly becomes harder, especially across

diverse setups [7].

Unexpected server failures can cause serious issues, especially in industries like
finance, telecommunications, and cloud services, where uptime directly impacts
income and customer satisfaction [3], [4]. For instance, a single server outage could
cost a company around $5,600 for every minute it's down, showing how essential it is

to have a maintenance plan that can stop problems before they happen [3].

One effective solution is predictive maintenance (PM), which uses artificial intelligence
(AI) and machine learning (ML) to spot signs of potential failures early on by analyzing
real-time and historical data [5], [6]. These systems pull information from sensors,
system logs, and workload data to predict when something might go wrong and help

prevent it with timely actions.

In FYPI1, the project introduced an Al-based predictive maintenance system by
exploring multiple datasets such as Laptop Motherboard Health Monitoring, Microsoft
Azure Predictive Maintenance, C-MAPSS, AI4I 2020, Machine Failure using Sensor
Data, Hard Drive Test Data, and Google Cluster Workload [8]. These datasets provided
a starting point for building models that learned from various processor types, hardware
indicators, and usage patterns. To address the lack of real-world server failure records,

simulated and short-term telemetry data were used for validation.

Building on this foundation, FYP2 advances the research with a structured six-stage
workflow that shifts the focus from broad exploratory datasets to domain-specific and
unified predictive modeling. This includes integrating domain-specific datasets

(Google Cluster, Backblaze, CINECA, Azure VM) into a unified schema, training
16
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CHAPTER 1

cross-domain models, and developing a Streamlit-based simulation tool for pseudo

real-time monitoring.

Unlike FYP1, which relied on synthetic augmentation and real-time telemetry
collection tools (HWiNFO, OHM, Zabbix Agent), FYP2 emphasizes deployability and
cross-domain generalization, making the predictive maintenance pipeline lightweight,
reproducible, and adaptable across virtualized environments. The final system is not
only academically rigorous but also practically deployable, offering a simulation-ready

dashboard for early fault detection and proactive server management.

17
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CHAPTER 1

1.1 Problem Statement and Motivation

Problem Statement

As modern organizations expand their reliance on virtualized and cloud-based
infrastructures, ensuring continuous server uptime has become increasingly complex.
These environments often involve a wide range of server configurations, including
different processor architectures (Intel, AMD, Apple, etc.), varying workloads, and
diverse hardware setups. Traditional maintenance strategies, such as periodic checks or
reactive repairs, are no longer sufficient in such dynamic environments. They often fail
to detect early warning signs of system failure, leading to unexpected downtime that

can severely impact business continuity and service availability.

Existing predictive maintenance (PM) solutions remain limited. Many are tailored to
specific hardware, lack real-time adaptability, or rely on narrowly focused datasets that
do not generalize across systems. This results in inaccurate predictions or failure to
detect issues in heterogeneous environments. Furthermore, many organizations lack
access to an integrated PM system that combines diverse datasets, real-time data, and
scalable Al models. This gap highlights the need for a flexible, adaptable, and accurate

predictive maintenance solution for server infrastructure management.

Motivation

The motivation behind this project lies in the growing demand for smarter predictive
maintenance systems that can minimize downtime, optimize resource usage, and
improve reliability across diverse computing environments. As cloud and edge
infrastructures scale, their complexity requires solutions beyond static monitoring. A
robust Al-driven PM model that leverages both historical datasets and simulated real-
time data offers a proactive approach to addressing this need.
From an academic and personal perspective, this project provides an opportunity to
apply Al and ML practically in system maintenance—an area often overlooked in IT
operations. By building a reproducible pipeline and a deployable dashboard, this work
aims to reduce unplanned outages and contribute to the development of intelligent

infrastructure management.

18
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1.2 Research Objectives

The main goal of this project is to design and develop an Al-driven predictive
maintenance system that can accurately predict server failures across heterogeneous
environments. Unlike FYP1, which mainly explored diverse datasets and real-time
telemetry collection, FYP2 emphasizes structured workflows, domain-specific
integration, and deployable simulation tools. The system aims to proactively reduce
downtime, optimize resource utilization, and support scalable server monitoring.

The project will focus on integrating and processing data from multiple domain-specific
datasets such as Google Cluster, Azure VM, Backblaze, and CINECA HPC. These
datasets are standardized into a unified schema, allowing the development of both
domain-specific and cross-domain models. Instead of relying on physical real-time
sensors, pseudo real-time monitoring will be achieved through a Streamlit-based
dashboard that simulates live server conditions. This approach makes the system more
lightweight, reproducible, and adaptable across virtualized environments.

This project will specifically aim to:

1. Develop a unified machine learning pipeline in Python that supports data
preprocessing, schema integration, feature engineering, and model training
across multiple domains.

2. Train and validate predictive models capable of achieving at least 80%
accuracy, evaluated through precision, recall, F1-score, and AUC metrics.

3. Simulate real-time monitoring by replaying historical traces in a Streamlit
dashboard with risk classification outputs and interactive visualization.

4. Ensure adaptability and deployability by keeping the system lightweight and
reproducible, suitable for integration into different server environments.
However, the project will not cover areas such as direct log analysis, deep learning-
based architectures, or large-scale enterprise deployment. Continuous real-time data
ingestion and advanced scalability features are considered potential future extensions

rather than immediate deliverables.
In short, this project aims to bridge the gap between multi-domain server data and
intelligent decision-making using Al, delivering a deployable prototype that is both

academically rigorous and practically useful.

19
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CHAPTER 1

1.3 Project Scope and Direction

Project Scope

This project aims to develop an Al-based predictive maintenance system capable of
predicting server failures before they occur. The system leverages both historical
datasets and pseudo real-time telemetry to provide early warnings and actionable
insights for system administrators. To keep the project feasible within the final year

project timeline, several scope limitations and clear deliverables are defined:

o Target Hardware: Focus on common x86 servers (Intel and AMD). Other
processor types, such as Apple ARM or Nvidia, are included only in simulated

datasets to test model flexibility.

o Data Sources: Uses public datasets including Google Cluster, Azure VM,
Backblaze, and CINECA HPC. Historical traces are replayed to simulate real-time

monitoring in the Streamlit dashboard.

e Real-Time Simulation: The system simulates live monitoring by feeding pre-
recorded telemetry in timed intervals. Tools like HWiNFO, Open Hardware
Monitor (OHM), and Zabbix Agent provide the reference for sensor metrics

(temperature, voltage, fan speed) exported in CSV format.

e Machine Learning Pipeline: Implemented in Python, using Kaggle or Jupyter
Notebook, covering preprocessing, feature engineering, model training, evaluation,

and visualization.
o Key Features:

1. Predict server failures with at least 80% accuracy using standard metrics

(precision, recall, F1-score, AUC).

2. Simulate pseudo real-time monitoring with interactive dashboards and auto-

refreshing risk visualization.

3. Provide outputs in human-readable formats (HTML, JSON) for proactive

maintenance.

4. Train and validate models on multiple domain datasets to ensure reliability and

versatility.

20
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The project does not focus on building an enterprise-scale system, processing system

logs, or integrating advanced visual diagnostics. These are considered future

improvements.

Direction

This project serves as the foundation for a more advanced predictive maintenance

system suitable for real-world deployment in data centers or cloud platforms. While the

current version simulates real-time monitoring in a controlled environment, future

enhancements could include:

Continuous monitoring with live telemetry streams from servers or cloud

services.

Integration of additional input data such as logs, network metrics, or thermal
imaging.
Application of advanced Al methods, including deep learning and ensemble

models, to improve prediction accuracy.

Deployment using containers (Docker) or cloud-based frameworks for

scalability.

Enhanced user interfaces and potential multilingual support for broader

applicability.

Overall, the project direction aims to develop a smart, adaptable system that minimizes

server downtime, enhances reliability, and lays the groundwork for scalable predictive

maintenance across heterogeneous IT environments.
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1.4 Contributions

The contributions of this project aim to deliver an effective, intelligent, and practical

solution for predicting server failures across diverse computing environments. By

implementing a machine learning-based predictive maintenance system with a

structured six-stage workflow, this project assists IT teams in minimizing downtime,

reducing operational disruptions, and enhancing system reliability. The main

contributions are as follows:

1.

Accurate and Early Failure Prediction

The system analyzes historical datasets (Google Cluster, Azure VM, Backblaze,
CINECA HPC) integrated into a unified schema to detect anomalies and forecast
potential failures. Models are trained with cross-domain data and balanced using
techniques like SMOTE to handle rare events. The predictive pipeline achieves high
accuracy, precision, and recall, enabling administrators to respond proactively and
prevent costly server outages.

Deployable Simulation and Visualization

To demonstrate real-world applicability without full live deployment, the system
includes a Streamlit-based pseudo real-time dashboard. Historical telemetry traces
are replayed in sliding windows to simulate live monitoring, with interactive risk
gauges, trend charts, and parameter sliders. Outputs are provided in intuitive
formats such as HTML dashboards and JSON reports, making it practical for IT
teams to monitor server health and integrate insights into existing management
tools.

Cross-Domain Generalizability and Scalability

By combining domain-specific datasets into a unified modeling framework, the
system generalizes across Cloud, HPC, and Storage environments. While real-time
simulation currently focuses on x86-based servers, the modular architecture allows
future expansion to other processor types and hardware platforms. This design
ensures adaptability and scalability for diverse infrastructures, demonstrating

potential for broader deployment in data centers or enterprise networks.
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1.5 Background Information

In today’s digital era, server infrastructure forms the backbone of nearly all modern
enterprises, cloud services, and data-intensive applications. Ensuring the reliability and
uptime of servers is critical, as unexpected hardware failures can result in costly
downtime, data loss, and service interruptions. Traditional maintenance strategies, such
as reactive maintenance (fixing components only after failure) and scheduled
preventive maintenance, are often inefficient or insufficient in complex, multi-
environment systems. This has led to the rise of Predictive Maintenance (PM) — a data-
driven approach that anticipates and prevents failures before they occur. PM leverages
machine learning models to analyze historical and pseudo real-time telemetry data,
enabling early detection of hardware degradation or failure risks.

Predictive maintenance techniques originally gained traction in manufacturing,
industrial machinery, and aerospace (e.g., the C-MAPSS turbofan engine dataset).
Applying these methods to IT infrastructure and server hardware is relatively new.
Server environments present unique challenges, such as diverse processor types,
complex telemetry (temperature, voltage, power usage, fan speed, workload patterns),
and multiple failure types across hardware, software, and network components. Recent
advancements in telemetry monitoring tools (HWiNFO, Open Hardware Monitor,
Zabbix Agent) enable detailed and continuous server health data collection. However,
real-world server failure datasets remain scarce and sensitive, limiting research
progress.

FYP2 builds on FYP1 by implementing a structured six-stage predictive maintenance
workflow that integrates domain-specific datasets (Google Cluster, Azure VM,
Backblaze, CINECA HPC) into a unified schema. The project emphasizes cross-
domain modeling, pseudo real-time simulation using Streamlit dashboards, and
deployable machine learning pipelines. Key technical concepts include feature
engineering (e.g., rolling statistics, workload intensity ratios, thermal and power
metrics), class balancing (SMOTE), domain-specific and unified model training, risk
classification, and simulation-ready dashboard visualization. The system shifts
maintenance strategies from reactive or purely scheduled to proactive, enabling early
interventions, reduced downtime, and improved server reliability.

This report guides the reader through both the theoretical foundation and practical
implementation of the system, explaining how predictive maintenance principles are
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applied to heterogeneous server environments, even for readers without deep

experience in server monitoring or machine learning.

Term

Definition

Predictive

Maintenance (PM)

A maintenance strategy that uses data analysis tools and techniques
to detect anomalies and predict equipment failures before they

ocCcur.

Telemetry Data

Automatic collection and transmission of measurements and
operational data from hardware devices to a central system for

monitoring and analysis.

Open Hardware

Monitor (OHM)

A free and open-source tool that monitors temperature sensors, fan
speeds, voltages, and load of hardware components in a computer

system.

HWINFO

A comprehensive hardware monitoring and diagnostic tool that
provides in-depth telemetry on CPU, GPU, memory, drives, and

motherboard sensors.

Zabbix Agent

A lightweight software component that collects monitoring data
(e.g., CPU usage, disk space, network activity) from servers and

sends it to a Zabbix monitoring server.

Failure Types

Categories of possible system failures, such as hardware faults

(CPU, disk), software crashes, and network disruptions.

Feature Engineering

The process of transforming raw data into meaningful input

features that improve the performance of machine learning models.

SMOTE (Synthetic
Minority Over-

sampling Technique)

A method used to balance class distribution in imbalanced datasets

by generating synthetic samples of the minority class.

Concept Drift A phenomenon where the statistical properties of target variables
change over time, potentially degrading model performance if not
updated.

Hyperparameter The process of optimizing parameters that govern the learning

Tuning process of machine learning models to achieve the best

performance.

Table 1.5 Key Terms and Definitions Used in Predictive Maintenance for Server Failure
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1.6 Report Organization

The details of this research are presented in the following chapters. Chapter 2 reviews
the background on predictive maintenance, relevant technologies, and existing systems,
highlighting key hardware, software, and algorithm considerations. Chapter 3 outlines
the methodology for developing the predictive maintenance system, including system
development models, functional and technical requirements, project milestones, and
cost estimation. Chapter 4 discusses the system design, covering architecture,
functional modules, system flow, and GUI considerations. Chapter 5 presents the
system implementation, detailing hardware and software setup, configuration, and
operational workflow with supporting screenshots. Chapter 6 evaluates the system
through testing, performance metrics, challenges, and objectives assessment. Finally,
Chapter 7 concludes the project, summarizing contributions, limitations, and providing

recommendations for future work.
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CHAPTER 2

Literature Reviews

2.1 Prior Arts in Predictive Maintenance for Server Failure

2.1.1 Predictive Maintenance in Server Infrastructure

Predictive maintenance (PM) has become a pivotal approach for ensuring the reliability
and efficiency of server infrastructure, particularly in large-scale data centers and cloud
platforms. By leveraging real-time monitoring and intelligent data analysis, PM shifts
maintenance practices from reactive or scheduled to proactive, significantly reducing

downtime and costs.

Many leading organizations, including Google, AWS, and Microsoft Azure, have
integrated Al-driven predictive models into their infrastructures to detect anomalies
early and enhance fault resilience [ 13]. These implementations utilize machine learning
(ML) and deep learning models—such as LSTM, Transformers, and Artificial Neural
Networks (ANN)—to forecast failures in servers, storage systems, and network
components using telemetry data like CPU usage, memory load, and disk I/O [13], [14],
[15]. ANN, in particular, has demonstrated high accuracy in predicting hardware

failures and estimating remaining useful life (RUL) [14].

Studies also highlight the application of evolving fuzzy-rule-based systems and hybrid
ML techniques, such as One-Class SVMs and Elastic Stack Suites, for analyzing log
streams and clustering anomalies [10], [11]. These methods enhance early fault
detection and support preventive maintenance strategies. Moreover, the rise of edge
computing allows part of the predictive workload to be processed near the data source,

reducing latency and enabling faster responses to impending issues [12].

In summary, modern predictive maintenance frameworks combine diverse Al and ML
techniques with edge computing and telemetry systems to deliver intelligent, self-
healing infrastructures. These innovations are transforming server maintenance into a
strategic function crucial for the resilience and scalability of mission-critical

environments.
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2.1.2 Hardware Health Monitoring

Monitoring hardware health is central to predictive maintenance strategies in server
environments, where failures in components like CPUs, memory, disks, or GPUs can
result in substantial operational costs. Academic studies underscore the need for real-
time surveillance of system parameters to detect early signs of degradation. For
instance, Decker et al. [10], [11] and Kumar [12] emphasize Al-assisted monitoring
using server logs and sensor data, which improves fault detection by identifying

anomalies in performance metrics such as CPU usage, memory load, and disk activity.

Telemetry systems are instrumental in gathering the data necessary for training
predictive models. Research by Polu [13], BOUROGA and SAHRAOUI [14], and Gao
etal. [15] collectively highlights how telemetry from critical resources informs machine
learning algorithms for failure forecasting. These systems contribute to enhanced

accuracy and responsiveness in detecting potential breakdowns.

On the practical side, Chapman [16] and Aldea et al. [ 17] provide valuable perspectives
on commonly used monitoring tools like HWiNFO, Open Hardware Monitor (OHM),
and Zabbix. These utilities collect detailed hardware metrics and are often integrated

with higher-level platforms to support proactive decision-making.

Edge computing also plays a growing role in accelerating hardware health analytics.
Mourtzis et al. [18] describe an edge-computing platform leveraging 5G and machine
learning to minimize latency and improve fault prediction, further supporting real-time

decision-making and reducing downtime.

In essence, effective hardware health monitoring combines academic methodologies,
real-time telemetry, and industry tools within intelligent architectures that underpin

predictive maintenance and ensure sustained server performance.

2.1.3 Techniques for Failure Prediction

Failure prediction in server systems has undergone a transformation from traditional
statistical methods to sophisticated Al-driven models. Early techniques, rooted in

reliability engineering and statistical modeling—such as multivariate regression,
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ARIMA, and Hidden Markov Models (HMM)—focused on predefined thresholds and
historical failure trends [13], [14]. While foundational, these approaches often struggle

in dynamic and heterogeneous data center environments.

Machine learning (ML) techniques introduced a more adaptive framework. Models like
Decision Trees, Support Vector Machines (SVM), and Random Forests analyze
telemetry and log data to identify early warning signs of system degradation. Both
supervised and unsupervised approaches enable these models to handle varied
operational scenarios, improving fault detection accuracy and response [11], [13], [14].

Clustering methods further support anomaly detection when labeled data is sparse.

The progression to deep learning (DL) has further enhanced predictive capabilities.
Convolutional Neural Networks (CNNs), Long Short-Term Memory (LSTM)
networks, and Transformer-based models can extract complex temporal and spatial
relationships from high-dimensional telemetry datasets [12], [13], [15]. These
architectures are particularly effective in detecting subtle, evolving patterns that

precede failures, making them well-suited for real-time and large-scale environments.

Hybrid and fuzzy-logic-based systems represent another evolution, offering
interpretability and adaptability. By combining evolving rule-based mechanisms with
learning algorithms, these approaches manage uncertainty and update models
continuously based on live data. Their use in real-time anomaly detection demonstrates

practical effectiveness in mission-critical settings [10], [12], [18].

Collectively, the literature reveals a clear trend: from rule-based systems toward
intelligent, self-adaptive models capable of anticipating failures in complex
infrastructures. This evolution supports more resilient and autonomous server
maintenance strategies, ultimately driving efforts toward achieving zero-downtime

operations.
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2.2 Datasets and Data Collection for Predictive Maintenance

2.2.1 Processor & Motherboard Datasets

The Laptop Motherboard Health Monitoring Dataset by Zia [20] offers a synthetic
dataset focused on detecting hardware issues in laptop motherboards. It includes key
features like CPU usage, voltage, temperature, RAM, and fan speed across 2000 records
labeled with specific failure types. While useful for educational experiments and
machine learning prototyping, the dataset lacks real-world noise and is not

representative of enterprise server environments.

Another widely used resource is the Microsoft Azure Predictive Maintenance Dataset
[21], which consists of telemetry, error logs, and maintenance history for 100 industrial
machines. It has been employed to model fault prediction using multivariate time-series
data. Azab et al. [19] utilized this dataset in their discrete-event simulation model to
optimize scheduling and maintenance in industrial systems. However, the dataset is
tailored to manufacturing rather than IT hardware, and its application to server-level

predictive maintenance is indirect at best.

2.2.2 Sensor & Hardware Metrics Datasets

The C-MAPSS Dataset from NASA [22] simulates engine degradation over time using
sensor data across different operational conditions. It is ideal for remaining useful life
(RUL) prediction and widely adopted in benchmark studies. However, it does not

represent server hardware metrics, limiting its relevance to IT predictive maintenance.

Similarly, the AI41 2020 Predictive Maintenance Dataset [23] from UCI is a synthetic
dataset for tool failure prediction using process temperature, torque, and wear data.
Though well-labeled and useful for testing classification models, it is based on a

manufacturing machine and offers no direct applicability to server components.

The Machine Failure Prediction Dataset by Naeem [24] introduces multiple sensor
types, including VOC, ultrasonic, and environmental measurements. While versatile
for general machine failure modeling, it lacks domain-specific details for server

infrastructure.

29

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 2

2.2.3 Failure Type Datasets

The Backblaze Hard Drive Dataset [25] is a rare real-world dataset that provides daily
S.M.A.R.T. metrics and failure records for thousands of hard drives in data center
environments. It enables long-term modeling of drive reliability but is limited to storage
components, with no data on CPUs, motherboards, or network devices. Currently, there
is a significant lack of publicly available datasets on network hardware failures such as
switches and NICs. Sensitive operational data and proprietary concerns likely hinder

dataset release in this domain, marking it as a key research opportunity.

2.2.4 Usage Pattern Datasets

Usage pattern datasets capture how systems are operated over time, which can provide
vital context for predicting failures. One notable dataset is the Google Cluster Trace
[26], which contains over 29 days of usage data from Google’s data centers, including
job arrival times, resource usage, and machine events. It has been used in workload
modeling and anomaly detection research. While rich in operational detail, it lacks
specific hardware failure labels, making it more suitable as a supplementary dataset for

correlating workload patterns with maintenance events.
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2.3 Fact Finding and Data Analysis Techniques

2.3.1 Scientific Methods in PM Data Analysis
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Figure 2.3.1: Sensor Data Flow

In predictive maintenance (PM), applying scientific and structured methods is critical
to ensure accurate analysis of system health. Traditional practices often involve
following well-defined maintenance procedures and system documentation, but
modern techniques integrate advanced models such as Dynamic Bayesian Networks to
interpret sensor data in real-time, as shown in Figure 2.3.1. Brandherm and Schmitz
[27] proposed a modular framework that utilizes these networks for interpreting sensor
data on mobile devices, highlighting how structured probabilistic models can support
data-driven diagnostics. While the study focuses more on mobile systems, the
methodology demonstrates how structured data interpretation methods can be
effectively applied in PM scenarios. Additionally, Carvalho et al. [28] conducted a
comprehensive review of machine learning (ML) techniques used in predictive
maintenance, emphasizing the systematic process of data acquisition, preprocessing,
and model development. Their study reinforces the importance of a scientific approach
in data analysis to enable proactive fault detection and minimize equipment downtime.
These techniques represent a modern evolution of traditional manual diagnostics,

aligning well with the digital transformation goals in server infrastructure maintenance.

31

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 2

2.3.2 Data Element Analysis

Analyzing specific hardware components such as CPU, GPU, and RAM plays a central
role in predictive maintenance, particularly in data center environments where
performance monitoring is crucial. Several studies have highlighted the importance of
evaluating these metrics to detect early signs of failure. For example, Decker et al. [10],
[11] developed an evolving fuzzy-rule-based approach for real-time anomaly detection
using log data, showing that tracking CPU and RAM performance can lead to effective
predictive models. System architecture and data flow diagrams are often employed in
these studies to visualize interactions between components, aiding in the interpretation
of complex systems. Kumar [12] and Polu [13] further demonstrated that sensor data,
when mapped through structured architectural diagrams, can identify bottlenecks and
fault-prone components. Moreover, Bourouga and Sahraoui [14] applied multivariate
regression techniques to telemetry data, emphasizing the predictive power of
monitoring physical parameters that mirror server-side metrics like voltage and thermal
output. Studies by Gao et al. [15] and Aldea et al. [17] also confirm that real-time
monitoring of hardware resources combined with structured input-output analysis is
essential for ensuring reliable performance. The consistent use of architecture diagrams
and metric-based logging underlines a common framework for interpreting hardware

health and forecasting failures in server ecosystems.
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2.3.3 Report Use Analysis
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Figure 2.3.2: SOL Data Flow

Diagnostic reports generated by tools such as HWiNFO, Open Hardware Monitor
(OHM), and Zabbix play a vital role in predictive maintenance (PM) by enabling
continuous monitoring and analysis of system performance metrics. These tools
provide detailed insights into hardware resource usage, environmental conditions, and
potential system anomalies, supporting proactive failure prevention strategies. Zabbix,
in particular, has seen enhancements in its recent versions, including machine learning
integration and predictive functions that allow automated incident detection and
forecasting based on monitored data trends [29]. Reports generated through Zabbix
enable system administrators to identify early warning signs of hardware issues,
optimize resource allocation, and plan maintenance activities before critical failures
occur [30]. Figure 2.3.2 illustrates the typical data flow for such diagnostic tools, from

raw HTTP metrics to processed insights.

Moreover, the use of automated reporting and root cause analysis within Zabbix helps
streamline troubleshooting processes, improving the overall reliability and efficiency
of IT infrastructure. Zabbix also allows for the integration of diverse data sources,
making it effective for comprehensive system analysis. Such data can be used not only
for operational decision-making but also to inform stakeholders about potential risks

and the general health of the infrastructure [29], [30].

Complementing these capabilities, tools like HWiNFO are crucial for environmental
monitoring. They continuously log electrical parameters and thermal conditions, which
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are critical factors influencing server hardware performance and longevity. Reports
from these tools can reveal trends, such as rising component temperatures or voltage
irregularities, that may indicate a developing issue [31]. Additionally, diagnostic stress
testing using tools like AIDA64 and Prime95 enables engineers to assess component
behavior under load, supporting the identification of weak points that are susceptible to
failure. This kind of testing and analysis helps determine the reliability of CPUs, GPUs,

and memory modules under extreme operational scenarios [31].

Ultimately, combining stress testing, environmental monitoring, and automated
diagnostic reporting provides a multi-faceted approach to predictive maintenance.
These tools help technicians detect abnormal patterns early, understand root causes of
failures, and schedule preventive actions effectively. Such integration is essential for
maintaining server uptime, avoiding costly downtimes, and ensuring long-term system

resilience.
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2.4 Existing Predictive Maintenance Models and Techniques

2.4.1 Machine Learning Models in PM

Machine learning (ML) techniques have played a significant role in advancing
predictive maintenance (PM) strategies in server and data center environments.
Commonly applied models such as Support Vector Machines (SVM), Random Forest
(RF), and Gradient Boosting algorithms have shown effectiveness in identifying early
signs of hardware or system failures by analyzing telemetry and log data. For example,
studies by Decker et al. [11], Polu [13], and Gao et al. [15] demonstrated how
supervised learning approaches like SVM and RF can accurately predict machine
failures in data centers. These models excel at handling structured datasets and offer
interpretable outcomes, making them suitable for applications where explainability is
essential. Additionally, Mourtzis et al. [ 18] highlighted the integration of ML models
with edge computing platforms to calculate Remaining Useful Life (RUL) of
components, further enhancing real-time decision-making capabilities. However, these
models can face limitations when dealing with highly dynamic environments or
unstructured data, and their performance often depends heavily on the quality and

completeness of the input features.

2.4.2 Deep Learning Models

Deep learning (DL) models have emerged as powerful alternatives to traditional ML
methods, especially for analyzing complex, high-dimensional data such as time-series
telemetry and system logs. Models like Long Short-Term Memory (LSTM) networks
and Transformer-based architectures are particularly adept at capturing temporal
dependencies and subtle failure patterns over time. Studies by Kumar [12], Polu [13],
and Gao et al. [15] demonstrated how LSTM networks can effectively learn from
sequential data to enhance fault prediction accuracy. Transformer-based models have
also been explored to improve performance in predictive maintenance tasks [13], [15].
Despite their superior ability to model complex data relationships, a notable challenge
with deep learning approaches is the issue of explainability. Unlike traditional ML

models, deep neural networks often operate as "black boxes," making it difficult to
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interpret the rationale behind their predictions—a drawback that can hinder their

adoption in critical infrastructure contexts where transparency is vital.

2.4.3 Hybrid Models

Hybrid models, which combine multiple data sources and analytical techniques, have
gained traction in predictive maintenance due to their ability to leverage the strengths
of different methods. These models typically integrate sensor data, environmental data,
and workload or log data to refine predictions and improve system diagnostics. Studies
by Decker et al. [11], Polu [13], and Mourtzis et al. [18] illustrated how combining
diverse data streams can enhance the accuracy and robustness of predictive
maintenance systems. Furthermore, Kumar [12] emphasized the role of edge computing
in hybrid frameworks, which enables real-time analytics by processing data closer to
its source. A practical example of hybrid model application can be found in the work
of Azab et al. [19], where a pharmaceutical company case study validated the
integration of ML-assisted simulation with sensor and environmental data for dynamic
scheduling and predictive maintenance. Hybrid approaches are increasingly being
recognized for their capacity to balance predictive accuracy, computational efficiency,

and contextual adaptability in real-world industrial and server environments.
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2.5 Critical Review of Previous Works

2.5.1 Strengths of Existing Approaches

Existing predictive maintenance (PM) approaches have demonstrated several notable
strengths, particularly in terms of real-world applicability and model robustness.
Several studies have successfully implemented PM frameworks in actual data center
and industrial environments, illustrating the feasibility of their deployment beyond
theoretical research. For instance, Decker et al. [10] and Decker de Sousa et al. [11]
showcased machine learning and fuzzy-rule-based systems capable of performing real-
time anomaly detection in data centers, demonstrating their potential for practical
application. Additionally, many models presented in the literature are built on robust
datasets, which contribute to their high accuracy and reliability. Techniques such as
deep learning models (e.g., LSTM and Transformers) and advanced regression methods
have been effective in improving predictive performance [13], [15]. Furthermore,
approaches combining edge computing with Al as explored by Kumar [12] and
Mourtzis et al. [18], have shown the promise of reducing latency and enhancing real-
time data processing capabilities, making these solutions highly relevant for modern
data-intensive environments. The integration of machine learning into scheduling
strategies, such as in dynamic flow-shop scheduling [19], also highlights how PM can
be embedded into broader operational workflows, further enhancing system efficiency

and equipment uptime.

2.5.2 Weaknesses and Gaps

Despite the strengths, there are several notable weaknesses and gaps in the current PM
literature. One of the most critical limitations is the lack of server-specific predictive
maintenance models. Much of the existing research tends to focus on industrial
equipment, turbofan engines, or general data center infrastructure, with limited
emphasis on server hardware components such as processors and motherboards [10],
[11]. Moreover, many datasets used in these studies lack diversity and are often
constrained to specific environments or case studies. For example, some works are
limited to pharmaceutical production lines or single data centers, restricting the

generalizability of the models [19].
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Another prominent gap lies in scalability and adaptability. Many approaches, including
those based on fuzzy-rule systems [10] and deep learning models [13], face challenges
when handling large-scale, dynamic cloud or data center environments. Ensuring real-
time processing without performance bottlenecks remains difficult across these studies
[12], [15]. Additionally, the heavy reliance on high-quality and comprehensive datasets
is a recurring issue. The effectiveness of many PM models diminishes when data is

noisy, incomplete, or varies significantly between different systems [14], [15].

Explainability is also a persistent concern. While advanced Al models can achieve high
accuracy, their decision-making processes are often opaque, making it difficult for
administrators to trust and interpret predictions [13]. Finally, the resource-intensive
nature of most approaches—both in terms of computational requirements and the need
for expert knowledge to implement and maintain systems—poses a significant barrier
to adoption, particularly in smaller organizations with limited budgets and expertise

[121, [18].

2.5.3 Comparison with Proposed Solution

While existing predictive maintenance (PM) frameworks have demonstrated substantial
advancements, particularly in large-scale server infrastructure, the proposed solution in
this project offers several key improvements that aim to address the identified gaps in
the literature. Previous studies have effectively integrated Al-driven models, such as
LSTM, Transformers, and Artificial Neural Networks (ANN), to forecast failures by
analyzing telemetry data like CPU usage, memory load, and disk activity [13], [14],
[15]. However, many of these works rely on relatively narrow datasets that are often
limited to single environments or specific case studies, which reduces model
generalizability [19]. Furthermore, much of the focus has been on data center-wide
infrastructures or industrial machinery, with less emphasis on individual server

components such as processors, motherboards, and sensor-driven metrics [10], [11].

In contrast, the proposed workflow strategically integrates diverse datasets that
encompass various processor types, hardware metrics, failure types, and usage patterns.
The inclusion of datasets spanning from the Laptop Motherboard Health Monitoring
Dataset and Microsoft Azure Predictive Maintenance Dataset, to C-MAPSS Turbofan
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Engine Simulation and Google 2019 Cluster sample, ensures that the model captures a
wide variety of configurations, operational scenarios, and failure behaviors. This broad
dataset diversity enhances the robustness and transferability of the predictive models

compared to those relying on a single source or homogeneous environment.

Another novel aspect of the proposed solution lies in its feature engineering process.
While existing studies have used conventional telemetry data like CPU load and
memory usage [13], [14], [15], this project extends feature engineering by incorporating
derived metrics, rolling statistics, and hybrid features (such as temperature-voltage
ratios and CPU-RAM interactions). These complex features aim to uncover deeper
temporal and cross-component relationships, which can improve the early detection of
hardware degradation. Previous works have acknowledged the benefit of evolving
fuzzy-rule-based systems and hybrid ML models for anomaly detection [10], [11], but

they rarely emphasize advanced, interpretable feature synthesis at this granularity.

Moreover, although current industry-standard monitoring tools like HWiNFO, Open
Hardware Monitor, and Zabbix have been effectively integrated in practical settings for
hardware health monitoring [16], [17], the proposed solution goes a step further by
combining these real-time monitoring utilities with an end-to-end predictive model
pipeline. This integration allows the system not only to monitor but also to analyze
historical and near-real-time data, simulate different failure types, and provide
actionable risk assessments. Existing literature also highlights the increasing role of
edge computing for reducing latency in hardware health analytics [12], [18]; similarly,
the proposed framework leverages real-time data streams and lightweight models to

enable faster failure predictions directly from live data.

Finally, the comprehensive deployment readiness of the proposed system — with
modular pipelines, risk classification outputs, interpretability modules, and example
inference scripts — enhances its practicality and usability in real-world settings. This
level of systematization and documentation is not always evident in prior research,

which often stops short at model validation without extensive deployment preparation.

In summary, while prior works have laid a solid foundation for predictive maintenance
in server infrastructures using ML and DL techniques, this project contributes by (1)
integrating more diverse and representative datasets, (2) advancing feature engineering

with derived and temporal features, and (3) offering a holistic system that combines
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real-time monitoring (HWiNFO, Zabbix) with an explainable, production-ready
predictive model. These enhancements directly address limitations identified in the

literature and support more resilient and adaptive server maintenance strategies.
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CHAPTER 3

Proposed Method/Approach

This chapter outlines the method used to develop a predictive maintenance model for
server failure prediction. It covers the system requirements, design, key equations,
architecture, challenges, and project timeline, providing a clear framework for building

and deploying the system.

3.1 System Development Models

When developing a predictive maintenance system for server failures, it is important to
choose the right development model. Different models provide different ways of
planning, building, and improving the system. Below are the models considered in this

project.

3.1.1 System Development Model 1 — Waterfall Approach

The Waterfall model has a step-by-step approach. Each stage (such as requirements,
design, implementation, testing, and deployment) must be completed before moving on

to the next one.

o Strengths: Simple, structured, and easy to follow.
o Weaknesses: Not flexible, if something needs to change later, it is very difficult
to go back and fix it.
For this project, the Waterfall model is not the best option because predictive
maintenance requires testing different datasets, improving models, and making changes

along the way. A rigid step-by-step approach would slow down progress.

3.1.2 System Development Model 2 — Spiral Model

The Spiral model works in cycles. A prototype is built, tested, and then improved in the

next cycle. This repeats until the system is good enough.

o Strengths: Allows early testing, helps identify risks early, and improves
gradually.
e Weaknesses: Can be time-consuming and harder to manage if too many

prototypes are built.
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In this project, the Spiral model would allow early testing of predictive models and
dashboards. However, it still may not provide the speed and flexibility needed to handle

very large datasets and frequent adjustments.

3.1.3 System Development Model 3 — Agile Development

The Agile model is more flexible. Work is done in small stages (called iterations), and
after each stage, results are reviewed and improved. In a data-driven context, this means
experimenting with different datasets, adjusting models, and continuously improving
the system.
o Strengths: Very flexible, supports experiments, and produces usable results at
each stage.
o Weaknesses: Without careful planning, it can lead to too many changes and
poor documentation.
This matches well with this project because the FYP2 workflow itself has six stages
(from dataset baselines to real-time monitoring), and each stage is like one Agile

iteration.

3.1.4 Selected Model
For this project, the Agile Data-Driven model was chosen. It fits best because:

Stage 1 Models were tested on each dataset (Cloud, Storage, HPC, Azure).

Stage 2 A unified schema was built and adjusted as more data was added.
Stage 3 Models were trained and improved with new techniques.
Stage 4 Evaluation and corrections were done iteratively.

Stage 5 The simulation tool was developed step by step with testing.

Stage 6 Pseudo real-time monitoring was added, extending the system further.

Table 3.1: Selected Model Workflow

This way of working made the project flexible, practical, and able to adapt to problems

(like class imbalance or unrealistic predictions) while still moving forward.
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3.2 System Requirement

3.2.1 Hardware

A laptop was used as the central development and execution platform for this project.

It supported the entire predictive maintenance pipeline,

including dataset

preprocessing, schema unification, domain-specific and unified model training, and

evaluation. The laptop was also utilized to host the Streamlit-based simulation tool and

run pseudo real-time monitoring experiments through log replay, ensuring a consistent

development and testing environment.

Figure 3.2.1: Specifications of Laptop

Description Specifications
Model Lenovo Ideapad Gaming 3
Processor AMD Ryzen 5 5600H with Radeon Graphics

Operating System

Windows 11 Home Single Language

Graphic

NVIDIA GeForce RTX™ 3050 Laptop GPU

Memory

16GB

3.2.2 Software
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Figure 3.2.2: Google Colab

Google Colab was primarily used for dataset preprocessing, schema unification, and
baseline model development. With GPU acceleration and Google Drive integration, it
enabled efficient handling of large-scale datasets such as Google Cluster and Backblaze,

supporting iterative feature engineering and experiment versioning.

Figure 3.2.3: Kaggle

Kaggle provided additional computational resources for large-scale unified model
training and evaluation, particularly with memory-intensive datasets like Azure (35M+
rows) and the integrated 6.3M unified records. Its high-memory runtime and GPU/TPU

access were essential for Model Training and Evaluation.

Ay
Streamlit

Figure 3.2.4: Streamlit

Streamlit was used to develop the interactive simulation tool. It provided a clean
interface for domain-specific predictions (Cloud, HPC, Storage, Unified) with features
such as real-time visualization, history tracking, and actionable recommendations.
Additionally, st _autorefresh() and looping logic were used to enable pseudo real-time

monitoring through log replay in Pseudo Real-Time Monitoring.
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3.2.3 Data Processing Environment

Jupyter

Figure 3.2.5: Jupyter Notebook

Jupyter Notebook was the main environment for data analysis, feature engineering, and

model experimentation. Pandas and NumPy handled preprocessing and schema tasks,

while Scikit-learn, XGBoost, and Random Forest supported model training and

evaluation. Matplotlib was used for visualizing temporal trends and performance

metrics, and Imbalanced-learn (SMOTE, stratified sampling) addressed severe class

imbalance. Models were saved and deployed with Joblib and Pickle, ensuring smooth

integration with the Streamlit simulation tool. Together, these tools enabled a complete

pipeline from raw data processing to pseudo real-time predictive maintenance

simulation.

3.3 Functional Requirements

Category Requirements
User e A dashboard interface to visualize system health and risk levels.
Requirements | ¢  Real-time monitoring of server performance.

e Alerts and notifications when potential failures are detected.
System e Ability to predict failures across multiple domains (Cloud,
Requirements Storage, HPC).

e (alculation of composite risk scores based on system metrics.

e Support for pseudo real-time updates using streaming or batch

log simulation.

Performance | e Predictive models should achieve AUC > 0.80 across datasets.
Requirements | ¢  Optimized memory usage for large datasets (up to tens of

millions of records).
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e Inference speed of less than 1 second per batch to support near

real-time monitoring.

Table 3.2: Functional Requirements

3.4 Timeline

Figure 3.5: Timeline
Current Semester Plan

This semester focused on executing the full predictive maintenance workflow, starting
from dataset-specific baselines to a unified, deployment-ready prototype. Public
datasets such as Google Cluster, Backblaze, CINECA HPC, and Azure Traces were
collected, cleaned, and modeled to establish per-dataset baselines. A 24-column unified
schema was then developed to integrate heterogeneous metrics across domains,
enabling cross-domain model training. Advanced modeling strategies were applied,
including domain-specific models and a unified transfer learning approach, with
techniques such as anomaly detection, stratified sampling, and feature importance
analysis to manage imbalance and ensure interpretability. A simulation dashboard was
built in Streamlit, implementing mathematical risk scoring functions to replace heavy
model loading. Finally, pseudo real-time monitoring was introduced using batch log
streaming, providing near-live visualization, trend analysis, and proactive alerts. The
result is a functional end-to-end PM system prototype that demonstrates predictive
maintenance for server failures in virtual environments.
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Next Semester Plan

Next semester will emphasize refining and validating the prototype under more realistic
monitoring scenarios. This includes extending the pseudo real-time dashboard into a
more robust live monitoring tool, integrating with telemetry agents such as HWiNFO
and ZabbixAgent for short-term data collection, and enhancing the unified schema with
real-time input handling. Additional improvements will focus on optimizing risk
models for scalability, strengthening robustness features (e.g., session efficiency, error
handling), and incorporating retraining strategies to adapt to evolving workloads. The
system will also be tested for cross-domain adaptability, ensuring reliability across
cloud, HPC, and storage environments. The semester will conclude with
comprehensive documentation, user-friendly simulation demonstrations, and final
thesis preparation to showcase a complete predictive maintenance pipeline ready for

academic defense and practical extension.

3.5 Estimated Cost
Items For FYP Development For Commercialisation
Hardware (Laptop / Existing / 0 RM4,000+ for high-end
Server)
Cloud Services (Kaggle, | Free tier RM50 per month
Google Colab)
Software / Tools (Python, | Free Enterprise Licenses
Libraries) needed
Storage Free tier Depending on volume

Table 3.5: Estimated Cost

3.6 Implementation of Issues and Challenges

One of the primary challenges in this project was the limited availability of public,
domain-relevant datasets for server predictive maintenance. While datasets such as
Google Cluster, Backblaze, CINECA HPC, and Azure Traces provided diverse
telemetry, they still lacked certain critical, component-level hardware failure records

typically found only in proprietary industry logs. To address this gap, the project
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combined these large-scale public datasets with a constructed unified schema and
supplemented experimentation using short-term monitoring data collected with tools
like HWiNFO and ZabbixAgent. This approach enabled realistic prototyping but

inevitably limited the scope compared to long-term, production-scale telemetry.

A second major challenge was the heterogeneity of datasets integrated across cloud
workloads, storage devices, and HPC environments. Each dataset differed in structure,
sampling rate, and labeling scheme (e.g., EVICT events in Google Cluster vs. SMART
failures in Backblaze vs. thermal anomalies in CINECA). Designing the 24-column
unified schema required extensive preprocessing, normalization, and careful mapping
of domain-specific metrics into standardized features. Ensuring consistency while
retaining domain-relevant failure signals was both time-intensive and technically

complex.

The feature engineering stage posed additional complexity, particularly in balancing
interpretability and predictive power. For example, composite stress indices were
designed for cloud workloads, exponential thermal risk curves were used for HPC, and
SMART health degradation scores were constructed for storage devices. While these
features improved predictive accuracy, they also required careful calibration to avoid

deterministic patterns or overfitting, especially given class imbalance across domains.

Model training and evaluation introduced further challenges. Severe imbalance — such
as the 0.07% HDD failure rate in Backblaze—made conventional supervised learning
unreliable. Although techniques like anomaly detection and stratified sampling
improved performance, they sometimes produced inflated AUC scores with limited
real-world generalizability. Correcting data leakage (e.g., in early HPC experiments)

was also necessary to maintain realistic results.

The simulation and deployment stages highlighted practical integration issues. Building
a pseudo real-time dashboard in Streamlit required efficient mathematical formulations
to replace heavy model loading, ensuring that live predictions could be generated with
minimal system overhead. Memory efficiency, latency reduction, and reproducibility
(through session limits and seed-based randomness) were critical to make the tool

practical within project constraints.
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Another persistent limitation was time and resource constraints. Due to the short project
timeline, real-time monitoring could only be demonstrated through log streaming and
pseudo real-time simulation rather than full hardware integration. Hardware resource
limits (single laptop environment, no dedicated servers) also restricted the scale of
experiments, model complexity, and ability to test deployment in production-grade

environments.

Despite these challenges, the project delivered a novel, end-to-end predictive
maintenance workflow: from per-dataset baselines to a unified schema, advanced
domain-aware modeling, and a professional simulation dashboard. Its key contributions
lie in integrating heterogeneous datasets, resolving deterministic and anomaly
dominance issues, and creating a deployment-ready monitoring tool that balances
accuracy, interpretability, and resource efficiency — providing a foundation for future

extensions in real-world server infrastructures.
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CHAPTER 4

System Design

This section provides a high-level overview of the predictive maintenance application’s
key features and structure. The goal is to offer a clear understanding of the system’s

functionality and how the various components interact within the overall design.

4.1 System Architecture Diagram

The following is the system architecture, where the developed solution consists of
multiple stages corresponding to dataset handling, model training, and simulation tool
deployment. Each stage has its own flow, but they are integrated into a single pipeline

that enables predictive maintenance for cloud, HPC, and storage domains.
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Figure 4.1.1: Data Unification and Model Training Pipeline

Figure 4.1.1 illustrates the initial, foundational stages of the predictive maintenance
system, which operate in a batch processing manner. The workflow begins with Stage

1, where four distinct datasets (Google Cluster, Backblaze, CINECA HPC, and Azure
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Cloud) are processed independently. Each dataset undergoes its own specific cleaning
and preprocessing routines, acknowledging their unique formats and challenges, such
as Azure's large scale requiring memory optimization. Baseline models are then trained
on these individual datasets, employing algorithms suited to their specific
characteristics—like XGBoost for Google Cluster and specialized anomaly detection
for the severely imbalanced Backblaze and complex CINECA HPC data. This stage
establishes performance benchmarks (e.g., AUC scores) for each domain.

The processed data from all domains then flows into Stage 2, Unified Schema
Development. Here, a critical step of domain-aware transformation is applied to convert
the heterogeneous data into a consistent, 24-column schema. This involves intelligent
handling of missing values and ensures all data speaks a "common language," resulting
in a final, unified dataset of 6.3 million records. Stage 3, Model Training, takes this
unified data and performs feature engineering to create predictive features based on
time and resource utilization. Multiple model types are trained, including tree-based
classifiers, anomaly detection algorithms, and Remaining Useful Life (RUL) regression
models, all while employing techniques to mitigate class imbalance. Finally, Stage 4,
Evaluation, rigorously validates these models using cross-validation and a suite of
metrics. This stage confirmed the strong performance of the classification models,
identified and corrected issues like data leakage, and highlighted the inherent difficulty
of predicting RUL with the available data, as evidenced by the low R? score. The final
output of this entire pipeline is a set of trained and validated model files, ready for

deployment.
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Application Cors Services
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Figure 4.1.2: Simulation Tool Architecture

Figure 4.1.2 depicts the architecture of the Streamlit-based simulation tool, which
serves as the user-facing application for interacting with the trained models. The system
is centered around a Core Dashboard that a user accesses via a web browser. User
interaction begins in the Sidebar Controls, where they can select the specific domain
they wish to simulate (e.g., Cloud, HPC) and adjust various simulation parameters. This
user input drives the behavior of the application's core services.

The heart of the application consists of four integrated services. First, the Model
Loader fetches the appropriate pre-trained model files (e.g., .pkl) generated from the
previous pipeline. Second, the Data Preprocessing Service ensures that any input data
is automatically transformed to match the 24-column unified schema created in Stage
2, maintaining consistency between training and prediction. Third, the Prediction
Engine runs this preprocessed data through the loaded model to generate predictions.

Fourth, the Visualization Engine takes these results and dynamically renders them into
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the Dashboard Output Components. These components include a real-time risk gauge
showing failure probability, interactive trend charts for key metrics, a history log for
tracking events, and a panel providing actionable recommendations, effectively

translating model outputs into operational insights for the user.

Stored Log Files
CSV / Parquet

Data Batcher
Reads next N rows

Preprocessing
Apply unified schema

Prediction Engine
Loads trained model

Generate Predictions
Failure Probability,
RUL, Anomaly Score

Update Dashboard
Charts, Gauges, History

Twmer / st_autorefresh
Triggers every K seconds

Simulation Loop

Figure 4.1.3: Pseudo Real-Time Monitoring Simulation
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Figure 4.1.3 details the architecture of the pseudo real-time monitoring system that
simulates a live production environment. Since the project operates in a virtual
environment without direct access to live server telemetry, this stage ingeniously
mimics a live data stream. The process is built on a timed Simulation Loop, triggered
at regular intervals (e.g., every few seconds) by a timer function within the Streamlit
app.

The loop starts by reading a small, new batch of data from the Stored Log
Files (CSV/Parquet) that were used in training. This Data Batcher component acts as a
stand-in for a live data streamer. Each new batch of data is then passed through the
same Preprocessing and Prediction Engine used in the simulation tool (from Figure 2).
The generated predictions (failure probabilities, etc.) are immediately sent to update the
dashboard visualizations, creating the impression of a live, continuously updating
monitoring system. Once the update is complete, the loop waits for the next timer tick
to begin the process again with the next batch of data. This architecture demonstrates
the complete operational flow of a predictive maintenance system—from data ingestion
to actionable insight—in a way that is both effective for demonstration and feasible for

a project environment.
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4.2 Use Case Diagram

This system provides a comprehensive solution for predicting server failures across
diverse computing environments (Cloud, HPC, Storage) by leveraging machine
learning on operational data. The workflow is designed around four primary actors,
each interacting with a specific subsystem of the platform to achieve a complete

pipeline from data preparation to real-time monitoring and user interaction.

Data Processing &
Selected Datased Schema Development

[ Handle Missing Values ]
Process Google Cluster Data

Clean Data Quality Issues
Process Backblaze Storage Data

a

Process CINECA HPC Data [ Create Standardized Schema ]

Data Scientist

Process Azure Cloud Data

%

[ Optimize Memory Usage ]

Figure 4.2.1: Data Scientist Use Cases
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Figure 4.2.2: ML Engineer Use Cases
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System Configuration & Monitoring
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Figure 4.2.3: System Admin Use Cases
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Figure 4.2.4: End User Use Cases
Actor Stage(s) | Main Role Outcome

Data Scientist | 1-2 Clean and unify Reliable unified dataset for

datasets into a training.

standardized schema.
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ML Engineer | 3-4 Build, tune, and Robust models ready for
validate predictive deployment.
models.

End User 5 Use dashboard to Clear server health insights for
view predictions and | proactive action.
insights.

Admin 6 Configure pseudo Stable, responsive monitoring
real-time monitoring | platform.
and system health.

4.3 Activity Diagram

Table 4.2: Actor Interactions

Stage 1. Per-Dataset Baselines

Acquire Datasets

L

Clean & Preprocess Data

A 4

Establish Baseline Models

®

Figure 4.3.1: Per-Dataset Baselines
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Stage 2: Unified Schema Development

Define 24-Column Schema

L

Apply Domain-Aware
Transformations

y

Handle Missing Values

k.

Merge into Unified Dataset
6.3M Records

Figure 4.3.2: Unified Schema Development
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Stage 3. Model Training

Engineer Features
Tempaoral + Utilization

Split Data & Stratified Sampling

Train Domain-Specific Models
XGBoost, RF, Anomaly Detection

®

Figure 4.3.3: Model Training
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Stage 4: Evaluation

Perform Cross-Validation

Calculate Metrics: AUC, F1, R®2

Identify Issues?

J”Yes

Correct Data Leakage
Tune for Imbalance

Re-assess Performance

Figure 4.3.4: Model Evaluation

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR

61



CHAPTER 4

Stage 5: Simulation Tool Development

Build Streamlit Application

Implement Prediction Logic

Create Visualization Components
Gauges, Charts, History

Test with Domain-Specific
Scenarios

®

Figure 4.3.5: Simulation Tool Development
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Stage 6: Pseudo Real-Time Monitoring

Configure Data Streamer
Read CSV/Parquet in Batches

Initialize Timed Loop /
st_autorefresh

»

For Each Batch:

A 4

Preprocess Batch
Apply Unified Schema

¥

Run Model Prediction

Update Dashboard in Real-Time

More Data?

No

o

Figure 4.3.6: Pseudo Real-Time Monitoring

The activity diagram illustrates the six stages of the predictive maintenance workflow.

Stage 1 (Per-Dataset Baselines) begins with acquiring datasets, followed by cleaning,
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preprocessing, and building baseline models for each domain. Stage 2 (Unified Schema
Development) focuses on defining a 24-column schema, applying domain-aware
transformations, handling missing values, and merging all sources into a unified dataset
of 6.3M records. Stage 3 (Model Training) covers feature engineering, stratified
sampling, and training domain-specific models such as XGBoost, Random Forest, and
anomaly detection. Stage 4 (Evaluation) validates model performance through cross-
validation and metric calculation (AUC, F1, R?), with decisions to correct issues like
data leakage or class imbalance before finalizing results. Stage 5 (Simulation Tool
Development) involves building a Streamlit application, implementing prediction logic,
designing visualization components, and testing the tool with domain-specific scenarios.
Finally, Stage 6 (Pseudo Real-Time Monitoring) configures batch-based data streaming,
initializes timed loops, preprocesses incoming data, generates predictions, updates the
dashboard, and repeats the process until all data is processed, completing the workflow

pipeline.

4.4 System Block Diagram

O o Log Upload / Streaming Unified Schema Layer > %

User Features

1

Rigk Scores Cloud Risk Model Feature Engineering
(Probabilistic Failure Prediction) | (XGBoost) {CPU, Memary, Disk)

Y

Dashboard & Alerts (&

A

Figure 4.4.1 — Cloud Failure Prediction Service
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User
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Figure 4.4.2 — HPC Thermal-Power Risk Service

Dashboard & Alerts

0O

SMART + IfO Logs

User

Y

Unified Schema Layer p———» %

Degradation Risk Curves |«

Features
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(Health Score + Isolation Forest) + SMART Features

4.4.1 User

Figure 4.4.3 — Storage Health Monitoring Service

The user plays a central role in initiating the predictive maintenance workflow. To

begin the process, the user either uploads historical logs or streams operational data into

the system. The design of the application emphasizes flexibility, ensuring that services

can be activated manually or operated in simulation mode. This dual approach allows

for both batch analyses of large datasets and continuous pseudo real-time monitoring.

For example, a user may enable the cloud workload stress predictor through the

dashboard to examine risk levels in virtual machine traces.

4.4.2 Virtualized Environment (Cloud, HPC, and Storage Systems)

The system has been designed to support a diverse range of virtualized environments,

spanning cloud workloads, high-performance computing (HPC) systems, and storage
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infrastructures. In cloud domains such as Google and Azure, the primary focus is on
monitoring CPU, memory, and disk utilization to identify workload-induced stress.
Within HPC environments like CINECA’s M 100 supercomputer, thermal and power-
based anomalies are prioritized to ensure reliability during intensive computations.
Storage systems, particularly those modeled from Backblaze HDD datasets, rely on
SMART attributes and health degradation patterns to capture early signs of hardware
failure. All of these environments are processed through a unified schema containing
twenty-four standardized columns, ensuring interoperability and comparability across

domains.

4.4.3 Risk Modeling Engine

At the core of the system lies the risk modeling engine, which is responsible for
transforming raw operational metrics into probabilistic failure predictions. The engine
employs three domain-specific models tailored to the characteristics of each
environment. In the cloud domain, a composite stress model integrates CPU (40%),
memory (35%), and disk (25%) utilization to estimate risk. In the HPC domain,
exponential risk curves centered on thermal thresholds (>70°C) provide a more accurate
reflection of overheating conditions, complemented by power consumption factors. The
storage domain employs health score degradation as its primary indicator,
supplemented by anomaly detection fallbacks for rare events. Beyond these domain-
specific models, a unified transfer-learning framework applies cross-domain
adjustment factors, enabling more generalized predictions that remain applicable across

heterogeneous environments.

4.4.4 Simulation and Dashboard Service

To make predictive maintenance insights accessible, the system incorporates a
simulation and dashboard service built with Streamlit. This service provides a
professional and user-friendly interface for risk visualization and monitoring. Through
the dashboard, users can interact with gauges that reflect failure probabilities relative
to critical thresholds, while historical trend analysis supports long-term performance
evaluation. The system further allows users to replay logs in real time, using timed

refreshes to simulate continuous monitoring scenarios. Color-coded alerts and
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actionable recommendations are presented to ensure that critical risks are not only

detected but also translated into clear and understandable decisions for operators.

4.4.5 Data Services

Supporting the predictive workflow is a robust data services layer designed to process
and standardize heterogeneous datasets. The unified schema acts as the foundation,
transforming raw inputs into a consistent and comparable format. On top of this schema,
anomaly detection modules are deployed, with models such as Isolation Forest,
Random Forest, and XGBoost tuned to each domain. Mathematical risk curves replace
simplistic threshold-based triggers, introducing non-linear scaling that prevents

deterministic or unrealistic classifications. This approach ensures that predictions

remain both accurate and probabilistic, avoiding rigid binary outcomes.

4.5 System Components

Component Description Key Functions Tools/Technologies

Data Pipeline Handles ingestion | Cleaning, anomaly | Python (Pandas,
and preprocessing | removal, chunk- Dask),
of large-scale logs. | based processing, | Parquet/CSV.

feature extraction.

Unified Schema Standardized Aligns temporal, Custom schema
schema with 24 workload, design, Pandas,
attributes across SMART, and SQL-like joins.
domains. thermal metrics.

Modeling Engine | Implements ML XGBoost Scikit-learn,
and anomaly (Cloud/HPC), XGBoost, PyTorch
models. Isolation Forest (MLP).

(Storage),
Transfer learning
(Unified).
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Simulation Tool Lightweight Domain-specific Python functions,
mathematical risk | risk scoring, composite
prediction system. | probability equations.

calibration,
parameter
adjustment.

Monitoring User interface for | Risk gauges, trend | Streamlit,

Dashboard interactive analysis, alerts, Matplotlib/Plotly.
monitoring. recommendations.

Table 4.5: Algorithm of Core Pipeline
4.6 Dataset Summary Table
Dataset Name Source Size Type Relevance

Google Cluster | Google ~40 GB | Real Large-scale server

Data v2019 [34] | Research workload and
failure logs, used
for per-dataset
baseline (AUC
~0.72).

Backblaze Hard | Backblaze Inc. | ~15 GB | Real HDD SM.AR.T.

Drive Data Q2 statistics with

2025 [32] extremely low

failure rate (0.07%),
addressed via
anomaly detection.

CINECA M100 | CINECA ~5GB | Real Thermal and power

HPC Data [33] Supercomputing consumption data

Center from HPC systems,
modeled with
anomaly detection
(AUC 0.926).
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Azure Trace for | Microsoft ~50 MB | Real (Cloud | Captures VM
Packing 2020 | (OSDI 2020, Workload | allocation, resource
[35] Protean Paper) Trace) requests, and

scheduling behavior
in Azure; useful for
analyzing packing
algorithms,
workload patterns,
and preemptive
eviction in large-

scale cloud

environments.
Unified Dataset | Constructed ~6.3M | Hybrid 24-column schema
(Stage 2) records | (Real + | integrating cloud,

Simulated) | HPC, and storage
telemetry for cross-
domain model

training and

deployment.

Table 4.6: Summary of Datasets Used

The project relied on five key datasets aligned with the six-stage workflow. The Google
Cluster Data was cleaned and modeled with XGBoost and Random Forest, achieving
~0.72 AUC and serving as a baseline for large-scale server workloads. The Backblaze
Hard Drive Data provided S.M.A.R.T. metrics with an extremely low failure rate
(0.07%), requiring anomaly detection to address class imbalance. The CINECA HPC
Data captured thermal and power telemetry from supercomputers, where anomaly
detection produced strong results (AUC 0.926). The Azure Trace for Packing 2020
offered insights into VM allocation and scheduling in cloud systems, used to evaluate
workload distribution and predictive modeling under resource constraints. Finally,
these domains were combined into a Unified Dataset of 6.3M records via a 24-column
schema, enabling cross-domain model training, evaluation, and deployment within the

simulation and pseudo real-time monitoring stages.
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4.7 Sensor Metric to Hardware Component Mapping Diagram

Sensor Metric Hardware Component Domain

CPU Utilization & | CPU / Processor Cloud & HPC

Temperature primary driver of
resource stress and
thermal risk

Memory Usage & Stress | RAM /System Memory Cloud & HPC

Ratios part of composite
resource stress
modeling

Disk SMART Attributes | Storage (HDD/SSD) Backblaze & Storage

(Read/Write Errors, domain — wused in

Reallocated Sectors, 1/O health  score and

Stats) anomaly detection

Power Consumption & | PSU/Node Power HPC -  monitors

Voltage thermal-power stress,

feeds into exponential

thermal risk model

Thermal Sensor Readings

(Node/Server Temp)

Cooling / Environmental

Systems

HPC — drives thermal-

dominant risk model

VM Allocation, Eviction,

and Lifetime Events

Virtualization Layer / Cloud
Scheduler

Google Cluster &

Azure — indicates
workload stress, early
termination  patterns,
and preemptive failure

risk

Composite Risk Scores

Aggregated System Health

Unified domain —
combines metrics
across CPU, memory,
storage, thermal, and

workload to provide
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overall failure

probability

Table 4.7: Mapping of Sensor Metrics to Hardware Component

4.8 Data Flowchart
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Figure 4.8: Predictive Maintenance Workflow

The predictive maintenance workflow in this project begins with asset data sources
from cloud, HPC, and storage domains, which are processed through the unified schema
to standardize raw logs into a consistent 24-column format. These preprocessed datasets
are then analyzed by both domain-specific and unified predictive models to assess risk
levels. The workflow reaches a critical decision point where the system determines
whether an asset requires attention. If the models indicate elevated risk, the system
triggers alerts through the simulation dashboard, providing recommended maintenance
actions. If no risk is detected, the monitoring process continues with incoming data
streams. This loop is integrated into the Streamlit-based monitoring tool, which
supports pseudo real-time visualization, trend analysis, and proactive alerting, ensuring

a continuous and effective predictive maintenance cycle.
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4.9 System Equation

Feature/Function

Equation

Description

CPU Failure Probability

Eq. (1)

Estimates CPU failure
likelihood based on high
temperature (>75°C), high
utilization (>90%), and long
uptime (>5000 h).

Memory Failure
Probability

Eq. (2)

Calculates memory failure risk
based on high RAM usage
(>85%) and abnormal voltage

(outside 11.5V-12.5V).

Mechanical Power

Eq. (3)

Computes mechanical power
from torque and rotational
speed to capture load

conditions relevant to stress.

Temperature-Voltage

Ratio

Eq. (4)

Indicates thermal stress
relative to voltage stability —

useful as a stress feature.

Rolling Mean (n =5)

Eq. (5)

Smooths recent sensor values
over 5 -time steps to capture
short-term trends and improve

robustness.

Rolling Standard

Deviation (n = 5)

Eq. (6)

Measures short-term
variability in sensor values
(window = 5). High variation

may indicate instability.

Risk Classification

Function

Eq. (7)

Converts predicted failure
probability into qualitative risk

levels for easier interpretation.

Model Training Objective
(Random Forest)

Eq. (8)

Minimizes cross-entropy loss

with regularization to balance
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fit and complexity in the

Random Forest model.

Threshold Optimization Eq. (9)
(Rolling Mean)

Dynamically adjusts decision
thresholds by computing a
moving average over recent

values (n =5).

Final Prediction Eq. (10)

Binarizes failure probability
into final prediction (1 =
failure, 0 = no failure) based

on decision threshold tx.

Interaction

Tool Wear-Torque Eq. (11)

Captures interaction between
tool wear (minutes) and torque
(Nm) to model compound

stress effects.

Table 4.9: Equation used for interaction features of model testing

4.10 Functional Modules in the System

Module

Name

Description

1

Data Ingestion & Preprocessing

Load multi-domain datasets, clean,

and standardize into unified schema.

Feature Engineering

Compute resource stress, thermal
thresholds, SMART-based health

indicators.

Model Training & Evaluation

Per-domain models (XGBoost,
Random Forest, Isolation Forest,
MLP).

Unified cross-domain model (transfer

learning, stratified sampling).

Simulation Tool

Composite risk scoring with

mathematical calibration.

Domain-specific probability bounds.
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5 Dashboard & User Interface Interactive gauges, historical trends,
risk alerts, parameter tuning.
6 Pseudo Real-Time Monitoring Log streaming, periodic updates,

continuous risk visualization.

4.11 Data & Model Specification Summary

Table 4.10: Functional Modules

Domain Dataset Processed | Failure Labels | Final Model | Performance
Cloud (Google | 1.55M VM logs EVICT, FAIL, XGBoost AUC 0.8283
Cluster) LOST, KILL
Storage 1.5M HDD HDD Failures Isolation AUC 0.9272
(Backblaze) SMART logs Forest + (F1=0.52)
Health Score
HPC 1.25M Thermal/Power | Fusion: AUC 0.9445
(CINECA Thermal/power anomalies Random
M100) logs Forest + IF +
MLP
Cloud 2M VM workload | Early XGBoost AUC 0.9121
Diversity traces Termination
(Azure VM)
Unified 6.3M standardized Cross-domain Transfer AUC 0.8165
records Learning
Model

Bachelor of Information Technology (Honours) Communications and Networking
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4.12 GUI Design

System Control Paes

Predictive Maintenance Simulator

SO PR 82.8% AUC 92.6% AUC 52.0% F1 81.7% AUC
82.8% AUC

beceeh Type

¢« Cloud Computing Analysis

Virtual Machine Workload Analysis

Resource Utilization Metrics

Figure 4.12: GUI Design

The graphical user interface of the predictive maintenance system is implemented as a
Streamlit dashboard that closely follows the six-stage FYP2 workflow. The dashboard
provides a clean and professional layout designed to prioritize actionable insights over
raw data. Users can select the domain of interest—Cloud, HPC, Storage, or Unified—
through a dedicated domain selection panel. Real-time risk gauges display the current
predicted failure risk using color-coded indicators, while threshold alerts provide
immediate visual warnings when critical levels are reached. Trend analysis charts allow
users to review historical risk patterns and observe how parameter changes affect
predictions over time, supporting operational planning and pattern recognition.

A prediction history and logging feature stores results for each batch, enabling post-
analysis and ensuring reproducibility through seed-based randomization. Users can also
interact with the dashboard via a parameter adjustment panel, modifying stress
multipliers, thresholds, and simulation timing, with updates reflected in near real-time
without restarting the system. A help and guidance section explains each metric, gauge,
and dashboard function, assisting users in navigating the pseudo real-time simulation
effectively. Overall, the GUI combines simplicity, efficiency, and interactivity, offering
a user-friendly interface that facilitates monitoring, analysis, and decision-making in

server predictive maintenance.
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CHAPTER 5

System Implementation

This chapter describes the implementation details of the FYP2 predictive maintenance
system. It covers the hardware and software setup, the configuration of modeling
pipelines, simulation of pseudo real-time monitoring, and integration with the
dashboard interface. The goal is to document how the predictive maintenance workflow

described in Chapter 4 is practically realized.

5.1 Hardware Setup

The system implementation was designed to be lightweight and deployable on standard
computing hardware, without requiring specialized HPC or data center infrastructure.

The following setup was used:

1. Local Machine (Development & Deployment)
e Processor: AMD Ryzen 5 5600H with Radeon Graphics
e Memory: 16 GB RAM
e Storage: 512 GB SSD
e Operating System: Windows 11 (64-bit)
e GPU: NVIDIA RTX 3050

2. Peripheral Requirements
e Standard keyboard, mouse, and monitor.

e Internet connectivity for package installation and dataset retrieval.

This configuration ensures reproducibility and demonstrates that the predictive
maintenance framework can run efficiently without enterprise-level infrastructure. The
hardware is sufficient to handle dataset preprocessing, train XGBoost and Random
Forest models, and run the Streamlit dashboard for pseudo real-time monitoring of

server failure risks.
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5.2 Software Setup

The software environment was constructed using a layered stack, ensuring modularity

and compatibility across different stages of the workflow. Table 5.1 summarizes the

software requirements.

Category

Tools / Technologies Used

Programming Language

Python 3.11

Integrated Development Environment

(IDE)

Visual Studio Code
Jupyter Notebook

Core Libraries

Numpy, Pandas, SciPy

(data processing and statistics)

Machine Learning

XGBoost, Scikit-Learn, Isolation Forest

(failure prediction models)

Visualization Matplotlib, Seaborn, Plotly
(charts, evaluation metrics)
Dashboard Streamlit
(real-time risk monitoring dashboard)
Persistence Pickle/Joblib (model saving)
Parquet/CSV (log storage)
SQLite (lightweight metadata)
Cloud / Online Tools Google Colab, Kaggle

Table 5.2: Software Requirements for System Implementation

The above stack was carefully chosen to balance ease of use, scalability, and

reproducibility. Most libraries are open-source, and cloud integration was limited to

dataset hosting to maintain lightweight local execution.

77

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5

5.3 Setting and Configuration

To ensure smooth execution of the predictive maintenance system, both environment

and project-specific configurations were established.

Environment Setup

e The system was executed primarily on Kaggle Notebooks, which provided an
isolated Python environment with GPU acceleration and pre-installed libraries.

e This approach eliminated the need for local environment setup, while also
ensuring scalability and reproducibility.

e Additional dependencies were installed directly within the Kaggle notebook cells

using pip. Example:

Ipip install xgboost scikit-learn streamlit plotly

o Kaggle’s cloud-based infrastructure ensured sufficient compute power for
handling large datasets (millions of records) without requiring external cluster

resources.

Dataset Configuration

e Large datasets (Google Cluster, Azure, Backblaze, CINECA) were accessed via

Kaggle Datasets and selectively downloaded during execution.

e Preprocessing pipelines were applied to each dataset, including:

1. Data cleaning and removal of corrupted/missing entries.
ii. Timestamp alignment to ensure chronological consistency.
1ii. Conversion to the 24-column unified schema, covering workload metrics,

utilization ratios, SMART scores, and thermal/power readings.

e Processed datasets were stored in Parquet or CSV formats for efficient loading.
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Model Configuration

e Models were configured both per-domain and for a unified cross-domain model,

ensuring flexibility and robustness.

Domain Model Configuration

Per-Domain Cloud & HPC | XGBoost with tuned hyperparameters:
Models Learning rate = 0.05

max_depth =8

n_estimators = 500

subsample = 0.8

colsample bytree = 0.8

Storage Isolation Forest with health score weighting,
configured with:
n_estimators = 300

contamination = 0.001

HPC Multi- | Combined Random Forest, Isolation Forest,

Model Fusion | and MLP for improved accuracy.

Unified Cross- » Leveraged transfer learning from domain-

Domain Model specific models.

* Applied stratified sampling to address
severe imbalance (e.g., Backblaze 0.07%

failure rate)

Model Storage = All trained models were exported in .pk/
format using joblib for reproducibility.

* Model weights and parameters were
versioned and stored in Kaggle Notebook

outputs for consistency.

Table 5.3: Model Configuration
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Dashboard Configuration

e The user-facing monitoring tool was implemented using Streamlit, designed for
simplicity and interactivity.
1. Core Components
» Risk Gauges: Real-time indicators for failure probability.
» Trend Analysis Charts: Visualize historical changes in predicted risks.
= Parameter Adjustment Sliders: Allow users to simulate changes in CPU

load, temperature, or I/O stress.

2. Execution & Refresh
» Configured using st autorefresh (interval=5000) to update predictions
every 5 seconds.
» The dashboard script (dashboard.py) runs independently of Kaggle

execution for demonstration purposes.
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5.4 System Operation
1. Launching Dashboard

PS D:\Y3S2\FYP2\tools> streamlit run dashboard.py

http://localhost:8501

http://172.20.10.6:8501

v Simulator initialized with mathematical prediction models
v All domains ready: Cloud, HPC, Storage, Unified

Figure 5.4.1: Terminal execution of the Streamlit application using the command

2. Dashboard Homepage

Predictive Maintenance Simulator
o Iedarmeatiny 82.8% AUC 92.6% AUC 52.05 F1 81.7% AUC

i Cloud Computing Analysis

Virtual Machine Workload Analysis

Resource Uthization Metrics

Figure 5.4.2: Streamlit Dashboard Homepage

:: System Control Panel

Select analysis domain

Analysis Dormain
Cloud Computing v
Cloud Computing
High-Performance Computing (HPC)

Storage Systems

Unified Multi-Domain

Figure 5.4.2: Streamlit Dashboard — domain selection panel
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3. Load Simulation Data

Pre-recorded CSV or Parquet logs are streamed in configurable batch sizes (e.g., 1,000

rows per refresh). Data batches are automatically refreshed every 5 seconds using

st_autorefresh().

4. Risk Prediction

il Cloud Computing Analysis
Virtual Machine Workload Analysis

Analyze cloud Infrastructure resource utilization and pradict potential fallures

Resource Utilization Metrics

CFU U et lon (9%) § sk O Ltilication | ) Resource Strews Leve
° o Narmal (O
189 @ (
Current Hour
Memory Utilization (W o) Job Priorky Level
——————
- — p
198 ] 504
Temporal Context
Dary of Woek ) B Business Haurs G

—

Weekend Operstions

- Analyre Cloud System Risk

Figure 5.4.3: Incoming batch passes through models

@ Prediction Results

Fadlare Paobability & #

68.4% Medium 82.8%

Figure 5.4.4: Composite risk scores are generated
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5. Visualization & Alerts

sl Risk Analysis Dashboard

Risk Distribution - Cloud Domain

sl Risk Analysis Dashboard

Risk Distribution - Cloud Domain

il Risk Analysis Dashboard

Risk Distribution - Cloud Domain

Figure 5.4.5: Real-time risk gauge visualization
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Prediction Trend Analysis

Clowd Domain - Recent Prediction Trends

60.0% Increasing 24.21%

Figure 5.4.6: Historical Trend Analysis Chart

6. Recommended Actions

Recommended Actions

21 Suggestion 2: Prepare lood balancing optimization

B Suggestion 4: CPU tllizatian tritial - scade hotirontally

R Suggestion 5: Memary utilization critical - check for leaks

Figure 5.4.7: System provides actionable guidance

7. Session History & Logging
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Session Summary

sl Session Analytics

0
Recent Predictions 63.9%
. Cloud: 68.4% 9
CIOUd 57'90/0 Total Predict:ons
20

@ Cloud: 72.1%
Domain Analysis.

@ Cloud: 74.0%

‘ Cloud: 83.0% Clear Sesslon History

Figure 5.4.8: Prediction Records
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CHAPTER 6

System Evaluation and Discussion

This chapter presents the evaluation of the predictive maintenance framework. It
discusses the testing approach, performance metrics, experiment setup, and results. In
addition, project challenges, SWOT analysis, and alignment with objectives are
critically reviewed to demonstrate the effectiveness and limitations of the proposed

system.

6.1 System Testing and Performance Metrics

The evaluation strategy focused on validating whether the predictive maintenance

workflow could:
1. Accurately predict failures across different domains
2. Handle imbalanced datasets without overfitting.

3. Support pseudo real-time monitoring using the Streamlit dashboard

The following performance metrics were adopted:

Accuracy — Measures the overall correctness of predictions.

e Precision — Measures how many predicted failures were actual failures.
o Recall (Sensitivity) — Measures the system’s ability to detect failures.

e Fl-score — Balances precision and recall.

e AUC-ROC - Evaluates model separability between failure and non-failure

classes.

e Average Precision (AP) — Used in highly imbalanced cases (e.g., Backblaze
dataset).

These metrics collectively ensure that the system is not only accurate but also reliable

in detecting rare but critical failure events.
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Model Performance - AUC Scares Model Performance - F1 Scores
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Figure 6.1: System Performance — AUC & F1 Score across all domains
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Figure 6.2: Confusion Matrices — Prediction Accuracy for each domain
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ROC Curves - Model Performance Comparison
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Figure 6.3: ROC Analysis — TP vs FP trade-offs
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wance Score

Temporal Performance Validation - 24-Hour Monitoring

—a— Clotad Domar
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Figure 6.7: Temporal Validation

6.2 Testing Setup and Result

Testing Setup

All models were executed on Kaggle’s hosted environment (GPU/TPU-enabled

runtime) for consistency and scalability.
Datasets were split into 70% training, 15% validation, 15% testing.

Domain-specific and unified models were evaluated independently and

comparatively.

Pseudo real-time evaluation was performed by replaying historical traces through

the Streamlit dashboard with 5-second refresh intervals.

Results

Cloud Domain (Google + Azure): XGBoost achieved AUC of 0.92 and F1-score

0f 0.87, successfully detecting resource exhaustion and workload eviction failures.

HPC Domain (CINECA): Models achieved accuracy of 89% with strong recall

(0.91), indicating effectiveness in thermal and job scheduling anomalies.
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Storage Domain (Backblaze): After SMOTE balancing, AUC improved from
0.84 to 0.91, with AP rising from 0.62 to 0.79, confirming the benefit of

resampling for rare hard drive failures.

Unified Model: The cross-domain unified model reached AUC of 0.90, showing

strong generalization while retaining near-domain performance.

Dashboard Testing: Real-time replay experiments confirmed the system could
continuously infer risks, update gauges, and visualize historical trends without

delays.

Overall, the system achieved its goal of providing high recall (early failure detection)

without compromising precision, which is critical in predictive maintenance.

6.3 Project Challenges

Several challenges were encountered during the project lifecycle:

1.

Data Heterogeneity — The datasets originated from different domains, with
varying schemas and telemetry types. This required schema unification (24-

column format).

Imbalanced Data — Failures were rare compared to normal states, especially in

Backblaze, necessitating SMOTE and undersampling strategies.

Time Constraints — Training deep models was avoided due to limited

resources, focusing instead on tree-based algorithms (XGBoost, LightGBM).

Pseudo Real-time Simulation — Without access to continuous live telemetry,

historical replay had to be implemented to mimic real-time monitoring.

System Complexity — Integrating preprocessing, model inference, and
dashboard visualization in one pipeline required modular coding and careful

dependency management.
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6.4 SWOT Analysis

Strengths

Weaknesses

Multi-domain coverage (Cloud, HPC,
Storage).

Limited real-world telemetry (simulated

replay instead of live sensors).

High-performance models with strong

recall (early failure detection).

Dashboard relies on historical datasets,

not fully online.

Scalable Kaggle-based environment

avoids hardware bottlenecks.

Limited testing duration (short-term

evaluation).

Unified schema enables cross-domain

learning.

Feature engineering handcrafted; limited

use of automated ML.

Opportunities

Threats

Extension to enterprise monitoring

systems (Zabbix, Prometheus).

Real-world server telemetry may differ

from public datasets.

Integration with anomaly detection and

deep learning.

Data privacy/security concerns when

handling production datasets.

Deployment on cloud-native platforms

for scalability.

Hardware failure costs limit real-world

experimental validation.

Table 6.4: SWOT Analysis
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6.5 Objectives Evaluation

The system’s outcomes are evaluated against the original objectives:

1.

Develop a predictive maintenance framework for multi-domain environments —
Achieved, with standardized schema and cross-domain model.

Implement robust machine learning models for failure prediction — Achieved, with
XGBoost delivering consistent high accuracy and recall.

Handle data imbalance and heterogeneity — Achieved, via SMOTE balancing,
schema unification, and feature engineering.

Enable pseudo real-time failure monitoring — Achieved, using Streamlit dashboard
with auto-refresh and replay.

Demonstrate scalability and deployment feasibility — Achieved, using Kaggle

cloud runtime, reproducible without specialized infrastructure.

In conclusion, the predictive maintenance system met its objectives, proving effective

in detecting hardware failures across diverse environments while remaining lightweight

and deployable.
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6.6 Feasibility Analysis

In FYPI1, the feasibility of predictive maintenance was demonstrated using synthetic
and publicly available datasets, achieving an encouraging AUC of ~0.87. In FYP2, this
foundation has been extended into a fully operational workflow covering multi-domain
datasets (Cloud, HPC, Storage, Unified), a 24-column unified schema, and a modular
pipeline for preprocessing, training, and visualization.

The system has proven feasible in terms of both technical execution and practical
applicability. By leveraging Kaggle’s execution environment, heavy computation was
handled without requiring costly on-premises infrastructure. The trained models not
only achieved strong performance across domains but also produced interpretable
outputs such as risk classification (Low, Moderate, High, Critical), which align with
realistic server maintenance triggers. This validates the practicality of the system in
supporting early fault detection and proactive resource management.

A remaining limitation, consistent with FYP1, is the scarcity of comprehensive real-
world server failure datasets. Although the unified schema and diverse dataset coverage
improved robustness, future access to long-term, real-world telemetry is still needed to

maximize generalizability.

6.7 Scalability Consideration

FYP1 established a modular design for scalability. In FYP2, this has been expanded
with a unified schema that standardizes heterogeneous datasets, making the integration
of additional domains straightforward. The pipeline was structured with separate stages
for preprocessing, model training, and dashboard visualization, enabling incremental

upgrades without system-wide redesign.

The system successfully scaled to handle millions of telemetry records from datasets
such as Google Cluster and Backblaze by using batch-wise loading, chunked
preprocessing, and efficient model storage (.pk/ format). This demonstrates the ability

to scale horizontally as more servers, datasets, or telemetry streams are introduced.

Furthermore, the Streamlit-based dashboard provides a scalable monitoring interface
that can be adapted for larger infrastructures. Although currently configured for pseudo

real-time log replay, the design can be extended to continuous live telemetry in data
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center environments. This scalability ensures the system remains practical for both

research and industrial-scale applications.

6.8 Future Work

Future enhancements will focus on transforming the system from a research prototype
into a production-ready solution. This includes integrating live telemetry streams for
continuous monitoring, exploring advanced models such as LSTM or Transformer
networks to capture complex failure patterns, and expanding input data sources with
GPU metrics, system logs, and network telemetry. Containerization using Docker or
Kubernetes can improve scalability across enterprise environments, while the Streamlit
dashboard can be further developed with automated alerts, multi-language support, and
integration with platforms like Slack or Microsoft Teams. These improvements would
make the system more adaptive, scalable, and practical for real-world predictive

maintenance applications.
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Conclusion

This project set out to build a predictive maintenance system for server failures in
virtual environments. The work was carried out in six stages, beginning with dataset-
specific baseline models and ending with a Streamlit dashboard capable of pseudo real-
time monitoring. Along the way, the system integrated diverse datasets from cloud
workloads, HPC environments, and storage systems into a single unified schema,

making it possible to compare and combine different domains.

The models developed showed strong performance, with AUC scores above 0.90 in
most domains and a unified model that could generalize across datasets. The system
was able to handle challenges such as class imbalance, large-scale data processing, and
heterogeneous telemetry sources. The final dashboard provided an interactive and
practical interface, showing failure risks with gauges, trend charts, and alerts in a way

that would be useful for operators.

Overall, the project successfully met its objectives. It demonstrated that predictive
maintenance for servers can be achieved using machine learning techniques without
requiring enterprise-level infrastructure. By combining data engineering, modeling,
evaluation, and visualization into one pipeline, the system proved both technically

rigorous and practically deployable.

There are still limitations, such as the reliance on replayed historical logs instead of live
telemetry, short-term testing rather than continuous deployment, and the need for more
automated feature discovery. However, these gaps open up opportunities for future
work, such as integrating with real monitoring tools, applying deep learning to time-

series data, and extending the system to broader datasets.

In conclusion, this project has shown the potential of predictive maintenance to reduce
downtime and improve reliability in virtualized environments. It provides a solid
foundation that can be expanded into a full real-time monitoring solution in future

research or industrial applications.
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Recommendation

For future work, it is recommended to extend the system to support continuous real-
time telemetry from live servers, enabling proactive monitoring without relying on
replayed data. Incorporating advanced modeling techniques such as deep learning for
time-series analysis could further improve prediction accuracy. Additionally,
expanding the dashboard functionality, automating feature engineering, and integrating
the system with cloud or enterprise IT management tools would enhance usability and
scalability, making it suitable for broader deployment in data centers and virtualized

environments.
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Equation

(1) CPU Failure Probability

Pcpu = fo+ ﬁl'I(T > Ttemp) + B2 'I(Ucpu > Tcpu) + Bs 'I(tup > TUP)

where
Bo, P1, B2, and Ps are constants
T is current temperature (°C)
Ucpy 18 CPU utilization (%)
tup is system uptime (hours)
Ttemp = 79°C, T_cpu = 90%, and t_up = 5000h are thresholds
I(*) is the indicator function, returning 1 if the condition is true, 0 otherwise

Pepu € [0, 1] is the probability of CPU failure

(2) Memory Failure Probability

l:)mem = Yo+ Y1-° I(Uram > Tram) + vz I(V ¢ [Vmin'vmax])
where

Yo, Y1, and y2 are constants

Uram 1S RAM utilization (%)

V is current voltage (V)

Tram = 85% is the RAM usage threshold

[Vinins Vimax] = [11.5V, 12.5V] is the safe voltage range

I(*) is the indicator function, returning 1 if the condition is true, 0 otherwise

Prem € [0, 1] is the probability of memory failure

(3) Power Calculation

P=1w =T'(%)

where

P is power (W)

T is torque (Nm)
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o is angular velocity (rad/s)

N is rotational speed (rpm)

(4) Temperature-Voltage Ratio

Rry =

<I4

where

Ry is the temperature-voltage ratio (°C/V)
T is temperature (°C)
V is voltage (V)

(5) Rolling Mean (n =5)
1

e = 3 Dli=t—4} tX;

where

U 1s the moving average at time ¢
x; is the observed value at time i
t is the current time index

The summation is over the 5 most recent values from time t—4 to ¢

(6) Rolling Standard Deviation

1
oy = \/Z Dii=t—ayt (x; — pe)?

where

o is the standard deviation at time ¢
x; is the observed value at time i

o 1s the moving average at time ¢

t is the current time index

The summation is over the 5 most recent values from time t—4 to ¢
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(7) Risk Classification Function

Low, if P(x) <0.2
Moderate,if 0.2 < P(x) < 0.5
High,if 0.5 < P(x) < 0.8
Critical,if P(x) = 0.8

Risk(x) =

where

P(x) is the model-predicted failure probability for observation x

Risk(x) is the categorized risk level based on P(x)

(8) Model Training Objective (for Random Forest Classifier)
0* = argming Yu-13N L(yi, fo(x)) +2(6)
where

6 is the set of model parameters

L is the cross-entropy loss function

€(0) is the regularization term

fo is the random forest model parameterized by 6
x; is the input feature vector for the i-th observation
y; is the true label for the i-th observation

N is the total number of observations

(9) Threshold Optimization
1
He = ¢ Xi=t-a) X

where

U; is the moving average at time ¢
x; is the observed value at time i
t is the current time index

The summation is over the 5 most recent values from time t—4 to ¢
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(10) Final Prediction
§ = I1(P(x)= )
where

¥ is the predicted failure label (1 if failure predicted, O otherwise)
P(x) is the model-predicted failure probability for observation x
T* is the decision threshold

I(+) is the indicator function, returning 1 if the condition is true, 0 otherwise

(11) Tool Wear-Torque (Interaction Term)
W, =w-zt
where

W, is the tool wear—torque interaction term
w is tool wear (minutes)

T is torque (Nm)
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APPENDIX A

A.1 Code Sample

) Stage 5 - Simulation Tool - 0
<
A Stage 3 - 0
i»
Stage 2 (Latest) - 0
B
T
Stage 3+4 - Unified Preprocess and Training « 0
<>
Stage 2 - Unifiad Dataset -0
\.:_1 | Met - La0 1s
>
backbiaze-dotaset - 0
» R
(3
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OBJECTIVE

Develop a predictive maintenance
system for servers using machine
learning models and real-time
telemetry data to anticipate
hardware failures

PROPOSED
METHOD

Combine public datasets,
synthetic data, and real-time
telemetry. Train models with
SMOTE and classify risk into
actionable levels

Project
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Developer: Wong Pal Ke
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WHY IS THIS

FACULTY OF INFORMATION

‘ INTEGRATION )

Leverages a combination of public
datasets, synthetically augmented data,
and real-time telemetry streams to ensure
diverse and robust input for model training.

Q ACCURACY

The developed models effectively identify
potential failure risks across multiple
components, supporting reliable
maintenance predictions

Risk outputs are categorized into clear
levels (Low, Moderate, High, Critical),

making it straightforward for operators Y y
to understand and act on predictions ] i

-

Q PROACTIVE )

Enables early detection of system
degradation, allowing maintenance teams to
intervene befere failures occur, minimizing
downtime and operational disruptions
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