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ABSTRACT 

 

This project proposes a blockchain-based product authentication system designed to 

enhance security, traceability, and transparency in supply chains, addressing the 

growing problem of counterfeit products in sectors such as pharmaceuticals, food, and 

electronics. Traditional centralised systems are prone to manipulation and lack 

transparency, resulting in counterfeit goods entering the market, which poses 

significant risks to consumers and businesses alike. The proposed system integrates 

blockchain technology with smart contracts to provide a decentralised, tamper-proof 

method for verifying product authenticity. Blockchain ensures that product data, 

including production and distribution history, is recorded immutably, while ECC offers 

efficient encryption for securing sensitive data. Additionally, the use of Ganache is 

utilised for decentralised data storage, ensuring data redundancy and security. The 

system incorporates blockchain details to enable secure consumer verification of 

product authenticity in real time. The methodology involves system architecture design, 

blockchain node setup, smart contract deployment, and local website development for 

verification purposes. The expected outcome of this project is an innovative, robust 

system that improves supply chain integrity, prevents the circulation of counterfeit 

products, and enhances consumer trust in product authenticity. 
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CHAPTER 1 INTRODUCTION 

Background 

The rapid emergence of counterfeit products across various industries and countries, 

ranging from pharmaceuticals and electronics to luxury goods, has become a significant 

challenge for consumers, who often lack the necessary tools and knowledge to validate 

the authenticity of products. Traditional centralised systems for product authentication 

and supply chain management are increasingly susceptible to manipulation, data 

breaches, and inefficiencies, which can result in the circulation of fake products. These 

counterfeit goods not only cause substantial financial losses for businesses but also pose 

serious risks to consumer health and safety. As such, developing effective strategies to 

combat counterfeit products is imperative, and blockchain technology offers a 

promising solution. 

According to [1], Blockchain is a decentralised, distributed, and public digital ledger 

technology that maintains a continuously growing list of ordered records, called blocks, 

which are linked using cryptography. Each block inside the system contains a 

cryptographic hash of the previous block, a timestamp, and transaction data, making 

the blockchain incredibly secure and tamper-proof. This system was initially introduced 

by the pseudonymous Satoshi Nakamoto in 2008 [2], as the underlying technology for 

Bitcoin, Blockchain solves the double-spending problem without the need for a trusted 

central authority. While it started with cryptocurrency, people are starting to know and 

explore the blockchain’s potential applications extend far beyond imagination, 

including payment processing, supply chain monitoring, digital identity management, 

secure data sharing, copyright and royalty protection, and many more. Its key benefits 

include significant time and cost savings, enhanced security against fraud and 

cybercrime, and the elimination of duplicated efforts through shared ledgers. 

Blockchain employs smart contracts for self-executing agreements, permissions to 

secure transactions, and various consensus mechanisms to validate network activity. 

However, while often considered secure, blockchain is not immune to vulnerabilities, 

such as 51% of attacks that can compromise its integrity. The technology continues to 

evolve, with projects like Hyperledger driving cross-industry adoption, emphasising the 

importance of transparency, performance, and security in blockchain applications. 
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The Integration of blockchain Into”prod’ct authentication processes offers several key 

advantages. Firstly, it decentralises the verification process, eliminating the need for a 

central authority and thereby reducing the risk of data manipulation and fraud. Secondly, 

blockchain’s immutable nature ensures that once data is recorded, it cannot be altered 

or deleted, providing a permanent and trustworthy record of a product’s journey through 

the supply chain. Thirdly, the transparency provided by blockchain allows all 

stakeholders—including manufacturers, distributors, retailers, and consumers—to 

access real-time information about the provenance and authenticity of a product. 

Beyond its inherent security features, blockchain can be integrated with other emerging 

technologies such as the Internet of Things (IoT), Near-Field Communication (NFC), 

and Artificial Intelligence (AI) to further enhance the authentication process. For 

example, IoT devices can monitor and record environmental conditions throughout the 

supply chain, while NFC tags can provide consumers with instant access to 

authentication information via their smartphones.  

This study aims to explore the application of blockchain technology in product 

authentication within supply chains to verify the authenticity of the product. By 

developing a blockchain-based framework, the study seeks to address the limitations of 

current centralised systems and improve the overall trustworthiness and efficiency of 

supply chains. The proposed system will not only enhance security but also provide a 

more transparent and reliable method for verifying product authenticity, ultimately 

protecting both businesses and consumers from the growing threat of counterfeit goods. 

 

1.1 Problem Statement and Motivation 

 

Problem Statement 

The first problem that exists is that traditional product authentication methods, which 

rely on centralised systems, are exposed easily to manipulation and data breaches, and 

this kind of system lacks transparency. Counterfeit products present serious risks, 

including financial losses, health hazards, and damage to brand reputation.  
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Therefore, the need for a decentralised, tamper-proof system is critical to ensure reliable, 

verifiable, and transparent product authentication throughout the entire supply chain—

from manufacturing to delivery. For instance, in the case of edible products, the 

addition or omission of chemicals can have severe consequences for consumers who 

are unaware of how the product has been processed. So, an authentication system would 

allow manufacturers to quickly identify and recall problematic batches, while 

consumers could verify the safety and integrity of the products they purchase. 

Consumers can use technology such as mobile app applications, NFCs, SMS, or even 

unique code generation to secure authenticity. This level of transparency would make 

it much harder for counterfeit or defective products to enter the market, protecting both 

consumers and businesses alike. 

The next problem is the lack of traceability of the product worldwide. The article in [3] 

mentioned that the Haagen-Dazs vanilla ice cream that had been pulled from 

supermarket shelves had higher carcinogenic element Ethylene Oxide (ETO) levels 

than normal. This would possibly threaten the consumer’s life, and it should be taken 

seriously. The Health Ministry of Malaysia has made statements that the products will 

not be marketed in the country. If there is a blockchain system that can help monitor 

and detect such action, the government can take quicker action before the scenario 

escalates. 

The lack of traceability of products makes the distribution of counterfeit products, 

particularly in critical sectors like healthcare, pose a severe threat to public safety and 

trust. A notable example is the widespread circulation of fake COVID-19 vaccines in 

India, as discussed by Choudhary et al [4]. This issue not only endangers public health 

but also exacerbates vaccine hesitancy, undermining efforts to control the pandemic. 

Thousands of individuals in regions like West Bengal and Maharashtra were 

administered counterfeit vaccines, leading to a significant loss of trust in the vaccination 

process and worsening the spread of COVID-19 over time. 
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Motivation 

The growing prevalence of counterfeit products and the challenges in verifying the 

authenticity of goods on the market require a better solution to address this increase in 

fake products being sold on the market. Current centralised systems fail to provide the 

necessary transparency and security to prevent the spread of fake products. For instance, 

consumers often struggle to determine whether the items they purchase are genuine, 

especially when counterfeit goods closely mimic the quality of the originals. One 

example is what was mentioned in the article [5] where in China, Putian, there existed 

a business mainly to produce fake shoes and sell them to customers worldwide. This is 

a very serious issue since buyers like us might not be able to tell the difference between 

authentic products and high-grade fake items produced there. This study aims to address 

these issues by leveraging blockchain technology to establish a decentralised, secure, 

and transparent system for tracking products from their origin to the end consumer, 

ensuring authenticity at every stage. 

To address the problem of counterfeit products, particularly in critical sectors like 

healthcare, food manufacturing or even electronics, an authentication system that uses 

blockchain technology will be implemented. This system will verify the authenticity of 

products at every stage of the supply chain, ensuring that only genuine products are 

exported to the market. By using a decentralised and tamper-proof blockchain system, 

this solution will prevent counterfeit or fake products from entering the market, thereby 

protecting public health, restoring trust, and enhancing overall safety. 

Driven by the need to enhance the security and reliability of supply chains, this research 

seeks to reduce the incidence of counterfeit products, safeguard consumer rights, and 

improve supply chain efficiency. Additionally, the project will explore the integration 

of dynamic authentication methods, such as QR code scanning and application-based 

verification, to strengthen the authentication process throughout the product’s journey 

from production to delivery. 
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1.2 Project Objective 

1. Enhanced Product Authentication 

Implement a decentralised blockchain-based system to verify and authenticate products 

through unique serial number registration and tamper-proof on-chain records, ensuring that 

consumers can securely confirm product authenticity. 

 

2. Improved Traceability 

Utilise blockchain technology to provide complete tracking of the product lifecycle, 

including registration, updates, and ownership transfers, with immutable transaction 

records that ensure transparency and accountability. 

 

3. Prevention of Counterfeiting 

Leverage smart contracts to prevent duplicate registrations and enforce registrar-based 

permissions, ensuring that only authorised entities can register products and thereby 

minimising the risk of counterfeit entries. 

 

4. Data Security and Access Control 

Ensure data integrity and security by leveraging blockchain immutability and role-

based access control, restricting operations such as registration, updating, and 

verification to authorised users only. 

 

5. User-Friendly Verification 

Develop a React-based web application integrated with MetaMask that allows users to 

easily search for products using serial numbers, verify authenticity, and view product 

details through an intuitive interface. 

 

6. Reliable Distributed Storage 

Use blockchain technology as a secure and immutable ledger to store product data, 

ensuring availability, tamper resistance, and transparency of all recorded product 

transactions. 
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Project Scope and Direction  

The project scope in this paper can be divided into four main sections, which are 

blockchain ledger for product traceability, smart contracts for automation and 

compliance, blockchain account details as parameters for verification, and data 

encryption for security. 

 

To ensure product traceability and transparency, a blockchain ledger is implemented to 

record the journey of each product from manufacturing to the end consumer. This 

ledger stores essential information such as product details, production dates, and 

ownership history, creating a complete and trustworthy record. All transactions — 

including product registration, updates, and ownership transfers — are immutably 

recorded, ensuring that every modification is transparent and verifiable. 

 

In addition to traceability, smart contracts are utilised to automate supply chain 

operations and enforce compliance. These contracts define the rules for product 

registration, updates, and transfers, ensuring that only authorised accounts are able to 

perform such actions. This automation reduces the risk of errors and eliminates reliance 

on intermediaries. 

 

To strengthen authenticity, blockchain account details are used as parameters for 

product verification. Each product is linked to a unique blockchain account, preventing 

duplicate registrations and enabling stakeholders to confirm ownership and authenticity 

directly on the blockchain. 

 

Finally, data encryption methods are applied to secure sensitive product and user 

information. Encryption safeguards the integrity and confidentiality of all recorded and 

transmitted data, ensuring that only authorised parties can access protected information 

while maintaining trust in the system. 
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1.3 Contributions 

The contributions that can be achieved in this project include solving the problem of 

the lack of security in the old method of centralised systems for authentication and 

providing more reliability and security to the entire process. By leveraging blockchain’s 

decentralised ledger, the proposed system will eliminate the need for central authorities, 

thereby reducing the risk of data manipulation and improving trust among customers.  

The second contribution is that it provides a dynamic authentication method. The 

system will incorporate dynamic authentication methods, such as blockchain account 

verification or even unique code generation, to verify the authenticity of products at 

each stage of the supply chain. This adds a layer of security, ensuring that only 

authorised parties can access and verify product information. This method is also easy 

to use and is user-friendly for all consumers, regardless of age. This makes the 

confirmation of counterfeit products clearer and more accessible. This can also 

effectively increase the confidence of consumers towards the product since the 

authenticity of the different products can be ensured. 

The third major contribution is scalability and flexibility. The proposed framework will 

be designed to be scalable, accommodating various industries and product types. This 

makes it not only applicable to one but many different industries that include maybe 

sectors like healthcare, food supply, or even luxury brands. It will also be flexible 

enough to integrate with existing supply chain management systems, allowing 

businesses to adopt the new system without overhauling their current processes. This 

adaptability ensures that the system can evolve with changing industry needs and 

continue to provide robust security and authentication in the long term. 
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1.4 Report Organization  

 

This report is organised into 7 chapters: Chapter 1 Introduction, Chapter 2 Literature 

Review, Chapter 3 System Methodology, Chapter 4 System Design, Chapter 5 System 

Implementation, Chapter 6 System Evaluation and Discussion and finally Chapter 7 

Conclusion and Recommendations. The first chapter is the introduction of this project, 

which includes introduction, problem statement and motivation, project objectives, 

project scope and direction and project contribution, and report organisation. The 

second chapter is the literature review carried out on several existing blockchain-based 

voting systems to evaluate the strengths and weaknesses of each system. The third 

chapter discusses the overall system approach and methods for this project. The fourth 

chapter is regarding the system design that has been used to build the system, where the 

code will be explained and elaborated in each section of the system. The fifth chapter 

is the system implementation, where the project system is being demonstrated and 

shown. The sixth chapter is the evaluation of the whole system and the objectives as 

well. Lastly, chapter 7 summarises the work done and further improvements that could 

be made in the future
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CHAPTER 2 LITERATURE REVIEW 

 

2.1  Previous Works on Blockchain in Verifying the Authenticity of Product  

2.1.1 Product authenticity verification using blockchain and OTP  

In the research studies in [6], the author mentioned that the system integrates 

Blockchain technology with OTP verification to ensure the authenticity and integrity 

of products as they move through the supply chain, from the factory to the consumer. 

The key components of this system are the verification using OTP and the 

implementation of blockchain in the  

 

Figure 2.1: Proposed system model for blockchain 

The picture above shows how the process of verification occurs during the flow of 

transporting products in a supply chain. There will be an OTP verification needed for 

every station of the supply chain and the user will be required to visit a website and log 

in to the account manually before being able to receive the OTP verification. The 

system will generate a code with a unique hash value to prevent others from using it. 

There is also the involvement of officers needed for spot-checking. The Quality Control 

Officer (QCO) is introduced by the authors in the research paper to randomly check the 

products that exist in the process to ensure that the consumers can receive the genuine 

and real products that they have ordered and bought.  
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Figure 2.2: The flow diagram of the Proposed Supply Chain 

The diagram above shows how the products will be transported and how the blockchain 

and OTP technology can be implemented within the supply chain to enhance the 

authenticity of the products. If the quality of the products does not meet the criteria, the 

OTP will not be sent, and the manufacturer has to dispose of the unqualified product so 

that the quality of the product is ensured. 
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2.1.2    Blockchain-based traceability system for agricultural products 

 The research studies in [7] have shown the traceability of agricultural products 

in the agricultural industry using blockchain. The method separates the supply chain 

into four parts: mainly production, processing, logistics, and sales. Each of these links 

will capture different essential data. For example, the production links will focus more 

on the details such as seedling information, environmental conditions, and more, while 

the processing links will focus more on the production details such as processing, 

packaging, and recording key information. 

Figure 2.3: Blockchain-based traceability system architecture 

To provide more clarity and transparency to the system, this 4-tier architecture is 

introduced whereby the layer starts from storage, service, interface, and application. 

The storage layer is mainly responsible for storing the information on the database 

locally while the encrypted private information is stored on the blockchain. The 

service layer handles data analysis and smart contracts needed for the transaction. The 

interface layer includes the implementation of the data upload into the blockchain 

system and data query functions. Lastly, the application layer provides functionalities 

for different users for different purposes, whether it is data upload, traceability 

queries, or even governmental supervision. 
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The system protects the data by different encryption such as Cipher Block Chaining 

(CBC) using AES. The data encrypted is more secure as a smart contract will be 

generated together with an encryption key known as Key 1, which is further encrypted 

using Elliptic Curve Cryptographic (ECC) before being uploaded to the blockchain to 

enhance the security. The data can only be accessed by authorised data, and no editing 

can be done to ensure the sensitive data remains secure throughout the whole process 

[8]. 

 

 

Figure 2.4: Traceability information privacy protection data flow diagram 

The system combats counterfeiting by allowing consumers to verify the authenticity of 

product information. Public information is stored in a local database and hashed. The 

hash is then stored on the blockchain. 
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Figure 2.5: User interface and product label 

Users can scan a QR code to access product information and verify its authenticity by 

comparing the hash value on the blockchain. The system employs the Practical 

Byzantine Fault Tolerance (PBFT) consensus mechanism, which is well-suited for 

consortium chains with fewer nodes, ensuring data consistency and security [9]. The 

system’s user interface includes modules for managing farms, production operations, 

crop traceability, and blockchain management, among others. The user can create and 

manage traceability information and view blockchain status in real-time through the 

pages created. 
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2.1.3    Blockchain-based solution for medication on anti-counterfeiting and                        

traceability 

The study in [10] mentions the blockchain implementation on medication for anti-

counterfeiting and traceability. The key point mentioned is first the blockchain 

technology utilised to record and store data across the entire medication supply chain, 

from manufacturer to consumer. Every node in the supply chain autonomously uploads 

data into the system, ensuring that each step is documented and traceable. 

 

Figure 2.6: Blockchain-based medication anti-counterfeiting and traceability 

model. 

The diagram above shows the flow diagram for the blockchain model proposed. The 

model uses hashing to ensure that the medical information is unique, fixed and is non-

reversible or modifiable. The verification process is also easy as the users can straight 

away compare the hash value with a newly calculated one, so any alteration in the data 

can be detected. 
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Figure 2.7: The improved PBFT consensus mechanism flowchart  

The diagram is shown above to show more information on how the PBFT works in a 

flow chart. The system uses consensus mechanisms where the data is separated into 

different nodes, and each dishonest or suspicious node is identified and can be removed 

from the consensus process, leaving only trustworthy nodes to continue storing. The 

system uses the Practical Byzantine Fault Tolerance (PBFT) algorithm to improve the 

efficiency and effectiveness of the system, as it can tolerate up to (N-1)/3 of errors 

within the network, where N is the total number of nodes [8]. The honest nodes are 

rewarded and promoted while the dishonest or suspicious nodes get downgraded during 

the consensus process, and the continuous evaluation can ensure the integrity and 

reliability of the blockchain network.  

The data security Is then maintained through a model known as Role-Based Access 

Control (RBAC). The model allows the system to categorise users based on their roles 

and assign different permissions accordingly. This ensures the security of the sensitive 

information. The integration of the smart contracts with RBAC is essential during the 

process as it automates the process of granting and verifying access permissions. This 

combination can enhance the security, making the system more secure and flexible. 
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Figure 2.8: Sequence diagram of participating entities interacting with smart 

contract. 

The diagram above shows the sequence of how data is recorded. The manufacturer is 

the first link in the supply chain the information will be updated and recorded as the 

first block. The order of information is then continuously updated and recorded as the 

nodes continue. If a manufacturer tries to modify the recorded medication information, 

the algorithm can compare the current block with the next one to prevent any alteration 

of data. The users can then trace the information of the medication based on the ID and 

address, allowing for easier product authentication. 
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2.1.4       Product authentication technology integrating blockchain and traceability 

structure 

 

Figure 2.9: Product certification technology architecture 

The studies in [11] shows that the ability to tackle the questioning of the products faced 

in e-commerce live streaming and low data integrity along the process. The model 

proposed by the author consists of 6 main parts, which are the producer, transaction 

party, circulation party, certification center, blockchain, and IPFS. Each of the parts are 

responsible for different tasks. For example, the producer, transaction party and 

circulation party are mainly responsible for uploading the relevant information about 

the product while the certification center is involved in two main sections which are 

consumer certification and platform certification. The blockchain element used is 

Ethereum to store the encrypted and traceable information in the InterPlanetary File 

System (IPFS). Figure 9 shown above is the structure proposed by the author which 

consists of 6 parts. 
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Figure 2.10: Product traceability certification architecture diagram 

The figure above illustrates the realization of the product traceability certification 

method based on the supply chain, which is managed by the Certification Center (CC) 

and supported by the Ethereum platform and the InterPlanetary File System (IPFS). The 

Certification Center included the entire certification process, which is divided into two 

main parts, platform certification and consumer certification [12]. 

The Ethereum platform serves as the blockchain layer, securing the certification process 

by storing critical data such as the storage locations of consumer reviews and encrypted 

traceability information. Utilizing smart contracts and the Proof of Work (PoW) 

consensus algorithm, Ethereum ensures data integrity and security. IPFS provides a 

distributed storage system that securely handles large files, such as encrypted 

traceability data and consumer reviews, complementing the blockchain by offering 

efficient data retrieval. 

Platform certification integrates smart contracts to verify the product’s traceability 

information stored on IPFS. This process involves comparing the hash values of the 

product’s production, transaction, and circulation information with the hash values 

stored on the blockchain. A match certifies the product as genuine, while a mismatch 

results in certification failure. 
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Consumer certification, on the other hand, analyses feedback stored on IPFS. This 

feedback is processed using a trained FastText model, which evaluates the proportion 

of positive (non-negative) reviews to reflect consumer satisfaction with the product, 

thus contributing to the final product certification. 

The certification process is triggered when the number of consumer certification 

applications reaches a preset threshold or at a scheduled time. Once initiated, the 

platform certification and consumer certification run simultaneously. Platform 

certification verifies the integrity of traceability data, while consumer certification 

assesses authenticity based on consumer feedback. 

 

 

 

 

 

 

 

 

 

 

Figure 2.11: Authentication system process 

The picture above shows the flowchart of the whole authentication system process for 

a clearer view. The final Product Certification Result (PCR) combines the outcomes of 

both processes. If the platform certification result (CR) is positive (True), the product 

is confirmed as authentic, supported by a percentage of consumers agreeing with this 

assessment. If the platform certification result is negative (False), the product may still 

be considered possibly genuine, depending on the consumer feedback received. 
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Figure 2.12: The Hyperledger Sawtooth to track the product lifecycle and 

authenticity 

In the research paper [13], the author shows the sequence diagram explaining how a 

user verifies an asset’s authenticity in the SPOQchain system by interacting with the 

asset using tools such as qr code or NFC tag. The first step is to scan a blockchain 

address A from the asset and then query the blockchain for the asset entry. For example, 

using Address A, the user queries the blockchain to get the Asset Entry. The blockchain 

returns the Asset Entry, which includes basic information like the storage address, past 

owners, and hash of the storage entry. The user parses the returned asset data which 

reads Storage Address, Hash (H), and Past Owners. Then, the system reads the actual 

Storage Entry I from the storage server (like IPFS or HTTP server). 

In this way, the user verifies that the hash of the retrieved Storage Entry I matches the 

hash H stored on the blockchain. This step ensures no tampering has happened in the 

storage data. The user then parses the asset’s author information: the digital Signature 

(S) and the address of the user entry and request user entry from the blockchain to verify 

the signature and role. After this, if the asset came from a batch, it verifies the asset’s 

origin by tracing back through its parent batches. 
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2.1.5 Blockchain-based platforms for diamond authentication and certification in 

luxury supply chains 

The study paper in [14] mentioned that the purchaser of the luxury items is concerned 

with authenticity, such as the quality of the diamond on the necklace and so forth. Thus, 

it is important to provide the details on the diamond origin so that customers interested 

in buying can see and learn the steps involved from start to end using the blockchain 

system. With the new technology of the blockchain, it uses platforms such as 

Everledger, which implement a digital thumbprint to create the diamond details from 

mining to certification and even including the weight, colour and the cutting. This 

digital thumbprint is implemented by a laser system that can scan the diamond and 

record its unique features, and the integration of blockchain can be used to handle and 

store all the details, such as the origin, manufacturing of the diamonds mined. By using 

the decentralised feature of the blockchain, consumers, sellers and even the certifiers 

can access the data anytime and ensuring full traceability and security of the diamond’s 

journey. 

 

Figure 2.13: The diamond-lapse program by BTS platform Everledger 
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Figure 2.14: The sample report of the origin and people involved in diamond 

retailing 

The paper compares three different business models using game-theoretic and 

mathematical analysis. The first one is Model R, which is the Traditional Jewellery 

Retail that uses no blockchain. These products are sold through retail stores. The 

consequences of this are that the retailers can provide shopping convenience, but they 

struggle to give the proper authenticity when the consumers ask for it. The second 

method is through the Blockchain-Based Selling Platform, which is called the PL model. 

In this method, the manufacturer sells directly to customers through a BTS (Blockchain 

Technology Supported) platform. During this process, the sellers can ensure full 

product authenticity and traceability. Although there are no physical stores involved, 

which means less convenience but higher trust. The last model is known as Model BCR, 

which is the Hybrid Model that includes both blockchain and retail. Although this 

method combines the traditional retailers with blockchain certification, and the 

customers enjoy both shopping convenience and authenticity, this model adds more 

intermediaries, which may reduce efficiency. 

 

The paper results show that the BTS selling platform is better than traditional retail 

when customers value authenticity more than convenience. The hybrid Model BCR can 
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outperform both traditional and blockchain-only models if the convenience value is 

moderate. This shows that in real business, the implementation of blockchain can be 

beneficial to secure the product authenticity, together with increasing the profit of the 

business. 

 

 

2.2  Limitations of Previous Studies  

The limitations of each study will be compared in the table below. Each numbering 

represents a different subsection, and the tick represents the current available features 

in each study while the blank space corresponds to each limitation or improvement that 

can be made 

 

 

2.1.1 Limitations of product authenticity verification using blockchain and OTP 

This system primarily focuses on enhancing product authenticity using OTP 

verification at various stages in the supply chain, but it has certain limitations: 

 Manual Process for OTP Verification: The requirement for users to manually 

log into a website and receive OTP codes for every stage or checkpoint adds 

friction to the verification process. This may not be user-friendly, especially for 

consumers or smaller suppliers, leading to inefficiencies in supply chain 

operations. 

 Dependence on Human Checking: The need for Quality Control Officers 

(QCOs) to perform spot checks introduces a potential for human error or 

corruption. This reliance on manual intervention undermines the automation 

and transparency that blockchain promises. 

 Lack of Scalability: While OTP provides a secure means of verifying 

authenticity, the scaling of this method for larger supply chains may be very 

difficult, especially when managing thousands of OTP verifications in real-

time. 
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2.1.2 Limitations of blockchain-based traceability systems for agricultural 

products 

The system in this study has a strong focus on ensuring transparency and traceability in 

agriculture, but there are some key limitations: 

 Limited Focus on Privacy Protection: Although the system uses encryption to 

secure private information, it lacks secure and comprehensive privacy features 

for consumers. Sensitive data may still be vulnerable to unauthorised access, 

accidentally, especially if not adequately encrypted at every stage of the process. 

 Dependence on AES and ECC for Security: While the system uses advanced 

encryption techniques like AES and ECC, it doesn’t mention the ability to 

dynamically update encryption algorithms or key management strategies, which 

could be critical since the breaching tools are improving fast nowadays. 

 Challenges in Data Processing: The system separates data into multiple layers 

(storage, service, interface, and application). However, the complexity of 

handling real-time data at scale could lead to performance bottlenecks, 

especially in large-scale agricultural operations where continuous data streams 

are common and larger costs might be charged to ensure the operating 

smoothness. 

 

2.1.3 Limitations of blockchain-based solution for medication anti-counterfeiting 

and traceability 

The system designed for the pharmaceutical supply chain has significant strengths but 

also faces several limitations: 

 Complexity of PBFT Consensus: The PBFT consensus mechanism is suitable 

for small networks but can become inefficient in larger networks due to its high 

communication overhead. This limits scalability when applied to global 

pharmaceutical supply chains involving thousands of nodes. 

 RBAC Model Dependency: While the Role-Based Access Control (RBAC) 

model ensures strict data access control, it may not be flexible enough for 
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dynamic environments where user roles change frequently, making the system 

less reliable and exposed to danger in the outside world. 

 No Mention of Consumer Feedback Integration: Unlike some other studies, this 

system does not integrate consumer feedback into the traceability or 

authentication process, which limits the extent of verification beyond the supply 

chain. This makes the consumer’s comment not accessible to the development 

and technology team 

 

2.1.4 Limitations of product authentication technology integrating blockchain and 

traceability structure 

This system integrates multiple layers of security and traceability, but several 

limitations exist: 

 Reliance on Ethereum’s Proof of Work (PoW): The use of Ethereum’s PoW 

consensus mechanism can be resource-intensive, resulting in slower transaction 

times and higher energy consumption, especially in comparison to more 

efficient mechanisms like Proof of Stake (PoS) or PBFT. 

 Limited Focus on Product Feedback: While this study introduces a FastText 

model for consumer feedback analysis, the method relies on reaching a 

predefined threshold for feedback collection, potentially delaying product 

certification. This may slow down the certification process for products with 

fewer consumer reviews. 

 IPFS Vulnerability to Data Availability Issues: The use of IPFS provides a 

decentralised way to store large data files, but it introduces challenges related 

to data availability and retrieval. Since IPFS nodes may not always be available, 

this could impact the reliability of the traceability information. 
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2.1.5 Limitations of blockchain-based platforms for diamond authentication and 

certification in luxury supply chains 

This system integrates multiple layers of security and traceability, but several 

limitations exist: 

 Lack of empirical validation: In the research paper, this study is purely 

analytical and theoretical, using stylish models. There is no empirical data or 

real-world case studies to validate the proposed models or assumptions, which 

limits the practical applicability of the findings. 

 Assumption of homogeneous retailers and consumers: The models assume 

uniform distribution of consumer preferences and homogeneous retailers, which 

may not reflect the diversity in real-world consumer behaviour, retailer 

capabilities, and market dynamics. While the paper introduces the BDAC 

(Blockchain-technology-based Diamond Authentication and Certification) cost, 

it treats it as a static value without considering potential variability over time or 

between regions, technologies, or platforms. 

 Exclusion of Competitive Dynamics: The paper assumes monopolistic or 

controlled settings for different models, such as the BTS platform vs traditional 

retail, but does not consider competition among existing retailers or platforms, 

which could significantly influence outcomes. 

 

 

 

2.2.6 Summary 

2.1.1: Product authenticity verification using blockchain and OTP  

2.1.2: Blockchain-based traceability system for agricultural products 

2.1.3: Blockchain-based solution for medication on anti-counterfeiting and                        

traceability 

2.1.4: Product authentication technology integrating blockchain and traceability 

structure 
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2.1.5: Blockchain-based platforms for diamond authentication and certification in 

luxury supply chains 

Limitations of 

Previous study 

2.1.1 2.1.2 2.1.3 2.1.4 2.1.5 Proposed 

System 

Make use of a unique 

code 

 ✓  ✓  ✓ 

Privacy protection 

 

 ✓ ✓ ✓ ✓ ✓ 

Traceability of supply 

chain 

✓ ✓ ✓ ✓ ✓ ✓ 

Public and private data 

encryption 

 ✓ ✓ ✓ ✓ ✓ 

Use of smart contracts  ✓ ✓ ✓ ✓ ✓ 

Product certification    ✓ ✓ ✓ 

Trace product from 

manufacturer to 

consumer 

✓ ✓ ✓ ✓ ✓ ✓ 

Use of Elliptic Curve 

Cryptography (ECC) 

 ✓    ✓ 

 

Table 2.1: The summary of limitations in each study 
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2.3 Proposed Solutions  

Product authentication and counterfeit prevention challenges are significant, especially 

in industries such as healthcare, food manufacturing, and luxury goods, where 

counterfeit products can pose serious risks to consumers. Counterfeit products harm 

businesses financially and compromise public health, safety, and trust in the real, 

genuine manufacturer. To address these challenges, this project aims to propose a 

solution that integrates blockchain technology to enhance the security, reliability, and 

transparency of product authentication systems. By leveraging blockchain, the system 

will ensure that the entire supply chain is decentralised and secure, and it can provide a 

robust mechanism for verifying product authenticity from the manufacturer to the end 

consumer. 

One of the key features of the proposed system is blockchain-based traceability. This 

allows stakeholders across the supply chain to trace a product’s entire lifecycle, 

ensuring the process’s integrity at every stage. By using blockchain’s decentralised 

nature, data stored about each product becomes immutable, making it impossible to 

alter or manipulate the information. This feature will be particularly effective in 

preventing counterfeit products from leaking into the market, as each product’s history 

can be verified and validated transparently. This level of traceability ensures that both 

businesses and consumers have confidence in the authenticity of the products they 

handle or purchase, since they can accurately tell the source of origin of the particular 

product. 

The system will also implement smart contracts, which play a crucial role in automating 

and enforcing agreements between parties. Smart contracts eliminate the need for 

intermediaries, reducing human error and increasing transparency in business 

transactions. This automation ensures that agreements related to product handling, 

authentication, and verification are executed reliably, with less room for errors and 

mistakes. Smart contracts ensure that all parties follow the rules that exist, further 

strengthening the integrity of the supply chain. 

To protect sensitive information and safeguard privacy, the proposed solution will 

implement both public and private data encryption methods. Public encryption will be 

used for data that needs to be accessible to all stakeholders, such as product details and 

history, while private encryption will be employed to protect sensitive information that 
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should remain confidential, such as transaction details. This dual encryption approach 

ensures that privacy is maintained while still allowing the necessary traceability of 

products within the system. 

Additionally, the system will incorporate with the Metamask wallet. The user is 

required to log in to the system using their account. By securing the account information 

in system using Metamask, the risk of data manipulation or leaking is reduced, as no 

single party or individual can control or alter the data once it is entered into the 

blockchain. This distributed approach also makes the data more accessible to 

stakeholders, ensuring transparency while enhancing security. 

To further enhance the security of the system, Elliptic Curve Cryptography (ECC) will 

be employed for data encryption. As discussed in [9], ECC is a highly secure encryption 

method that provides strong cryptographic protection with minimal computational 

overhead. This makes ECC ideal for systems because both efficiency and security are 

reliable and ensured. By implementing ECC, the proposed system will ensure that 

encryption is both lightweight and robust, balancing security with system performance. 

ECC is beneficial and has the advantage due to its smaller key size and faster operations, 

as it requires fewer resources for encryption and decryption, leading to quicker 

execution times—an essential feature for real-time Iot applications and mobile devices. 

Additionally, ECC offers superior energy efficiency and scalability, making it well-

suited for protecting against unauthorised access and facilitating user authentication or 

verification of products. 

Another key feature of the solution is the integration one-time unique code generation 

technology. The authentication will be used to verify the identities of stakeholders and 

consumers, ensuring that only authorised parties can access or modify product data. On 

the other hand, the unique code on the product can allow consumers to easily retrieve 

information about the products they purchase. By providing the unique code for 

consumers, consumers can verify the authenticity of a product, view its history, and 

ensure that it has not been modified or changed from the start of manufacturing until 

the delivery phase. Moreover, since the code can only be used once, the replication of 

codes to fool the public will not work. This integration of the unique code simplifies 

the verification process, making it accessible to consumers and businesses alike. 
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In short, the proposed solution addresses the challenges of product authentication and 

counterfeit prevention by integrating blockchain technology, smart contracts, 

encryption methods, and unique code verification. These technologies together create 

a decentralised, transparent, and secure supply chain that allows for the authentication 

of products at every stage. By making it harder for counterfeit products to enter the 

market, the system enhances public trust, protects businesses, and ensures the safety of 

consumers.
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CHAPTER 3 SYSTEM METHODOLOGY/APPROACH 

3.1 System Requirements 

 

3.1.1 Hardware 

The hardware used in this project plays a critical role in setting up and maintaining the 

blockchain infrastructure, ensuring secure data handling, and enabling user interaction 

through mobile devices. Additionally, IoT hardware is integrated for real-time 

monitoring, providing a seamless interface with the blockchain system. 

 

 Computer: The desktop serves as the backbone for the blockchain node setup, 

smart contract deployment, and overall system testing. It ensures that the 

blockchain ledger operates efficiently, records product data immutably, and 

processes smart contract transactions. 

 

 Mobile Device: The Redmi K60 is crucial for developing and testing the unique 

code generation. Consumers interact with the app on this device to see the 

unique code generated, retrieve product data, and verify product authenticity 

securely in real time. 

 

 

Description Specifications 

Monitor AOC 27G4 

Processor Ryzen 5 3600 

Operating System Windows 11 

Graphic NVIDIA GeForce GTX 1660 Super 

Memory 16GB DDR4 RAM 

Storage 1TB SSD Kingston 

 

Table 3.1: Specifications of Desktop 
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Description Specifications 

Model Name Redmi K60 

Processor Snapdragon 8gen1 plus 

RAM 16GB 

Battery 5500mAh 

Storage 256GB 

Version Android 14, HyperOS 

 

Table 3.2: Specifications of Smartphone 

 

 

3.1.2 Software 

The software used in this project consists of several components, each serving 

specific functions, such as blockchain setup, smart contract deployment, encryption, 

distributed storage, and mobile application development. 

 

 

Software Component Description Purpose/Usage 

Blockchain Framework 
Ethereum / Hyperledger 

Fabric 

To create and maintain the decentralised 

blockchain ledger for product traceability. 

Smart Contract 

Development Tools 
Solidity / Truffle 

Used for writing and deploying smart contracts 

that automate agreements and ensure compliance. 

Encryption Libraries 

OpenSSL / Java 

Cryptography Extension 

(JCE) 

To implement Elliptic Curve Cryptography 

(ECC) for secure data encryption and decryption 

processes. 

Metamask Online blockchain 
Provides the functionality for the user to log in to 

the blockchain account on the browser 

Backend Integration Tools Node.js  

To integrate unique code generation 

functionalities, and communication between the 

blockchain and the app. 

Front end React 
To let the user and manufacturer view and modify 

the product using the blockchain smart contract. 

 

Table 3.3: Software Components and Corresponding Purpose 
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3.2 Project Costing  

The estimated costing for the blockchain-based product authenticity verification 

system is divided into several key categories, which are mainly hardware, software, 

cloud services (optional for deployment), and other costs (such as testing and 

contingency expenses). The project mainly utilises open-source tools to minimise 

expenses, but certain costs may still be incurred for a complete deployment in real-

world applications. 

 

3.2.1 Hardware Costs 

Hardware Description Estimated Cost 

(RM) 

Desktop Computer Already available, used for development and 

testing 

RM 0 

Smartphone Redmi K60 (for unique code verification testing) RM 0 

IoT Devices 

(optional) 

NFC Tags / Sensors (if expanded for the future) RM 100–200 

 

Table 3.4: Hardware Costs for the Project 

 

Subtotal (Hardware): RM 0 (already available). If IoT integration is needed, the cost 

might add RM 100 to RM 200 in the future. 
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3.2.2 Software Costs 

Software Description Estimated Cost 

(RM) 

React, Node.js, Truffle, Ganache Open-source development frameworks RM 0 

Visual Studio Code Open-source IDE for coding RM 0 

IPFS Free to use for decentralised storage 

(local setup) 

RM 0 

SSL Certificate (optional for 

production) 

If hosted online for real-world use RM 150–250/year 

 

Table 3.5: Software Costs for the Project 

 

Subtotal (Software): RM 0. If the SSL certificate is needed in the future, the estimated 

cost will increase by RM 150 to RM 250. 

 

3.2.3 Cloud Hosting Costs (Optional for Public Deployment) 

Cloud Service Description Estimated Cost (RM) 

AWS EC2 Instance  Hosting blockchain nodes/web app for 1 year RM 200–400 

IPFS Hosting Service  Optional for better IPFS uptime RM 50–100 

 

Table 3.6: Cloud Hosting Costs for the Project 

Subtotal (Cloud Hosting): Around RM 200 to RM 500. The cloud hosting is optional 

and can only be used if we decide to test the project online and make it publicly 

available. 
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3.2.4 Other Costs 

Others Description Estimated Cost (RM) 

Testing and Maintenance Cost for data plans, additional devices, backups RM 50–100 

Contingency Unexpected expenses RM 100 

 

Table 3.7: Other Costs for the Project 

 

Subtotal of the others’ cost is around RM 150 to RM 200, leaving some money for 

some unexpected cases. 

 

3.2.5 Summary of Cost Estimation 

Category Estimated Cost (RM) 

Hardware RM 0 (already available) 

Software RM 0 

Cloud Hosting (optional) RM 200–500 

Miscellaneous RM 150–200 

 

Table 3.8: Summary Costs for the Project 

 

The Total Estimated Cost (minimum) for local testing is around RM 150 to RM 200, 

but if with online deployment, the cost will be increased to around RM 350–700 or 

more. 
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3.3 System Architecture Diagram and Explanation  

 

Figure 3.1: The system architecture diagram of the project 

 

The system architecture for the blockchain-based product verification platform is built 

based on a React-powered frontend for user interaction and a blockchain backend that 

ensures secure, decentralised data management. The frontend provides two main access 

points through the Manufacturer Portal and the User Portal. Within the Manufacturer 
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Portal, authorised users can perform several key functions, including registering new 

products, updating product details, conducting physical verification of items, 

transferring product ownership, and managing roles to control access within the system.  

The User Portal, meanwhile, is designed for consumers and includes functions such as 

verifying product authenticity, performing physical verification, and initiating or 

viewing product ownership transfers. Together, these functions enable both 

manufacturers and consumers to interact with the system transparently and securely, 

while maintaining a simple and intuitive interface. 

Both portals communicate with the blockchain through Web3.js, a JavaScript library 

that acts as the middleware between the React interface and the underlying blockchain 

network. When an action such as product registration, verification, or ownership 

transfer is initiated, Web3.js forwards the corresponding transaction request to the smart 

contract deployed on the blockchain. The smart contract is central to the system and 

incorporates three key modules: Product Mapping, which stores core product 

information such as identifiers, current ownership, and status; History Mapping, which 

maintains a complete record of all past updates and ownership transfers; and Access 

Management, which enforces role-based permissions to ensure that only authorised 

parties can perform sensitive operations like registration and updates. 

The blockchain network, powered by Ganache in this prototype, processes and 

permanently records each transaction. Although the Ganache is only available in the 

local testing environment, this ensures that every operation is transparent, immutable, 

and traceable throughout the product’s lifecycle. For consumers, verification is carried 

out by submitting a product identifier through the User Portal, which triggers a query 

to the blockchain via Web3.js. The smart contract then retrieves the authenticity details 

and ownership history in real time, allowing users to confirm the product’s legitimacy 

with confidence. 

Overall, this architecture integrates React’s user-friendly interface with the security and 

transparency of blockchain technology. By combining decentralised storage, tamper-

proof records, and strict role-based access control, the system provides an efficient and 

reliable solution for product authenticity verification. It not only strengthens consumer 

trust but also offers businesses a robust framework to safeguard brand integrity and 

reduce the risks associated with counterfeit goods. 
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3.4 Use Case Diagram and Explanation  

 

Figure 3.2: User Case Diagram 

The activity diagram for the blockchain-based product authenticity verification system 

illustrates the flow of activities between the Manufacturer, the User, and the blockchain 

network. It captures both the sequential and conditional steps required to complete the 

main use cases, reflecting how the system operates in practice. 

The process begins with the Manufacturer logging into the Manufacturer Portal. From 

here, the manufacturer can initiate several actions, such as registering a new product, 

updating product details, performing physical verification, transferring ownership, or 

managing user roles. For example, when registering a product, the manufacturer enters 

product details including the serial number and submits them through the portal. This 

request is processed by the Web3.js interface and recorded on the blockchain via the 

smart contract, which updates the Product Mapping and logs the transaction in the 
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History Mapping. Similarly, updates to product details or ownership transfers follow 

the same pathway, ensuring that all modifications are permanently stored and auditable. 

The Role Management function ensures that only authorised manufacturers or 

registrars can execute these write operations. 

On the User side, the activity diagram shows how consumers interact with the system 

through the User Portal. A user may verify product authenticity, view product details, 

check historical records, perform physical verification, or initiate an ownership transfer. 

When verifying authenticity, the user provides a product identifier, which triggers a 

query to the blockchain. The smart contract retrieves real-time information from the 

Product and History mappings, returning authenticity status, details, and transaction 

history to the user. This ensures transparency and allows the consumer to confirm that 

the product is genuine before purchase or use. 

The diagram also highlights the role-based access control integrated into the system. 

Manufacturers have written permissions, enabling them to add, update, or manage 

product records, while users are limited to read-only operations and ownership-related 

actions. Every activity eventually leads to an interaction with the blockchain network 

(Ganache), which processes and immutably stores the results. 

Overall, the activity diagram demonstrates how each actor interacts with the system in 

a step-by-step manner. It reflects the integration of blockchain features—immutability, 

transparency, and decentralisation into the routine operations of registering, verifying, 

updating, and transferring products. By visualising these workflows, the diagram 

clarifies how the system enforces security, maintains an auditable record, and builds 

trust between manufacturers and consumers. 
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3.5 Project Timeline 

Phase/ Duration (FYP1)  Task Description 

Week 1–2 Project Topic Confirmation & Supervisor Assignment 

Week 2–3 Initial Research: Blockchain basics, product authentication 

needs, study similar systems 

Week 3–5 Literature Review: Summarise existing solutions, find gaps 

Week 6–7 Finalise Project Scope, Objectives, Contributions 

Week 7–8 System Design (Architecture Diagram, Use Case Diagram) 

Week 8–9 Select Tools (React, Solidity, Truffle, Ganache) 

Week 9–10 Start Coding: Solidity Smart Contracts (Product registration, 

update, verify) 

Week 10–11 Set up Ganache, Truffle, Deploy initial contracts 

Week 11–12 Develop Basic Frontend UI (React: Manufacturer & User 

Portal) and system integration 

Week 12–13 
Prepare Proposal Report + Submit FYP I Proposal (with 

system design, partial prototype) 

 

Week 13–14 Prepare Presentation Slides 

 

Table 3.9: Timeline for FYP 1 

Phase / Duration 

FYP II (Next Semester) 

Task Description 

Week 1–2 Revise based on FYP I feedback (if needed) 

Week 2–4 Continuing Full System Development: Enhance 

React frontend 

Week 4–6 Add Encryption (ECC implementation) and IPFS 

Integration 
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Week 6–8 Testing Smart Contract functions (register, update, 

verify products) 

Week 8–10 Security Testing: Attack simulations (e.g., invalid 

QR codes, fake updates) 

Week 10–11 User Acceptance Testing (ask friends/family to test 

the system) 

Week 11–12 System Refinement (UI/UX improvements, bug 

fixes) 

Week 12–13 Final Report Writing: Introduction, Background, 

Literature Review, Methodology, Results, 

Conclusion and prepare Presentation Slides 

Week 13–14 Submit Final Report and Demonstrate System (Final 

Presentation) 

 

Table 3.10: Timeline for FYP 2
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CHAPTER 4 SYSTEM DESIGN 

4.1 Setting Up 

Before starting to develop the system, multiple software packages need to be installed 

and downloaded on my laptop: 

1. React version 18.3.1 deduped 

2. Microsoft Visual Studio Code version 1.99.3 

3. Truffle v5.11.5 (core: 5.11.5) 

4. Ganache v7.9.1 

5. Solidity — 0.8.13 (solc-js) 

6. Node v20.16.0 

7. Web3.js v1.10.0 

 

 

4.2 System Design 

4.2.1 Truffle 

Truffle needs to be installed on the computer using the command prompt in the 

directory of our files by using the command npm install -g truffle at the command 

prompt. 

 

 

 

 

 

 

 

Figure 4.1: The screenshot of the truffle installation  
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Figure 4.2: The screenshot of the compilation of contracts 

 

The truffle is essentially a modular and extensible architecture, designed to simplify 

blockchain development. Its system design consists of the following key layers that can 

help to manage project configurations, compilations, and deployments. It can act as a 

smart contract compiler and integrate with Solidity and Vyper to compile contracts into 

bytecode. Managing the contract deployments across different networks allows 

interaction with contracts via Truffle Console and custom scripts. To start using this, 

we just need to type truffle init as a command in the root directory of the project to 

start creating the necessary file structure that includes folders such as contracts, 

migrations, tests, and truffle-config.js that can help us to manage and edit the smart 

contracts deployed. After that,  the contracts can be deployed in the created folders, and 

after successfully creating the contracts, the command truffle compile is needed to 

check for any errors that occur when compiling. After that, the command truffle 

migrate is used to migrate the contracts to the blockchain network to test the smart 

contract. 
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4.2.2 Solidity 

 

Figure 4.3: The screenshot of the written contract using Solidity 

 

 

Figure 4.4: The solidity code to record the product and save it into the blockchain 
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Solidity is a high-level, contract-oriented programming language designed to build 

secure, tamper-proof applications on blockchain platforms like Ethereum. Its syntax, 

inspired by JavaScript and C++, lets developers define complex business logic in a 

familiar format while leveraging the inherent immutability and decentralization of the 

blockchain. In this project, we used Solidity to implement a Product Verification smart 

contract that records every stage of a product’s lifecycle—registration, updates, and 

history retrieval—directly on-chain. 

The core of the solution is the ProductVerification contract, which begins by allowing 

manufacturers to register new products using a unique serial number, descriptive name, 

and detailed manufacturer information. As soon as a product is registered, the contract 

emits a ProductRegistered event, making it easy for users to check for the new items or 

products registered every time. Each product record is stored in a mapping from serial 

numbers to a Product struct, making sure that lookups are efficient, and that data cannot 

be overwritten or changed by unauthorised parties. 

After registration, manufacturers who own a product record can submit updates, such 

as warranty extensions, quality checks, or shipping status changes, through a dedicated 

function. Each update is captured in its Update struct, which includes the 

manufacturer’s address, the new details, a timestamp, and a sequential update number. 

These updates are then added to a separate mapping that maintains the full update 

history for each product for the user to view. To guard against the danger of hackers, a 

validStringInputs modifier that creates a length limit on serial numbers, manufacturer 

details, and product descriptions is employed to reduce the risk of storage abuses. 

Finally, users and auditors can retrieve a product’s complete history with its original 

registration and every subsequent update in a single call, providing end-to-end 

traceability and proof of authenticity. By storing all critical data on the blockchain, this 

system eliminates the possibility of backdated edits or hidden modifications, helping to 

combat counterfeiting and build trust between manufacturers, retailers, and consumers. 

In short, the Solidity smart contract transforms the product verification process into an 

open, automated, and verifiable workflow, giving every stakeholder confidence in the 

integrity of the supply chain. 
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4.2.3 Ganache 

 

Figure 4.5: The ganache workspace 

 

Figure 4.6: The accounts that existed in the local ganache 
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Figure 4.7: The transaction details after the smart contracts are deployed 

 

Ganache is a personal, local Ethereum blockchain designed to facilitate rapid 

development and testing of smart contracts without the latency, cost, or security risks 

associated with deploying to a public test net. In Figure 4.5, we see the Ganache 

workspace titled Product_Authenticity_Verification (Ethereum). This workspace 

encapsulates a private blockchain instance running on the developer’s machine, with 

its own chain ID (5777), RPC endpoint (HTTP://127.0.0.1:7545), and mining 

behaviour set to “automining” for instant transaction confirmation. 

Figure 4.6 displays the Accounts tab within Ganache, listing ten automatically 

generated Ethereum addresses, each prefunded with 100 ETH except the first one as it 

is being used to test the project prototype. Developers can use any of these accounts to 

deploy contracts, send transactions, or test account-specific logic such as access 

controls in the ProductVerification contract. 

Once contracts are deployed, Ganache records each interaction in its Transactions tab 

(Figure 4.7). Here, every transaction, whether a contract creation (tagged CONTRACT 

CREATION) or a contract method call (CONTRACT CALL), is logged with its hash, 

sender and recipient addresses, gas used, and value transferred. 
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By providing real-time visibility into accounts, blocks, and transactions, Ganache 

allows developers to iterate quickly on smart contract logic, debug state changes, and 

validate event emissions (such as our ProductRegistered and ProductUpdated events) 

before moving to the public environments. The simplicity of the Ganache functionality 

allows users to reproduce test cases and share development setups with minimal 

configuration overhead. 

 

4.2.4 Microsoft Visual Code (React) 

 

Figure 4.8: Installing React using the command prompt 

 

 

Figure 4.9: The Visual Studio Code used to debug and write code 
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Figure 4.10: The user details to verify and view the previous history 

 

In order to build the web-based user interface for our Product Verification system, 

React, a popular JavaScript library for building dynamic, component-driven 

applications and Visual Studio Code as our integrated development environment (IDE) 

are used. As shown in Figure 4.8, React and its dependencies are installed via the 

command line using npx create-react-app, npm install react-router-dom, and additional 

UI libraries such as Material UI (@mui/material, @mui/icons-material) to accelerate 

development with pre-built, theme components.  

Visual Studio Code’s rich ecosystem of extensions provides real-time syntax 

highlighting, linting feedback, and in-editor error reporting, making it straightforward 

to catch mistakes early and enforce consistent coding styles (Figure 4.9). Within the 

IDE, the code is organised into logical directories—components, scripts, and contracts 

that can keep smart-contract interactions (via contractConfig.js and truffle-config.js) 

separate from UI code.  

Debugging is seamless in VS Code’s built-in debugger can attach to the React 

development server, allowing breakpoints in JavaScript code, inspection of component 

state, and live reloading on file saves.  
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CHAPTER 5 SYSTEM IMPLEMENTATION 

5.1 Settings and Configuration 

Figure 5.1: Ganache local workspace 

 

In this chapter, the ganache application shown in the figure above is compulsory, 

and after it is downloaded and ready to be used, the new workspace should be filled 

with the title, and the application is required to be running in the background for the 

smart contracts to be deployed and used successfully. 

 

 

 

 

 

 

 

 

Figure 5.2: The ganache server details 
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The details of the ganache are shown on the figure above, such as the hostname and 

port number, and the network ID, are configured by default, and these are needed to 

connect the frontend to the local ganache to see the transactions of the blockchain 

blocks.  

 

 

 

Figure 5.3: The accounts on the local Ganache application 

After clicking into the local workspace on the Ganache, the details of the account are 

shown, and there is a total of 10 accounts provided with 100eth each for us to carry out 

the local testing and configuration of the system. Each account is also linked with its 

associated private keys to be used for encryption purposes when developing the projects. 
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 Figure 5.4: The output at cmd after migrations of contracts 

 

To deploy the smart contract into the blockchain, the Solidity code was first compiled 

using the truffle compile command, which generated the bytecode and the Application 

Binary Interface (ABI). The bytecode contains the low-level instructions that run on the 

Ethereum Virtual Machine (EVM), while the ABI defines the functions and events so 

the frontend can interact with the contract. After compilation, the command truffle 

migrate —reset was executed to deploy the contract, uploading the bytecode to the 

blockchain and assigning it a unique address. The —reset option ensures that the 

contract is redeployed, replacing any previous version. For the system to work correctly, 

the deployed contract’s ABI and address must match those used in the frontend. 

Therefore, after each redeployment, the new ABI file and contract address were copied 

into the React frontend configuration to synchronise the blockchain backend with the 

user interface. 
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Figure 5.5: The output at cmd after launching React 

 

After configuring both the frontend and backend logic using JavaScript and Solidity, 

the project was launched by running the npm start command in the React environment. 

This initialised the development server and allowed the frontend interface to run locally 

in the browser. Once the smart contract had been deployed and properly linked with the 

frontend through the ABI and contract address, any further changes made to the 

frontend code did not require redeploying the contract. Only when modifications were 

made to the core Solidity functions that interact with the blockchain was it necessary to 

recompile and redeploy the contract using Truffle. This streamlined workflow ensured 

that frontend updates could be tested immediately, while blockchain-related changes 

required a full redeployment process. 
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Figure 5.6: The truffle-config settings in the Visual Studio Code 

 

The truffle-config.js file figure on above defines the development environment and 

compiler settings for deploying and testing smart contracts in Truffle. In this 

configuration, the development network is set up to connect to the local blockchain 

(Ganache) at host 127.0.0.1 and port 7545, with a specific network ID. The gas limit 

and the gas price are configured to manage transaction costs during contract 

deployment. The file also specifies the Solidity compiler version 0.8.1. Additionally, 

the optimiser is enabled with 200 runs, which improves contract execution efficiency 

by reducing gas consumption. This configuration ensures consistent contract 

compilation, efficient gas usage, and smooth interaction between the local blockchain 

and Truffle during development and deployment. 
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5.2 System Operation 

Manufacturer portal 

Figure 5.7: The manufacturer portal frontend using React 

 

The figure above shows the home page for the manufacturer portal, which contains 5 

main functions: Register New Product, Update Product, Physical Verification, Transfer 

Ownership, and Role Management. Each function is differentiated with different 

colours to have better visual effects. 

 

Figure 5.8: The Register New Product function 
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Figure 5.9: The Register New Product function after completion 

 

In this function, the manufacturer is required to enter essential product information such 

as the serial number, product name, and product details in the designated input fields. 

Once the information is provided, the manufacturer can click on the “Register Product” 

button, which triggers the smart contract to record the product on the blockchain. This 

process ensures that the product information is securely stored in an immutable ledger, 

enabling traceability and verification in later stages of the system. 

 

 

Figure 5.10: The Register New Product function after completion (local ganache) 

 

The figure above shows the Register New Product function after it has been 

successfully executed. Once a product is registered, its details are also recorded in the 

local Ganache transaction log. This allows every contract interaction to be clearly 

tracked, including important information such as the transaction hash (tx hash), the 
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completion time of the contract, and the input provided by the manufacturer. By storing 

this information on the blockchain, the system ensures transparency, immutability, and 

verifiable proof of product registration. 

 

Figure 5.11: The Register New Product when duplicate registration occurs 

 

 

Figure 5.12: The Register New Product when the manufacturer does not have access 

 

The figures above show that if the product with the same batch number is registered 

again, the error message will be shown, and if the user does not have permission to 

register the product, it will block the user from doing it. 
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Figure 5.13: The Update Product Details 

 

 

Figure 5.14: The Update Product Details when completed 

 

 

Figure 5.15: The Update Product Details when the user is not actual manufacturer 
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The registered product can then be updated using this function, and only the 

manufacturer of this product can do this update. After the update is completed, the 

system will respond with a message indicating that it has been successfully updated. 

And if the user is not the manufacturer of the product, they are unable to update the 

information to avoid any duplication or unauthentic behaviour. 

 

 

 

 

Figure 5.16: The Product Verification function 

 

 

Figure 5.17: The Verify Product function before verification 
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The figures above show the function of Product Verification. Before the manufacturer 

or the owner of the product verifies it, the product will appear as counterfeit or 

unverified when searched in the user portal. 

 

 

Figure 5.18: The Product Verification function after verification  

 

Figure 5.19: The Verify Product function after verification 
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The figures above show the function of Product Verification upon completion. After 

the manufacturer or the owner of the product verifies it, the product will appear as an 

authentic product when searched in the user portal. The colour is also bright green to 

indicate it is the real product 

 

 

Figure 5.20: The Transfer Product Ownership function (can transfer) 

 

 

Figure 5.21: The Transfer Product Ownership function (can’t transfer) 
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Figure 5.22: The Transfer Product Ownership function after completion 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.23: The details of the transfer show on the product history 

 

The 4 figures above show the process of transferring product ownership. At first, the 

user or the manufacturer needs to check the current owner of the product to verify and 

make sure they are the current owner, and if they are the current owner, they can type 

the new blockchain account in the address column and pass the product to them after 
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pressing the transfer ownership. The local ganache contract will be updated, and the 

new contract call transfer ownership can be seen on the product search as well. 

 

 

Figure 5.24: The Role Management function 

 

 

Figure 5.25: The Role Management function after completion 

 

The figures above show the role management function on the manufacturer portal. Only 

the account that is added to the role management function can perform actions such as 

registering and updating. This is to prevent 63 escription 63  users from randomly 

updating the wrong information about the product.  

 



CHAPTER 5 

64 

Bachelor of Information Technology (Honours) Communications and Networking  

Faculty of Information and Communication Technology (Kampar Campus), UTAR 

User portal 

 

 

Figure 5.26: The User Dashboard overview 

 

The figure above shows the overview of the user dashboard, which consists of 3 main 

functions which are mainly verifying product, physical verification and transferring 

ownership. 
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Figure 5.27: The Verify Product function overview 

 

After entering the serial number, if the product already exists on the blockchain, the 

system will automatically display its details, including the serial number, manufacturer 

information, product description, and other relevant attributes in the first section. The 

second section focuses on the product’s history mapping, which provides a transparent 

record of all updates and interactions associated with the product. This includes critical 

functions such as transfer of ownership and other modifications, ensuring that every 

change is securely documented and traceable on the blockchain. 
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Figure 5.28: The Physical Verification 

 

 

 

 

Figure 5.29: The Physical Verification when user is not the product owner 
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Figure 5.30: The Physical Verification after completion 

 

 

 

Figure 5.30: The Verify Product after verification 
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The figures above illustrate the process of physical verification. Before proceeding, the 

system checks whether the user is the rightful account owner; if not, the verification 

attempt will fail. Once confirmed as the owner, the user can mark the product as verified 

after physically receiving and confirming it in real life. The system then updates the 

product status to “verified,” assuring authenticity. This verification status also benefits 

the user in future transactions, such as when reselling the product second-hand, as it 

strengthens trust and credibility for the next buyer. 

 

 

 

 

 

Figure 5.32: The Transfer Ownership function (product owner) 
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Figure 5.33: The Transfer Ownership function (not product owner) 

 

 

 

 

Figure 5.34: The Transfer Ownership function after completion 
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Figure 5.35: The Verify Product after Transfer Ownership function  

 

The figures above present the Transfer Ownership function on the user portal. This 

feature ensures that only the actual product owner, logged in with the correct blockchain 

account, can access the product details and initiate a transfer. By enforcing this 

ownership validation, the system guarantees that transfers are performed only by 

legitimate owners, thereby preserving product authenticity. When a user chooses to sell 

the product, they can securely transfer ownership to another account, and the updated 

ownership record on the blockchain provides transparent proof of authenticity for the 

new buyer. 
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Figure 5.36: The transaction blocks on the local ganache after registering product  

 

 

 

Figure 5.37: The transaction blocks on the local ganache after transferring product  
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Figures 5.35 and 5.36 illustrate the transaction blocks recorded in the local Ganache 

account after performing product registration and product transfer, respectively. These 

records confirm that the smart contract operations were successfully executed and 

stored on the blockchain. Each block contains detailed information such as the 

transaction hash, contract address, and execution status, ensuring that every 

interaction—whether registering a new product or transferring ownership—is 

transparently documented and verifiable within the local blockchain environment. 
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5.3 Implementation Issues and Challenges 

 

During the development of the system, several implementation challenges were 

encountered and resolved. One major issue was the ABI mismatch and parameter 

decoding errors, which occurred when the smart contract was updated, but the front 

end continued to use an outdated ABI or contract address. This was solved by following 

a consistent workflow of compiling the contract, migrating it, copying the updated ABI 

into ‘client/src/contracts/’, and then restarting the React application. Another challenge 

involved Ganache resets and data loss, where redeploying the contract with the ‘—

reset’ option cleared all existing data. To address this, roles had to be re-added and 

products re-registered after each reset. 

 

In addition, out-of-gas errors arose during ownership transfer operations. These were 

mitigated by the description of the contract functions and adding gas estimation on the 

front end with a 20% buffer. There were also issues with the MetaMask network and 

account alignment, where transactions would fail if the chain ID did not match 

Ganache or if the user account was not properly configured. This was resolved by 

ensuring network consistency and clarifying the distinction between the contract owner 

and the transaction sender. 

 

On the front end, challenges included maintaining UI state consistency, where crashes 

occurred due to undefined values. This was fixed by implementing safer functions such 

as shortenAddress to handle null cases, correcting malformed try/catch blocks that 

caused build failures, and describing product details when the ABI returned arrays or 

tuples. Furthermore, the project required addressing registrar listing and duplication 

issues, which were solved by implementing an on-chain registrarList, adding a 

getAllRegistrars() function, and enforcing duplicate prevention with cleanup 

mechanisms. 

 

Lastly, access control clarity was critical to ensure system security. The solution was 

to strictly restrict registration functions to description registrars, allow only 

manufacturers to update product details, and ensure that verification and transfer 

functions could only be executed by the current owner. These access rules were also 

reflected in the user interface, where actions were carefully guarded and supported with 
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clear errors or success messages. Together, these measures ensured stability, security, 

and usability of the system. 

 

 

5.4 Concluding Remarks 

In short, the system implementation successfully demonstrated the integration of 

blockchain-based smart contracts with a React frontend to achieve secure product 

registration, verification, and ownership transfer. Through careful configuration of the 

development environment, deployment of contracts, and testing via the manufacturer 

and user portals, the system achieved its intended functionalities while ensuring 

transparency, traceability, and authenticity of products. Although several challenges 

were encountered—such as ABI mismatches, Ganache resets, gas-related issues, and 

frontend state inconsistencies—each was resolved through systematic debugging and 

design improvements. These solutions not only strengthened the reliability and stability 

of the system but also enhanced its usability and security. Overall, the completed 

implementation validates the feasibility of using blockchain technology as a robust 

solution for product authentication and supply chain transparency. 
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CHAPTER 6 SYSTEM EVALUATION AND DISCUSSION 

 

In this chapter, the evaluation of the system is presented through a series of test cases 

designed to verify whether the objectives of the project have been successfully 

achieved. Each test case focuses on the core functionalities of the system, ensuring that 

the implementation aligns with the intended goals of transparency, security, and 

traceability. Furthermore, this chapter discusses the significance of integrating 

blockchain technology within the system, performing its role in ensuring immutability, 

decentralisation, and trust. A comparative discussion is also provided to illustrate the 

potential risks, vulnerabilities, and limitations that would arise if blockchain were not 

applied, thereby reinforcing the necessity of blockchain as the backbone of this project. 

 

6.1 System Testing and Performance Metrics 

 

Test 

Case 

Test Case 

Description  

Testing Steps Expected Results Pass/Fail 

1  Open the 

application 

and check the 

Web3 

connection 

1. Start 

Ganache 

2. Open React 

app 

3. Check 

console for 

connection 

logs 

 

 Web3 initialised 

successfully” 

 “Contract 

initialised successf

ully” 

  No error 

messages 

 

Pass 

2 Product 

Registration 

(Authorised 

User) 

 

1. Go to 

Manufacturer 

Portal → 

Register 

Product 

2. Fill: Serial 

Number: 

“TEST001”, 

Name: “Test 

  Success message: 

“Product registere

d successfully” 

  Product 

appears in 

verification 

  Unique code 

generated 

Pass 
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Product”, Ma

nufacturer: 

”Test 

Company” 

3. Click 

Register 

 

 

3 Product 

Registration (

Unauthorised 

User) 

 

1. Switch to a 

non-

authorised 

MetaMask 

account 

2. Try to 

register the 

product 

 

  Error: “You 

are not authorised 

to register 

products” 

 Registration fails 

 

Pass 

4 Duplicate 

Serial 

Number 

Prevention 

 

1. Register 

product with 

serial “TEST

001” 

2. Try to 

register anoth

er product 

with same 

serial 

“TEST001” 

 

  Error: “Serial 

number already 

exists” 

  Second 

registration fails 

 

Pass 

5 Product 

Verification 

(Public) 

 

1. Go to User 

Portal → 

Verify 

Product 

2. Enter serial 

number 

“TEST001” 

3. Click Verify 

 

 Product details 

displayed 

  Shows 

authentic status 

  Shows 

manufacturer info 

 

Pass 



CHAPTER 6 

77 

Bachelor of Information Technology (Honours) Communications and Networking  

Faculty of Information and Communication Technology (Kampar Campus), UTAR 

6 Physical 

Verification 

(Owner Only) 

 

1. Go to 

User Portal 

→ Physical 

Verification 

2. Enter serial 

“TEST001” 

3. Click “Check 

Owner” (sho

uld show 

you’re 

owner) 

4. Click 

“Verify” 

 

  “Ownership 

confirmed” 

message 

  “Physical 

verification 

completed 

successfully” 

  Verification 

counts increases 

 

Pass 

7 Physical 

Verification (

Non-Owner) 

 

1. Switch to a 

different Met

aMask 

account 

2. Try physical 

verification 

for “TEST00

1” 

 

  “You are 

not the current 

owner” message 

  Shows 

current owner’s 

address 

  Verification fails 

 

Pass 

8 Ownership 

Transfer 

(Owner) 

 

1. Go to User 

Portal → 

Transfer Owne

rship 

2. Enter serial 

“TEST001” 

3. Click “Check 

Owner” 

(should show 

you’re owner) 

4. Enter the 

new owner’s 

address 

5. Click 

“Transfer” 

 “Ownership transf

erred 

successfully” 

message 

  Snackbar 

confirmation 

 The new owner 

can now verify 

 

Pass 
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9 Ownership Tr

ansfer (Non-

Owner) 

 

1. Switch to non-

owner account 

2. Try 

to transfer own

ership 

of “TEST001” 

 

 “You are not the 

current 

owner” message 

  Transfer fails 

 

Pass 

10  Role Manage

ment (Contrac

t Owner) 

 

1. Go to 

Manufacturer 

Portal → Role 

Management 

2. Add new 

registrar addre

ss 

3. Remove 

registrar addre

ss 

4. Toggle 

registration 

on/off 

 

  “Registrar added 

successfully” 

 “Registrar remove

d successfully” 

  Registration 

status changes 

 

Pass 

11 Role Manage

ment (Non-

Owner) 

 

1. Switch to a 

non-owner 

account 

2. Try to access 

Role Manage

ment 

 

 Access denied or 

redirected 

  Cannot modify 

roles 

 

Pass 

12 Product 

Update 

(Manufacturer

) 

 

1. Go to 

Manufacturer 

Portal → 

Update Produc

t 

2. Enter serial 

“TEST001” 

3. Update 

product 

status/details 

 “Product updated 

successfully” 

  Changes reflected 

in verification 

 

Pass 
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13 Product 

History 

Tracking 

 

1. Register produ

ct 

2. Update 

product 

3. Transfer owne

rship 

4. Check history 

in User Portal 

 

  All actions logged 

with timestamps 

 Performer 

addresses shown 

 Action 79escriptio

n are clear 

 

Pass 

14  Gas 

Estimation 

and 

Transaction 

Handling 

 

1. Perform 

various 

transactions 

(register, 

transfer, 

verify) 

2. Check gas 

estimates in 

the console 

 

  Gas estimates 

calculated 

  20% buffer 

applied 

  No “out of gas” 

errors 

 

Pass 

15 Error 

Handling 

and Edge 

Cases 

 

1. Enter 

invalid serial 

numbers 

2. Try operations 

without 

MetaMask 

3. Test with 

empty fields 

 

  Clear error 

messages 

  No crashes 

 Graceful 

degradation 

 

Pass 

16 Unique Code 

Generation 

and 

Validation 

 

1. Register produ

ct with serial 

“ABC123” 

2. Register 

product with 

serial “XYZ78

9” 

3. Check unique 

codes are 

different 

  Different serials = 

different unique 

codes 

  Same serial = 

same unique code 

 Code 

contains serial, 

timestamp, 

block number 

Pass 



CHAPTER 6 

80 

Bachelor of Information Technology (Honours) Communications and Networking  

Faculty of Information and Communication Technology (Kampar Campus), UTAR 

4. Verify same 

serial 

generates the 

same cod 

 

 

17 Manufacturer 

Details 

Consistency 

 

1. Register 

product as 

Manufacturer 

A 

2. Update 

product as 

Manufacturer 

A 

3. Check the 

manufacturer 

field 

unchanged 

 

  Original 

manufacturer 

preserved 

  Updates don’t 

change the 

manufacturer 

 History shows the 

correct performer 

 

Pass 

18 Verification 

Count 

Tracking 

 

1. Register produ

ct (count = 0) 

2. Perform 

physical 

verification 

(count = 1) 

3. Perform 

another 

verification 

(count = 2) 

 

 Count increments 

with each 

verification 

  Count 

persists across 

page refreshes 

  Count displayed 

in product details 

 

Pass 

19 Ownership 

Chain 

Validation 

 

1. Manufacturer 

registers 

product 

(owner = 

manufacturer) 

2. Transfer to 

Distributor 

(owner = 

distributor) 

3. Transfer to 

Retailer 

  Each transfer 

updates 

owner correctly 

  Only the current 

owner can transfer 

 Complete chain 

visible in history 

 

Pass 
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(owner = 

retailer) 

4. Transfer to 

Customer (ow

ner = 

customer) 

 

20  Registrar 

Authorisation 

Workflow 

 

1. Contract 

owner adds 

new registrar 

2. New registrar 

registers 

product 

3. Contract 

owner 

removes 

registrar 

4. Removed 

registrar 

tries to register 

 

 A new registrar 

can register 

  Removed 

registrar cannot 

register 

  Authorization 

changes take 

effect immediately 

 

Pass 

21 Contract 

Owner 

Privileges 

 

1. Contract owne

r adds 

themselves as 

registrar 

2. Contract 

owner 

removes 

other registrars 

3. Contract owne

r 

transfers contr

act ownership 

 

  Owner can 

manage all 

registrars 

  Owner 

cannot remove 

themselves 

 Contract ownershi

p transfer works 

 

Pass 

22 Cross-Portal 

Functionality 

 

1. Register 

product in 

Manufacturer 

Portal 

2. Verify product 

in User Portal 

  Data consistent 

across portals 

  All features are 

accessible where 

expected 

Pass 
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3. Transfer 

ownership in 

User Portal 

4. Update 

product in 

Manufacturer 

Portal 

 

  No portal-

specific data 

isolation 

 

Table 5.1: The system testing and results 

6.2 Objectives Evaluation 

 

1. Enhanced Product Authentication 

• The system successfully records product information on the blockchain, 

ensuring transparency and immutability. 

• Consumers and stakeholders can verify product authenticity at each stage of 

the supply chain without depending on a central authority. 

• The blockchain prevents tampering and fraudulent claims, guaranteeing a 

reliable authentication mechanism. 

 

2. Improved Traceability 

• Every transaction and product movement is permanently stored on the 

blockchain ledger. 

• Stakeholders can trace the complete product lifecycle, from manufacturing to 

delivery. 

• In case of recalls, disputes, or contamination issues, the immutable record 

provides clear accountability. 

 

 

3. Prevention of Counterfeiting 

• Smart contracts are used to restrict unauthorised entries, ensuring that only 

legitimate products are registered. 

• Advanced encryption techniques safeguard the data, making it extremely 

difficult for counterfeit products to be inserted. 

• This reduces the risk of fake goods entering sensitive sectors such as 

healthcare and food supply chains. 
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4. Data Security and Privacy 

• Sensitive product and stakeholder data is protected through encryption 

methods such as public/private keys and elliptic curve cryptography (ECC). 

• Transparency is maintained for verification, while private data remains 

accessible only to authorised parties. 

• This balance ensures that the system maintains both traceability and 

confidentiality. 

 

5. User-Friendly Verification 

• A mobile/web application was developed to allow consumers to easily check 

product authenticity. 

• The verification process is simplified, requiring only account-based 

blockchain details, with ECC providing secure validation. 

• This improves user experience and encourages adoption, as consumers do 

not need technical knowledge of blockchain. 

 

 

6. Efficient Distributed Storage 

• Product data is stored securely on the blockchain, eliminating reliance on 

centralised databases. 

• Distributed storage ensures data integrity and availability, even if some 

nodes fail. 

• This makes the system resistant to tampering, hacking, or single points of 

failure. 
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6.3 Concluding Remarks 

The evaluation results demonstrate that the system has successfully achieved its 

primary objectives of enhancing product authentication, improving traceability, 

preventing counterfeiting, and ensuring data integrity through blockchain integration. 

The test cases confirm that the system is functional, reliable, and capable of providing 

a transparent and tamper-proof product verification mechanism. Furthermore, the 

objectives evaluation highlights that the system not only addresses the core issues of 

counterfeit prevention and supply chain transparency but also delivers a user-friendly 

verification experience for consumers. 

However, the analysis also revealed some limitations, such as the absence of advanced 

encryption mechanisms, mobile application support, and large-scale distributed storage 

integration. These limitations do not undermine the overall effectiveness of the system 

but instead present opportunities for future enhancements. 

In conclusion, the application of blockchain technology has proven essential in 

achieving the desired goals of decentralisation, transparency, and trust within the supply 

chain. Without blockchain, the system would face risks of data manipulation, 

centralised control, and reduced consumer confidence. Therefore, blockchain serves as 

the foundation that ensures the security, accountability, and resilience of the proposed 

product authentication system. 
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CHAPTER 7  

CONCLUSION AND RECOMMENDATIONS 

7.1 Conclusion 

This project's goal is to deal with the persistent and growing issue of counterfeit 

products in supply chains by developing a blockchain-based product authenticity 

verification system. Counterfeiting poses significant risks to both consumers and 

businesses, including financial losses, health hazards, and loss of trust. Traditional 

centralised authentication systems are often vulnerable to manipulation, lack 

transparency, and fail to provide consumers with a reliable method of verification. In 

response to these challenges, this project demonstrated the potential of blockchain 

technology to provide a decentralised, immutable, and transparent solution for product 

authentication. 

The system designed and implemented in this study leverages blockchain smart 

contracts, deployed in a local Ganache environment, to manage critical operations such 

as product registration, product updates, role-based access control, and ownership 

transfer. These core functionalities ensure that once product details are recorded, they 

cannot be altered or falsified, thereby safeguarding authenticity at every stage of the 

supply chain. The React-based web application provided two distinct portals—one for 

manufacturers to manage product information and another for users to verify 

authenticity and ownership history. By integrating these components, the prototype 

successfully demonstrated the feasibility of using blockchain as the foundation for a 

secure and tamper-proof verification system. 

The testing phase confirmed that the system performed reliably across all implemented 

functions. Manufacturers were able to register new products with unique serial 

numbers, update details where necessary, and transfer ownership securely. Users, on 

the other hand, could easily query the blockchain to confirm authenticity and view an 

immutable history of product transactions. The role management feature further 

ensured that only authorised parties could register or update product information, 

enhancing system integrity and reducing opportunities for misuse. 

One of the key strengths of this project lies in its emphasis on usability and adaptability. 

The web-based interface was intentionally designed to be user-friendly, lowering the 

barrier for adoption by both businesses and consumers. Furthermore, while the 
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prototype was implemented in a controlled development environment, its modular 

structure and reliance on standard blockchain tools (Solidity, Truffle, React, Ganache) 

ensure that it can be extended or migrated to larger-scale blockchain networks in the 

future. 

From an academic perspective, this project validates the hypothesis that blockchain can 

serve as a practical technological foundation for tackling product counterfeiting. It not 

only demonstrates the theoretical advantages of decentralisation, immutability, and 

transparency but also provides a working system that operationalises these principles 

in a supply chain context. The project contributes to ongoing research and industrial 

discussions by showing that blockchain technology, even at a prototype stage, can 

directly strengthen consumer confidence and protect businesses from reputational and 

financial harm caused by counterfeit goods. 

In summary, the project has met its stated objectives by successfully building and 

testing a functional blockchain-based product authenticity verification system. It shows 

that blockchain has the capacity to fundamentally transform how authenticity and trust 

are managed in supply chains. While improvements and enhancements remain possible, 

the system developed represents an important step towards building more transparent, 

reliable, and secure verification frameworks that can be adapted across industries. 

 

7.2 Recommendations 

Although the project successfully achieved its objectives, there are several areas in 

which the system can be further improved and extended. One important direction for 

future work is scalability testing. The current prototype was deployed on a local 

Ganache blockchain for development and testing purposes, which provided a safe and 

efficient environment for proof-of-concept validation. However, to determine the 

system’s effectiveness in real-world conditions, it would be valuable to migrate the 

implementation to a public test network such as Ethereum Sepolia or to a consortium 

blockchain. Such testing would provide insights into how the system performs under 

higher transaction volumes, with multiple distributed participants, and in environments 

where transaction costs and network delays may have practical implications. 
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Another recommendation concerns improving the overall user experience. While the 

current React-based web interface provides a functional and intuitive environment for 

both manufacturers and consumers, there is potential to enhance usability by extending 

the platform to mobile devices. Developing a mobile application would allow 

consumers to verify product authenticity more conveniently, particularly at the point of 

purchase. Furthermore, features such as multilingual support, simplified navigation, 

and accessibility options would broaden the reach of the system and make it more 

inclusive for a diverse range of users. 

The system could also benefit from greater automation in product verification. At 

present, consumers rely on manually entering serial numbers to check product 

authenticity. In future versions, integrating identifiers such as barcodes, RFID tags, or 

NFC chips could enable automatic retrieval of product information. This would not 

only improve efficiency but also reduce the possibility of user error, making the 

verification process faster and more reliable. 

From a security perspective, further enhancements could be done. Although role-based 

access control has been implemented to restrict registration and update functions to 

authorised users, additional mechanisms such as multi-factor authentication and 

periodic security audits could strengthen system integrity. In addition, exploring 

alternative or hybrid consensus mechanisms beyond those currently used in Ethereum 

development environments may improve both efficiency and resilience against 

emerging security threats. 

Another area worth exploring is regulatory alignment and industry-specific adaptation. 

Since different industries, such as pharmaceuticals, food, and luxury goods, face unique 

challenges in combating counterfeit products, the system should be extended with 

compliance modules tailored to these sectors. For example, pharmaceutical products 

may require integration with Good Manufacturing Practice (GMP) standards, while 

agricultural supply chains might benefit from compliance with HACCP or food safety 

standards. Aligning the system with such regulations would not only strengthen its 

practical applicability but also encourage broader adoption by industry stakeholders. 

In addition, while this project stored essential product information directly on the 

blockchain, it did not incorporate larger or more complex datasets such as product 

certificates, manufacturing documents, or images. For future iterations, integrating 
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decentralised file storage solutions such as the InterPlanetary File System (IPFS) would 

allow larger files to be stored securely and referenced via the blockchain. This would 

create a more comprehensive system that preserves both product metadata and 

supporting documentation in a tamper-proof and accessible manner. 

In summary, while the current prototype demonstrates the feasibility of blockchain for 

product authenticity verification, these recommendations outline several pathways to 

strengthen, expand, and adapt the system for real-world deployment. Addressing 

scalability, usability, security, regulatory compliance, and integration with other 

technologies will ensure that the system can evolve into a robust and widely applicable 

solution capable of tackling the global challenge of counterfeit products. 
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