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ABSTRACT

This project is about a growing need in the aquaculture industry which is precision
aquaculture. Precision aquaculture involves the use of smart technologies such as
sensors, cloud computing, and artificial intelligence to monitor and manage fish
farming environments. However, small-scale farmers still face major challenges such
as high implementation costs, poor internet connectivity, and concerns about data
privacy. This project focuses on two key problems which are data privacy and system
scalability. Mostexisting systems rely heavily on cloud connectivity and do notprovide
secure or efficient solutions for farms in remote areas with limited internet access. In
this project, research and literature reviews were conducted to explore the current
technologies in smart aquaculture, federated learning, and data privacy. Reviews
include systems using [oT and Al-based models, along with analysis of different
federated learning algorithms such as FedSGD, FedAvg, and FedProx, and privacy-
preserving methods such as DA, SA, HE and CKKS encryption. After identifying the
gaps in current systems, this project proposes a secure and scalable server-side
federated learning framework in an edge-cloud architecture for precision aquaculture.
The system is designed to enable encrypted model trainingatthe edge usingloT sensors
and Raspberry Pi, while a federated learning server hosted on AWS aggregates updates
without accessing raw data. The final product integrates edge computing, federated
learning, encryption and cloud storage to create a privacy-preserving and cost-effective

solution for monitoring aquaculture environments and supporting small-scale farmers.

Area of Study: Distributed Systems, Federated Learning

Keywords: Precision Aquaculture, Edge-Cloud Framework, Federated Learning,

Encryption, Algorithm, [oT
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CHAPTER 1 INTRODUCTION

CHAPTER 1

Introduction

1.1 Problem Statement and Motivation
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Figure 1.1.1 Aquaculture Production in Malaysia from 2013 to 2017 from [1]

Nowadays, aquaculture industry plays a significant role in contributing a
country’s economy [1], and it is a lifeline for many communities and a key pillar of
Malaysia's economy. As shown in the figure 1.1.1, Malaysia’s aquaculture sector has
consistently contributed significantly to the national economy and the overall economic
value remains high with only minor fluctuations although production volume shows a
declining trend from 2013 to 2017. With increasing demands for sustainable fish
production, precision aquaculture has emerged as a revolutionary approach,
empowering farmers to monitor and manage their ponds using advanced sensors and
smart technologies. However, the adoption of these expensive and hard-to-get
technologies for precisionaquacultureamongsmall-scale farmersis limited due to cost,
resource constraints, data privacy concerns and technical barriers [ 1]. [tmay cause their
productions drop without having proper advance method for farm monitoring and
management. Besides, while Internet of Things (IoT) devices have transformed farm

monitoring, they bring new challenges which are data privacy, poor connectivity in
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CHAPTER 1 INTRODUCTION

rural areas, and delayed responses. Hence, traditional cloud-based models cannot
always keep up with the real-time demands of aquaculture operations.

The project tackles these limitations by proposing an improved solution which
is server-side federated learning within an edge-cloud framework specifically designed
for precision aquaculture to ensure effective and secure client-server communication in
an edge-cloud framework. Furthermore, the project also aims to implement a scalable,
cost-effective, well comprehensive and accurate monitoring farm management system
that applies the integration of federated learning and edge-cloud platforms while
ensuring data privacy or performance. Other than that, the project will also control the

technical complexity of adoption to make sure it is adaptable for the small scale farmer.

1.2 Project Objectives

The main project objective is to enhance and deploy the Server-Side Federated
Learning Models within an Edge-Cloud Framework that support broader applicability
in precision aquaculture. To explain, the project aims to enhance and deploy Federated
Learning Models alongside local deep learning models to improve on-device data
processing, predictive performance, and scalability. This includes ensuring that the
system can support for multiple aquaculture farms and large number of edge nodes with
heterogeneous data distributed across different geographical locations.

Besides, the project aims to refine and implement a flexible and robust data
synchronization mechanism to ensure efficient and reliable data transmission and
model updates between edge clients and the cloud, even in the presence of intermittent
or unstable network connections commonly found in rural aquaculture settings. This
mechanism is essential to maintain seamless operations for data backup.By havingthis,
modelupdates can be achievedperiodically to enable the system to learn from new data
and adapt to changing conditions in the aquaculture environment, enhancing the
effectiveness of precision aquaculture practices. Additionally, reliable data
synchronization mechanism also improves data reliability as it reduces the risk of data
loss or corruption, which is critical for maintaining and preserving the integrity of farm
operations.

Furthermore, the project will improve and implement a secure, efficient, and
privacy-preserving edge-cloud framework tailored for precision aquaculture. The

framework will address critical challenges related to security and performance. For

2
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CHAPTER 1 INTRODUCTION

example, when doing operation on data, the framework will be able to protect sensitive
data related to farm management system like environmental conditions from
unauthorized access or breaches while simultaneously ensuring that the system
performance is not compromised. By integrating lightweight security and privacy-
preserving techniques, the proposed framework will allow farmers to leverage the
benefits of modern data-driven approaches without being exposed to excessive risks or

high infrastructure costs.

1.3 Project Scope and Direction

The project scope focuses on implementing server-side federated learning
framework within an edge-cloud architecture, while also enhancing client-side learning
to achieve robust, secure, and efficient precision aquaculture applications. Specifically,
the project covers that aspects below.

Firstly, the project will establish a robust communication bridge between
federated learning clients and central server to support model updates for precision
aquaculture. This communication mechanism is designed function reliably while
ensuring reliable data transmission and model updates even in farms with poor network
conditions to ensure the essential updates are not disrupted. Additionally, this project
will also emphasize energy conservation and latency reduction during data
communication between federated learning clients and federated learning server to
further optimize system performance and operational efficiency.

Besides, this project develops federated learning algorithms with improved
workflows to perform aggregation on the local client updates to form global model at
the server then send it back to clients to improve their local model performance of the
distributed clients. To achieve the improvement on predictive performance, federated
learning algorithm also applies into the edge side to incorporate with the server. For
example, Federated Proximal will be integrated to edge to address challenges of
heterogenous data and resource variability and ensure more stable and efficient local
training. In addition, a deep learning network is also implemented at edge side to
improve local predictive performance for aquaculture data.

Other than that, this project develops a privacy-preserving data transmission
method between clients and server. For example, encryption technique like CKKS

encryption is utilized in model updates between federated learning clients and federated

3
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CHAPTER 1 INTRODUCTION

learning server to protect and support secure and faster transmission from unauthorized
access. By focusingon these improvements, the projectaims to create amore accessible
and cost-effective solution for small-scale aquaculture farmers.

By focusingon these areas, this projectaims to delivera scalable, cost-effective,
and privacy-preserving edge-cloud framework. Ultimately, the project scope ensures
that small-scale aquaculture farmers can leverage advanced Al technologies for

smarter, more sustainable, and efficient farm management.

1.4 Contributions

The main contribution is pioneering application of federated learning in
aquaculture. For example, by adapting federated learning to environmental and
technical constraints of fish farming, this project sets a solid foundation for future
innovations in smart agriculture and aquaculture.

Secondly, this project contributes by solving real-world challenges faced in
aquaculture environments. To explain, the customized synchronization mechanism is
developed to addresses poor connectivity problem while preserving the privacy of farm
sensitive data by integrating encryption technique named CKKS encryption into the
system.

Other than that, this project improves the accessibility of technology for the
small-scale farmer. This is because the system lowers the cost and complexity of
adopting smart farm monitoring system so it will be viable for small and medium farms.
Lastly, a wider adoption of precision aquaculture helps Malaysia to meet its
sustainability and productivity goals by boosting the country's economy.

Finally, this project contributes at a broader level by supporting Malaysia’s
sustainability and productivity goals. To explain, wider adoption of precision
aquaculture technologies can boost efficiency, improve resource management, and

strengthen the aquaculture sector’s contribution to the national economy.
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CHAPTER 1 INTRODUCTION

1.5  Report Organization

The project chapters are organized in seven chapters. In Chapter 2, smart
aquaculture technologies, algorithms, data protection method and interval update in
federated learning are reviewed. Then, Chapter 3 is System Methodology which
contains the system methodology, use case diagram and activity diagram. For use case
diagram, use case description is also prepared for it. After that, Chapter 4 presents the
system design of the project. Besides, in Chapter 5, it shows the details of system
implementation. Then, in Chapter 6, itshows the system evaluation and discussion with
rigorous testing involved. Last, for Chapter 7, it contains conclusion and

recommendations.
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CHAPTER 2 LITERATURE REVIEW

CHAPTER 2

Literature Review

2.1  Previous works on Server-Side Federated Learning in an Edge-Cloud

Framework for Precision Aquaculture

2.1.1 Evolution of Smart Aquaculture Systems: From IoT Monitoring to

Federated Learning in Edge-Cloud Architectures

The integration of smarttechnologies into aquaculturehas evolved significantly
in recent years, addressing limitations of traditional fish farming practices that rely on
manual and error-prone monitoring of environmental factors. Several innovative
systems have emerged that leverage Internet of Things (IoT), Al, edge technology, and
cloud services to transform aquaculture into more sustainable, efficient, and scalable

operations.

Source Board
(Power Supply, etc.)

Atmega 328
Microcontroller

DHT 11
Temperature &
Humidity

Relay
(Control)

Cloud/
Database

Figure 2.1.1.1: Block Diagram of the IoT Aquaculture Monitoring System

One major direction involves the adoption of smart aquaculture with Internert
of Things monitoring systems that automate the collection and analysis of critical

environmental parameters as shown in figure 2.1.1.1. Sah et al. [2] proposed a low-cost

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 2 LITERATURE REVIEW

IoT aquaculture monitoring system utilizing a variety of sensors, such as the DHT11
for temperature and humidity, and water level sensors, managed via microcontrollers
like Arduino Uno. Wireless connectivity through Wi-Fi modules and GSM modems
enablesreal-time data transmissionto a cloud database to allow farmers to access timely
notifications and maintain optimal water conditions remotely. This system significantly
reduces manual labour and human error, improves farm productivity, and supports
scalability for operations of varying sizes. However, the study also highlighted
limitations which includes data synchronization problem when no Internet connection

and a lack of advanced data analytics for predictive insights, dependency on stable

Al and IoT based Aquaculture
Management System

Cloud Data
Center
Intelligent Sl;::':v[;:;srh Sensor system
Feeding skl Environmental
System Monitoring parameters
and Analysis
Feeding
information
- Fish growth
y Wireless Data S status data
Transmission System ' —

internet connectivity, and the absence of robust data privacy and security mechanisms.
Figure 2.1.1.2: Flowchart of the AloT System

Building upon basic [oT architectures, more sophisticated approaches have
incorporated Al techniques to further optimize aquaculture management as shown in
figure 2.1.12. Chiu et al. [3] created a smart aquaculture farm management system by
integrating IoT devices with Al-based substitute models to predict fish growth and
automate feeding practices. Their system employed multiple sensors, actuators, and IP
cameras for real-time monitoring, with data transmitted to a cloud server where deep
learning models were used for analysis and prediction. A mobile application was
designed to facilitate remote monitoring and control, offering farmers live access to
water quality metrics and feeding statuses, alongside alarm notifications for critical
thresholds. The integration of predictive models enhanced feeding efficiency, reduced
waste, and minimized operational costs while promoting environmental sustainability.

Despite these advancements, the approach remained heavily reliant on consistent
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CHAPTER 2 LITERATURE REVIEW

internet connectivity and cloud services for the data synchronization, and also raised
concerns regarding data privacy and security. Furthermore, the system’s applicability
to species beyond the tested environment requires further validation to ensure

generalizability across diverse aquaculture settings.

Subsequent developments have investigated the integration of federated
learning with edge-cloud platforms to tackle data privacy, connectivity, and
scalability issues. Cheng et al. [4] suggested a precision aquaculture framework
that utilizes AWS IoT Greengrass for local data processing and collection at the farm
level, along with federated learning to facilitate decentralized model training. In their
system, [oT sensors collect water quality and environmental data locally, with machine
learning models trained at the edge to ensure sensitive data remains on-site. Model
updates are coordinated via the gRPC protocol and exchanged via S3, where a federated
server aggregates models from multiple farms using an ECS cluster. After that, the
aggregated global model is sent to the farms for continuous improvement. This edge-
cloud architecture effectively reduces latency, enhances scalability, and minimizes
dependence on constantinternet connectivity. Moreover, by keepingraw data local, the
system addresses critical data privacy and regulatory concerns. The system also
deceloped a data synchronization method. Nevertheless, the framework’s effectiveness
remains relies on the local data quality and diversity, and limitations like inconsistent
sensor accuracy and the narrow range of collected parameters may impact the global
model’s robustness. In addition, model exchange in S3 is insecure. Periodic stable
network connectivity is still required for model aggregation and updates, which may

pose challenges in regions with poor infrastructure.

Overall, common obstacles such as internet dependency, data security
vulnerabilities, sensor variability, and limited data diversity continue to pose challenges,
underscoring the need for further research and system refinement in future smart

aquaculture initiatives.
2.1.2 Algorithms for Model Aggregation in Federated Learning

Federated Learning is a method of machine learning for decentralized systems
which involves multiple clients as the edge devices that will perform local training and
model updates and interact with a server to perform model aggregation for refine the

models [5]. Hence, model aggregation algorithm is important in federated learning
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because it will aggregate the local models updated by clients as a global model then
distribute back for client to perform local training to enhance their local models. The
final model's performance will be greatly impacted by the aggregation method

selection. In this section, model aggregation algorithms will be reviewed and analysed

The first analyzed algorithm is FedSGD (Federated Stochastic Gradient
Descent). FedSGD is a baseline approach utilized in federated learning. For FedSGD,
there will a server receives the local gradients from a subset of devices in FedSGD and
aggregates them [7]. After that, these aggregated gradients are used for updating the
global model. Before delivering their model updates, clients will execute several local
SGD updates in FedAvg which is a variation of FedSGD [8].
However, when employing non-IID datasets and random device selection in wireless
communication systems, one issue with traditional FedSGD is the possibility of weight
divergence [7], since the data distribution of the chosen devices is different from the

worldwide distribution.

The second algorithm is FedAvg (Federated Averaging) which is a fundamental
algorithm that is widely used in FL as it is communication-efficient approach which
can works wellin decentralized networks [6]. In FedAvg, clients use stochastic gradient
descent (SGD) on the local data to perform out multiple local updates of a common
global model [8]. They transmit their final models back to the server following these
local updates. Then, the server will average the updated local models to form a updated
global model [8]. One of FedAvg's primary features is the way it alternates between
model averaging at the server and local updates at clients. A weighted average of the

models produced by the chosen client is determined by the server.

By letting clients’ complete multiple epochs of local updating prior to
interacting with the server, FedAvg seeks to improve communication efficiency [9].
Despite being straightforward and widely used, research has indicated that Fed Avg may
not perform well when statistical heterogeneity is present, , particularly when working
with diverse data from various devices [10]. The method may fail to converge or
maximize a different objective from the global one as a result of the numerous local
updates, which can also result in weight divergence, gradient biases, and objective

inconsistencies [6]. Empirical research indicates that the FedAvg output model can
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generalize effectively in diverse environments, particularly when paired with client-

specific fine-tuning, despite these convergence issues with data heterogeneity.

The third analyzed algorithm is FedProx (Federated Proximal). FedProx is an
extension of FedAvg method to address the issue of heterogeneous data among clients.
It is a well-known and effective distributed proximal point optimization technique that
is frequently applied to FL over heterogeneous data [10]. Recently, there has been a
proposal to solve the problem that when devices execute too many local updates in the
presence of data heterogeneity, approaches such as FedAvgbased on local SGD may
not converge [10]. FedProx solves this by including a proximal term in each device's
local optimization target. Then, more stable local updates are produced as a result of
this term's explicit enforcement of the local optimization to remain close to the prior

global model [10].

Besides, [ 10] mentioned that FedProx is tolerant of devices' partial participation
and even varying amounts of local updates, and it provides convergence guarantees for
both convex and non-convex functions. The proximal point update for local
optimization is described as an empirical risk minimization (ERM) sub-problem [6]. In
the limiting case, when the influence of the proximal term approaches zero, FedProx

reduces to the standard FedAvg framework.

Comparative Analysis

Feature FedSGD FedAvg FedProx

Server Aggregation Aggregates local | Averages local model | Averages local model
gradients weights weights with stabilized

updates

Communication Low High High

Efficiency

Handling  Non-ID | Weak Moderate Strong

Data

Convergence Stability | Weak Moderate Strong

Robustness to Partial | Limited Limited Strong

Participation

Table 2.1.2.1: Comparison of FedSGD, FedAvg and FedProx

Table 2.1.2.1 summarizes the differences of FedSGD, FedAvg and FedProx in
terms of practical considerations. Based on the analysis, FedAvg and FedSGD are
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fundamental FL algorithms, with FedAvg being a widely adopted approach that allows
clients to perform multiple local updates [6]. However, both conventional Fed Avg and
FedSGD can face challenges with data heterogeneity data, potentially leading to
convergence issues or weight divergence [6]. In this case, FedProx would be able to
solve the convergence and stability problems faced by FedAvgand FedSGD. This is
because the proximal term introduced by FedProx will provide a more stable updates
by ensuring the local models stay close to the global model [10]. Other than that,
accordingto recenttheoretical research, FedProx can handle non-smooth functions, and
its convergence is invariant to specific forms of local data dissimilarity, addressing the
drawbacks of earlier analyses [10]. Last, it is able to tolerate partial participation of

devices.

2.1.3 Data Security Protection Methods in Federated Learning

As federated learning (FL) becomes more important for privacy-sensitive
applications like precision aquaculture to protect the security and confidentiality of
client data during training. So, the data security protection methods in federated
learning have become a key research focus. Among various techniques proposed, there
are three techniques have emerged as the most widely adopted strategies in federated

learning. This section reviews and compares these methods supported by recent studies.

First, Differential Privacy (DP), it protects individual data contributions by
introducing regulated noise to model updates prior to transmitting them to the server.
For example, Truex etal. [11] mentioned that by integrating local differential privacy
into FL, it could limit potential information leakage, even when servers or participants
are compromised. Similarly, Geyer et al. [12] also incorporated differential privacy
into Google's FL framework for mobile devices and demonstrated that it can provide a
strong user-level privacy guarantees with acceptable model performance trade-offs.
Despite its theoretical soundness, adding sufficient noise under DP can result in a
privacy-utility trade-off: too much noise will result in a degraded model accuracy,
which is problematic for systems working with high prediction accuracy, such as fish

health monitoring for aquaculture.
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Second, Secure Aggregation (SA), the server can calculate the total of several
clients' model updates using Secure Aggregation without being aware of each client's
unique contribution. For example, in order to provide a workable cryptographic
technique that attains security without incurring excessive communication costs,
Bonawitz et al. [13] improved SA protocols for large-scale federated networks.
Additionally, secure model update aggregation across more dynamic client populations
was made possible by Ryffel etal. [14]'s expansion of secure aggregation frameworks
through the use of multiparty computation techniques. SA provides robust protection
without compromising model accuracy, but its heavy computation and client
synchronization requirements may pose a problem for edge devices with constrained

resources, like aquaculture farms enabled by the Internet of Things.

Moreover, the third method is Homomorphic Encryption (HE) which is an
encryption technique thatallows server to direct making computation on encrypted data
[15]. It allows model updates to remain confidential throughout transmission and
aggregation. For example, after [15] surveyed privacy-preserving techniques in FL,
their research concluded that HE provides one of the highest levels of protection but at
the cost of increased computational complexity. However, recent lightweight HE
libraries such as TenSEAL have optimized tensor encryption for machine learning
tasks, significantly lowering latency. HE via TenSEAL offers a good balance between

security and practical deployment.

In addition to the general application of HE in federated learning, a more
practical variation for resource-constrained environments is the Shared-Context CKKS
Hybrid Encryption scheme approach. The shared-key design enables clients and the
server to use the same context for encrypting and decrypting model updates, in contrast
to multi-key or threshold HE schemes thatrequire complex key managementand costly
computation. This simplifies implementation and substantially reduces computational
overhead, makingit feasible for lightweightdevices such as Raspberry Piin aquaculture
farms. The shared-key CKKS method prioritizes efficiency and deployability enabling
secure transmission and aggregation of model parameters with much lower
computational costs. For instance, [20] introduced a single key HE framework for
federated learning and which demonstrates that adopting a shared secret key among
clients and the server can achieve secure aggregation with reduced computational
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complexity compared to multi-key approaches. Their results confirm thatthe server can
still decryptthe aggregated modelupdate while preventingexposure ofindividual client
updates under semi-honest assumptions. This method balances security and usability,

especially in small-scale federated settings where lowering overhead is crucial for

adoption.

Comparative Analysis

Criteria Differential Secure Aggregation | Homomorphic Shared Context
Privacy Encryption CKKS Hybnd
Encryption
Method Introduce Calculate the total | Allows serverto | Use a single
regulated noise to | of several clients' | direct making | shared context
model  updates | model updates | computation on | for both clients
prior to | while ignoringeach | encrypted data | and server to
transmitting them | client's unique encrypt,
to the server contribution decrypt, and
aggregate model
updates
Communication | Low High Medium Medium-Low
Overhead
Model Accuracy | Low High High High
Stability in | High Low, many clients | High, clients can | High, clients can
Intermittent must be online at | send updates | send  updates
Network the same time whenever they | whenever they
are connected are connected
Computation Low High High Medium
Overhead
Server Trust | No No No Yes
assumption

Table 2.1.3.1: Comparison between DP, SA, HE and Shared Context CKKS Hybrid
Encryption

Based on table 2.1.3.1, when considering stability in intermittent networks, DP
offers high stability since each client can operate independently without strict
synchronization requirements. For Homomorphic Encryption and Shared-Context
CKKS, they provide high stability by allowing clients to send encrypted updates
whenever they are connected, which is particularly useful in unstable network

environments. However, Secure Aggregation shows low stability because itdepends on
13
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the simultaneous availability of many clients to perform the aggregation securely.
Lastly, Shared-Context CKKS need a “Trustable Server” assumption as server will
need to decrypt the received encrypted parameters to perform aggregation whereas

other technique does not need this.

2.1.4 ReviewsonInterval Updates for Model Updates/Aggregationin Federated

Learning in Smart Aquaculture System

In federated learning for precision aquaculture,model updates interval is critical
and must be determined appropriately for ensuring the system performance. To
determine the interval, communication cost, energy consumption and model accuracy
will be the factors that need to be considered. There is a previous implementation of
federated learning in smart aquaculture systems proposed a bi-weekly model updates
to update the cycle. Their findings revealed that environment factors like PH and
dissolved oxygens and so on can dramatically change over time. Hence, [16] suggested
bi-weekly update in order to keep model relevance and energy conservation and

bandwidth resource in balance.

Besides, [17] also suggests a bi-weekly updates offered the optimum balance
between preserving model accuracy and lowering system costs, especially in dynamic
environmental conditions like seasonal fluctuations with a real-world aquaculture loT
study. The findings in [17] revealed that bi-weekly aggregation provided the optimal
balance between model flexibility and operational costs after they implemented weekly,

biweekly and monthly updates experiment.

In contrast, Zhao etal. [ 18] proposed a longer interval which is a monthly update
for environmental monitoring system. This is because it claimed that the slow changes
in environmental parameters like temperature and turbidity can reduce the
communication overhead. Hence, an infrequent model aggregation in this case will be

more efficient with no degrading the model predictive performance.
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Comparative Analysis

Criteria Bi-Weekly Updates Monthly Updates
Model Freshness High Low

Adaptation to environmental | Strong Weak

changes

Communication Overhead Moderate Low

Accuracy High Low

Energy Consumption Moderate Low

Table 2.1.4.1: Comparison of Bi-Weekly and Monthly Model Update

To further illustrate the differences between bi-weekly and monthly model
update intervals, a comparison based on several critical criteria is summarized in Table
1. The table highlights factors such as model freshness, communication overhead,
energy consumption, adaptability to environmental changes, and overall suitability for
precision aquaculture systems. Based on the comparative analysis, the bi-weekly (14-
day) interval clearly offers a superior balance between model performance and system
efficiency, aligning closely with the dynamic operational requirements of precision

aquaculture environments.

2.2 Proposed Solutions

After reviewing some existing smart aquaculture systems, several challenges
remain evident. The current smart aquaculture systems continue to experience
significant problems in the form of unstable network connectivity resulting in loss of
data or delays, lack of sufficient mechanisms to secure sensitive data during
transmission, lack of robustness in aggregation techniques in case of heterogeneous
farm data, and inefficiency in scheduling model updates that directly influence
accuracy, communication costs, and energy usage.

To tackle these limitations, this project presents a federated learning framework
based on a server-side architecture that is customized to precision aquaculture. The
framework incorporates the FedProx algorithm to enhance the stability of aggregation
in heterogeneous data, and it uses an edge cloud architecture, which relies on the AWS
services to offerscalability, reliability, and ease of management. The deployment of the
federated learningserverusingthe AWS ECS and the Fargate can be installed to enable
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the system to orchestrate and provide effective client-server communication without
exposing raw farm data.

There are a few major improvements that were realized in the proposed solution.
First, a Shared-Context CKKS Hybrid Encryption scheme that maintains data privacy
butis lightweight enough to be used on the edge device, such as Raspberry Pi, is used
to protect model parameters in transit. Second, a deep learning predictive model is used
to predict dissolved oxygen level on the basis of water quality parameters to support
the use of real-time decisions in the management of aquaculture. Third, the training
process is planned on a biweekly basis in order to make a balance between the model
freshness and the communication and energy efficiency. Lastly, a strong
synchronization pipeline is configured in AWS Cloud, which allows to transmit and
store the data reliably even with the intermittent network connections. To conclude,
FedProx aggregation, CKKS encryption, predictive modeling, efficient scheduling, and
a scalable synchronization pipeline provide a federated learning system that is safe,

resource-sensitive, and feasible to an aquaculture farmer on a small scale.
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CHAPTER 3
System Methodology/Approach

3.1 Waterfall Methodology

Requirements

Y

Design —l
Implementation —l

Testing

Deployment —l

Maintenence

Figure 3.1.1: Waterfall Methodology

This project follows a traditional Waterfall development model. It is chosen for
its clear, sequential structure and suitability where objectives and deliverables are
defined early [21]. Firstly, the project begins with a requirements analysis to capture
functional and non-functionalneeds andto produce a signed requirements specification
that sets acceptance criteria.

Next, the system design phase produces high-level and detailed artifacts like
architecture diagrams, data flows, encryption method design and MQTT specifications
which act as the blueprint for implementation.

The Implementation phase then builds the federated learning at local. Federated
learning code for client and server are developed then build the server to the AWS
Fargate. Then, use local to integrate with the server to check if the implementation is
workable before integration and deployment.

After that, the project starts integration and system testing, where components
are combined and validated through end-to-end tests such as encrypted parameter
round-trips, aggregation correctness, intermittent-connectivity resilience and
performance benchmarks like MAE, MSE and R?, communication and resource usage.
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After successful testing, the deployment phase places the system into the target
environment to deployment the client on the real edge devices which are raspberry pi
and completes acceptance testing with supervisor. Finally, maintenance takes place to

make improvement and produces operation manuals at the same time.

3.2  Use Case Diagram and Description
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Figure 3.2.1 Use Case Diagram of Edge-Cloud Framework for Precision Aquaculture
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Use Case ID

0001 Use Case Name | Start  Federated Learning  with

Environment Configuration

Primary Actor

Federated Learning Server

Brief Description This use case shows how the federated leaming server coordinates
collaborativemachine learning training with multiple clients and ensure
data are decentralized for precision aquaculture monitoring.

Trigger Scheduled training cycle begins, or system administrator manually
initiates federated learning round.

Precondition The services work behind the federated leaming server had been
configured properly

Relationships Association: Federated Leaming Server, Federated Leaming Client

Include: Download Encrypted Global Model, Load Shared Context from
s3, Encrypt Global Model Parameters, Decrypt Clients’ Model
Parameters, Perform FedProx Aggregation, Upload Final Encrypted
Global Model to S3

Scenario Name

Step | Action

Main Flow

1 Serverinitializes new federated learning round and broadcasts

invitation to registered edge clients

2 Available Raspberry Pi devices respond with participation

confirmation and readiness status

3 Server load shared context from S3 then generate server

encryption/decryption handler

4 Server downloads current encrypted global model from S3,

decrypt and prepares encrypted model parameters

5 Server sends encrypted global model parameters to all

participating edge devices

6 Once received updates from clients, server decrypt the, then

performs federated a ggregation (FedProx) on received model

updates

7 Server logs the performance of training.

8 Server stop aggregation when federated learning rounds
complete.

9 Server uploads final encrypted global model back to S3 storage

10 Servernotifies all clients of successful training completion and

allows them to disconnect.

Sub Flow 1 — Generate
Shared Context

3a.1 | Server generate shared context automatically

3a.2 | Server initialize new encryption/decryption handler by the

context

19

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 3 SYSTEM METHODOLOGY/APPROACH

Sub Flow 2 — Upload 3b After shared context is generated, server directly upload t to
Shared Context to S3 the AWS S3

Sub Flow 3 — Initialize | 4a.1 | Ifno globalmodelins3,serverinitializes a new globalmodel
Global Model

Alternate/Exceptional 4b.1 | Errorwhen there is the shared contextis not able to decryptthe
Flows downloaded encrypted global model.

Table 3.2.1: Use Case

Description for Federated Learning Server

Use Case ID

0002

Use Case Name | Join Federated Learning

Primary Actor

Federated Learning Clients

Brief Description This use case shows the flow after client joins the federated learning

Trigger After server starts, clients receive messages and join federated learning
automatically or manually.

Precondition Federated learning server staris

Relationships Association: Federated Learning Clients, Raspberry pi

Include: Local Tramning, Encrypt Local Model Parameters, Send Model

Parameters to Server, Decrypt Global Model Parameters, Load Shared
Context from 83, Download Encrypted Global Model

Flows

Scenario Name Step Action
Main Flow 1 Chlients join federated learning
2 Clients load shared context from 33 then imtialize client
encryption/decryption handler
3 Clients downloads current encrypted global model from 83,
decrypt and load model
4 Clients download pretrained model from 53
3 Clients local train to generate dissolved oxygen wvalue for
federated learning and build data loader
6 Clients decrypt encrypted global model parameters and local
train with local data
7 Clients send encrypted and updated local model parameters to
server
8 Clients exit after federated learning complete
Sub Flow — Initialize 3a.1 | If no global model in =3, client initializes a new model as
New Model startup and will be replaced once recerved server’s model
Alternate/Exceptional 4a If no pretrained model in 53, then client exits federated

learning as no dissolved oxygen as target for training unless
client has dissolved oxvgen value by deploying the global

model at real time for do prediction

Table 3.2.2: Use Case Description for Client Join Federated Learning
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Use Case ID

0003 Use Case Name | Start Federated Learming Server

Primary Actor

AWS Cloud

Brief Description This use case shows how AWS EveniBridge Scheduler in AWS Cloud
schedules the federated learning server
Trigger Trigger every first and mid of the month
Precondition The scheduler has been configured properly
Relationships Association: AWS Cloud
Tnclude: Start Federated Learning Server with Environment Variables
Configuration
Scenario Name Step Action
Main Flow 1 AWS EveniBridge scheduler starts when 11.30am of first and
mid of the month
2 AWS EventBridge scheduler changes the desired task count of
the ECS service to 1 to start the federated learning server
Sub Flow - Start 2a The server 1s invoked to run federated learning task
Federated Learning
Alternate/Exceptional 2b If server already starts manually, the scheduler will not invoke
Flows

Table 3.2.3: Use Case Description for AWS Cloud to Start FL Server

Use Case ID

0004 Use Case Name | Stop Federated Learning Server

Primary Actor

AWS Cloud

Brief Description This case shows how AWS EventBridge Scheduler in AWS Cloud
schedules the federated learning server

Trigger Trigger every first and mid of the month

Precondition The scheduler has been configured properly

Relationships Association: AWS Cloud
Include: Start Federated Learming Server with Environment Variables
Configuration

Scenario Name Step Action

Main Flow 1 AWS EventBridge scheduler stops when 12.00pm of first and
mid of the month
2 AWS EventBridge scheduler changes the desired task count of
the ECS service to 0 to start the federated learming server
Sub Flow - Start 2a The server 1s mnvoked to stop federated learming task
Federated Learning
Alternate/Exceptional 2b If server already stops manually, the scheduler will not invoke
Flows

Table 3.2.4: Use Case Description for AWS Cloud to Stop FL Server
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Use Case ID

0005 Use Case Name | Sync Data into DynamoDB

Primary Actor

AWS Cloud

Brief Description This use case shows how clouds assist to sync data from raspberry pi into

DynamoDB
Trigger Trigger when clients syne data to cloud
Precondition 1. The MQTT topic has been subscribed to cloud and Lambda

function has been declared.
2. Clients publish data to the MQTT Topic

Relationships Association: AWS Cloud

Include: Subscribe MQTT Topic, Triggers Lambda Function
Scenario Name Step | Action
Main Flow 1 Trigger Lambda function when data is published to MQTT

Topic
2 Lambda function route data into DynamoDB

Sub Flow — Write Data 2a The sync data update the DynamoDB table
into DynamoDB
Alternate/Exceptional la Only happens when client 1s online and synchronizing data
Flows

Table 3.2.5: Use Case Description for AWS Cloud to Sync Data to DynamoDB

Use Case ID 0006 Use Case Name | Predict Dissolved Oxygen
Primary Actor Raspberry P1
Brief Description This vse case shows how raspberry p1 predicts dissolved oxygen at the
edge
Trigger Trigger when clients local train using global model
Precondition Encrypted global model is available on the cloud
Relationships Association: Raspberry Pi
Include: Download Encrypted Global Model
Scenario Name Step | Action
Main Flow 1 Raspberry p1 downloads encrypted global model from s3
2 Raspberry pi load shared context and decrypt model
3 Raspberry p1 uses the global model to predict dissolved oxygen
Sub Flow — - -
Alternate/Exceptional la Error when there is no encrypted global model n s3
Flows
Alternate/Exceptional Za Unable to decrypt the global model if no shared context loaded
Flows or the shared context mismatch happens.

Table 3.2.6: Use Case Description for Raspberry Pi Predicting Dissolved Oxygen

22

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 3 SYSTEM METHODOLOGY/APPROACH

Use Case ID

0007

Use Case Name | Svnc Data to Cloud

Primary Actor

Raspberry Pi

Brief Description This use case shows how raspberry pi svne data to the DynamoDB
Trigger Trigger when clients sync data periodically or invoked
Precondition Cloud has subscribed to the MQTT Topic that raspberry p1 will publish
to it.
Relationships Association: Raspberry Pi
Include: Publish Data to MQTT topic
Scenario Name Step Action
Main Flow 1 Raspberry pi run synchronization script
2 Script publishes the local sensor data to the MQTT Topic
3 Lambda function 1s tnggered when data 1s published to MQTT
Topic
4 Lambda function route data into DynamoDB
Sub Flow — - -
Alternate/Exceptional 3a Error when uploaded data format does not match with JSON
Flows format in lambda function

Table 3.2.7: Use Case Description for Client Sync Data to Cloud
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3.3 Activity Diagram

3.3.1 Activity Diagram for Federated Learning
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Figure 3.3.1.1: Activity Diagram for Federated Learning

The activity diagram above shows how the federated learning take place within

raspberry pi client, AWS Cloud and federated learning server (Fargate) in AWS Cloud.
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3.3.2 Activity Diagram for Server
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Figure 3.3.2.1: Activity Diagram for Server Components

The activity diagram above shows how the server implementation allows

communication between client and server.
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CHAPTER 4
System Design

4.1  System Architecture Design

4.1.1 Federated Learning System Flowchart

PR

Clients use loaded
shared contextto  |%—
decrypt global model

N

Very First Start

START
Federated Learning

Client download
prefrained model and
simulate do value

h A
oy

SERVER load shared
context

Clients local training

N

Client encrypt local

SERVER decrypt global model then send to legde::altj:{:ll
model from s3/ initialize server :
model Learning Rounds
Complete

SERVER decrypt and
SERVER encrypt model do model aggregation

and send to client

~

SERVER Encrypt
global model and | —
send to client

SERVER uploads
encrypted global
model to 53

Figure 4.1.1.1 Federated Learning System Flowchart

The figure 4.1.1.1 shows that the flow of the federated learning which starts
from server which load shared context to decrypt global model from s3 then load the
model. After that, it encrypts it and send to clients. Client will use the same context to
decrypt then perform local train. Then, client encrypt back and send to server. Server
then decrypt and perform aggregation. This roundtrip continues until the federated

learning rounds complete.
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4.1.2 System Architecture Diagram
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Figure 4.1.2.1: System Architecture Diagram

In this project, it implements a secure federated learning system across edge
devices (AWS IoT Greengrass) which acts as clients and an AWS-hosted Flower server
(AWS Cloud) which acts asa serverthatcould be accessible by every client. The design
ensures that raw sensor data remains strictly on the edge, while only model parameters
are exchanged duringtraining. To preserve privacy, allmodelupdates are protected end

to end using a implemented CKKS-based hybrid encryption scheme.

Besides, this project also implements a data synchronization pipeline which can
real-time synchronize the edge sensor data to the cloud for backup and future
monitoring purposes. Whennetworkis unstable, the data will be stored in local database
in the edge as temporary. When network is stable, it synchronizes the stored data in
local database to the DynamoDB via MQTT topic and message routing in AWS IoT

Core, Lambda to process data and put into DynamoDB.

To successfully implement a server-side federated learning, edges environment
should be setup properly. The Raspberry Pi will be registered as a Greengrass core
device. Sensor readings are stored locally in a SQLite database and optionally
synchronized to the cloud when connectivity returns. The FL client connects to the
server address (DNS address on port 8080) over Flower’s gRPC channel while control
and notifications can be sent over MQTT via AWS IoT Core. When a client starts, it
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accesss and load the shared CKKS encryption context from Amazon S3, initializes the
same model architecture as the server, and attempts to load an initial model, either from

the encrypted global model in S3 or from a local snapshot.

For the server, to setup the ECS properly, there will have several things to setup.
First, the flower server code is containerized by Docker and push to Amazon Elastic
Container Registry as an image. The service will run behind a Network Load Balancer,
and the DNS address will be used by clients as the server endpoint on port 8080.
Overview, the server initializes the shared CKKS context and loads the encrypted
global model from S3 if it is available before orchestrating training rounds using a
custom FedProx strategy and configuration on the environment variables. Optionally,
AWS EventBridge Scheduler is used to schedule the federated learning, and the server
can publish start signals via AWS IoT Core MQTT.

To start the federated learning, the federated learning server will first configure
the FedProx hyperparameters then initiate the communication by call the client via the
MQTT protocol orclientjoin manually. Then, the server will encryptthe current global
model using the shared CKKS context or randomly initialize and encrypt a model if no
encrypted global model before sending it to clients over gRPC. The clients decrypt the
parameters with the same context, update their local models, and perform training on
their private datasets while applying FedProx regularization. After local training, the
updated parameters are re-encrypted with the shared contextand sentback to the server.
When the encrypted global parameters sent back to the server, it will decrypt these
updates, perform a weighted aggregation using FedAvg logic under FedProx, updates
the global model in memory, and then re-encrypts the aggregated parameters for
distribution in the next round. Clients also report validation metrics, which are

aggregated and logged by the server.

At the completion of training, the server encrypts the final global model and
stores it in Amazon S3 for future use. It is safe to upload because only the clients who
have the shared context able to access the model. For clients, they do not upload their
local models but they download the final encrypted global model from S3 for inference
or continued training in the next federated learning. The security of model relies on a
shared CKKS context stored in S3, ensuring that parameters remain encrypted during

transmission, while it still allows the server to decrypt for aggregation and re-encrypt
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for redistribution. This design enables privacy-preserving federated learning across
distributed ponds while maintaining edge-only data retention, encrypted parameter
exchange, scalable orchestration through Fargate of ECS, and secure model storage in

S3.

Other than that, this architecture diagram also detailly illustrates how the
federated learning server is deployed on AWS to support federated learning task
using a fully managed and serverless approach. Firstly, the FL server code is first
containerized using Docker and then pushed to Amazon Elastic Container Registry
(ECR) which serves as a private repository for the container images. When a client
request arrives, it passes through the Network Load Balancer which provides a single
DNS endpoint and distributes traffic across the ECS tasks while enforcing inbound
access rules defined in the Security Group. The ECS Cluster hosts a Service configured
to run on AWS Fargate. Then, the Task Definition defines the container settings,
including the image from ECR, CPU and memory requirements, networking details,
and exposed ports. Once deployed, ECS Fargate automatically provisions the
containerized FL server inside the VPC, enabling it to handle client requests,

orchestrate training rounds, and communicate with other AWS Cloud services.

4.2  System Components Specification

4.2.1 Hardware Specification

Description Specifications

Device Name LAPTOP-RURK4DU9

System Model ROG Strix G614JJ_G614JJ
Operating System Windows 11 (64-bit)

Processor (CPU) 13th Gen Intel(R) 17-13650HX

Graphic  Processing | NVIDIA GeForce RTX 3050 6GB Laptop GPU
Unit (GPU)
Installed RAM 16.0 GB

Table 4.2.1.1 Specifications of Laptop
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Description Specifications/Functionalities

Raspberry Pi 5 64-bit quad-core Cortex-A76 processor, 8GB LPDDR4X]
SDRAM, Linux, 800 MHz VideoCore VII GPU

SN-DS18B20 Temperature Sensor | Measures water temperature

GVT-APH-KITV2 pH Level Sensor | Measures the pH level of water in aquaculture

environment.

TDS Salinity Sensor Measure salinity

. Measure ammonia level in the aquaculture environment
MQ-137 Ammonia

Dorhea OV5647 Sensor (1080p Used for capturing images of prawns for prawn

HD Webcam) classification and growth stage monitoring.

Table 4.2.1.2 Hardware in This Project

4.2.2 Software and Library Specification

Software/Library Software/Library Version
Raspberry Pi OS Debian Bullseye 64-bit
Python Libraries boto3, sqlite3, flower, joblib, pandas, torch, numpy, scikit-leam

tenseal, logging, typing

Cloud Computing Platform AWS Cloud

Coding Platform Visual Studio Code

Containerization Platform Docker

Table 4.2.2.1 List of Software and Library Used in This Project
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Library Description

boto3 Official Python SDK for AWS services

Flwr (Flower) Python framework for federated learning

scikit-learn Python library for machine leaming and data preprocessing

joblib Python tool for model and data serialization

pandas Python library for data analysis and manipulation

Torch (PyTorch) PyTorch is a Python-based deep learning library

numpy Fundamental Python package for numerical computing

tenseal Python library for encrypted deep learning using CKKS encryption

Table 4.2.2.2 Library Function in This Project

To explain, boto3 will assist in integration with AWS S3 to upload and

download model files and CKKS shared context; flwr will be used as the framework

forproject’s federated learningand its strategy will be implemented; scikit-learn is used

to local process and train data; sqlite3 supports database; Flower is python framework

for federated learning; pandas for handling selection for feature and target variables;

numpy is used for preparation of features and target arrays and calculations like mean

absolute error; torch is used for managing machine learning model including training

and model parameter manipulation; tenseal is used to achieve CKKS hybrid encryption.

4.2.3 AWS Cloud Service Specification

AWS Cloud Service Specification

AWS S3 Store the encrypted global model and CKKS shared context
Amazon ECR Stores containerized FL server image

Amazon ECS (Fargate) Runs serverless containers with auto-scaling

Amazon VPC Provides secure, isolated networking for ECS

Application Load Balancer

Balances client traffic to ECS tasks

AWS IoT Core (MQTT) Act as a intermediary to store data published by the edge for data|
synchronization

AWS DynamoDB Stores the data synchronized from the edges

AWS Lambda Route MQTT received subscribed message to DynamoDB

AWS EventBridge Scheduler

Schedule the Federated Leaming

Table 4.2.3.1 AWS Cloud Service Specification

31

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 4 SYSTEM DESIGN

4.3  Core Algorithms and Equations
4.3.1 FedProx Algorithm

Federated Proximal (FedProx) is the key algorithm used in this federated
learning system, addressing both local and server components. It is designed to better
handle heterogeneity among client data. On the client side, FedProx alters the local
optimization targetby addinga proximal term that penalizes divergence fromthe global
model [10]. This proximal term acts as a regularization component in the local model

to ensure it stays close to the global model.

Below is the core formula of FedProx for local model [10]:
min {h [:w;w") = Fr(w) + E||iu[-'r — nf”z}
w 2

where
F, (w): client k’s local loss function
w: the local model parameters being optimized on client k
wt: global parameters of server of epoch t
hy (w; wt): the objective function to minimize

;—1 llw — wt||2: the proximal term

u: proximal term’s regularization parameter

In the system implementation, F, (w) is defined as the confidence-weighted

mean square error (MSE) across batches:
Fi(w) = meanyqeen (conf - MSE (Fy (x), )

The proximal term can be minimized to force the parameters of local model
staying close to the global model parameters. When the proximal term is 0, the system

will be the same as FedAvg. Hence, it is an improvement to the FedAvg method.

Then, for the server part, FedProx uses strategy which has the same logic as

Federated Averaging (FedAvg) algorithm to aggregate these updates using a weighted
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average to produce a new global model that involves all contributions of clients. This

cycle will repeat for multiple rounds to gradually improve the model.

Below is the core formula of aggregation:

K

_\N' "k
Wip1 = n W(t+1)
k=1

where
we,1: Updated global model weighs after round t+1,
K: Total number of participating clients in the round

ny: Count of data samples/weights for clientk. It represents the total count of

samples handled throughout all batches and epochs in the round
XK _ ny: Sum of training samples across all clients

Wé{t +1): The revised model weights from client k following local training in

round t

In the system design, this formula will ensure that clients with more data to

influence the global model more significantly.
4.3.2 Shared Context CKKS-based hybrid encryption/decryption

The utilized scheme for encryption and decryption is Cheon-Kim-Kim-Song
(CKKS) via TenSEAL. To explain, a single shared CKKS context is generated and

loaded by both server and clients from AWS S3. It includes secret key material.

For the parameter flow during federated learning, the values are scaled before
encryption and unscaled after decryption. Each encrypted tensor is serialized with

shape, context fingerprint, and a quantized hash for integrity.

For aggregation, server decrypts each client’s result, computes a weighted

average using number of examples then re-encrypts for distribution.
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4.3.2.1 CKKS Context Lifecycle (Server and Clients)

When there is no shared contextin the S3, a shared CKKS contextis generated with
parameters below and uploaded to S3. After that, On the future runs, all parties will
load the same context. Then, a SHA-256 fingerprint is used to ensure the consistency.
When the federated learning start, server and clients will use the context to create their
handler for encryption and decryption. For the Context Parameters, it contains
polynomial modulus degree with the degree as 8§192. This determines the security level
and computational capacity of the encryption scheme [22]. Then, the context also
contains coefficient modulus bit sizes with the shape of [60, 40, 40, 60]. They define
the precision levels available during encryption operations [22]. Last, the context also
contains 24° as the global scale. It controls the precision of real number encoding in

CKKS. 240 = 1.1 x 1012 provides sufficient precision for neural network parameters.
4.3.2.2 Parameter Packaging, Scaling, and Integrity

Before encryption, parameters are scaled by a =103 and clipped to

[-107°,10°]. After decryption, they are unscaled by dividing by a. A quantized hash
with rounded to 3 decimals is stored to verify decryption integrity tolerant to CKKS

noise. The equations are shown below:

Scaling:

S
I

Q

S

Unscaling:

Q| ™

Hash input:

q(x) = round(x, 3)
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4.3.2.3 Secure Aggregation on Server

The server collects each client’s encrypted parameters and the number of
examples. It decrypts each set, computes a normalized-weight average per parameter,
then re-encrypts the aggregated result for broadcast. For aggregation, server take each
client’s parameters and average them but give more influence on clients that processed

more samples in the round.

For the aggregation equation (FedFrox with per-round weights):

N
agg Z( )i
i= ] 1n}

where
Oagg 1s aggregated global model parameters
N is number of clients

0; are the model parameters that have been decrypted from client i following

its local training step

n; is total weights/ number of samples the client processed across all batches

and epochs in that round
YN n;is the total weight across all participating clients
j=1"Y g p pating

To explain more on this, on the client, number of samples is computed as the
aggregate of training samples handled across every batch and all local epochs within
the round (summed by batch size). So, if client’s datasethas 1000 rows and local epoch
is 3, num_examples will be 3000. Hence, the aggregation weights reflect samples

processed across all epochs and not just unique dataset size.
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4.3.3 Evaluation Metrics
4.3.3.1 Mean Absolute Error

This measure mean absolute variation between forecasted and real dissolved

oxygen measurements [23]. It is calculated based on formula in [23]:
n
1 52
MAE = ;2()&' - )
i=1

where
y; : Actual dissolved oxygen value
¥, : The model's predicted value of dissolved oxygen.
n : Number of samples

4.3.3.2 Mean Square Error

This calculates the average of the squared differences between the anticipated
values and the actual values [23]. In this implementation, the training loss function and
the evaluation metric forassessingmodel performance by using MSE. It s is calculated

based on formula in [23]:
n
1 52
MSE= = (3= 5)
i=1

where
y; : Real dissolved oxygen value
¥, : The anticipated value of dissolved oxygen by the model
n : Number of samples

To compute MSE, in the training phase, MSE is combined with a FedProx
regularization term to form the total loss function. However, during evaluation, the pure
MSE is computed to assess how accurately the model predicts dissolved oxygen levels.

A lower MSE indicates better generalization and predictive performance.
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4.3.3.3 Coefficient of Determination (R?)

R? measure the accuracy of target prediction [23]. For example: If R? = 0.85,
the model accounts for 85% of the variation in dissolved oxygen levels, signifying
effective predictive capability for monitoring water quality. Hence, R*> measure the

accuracy of target prediction [23]. It is calculated based on formula from [25]:

R2=1-— SSres
SStot
where
n
S$Sres = Z(yi - 3/7\1)2
i=1
n
SStot = Z(Yi —y)?
i=1
n
y= Z()’i)z
i=1
where

SS res = Total squared difference between predictions and actual values.

SS tot = Total squared difference between actual values and their mean

interpretation.
¥ = Mean of actual values
y; = Observed value for the iii-th data point

According to [23], the greater the R?, the stronger the predictions
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4.3.4 Deep Learning Predictive Model Architecture
4.3.4.1Neural Network Design

The system employs a feedforward neural network that is specifically built to
forecast dissolved oxygen levels in aquaculture conditions. It was constructed in three
fully interconnected layers, with every layer including rectified linear unit activation
functions [24] and has been refined to work efficiently with multiparametric water

quality data collected by a variety of sensors.
Network Architecture:
* Input Layer: 5 features (water quality parameters)
* 16 neurons in the first hidden layer utilizing ReLU activation
* 8 neurons in the second hidden layer utilizing ReLU activation
* Output Layer: 1 neuron for dissolved oxygen prediction.

The architecture (5—16—8—1) enables the network to identify non-linear
connections between input features, extract relevant patterns from heterogeneous

sensor data and maintain computational efficiency for edge deploymenton IoT devices.
4.3.4.2 Input Features Process

The model processes five water quality parameters that directly influence
dissolved oxygen levels. The five parameters are temperature, ph level, salinity,
ammonia and turbidity. These features are standardized using RobustScaler to handle
outliers common in sensor data: X _scaled = (X - median(X)) / IQR(X) where IQR

represents the interquartile range, providing robustness against sensor anomalies.
4.3.4.3 Loss Function and Optimization

The model employs a confidence-weighted Mean Squared Error (MSE) loss

function, integrated with FedProx regularization:

n

L) = 3 e (= 021+ G lhw = il

i=1
where
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¢;: Confidence weight for sample i (derived from pseudo-labeling uncertainty)
y;: True dissolved oxygen value

y,: Predicted dissolved oxygen value

w: Proximal regularization parameter

wt: Global model parameters from server
4.4  Modules of the System

The proposed system is composed of several functional modules and each of

the module is responsible for a specific role in the federated learning process.
4.4.1 Data Collection and Preprocessing Module

This module is responsible collecting parameters from IoT sensors which
includes temperature, pH, turbidity, salinity, and ammonia levels. The Raspberry Pi
device reads and stores this data locally in an SQLite database. Atthe same time, data
preprocessingis also performed atthis stage, including scaling, handling missing values,

and formatting the dataset to ensure it is ready for local training.
Function:

1. Load_local_features_from_sqlite. This function synthesizes and loads sensor
rows then extracts 5 features into a NumPy array

2. generate_pseudo labels from local. This function runs a pretrained model
on locally scaled features to produce pseudo-labels and confidence weights.

3. build_dataloaders. This function cleans features, standardize X and y then split
into 80%:10%:10. Then, create dataloader with shape (X, y, confidence)

4. evaluate loader. This function runs a model on a dataloader and returns

average loss, MAE, MSE and sample count

4.4.2 Synchronization Module

The synchronization module manages the communicationbetween edge devices
and the cloud, especially under intermittent network conditions. When the network is
unavailable, data is stored in the local SQLite database. Once the connection is restored

or become stable, the synchronization module uploadsthe data to AWS DynamoDB
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through MQTT messages routed by AWS IoT Core and AWS Lambda. This ensures

data consistency and reliability across the system.
4.4.2.1AWS 1oT MQTT Test Client

The AWS IoT MQTT Test Client is a web application with which developers
cantest MQTT messagingwith AWS [oT Core usingany computer with Internetaccess

and with no actual devices and complicated configuration [19].

In the system design, it acts as an intermediary between edge and cloud to direct
the sensor data to cloud. For example, edge devices publish the sensor data to the
designated topic whereas the cloud subscribe the topic will receive the data payload.
Then, IoT Core Message Routing rule Routes messages based on topic subscriptions,
Processes messages using SQL queries and triggers the Lambda function to process the

data.

4.4.2.2 AWS Lambda

AWS Lambda is a computing service that runs code based on events with no

server administration required [19].

In the system design, Lambda assists in putting items from IoT topics to
DynamoDB during synchronization. The Lambda function receives the event in which
it is triggered by loT Core when a message is published to a subscribed topic. Then, it
converts loT message format to DynamoDB-compatible attribute format. To explain, it
maps JSON values to appropriate DynamoDB types. Then, it put data onto the edge
table in the dynamodb.

4.4.2.3 AWS DynamoDB

Amazon DynamoDB is a completely managed NoSQL database service offered

by AWS [19].

Inthe system design, DynamoDB servesas the immediate storage for [oT sensor

data which will be used for monitoring purposes.
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4.4.3 Federated Learning Client Module

Each edge device runs a federated learning client that participates in
collaborative training. The client downloads the latest encrypted global model from
AWS S3, decrypts them using the shared CKKS context, and performs local training
with the preprocessed sensor data. Once training is complete, the parameters of the
revised model are re-encrypted. Subsequently, they are sent to the server for

aggregation.
Function:

1. FLClient.__init__ This function sets model, initializes hybrid encryption,
loads encrypted global model if available and builds dataloader

2. FLClient.get parameters. This function exports model weights as Numpy
then encrypts and returns to server

3. FLClient.set_parameters. This function decrypts global parameters and loads
into the local model

4. FLClient.fit. This function trains with confidence-weighted MSE + FedProx
proximal term; reports train/val metrics

5. FLClient.evaluate. This function evaluates on test split then report loss, MAE,
MSE, and R?

To support the Federated Learning Client module, there are some fundamental

components listed below in the Federated Learning Client to work closely.
4.4.3.1AWS IoT Greengrass

AWS IoT Greengrass takes AWS services to edge nodes so that data generated
by them can be acted upon locally while remaining cloud-based for management and

analytical tasks and storage in the long run [19].

In the implemented system, AWS IoT Greengrass runs on edge devices such as
Raspberry Pi and makes them federated learning clients. This facilitates local data
training and processing with models by running the code for federated learning clients
locally at the device level. Greengrass itself handles local databaseand synchronization

logic to keep data intact during offline and synchronize when it is reconnecting.
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4.4.3.2AWS IoT Core

AWS IoT Core offers secure and bidirectional IoT device and AWS cloud
communications [19]. Due to its synchronization feature, it is suitable for areas with

occasional connectivity.

This is achieved by this federated learning system deployment using AWS IoT
Core to enable communications with cloud server and Greengrass devices. The IoT
Core MQTT messages are acted upon by the federated learning server to instruct edge

clients and Greengrass-enabled devices to train or to make updates.
4.4.3.3Raspberry Pi

In this configuration,the Raspberry Piserves as the local host for the Greengrass
core software and the federated learning client in the system design. The Raspberry Pi
captures raw environment data from [oT sensors it is wired to such as temperature,
turbidity, pH and so on. The information is stored locally and is used to train local
machine learning models. By running locally, the Raspberry Pi is used to preserve data
privacy and ensure learning can occur regardless of if there is any connection to the

cloud and only synchronize with the latter when it is necessary to do so.
4.4.4 Federated Learning Server Module

The server module which is hosted on AWS ECS with Fargate, aggregates
model parameters received fromclients usingthe FedProx algorithm. After aggregation

is complete, the updated global model is encrypted and stored in AWS S3.

Function:

1. get model parameters. This function serializes server model state to NumPy
arrays.

2. set_model_parameters. This function loads NumPy arrays into the server
model state.

3. bootstrap global model from s3. This function downloads, decrypts, and
loads the last encrypted global model from S3.

4. CustomFedProxStrategy. init . This function configures FedProx

(fractions, min clients, W), initializes encryption, tracking, and metric history.
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5. CustomFedProxStrategy.configure fit. This function sets per-round
hyperparameters and encrypt sent global parameters

6. CustomFedProxStrategy.aggregate fit. This function securely aggregates
encrypted client updates (decrypt—weighted average—re-encrypt), updates
model, logs and records validation metrics.

7. CustomFedProxStrategy.aggregate evaluate. This function aggregates test
metrics across clients and logs and records them.

8. CustomFedProxStrategy.configure_evaluate. This function encrypts
parameters and sets validation config for clients.

To support the Federated Learning Server module, there are some fundamental

Components in the Federated Learning Server to work closely.

4.4.4.1 Amazon Elastic Container Registry

Amazon ECR containerize FL server code using Docker to create a reliable and
portable deploymentpackage. The containerized code is then pushedto Amazon Elastic
Container Registry (ECR). Pushing to ECR will ensure secure image storage with
encryption at rest and motion and it performs automatic vulnerability scans to identify

security vulnerabilities..
4.4.4.2Network Load Balancer (NLB)

In system design, the Network Load Balancer (NLB) serves as the entry point
for client requests. It provides a single DNS endpoint for federated learning clients.
Furthermore, health checkingis also provided to ensure traffic only flows to healthy

instances. Lastly, there is no charge for unused capacity.
4.4.4.3 Amazon ECS

In the system design, ECS Clusteris built to run scaling, and securing Federated

Learning Server. There are also two components required for the cluster [19].

First, the Task Definition is essentially a blueprint to specify the system’s
container configurations. This includes container image of the system server code,
location (ECR), CPU and resource allocation for memory, network configuration and
port mappings, environment variables, security configuration, and integration points

with other AWS services being offered.
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Then, the Service keeps a certain number of FL server instances running the
task definition at all times. The Service automatically replaces failed tasks, supports
rolling deployment for zero-downtime updates, and collaborates with the load balancer

to manage traffic efficiently.
4.4.4.4 Amazon Fargate

AWS Fargate is a serverless container engine for compute that takes away

provisioning and server management [19].

At deployment for the federated learning system, the ECS cluster executes the
AWS Fargate-running Docker container as server. The container is started from
Amazon ECR and has execution logic with federated learning coordination
management, aggregation of models at edge locations, encryption management, and
invocation by clients. This architecture offers a fault-tolerant and scalable server

infrastructure to manage distributed edge devices.
4.4.4.5Security Group

Security Groups actas virtual firewalls managingincomingand outgoingtraffic
for AWS resources. They are filters at instance-level and are stateful filters so allow
return traffic through automatically based on inbound filters. In this federated learning,

it impose network access controls during all communications.
4.4.4.6 Amazon S3

Amazon S3 is an object storage service with scale for data durability,

availability, and performance [19].

In the system design, it stores the encrypted global model, shared context for
encrypting and decrypting. For example, the clients retrieve shared context and
encrypted global model from S3. The server puts up the final encrypted global model

there too.
4.4.5 Encryption Module

The encryption module implements CKKS-based hybrid encryption to provide

privacy-preservingcommunication of model parameters. It manages context generation,
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encryption of local updates before transmission, decryption of global models, and re-

encryption after aggregation.
Flow:
1. Generate and manage CKKS context and keys.
2. Encrypt the local model before transmission to the server.
3. Decrypt the aggregated global model received from the server.
4. Re-encrypt the global model before redistribution to clients.
5. Verify data integrity using quantized hashing.
Function:

1. HybridEncryptionHandler.__init . This function loads or creates a shared
CKKS context (with secret) from S3 and marks ready.

2. HybridEncryptionHandler.initialize_context. This function creates CKKS
context (params, global scale, Galois keys).

3. HybridEncryptionHandler._generate_shared_context. This function

4. HybridEncryptionHandler._hash_quantized. This function produces a
quantized SHA-256 hash for integrity tolerant to CKKS noise.

5. HybridEncryptionHandler._scale_parameters. This function prescaling to
improve CKKS precision and stability.

6. HybridEncryptionHandler. unscale parameters. This function postscaling
to improve CKKS precision/stability.

7. HybridEncryptionHandler.encrypt_parameters. This function converts
Flower Parameters to arrays, scales, CKKS-encrypts them then packs with
shape, hash and fingerprint.

8. HybridEncryptionHandler.decrypt_parameters. This function validates
fingerprint, decrypts and unpacks arrays, perform integrity-checks via plaintext
hash then unscales to return Parameters.

9. HybridEncryptionHandler.aggregate encrypted parameters. This
function serves as a assistance for server to decrypt, aggregate and re-encrypt

the aggregated result
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10. HybridEncryptionHandler.get_decrypted_parameters_for_pytorch. This
fucntion

11. HybridEncryptionHandler.verify encryption_roundtrip. This function
perform encrypt to decrypt check with tolerance then returns pass or fail.

12.create_server_hybrid handler. This function is a server helper function to
construct and initialize handlers.

13.create_client_hybrid handler. This function is a client helper function to
construct and initialize handlers.

4.4.6 Evaluation Module

The evaluation component evaluates the effectiveness of the global model
followingevery trainingcycle. Itcomputes three regressionmetrics for evaluation. First,
mean absolute error is computed. Second is mean squared error. Third, coefficient of

determination to measure predictive accuracy for dissolved oxygen levels.
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CHAPTER 5

System Implementation

5.1 Hardware Setup

5.1.1 Raspberry Pi Setup at Farm

P N KD

Figure 5.1.1.1 Raspberry Pi Set Up at Farm

The raspberry pi was setup at the pond with IoT sensors to collect sensor data
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5.1.2 Local storage (SQLite on Pi)

R T T T T T Y

Figure 5.1.2.1: Snapshot of Data Stored in the Sqlite Database in Raspberry Pi
5.1.3 Laptop used for development

A development laptop was used to write the federated learning server and client
code, build Docker images, and manage AWS resources. The laptop was connected to
AWS through the Visual Studio Code IDE with AWS Toolkit, enabling direct
deployment of container images to Amazon ECR and configuration of ECS services.
Additionally, the laptop served as the initial testing environment before deploying the

federated learning server to AWS Fargate and the clients to Raspberry Pi devices.
5.1.4 Network setup to connect devices to AWS

if name  =— " main_ ":
server_addr = os.getenv("FL_SERVER_ADDRESS"”, "flwr-nlb-a68315041d939e64.elb.ap-southeast-1.amazonaws.com:8080")

fl.client.start_numpy_client(server_address=server_addr, client=FLClient())

Figure 5.1.4.1: DNS Address Attached on Client Script

The Raspberry Pi devices were connected to the AWS cloud through Wi-Fi,
enabling communication with cloud services. The federated learning clients accessed
the server via a Network Load Balancer (NLB) that provided a single DNS endpoint on
port 8080 for gRPC communication.
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5.2  Software Setup
5.2.1 Environment Preparation for Implementation

The environment preparation was carried out in both the local development
machine and the AWS cloud platform to ensure that the system could be deployed and

executed successfully.
5.2.1.1Local Development Environment

The laptop was configured with Python and the required machine learning
libraries, including PyTorch, Flower, TenSEAL, boto3, pandas, and NumPy. These
libraries enabled the development of federated learning algorithms, secure encryption
mechanisms, and communication with AWS cloud services. Docker Desktop was also
installed to containerize the federated learning server, while Visual Studio Code served

as the main coding platform.

5.2.1.2Docker Image Creation and Push to ECR

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

RUN yum update -y && \

yum install -y python3 python3-pip gcc gcc-c++ make cmake3 python3-devel && \
if [ | -e fusr/bin/cmake ]; then ln -s /usr/bin/cmake3 /usr/bin/cmake; fi && \
yum clean all

WORKDIR /app

COPY requirements.txt /fapp/requirements.txt
RUN pip3 install --no-cache-dir -r /app/requirements.txt

(. [app
/ .env [app/.env

CMD [ "python3”, "flower server.py"]

Figure 5.2.1.2.1 Dockerfile
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Push commands for federated-learning X

macOS / Linux Windows

Make sure that you have the latest version of the AWS CLI and Docker installed. For more information, see Getting
Started with Amazon ECR [2.

Use the following steps to authenticate and push an image to your repository. For additional registry authentication
methods, including the Amazon ECR credential helper, see Registry Authentication [7.

. Retrieve an authentication token and authenticate your Docker client to your registry. Use the AWS CLI:

|_D aws ecr get-login-password --region ap-southeast-1 | docker login --username AWS --password-stdin 32403730025

4.dkr.ecr.ap-southeast-1.amazonaws.com

Note: If you receive an error using the AWS CLI, make sure that you have the latest version of the AWS CLI and Docker installed.

N

. Build your Dacker image using the following command. For information on building a Docker file from scratch see the
instructions here [?. You can skip this step if your image is already built:

||_:| docker build -t federated-learning .

[

. After the build completes, tag your image so you can push the image to this repository:

|_D docker tag federated-learning:latest 324037300254.dkr.ecr.ap-southeast-1.amazonaws.com/federated-learning:lat
est

&

Run the following command to push this image to your newly created AWS repository:

|_D docker push 324037300254.dkr.ecr.ap-southeast-1.amazonaws.com/federated-learning:latest

Figure 5.2.1.2.2: Command to Build Image and Push to ECR

jidggmquaglusopmfsreyb
@ /) PS C:\Users\AsUS\Documents\Federated learning code\flwr_server> docker bu: federated-learning .
[+] Building 1069.3s (12/12) FINISHED

[internal] d build definit

docker:desktop-1inux
from Dockerfile

latest

deg
deg

c-c++ make cmake3 vel 8 if [ I -

orting to image
rting

( /) PS C:\Users\ASUS\Documents\Federated learning code\flwr_server> docker tag federated-learning:latest 324637306254.dkr.ecr.ap-southeast-1.amazonaws .com/fedd
ed-learning: latest

( /) PS C:\Users\Asus\Documents\Federated learning code\flwr_server> docker push 324037300254.dkr.ecr.ap-southeast-1.amazonaws.com/federated-learning:latest

[The push refers to repesitory [324937300254.dkr.ecr.ap-southeast-1.amazonaws.com/federated-learning]

Figure 5.2.1.2.3: Docker Image Build Successfully

©) 2roconicn > Private regisry > Reposiories > federated-learning T 6
Amazon Elastic < Images (12) © View push commands
Container Registry

Q artifact 1 @
¥ Private registry
Reposit imagetag ¥ | Artifact type Pushed at v :.'4’;} v | ImageURI Digest Last recorded pull time v
- e - September 18, 2025, 03:20:51 Copy S September 18, 2025, 03:32:24
late Image Indes (UTCs08) 4286.02 5] VRl Q) sha256:587acf3e902da62... (UTC+08)
September 18, 2025, 03:20:50 Copy . ; September 18, 2025, 03:20:51
Image e 4286.02 L=l I sha256:d43315e1faa?f27. itcsan
F September 18, 2025, 03:20:50 Copy .
Image TRl 000 =] 1) sha256:b035c9da7f50f6a. .

Figure 5.2.1.2.4: Image in the Repository in ECR

The federated learning server code was containerized using Docker. A

Dockerfile was created to define the dependencies, runtime environment, and entry
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point of the server. After building the Docker image locally, it was tagged and pushed
to Amazon Elastic Container Registry which acts as a secure, private repository for
storing container images. The image stored in ECR was later used by Amazon ECS

tasks to launch the server on AWS Fargate.
5.3  Setting and Configuration
5.3.1 Federated Learning Server Setting and Configuration

5.3.1.1 AWS ECR Repository Creation

e AmazonECR » Private registry > Repositories E e
Amazon Elastic < Private repositories (1) ©) (viewpushco el sctions v | ( Create repository
Container Registry

Q seareh
¥ Private registry
o Repository name & | URI Created at v | Tagimmutability Encryption type
Repositories
Features & Settings federated-learning IF) 324037300254, dkr.ecr.ap-southeast-1.amazonaws.com/federated-learning September 07, 2025, 00:26:45 [UTC+08) Mutable AES-256

» Public registry

Figure 5.3.1.1.1: Private Repository
The private repository is created to store the image of server code securely

5.3.1.2VPC Configuration

vpc-03e721fa0530daf4s / flwr-vpe-vpc @ v
Details Resource map CIDRs Flow logs Tags Integrations
Details
VPCID State Block Public Access DNS hostnames
15 vpc-03e721fa0530dafas @ Available @ off Enabled
DNS resolution Tenancy DHCP option set Main route table
Enabled default dopt-092213b60ff493bed rth-0d8376c80c417a8¢e6
Main network ACL Default VPC 1Pv4 CIDR 1Pv6 pool
adl-0f277578d32725¢87 No 10.0.0.0/16 -
IPv6 CIDR (Network border group) Network Address Usage metrics Route 53 Resolver DNS Firewall rule groups Owner ID
- Disabled - IO 324037300254

Figure 5.3.1.2.1 VPC Configuration

Configured a new VPC which specifically for the federated learning
environment. The vpc id is vpc-03e721fa0530daf45.
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5.3.1.3Security Group

5g-0210102ab8abf1déd - default

5g-0210102ab8abf1d6d - default

Details

Security group name Security group ID

15 default 5 sg-0210102abBabf1d6d
Owner Inbound rules count

5 324037300254 2 Permissian entries

Description
1) default VPC security group

Outbound rules count
1 Permission entry

6 =

Actions ¥

VPCID
vpe-03e721fa0530daf4s

Inbound rules Outbound rules Sharing - new VPC associations - new Tags
Inbound rules (2) @ Manage tags
Q Search 1 ]
Name v | SecuritygrouprulelD ¥ | IP version v | Type v | Protocol v | Portrange v | Source v
sgr-0b0f539cd3c07c787 - All traffic All All 50-0210102ab8abF1d6.
sqr-02377b2138f43e5c6  IPva AllTCP TcP 0- 65535 0.0.00/0
‘. »

Figure 5.3.1.3.1 Inbound Rule of Security Group

Inbound rules Outbound rules Sharing - new VPC associations - new Tags
Qutbound rules (1)
Q, Search
Name ¥ | SecuritygrouprulelD ¥ | IPversion v | Type
sgr-01a1dc109e0d76919  IPvd Al traffic

¥ | Protocal v

All

Port range v

@ Manage tags Edit outbound rules
1 8

Destination v

All 0.0.0.0/0

Figure 5.3.1.3.2 Outbound Rule of Security Group

For the security group of vpc-03e721fa0530daf45 (VPC), configure one more
the inbound rule with All TCP type, TCP protocol, all TCP ports (0-65535) and

0.0.0.0/0 for source. This is to allows all TCP traffic from any source on the internet.

Others just leave as default. The outbound rules allowing all outbound traffic to any

destination.

5.3.1.4 Network ACLs

acl-0f277578d32725c87

Details info

Network ACLID
I3 acl-0f277578d32725c87

Associated with
4 Subnets

Owner
10 324037300254

Inbound rules Outbound rules Subnet associations Tags
Inbound rules (2)
Q, Filter inbound rules
Rule number v | Type v Protocol
100 All traffic All
All traffic All

v

Default

Yes

Port range v | Source
Al 0.0.0.0/0
Al 0.0.0.0/0

VPCID
vpe-03e721fa0530daf45 / flwr-vpc-vpe

Edit inbound rules

1 @
v Allow/Deny v
@ Allow
@ Deny

Figure 5.3.1.4.1 Inbound Rules of Network ACLs
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Outbound rules (2)
Q, Filter outbou iles 1 @
Rule number @ | Type v | Protocol @ | Portrange @ | Destination @ | Allow/Deny v
100 All traffic All Al 0.0.0.0/0 @ nllow
All traffic All all 0.0.0.0/0 @ Deny

Figure 5.3.1.4.2 Outbound Rules of Network ACLs

For the inbound rule, set the type to all traffic, protocol to all, port range to all,
source to 0.0.0.0/0 (from anywhere on the Internet), and configure the outbound rule
with identical settings. This is to ensure external federated learning clients can reach
NLB and subsequently flower server and flower server can communicate outbound for

model updates, logging, or external dependencies.

5.3.1.5Target Group Configuration

flwr-target-group [ Ly
flwr-target-group
Details
10 am:aws:elasticloadbalancing:ap-southeast-1:3 24037300254 targetgroup/ flwr-target-group/bad 1 2b6¢ 1b36d33d
Target type Protacol : Port VPC IP address type
1P TCP: 8080 vpe-03e7211a0530daf4s [ iPvd

Load balancer
fiwr-nlb [

Total targets Healthy Unhealthy Unused Initial Draining

1 @1 @0 0 0 0

» Distribution of targets by Availability Zone (AZ)
Select values in this table to see cormespanding filters applied to the Registered targets table below.

Targets Monitoring Health checks  Attributes  Tags

Regsere argets @ Comms

Q, Filter targets 1 o]
1P address v | Port v | Zone v | Healthstatus v | Health status details Administrative ov... ¥ | Override details v |
100.2836 8080 ap-southeast-1b (aps.. @ Healthy - © No override No override is current...

Figure 5.3.1.5.1 flwr-target-group

The target group (flwr-target-group) is configured for the federated learning
The target type chosen is IP addresses to support load balancing to VPC and facilitates
routing to multiple IP addresses in federated learning. The protocol and port chosen is
TCP: 8080 for target group to allow load balancer to route traffic to the target group.
Last, the IP address type is [Pv4.

53
Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5 SYSTEM IMPLEMENTATION

5.3.1.6 Network Load Balancer Configuration

9'»‘—1 Load balancers > fiwr-nib TS
EC2 < flwr-nlb @( Actions ¥ )
v Details
Load balancer type Status vpe Load balancer IP address type
Network @ Activ afas (2 1Pva
Scheme Hosted zone Date created
Internet-facing ZKVMAWILSTTM ubnet 2d3005¢5fe49 [2 ap-southeast- September 7, 2025, 01:57 (UTC+08:00)
38¢53 [2 ap-southeast-
Load balancer ARN DNS name Info
0 am: g h 1:32403730025- r-nlb/a6831504fd ) fwr-nlb-a683 elb.ap-southy 1 (A Record)
939e64
Dedicated Host
acity Reservations
v Images Listeners Network mapping Resource map Security Monitoring Integrations Attributes Capacity Tags
AMis
AMI Catalog .
Listeners (1) @ v Add listener
v Elastic Block Store Alistener checks for conn ort that you configure. Traffi re twork Loz ener is forwarded to the selected target group.
Q Filter I 1 (]

Protocol:Port v | Default action v | ARN ¥ | Security policy v | DefaultSSL/TLS certificate ¥ | ALPNpolicy ¥ | Tags v

Fe rd to t: t
ety S H ARN Not applicable Not applicable None

Figure 5.3.1.6.1: NLB Configuration

The Load Balancer (flwr-nlb) is configurated for Flower federated learning
framework. For the configuration, the type of load balancer chosen is Network Load
Balancer because of its high performance and low latency which is suitable for
federated learning workloads that require efficient client-server communication. Then,
the Internet-facing scheme is used to allows external federated learning clients to

connect from outside the set VPC. The type of IP Address Type is [Pv4.

For the network configuration for load balancer, vpc-03e721fa0530daf45 is
configured which is a specialized network setting Availability Zones to implement

across various Availability Zones for enhanced availability.

For listener configuration, TCP:8080 is configured to forward federated
learning traffic through port 8080 to the federated learning server in the target group.

Afterthat, save the generated DNS name which will be configured in clientside

to provide a stable endpoint for federated learning clients to connect to.
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5.3.1.7ECS Task Definition

(= Jr— ot ' > 8 oz a6

Amazon Elastic ¢ flwr-server-task:7 oeptoy v ) ( Actions v ) (CRARAMRBATY
Container Service

Overview

Containers = JSON | Task placement t | Volumes(0)  Requiresattributes  Tags

Task size

Task CPU
1,024 unil

vcou)

Task CPU maximum allocation for containers

B flower_server [ Shared task CPU B flower_server [ Shared task mesmory I

e Amazon Elastic Container Service 3 Task definit Rwr-sorver-task > Fevision? > Containers o =886

Amazon Elastic <

Container Service « Container: flower_server v

Frivate registry Secrots Manager ARN or name
) Torned off

e

@y Memary hard/saft limit (=
o 7 .

GG

Environmentand secrets | Network settings  Security and permissions | Lifecycle and dependencies | Monitoring and logging  Runtime configuration  Additional settings

Batch [3 Environment variables (£)
Key A Type v | Value v

FRACTION_EVALUATE value

o

FRACTION_FIT value

o

LOCAL EPOCHS value

o

MIN_AAILABLE_CLIENTS value

o

MIN_EVALUATE_CLIENTS value

o

o a

g
S
3

o

Figure 5.3.1.7.2: ECS Task Definition Environment Variables Configuration

The federated learning server has been launched on AWS Fargate using an ECS
task definition called flwr-server-task. It was assigned 1 vCPU (1024 units) and 6 GB
of memory, which is enough to have sufficient computational capacity to aggregate the
model and communicate with various clients. The network mode was also enabled as
awsvpc, which gives the task an independent elastic network interface and a unique IP
address to securely connect to the VPC. The task role (flwr-server-task-role) was used
in the task definition to grant access to the Amazon S3 to store the encrypted global
models and shared context whereas ecstaskexecutionrole was used to allow ECS to

fetch the server container image (flower server) in ECR and control CloudWatch logs.

To modify the configuration of the federated learning server like
min_available clients,num_rounds, local epochs and so on, admin can create a new

task definition revision to modify then modify service to run the latest task. This setup
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guaranteed the secure, stable, flexible and reliable implementation of the federated

learning server in the cloud.

5.3.1.8 ECS Cluster Setup

Amazon Elastic <

- Create cluster o
Container Service

An Amazon ECS dluster groups together tasks, and services, and allows for shared capacity and comman configurations. All of your tasks, services, and apacity must belong to a cluster.

Clusters
Namespaces Cluster configuration
Task def Cluster name
Account settings [ ‘Fwr-cluster

Amazon ECR [3

Repositories [3

» Service Connect defaults - aptional

AWS Batch [2 ¥ Infrastructure - optional i

Your cluster is automatically configured for AWS Fargate (serverless) with two capacity providers. Add Amazon EC2 instances,

Discover products (3
Amazon ECZ instances
Subscriptions [3 Manusl configuratior ge workl

ster has Fargate and Fargate Spat revide efault

(@ Extemal instances using ECS Anywhere can be registered after cluster creation is complete.

Tell us what you think

Figure 5.3.1.8.1: ECS Cluster Setup

Serverless

For ECS, create cluster with name “fIwr-cluster” and choose AWS Fargate as

Infrastructure.

5.3.1.9Fargate service running in ECS

flwr-server-task-service-1 i

Service overview info

Last updated - .
September 19, 2025, 01:59 (UTC+8:00) @ Update service v

Status Tasks (1 Desired) Task definition: revision
@ Active s (3 1 Pending | 0 Running flwr-server-task:7
Health and metrics Tasks Logs Deployments Events Configuration and networking Service auto scaling

Service configuration info

Service ARN Task definition: revision
I arm:aws:ecs:ap-southeast-1:32403730025 flwr-server-task:7
4:service/flwr-cluster/flwr-server-task-service

-1

Created by Platform version

I0 arn:aws:iam::324037300254:user/Bryan LATEST

Propagate tags from Availability Zone rebalancing
None @ Turned on

v Fargate ephemeral storage

Encryption | Info
Default AWS Fargate encryption

Launch type
Fargate

Platform family
Linux

CloudFormation stack
ECS-Console-V2-Service-flwr-server-task-
service-1-flwr-cluster-9798cba1 [

Figure 5.3.1.9.1: Service of ECS

Deployment status
@© Success

Tags

Scheduling strategy
REPLICA

Amazon ECS managed tags
@ Turned on

ECS Exec  Info
© Turmed off

After that, create service within ECS Cluster. The federated learning server was

deployed as a Fargate service named flwr-server-task-service-1. The application type

was set as Service and the type of launch was to be Fargate, where the EC2 instances

were not necessary as the containerized Flower server was capable of being deployed

without serverless launch. The service was defined to keep only single task running at
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any given time with the task definition of flwr-server-task:7. The scheduling plan was

set to Replica, which will make the service execute the desired number of tasks on a

regular basis. There was a successful deployment, with the service being active.

Availability Zone balancing was activated to enhance reliability and default AWS

Fargate encryption was placed on the ephemeral storage. Such a setup made sure that

the federated learning server is constantly accessible to edge devices to train and

aggregate models.

5.3.1.10 AWS EventBridge

a. AWS EventBridge Scheduler to Start Federated Learning Server

ige > Schedules > flwr-biweekly-start > Edit
(@ Spacify schedula detai Specify schedule detail
@ se Ject target Schedule name and description

Schadule name

Description - optianal

To start server for federated learning

Schedule group

Schedule pattern

One-time schedule [ © Recurring schedule

(UTC+08:00) Asia/Kuala_Lumpur

Schedule type

© Cron-based schedule Rate-based schedule

Cron expression | iatc

aon( | 3p n 115 . ? . )

Figure 5.3.1.10.1: EventBridge Scheduler Setting for Start

edie

@ Specify schedule de Select target - optional

@ selecttarget Target detail

Target API | infe

O Auaeis

UpdateService

input

Figure 5.3.1.10.2: EventBridge Scheduler Setting for Start (Target)
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Settings - optional

Schedule state

@) Settings

Action after schedule completion

Action after schedule completion | info
 you chhoose DELETE, Evertiridge Scheculer will sutormatically e schedule after it has completed its Last imvocation and Fos no future target ocations planne

| none v

Retry policy and dead-letter queue (DLQ)

Retry policy | Info

Retry palicy allows Evertiridge Scheduler ta re-run a schedule # it Fails 1 invoke its target. You can specify the masimurm age of the event and the mavimum numier of times to ret
B Retry

Dead-letter queue (DLQ)

Standard Armazon S05 uees that Evereridge Scheduder uses ta store events that couldt be ed successfully to a targe

Select an AMazon SQS queve In My AWS account as a DLQ
Specify an Amazon $05 queue in other AWS accounts as a DLQ

wnied key lencryption at rest). EventBridge Scheduler also encrypts data that passes between

Your data Is encrypted by default with a key that AWS owns and manages for you. To choose a different key, custemize your encryption settings.

Customize encryption settings (advanced)

Permissions i

Permissions
EventBridge Scheduler requires permission to send events to the target, and based on the preferences you se

Execution role

[ﬂ Use existing role ]

Select an existing role
BiweeklySchedule v | @ ( Go to 1AM console E)
=

Figure 5.3.1.10.3: EventBridge Scheduler Setting for Start (Setting)

For the EventBridge Scheduler, create a new scheduler named flwr-biweekly-
start to start the server for federated learning. For schedule pattern, choose “Recurring
schedule” as occurrence, “Asia/Kuala_Lumpur” as time zone, “Cron-based schedule”
as schedule type. For cron expression for schedule, configure “30” for minutes, “11”

Cexk

for hours, “1 and 15” for day of month, for month, “?” for day of week “*” for year.
It means that it will start the server at 11.30am of every 1stand 15 of the month. Last,
set “Oft™ for flexible time window to make sure the server directly start on time. Then,
fortarget API thatwill be invoked by schedule, choose “Amazon ECS Update Service”
and paste the JSON object containing the cluster, service and the desired count for
change, at the UpdateService part. Last, enable the schedule and choose the

“BiWeeklySchedule” role for the permission.

b. AWS EventBridge Scheduler to Stop Federated Learning Server
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Step 1
@ specify schedule detail

@ Settings

Step 4
@ Review and save schedule

Sep |
@ Specify schedule detail

Step 2 - optianal

(®) Select target

Step

@ sem
Stepd

@ FReview and save schedule

Specify schedule detail

Schedule name and description

Schedule name

Use only letters, numbers, dashes, dots or un tors

Description - optional

To stop server after flwr-biweekly-start run federated learning completely

Maximum of 512 characters.

Schedule group
Each schedule needs to be placed ina

Schedule pattern

Occurrence | Info
Vou can define an one-time o recurrent schedule

schedule group. By default, a schedule is placed in the ‘Default group. You ean also cr

eate your own schedule group. You can only add tags to a schedule gr

group, not a schedule.

| © One-time schedule

| [ © Recurring schedule

for the sehedule.

:00) Asia/Kuala_Lumpur

v

Schedule t;

Choose the

ype

hedule type tha

Rate-based schedule
ta spec chas 8:00 2.m. PST on the first A schedule that runs at a regular ate, such as every 10 minut
Eycopy X clear
| [1ns J | J 2 J 1 | )
Minutes W Day of mont o Day of the wee

Figure 5.3.1.10.4: EventBridge Scheduler Setting for Stop

Select target - optional

Target detail

‘ Frequently used APIs

| I° All APIS

25 » Amazon ECS

Aeruazon ECS

@ CreateCluster

Armzon ECS
Q
DeleteAttributes

W Arazon ECS

e
CreateCapacityProvider

amazon ECS
<
DeleteRcrauntSetting

. Amacen ECS
3
DeleteService

UpdateService

Amazon ECS

Input

JSON object containing the pararmeters to pass into the APL Comains sample values. Lipdste the JSON with your own values. Nate: parameter nammes must Be in

=

Armazon ECS

@ CreateSendce

Amazon ECS

@' DeleteCapacityProvider

‘ascalCase. Learm mare

12 3 45

Amaron S

@ CreateTaskSet

Amazon ECS

S
@' DeleteCluster

Figure 5.3.1.10.5: EventBridge Scheduler Setting for Stop (Target)

Then, create a new scheduler named flwr-biweekly-stop to stop the server for

federated learning. For schedule pattern, configure “00” for minutes, “12” for hoursand

others same with start one. It means that it will stop the server at 12.00pm of every Ist

and 15t of the month. Last, set “Off” for flexible time window to make sure the server

directly stops on time. Then, for target API that will be invoked by schedule, choose

“Amazon ECS Update Service” and paste the JSON object containing the cluster,
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service and the desired count for change, at the UpdateService part. Last, enable the

schedule and choose the “BiWeeklySchedule” role for the permission.

5.3.1.11 AWS S3 Setup

flwrbucket i
Objects  Properties | Permissions  Metrics  Management  Access Points

Objects (3)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [3

>

Q

oopD g

Figure 5.3.1.11.1: AWS S3 Bucket Setup

For the model storage, create a flwrbucket as the main bucketin S3. Then, create
ckks hybrid folder that will store the shared context for client and server used for
encryption and decryption. Besides, also create a prox folder that will store the

encrypted global model for the federated learning.
5.3.2 Serverless Data Synchronization Configuration

5.3.2.1AWS IoT — MQTT Test Client

e MQTT test client g ee

AWS loT < MQTT test client .

» Connection details @ comecte

Subscribe toatopic  Publish to a topic

Topic flter ot

» Additional configuration

Subscribe.

Subscriptions flwr/Edge_1 G Cam) Cowon) Gan)

Favorites Massage payload

Figure 5.3.2.1.1: MQTT Topic

Subscribingto the topic “flwr/Edge 1 and “flwr/Edge 2 toreceive messages.

It will view the incoming MQTT messages in real-time

5.3.2.2AWS 10T - Message Routing Rules
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9 AWSIT 3 Messagerouting > Rules > Sync 5

AWS loT < Sync e et
ito

|
@

ARN Topic. Created date
=] 1z 10 flwr/Edge_1 September 06, 2025, 17:35:40 (UTC+08:00)

Status Basic ingest topic
et ) Saws e Sy

SQL statement t SQL version
SELECT * FROM *Flur/Edge_1° 2016-05-23

Actions | Erroraction | Tags

pen s tiggered. Actions are executed until al ctions et dd o remove ac tions, you will need to edit
Service | Actio
mememe a Send a message to a Lambda function

P Flcet Hub

Figure 5.3.2.2.1: Message Routing Rule

Configuring a message routing rule called Sync to listen for the messages on
the topic “flwr/Edge 1. Ituses a SQL statement (SELECT * FROM 'flwr/Edge 1) to
process incoming messages. Then, set an action to send messages to Lambda function
“data_sync Edge 1” to handle data when triggered. After that, configure the same

configuration for second edge to make sure configure separately.

5.3.2.3 AWS Lambda

= Lembda > Functions > data_sync_Edge_1 o)

data_sync_Edge_1 Actions ¥

)
@

¥ Function overview i (Cesport 10 i re Composer ) (( Downlosd v )
([ Diagram JERSETIES Description
data_sync_Edge_1 Last modified
18 minutes ago
@ Layers o

Functian ARN

1) amiaws1ambda:ap-southeast-1:324037300254 function:data_sync
AWS o + Add destination sy
& Aws toT Edge_1
+ Addn Function URL  info
rigger !

Figure 5.3.2.3.1 Lambda Add IoT Trigger

Code Test Monitor Configuration Aliases Versions

Generalconfiguration Triggers (1) wo © Crwemn ) (tae ) (e

Permissions Trigger
Destinations

AWS loT: Sync
Function URL v Detail
Environment variables Description: None

Tags Rul southeast-1:324037300254: rule/Sync

LECT * FROM 'flwr/Edge_1"
. amazonaws.com

VPC Ses

RDS databases

Figure 5.3.2.3.2 Trigger Details
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Code Test Monitor Configuration Aliases
General configuration Execution role
Triggers Role name

data_sync_Edge_1-role-nrttOlpe [

Permissions

Destinations

Resource summary

Versions

@ G G

To view the resources and actions that your function has permission to access, choose a service

Function URL

Environment variables

Figure 5.3.2.3.3 Execution Role for Lambda to Process Data

Lembda > Functions > data_sync_Edge_1

Code source info

= EXPLORER

v DATA_SVNC_EDGE_1

| @ @ lambda_function.py
e

&
el T
N

v TEST EVENTS [SELECTED: TEST]
~+ Create new test event
~ B Private saved events
test

&

» ENVIRONMENT VARIABLES
®0A0 P AmazonQ

B Aws Application Auto Scaling

O data_sync_Edge_1

@ lambda_functionpy X

# lambda_function.py

import json
import os

import boto3

# Environment variables set in Lambda console

TABLE_1 = os.getenv("DDB_TABLE 1", "Edge_1")

TABLE 2 = os.getenv("DDB_TABLE 2", "Sensor data”)
REGION - os.getenv("AWS_REGION", "ap-southeast-1")
dynamodb = boto3.client("dynamodb”, region name-REGION)

# Required fields for validation

REQUIRED_FIELDS = ["timestamp”, "device id", "temperature”, “"ph_value”, “ammonia”, “"salinity”,

def lambda_handler(event, context):
try:
print(“Incoming event:”, json.dumps(event))

# If message comes as JSON string inside event
if isinstance(event, str):
event = json.loads(event)

# Check all required fields exist
missing = [f for f in REQUIRED_FIELDS if  not in event]
if missing:

print(f"Missing fields: {missing}")

return {"statusCode”: 4ee, "body": f'Missing fields: {missing}"}

# Build the DynamoDB item once
item - {

(' Openin Visual

“turbidity”]

Ln8 Col1 Spac

Figure 5.3.2.3.4: Lambda Function to Process Data into DynamoDB

Creating alambda functionnameddata sync Edge 1thenconnectto AWSIoT

as trigger so that the function that gets triggered by the IoT rule whenever a message is

published to the flwr/Edge 1 MQTT topic. Then, select the data_sync Edge 1-role-

nrttOlpc as execution role. Lastly, repeat the same configuration for Edge 2 with

different lambda name “data sync Edge 2, “flwr/Edge 2” MQTT topic and

“data_sync Edge 2-role-3w0otyga” as execution role.
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5.3.2.4DynamoDB

Tables (&) ¢  Edge ®E Explore table items

Any tag key v Settings Indexes Monitor Global tables Backups Exports and streams Permissions

Q Find tab General information i

1 @ Partition key Sort key Table staty
timestamp (String) deviceid(String)  Ondemand  @Acdie
ai_insights o Alarms Point-in-time recovery (PITR) info Item count Table size
@ No active alarms @on 13 2.6 kilobytes
O Edge 1 43
Average item size Resource-based policy Info
Edge_2 4 13742 bytes @ Nat act

Figure 5.3.2.4.1: DynamoDB Setting

Create table “Edge 1” and “Edge 2” with timestamp as partition key and

device id as sort key. This table is to store the synchronized data.

5.3.3 Policies and Role Setting to Support System
5.3.3.1 ECS Task Role and Task Execution Role and Policies

flwr-server-task-role i

Allows ECS tasks to call AWS services on your behalf.

summary
Creation date ARN

September 07, 2025, 02:32 (UTC+08:00) [0 arn:aws:iam:324037300254:role/flwr-server-task-role

Last activity Maximum session duration

@ 2 hours ago 1 hour

Permissions Trust relationships Tags Last Accessed Revoke sessions

Permissions policies (1) info @ Remove

You can attach up to 10 managed policies.

Filter by Type

| Q Search | | Alttypes v | 1 [}
[J | Palicy name[2 a | Type v | Attached entities v |
0 @ Hfwrserver-task-policy Customer managed 1

Figure 5.3.3.1.1: ECS Task Role and Task Execution Role and Policies

Configuration of a new role named flwr-server-task-role with the attached

flwr-server-task-policy to handle any AWS services Flower server needs
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e 1AM > Policies > flwr-server-task-policy © ©
a
Identity and Access < flwr-server-task-policy i
Management (IAM)
& Seorch 1A Policy details
Type Creation time Edited time ARN
Customer managed September 07, 2025, 02:30 (UTC+08:00) September 07, 2025, 02:30 (UTC+08:00) ID) am:awsiam::324037300254:policy/ flwr-
server-task-policy
Dashboard
* Access management
L " e Palicy versions
User groups Permissions Entities attached Tags ey versi Last Accessed
Users
Rales
Policies Permissions defined in this policy i JSON
Identity providers Permissions defined in this policy decument specify which actions are allowed or denied. To define permissions for an 1AM identity (user, user group, or role), attach a policy to it
Account settings Q search
Root access management New
Allow (7 of 450 services) (O Show remaining 443 services
¥ Access reports
Access Analyzer Service a | Access level v | Resource | Request condition
Resource analysis New CloudWatch Full access All resources None
Unused access
CloudWatch Logs Full access All resources None
Analyzer settings
Credential report DynamoDB Full aceess All resources None
Organization activity Elastic Container Registry Full access All resources None
Service control policies
. loT Full access All resources None
Resource control policies New
Lambda Full access All resources None
1AM Identity Center [ s3 Full access All resaurces None

AWS Organizations [

Figure 5.3.3.1.2: flwr-server-task-policy with Permissions

Configuration of a policy named flwr-server-task-policy with permission to

ECR, Lambda, S3, IoT, DynamoDB, CloudWatch and CloudWatch Logs

5.3.3.2BiWeeklySchedule Role and Policies

e IAM > Roles > BiWeeklySchedule Qo ®
Identity and Access < BiWeeklySchedule v
Management (IAM) Allows EventBridge ta access Secrets Manager resources an your behalf.

Q Search 1AM
Summary
Creation date ARN
Dashboard September 07, 2025, 03:57 (UTC+08:00) a ::5240375002
¥ Access management Last activity Maximum session duration
3 days 2 Th
User grougs days ago our
Users
Role: L N )
* Permissions Trust relationships Tags Last Accessed Revoke sessions
Policies

Identity providers

Parmissons police (1) v ®
Root access management New You can attach up to 10 managed policies
Filter by Type
¥ Access reports
search Al v 1
Access Analyzer Q ypes @
Resouree analysis New Policy name [3 a | Type v | Attached entities v
Unused access
[ BiweeklySchedule Customer managed 1

Analyzer settings

Figure 5.3.3.2.1: BiWeeklySchedule Role and BiWeeklySchedule Policy

Configuration of a BiWeeklySchedule role with attached BiWeeklySchedule
policy to allow EventBridge Scheduler to make changes on the ECS.
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Identity and Access <
Management (IAM)

Q Search IAM

Dashboard

¥ Access management
User groups
Users
Roles
Policies
\dentity providers
Account settings

Root access management New

v Access reports
Access Analyzer
Resource analysis New
Unused access

Analuser <ottinnc

> BiWeeklySchedule

BiWeeklySchedule i

o °

This s to allow to write on ecs to schedule federated leaming to start biweekly

Policy details

Type Creation time Edited time ARN

Customer managed September 07, 2025, 03:36 (UTC+08:00) September 07, 2025, 03:36 (UTC+08:00) 10 am:awsiam:324037300254:policy/BiWeekly
Schedule

Permissions | Entitiesattached | Tags | TOUCYVersions | .. accessed

Permissions defined in this policy ([ summary JRECCH]

Permissions defined in this policy document specify which actions are allowed or denied. To define permissions for an IAM identity (user, user group, or role), attach a policy to it

Q Search
Allow (1 of 450 services)
Access level

Service a

Elastic Container Service Limited: Write

@ Show remaining 449 services
v | Resource |  Request condition

All resources. None

Figure 5.3.3.2.2: BiWeeklySchedule Policy

Configuration of BiWeeklySchedule policyto allow to write on the ECS service.

5.3.3.3Data Synchronization Role

Identity and Access
Management (I1AM)

Q search 1AM

Dashbaard

¥ Access management
User groups
Users
Roles
Palicies
Identity providers
Acceu

as
Root access management New
¥ Access reports

Access Anal

Configuration

<

data_sync_Edge_1-role-nrtt0lpc

Summary

Creation date
September 06, 2025, 16:44 (UTC+08:00)

Last activity
@ 44 minutes ago

Permissions Trust relationships. Tags

Permissions policies (3)
You can attach up to 10 managed policies
Q search
Policy name 2

B AmazonDynamoDBFullAccess

data_sync_Edge_1-role-nrtt0Olpc i

ARN
(5] i ice-role data_sync_Edge_1-rol

Maximum sessien duration
1 hour

Last Accessed Revake sessions

© Gmtre @) (revoe ) (Grad prmisions

Filter by Type

Alltypes v 1 @
& | Type v | Attached entities v

AWS managed 10

Figure 5.3.3.3.1: Data Synchronization Role

the

data sync Edge 1-role-nrttOlpc with

AmazonDynamoDBFullAccess to allow Lambda function to use to write on the

DynamoDB.

ecsTaskExecutionRole i

Summary

Creation date

March 03, 2025, 01:26 (UTC+08:00)

Last activity
@ 1 hour ago

Permissions

Permissions policies (1) info

You can attach up ta 10 managed policies

Q Search

Policy name [3

o]

ARN
D) armiaws:iam::324037300254:r0le fecs TaskExecutionRale

Maximum session duration

1 hour
Trustrelationships ~ Tags  LastAccessed  Revoke sessions
@ Simulate (2 Remove Add permissions v
Filter by Type
All types v 1 ]
a | Type v Attached entities v |
AmazonECSTaskExecutionRolePalic AWS managed 1

Figure 5.3.3.3.2: ECS Task Execution Role
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Also, the system will use this default task execution role named
ecsTaskExecutionRole whichwill handles pulling flower server docker image and send
logs to CloudWatch.

5.3.4 Server Code Setting and Configuration
5.3.4.1Server Code Configuration

flower_serverpy X

class CustomFedProxstrategy(FedProx):
def init (
self,
initial parameters: Parameters,
proximal _mu: float = @.5,
hybrid _handler: HybridEncryptionHandler = None,
) -> None:

min_fit clients = int(os.get MIN FIT_CLIENTS", "2"))
min evaluate clients = int(os. N EVALUATE CLIENTS
min_available clients = i 1 i
proximal mu = float(os.

fraction fit = float(os.

fraction_evaluate = floa

super()._init (
fraction fit=fraction_fit,
fraction evaluate=fraction_evaluate,
min_fit clients=min fit clients,
min_evaluate clients=min_evaluate clients,
min available clients=min available clients,
initial parameters=initial parameters,
proximal _mu=proximal mu,
)
if hybrid handler is None:
raise RuntimeError("Hybrid encryption handler must be provided and initialized")
hybrid handler: HybridEncryptionHandler = hybrid handler

Figure 5.3.4.1.1: Code Snippet of Server Environment Variable Setting
The default configuration for server code in shown in the figure. It can be modified
by the admin at the environment variable part of task definition based on the demand
for the federated learning. The default configuration for server is set as shown in the

Figure 5.3.4.1.1.
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5.3.4.2Hybrid Encryption Handler Configuration

hybrid_encryption_handlerpy X

BUCKET NAME = "flwrbucket”
BASE_PREFIX = “"ckks hybrid"

class HybrideEncryptionHandler:
def init (self, 1is server: bool = False, client id: Optional[int] = None):

f.is server = is server

f.client id = client id

f.s3 = boto3.client('s3")

f.context = None

f.is _initialized = False

f.context fingerprint: Optional[str] = None

scale factor = 1e3

Figure 5.3.4.2.1: Code Snippet of HybridEncryptionHandler Class

hybrid_encryption_handler.py X

def create_server_hybrid handler() -»> HybridencryptionHandler:

handler = Hybriden onHandler(is server=True)
if handler.initializ ntext():
return handler
else:
raise RumtimeError(“Failed to initialize server hybrid encryption handler™)

create client hybrid handler(client id: int) -> HybridEncryptionHandler:

handler = HybridEn
if handler.initial
return handler
else:
raise RuntimeError(f“"Failed to initialize client {client id} hybrid encryption handler™)

Figure 5.3.4.2.2: Code Snippet of Handler Initialization Function
In the hybrid encryption handler code, configure the correct path for s3 bucket
to make sure server able to access to the shared context for usage or upload in the
federated learning. Then, the CKKS-based hybrid encryption code was packed with
server code to pushed to Docker to ECR. Its corresponding functions will be called

when flower server need it.
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param_arrays = pa to_nd: ; (parameters)
original shapes = - or param in param_arrays |
scaled_params = ._scale s (param_arrays)
encrypted_params
for i, param in enumerate(scaled_params):

flat_param = param.f )

encrypted_param = ts.c f.context, flat_param)

encrypted data = {

‘data’: encrypted_param.serializ
: original shapes[i],

.context_fingerprint,
"plain_| ': self._hash_gquantized(np.asarray(param, dtype=np.float32)),

1
serialized _data = pickle.dumps(encrypted_data)
encrypted params.append(serialized data)
serialized params = []
for encrypted_data in encrypted params:
byte array = np. buffer(encrypted_data, dtype=np.uint8)
serialized_params. (byte_array)
encrypted_parameters arr .t s(serialized params)
logger. info(f"{ ' [Server]" if self.is_server else f'[Client {self.cliemt_id}]’'} Encrypt
return encrypted_parameters

Figure 5.3.4.2.3: Code Snippet of How Parameters Are Turned into Encrypted

Parameters

To configure to conduct encryption, the HybridEncryptionHandler begins by
converting the Flower Parameters object into numpy arrays while recording their
original shapes. To ensure numeric stability, the parameter values are scaled by a
factor a = 103 and clipped within the range [—107°,10°]. Then, each array is then
flattened into a one-dimensional list and encrypted into a CKKS vector using the
CKKS scheme viats.ckks vector [22]. The resultingencrypted vector is serialized into
bytes and combined with essential metadata to form a package dictionary which
includes serialized encrypted parameters, the original array shape, the parameter index,
a SHA-256 fingerprint of the shared CKKS context (ctx fp), and a SHA-256 hash of
the parameter after three-decimal quantization (plain_hash) to allow for noise-tolerant
integrity verification. This package is serialized using pickle, converted into a
np.uint8 array, and finally wrapped back into the Flower Parameters format,

ready for secure transmission.

For server, encryption happens when it needs to encrypt the sent parameters
each round for training and evaluation. While for client, encryption happens when it

needs to encrypt local model parameters before sent back to server.
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decrypted_params = []
for i, encrypted_array in enumerate(encrypted_arrays):
try:
f isinstance(encrypted_array, np.ndarray
encrypted_bytes = encrypted_array.ast np.uint8) . tobytes
else:
encrypted_bytes = encrypted_array
encrypted_data = pickle.loads(encrypted_bytes)
if not isinstance(encrypted data, dict) or ‘data’ not in encrypted_data or "shape’ nc
e ValueError("Invalid encr parameter structure”)
" not in encrypted_data or 1f.context_fingerprint is None:
e ValueError( i 0 fingerprint; cannot d ")
if encrypted_data[" j -context_fingerprint:
raise ValueError("Context fi : cannot decrypt with current conte
original shape = encrypted data[
encrypted_param_data = encrypted_data[ "data’]
encrypted_param = ts. : of f.context, encrypted_param_data)
decrypted_flat = encrypted_param t()
expected_size = np.
if len(decrypted_flat) < expected_size:
ise ValueError(f"Decrypted data size {len(decrypted flat)} < expected {expectec

decrypted_param = np.ar (decrypted_flat[ :expected size], dtype=np.float32)
decrypted_param = decrypted_param. pe(original_shape)
if 'plain_hash"’ not in encrypted_data
plaintext hash; cannot verify decryption integr
_ (np (decrypted_param, dtype=np.float32
if calc_hash != encrypted data['plain_hash’

raise ValueError(“"Plaintext hash mismatch after decryption™)
decrypted_params.append(decrypted_param)
t Exception as e:
logger.e (f"Failed to d pt parameter
rai
unscaled params = se u decrypted_params)
decrypted_parameters = ndar _param s(unscaled_params)

Figure 5.3.4.2.4: Code Snippet of How Decryption is Conducted with Integrity Check

To configure to conduct decryption, for both the server and client, their
HybridEncryptionHandler convert the Flower Parameters objectinto numpy arrays
of type np.uint8. For each array, the raw bytes are extracted and deserialized with
pickle.loads to recover the original package containing the encrypted data and its
metadata. The function then validates the package structure, ensuring that both the
context fingerprint (ctx_fp) and the plaintext hash (plain_hash) are present. To
guarantee that the correct CKKS contextand keys are being used, the local context
fingerprint is compared with the ctx_fp storedin the package. Once verified, the
encrypted data is reconstructed into a CKKS vector and decrypted into a list of
floating-point numbers [22]. The function enforces shape consistency by truncating
or reshaping the list to match the exact number of elements specified by the original
array shape. To confirm data integrity, a new quantized plaintext hash is computed
and compared against the stored plain_hash, which allows for tolerance to CKKS
noise. Finally, the values are unscaled by dividing by the scaling factor a, and the

results are converted back into the Flower Parameters format for further use.
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For server, the decryption happens when it decrypts incoming client updates for
aggregation, aggregation of result to update its in-memory global model and loading

the encrypted model from S3 when bootstrapping.

For clients, the decryption happens it needs to decrypt server’s global

parameters before local training or evaluation.

5.4  System Operation
5.4.1 Federated Learning Server in ECS
To start federated learning server, there are two methods which are starting at

schedule or starting with manual.

Monitoring Tags

Monitoring
The dashboard below shows metrics for the schedule group. Yiew the metrics in CloudWatch

@ Investigate with Al - new | 1n

InvocationAttemptCount £

Mo unit

2

1.04

o

09-15 11:24
09/13 09/14 noas 0MA 0917 0918 0919
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Figure 5.4.1.1: Invocation Attempt Count of Start Scheduler
To start with schedule, the EventBridge Scheduler with startat 1 and 15 of every
month at 11.30 a.m. The invocation attempt count shown in the figure shows that the

scheduler invoked the schedule to start the federated learning server successfully.
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Figure 5.4.1.2: Update ECS Service
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To start with manual, admin can change the desired tasks from 0 to 1 in the flwr-

server-task-service-1 to start the federated learning server.

Clusters » flwr-cluster > Services O = f
Last updated
flwr-cluster otemer 15,2005, 2145 oy (G) (Updote duster Launch
Cluster overview
ARN Status CloudWatch monitoring Registered container instances
D) am:aws:ecs:ap-southeast-1:324037300254:cluste @ Active @ Default -

r/fwr-cluster

Services Tasks

Draining Active Pending Running
- 1 -

Services Tasks Infrastructure Metrics Scheduled tasks Configuration Tags

Last updated

Services (1) info September 19, 2025, 27:48 (UTCHE00) Manage tags Update | ¥ Delete service Create
 Filter launch type Fi i
| Q Fitter services by value | | Anylaunch type v | | Anyscheduling strategy v | 1
()| Service name a | ARN | status v | Scheduling.. v | Llaunchtype v | Taskdefiniti... ¥ | Deploymentsand tasks v | Last deployment
(0 fwrserver-task-service-1 I0) amawsecsaps @ Active REPLICA FARGATE flwr-server-tas... 1/1Tasksrunning @ Completed | '

Figure 5.4.1.3: Showing Running Server
The figure 5.4.1.3 shows that the service is running. It means the server start the

federated learning and able to receive client requests.

Lumaner service You can use the filter bar below to search for and match terms, phrases, or values in your log events, Learn more about filter patterns [
- Filter container .
Clusters Q Filter logs - press Enter to search | flower_server v B Since 1 hour ago <1 Ly @
Namespaces - h
Timestamp (UTC+08:00) [P, | Contsiner |
Task definitions b
Account settings flower_serve
Septenber 18, 205, 95:12 To vien usage and all available cptions, run: L
flower_serve
Amazon ECR [ Septenber 18, 2625, 85:12 § flower-superlink --help e
Repositories [ f
lower_serve
September 18, 2625, 05:12 Using "start_server(}" s deprecated. e
flower_serve
AWS Batch [ Septambar 18, 2025, 05:12 This is @ deprecatad feature. It will b ranoved s
flower_serve
Septembur. 18, 2625, 85:12 entirely In future versions of Flouer. o
Documentation [3
Discover products [3 September 18, 2025, 65:12 Mlawer_serve
:
Subscriptions [
flower
Septenber 18, 2825, 85:12 1460: Flowar_server: [Server] Loaded existing ENCRYPTED global model from 53 Lnesloonid
. flower_serve
Tell us what you think Septanber 16, 205, 95:12 I460:hybrid_encryption_handler:[Server) Decrypted 6 parameter arrays .
flower_serve
September 18, 2025, 05:12 IHFO:hybr1d_encryption_handler:[Server] Loaded existing shared context .
flower_serve
Septambar 18, 2025, 05:12 180: ybrid_sncryption_handlar: [Server) Hybeld ancryption intialized successfully Hower
Soptombar. 18, 2025, 05:12 10: Flowar_sarvar- [Sarver] Starting Flover Fadbrox server Lo

-

Figure 5.4.1.4: Federated Learning Server Load Context Log
The figure 5.4.1.4 shows a federated learning process with three clients. When
the federated learningstart, the server loads the shared contextand initializes the hybrid
encryption handler. It also assesses to the existing encrypted global model in s3,

decrypts and load the model.

Container Service You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter pattems [3
Filter container
Clusters Q_ Filter logs - press Enter to search | flower_server v | | B since 1 hourago T @

Namespaces

Timestamp (UTC+08:00) | Message | Container |
Task definitions
5 flower_serve
Account settings September 18, 2025, 05:12 INFO: flowen._server:(Server] Round 1: Encrypted paraseters for distribution :
flower_serve
Septeaber 18, 2025, 05:12 WARNING: AL log messages before absl::Initializelog() is called are uritten to STOERR )
Amazon ECR (2
" o s flower_serve
Repositories [ Septesber 18, 2025, €5:12 10000 00:00:1758143572.292539 12 fork_posix.cc:71] Other threads are currently calling into ghPC, skipping fork() handlers %
Y flower_serve
Septesber 18, 2025, 05:12 INFO:hybrid_encryption_handler:(Server] Encrypted 6 paraneter arrays <
AWS Batch [3
flower_serve
September 18, 2025, 65:12 IHFO: Flower._server: [Server] Using nu_rounds=6 &

Figure 5.4.1.5: Server Encryption and Distribute Model Log
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Then, the server encrypts the model parameters and send to clients. The

federated learning will run 6 rounds as shown in the log.

e Amazon Elastic Container Service > Clusters  flwr-cluster » Services > flwr-server-task-service-1 > Tasks > 43f07486643F47fSbf7c197577958¢02 > Logs

[OJNIN = O )

ORI .. .-~ @ ( View in CloudWatch u) ( CloudWatch Logs Live Tail )

Amazon Elastic < Logs (1504)
Container Service You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter pattems (3
Filter container
Clusters
Q Filter logs - press Enter to search flower_server v B Since 1 hour ago
Namespaces 2 =
Timestamp (UTC+08:00) | Message
Task definitions
Account settings Septenbar 18, 2025, 05:18 INFO: Flower_server: [Server] Round 4: Aggregated val MSE: 0.137920
Septenber 18, 2025, 05:18 INFO: flower_server: [Server] Round 4: Aggregated val R™2: 0.782557
Amazon ECR [
Repositories [ Septenber 18, 2025, 05:18 INFO:hybrid_encrypticn_handler:[Server] Decrypted 6 parameter arrsys
Septeaber 18, 2025, 05:18 HFO: hybrid_encryption_handler: [Server] Encrypted 6 parameter arrays
AWS Batch [2
Septeaber 18, 2025, @5:18 INFO:hybrid_encryption_handler:[Server] Secure aggregation completed successfully 3
Documentation [2
Septeaer 18, 2025, 05:18 INFO:hybrid_encryption_handler:(Server] Decrypted 6 parameter arrays
Discover products [3
Subscriptions [3
bscriptions [3 September 18, 2025, 65:18 INFO: hybrid_encryption_handler: [Server] Dacrypted 6 parameter arrays
Septenber 13, 2025, 05:18 INFO: hybedd_encryption_handler: [Server] Decrypted 6 parameter arrays
Tell us what you think
Septenber 18, 2025, 05:18 INFO: hybeid_encryption_handler: [Server] Starting secure aggregation of 3 parsmeter sets
Septenber 18, 2025, 05:18 INFO: hybedd_encryption_handler: [Server] Encrypted 6 parameter arrays
Septenber 18, 2025, 05:18 INFO: Flouer_server: [Server] Round 4: Encrypted parameters for distribution

Figure 5.4.1.6: Server Decryption and Aggregation Log
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After server received encrypted local updates from three clients, it decrypted

each clients’ encrypted parameters then perform aggregation. After aggregation, it

encrypted the updated global model and sent to the three clients for evaluation. After

that, it decrypted the aggregated model again to update the server’s global model.

Besides, server also aggregated the metrics returned by the clients to show the

federated learning performance.

e Amazon Elastic Container Service > Clusters > flwr-cluster > Services > ft keservice-1 > Tasks > 745bf7c197577958¢02 > Logs [cRE=I ]
Configuration | Metrics [ | Logs | Networking ~ Volumes(0) | Tags
Amazon Elastic < —_—
Container Service
Logs (150+) Lestwpasiec View in CloudWatch [2 CloudWatch Logs Live Tail
Shntars 0g: September 18, 2025, 05:19 (UTC+8:00)
B You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter pattems [2
lamespaces R
%2 - Filter container
Task definitions Q Filter logs - press Enter to search flower_server v | Since 1 hour ago <12 > 8
Account settings Timestamp (UTC+08:00) | Message | Container |
flower_serve
Septenber 18, 2025, 95:18 INFO: flower_server: [Server] Final ENCRYPTED model uploaded to 53 after training s
Amazon ECR [2
flower_serve
Repositories [3 Septenber 18, 2025, 65:18 INFO: hybrid_encryption_handler:[Server] Encrypted 6 parameter arrays 3 <
flower_serve
Septeaber 18, 2025, 65:18 INFO: flower._server: [Server] Round 6: Test loss: 0.312028
AWS Batch [ .
b flower_serve
September 18, 2025, 85:18 INFO: flower_server: [Server] Round 6: Test MAE: ©,386832 &
2
Documentation [ flower_serve
Septenber 18, 2025, 05:18 INFO: Flower._server [Server] Round 6: Test MSE: 0.312028 gws
Discover products (2 .
Subscriptions [2 flower_serve
Septenber 18, 2025, 65:18 INFO: flower_server: [Server] Round 6: Test R*2: 9.665059 =

Figure 5.4.1.7: Server Upload Final Model
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At the end of the federated learning, server encrypted the final global model
then upload to the S3 successfully.

5.4.2 Federated Learning Client
To join the federated learning, the clients either join the federated learning by

invoked with the MQTT protocol or join manually.

- o omm = - B T T R o 1 T T S —————

Figure 5.4.2.1: Client Join the Federated Learning Manually

Three raspberry pi manually run the client script to join the federated learning.

., T — -

) pléraspberrypi:
edent1als:s

{(venv) pifraspberrypi: ates arndngVa S pythond Final _Client2
INFO:botocore.credentials:Found credentialsz in shared credentials file:
redentials

INFOhybrid_encryptaon_handler:[Client 2] Loaded existing shared contexs
INFO:hybrid_encryption_handler: [Client 2] Hyb prion Anatialized
ully

IHFOhybrid_encryption_handler: [Client 2] Dacrypted 6 paransrar arrays

Figure 5.4.2.2: Start of the FL on Three Clients Side
At the start of the federated learning, the three clients load the existing shared
context from the s3 and initialize the hybrid encryption handler. They also download

the encrypted global model from s3, decrypt and load into model.
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Figure 5.4.2.3: gRPC Channel Open for Communication
gRPC channel is opened for clients to join the federated learning to

communicate with the server.

Figure 5.4.2.4: Clients’ Training in Federated Learning

The three clients received the train message from server successfully, it means
they also received the encrypted global parameters from the server. They started to
decrypt server-sent global parameters and loads them into their local model and
replacing their current weights. They then train locally with the new weights. After
training, they encrypted their updated local model parameters and sent to server as

shown in the figure above. Besides, they also sent the performance metrics of the

training on validation set to server in plaintext.

Figure 5.4.2.5: Clients’ Evaluation and Disconnect After FL. Completion
After aggregation from server, the clients received the evaluation message from
server to evaluate the aggregated global model. They decrypted it and loaded the
aggregated model and train on test set. Then, they return the test performance metrics
in plaintext. This is just a review on the aggregation result not the parameters, so no
encryption and decryption happen on sending back the performance metrics. But all

things involve with parameters are protected by the CKKS hybrid encryption.
After all rounds of federated learning complete, the Grpc channel is closed and

all clients disconnect successfully.
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5.4.3 Data Synchronization

lafdata_sync_Edge_1 2025/09/06/[$LATEST]14a73466f1054f45b43e34b03c61946
@ G G
You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn mare about filter patterns [
Q " P h Clear im 30m 1h 12h ustom [ Local timezone ¥ Display ¥ @

» | Timestamp Message

Ine

2025090672
2025-09-0672:
2025090672
2025090672
2025-09-0672:
2025090672
2025-09-0672:

2025-09-06T2. fure™: 20.687, "ph_valus™i B.34, “smacnia®: ©.663, “salinity": 1789.18, “turbidity": 9.4}

2025-09-0672:

2025-09-0672: REPORT Requestld: sbh3GhiS-ded2-s01a-ba 854 Led Durstion: 28 Stze: 128 1 5 m

2025-09-06723:

2025-09-06723: 5", “tempersture™: 19.75, "oh_value": 8.22, "smanis®: 0.659, "salinity": 178651, "turbidity": 9.8}
2025-09-05723:01:06. 320-85: 00

2025-09-5723:01:06. 326-85: 00 Led Duretion: 24 s 128 1 % m

Y Y YT YYYYTYYTYYYYTY

Figure 5.4.3.1: Log Event of the Lambda function of data_sync Edge 1
When client runs synchronization, the Lambda successfully received the event

in JSON format which is the client’s sensor data then put them into the table in

DynamoDB.
Table: Edge_1 - ltems returned (20) @ ( Actions ¥ ) ( Create item )
Scan started on September 19, 2025, 23:36:05
1 B
timestamp (String) A device_id (String) v ammonia ¥ ph_value ¢ salinity v temperature ¥ turbidity v
2025-09-06 22:01:58 Edge_1 0.05 72 3.1 267 18
2025-09-06 23:00:31 Edge_1 0.663 8.32 1795 20.562 9.4
2025-09-06 23:00:42 Edge_1 0.663 8.27 1792.4 29.687 9.4
2025-09-06 23:00:53 Edge_1 0.663 8.34 1789.18 29.687 9.4
2025-09-06 23:01:05 Edge_1 0.659 .22 1786.51 2975 9.4
2025-09-06 23:01:17 Edge_1 0.662 8.23 1783.44 29.625 9.4

Figure 5.4.3.2: The Synchronized Data in the Table of Edge 1 in DynamoDB
The figure shows Lambda successfully process and put the sensor data in JSON
message into the table.

5.4.4 Encrypted Global Model to Predict Dissolved Oxygen

Mode: decrypt
. ts=2025-09-20 17:38:00 temp=25. =6.85 nh3=0. 5 .42 .51 do pred=6.
. ts=20625-09-208 17:39:00 temp=25. .72 nh3=0. ¢ .49 .41 do pred=7
. 15=2025-089-20 17:40:00 temp=25. .17 nh3=0. 3 .42 .43 do pred=9.
. ts=2025-09-20 17:41:00 temp=25. .45 nh3-e. 5 .46 .32 do pred-9
. 1s=2025-09-20 17:42:00 temp=25. .45 nh3=0. 5 .48 .68 do pred=7.

. ts=2025-09-20 17:43:00 temp=25. .44 nh3=8. ¥ .46 .34 do pred=7.

. ts=2025-09-20 17:44:00 temp=25. .60 nh3=0. ¢ .43 turb=96.14 do pred=9.

. 15=2025-09-20 17:45:00 temp=25.89 .26 nh3=0. 5 .42 turb=96.58 do pred=8.
. t5=2025-09-20 17:46:00 temp=25.89 6.05 nh3=0. * .43 turb=96.46 do_pred=10.22
10. ts5=2025-09-20 17:47:00 temp=25.01 ph 7.25 nh3=0.33 sal=3.43 turb=96.05 do_pred=12.22

Figure 5.4.4.1: Ten outputs of the Dissolved Oxygen Prediction
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Client loads the final encrypted global model and runs per minutes to real time

predict the dissolved oxygen based on the five parameters.

5.5 Implementation Issues and Limitations

While the project demonstrated the feasibility and effectiveness of server-side
federated learning for precision aquaculture, there are several implementation issues
and limitations that could be addressed in the future work.

The first implementation issue and limitation are lacking the dissolved oxygen
sensor to collect the ground truth data for the training. The current implementation still
uses the predicted dissolved oxygen value based on the sensor data to support local
training and federated learning. Hence, the prediction may differ from the ground truth
but edge will not know about it.

Besides, the second implementation issue and limitation are enhanced model
complexity. As the system matures, a more sophisticated ML models could be
implemented to improve the ability or function of model. For example, the model now
is able processing computer vision data to analyse the fish or prawn behaviour.

Moreover, the third limitation is the encryption implementation in model. Due
to the technical difficulty and the chance to degrade the model performance, full
homomorphic encryption in this project is not implemented in the system. Future work
may emphasize on this to solve the issue of model accuracy performance and the

computation overhead.

5.6  Concluding Remark

The system managed to deploy federated learning in a federated edge cloud
structure that can scale. The federated learning server was deployed and posted in the
AWS Cloud, which facilitated the communication between the external clients with the
server. The training can be initiated in a given schedule or manually and the server can
carry out aggregation and access the Amazon S3 to store the models. Regarding
scalability, the system will have flexibility in the participation as clients can seamlessly
join the federated learning process based on the demand.

Besides, the system also increases security by deploying CKKS Hybrid
Encryption. This secures the parameters of the model during transmission againstattack
possible. The server can effectively encrypt global model parameters and transmit them
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to clients, and the clients can decrypt, update andre-encrypt the parameters and transmit
back to the server. By this way, this technique ensures secure protection of all
communications.

Moreover, an efficient data synchronization pipeline was created to deal with
the issues related to the intermittent network connectivity. The AWS Lambda function
receives data when a client posts it to an MQTT topic, and it will be put by Lambda
into DynamoDB. The data is stored in the local database in case of instability in the
network and will automatically be synchronized into DynamoDB when the connection
is restored.

Last, the final encrypted global model is able to used by local clients to run on

edge to make real time prediction on dissolved oxygen value.
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CHAPTER 6

System Evaluation And Discussion

6.1  System Testing and Performance Metrics

In this project, the system was evaluated on two complementary axes which are
predictive performance of the dissolved-oxygen (DO) prediction model and system-
level properties such as communication reliability, encryption correctness, scalability
and deployment behaviour.

Predictive performance is assessed using mae, mse and R?. By having these
metrics together, they give a robust view of DO prediction quality. To support the
metrics, the project also apply 8:1:1 testing technique to provide validation metrics and
testing metrics that provide more comprehensive explanation for the prediction.

System-level tests focused on communication path between client and server,
the CKKS-based encryption and decryption lifecycle, and scheduling and
synchronization behaviour. Representative logs and snapshots are provided in Chapter

4 and the preliminary results section.

6.2 Testing Setup and Result
6.2.1 Testbed and Resources

The evaluation was performed on the deployed system introduced in Chapter 4 with
real cloud server and Raspberry Pi clients. A server running on AWS ECS hosted the server
component with models stored in S3 and synchronization handled by
MQTT/Lambda/DynamoDB, with clients deployed as Raspberry Pis running an AWS IoT
Greengrass client and a Flower client. These resources served as a basis for realistic evaluation
of performance, encryption overhead and federated learning behaviour.

A summary of the testbed hardwareand software resources is presented in Table

6.2.1.1.
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Component Specification Purpose
Server AWS ECS Fargate (vCPU: 1,Memory: 6 GB), | Hosts federated server and
Python 3.x, Flower, PyTorch aggregation

Storage & AWS S3, MQTT, DynamoDB, Lambda Model storage and

Messaging synchronization pipeline

Client Raspberry Pi5, AWS IoT Greengrass Localtraining, encryption,
synchronization

Network WiFi broadband Communication between
clients and cloud

Table 6.2.1.1: Testbed resources used for evaluation

6.2.2 Dataset and Preprocessing
def build dataloaders():

pseudo_df =
feature_columns el “ph_value”, "ammonia”, "salinity"]

features = pseudo_df[feature_columns].values
target = pseudo df["Dissolved Oxyg 1)"].values.re (-1, 1)
confidence = pseudo_df["confidence”].values

features = re T (features), np.nan, features)

target = n ol target), np.nan, target)

valid = ~np. (features).any(axis=1) & ~np.isnan(target).flatten()
features = features[valid]

target = target[valid]

confidence = confidence[valid]

scaler x = ~().fit(features)
it(target)
n(features), dtype=torch.float32)
arget), dtype=torch.float32)

X tr, X tmp, y tr, y tmp, c_tr, c_tmp = n_- split(X, y, conf_t, test size=0.2, random state=42, shuf]
X va, X _te, y va, y te, c_va, c_te = tr it(X_tmp, y_tmp, c_tmp, test size-e.5, random state-42,

train ds = Dat X tr, y tr, c tr)
(X va, y va, c_va)
test_ds = iy t(X_te, y_te, c_te)

return (
train ds, batch size=64, shuffle=True),
shuffle=False),
test ds, batch_size=64, shuffle=False),

Figure 6.2.2.1: Code Snippet for PseudoLabel Generation and DatalLoader Creation

Due to the lack of dissolved oxygen value as ground truth, before the clients
start to communicate with server in the federated learning. A produced dissolved
oxygen used by a pretrained model will serve as the ground truth based on the current
sensor parameters in the clients’ sqlite database. Then, compute per-sample confidence
based on local variance of pseudo predictions, clippedto [0.5, 0.95]. This confidence
is used in training later to ensure reliable pseudo-labels influence trainingmore and also
mitigates noise from pseudo-labels. After that, the ground truth will combine with the

five parameters and form a new dataloader which is prepared for federated learning.
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Then, select features and pseudo target, remove any non-number value and
infinity. standardize inputs and target with StandardScaler. Afterthat, splitthe data into
train/val/test = 80%/10%/10%. and create dataloader.

6.2.3 Test Plans for Federated Learning and Results
6.2.3.1Federated Learning (GRPC) Test

Test Description:
This test is to validate functional FL rounds over gRPC

Actions:
Run multiple federated rounds with distributed clients

Expected Output:

No communication errors and latencies logged.

Actual Output:

Clients successfully complete federated learning with Grpc channel with no communication error

: Recelved: evaluate message d2a74026-4217-4C67-ac00-e4blasraeldce
TlwriRecedved: 2valuate nessags d2a74026-4217-4c67-ach9-£4bladrasice
thybrid_éncryption_handler:[Client 2] Déecrypted 6 paranéter arrays

: Sent reply
:flwr:Sent reply

HFo
NFO : Recedved: reconnect nessag SCT3-119¢-4c15-8323-084525538382
HFO: M"lwr:Recedived: reconnect nessags -119¢c-4cr5-832a-b845ae5330882
DEBUG: T'lwr :gRPC channel closed

Disconnect and shut down
INFO: flwr:Disconnect and shut down

Server successfully complete federated learning with with Grpc channel with no communication error

Timestamp (UTC+08:00) | Message | Container |

flower_serve

Septesber 18, 2025, €4:51 INFO: flower_server: [Server] Final ENCRYPTED model uploaded to 53 after training .

flower_serve

September 18, 2625, 64:51 IHFO:hybrid_encryption handler:[Server] Encrypted 6 parameter arrays B

Pass/Fail:

Pass
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6.2.3.2Scalability Test

Test Description:

This test is to test the scalability of the federated learning across multiple machines in different

locations.

Actions:
1. Run Federated Leaming with Two Clients: modify environment variables at task definition
at server side:
a. MIN AVAILABLE CLIENTS=2
b. MIN FIT CLIENTS=2
c. MIN EVALUATE CLIENTS=2
2. Run Federated Learning with Three Clients modify environmentvariables at task definition
at server side:
a. MIN_AVAILABLE CLIENTS=3
b. MIN FIT CLIENTS=3
c. MIN_EVALUATE CLIENTS=3
Expected Output:

1. Able to complete federated learming with two clients
2. Able to complete federated learning with three clients

Actual Output:

Server successfully complete federated learning with two clients

- Filter c
| | flower server v

‘ Q. Filter logs - press Enter to search

Timestamp (UTC+08:00) I Message

September 28, 2825, 22:42 INFO:flower_server: [Server] Federated learning completed with 2 clients

September 28, 2825, 22:42 INFO:flower_server: [SUMMARY] Run finished 6 round(s) in 344.88s

September 28, 2825, 22:42 INFO:flower_server: [Server] Round 6: Test(loss=8.82, MAE=@.12, MSE=8.82, R2=8.98)

Server successfully complete federated learning with three clients

Logs (126+)

You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns
- Filter c

| Q, Filter logs - press Enter to search | | flower_server v

Timestamp (UTC+08:00) | Message

September 28, 2925, 28:37 INFO:flower_server:[SUMMARY] Run finished & round(s} in 208.96s

September 28, 2825, 20:37 INFO:flower_server:[Server] Federated learning completed with 3 clients

Pass/Fail:

Pass
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6.2.3.3 Start Federated Learning Server (Auto/Manual)

Test Description:

This test is to validate boot behaviour of the server

Actions:
Manual: Change desired task in service to 1

Auto: EventBridge Scheduler schedule to start

Expected Output:
Able to start the server by manual or by schedule
Actual Output:

Manual: Server start running task when desired task is manually set to 1.

flwr-server-task-service-1 i evamber 19,2025, 1515 iy (©) (peteteservice ) (UpMSeRaN I

Service overview info

Status Tasks (1 Desired) Deployment status
@ Active — O Pending | 1 Running @ Success
Health and metrics | Tasks  Logs  Deployments  Events  Configuration and networking  Service autoscaling = Tags
Status o
Service name Service ARN Deployments current state Created at
10 flwr-server-task-service-1 16 am:aws:ecs:ap-southeast-1:32403730 @ 1 Completed task September 7, 2025, 03:00 (UTC+8:00)

0254:service/flwr-cluster/flwr-server-task-

service-1
Health check grace period
0seconds
¥ Load balancer health
Load balancer [2 Load balancer type Container name:port | Listeners (2 Target group [2 | Target health

© 1 Healthy
fiwr-nlb Network Load Balancer flower_server:8080 TCP:8080 flwr-target-group | Details i i
0 Unhealthy

Health

O Alam recommendations O Q@Investigate with Al -new [ 1 3h 12 1d  3d 1w Custom [ || Localtimazono v 3
Auto: EventBridge Schedule invoke the flwr-biweekly-start schedule to start the server automatically.

Monitoring
The dashboard below shows metrics for the schedule group. View the metrics in CloudWatch

@ Investigate with Al - new | 1h

InvocationAttemptCount 3
No unit
2
104 - w
0

09-15 11:35
09114 nos 016 0917 0918 09/1% 09120

® Invoca 2025-09-15 11:30 Local
1. @ InvocationAttemptCount 1 .Q.

Pass/Fail:

Pass
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6.2.3.4 Stop Server (Auto/Manual)

Test Description:
This test is to test whether the server can shutdown in schedule

Actions:

Manual: Change desired task in service to 0

Auto: EventBridge Scheduler schedule to stop

Expected Output:
Able to stop the server by manual or by schedule

Actual Output:

Manual: Server stop running task when desired count of task is manually set to 0.

Clusters > flwr-cluster > Services » flwr-server-task-service-1 > Health
. Last updated N
flwr-server-task-service-1 i sepember 20,2025, 1507 iy (©) (petete service

Service overview isfo

tatus "asks (0 Desires rask definition: revision eployment status
s Tasks (0 Desired) Task definiti isi Depl
@ Active 0 Pending | 0 Running flwr-server-task:7 @® Success

Auto: EventBridge Schedule invoke the flwr-biweekly-stop schedule to stop the server automatically.

i~

InvocationAttemptCount

Mo unit

2

]

09-1512:01
09/14 0D Lal=s 0917 09/18 09/19

@ nvocat 2025-09-15 12:00 Local

1. @ InvocationAttemptCount 1 1:!-

Inunratinn Throttlemnt

Pass/Fail:

Pass
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6.2.3.5 Shared Context Generation

Test Description:
To Validate CKKS shared-context generation and distribution

Actions:

Delete the current shared context in s3

Expected Output:

When no shared context in s3, server generates shared context, uploads to S3, clients download and
load.

Actual Output:

Server successfully generated new shared context and uploaded it to S3.

September 28, 2025, 22:36 INFO:hybrid_encryption_handler:Uploaded new shared context to 53
September 20, 2825, 22:36 INFO:hybrid_encryption_handler:[Server] Hybrid encryption initialized successfully
September 28, 2025, 22:36 INFO:hybrid_encryption_handler:[Server] Generating new shared context
September 28, 2025, 22:36 INFO:flower_server:[Server] Starting Flower FedProx server
Pass/Fail:
Pass

6.2.3.6 Global Model Initialization

Test Description:

This s to test whether serverable to initia lize globalmodel when no encrypted global model in s3

Actions:

Delete the current encrypted global model in s3

Expected Output:

When no encrypted global model in s3, server generates new global model

Actual Output:

Server successfully initialized a new model

September 28, 2825, 22:36 INFO: flower_server:[Server] Using num_rounds=6

September 28, 2825, 22:36 INFO:flower_server:[Server] Mo existing encrypted model in 53; starting fresh

September 28, 2825, 22:36 INFO:hybrid_encryption_handler:Uploaded new shared context to 53
Pass/Fail:

Pass
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6.2.3.7 Server Perform Aggregation Test

Test Description:

This is to test whether server able to perform aggregation in the federated learning

Actions:

Make sure more than one client involved in the federated learning

Expected Output:

Server able to perform aggregation

Actual Output:

Server able to perform aggregation

Logs (157+) et 16,2025 e @ ( View in CloudWatch L’:) ( CloudWatch Logs Live Tail )
You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns [
Filter container
Q Filter logs - press Enter to search flower_server v Since 1 hour ago 12 > ®
Timestamp (UTC+08:00) | Message | container |
. flower_serve
September 18, 2025, 04:50 INFO:hybrid_encryption_handler:[Server] Encrypted 6 parameter arrays
r
flower_serve
September 18, 2025, 84:50 INFO:hybrid_encryption_handler:[Server] Secure aggregation completed successfully
r
flower_serve
September 13, 2025, 84:50 INFO: hybrid_encryption_handler:[Server] Decrypted 6 paraneter arrays p
) ) flower_serve
September 18, 2025, 84:50 INFO: hybrid_encryption_handler:[Server] Decrypted 6 parameter arrays g
. flower_serve
September 18, 2025, 64:50 INFO: hybrid_encryption_handler: [Server] Decrypted 6 parameter arrays r
) flower_serve
September 18, 2025, 04:50 INFO:hybrid_encryption_handler:[Server] Starting secure aggregation of 3 parameter sets

r

Pass/Fail:

Pass
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6.2.3.8 S3 Upload Test
Test Description:

To validate whether server able to upload shared contexta fter generation and upload encrypted global

model after federated learning

Actions:
Run federated Learning

Expected Output:

Server able to upload shared context after generation and upload encrypted global model after

federated learning

Actual Output:

1. Server able to upload shared context to S3 after key generation

September 28, 2825, 22:36 INFO:hybrid_encryption_handler:Uploaded new shared context to 53

ckks_hybrid/

Objects Properties
objECtS (7) @ I0 Copy S3 URI I3 Copy URL & Downlo:
Objects are the fundamental entities stored in Amazon $3. You can use Amazon 53 inventory [3 to get a list of all objects in your bucket. For other
| Q, Find objects by prefix ‘ (O Show versions

O Name A I Type v I Last modified v

September 20, 2025, 22:36:50

O [ shared_context.tseal tseal (UTC+08:00)

2. Server able to upload encrypted global model after federated learning

flower_serve

September 18, 2025, 04:51 INFO: flower_server:[Server] Final ENCRYPTED model uploaded to S3 after training R
flower_serve
September 18, 2025, 04:51 INFO:hybrid_encryption_handler: [Server] Encrypted 6 parameter arrays :
.
.
Pass/Fail:
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6.2.3.9 Encryption/Decryption (Server and Client)

Test Description:
This test is to test the ability of clients and server to handle the encryption and decryption in the

federated learning.

Actions:

Make sure has shared context in the S3

Expected Output:
1. At the start of the federated learning, when the current shared context matches with the
encrypted global model in the S3.

Client: Able to decrypt existing global model and load into local model

Server: Able to decrypt existing global model and load into global model
2. When federated learning round,

Client: Able to decrypt received latest encrypted global model and update localmodel and encrypt
back after local training

Server: Able to decryptreceived encrypted localmodel from clients and encrypt for distribution
3. At the start of the federated learning, when the current shared context is not matched with
the encrypted global model in the S3.

Server: Unable to decrypt received encrypted localmodel form clients and encrypt for distribution

and task stop automatically.

Actual Qutput:
1. At the start of the federated learning, when the current shared context matches with the

encrypted global model in the S3.

Client: Able to decrypt existing encrypted global model and load into local model

mes in UTC: datetime.datetime.now(datetime.UTC).
datetime now = datetime.datetime.utcnow()
INFO:hybrid encryption handler:[Client 1] Loaded existing shared context

INFO:hybrid encryption handler:[Client 1] Hybrid encryption initialized successfully
INFO:hybrid encryption handler:[Client 1] Decrypted 6 parameter arrays

Server: Able to decrypt existing encrypted global model and load into global model

September 28, 2025, 22:49 INFO:flower_server:[Server] Using num_rounds=6
September 28, 2025, 22:49 INFO:flower_server:[Server] Loaded existing ENCRYPTED global model from 53
september 20, 2025, 22:49 INFO:hybrid_encryption_handler:[Server] Decrypted 6 parameter arrays

2. When federated learning,
Client: Able to decrypt received latest encrypted globalmodel and update localmodel and encrypt

back after local training
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THFD: Tl
INFD

wibd: train mesiage 43062984
Eraln medsape 43I520e4

T

handler: [Clisnt 2] Encrypted & PAFARSEEF ATrays

Server: Able to decryptreceived encrypted localmodel from clients and encrypt for distribution

flower_serve

September 18, 2025, 04:50 INFO:hybrid_encryption_handler:[Server] Encrypted 6 parameter arrays 5
. X = . . flower_serve
Septenber 18, 2025, 04:50 INFO:hybrid_encryption_handler:[Server] Secure aggregation completed successfully B
flower_serve
September 18, 2025, 04:50 INFO:hybrid_encryption_handler: [Server] Decrypted 6 parameter arrays ;
i - flower_serve
September 18, 2025, 04:50 INFO:hybrid_encryption_handler:[Server] Decrypted 6 parameter arrays
;
) flower_serve
September 18, 2025, 04:50 INFO:hybrid_encryption_handler:[Server] Decrypted 6 parameter arrays
r
flower_serve
September 18, 2025, €4:50 INFO:hybrid_encryption_handler:[Server] Starting secure aggregation of 3 parameter sets )
flower_serve
September 18, 2025, 04:50 INFO:hybrid_encryption_handler:[Server] Encrypted 6 parameter arrays

-

3. At the start of the federated learning, when the current shared context is not matched with
the encrypted global model in the S3.
Server: Unable to decrypt received encrypted local model form clients and encrypt for distribution

and task stop automatically.

La
September 20, 2025, 23:01

@ View in CloudWatch [2

Logs (7+)
You can use the filter bar below to search for and match terms, phrases, or values in your log events. Leam more about filter patterns [2

Filter container

Q Filter logs - press Enter to search flower_server v Since 1 hour ago
Timestamp (UTC+08:00) Message
September 20, 2025, 23:60 ERROR: hybrid_encryption_handler:Failed to decrypt parameter 8: Context fingerprint mismatch; cannot decrypt with current context
September 20, 2025, 23:60 ERROR: hybrid_encryption_handler:Decryption failed: Context fingerprint mismatch; cannot decrypt with current context
September 20, 2825, 23:00 ERROR: flower_server:[Server] Encrypted model exists but failed to decrypt: Context fingerprint mismatch; cannot decrypt with current context

Pass/Fail:

Pass
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6.2.3.10 Data Synchronization (Cloud side) Pipeline Test

Test Description:
This test is to test whether the pipeline is able to process the sync data from client and put it into

DynamoDB

Actions:
Publish data in JSON format to the MQTT Topic

Expected Output:

Cloud is able to process the sync data from clients and put into DynamoDB
Actual Output:
1. Cloud subscribedto the MQTT topic successfully received theclient sensor data and received

published data from edge client 1

Subscriptions flwr/Edge_1
Favorites Message payload
flwr/server <o X
» Additional configuration
flwr/Edge_1 @ X ‘ -
flwr/Edge_2 < X

All subr ti
subscriptions w fwr/Edge_1

{
“timestamp”: "2025-89-206 23:81:59",
“device_id": "Edge_1",
“temperature”: 26.6,
“ph_value: 7.1,
“ammonia": @.06,
"salinity”: 3.3,
“turbidity”: 92
¥

» Properties
w flwr/Edge_1

“timestamp”: "2025-89-26 23:81:56",
“device_id": "Edge_1",
“temperature”: 26.9,
“ph_value”: 7.3,
“ammonia”: ©.86,
“salinity”: 3.3,
“turbidity”: 92
¥

2. The sensor data is then directed into the DynamoDB automatically.

Table: Edge_1 - Items returned (23) @

Scan started on September 20, 2025, 23:26:46

O timestamp (String) v | device_id (String) v ammonia ¥ ph_value ¥ salinity v temperature ¥ turbidit
\:\ 2025-09-20 23:01:59 Edge_1 0.06 7.1 3.3 26.6 92
O 2025-09-20 23:01:56 Edge_1 0.06 73 3.3 26.9 92
A
Pass/Fail:
Pass
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6.2.3.11 Improvement in Learning Performance Test

Test Description:
This test is to test whether the performance improves in the federated learning like low latency, high
convergenceand federated learning speed and low train loss across different ponds with heterogenous

data.

Actions:
Perform full federated learning with three raspberry pi as clients and run for 6 rounds and 6 local

epochs

Expected Output:
No latency issue and federated learning happen fast and training and testing loss drops effectively

round after round

Actual Output:

1. The convergence speed is fast asshownin table 6.2.3.12.1. The training loss and testing loss drop
a lot at the start.

2. Fast Training. The duration of full federated learning with three realraspberry piclients is only 1
minute.

- The start time count from server start to decrypt the parameters from clients which is 4.50am

flower_serve

Septenber 18, 2025, @4:50 INFO: Flower_server:[Server] Round 2: Aggregated val MSE: ©.195246
r
flower_serve
Septenmber 18, 2625, €4:50 INFO:flover_server:[Server] Round 2: Aggregated val R*2: 0.747389 .
. . flower_serve
September 18, 2025, @4:50 INFO:hybrid_encryption_handler: [Server] Decrypted 6 parameter arrays
3
q 4 flower_serve
Septenber 18, 2025, @4:50 INFO:hybrid_encryption_handler: [Server] Encrypted 6 parameter arrays
r
N N . flower_serve
September 18, 2025, €4:50 INFO:hybrid_encryption_handler: [Server] Secure aggregation completed successfully .
A < flower_serve
September 18, 205, €4:58 INFO:hybrid_encryption_handler: [Server] Decrypted 6 parameter arrays =
N N flower_serve
September 18, 2025, 04:50 INFO:hybrid_encryption_handler: [Server] Decrypted 6 parameter arrays :
. 3 flower_serve
September 18, 2625, €4:50 INFO:hybrid_encryption_handler: [Server] Decrypted 6 parameter arrays

r

- The end time is the time when server uploaded the final encrypted globalmodel to the global which

Timestamp (UTC+08:00) Message | Container
4 - flower_serve
September 18, 2025, 4:51 INFO:flower_server: [Server] Final ENCRYPTED model uploaded to S3 after training &
flower_serve
September 18, 2025, 84:51 INFO:hybrid_encryption_handler: [Server] Encrypted 6 parameter arrays

r

Pass/Fail:

Pass
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6.2.3.12 Improvement in Predictive Performance Test

Test Description:
This test is to test whether the predictive performance improves in the federated learning even across

different ponds with heterogenous data.

Actions:
Perform full federated learning with three raspberry pias clients and run for 6 rounds and 6 local

epochs

Expected Output:

The validation and test R? value increases round after round

Actual Output:

The R? value increases round afterround as shown in the table and increases from 0.58 to 0.64 only
after 6 rounds of federated learning and 6 local epochs running on clients. And the gap between the
validation R* and test R? shows that it is not overfittingand will grow in the future federated leaming

round.

Pass/Fail:

Pass

Rounds Performance Metrics

1 INFO:flower_server:[Server] Round 1: Aggregated train loss: @.146@51
INFO:flower_server:[Server] Round 1: Aggregated val loss: @.218858@
INFO:flowsr_server:[Server] Round 1: Aggregated val MAE: ©.363385
INFO:flower_server:[Server] Round 1: Aggregated val MSE: ©.218050
INFO:flowsr_server:[Server] Round 1: Aggregated val R™2: ©.722558
INFO:hybrid_encryption_handler: [Server] Encrypted 6 parameter arrays
INFO:flowsr_server:[Server] Round 1: Encrypted parameters for evaluation
INFO:flower_server:[Server] Round 1: Test loss: 8.424766
INFO:flower_server:[Server] Round 1: Test MAE: ©.5489223
INFO:flower_server:[Server] Round 1: Test MSE: 8.424766

INFO:flower_server:[Server] Round 1: Test R™2: @.5B86158

2 INFO:flowsr_server:[Server] Round 2: Aggregated train loss: @.123672
INFO:flower_server:[Server] Round 2: Aggregated val loss: 8.195246
INFO:flower_server:[Server] Round 2: Aggregated wal MAE: @.33917@
INFO:flower_server:[Server] Round 2: Aggregated wal MSE: 8.195246
INFO:flower_server:[Server] Round 2: Aggregated wal R~2: @.747389
INFO:hybrid_sncryption_handler:[Server] Encrypted 6 parameter arrays
INFO:flower_server:[Server] Round 2: Encrypted parameters for evaluation
INFO:flower_server:[Server] Round 2: Test loss: @.38648@
INFO:flower_server:[Server] Round 2: Test MAE: @.515892
INFO:flower_server:[Server] Round 2: Test MSE: 0.386450

IMFO:Flower_server:[Server] Round 2: Test R"2: @.619039

3 INFO:flower_server:[Server] Round 3: Aggregated train loss: @.legez4q
INFO:flower_server:[Server] Round 3: Aggregated val loss: ©.1858@7
INFO:flower_server:[Server] Round 3: Aggregated val MAE: ©.337624
INFO:flower_server:[Server] Round 3: Aggregated wval MSE: 8.185807
INFO:flower_server:[Server] Round 3: Aggregated val R"2: 8.758678
INFO:hybrid_encryption_handler: [Server] Encrypted 6 parameter arrays
INFO:flower_server:[Server] Round 3: Encrypted parameters for evaluation
INFO:flower_server:[Server] Round 3: Test loss: @.372464
INFO:flower_server:[Server] Round 3: Test MAE: 8.584142
INFO:flower_server:[Server] Round 3: Test MSE: 8.372464

INFO:flower_server:[Server] Round 3: Test R"2: 8.53@852
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4 INFO: flowsr_server: [Server] Round 4: Aggregated train loss: ©.108478
INFO: flowsr_server: [Server] Round 4: Aggregated val loss: 8.175817
INFO:flowsr_server: [Server] Round 4: Aggregated val MAE: ©.315038
INFO:flowsr_server:[Server] Round 4: Aggregated val MSE: ©.175817
INFO:flower_server:[Server] Round 4: Aggregated val R™2: ©.770040
INFO:hybrid_encryption_handler:[Server] Encrypted 6 parameter arrays
INFO:flower_server:[Server] Round 4: Encrypted parameters for evaluation
INFO:flower_server:[Server] Round 4: Test loss: ©.359453
INFO:flower_server: [Server] Round 4: Test MAE: 8.485280

INFO: flowsr_server: [Server] Round 4: Test MSE: 8.359458

INFO: flower_server:[Server] Round 4: Test R"2: @.641828

5 INFO:flowsr_server:[Server] Round 5: Aggregated train loss: 2.894586
INFO: flower_server:[Server] Round S5: Aggregated val loss: ©.174684
INFO:flower_server:[Server] Round 5: Aggregated val MAE: ©.317268

INFO:flower_server:[Server] Round 5: Aggregated wal MSE: @.174684
INFO:flower_server:[Server] Round 5: Aggregated wval R"2: @.771596
INFO:hybrid_encryption_handler:[Server] Encrypted & parameter arrays
INFO:flower_server:[Server] Round 5: Encrypted parameters for evaluation
INFO:flower_server:[Server] Round 5: Test loss: @.358213
INFO:flower_server:[Server] Round 5: Test MAE: ©.483188
INFO:flower_server:[Server] Round 5: Test MSE: 8.358213

INFO:flower_server:[Server] Round 5: Test R™2: ©.641532

o

6 INFO: flower_server:[Server] Round Aggregated train loss: @.852853

o

INFO:flower_server:[Server] Round Aggregated val loss: ©.172858
INFO: flowsr_server:[Server] Round 6: Aggregated wal MAE: 8.314566
INFO:flower_server:[Server] Round 6: Aggregated val MSE: ©.1720858
INFO:flower_server:[Server] Round 6: Aggregated val R~2: 8.774445
INFO:hybrid_sncryption_handler:[Server] Encrypted 6 parameter arrays
INFO:flower_server:[Server] Round 6: Encrypted parameters for ewvaluation
INFO: flower_server:[Server] Round 6: Test loss: ©.356861
INFO:flower_server:[Server] Round 6: Test MAE: ©.482784
INFO:flower_server:[Server] Round 6: Test MSE: ©.356801

INFO: flower_server:[Serwver] Round 6: Test R"2: 8.642814

Table 6.2.3.12.1 Performance Metrics in the Federated Learning Test
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6.3  Project Challenges

This project manages to illustrate a functioning server-side federated learning
(FL) prototype in an edge-cloud setup, and a number of practical challenges were faced
in the process of implementation and evaluation.

Firstly, unavailability of ground-truth dissolved oxygen sensor data. The system
took the pseudo-labels which is the output of the pretrained models as the DO ground
truth on the clients, thus restricting the absolute accuracy and fidelity of the learned
predictor. This is clearly mentioned as the main limitation, and it has direct impact on
validation of models.

Besides, trade-offs of encryptionand assurances oftrust is the second challenge.
Shared-context CKKS hybrid scheme was adopted in order to encrypt parameter
exchanges and still be computationally viable on Raspberry Pi platforms. This makes
less overhead than multi-key HE, but has a trusted-server assumption and open risks in
case the server is compromised. Multi-key or full homomorphic HE was not applied
because it was too complex and too expensive to perform and it is not PyTorch
compatibility.

Third, periodic connectivity. Although a lightweight deep neural network and
encryption scheme was deployed to lower the size of model transmission, it is difficult
to ensure timely round attendanceduring FL particularly in the case of many distributed
farms (geographically) far apart. In addition, periodic connectivity will also influence
the data synchronization from edge to cloud even having the robust data
synchronization technique.

Lastly, sensors variance and data quality. When there is noise in sensors, sensor
drift, and heterogeneity between hardware could also adversely affect the performance

of the model and add biases during federated updates.
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6.4  Objective Evaluation

The project objective in section 1.2 is evaluated against the implementation and
test results.

For the first objective: Enhance and deploy server-side federated learning in an
edge-cloud framework for broader applicability, it is achieved. The containerized
flower server hosted in the AWS Fargate was successfully to coordinate federated
learning rounds with two Raspberry pi clients across different locations then increases
to three clients for testing. It shows that learning is scalable as long as having enough
devices. Besides, the results show predictive improvement as shown in R? metrics in
short runs have obviously improved after six rounds of federated learning, which
indicates a good convergence and learning across heterogeneous ponds by the FedProx
algorithm and implemented deep learning neural network.

For the second objective: refine and implement a flexible, robust data
synchronization mechanism for intermittent networks, it is achieved functionally. The
implemented pipeline that sync data through MQTT Protocol, Lambda to DynamoDB
for online and local sqlite database for offline storage, allows continued storage and
upload data in the intermittent network without data loss. Other than that, the light
weight machine learning model and the encryption technique also assist in data
synchronization in the intermittent network as itreduces the size of model transmission.
The transmission will only need less bandwidth and low latency even in intermittent
network.

For the third objective: improve and implement a secure, efficient, privacy-
preserving edge-cloud framework, it is achieved. The federated learning is conducted
without exposing the clients’ raw sensor data and only involve model parameter
exchange. To further protect the federated learning, shared-context CKKS hybrid
encryption is adopted to protect the FL model parameters from being exposed or
attacked in the transmission to and from server and clients. It also performs round-trip
test to verify each sent and received encrypted model parameters. So, the federated
learning is running securely and efficiently. However, the solution sacrifices some trust
(shared key to trusted server) to be deployed in a resource-constrained client.

Lastly, for the fourth objective: maintain cost-effectiveness and accessibility for

small-scale farmers, is achieved. The architecture uses cost-efficient AWS building
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blocks to build the server which and run on demand and lightweight Shared Context
CKKS Hybrid Encryption.

6.5 Concluding Remark

This project provided a practical and privacy conscious server-side federated
learning prototype of precision aquaculture which incorporates FedProx aggregation,
shared-context CKKShybrid encryption scheme, and MQTT to Lambda to DynamoDB
synchronization pipeline. The system shows that the encrypted federated learning
across raspberry pi edge devices and server hosted in AWS Cloud is feasible as
federated learning test completed successfully with high performance and integrating

encryption approach.

However, to move to production, the important things to take note is a real
dissolved oxygen must be considered to purchase to produce the real dissolved oxygen.
This can improve the modelreliability. Second, also consider to enhance the encryption
technique to apply homomorphicencryptionbutensure the clients havehigh processing

power to handle the large computation.
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CHAPTER 7
Conclusion and Recommendation

7.1 Conclusion

To conclude, this projectsuccessfully developed and implementeda server-side
federated learning framework with high scalability and security using an edge—cloud
architecture which directly addresses the major challenges faced by small-scale farmers
or pond owners seeking to adopt precision aquaculture technologies. These challenges
include high costs, technical barriers, unreliable internet connectivity and data privacy

concerns.

The design for the system architecture integrates numerous elements that run as
a framework with Raspberry Pi devices at the edge utilizing AWS loT Greengrass, a
server in the cloud managed by AWS ECS with Fargate, and Amazon S3 for model and
key management. To locally manage the differences in data distribution among the
various fishponds, the FedProx algorithm was used, while the CKKS-based hybrid
encryption was implemented to keep the original model parameters at edges with only
encrypted model updates being shared. Besides that, a strong data synchronization
pipeline was set up to resolve occasionally interrupted network connections in the rural
farm and model training was planned on a two-weekly basis so as to balance the
freshness of the model, communication costs, and energy consumption. The very first
findings gave the green light to the system’s practicality, revealing efficient gRPC-
based communication, the achievement of the model with gradually declining loss
metrics, as well as the production and handling of the encryption key.

In addition to such technical achievements, the project has its major
implications in the aquaculture industry. It promotes the economic growth of the entire
Malaysia as it allows advanced technologies and privacy-protecting models that are
affordable to small-scale farmers. The privacy protection strategy also enhances the
eagerness of farmers to embrace digital solutions, even though the scalable edge cloud
system is a blueprint on such deployments in other resource-limiting aquaculture or

agriculture environments.

Altogether, the project not only proves that federated learning within an edge -

cloud framework is feasible but also indicates that these systems can break major
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obstacles to the adoption of precision aquaculture. The system enables the small-scale
farmers to enjoy modern predictive and monitoring features and protect control over
sensitive farm data by solving cost, connectivity, privacy issues, and technical

complexity challenges.
7.2 Recommendation

The following recommendations are proposed to outline the direction for future
research and development of this framework, under the pillars of Strengths,
Weaknesses, Opportunities, and Threats (SWOT).

In terms of strengths, this system significantly enhanced the privacy and
security using the lightweight Shared-Context CKKS Hybrid Encryption scheme, the
future development is suggested to continuously benchmark the CKKS scheme to
maintain optimal performance and privacy for resource-constrained edge devices.
Moreover, the system achieved high stability through the implementation of FredProx
algorithm, future research can explore adaptive strategies for the FredProx algorithm
regularisation parameter, allowing the system to dynamically optimise convergence
across diverse farm environments. The proposed scalable architecture relying on cost-
effective AWS services is recommended to be promote as a blueprint for rapid
deployment in other small-scale IoT agricultural applications due to the high resilience
and network stability.

On the other hand, the current weaknesses impacting model accuracy and
system functionality shall also be resolved in the future development. For instance, the
current model comprehensiveness, it is recommended to implement more sophisticated
Machine Learning models capable of processing advanced data to enable behavioural
analysis of fish or prawns and enhance the overall model performance. Furthermore,
the current system suffers from the absence of a dissolved oxygen sensor for collecting
ground truth data. The recommendation is to prioritise the integration of specialised
dissolved oxygen sensors to ensure the predictive model is trained on reliable labels
and significantly improving overall model efficacy. Additionally, due to the technical
difficulty and the chance to degrade the model performance, full homomorphic
encryption is not implemented in the system. Future work may emphasise on this to

solve the issue of model accuracy performance and the computation overhead.
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In terms of opportunities, there are several areas for expansion and
technological growth aligning with the industry needs. First, it is recommended to
expand the model scope to develop advanced predictive capabilities utilising computer
vision data for real-time disease detection and growth monitoring, it helps to provide a
more comprehensive understanding of the aquacultural conditions. This might require
developing specific federated learning workflows focusing on maximising information
extraction while minimising communication overhead. In addition, this proposed
architecture can facilitate broader FL deployment across different agricultural sectors
that are facing the similar data privacy and connectivity issues, it is recommended that
the whole system should be packaged into standardised and easily deployable modules
to facilitate the adoption in other small farming initiatives.

To ensure long-term feasibility of the system, potential risks should be
addressed proactively. For example, the issue of sensor variability and drift can impact
the global model’s stability, it is recommended to be mitigated by sensor calibration
algorithms at the edge level to adjust local models and improve the global model’s
resilience to data quality variances. Lastly, itis strongly suggested to be contend with
the evolving regulatory landscape for data privacy. It is important to follow regulatory
changes and integrate Secure Aggregation techniques together with the encryption to
enhance security guarantees against potential malicious server compromises, thereby
addressing the current “Trusted Server” limitation of the Shared-Context CKKS

approach.
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APPENDIX
Appendix A
A B © D E F G H |
1 created_at entry id temperature ph_value ammonia salinity  turbidity Dissolved Oxygen(mg/L) Nitrate(g/ml)
2 2021-06-15 00:00:05 CET 1889 24 875 843365 0.45842 4.270505 100 4.505 193
3 |2021-06-19 00:01:02 CET 1890 24.9375 8.43818 0.45842 3.82807 100 6.601 194
4 2021-06-19 00:01:22 CET 1891 24.875 8.42457 0.45842 3.986776 100 15.797 192
5 2021-06-1900:01:44 CET 1892 249375 8.43365 0.45842 4.479721 100 5.046 193
6 2021-06-19 00:02:07 CET 1893 24,9375 8.40641 0.45842 2.381299 100 38.407 192
7 2021-06-1900:02:27 CET 1894 24,9375 8.42003 0.45842 3.85126 100 3.862 193
8 2021-06-1900:02:47 CET 1895 24.875 8.43818 0.45842 4.279328 100 2.831 194
9 2021-06-1900:03:07 CET 1896 24,9375 8.42911 0.45842 4.103936 100 5.012 193
10 | 2021-06-19 00:03:27 CET 1897 24,9375 8.42911 0.45842 4.271254 100 2.916 192
11 2021-06-19 00:03:47 CET 1898 24.875 8.43365 0.45842 3.46107 100 17.005 192
12 2021-06-19 00:04:31 CET 1900 24.875 8.48358 0.45842 4.352004 100 6.964 191
13 2021-06-19 00:05:11 CET 1902 249375 8.42911 0.45842 4.489336 100 3.465 187
14 12021-06-19 00:05:59 CET 1903 249375 8.42911 0.45842 4.244237 100 4.319 191
15 2021-06-19 00:06:18 CET 1904 24.875 8.43365 0.45842 3.786726 100 24.266 190
16 2021-06-19 00:06:39 CET 1905 249375 8.42811 0.45842 3.592592 100 25.204 188
17 2021-06-19 00:06:59 CET 1906 24875 842811 0.45842 3.25169 100 22618 191
18 2021-06-19 00:07:19 CET 1907 24875 842511 0.45842 4.364429 100 2.484 191
19 12021-06-19 00:07:39 CET 1908 24.875 8.43365 0.45842 2.878745 100 31.898 191
20 |2021-06-19 00:07:58 CET 1909 24.875 8.43365 0.45842 3.724584 100 23.928 191
21 2021-06-19 00:08:18 CET 1910 24.875 8.44726 0.45842 4.178197 100 4.124 192
22 12021-06-19 00:08:38 CET 1911 24.875 8.42003 0.45842 2.861857 100 38.652 192
23 |2021-06-19 00:08:57 CET 1912 24.875 8.42003 0.45842 4.01385 100 3.465 204
24 12021-06-19 00:09:17 CET 1913 24.875 8.43818 0.45842 4.468699 100 6.592 192
25 2021-06-19 00:09:37 CET 1914 24.875 8.43365 0.45842 2.897241 100 37.925 191
26 2021-06-19 00:09:56 CET 1915 24.875 8.42811 0.45842 4.009667 100 5.612 191
27 2021-06-19 00:10:35 CET 1917 249375 8.42811 0.45842 4.106625 100 4.648 189
28 2021-06-19 00:11:32 CET 1918 24.875 8.44726 0.45842 3.990095 100 13.937 189
20 9001 Ne 1ann-11-R1 AET ia1a N4 QTR o A2010 N ARQAD A YER29D 1nn R 120 1Qa
Processed Sample Collected [oT Pond 1 Data for Pretrained Model (83127 rows)

1 created_at entry id temperature ph_value ammonia salinity  turbidity Dissolved Oxyge Nitrate(g/r
143479|2021-10-10 12:06:36 CET 240601 25.125 -0.1414 49.81033 4.134895 100 3.2 1036
143480/2021-10-1012:10:02 CET 240602 25.0625 -0.1414 37.6209 4.447047 100 3.2 1058
143481/2021-10-1012:10:21 CET 240603 25.125 -0.12325 37.92929 4.294928 100 3.2 1057
143482|2021-10-1012:10:41 CET 240604 25.1875 -0.15048 39.51263 3.652199 100 3.2 1054
143483|2021-10-1012:11:01 CET 240605 25.125 -0.13686 40.16579 4.64252 100 3.2 1050
143484|2021-10-1012:11:20 CET 240606 25.1875 -0.1414 26.39664 4.592255 100 3.2 987
143485|2021-10-1012:11:40 CET 240607 25.125 -0.15956 42.5456 4.491138 100 3.2 1050
143486|2021-10-1012:12:36 CET 240608 25.125 -0.1641 44.89249 3.814151 100 3.2 976
143487|2021-10-1012:14:11 CET 240609 25.125 -0.15048 33.30557 4.196517 100 3.2 1031
143488|2021-10-1012:14:31 CET 240610 25.125 -0.15502 53.71302 4.395842 100 3.2 1030
143489|2021-10-10 12:14:50 CET 240611 25.125 -0.15956 53.71302 5.25749 100 3.2 1029
143490|2021-10-1012:15:10 CET 240612 25.125 -0.13686 34.54133 4.23462 100 3.2 1023
143491/2021-10-1012:16:07 CET 240613 25.1875 -0.15502 53.9394 4.028022 100 3.2 1021
143492|2021-10-1012:16:27 CET 240614 25.125 -0.1414 53.71302 4.590851 100 3.2 1019
143493|2021-10-10 12:16:46 CET 240615 25.125 -0.15956 54.85534 4.502939 100 3.2 1022
143494|2021-10-1012:17:06 CET 240616 25.125 -0.13686 53.9394 4.203235 100 3.2 1015
143495|2021-10-1012:17:27 CET 240617 25125 -0.1414 54.39524 4.44377 100 3.2 1021
143496|2021-10-1012:18:23 CET 240618 25.125 -0.12325 51.29012 4.266088 100 3.2 1023
143497|2021-10-10 12:18:43 CET 240619 25.125 -0.10509 48.37688 4.544337 100 3.2 1023
143498|2021-10-1012:20:16 CET 240620 25.125 -0.12325 53.71302 4.339539 100 3.2 1019
143499|2021-10-10 12:20:36 CET 240621 25.1875 -0.11871 36.41419 4.574079 100 3.2 1015

143500|2021-10-1012:22:47 CET 240622 25.125 -0.15502 60.20627 4.404085 100 3.2 1008

Processed Sample Collected IoT Pond 2 Data for Pretrain Model (172250 rows)

Source:

https://www.kaggle.com/datasets/e81da8b7666dc7af4 1cdc3aa5ef96c5547e41412598a
030f40d444550965e34f/data
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Iimplementing Server-Side Federated
Learning in an Edge-Cloud Framework
for Precision Aquaculture

INTRODUCTION

Precision aquaculture uses smart technologies to monitor pond
environments, but small-scale farmers face:

. High setup costs

. Poor internet connectivity

. Privacy risks
@ Federated Learning (FL) addresses these by enabling model training at
the edge, without sharing raw data.

Architecture Components
e Edge Devices: Raspberry Pi with loT sensors
« Server: AWS ECS Fargate + S3 + MQTT + gRPC
METHODS « FL Algorithm: FedProx
» Encryption: CKKS-Based Hybrid Encryption
e Sync: MQTT — Lambda —> DynamoDB

o Secure aggregation with CKKS worked.

¥ Offline — Online sync worked (SQLite —
DynamoDB).

& Raspberry Pi clients + AWS ECS server ran
successfully.

¥ Model Performance: @ MAE, MSE and I8 R?

RESULTS

DISCUSSION CONCLUSION

o FedProx handles data This project:

heterogeneity (non-11D) o M Implements a secure and scalable

@' CKKS-Based Hybrid Encryption FL framework for aquaculture

ensures privacy - model parameters « M Enables privacy-preserving

never exposed machine learning for model updates
Biweekly model updates strike a *» ™ Develops robust data

balance between accuracy, energy use, synchronization technique
and bandwidth » M Supports small-scale farmers with

Offline-capable: Clients store and low-cost, resilient monitoring systems - ‘

sync when network returns Impact: A step toward sustainable, data-
’ driven aquaculture in Malaysia.
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