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ABSTRACT

This project develops a blockchamased subsidy program delivered as a web application
to enhance the efficiency and transparency of government subsidy distribution. By
leveraging blockchain technology, the system ensures secure and auditable alldcation o
funds, thereby strengthening public trust in subsidy mechanisms.

The research methodology involves a review of existing blockchain applications in the
public sector, followed by phased development using Visual Studio Code, Supabase, and
the Ethereum Sepolia Network. The novelty of this work lies in its integration itipfau
innovations. First, an ERE0 token, MMYRC (Mock Malaysia Ringgit Coin), is created

and airdropped to eligible citizens to demonstrate that the entire distribution process can
be conducted ceohain. Second, eligibility is determined through a -4hdsed scoring
matrix supported by Retrievé@lugmented Generation (RAG), providing decisions that are
both transparent and explainable from government datasets. Third, lightweight Al agents
(smolagents) implement a dumhalysis framework that combines theA®-based
approach with a formuldriven burden score, allowing for systematic comparison between
interpretability and flexibility in eligibility determination. Finally, zekmowledge proofs
(ZKPs) are explored as a privapyeserving mechanism, enablingzens to prove their
income bracket (B40, M40, T20) without disclosing precise income data. A mock trusted
setup with the Inland Revenue Board of Malaysia is used to verify digitally signed income
information, ensuring authenticity while preserving peciva

The expected outcome is a fully functional prototype web application that reduces
administrative overhead, improves the auditability of subsidy allocation, and enhances the

effectiveness and public legitimacy of government subsidy programs.

Area of Study (Maximum 2Blockchain Development, Retreival Augmented Generation
Keywords (Mnimum 5, Maximum 10Q: Blockchain Subsidy Program, Solidity, Merkle

Airdrop, Zero-KnowledgeProofs Multi-Agent Framework, smolagents

Bachelor of Computer Science (Honours) iv
Faculty of Information and Communication Technology (Kampar Campus), UTAR



TABLE OF CONTENTS
TI TLE PAGE |
COPYRI GHATEMENT |

ACKNOWLEDGEMENTS (.

TABLE OF CONTENTS \%
LI'ST OF FI GURES VIl
LI'ST OF TABLES X1
LI'ST OF SYMBOLS X1
LI'ST OF ABBREVI ATI ONS X1V
CHAPTER 1 15

| NTRODUCTI ON 15
1.1  Problem Statement and Motivation 15
1.2 Research Objectives 16
1.3  Project Scope 16
1.4  Impact, Significance, and Contributions 17
1.5 Report Organisation 18
CHAPTER 2 19
2.1 Introduction to Blockchain in E-government services 19

2.1.1 Blockchain Based DBT (Direct Benefit Transfer System) in India 19
2.1.2 BlockchainrBased Optimization of Electric Motorcycle Subsidy Distribution in

Indonesia 21
2.2  Overview of RetrievakFAugmented Generation (RAG) 24
2.2.1 Methodologies and Techniques in RAG 25
2.2.2 Study on applications of RAG 26
2.2.3 Comparative Analysis of RAG Applications 28
Bachelor of Computer Science (Honours) Vv

Faculty of Information and Communication Technology (Kampar Campus), UTAR



2.3 Multi -Agent Frameworks for Efficient Data Transfer and Token
Optimization: A Literature Review
2.3.1 Overview of Selected Frameworks
2.3.1.1 Optima: TrainingBased Optimization Framework
2.3.1.2 MetaGPT: WorkflowStructured Pipeline Framework
2.3.1.3 CAMEL: Autonomous Cooperation Framework
2.3.2 Comparative Analysis

2.4  Zero-Knowledge Proofs in BlockchainBased Data Trading
2.4.1 Technical Architecture and Performance Analysis
2.4.2 Conclusion and Future Assessment

CHAPTER 3

3.1 System Design Diagram
3.1.1 System Architecture Diagram
3.1.2 Use Case Diagram and Description
3.1.3 Activity Diagram

CHAPTER 4
4.1  System Block Diagram

4.2  System Components Specifications
4.2.1 Dual Analysis Architecture
4.2.2 Formula Analysis (Burden Score Analysig)lathematical Framework
4.2.3 Mock LHDN API Service
42.4 Zeroknowledge Income Verification Flow, Block Diagram
Phase 1: Setup Phase
Phase 2: Income Verification
Phase 3: Proof Generation
Phase 4: Verification

4.3  Circuits Design (ZK-SNARK)
4.4  Full Agentic Flow

45 MMYRC Token Creation and Claiming Process

CHAPTER 5
5.1 Hardware Setup

5.2  Software Setup
5.2.1 System Prerequisites

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR

30
30
30
33
34
36

38
41
42

4 4

44
44
46
51

54
54

56
56
59
69
71
72
73
73
74

75
81
86

91
91
92
93

Vi



53  Setting andConfiguration 93
5.3.1 Files for reference in this section 94
5.3.2 Data Cleaning for Malaysian Household Income and Expenditure Survey
(HIES)95

CHAPTER 6 97
6.1 System Testing and Performance Metrics 97
6.1.1 User Layer System Testing 97
6.2 Testing Setup and Result 103
6.2.1 Airdrop MMYRC Token Setup and Result 103
6.2.2 Analysis 111
6.2.3 Zero-Knowledge Income Bracket Verification Process 113
6.3  Project Challenges 115
6.3.1 Concern on agentic framework when processing tasks 115
6.3.2 Multilingual Document Processing 116
CHAPTER 7 117
7.1  Conclusion 117
7.2  Recommendation 118
REFERENCES 120
APPENDI X 126
Bachelor of Computer Science (Honours) Vii

Faculty of Information and Communication Technology (Kampar Campus), UTAR



LIST OF FIGURES

Faculty of Information and Communication Technology (Kampar Campus), UTAR

Figure Title Page
Number
Figure 2.1 Problem with the DBS System 20
Figure 2.2 Event Flow of New Implementation 20
Figure 2.3 Current Electric Vehicle Subsidy Distribution with 22
Centralized Database
Figure 2.4 Proposed Framework with Blockchain Decentralization 23
Figure 2.5 Workflow for a Regulatory Document using RAG 27
Figure 2.3.1.1 Proposed MethoWisualization for Optima 30
Figure 2.3.1.2 Monte Carlo Tree Search Process Visualization 31
Figure 2.3.1.3 Diagram of Software Development SOPs between MetaG 33
and ReaWorld Human Teams
Figure 2.3.1.4 Example Architecture Diagram of the Communication 35
Protocol
Figure 2.3.1.5 Inception Prompt of Al Society Roelelaying 36
Figure 2.3.1.5 HumanEval for Various Models 36
Figure 2.4.1 System Model 39
Figure 2.4.2  Sequence Diagram 39
Figure 3.1 System Architecture Diagram 44
Figure 3.2 Use Cas®iagram 46
Figure 3.3 Activity Diagram 51
Figure 4.1 System High Level Block Diagram 54
Figure 4.2 Smolagents Service Block Diagram (Port 3003) 56
Figure 4.3 Detailed Flow of the Dual Analysis Architecture (1) 57
Figure 4.4 Detailed Flow of thédual Analysis Architecture (2) 58
Figure 4.5 Simplified Flowchart for Conceptual Formula Analysis 65
Framework
Figure 4.6 Complete Comparison 66
Figure 4.7 Mock LHDN API Service Block Diagram (Port 3001) 69
Bachelor of Computer Science (Honours) viii



Figure 4.8
Figure 4.9
Figure 4.10
Figure 4.11
Figure 4.12
Figure 4.13
Figure 4.14
Figure 4.15
Figure 4.16
Figure 5.1
Figure 5.2
Figure 6.1
Figure 6.2
Figure 6.3
Figure 6.4
Figure 6.5
Figure 6.6
Figure 6.7
Figure 6.8
Figure 6.11
Figure 6.12
Figure 6.13
Figure 6.14
Figure 6.15
Figure 6.16
Figure 6.17

Figure 6.18
Figure 6.19

Zero-Knowledge Proof System Sequence Diagram
ZK Circuit Service Block Diagram (Port 3002)

ZK Circuit Component Diagram

Full Agentic Flow Sequence Diagram

Smolagent using LiteLLMModel Inference Model
An Smolagent Class Initialization Parameters
Deployment and Setup Phase Sequence Diagram
Unix Timestamp for the Year 2035

Citizen Interaction Sequence Diagram

Original Table

Table after Data Cleaning

Login Page

Signup Page

Admin Dashboard

Citizen Management Page

Upload Documents for RAG Page

Application Settings PageMinting MMYRC Tokens

Application Settings PageSetting the Application Deadline

Analyzing for Citizen
Citizen Dashboard View

Citizen Application Form View

Citizen Application Form Viewi IC Verification from LHDN

Citizen Application Form View
Income Verification with ZK Process Listed View

Income Bracket Proven View

Submit Button Disabled if Income Verificatidtha s n 0 t

View

71
72
75
81
84
85
87
88
89
96
96
97
97
98
98
98
99
99
99
100
100
101
101
102
102
102

Citizen Dashboard Update if Application Deadline Passed 103

Citizen Application Form Submission Disabled if Applicatic 103

Deadline Passed

Bachelor of Computer Science (Honours)

Faculty of Information and Communication Technology (Kampar Campus), UTAR



Figure 6.20

Figure 6.21
Figure 6.22
Figure 6.23
Figure 6.24
Figure 6.25
Figure 6.26
Figure 6.27
Figure 6.28
Figure 6.29
Figure 6.30
Figure 6.31

Figure6.32

Figure 6.33

Figure 6.34
Figure 6.35
Figure 6.36
Figure 6.37
Figure 6.38
Figure 6.39

Figure 6.40
Figure 6.41
Figure 6.42
Figure 6.43
Figure 6.44

Generating EVM Compatible Wallet via Python Script by 103
Tnodes on Github
Adding Wallet into MetaMask for Further Tracking Status 104

Getting SepoliaETH from Google Cloud Provider 104
Successfully Transfer 0.05 SepoliaETH 104
Admin Wallet Showing Funds from Google Cloud 105
MMYRCToken.sol Deployment Parameters 105
Contract Deployment on Sepolia Testnet 106
SubsidyClaim.sol Deployment Parameters 106
Successful Deployment for Subsidy Claim Contract 107
Converting Wei to Ether 107

Mint 100,000 of MMYRC Token (10% of Total Supply) 107
Successfully Minted 100,000 MMYRC via Owner Address 108
(0x22¢é. 5ABD)

Setting Allocations for Airdrop to Citizens (1,000 MMYRC 108
Each)

1000 * 1e18 has been Allocated to the Wallet Address 108
from .csv

Citizenbs View after Connel09

Citizen Accepting Token frorivletaMask View 109
Frontend Update Status 110
Met aMask View (1000 MMYRC) 110
Via Formula Analysis 111

CLI View for Smolagents to Reason a Particular Citizen vi 111
LiteLLMModel

CLI View for Smolagents Reasoning Output 112
Score Comparison View when Score Differ > 5 112
Score Comparison View whenll3
Backend Log while Calling /api/verifjncome 113

Backend Log for Generating rlcs File, sym, and .wasm Fi 113

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR



Figure 6.45 Backend Log

Figure 6.46 Backend Log

Figure 6.47 proof.json

Figure 6.48 Income Bracket with Flags (Total 12), public.json

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR

114
114
114
115

Xi



Table Number
Table 2.1

Table 2.2

Table 4.1
Table 5.1
Table 5.2
Table 5.3
Table 5.4
Table 5.5

Title

LIST OF TABLES

Comparison of the Strength and Weakness betweer 2 9
RAG Application
Multi-Agent Framework Comparison for Citizen Dat. 37

Reasoning Tasks

Scenario Comparison Table 66
Specifications of Computer 91
Specifications of Laptop 91
Software Components List 93
Environment Variables List 94
List of files/tables for RAG 95

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR

Page

Xii



\4"

5@ 18(@ 610 =0

LIST OF SYMBOLS

Finite fields

Polynomial equation over finite fields

AR Target polynomial
AW Quotient polynomial
O Elliptic curve
o'®) Finite field
O Base point of elliptic curve
€ Order of base point G
Qo6 Buyerds private key
06 Buyerds public key
i Random seed for public parameters
O Public parameters derived from random sieed
o i ¢ 0. 0axe Proving key
0 Q1 QOO Q¢ ¢ Verification key
0 Sell erds computation
wQ Inputs
®"Q Auxiliary values
ko) Random integer for ECC encryption
wl(ad, ¢i) Component of ciphertext
w2(62, uR) Component of ciphertext
0 Ciphertext (from symmetric key encryption)
o] Proof
00 Adult Equivalent
0_® Weight for additional adults
0 Weight for children
Oi 0 W0 Q State income lookup value
oY Burden Ratio
“9“ Q“ 06 Three main proof elements in Groth16
i) Bilinear pairing function
| 1,7 Public verification parameters
_ Linear combination opublic inputs with verification ke
0 Qw elements
Bachelor of Computer Science (Honours) Xiii

Faculty of Information and Communication Technology (Kampar Campus), UTAR



PADU
DBT
PDS
OTP
RAG
LLM
MMYRC
ZKPs
LHDN
ERG20
Al
SOPs
QAPs
ECC
loT
CID
EVM
API
JSON
BaaS
NoSQL
VS Code
IDE
JWT
HIES
DOSM
SLRs
DSL

LIST OF ABBREVIATIONS

Pangkalan Data Utama

Direct Benefit Transfers

Public Distribution System

OneTime Password

RetrievalAugmented Generation

Large Language Models

Mock Malaysia Ringgit Coin
Zero-Knowledge Proofs

Lembaga Hasil Dalam Negeri (Inland Revenue Board)
Ethereum Request for Comments 20
Artificial Intelligence

Standardized Operating Procedures
QuadraticArithmetic Programs

Elliptic Curve Cryptography
Internet of Things

Content Identifier (implied)

Ethereum Virtual Machine (implied)
Application Programming Interface
JavaScript Object Notation

Backend as a Service

Not Only SQL

Visual Studio Code

Integrated Development Environment (implied)
JSON Web Token (implied)

Household Income and Expenditure Survey
Department of Statistics Malaysia
Systematic Literature Reviews

DomainSpecific Language (implied)

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR

Xiv



CHAPTER1

CHAPTER 1

INTRODUCTION

Malaysiaintroduced Pangkalabata Utama (PADU) system for centralization of data for
efficient provision of services, with serious weaknesses hindering its efficiency.
Inconsistency in data and delayed services are results of data silos among government
departments, hindering inteqErtmental coordinationlp]. The centralized system for
PADU's framework is open to security vulnerabilities, with 5,8¢@ersecurity incidents
reported in 2023 alone in Malays(]. Lack of an immutable audit trail also compromises
tracking fund disbtsements, eroding trust as well as transparency in data management by
the state. The system also does not provide control by citizens over personal infgrmation
which further erodesust in state data management. These concerns mandate the adoption
of a secure, transparent, and efficient fund disbursement system by the state, including
welfare and subsidies funding.

These challenges can be addressed by implementing blockchain technology on PADU to
create an open, secure disbursement protocol. Blockchain's distributed ledger ensures
consistency in data across agencies and minimizes exposure to vulnerabilities iisedntra
systems 21]. Smart contracts provide rulased automatic disbursement with less fraud
and administrativeosts Blockchain's unalterable records also provide an auditable trail

of events, establishing civic trust through transparent tracing o$ flinds project, through
integration of blockchahbased disbursement, aims to take PADU into the future, with

secure, efficient, and citizesenteredielivery of services.

1.1 Problem Statement and Motivation

Government subsigation systems play an essential role in assisting citizens, but their
administration is often characterized by inefficiency, framsparency, and vulnerability

to corruption. Traditional mechanisms use centralised databases as well as human
mediated proceses, which have the potential to hide fund flows as well as erode trust in

public processes. Irregular fund disbursements were reported in some public projects in the
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CHAPTER1

past, leading to calls for more responsible systems [1]. The background for this project was
to break away from such constraints with the use of blockchain technology, which could
offer decentralised, irreversible as well as 1sexretive recortteeping. hrough the
implementation of a web application that utilises the blockchain systempribject
endeavoured to ensure subsidisation grants were issued in security as well as openness, in

the process creating more public confidence in governmental precesse

1.2 Research Objectives
The project was guided by the following objectives:

1. Todevelop a quantization method to synthesize government policy using RAG and
LLM to determine eligibility for subsidies

2. To implement an ERQ0 token, nametMMYRC (Mock Malaysia RinggitCoin),
for airdropping funds to eligible citizens.

3. To integratesmolagents(a agentic framework) into a dualanalysis framework
that combines formulbased burden scoring with RAlased reasoning, enabling
comparison between interpretability and flexibility in eligibility assessments.

4. To explore the use akero-knowledge proofs (ZKPs)in a mock trusted setup with
LHDN, allowing citizens to prove their income bracket (e.g., 840 M40-M1,
T20-T1) without revealing exact income values, thereby ensuring privacy
preservation.

5. To eval uate t he applicationods ef fecti

traceability of funds compared to existing systems.

These goals, which are in line with the primary objective of modernizing public sector
financial systems, were developeddeliver the fundamental concerns of security and

transparency in the distribution of subsidies.

1.3  Project Scope

The project was developed using Visual Studio Code, with Supabase as thsopen

database platform, and deployed on the Ethereum Sepolia testnet to power a bleckchain

Bachelor of Computer Science (Honours) 16
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CHAPTER1

enabled web application. The primary goal was to deliver a working prototype that rewards
eligible users withMMYRC tokens based on subsidy eligibility determined through a
RetrievalAugmented Generation (RA@)ased scoring matrix.

In addition, the project integrates a daalalysis framework using smolagents, where a
formula-based burden score is compared with the R8ed analysis to highlight the
tradeoffs between transparency and flexibility in-@liven governance systems.

A further exploratory component involved the use of Azerowledge proofs (ZKPs) in a
mock trusted setup with LHDN, enabling privapgseserving verification of income

brackets without exposing exact income data.

1.4  Impact, Significance, and Contributions

The significance of this project lies in its potential to transform government subsidy
allocation by introducing an open, transparent, and secure distribution system. Through a
blockchainbased web application, every transaction is immutably recordedpoibli

ledger, reducing reliance on intermediaries, minimizing the risk of fraud, and strengthening

public trust in the integrity and efficiency of government processes.

A key contribution of the project is the implementation of an ERGokenMMYRC, as
a digital representation of subsidy funds, enabling direethain airdrops to eligible
citizens. This was coupled with a novel eligibility assessment framework that integrates a
rule-based scoring matrix supported by Retriedkagmented Generath (RAG). To
further enhance accountability, the system incorporates smolagents in-andlyais
architecture that compares formidased burden scoring with RAlased reasoning

offering both interpretability and flexibility in decisiemaking.

In addition, the exploratory use of zétnowledge proofs (ZKPs) demonstrated a pathway
for privacy-preserving subsidy systems, where citizens could prove their income bracket
(e.g., B40, M40, T20) without disclosing exact income data, using a mock teettqu

with LHDN. This forwardlooking component highlights how subsidy distribution could

balance transparency with individual privacy in the future.

Bachelor of Computer Science (Honours) 17
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The projected impact of this work extends beyond the prototype, providing aqgfroof
concept that can inform future digital governance initiatives. By combining blockchain,
Al-driven reasoning, and privag@yeserving technologies, the project contributesodel

for auditable, efficient, and citizerentric public fund management that could be adapted

to broader ggovernment applications.

1.5 Report Organisation

This report is organized into six chapters.

Chapter 1 introduces the project by outlining the problem statement and motivation,
objectives, project scope, significance, and contributidfext, Chapter 2 provides a
review of relevant literature, focusing on blockchain applications in the public sector,
RetrievatAugmented Generation (RAG) methods, and existing systsnsknowledge

in production level implementation, agsing their respective strengths and limitations.
Chapter 3 details the proposed system methodology, including the overalkcttokeit
design diagrams, and activity flows that form the foundation of the development process.
Chapter 4 then presents the system design in greater depth, describing the system block
diagrams, component specifications, and interactions between modatdsiino provide

a clear reference for reproducibility. Chapter 5 discusses the implementation of the system,
covering the development environment, configuration steps, system operation with
supporting screenshots, and the challenges faced during impétimenChapter 6
evaluates the completed system, reporting on testing results, performance metrics, and
project challenges, while also assessing how effectively the objectives were achieved.

Chapter 7 will be the conclusion and recommendation discussed.

Bachelor of Computer Science (Honours) 18
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CHAPTER 2

CHAPTER 2

LITERATURE REVIEW

2.1  Introduction to Blockchain in E-government services
Blockchain technology was touted to be a revolutionary instrument-fmvernment

services due to its transparent, immutable, and decentralized nature. The aspect that it was
able to enhance data integrity, reduce corruption, and establish mutualtinesrbpeople

and governmental institutions made it a suitable one to be adopted in public sector
operations [1]. Two studies were presented within this section that provide a holistic view
to the potential and limitations of blockchain withigevernmensystems andstablished

a foundation for its adoption in subsidy distribution schemes.

2.11 Blockchain Based DBT (Direct Benefit Transfer Systemin India
In the initial paper, where the government of India transfers approximately US$60 billion

in welfare subsidigs specifically under the Public Distribution System (P®%yound

40% gets wasted due to corruption or is squandered [2]. To avoid this, the gerernm
introduced Direct Benefit Transfers (DBT) in 2013, where transfer happens by accounts in
a bank and Aadhaar to be used as proof of identity. The concept of DBT is to reduce the
need for intermediaries and make the system more accourib@sigite thisthe system

still lags behind in not having the capability of audit, poor money management, and over
reliance in undedeveloped rural banking channelis suggests th#hereis going to be

a higher cost of opportunity of transferring money compared to directly purchasing
subsidized foodgrains at a nearby costlier shop [3]. The paper proposes a blebksedin
system where smart contracts and Aadhaar are leveraged to maldy qudnament

automatic. Aadhaas a national identity to all residents of ladi
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Figure 2.1Problem with the DBS Systdj
The abovdigure showstie original process required beneficiaries to purchase cylinders at

full price, visit bank branches with proof of purchdsenundergo manual verification
before receiving subsidy reimbursements.
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Figure 2.2 Event Flow of neimplementatiorjl]

The new blockchaibbased system allows beneficiaries to make direct orders to gas
agencies with OTfonfirmed orders, pay only the subsidized price upfriben get

delivery with Aadhaar ID and an additional OTP. This kind of disintermediation obviates
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bank visits and manual verifications and reimburses gas agencies directly via smart
contracts over a permissioned blockchain upon confirmed successful delivery.

However, he prototype creatdaassomelimitations that stand in the way of harnessing

the full potential of the systenfrirst the Aadhaabased dependence of the system as a
sole identifier excludes the people without an Aadhaar ID, a severe limitation in universal
availability of benefitsSecondguestiongegardingto the performance scalg arelikely

to be an issue in the futudeie to the nature dflockchain trilemmad4.

2.1.2 Blockchain-Based Optimization of Electric Motorcycle Subsidy Distribution
in Indonesia

The subsidized electric motorbike sales in Indonesia that were researched by Santoso were
very problematic since they relied upon a centralized platf&mThe research issue
raised, the proposed solution presented with the help of blockchain, and its framework of
implementation are discussed here in a critical manner with the help of a case study to
demonstrate improvement in efficiency, security, anaisfparency.

The subsidy system of Indonesia existed under a centralized form with numerous
inefficiencies and faults:

1 Corruption and Fraud : Manualprocedures of motorcycle dealership verifications
allowed price manipulations and misrepresentations, compromising the subsidy
program integrity 9.

1 Inefficiency: The use of manual checks and batch government payments resulted
in significant delays, with applicants waiting for verification and dealers waiting
for payment $].

1 Security Vulnerabilities: There were centralized applicant databases under threat
of cyberattacks, a matter of concern with the increased rate of such breaches in

Indonesia ).
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Figure 23 Current electric vehicle subsidy distributievith centralized databadé]

To resolve such issues, a blockchbased system was suggested to decentralize the
subsidy distribution processThe solution made use of blockchain's inherent
characteristiod decentralization, immutability, and transparehdp construct a more
resilient system. The essential parts of the solution {&ére

91 Decentralized Marketplace The subsidy beneficiaries had a platform online
where they could validate their eligibility, upload their documents, and purchase
motorcycles, reducing direct contact with the dealers and the risk of fraud.

1 Smart contracts. Automatic release of funds and approval, paying swiftly and
accurately without any humans involved. As soon as purchase and delivery were
established, the subsidies were paid to the dealers in real time.

1 Data Security. Transaction data was hashed with the usage of-35Aand
distributed to various nodes, becoming more resistant to -@ttsmks and
tampering.

1 Third -Party Integration: A payment gateway allowed for fiat (rupiah) settlement,

compliant with Indonesia's regulatory framework and precluding cryptocurrencies

use.
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Figure 24 Proposed Framework with blockchain decentralisafioh
One thing that is worth mentioning is on tpeoposedframework uses blockchain
technology to streamline the subsidy distribution for electric motorcycles. The government
first compiles a list of eligible subsidy recipients and securely stores their data on a
decentralized blockchain system. Applicants casckhheir registration status and submit
documentsvia mobile application owebsite which a verification team reviews. Once
vali dated, the recipientédés subsidy eligibil
to purchase subsidized motorcycles from registered dealers, who receive automated
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notifications to prepare and deliver the vehicle. Transactions and complaints are logged in
the systemthus ensuring transparency. Aftéhe motorcycles arrived and there is no
complaint in7 days funds are disbursed automaticallyice already been verified initially

by the smart contracAt last, dealers get funds via bank transfer.

However, because the framework was distributed, it required a strong infrastructure, which
increased computing costs. This was a t@ifiéor increased security and trust [4]. The
potential of blockchain technology to revolutionize subsidy distributianhighlighted in

this case study, which is consistent with larger goals of using technology to implement

public policies in Indonesia.

2.2  Overview of RetrievakFAugmented Generation (RAG)
RetrievalAugmented Generation (RAG) was created to avoid the limitations of large

language models (LLMs) such as relying on-fregned static knowledge and producing
factually wrong or hallucinative respons&$. [The model pairs LLMs with external data

to facilitate realtime retrieval of knowledge that depends on content to enhance accuracy,
relevance, and contextualization of produced ®tlThe advantage of RAG is that it can
leverage recent and expert knowledge without retrainingribéel andthus make the

model useful in knowledgkeavy tasks7].

The RAG process involves three phases: retrieve, augmentation, and generate. In the
retrieve step, relevant documents or data are fetched from outside storage based on a query
made by the user. Augmentation blends this with the query to create a mase prenipt,

to which the LLM later creates a logical resporje The process ensures that responses
are based on verifiable evidence, promoting traceability and credil@lithe example

is in the use ofjovernment policy analysis, where RAG can extract precise clauses within
subsidyeligible PDFs to provide precise eligibility criteria, addressing the issue of
transparent and precise allocation of furity.[

RAG's versatility is evident in its application in a vast range of domains beginning with
code synthesis and scholarly research to processing legal docud@niss[ability to
process complex documents, such as government policies, makes it a core utility for public
sector use enhancements, particularly for blockebhased subsidy systems where

audibility and openness are criticall].
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2.21 Methodologies and Techniques in RAG
RAG relies upon cuttingdge methodology in its data retrieval, augmentation, and

generating processes, designeavtok with varying sets of data, like government policy
PDFs.

Retrieval

Fill in the blanks is done by retrieving the relevant documents from external knowledge
bases. Sparse retrievers and the dense retrievers, such as the popular BM25 and BERT
based ones respectively, retrieve by semantic similarity and contextual relevance
respectively 9]. Optimisation such as query expansion and indexation hierarchies improve
the correctness of search retriev@). [For dense jargon and documdike format of
government policy PDFs, hybrid search with keyword and vdideed approaches
improves the efficacy of retrieval®]. For example, a question of subsidy eligibility can
retrieve the relevant passages of a policy PDF by finding exact jargon and semantic
meaning matchl3].

Augmentation

Augmentation supports the user query with obtained text to create an informative prompt
to the LLM. One basic technique is concatenatio(retfieved documents +query) [9].
Advanced approaches, such as iterative retri@aaistruct prompts around intermediate
output, while modular enrichments, such as the Memory module, provisionally roll back
retrieval upon text produced by the LL8]]In subsidyeligible PDF processing, recursive
retrieval within clauses, definitions, and footnotes secures accurate inclusion of complex
policy data within the prompfLfl].

Generation

The expanded prompt is rendered into a coherent answer by the generation stage. The
closedsource versions, i.e., GPI and the opesource counterparts, i.e., T5, are
employed to strike a balance between efficiency and efficglcyrinovations like post
retrieval reranking are employed by RAG paradigms, i.e., Naive RAG, Advanced RAG,
and Modular RAG, to rank the relevant contdéjt Application use cases in governmental
policies require generation to provide legally correct responses, wittufimegor custom

LLMs to meet the complexities of regulatory demarfl]s [
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Fine-tuning and compression of the context solve issues of relevance and redundancy and
enable efficient processing of large policy documeiis Combined, the two methods
enable RAG to offer faster and more accurate knowledge retrieval that is critical in
blockchainbased subsidy schemesavehaving policy information readily available in

real time enhances transparenty]]

2.22 Study on applications of RAG
RAG's utility is evidenced by its applications and ongoing evolution within particular areas

related to subsidy schemes and public policy.

1 Code Synthesis
Jansi Rami et al.'sesearch paper demonstrated the capability of RAG to extract
appropriate code snippets from outside sources to generate contextualized codes
that ease software development and reduce ert6tsThis functionality can be
customized to develop blockchaased applications for providing a basic
template of Solidity source code, still have to need of human intervention, but it
took lesser time to develop. It can also facilitate secure and transpande
execution to enable the disbursement of subsidies.

1 Systematic Literature Reviews (SLRS)
Han et al. have suggested an RA&ed framework to automate SLRs,
encompassing literature searching, screening, data extraction, and synth@kizing [
This framework enhances the efficiency and quality of academic research and
supports a template to be created to analyze policy where RAG can synthesize
regulatory materials to guide subsidy program design.

1 Legal and Policy Documents
As limited research in RAG has been done on subsidy PDFs, applications to real
world legal document processing provide interesting observations. There's a worth
mentioningwork which is done by Chung and Yang, demonstrated a 1guaph
multi-agent RAG system parsing a Malaysian Central Bank policy PDF with

recursive retrieval applications to clauses, definitions, and footries [
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Natural Language
A, Extract Document Query
Structure \ J
B. Create Chunks separated e -
by Document Structure -
- Query: How can the Board and
the CCO manage control funclions?

P &
[ WhyHow. Al KG

Legal Document Reducto ‘ - Llamitll::enx&Nnde
C. Create a Lexical Graph L Retriever
< - of Document Structure N
D. Create Chunks and tie it G. Vector Search returns chunk
to the Lexical Graph Nodes answer that has a Fooler note.
E. Create a Definition Graph H. Footer says to
Refer to Para 7.3 and 7.4'
F. Import Graphs into WhyHow. Al ‘
I's ~ {Multi-Agent system |
K. Final answer is summarized and Answer (Query, Router.
checks are made that no further Construction -— Recursive Retrieval
traversals are needed Agent with OpenAl Agents) with
~— LangGraph

I. The Chunks associated with -
Para 7.3 and 7.4 are retrieved

J.In Para 7.4, a reference to Para 9.1 is
detected and Para 9.1 is retrieved
1o be included in the answer

Figure 2.5 Workflow for a regulatory documensing RAJ 11]

This applies directly to subsieligible PDFs where precise extraction of eligibility
requirements and regulatory content are essentiedigparent disbursal of funds.
RAG, e.g., can extract subsidy conditions from PDFs issued by the government to
enable a blockchaibased system by defining the eligibility logic (such as age,
income threshold, residency) as parameters or rules that eatbeed in a smart
contract.

1 Answering and Multimodal Tasks
RAG's applicability in opemlomain questioranswering allows it to retrieve real
time facts to respondith andthus surpasses standard LLMs in knowletligeed
applications §]. Multimodal applications like addressing images or tables within

policy PDFs also make RAG more effective in @oeknd policy analysisg].
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2.23 Comparative Analysisof RAG Applications
To give a fair presentation of RAG's versatility, this section contrastbahefits and

limitations of different applications of RAG, with the suggested application to subsidy

qualification conditions. The highlights of every application are presented below in the

table:
Application Ref. Strengths Weaknesses
Code Synthesis| [10] 1 Retrieves relevant code 1 Struggles with niche
snippets languages
1 Generates contexdware 1 Dependent on repositor
scripts quality
1 Streamlines software 1 Risk of outdated code
development
S_ystematic [9] Automates SLR proces 1 May miss emerging
Literature :
Reviews Enhances accuracy in research
research synthesis 1 Requires careful
1 Adaptable to various calibration
domains 1 Limited to textbased
data
Legal and| [11] 1 Processes complex leg 1 Struggles with
Policy texts ambiguous language
Documents 1 Extracts specific clause 1 Needs domakspecific
accurately fine-tuning
1 Aids in transparent fung 1 Computationally

distribution

intensive
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Question
Answering and
Multimodal

Tasks

[8]

Retrieves reatime data
for accurate responses
Handles multimodal
data

Surpasses traditional
LLMs in QA

May retrieve irrelevant
data

Increased complexity
with multimodality

Data privacy concerns

Application for
Subsidy
Eligibility
Criteria

(proposed)

Tailored to specific lega
documents

Generates actionable
outputs (scoring matrix,
logic functions)
Enhancegransparency

in eligibility decisions

Requires accurate
retrieval from complex
documerd

May need domain
specific LLMs
Complexity inprompt
engineering while
generatingscoring

rubric based othe

insights ancdembeddings

Table 21 Comparisorof the strength and weakness between Rp@ication
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2.3 Multi -Agent Frameworks for Efficient Data Transfer and Token Optimization:
A Literature Review

This literature revievstudy onthree significant multagent frameworks frorthe pastwo
yearsthat researchadvance data transfer mechanisms and token consumption efficiency.
The selected papers represent cutBdge approaches addressing the fundamental
challenge of balancing coordination effectiveness with communication efficiency in

distributed Al systems.

2.3.1 Overview of Selected Frameworks
The analysis focuses on Optina3], which achieves dramatic token reduction through

training-based optimization; MetaGPB4], which implements structured workflows for
efficient coordination; and CAMEL K, which enables autonomous agent cooperation
through roleplaying mechanisms. These frameworks represent complementary
approaches to addressing the fundamental challenge of balancing coordination

effectiveness with communication efficiency in distributddsystems.

2.31.1 Optima: TrainingBased Optimization Framework
Optima introduces an iterativgenerate, rank, select, and trainparadigm specifically

designed for LLMbased multagent systems3f].

r A 4 N A

1. Generate SFT Data Generation MCTS-Inspired 4. Train

DPO Data Generation SFT Training DPO Training
b Q
8’0 Q‘g - PR
o
Q °
Agent Chat % 195
g O O

A J
( 5 lect )

2. Rank SFT Data Ranking ~ DPO Data Ranking OPTIMA 3. Selec - -

M~ | SFT Dafa_ Selection  DPO Data Selection

Base Model ',‘:'0 :
Language Modeling Loss VAL

Task Metric

=~ )

| B = Reask — Maken Roken + 5 |

1 Rios | 7~ = @)

~~ Reward Funcfion ©
L. S . S
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Figure 2.3.1.1 Proposed Method Visualization @pgtima [33]

The framework employMonte Carlo Tree Searchinspired methodology[36], treating
conversation turns as tree nodes in an optimization space. This appobaciybalances
task performance effectivenegeken consumption efficiencygut alsocommunication
readability through anified reward function as shown in Figure 2.3.1.The system
implements enhanced communication protocols with sophisticated filtering mechanisms
that eliminate redundant communications while preservasgential taskelevant

information.

Repeated X times

_( Selection H Expansion }—){ Simulation }—»{ Backpropagation

/\ /,-/\_/O

Figure 2.3.1.2 Monte Carlo Tree Search process visualiz§86h
The framework achieves remarkable efficiency through three key innovations. Dynamic
pruning networks enable retine elimination of lowvalue communication pathways,
while rewarddriven optimization explicitly penalizes unnecessary token consumption.
Information density maximization techniques pack maximum semantic content into
minimal token sequences. Experimental validation across multiple LLM architectures
including Llama38B and Qwen2&52B demonstrates consistent efficiency gains,
achieving up ta2.8x performance improvement while consuming less than 10% of

baseline tokenson informationintensive tasks33].
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2.31.2 MetaGPT: Workflow -Structured Pipeline Framework
MetaGPT implements an assemtifye approach to software development by embedding

Standardized Operating Procedures (SOPSs) into its prompt sequences.

MetaGPT Agents Collaboration with Developing SOP

One-line requirement

1/5
Define Werite a classic and
- simple Flappy Bird

game.

Planning

2/5 A4
Design

Boss makes acceptance
check and payment

Meta Programming

3/5
Plan&Code Pretty good ! I can
directly use the
interface and
- keyboard to play
4/5 Flappy Bird.
Test

- L0
55 T {i

Figure 2.3.1.3iagram ofsoftware development SOPs between MetaGPT and real

:

1

1
QA Engineer W
Acceptance Check

world human teamf34]
Specialized roled such as product manager, architect, engineer, and, téstseare all
assigned to distinct agerdsid interactions are coordinated throuméta-programming
(code generationyather than natural language exchanges. Each agent produces structured
outputs (e.g., requirements documents, design blueprints, and code) that sequentially feed
into the next phase of the pipeline. This docureamitric workflow minimizes ambiguity,
redwces token usage, and focuses agents on despeiific tasks. A a result, MetaGPT
delivers complete projects faster and at lower cost than unstructureehgerit systems,
with minimal human involvement, higher code quality, and significantly fewer iterative

corrections.
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Name Alex Ageni Profile
Prafile Engineer
Gl Write clegant, readablecxiensible, efficiem code
l/— : E --------------------------- * ﬂ ks Constraint The code you write should conform to eode standard like PEPS,
" . be modular,zasy o read and mainiain
Architect Project Manoger 1 .
& diagram tool & diagram tool Meniory “ Retrieral
miga . . . 5U|J5El'iplinrl§ I'npinw-r Tterative Programming
content: {Architect: Implementation appro... | s A — —
I py
msgh || mstruet_content: "Data structures and in . " H ! * @ History Messape
cause_by: Write Tasks il |
. 2 3 | B PRD Docume
msgC |} sent_from: ProjectManager i ' et
send_to: Engineer - { Whitn &
msgly P“hllfh — ciz & Code
. | § [y
Shared Message Pool | .
A
£ - - Add Code
Predwct Manaper QA Engineer JPEUTIE_
l\ weh search toel I
X o
Db - necuti
\\ g Execution Frceniabie Feedhack

Tools | web search ool B debugging ool & diagram ool

| Structured Messaged..)

.

Figure 2.3.1.4 Example Architecture Diagram of the communication profa4pl
As shown in Figure 2.3.1.4ath transfer within MetaGPfakes place between agents via
modular outputs as well as via coordination protocols. Each agent provides certain outputs
titted requirements documents, architectural designs, and code implementations, all of
which serve as subsequent agents' pipelingtsn his type of document based interaction
minimizes the chances of conversational coordination ambiguity and reduces the
associated tokens. The framework strives for efficiency in the workflow, optimizing the
units of work within the bounds of reldefined specialization, whereby agents operate only

within domain defined tasks.

2.31.3 CAMEL: Autonomous Cooperation Framework
The framework developed by CAMEL user a tailored methduch is callednception

prompting to foster independent collaboration among communicative agents by assigning
them disjoined roles such as Al user and Al assistant to facilitate engaging interactions in

dialogue form in the fulfillment of mukiayered objectives [35].
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Al Society Inception Prompt

Task Specifier Prompt:

Here is a task that <ASSISTANT ROLE> will help <USER_ROLE> to complete: <TASK>.
Please make it more specific. Be creative and imaginative.
Please reply with the specified task in <WORD_LIMIT> words or less. Do not add anything else.

Assistant System Prompt:

Never forget you are B
<ASSISTANT _ROLE> and I am &
<USER_ROLE>. Never flip roleas!
Never inatruct me!

We share a commen interest imn
collaborating to successfully
complete & task.

You must help me to complete the
task.

Here ia the task: <TASK>. Never
forget our task!

I muet instruct you based on your
expertise and my needs to complete
the task.

I must give you one instruoction at
a time.

You must write a specific solution

that appropriately cempletes the
requested instructiom.

You must decline my imstruction
honeetly if you cammot perform
the instruction due to physieal,
moral, legal reasons or your
capability and explain the
reasons.

Unlegs I say the task is
completed, you should always
start with:

Solutien: <YOUR_SOLUTION:

<YOUR_SOLUTION> should be
speeific, and provide preferabla
implementations and examples for
task-solving.

Always end <YOUR_SOLUTION> with:
Next request.

User System Prompt:

Hever forget you are a <USER_ROLE> and I am a <ASSISTANT_ROLE>.
Hever flip relea! You will alwaye instruct me.

We share a commen interest in collaberating toe swccesafully
complete a task.

I must help you to complete the task.

Here is the task: <TASK>. Never forget our task!

You must instruct me based on my expertise and your needs to
complete the task ONLY in the following two ways:

1. Imetruct with a necesaary imput:

Ingtruction: <YOUR_INSTRUCTION>

Input: <YOUR_INPUT>

2, Imetruct without any input:

Instruction: <YOUR_INSTRUCTION=

Input: Nene

The "Instruction” describes a task or guestion. The paired
"Input” provides further context or information for the
requested "Inatruction”.

You must give me ome imstruction at a time.

I muat write a response that appropriately completes the
requested inetruction.

I must decline your instructien hemeatly if I cannet perform
the imatructien due to physical, moral, legal reasens or my
capability and explain the reasons.

You should instruct me not ask me questions.

How you must start to instruct me using the two ways described
above.

Do not add anything elee other tham your instruction and the
optional corresponding input!

Keap giving me instructions and neceasary inputz until yeu think
the task is completed.

When the task is cempleted, you must enly reply with a single
word <CAMEL_TASH_DONE>.

Hever say <CAMEL_TASK_DONE> unless my responses have solved your
taek.

Figure 2.3.1.5 Inception Prompt of Al Soci&yle Playing[35]

This selforganizing method of cooperation radically removes the necessity for external
mechanisms of coordination lgyrectly embedding cooperation protocolsn the agent
prompts. Agents are provided with-depth objective and role descriptions to facilitate
understanding of the predefined communication protocols and autonomous coordination.
Centralized control is not required.

The framework enables agents to interact by exchangingasled conversational data.
Structured dialogues are used in the data transfer to allow orderly communication. The

employed turrtaking protocols avoid overlapping in communication. The scalable

Bachelor of Computer Science (Honours) 35

Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 2

cooperation framework allows parallel work on different facets of a complex problem by
multiple pairs of agents with intermittent global contbased synchronization. CAMEL
demonstrates autonomous cooperation with minimal human involvement and no
supervigry control across an impressive range of domains including creative writing,

complex problem solving, and advanced reasonibj [3

HumanEval HumanEval™
pass@k [%)] k=1 k=100 k=1 k=100
gpt-3.5-turbo 69.4 94.0) 61.7 89.8
LLaMA-7B 10.5 36.5 - -
Vicuna-7B 11.0 42.9 9.9 34.7

CAMEL-7B 14.0 57.9 12.2 50.0

Figure 2.3.1.5 HumanEval for Various Models [35]
HumanEval is a coding benchmark that tests whether models can write correct Python
functions from natural language descriptions. According to Figure 2.ZABIEL-7B
shows the | argest i mprovement when given
has better "raw potential” that emerges with more chances to generate corrdotspde.
being the best 7B model, CAMEIB's singleattempt performance (14.0%)) is still about
5x lower than GP33.5-turbo (69.4%).

2.32 Comparative Analysis
For designing a mukagent framework to accomplish tasks involvirgasoning over

citizen's data, critical considerations include data privacy handling, scalability for large
datasets, accuracy in reasoning tasks and efficiency in processing sensitive
information. Table2.2 presents a comprehensive comparison of the three frameworks

across dimensions most relevant to citizen data reasoning applications.
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Comparison Optima [33] MetaGPT [34] CAMEL [35]
Criteria
Architecture Training-based Workflow- Role-playing
optimization with structured pipeline  emergence with
learned communicatior with document conversational
pruning driven handoffs protocols
Data Privacy High - minimal data Very High- Medium-
Suitability exposure through structured conversational
pruned communication documents limit nature may exposs
data leakage sensitive data
Audit Trail Medium- optimized Excellent- Good-
Capability paths may obscure = documeribased conversation
reasoning workflow provides history serves as
clear tralil natural log
Reasoning High - maintains Very High- Good- depends on
Accuracy performance despite structured role definition
communication approach reduces quality
reduction errors
Scalability for Excellent- token Good- structured Limited -
Large Datasets  optimization enables workflows handle conversation
massive scale complexity well overhead grows
with data size
Implementation High - requirestraining  Medium- needs Low - prompt
Complexity phase and optimizatior workflow engineering
definition focused

Table 22 Multi-Agent Framework Comparison for Citizen Data Reasoning Tasks
Key Findings and Implications

The analysis reveals that all three frameworks respond to the core conflict of the
effectiveness of coordination versus the efficiency of communication by examining
communication frameworks of differing coordination structutlesughin different ways.
Optima greatly sets the standard for efficiency gains by direct optimization, achieving
unparalleled direct task performance and reduction of tokens used in the performance of
the task B3]. MetaGPT shows that the human organizational paradigm can sudgdssful
applied to Al agent coordination and offers structured frameworks that provide effective
and reliable 34]. CAMEL demonstrates autonomous cooperation arising from the
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configuration of meticulously structured rgiaying scenarios, designed to allow wide,
adaptable collaboration without extensive human superviskjn [3

The alignment on structured communication frameworks represents a fundamental
principle for effective multagent systems. Nonetheless, the variety of optimization
techniques suggests that the framework choice should align with the specific needs of each
use case. Organizations using malgent systems should consider Opt{B8@] for token
sensitive applications, MetaGP[B4] for organized collaborative assignments, and
CAMEL [35] for innovative and exploratory tasks. Future research avenues include
develging hybrid frameworks that integrate trainibgsed optimization with workflow
organization, exploring adaptive role assignment strategies, and establishing standardized

benchmarks for comparative assessment of ragkint performance.

2.4  Zero-Knowledge Proofs in BlockchainBased Data Trading
The integration of zer&nowledge proofs (ZKPs) with blockchain technology has opened

up unique possibilities for data trading systems that prioritize privacy. As data becomes
increasingly valuable, the demand for systems that enable secure and vex{diairge

while safeguarding privacy has driven extensive academic researchlasttfinee years.
Zero-knowledge proofs provide a cryptographic foundation that allows one party (the
prover) to convince anot her [loutteyealifgtatye v er i
information beyond its validity.

The proposed system employs several mathematically rigorous cryptographic primitives.

The zereknowledge proof implementation utiliz€xoth16 zk-SNARKS, which rely on

Quadratic Arithmetic Programs (QAPs) for constraint representatiofdl]. The
mathematical foundation involves expressing data constraints as polynomial equations

over finite fieldsM ", where satisfiability is reduced to checking polynomial divisibility:

O It i 16 ol MO oIt I w
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Here,& @ represents the target polynomial é6dv denotes the quotient polynomial.
This formulation enables the verification of data properties without revealing the

underlying content.

ZKproof of provision /|

Yo : Y o
4 | ? //'////
Seller '
- 4
/
Buyer and'Seller Registration /”!
@ 2 Matching Stage /
nsaction Validation
Buyer o /
/7
Wi Wil Phase |

e, Phase Il
qilil
/ Phase IIl

Public system parameters
generation distribution phase

Figure 2.4.1System ModgB7]

Authorixrganization Seller Blockchain

—‘ 1. Buyer's pub‘?lparameter <l 1. Buyer's public key

Phase |
2.Prover key 2. Key generation

2.Verifier key

3. Seller information regi-trlzion
31 Buyer information registration
Phase Il 4

3. Smart contracts match the best buyers and sellers

':::Isahc’:icc;n 4. SellerL 40uble encrypt the original (data
exeqjtion 7T T T TS The sellér Yploads the generated sratf bnd Ipfe digessontothecaln ~—~ """~ ]
phase \ containing the initial encrypted hash value of the original data
I 6. The buyer obtains the encrypted raw data and
decrypts it for the first time
Phasg Il 7. The buyer calls Verifier
| to validate the proof
8. The buyer and seller call the transactioh contract to
complete the transaction
V4 L L L L L
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Figure 2.4.2Sequence Diagram [37]
Phase I: Parameter Generation
The cryptographic setup values (public key, private key) genenatilazes elliptic curve
cryptography (ECC) for efficient key generation andSXARKSs (specifically Groth16)
for zeroknowledge proof parameter setup. The choice of ECC provides computational
efficiency suitable for resouremonstrained IoT environmentshile zk-SNARKSs enable
constamnsize proofs with efficient verificatiof88].
The goal of this phase is tetsup system parameters and cryptographic keys for buyers,
sellers, and the ZKP environment.
The steps involved:
1. ECC Setup:
1 Authority selects elliptic curv®© over finite field"O'@) , with base pointOof
ordere.
1 Buyer generates private k&) (random integer) and public key:
0 Q "0
2. ZKP Setup (Groth16 z8NARK):
1 Authority generates public parameters from a randomiseed
O i tO
1 Seller uploads computation circdit inputsw, and auxiliary values).
1 Authority produces:
o i ¢ 08QERR O dhwhhd
W Q1 "QOQRMHG TE K5 Mo

Outcome: Buyer gets publiéprivate key pair; seller gets proving key; authority

retains verification key.

Phase Il: Registration and Matching

This phase is aim to atch buyers and sellers via smart contracts and encrypt seller data
for secure storagerirst, luyers and sellers register details (price, type, threshdldsh,

smart contract finds best match&llerwill encrypts data twice:

First encryption (symmetric key): split plaintextinto #3228 t bl ocksO Y ci pher
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Second encryption (ECC):
Choose randorif) compute:
O oo QO
® ofd QO
OkbDwdaeéea
Final ciphertext: & H .
At last, pload ciphertext tdPFS, getCID (Merkle DAG ensures integrity).
Outcome: Sellerbés data is securely encrypt
CID.

Phase IlI: Transaction Execution
Goal: Fair exchange of data using zkrmwledge proofs and smart contracts.
Steps:
1. Seller generates proofusing proving key:
LN AT & MQ ¢ 08 Mho
2. Seller sends proof + CID to buyer.
3. Buyer decrypts:
O ol AW QQO0 VQ0 Qb
Dkow a¢@
4. Buyer verifies proof via smart contract:
01 FA G N DQI "@WADI "Q QR Q¢ ¢
5. I f valid Y transaction contract execute

Outcome: Secure, fair data exchange completed with privacy preserved.

2.4.1 Technical Architecture and Performance Analysis
The assessment of the suggested framework was carried out in two simulation stages: the

matching mechanism and the verification process of thekrewledge proof (ZKP).
During the matching phase, buyers and sellers input their preferences and limitations
through smart contracts, and a linear search method was utilized to discover suitable
trading pairs. The findings show that thas expenses needed for registration and
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matching stayed consistent and in a low rangeerifying the design's effectiveness. Even
though the initial search stage comes with increased execution costs, these expenses drop
substantially once appropriate pairs are identified, as the contract eliminates matched
buyers from later iterations. Thiguarantees that computational resources are utilized
efficiently, thus preserving scalability as the participant count rises.

During the ZKP verification stage, sellers needed to demonstrate dataset characteristics,
including value limits, dataset dimensions, and hash authenticity. The generated DSL code
for these proofs remained concise (around 10 KB per property), makingapaippe for

use in resourcémited settings like 10T and edge devices. Experimental findings indicated
that the cost of deploying verification contracts grows linearly with the number of
properties, whereas the execution cost remains consistently lqwetdidtableGas usage

also increased steadily with the size of the input datghowcasing the reliability of the

method across varying workload conditions.

2.4.2 Conclusion andFuture Assessment
This study presents a systematic and pragmatic method for incorporating sophisticated

cryptographic strategies into blockchainven data exchange systems. Its results can be
easily applied to other fields that necessitate prifacysed validation. Nobdy
significant is the demonstrated approach for building verification logic, compiling
streamlined DSL code, and effectively deploying Zemowledge proofs oghain. These

inputs directlyinspiredthe creation o& simulated trusted setup where individués can

verify their income levels to a government service without revealing confidential raw
information .

By utilizing the existing processes of proof creation, confirmation, and economical
validation, the system could be enhanced to accommoatatee bracket proofsthat are

then transmitted to an external subsidies platfdrime mathematical principles underlying

the framework ensure that a reliable setup can be securely implemented, while the practical
assessment of gas expenses and verification dimensions validates the practicality of
deploying these systems in a radrld context. While the paper's cotitions are mainly
incremental, they provide a crucial basisdarating citizen-focused verification services

where privacy and trust are vital.
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Future efforts may enhance this method by including more thorough security evaluations
of the trusted setup hypotheses and by examining the economic effects of extensive
implementation in public service scenarios. Nonetheless, this research createsla feasi
route for privacyrespecting subsidy distribution frameworks that maintain transparency,

effectiveness, and confidentiality.
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CHAPTER 3
SYSTEM METHODOLOGY/APPROACH

3.1 SystemDesignDiagram
This section presents comprehensive visual representations of the system architecture and

designthrough various diagrams that illustrate different aspects of the system's structure,
behavior, and interactions. The diagrams provide a clear understanding of how the system

components work together to deliver the intended functionality.

3.1.1 System Architecture Diagram
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Figure 3.1 System Architecture Diagram

The system architecture diagram depicts the overall framework pfutieagentsubsidy
platform, showcasing the fusion of conventional web services with sophisticated Al
features antdlockchain technology for secure and transparent subsidy administration. The
architecture is structured into separate layers that function together to deliver a smooth user

experience while upholding stringent security and performance metrics.
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The frontend component acts as the main interface for the subsidy platform, featuring
Google OAuth(powered by Supabase Auihjegration for secure user authentication and
authorization. Developed with React technology, the online platform offers a contemporary
and adaptive user experience for subsidy requests. The system features strong token
management functionalities to mgeasession authentication and APl access tokens,

guaranteeing secure interaction between the client and backend services.

The backend layer of microservices includes three essential services operating on various
localhost ports to manage particular functions. The Mock LHDN API Service runs on port
3001 and replicates tax department data integration for thorough income atierific
procedures. The ZK Circuit Service operates on port 3002 and focuses on generating and
verifying zereknowledge proofs, allowing for privagyreserving eligibility assessments

that safeguard sensitive user ddtathe implementation of the mulligent system, the
project adopted LiteLLM as the model inference layer for powering smolagents, instead of
relying on Hugging Face Inference API. This senasmilable on port 3003 offers Al

driven document handling and content evaluation features, utilizing sophisticated language
models(GPT-40) to comprehend and manage subsidkated paperwork.

Data storage is handled via a mualéitabase strategy that enhances performance for various
kinds of data. The Vector Store employs Chroma3Bn efficient vector database tailored

for Al embeddings and semantic search tasks. MongoDB acts as the main database for
policy documentsddocument chunks after preprocessing stpsuring dependable and
scalable data storage. Furthermore, a centralized storage gy&ipabasejor policy

documents aut henti cati on ma rapplicationeontigurationst i zend s

Blockchain integrations achieved through the Sepolia Testnet, which provides a secure
Ethereum testing environment for transaction validation. The system implements smart
contracts through @mart contractthat manages subsidy claims and citizen wallet

allocations, ensuring transparent and immutable rekeegping. The citizen wallet system
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operates on blockchain technology to provide transparent fund distribution and maintain

an auditable trail of all transactions.

3.1.2 Use Case Diagram and Description
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Figure 3.2 Use Case Diagram

The use case diagram provides a comprehensive overview of the functional requirements
and interactions within the Apowered subsidy system. The diagram illustrates the
relationships between two primary acterkich are Almin and Citize, and the various

use cases they can perform within the system. The system is designed around three main
functional areas: administrative management, dual analysis processing, and income

classification with eligibility verification.

Actor

46
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The system involves two distinct types of users, each with specific roles and
responsibilities within the subsidy platform. TAdmin represents system administrators
who possess elevated privileges and are responsible for managing the overall system
configuration, policy updates, and oversight of citizen eligibility processes. These
administrators have comprehensive access to allmyktectionalities and can perform
complex analytical operations to ensure the system operates effectively and transparently
The Citizen actor represents the end users of the subsidy sysiedividuals who are
seeking to apply for government subsidies and benefits. Citizens interact with the system
primarily through the user interface to register, complete their profiles, submit appkcatio
and track their eligibility status. The citizen's interaction with the system is designed to be
straightforward and usdriendly, while maintaining the necessary security and

verification requirements.

Administrative Use Cases

The administrative functionality encompasses several critical use cases that enable
comprehensive system management and oversigahage App Settings allows
administrators to configuithe application deadline, adjust operational threshdlais use

case ensures that the system remains adaptable and cantbhaedohéased on operational
needs and feedback.

Upload Policy Documentsprovides administrators with the capability to maintain an up
to-date repository of subsidy policies, eligibility criteria, and regulatory documentation.
This functionality is essential for ensuring that thepdivered analysis components have
access tdte most current policy information, enabling accurate eligibility assessments and
maintaining compliance with government regulations.

TheView Citizen List use case enables administrators to access and monitor the registered
users within the system. This functionality provides oversight capabilities and allows
administrators to track user engagement, identify potential issues, and ensure that the
system is erving its intended population effectively. The view includes relevant citizen

information while maintaining appropriate privacy protections.
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Analyze Citizen Eligibility represents one of the most sophisticated administrative
functions, allowing administrators to perform detailed analysis of citizen applications and
eligibility status. This use case integrates with the system's Al capabilities to provide
comprehensive agssment tools and supports manual review processes when necessary.
Administrative users can al$dun Multi -Agent Analysis which leverages the system's
advanced Al orchestration capabilities. This use case enables the execution of complex
analytical processes that involve multiple Al agents working in coordination to analyze
different aspects of subsidy applications, potoynpliance, and eligibility determination.

The multiagent approach provides comprehensive analysis that considers various factors

and perspectives in the decisioraking process.

Dual Analysis Framework

The system incorporates a dual analysis framework that combines two complementary
analytical approaches:

RAG-based analysis and formut@sed analysis. ThRAG-based Analysisuse case
utilizes RetrievalAugmented Generation technologg smolagentto provide contextual
analysis of citizen applications against policy documents and historical data. This approach
enables the system to understand complex policy language and apply it intelligently to
individual citizen circumstances.

TheFormula-based Analysisuse case implements rdb@ased decisiemaking processes
using a novelmathematical formuldo calculateand eligibility criteria. This approach
provides consistent and transparent evaluation mechanisms that can be easily audited and
verified. The combination of these two analytical methods ensures both flexibility and
reliability in eligibility determinatia.

TheCompare Resultsfunctionality allows the system to evaluate the outcomes from both
analytical approaches, identifying discrepancies and ensuring consistency in decision
making. This comparison mechanism adds an additional layer of validation and helps

identify cases thahay require manual review or additional scrutiny.

Agent Orchestration System
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The Agent Orchestration (smolagent$ represents an advanced feature that manages the
coordination of multiple Al agents within the system. This use case encompasses several
subprocesses includinglan Generation Tool Execution, andResult Synthesis The
orchestration system enables sophisticated workflow management where different Al
agents can specialize in specific tasks while working together to achieve comprehensive
analysis outcomes.

Plan Generation involves the creation of analytical strategies and workflow plans based on
the specific requirements of each citizen application. Tool Execution manages the
deployment and coordination of various analytical tools and Al models, ensurinpeha

right resources are applied to each task. Result Synthesis combines the outputs from
multiple agents and analysis methods to produce coherent and comprehensive eligibility

determinationsThis part will be further explained in Chapter 4.

Citizen User Journey

The citizen user experience begins with fRegister/Login use case, which provides
secure access to the system through authentication mechanisms. This process includes
account creation, identity verification, and secure session management. The registration
process is designed to be uf@endly while maintainig appropriate security standards.
Complete Profile enables citizens to provide comprehensive information about their
personal circumstances, financial situation, and subsidy requirements. This use case
involves multiple data collection steps and includes validation mechanisms to ensure data
accuracy andampleteness. The profile completion process is guided and intuitive, helping
citizens provide all necessary information for eligibility assessment.

Citizens canSubmit Application after completing their profiles, initiating the formal
subsidy request process. This use case triggers the analytical workflows and begins the
eligibility determination process. The application submission includes confirmation

mechanisms and provides z#éns with reference numbers and status tracking capabilities.
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3.1.3 Activity Diagram

User login

User role?

CITIZEN FLOWJ

Citizen enters personal data

¥

System validates input data)

l

Request income verification

LHDN API verifies income

I§<Incnme werification successfu\?>ﬁ

[Generate ZK proof for income bracket) (D\sp\ay verification error)

N

[Submit eligibility analysis request)

Y

RAG Analysis Path Formula Analysis Path
Query vector database Calculate burden score

(Generate Al-based assessmentj (Apply mathematical rormu\aj

X X

ADMIN FLOWJ

Access admin dashboard

System Manag¢ment/

Mehitor system statistics

View application settings

[Conrlgure application dead |nej

Citizen Management

View citizen profiles

Manage citizen data

Rewview application status

Document M nagement)

Upload policy documents

Process document chunks

Compare analysis results

yf<Bcrth analyses agree on ellnglIlty?>ﬁ

Display dual analysis res.uIL-;j [Display analysis disagreementj

| !

[Provi de detailed rea soningj

Citizen requests token claim

Mint and transfer tokens

Display claim confirmation

Generate audit trail

Update vector database

Analysis Reviely ]

[Rewew dual analysis results.j

!

(Mnni tor analysis comparisons

Access audit trails

o -

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR

51



CHAPTER 3

Figure 3.3 Activity Diagram

The activity begins withUser Login, where the system authenticates the user and

determines the appropriate role. A decision point branches the flow into two distinct

pathways: the€itizen Flow and theAdmin Flow.

Citizen Flow

1.

Profile Completion Phase
The citizen provides household, demographic, and application details. The system
performs automated validation for data format, completeness, and initial eligibility.
Income Verification Phase
The citizen initiates Ihased income verification. A mock LHDN service validates
the IC andeturns signed income data.
Decision Point: Income Verification

1 If successful, the process advances to-kemvledge proof generation.

1 If unsuccessful, the system displays an error and terminates the flow.
Zero-Knowledge Proof Generation
A Circom circuit generates a cryptographic proof of income classification into
predefined brackets (BT2) without disclosing actual income values, ensuring
privacy.
Dual Analysis Request
The system initiates an eligibility request, triggering parallel analysis paths:

1 RAG Analysis Path (smolagents) Performs semantic search in
ChromaDB for relevant policy documentend perform web search
(powered by Tavily Search API) for fallback/insufficient context for
judgementand uses LLM reasoning to provide contextual assessment.

1 Formula Analysis Path Applies statespecific formulas, calculating
burden scoreswith weighted factors (55% burden, 25% documentation, 20%
disability).

6. Analysis Comparison and Decision Point

Results from both paths are compared:
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T I f anal ys eossensus resuk witl high confidence is presented.
T I f analyses diverge Y a disagreemen
insights for governance.
7. Token Claim Process
Eligible citizens initiate a blockchain transaction. A smart contract mints and
transfers tokens, followed by confirmation of successful claim.
8. Audit Trail Generation
A complete record of the analysis process is created for compliance, transparency,

and accountability.

Admin Flow

1. System Management
Administrators access the dashboard, monitor system statistics, adjust parameters,
and configure application deadlines.

2. Citizen Management
Admins view citizen profiles, manage data, and track application statuses
throughout the verification pipeline.

3. Document Management
Policy documents are uploaded, chunked, and embedded into ChromaDB for
retrieval in RAG analysis.

4. Analysis Review
Admins review outcomes from dual analysis, monitor agreement patterns, and

access audit trails for compliance oversight.
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CHAPTER 4
SYSTEM DESIGN

4.1  System Block Diagram
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Figure 4.1 System High Level Block Diagram

This block diagram for Figure 4.1 shows tlieialanalysis platform for Malaysian
government subsidy eligibility verification, combining zdawowledge privacy

preservation with transparent governance mechanisms.

User Layer

Citizens engage through secure application submission;kmergledge income proof
generation, and token claiming interfaces. Administrative users manage applications,
review comparative analysis results, and configure system pararfaeteisting theorm
deadlinexhrough dedicated dashboards.

Frontend Architecture (Port 5173)
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The Reacbased application delivers red¢pecific interfaces including an administrative
dashboard for citizen management and analysis review, a citizen portal for profile
submission and ZK verification, an educational ZK demonstration interface, and

compehensive authentication with retesed access control.

Backend Services Infrastructure

The Mock LHDN API Service (Port 3001) provides Malaysian IC validation and signed
income verification, simulating government data sources. The ZK Circuit Service (Port
3002) compileMalaysianincomeClassifiercircuits, generates Groth16 zeknowledge

proofs that conceal exact income amounts, and verifies cryptographic proofs without
accessing private data. The Smolagents Service (Port 3003) orchestrates the core

innovation through its DualAnalysisCoordinator.

Multi -Agent Analysis Network Powered by Smolagents

The RAG Analysis Path employs specialized agents including the CitizenAnalysisAgent
for GPT-4-powered contextual policy reasoning, CitizenDataValidationAgent for input
verification, ChromaDBRetrieverAgent for semantic policy document search, and
AnalysisCanparator for governance insights. The parallel Formula Analysis Path provides

transparent, auditable mathematical scoring using-spaeific income data.

Data Architecture

SupabasdPostgreSQL manages user profiles, authentication, and analysis results with
Row-Level Security implementation. MongoDB stores policy documents and processed
chunks for retrieval operations. ChromaDB maintains vector embeddings for semantic
policy search apabilities. Local storage preserves Circom circuit artifacts and Malaysian

state income threshold data.

External Integration
OpenAl APl powers mukagent reasoning and natural language policy analysis.
Blockchain ERC20 contracts enable secure token distribution to verified eligible citizens.
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42  System ComponentsSpedfications

4.2.1 Dual Analysis Architecture

Frontend Request
Citizen Data

smolagents Service (Port

3003)
FastaP! Application

Openal API

p— M CitizenDatavalidationAgent ‘ ‘ ChromaDBRetrieverAgent AnalysisComparator EligibilityScoreAgent

v
Dual Analysis Results
RAG + Formula +
Comparison

Figure 4.2 Smolagents Service Block Diagram (Port 3003)

This diagram presents a significantly improved representation d¥ithie-Agent RAG
System architecture, demonstrating clear understanding of theanlgkis framework

and multiagent coordination mechanisms.

Architectural Accuracy Assessment

Figure 4.2llustrates the core innovation of the system through its-doalysis approach.

The DualAnalysisCoordinator serves as the central orchestration component, effectively
managing parallel execution of both the RAG Analysis Path and Formula Analysis Path.

This representation accurately captures the research contribution regarding interpretability

versus flexibility tradeoffs in Al governance systems.

Multi -Agent Network Representation
The RAG Analysis Path demonstrates proper nraggnt architecture with the

CitizenAnalysisAgent functioning as the primary orchestrator. The diagram correctly
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shows the specialized agent network including the CitizenDataValidationAgent for input
verification, ChromaDBRetrieverAgent for semantic policy document retrieval, and the
integration with OpenAl GP-A for contextual reasoning capabilities. The inclusibthe
AnalysisComparator as a bridge between both analysis paths effectively illustrates the

comparative governance mechanism.

Dual Analysis Architecture
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Figure 4.3 Detailed Flow of the Dual Analysis Architecture (1)
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Data Flow and Integration

The data source connections are appropriately represented, showing ChromaDB handling
policy embeddings for semantic search operations, MongoDB managing policy documents
for retrieval processes, and local CSV files providing state income data for mattaématic
calculations. The dual analysis results output correctly demonstrates how both RAG and
Formula results feed into the comparison mechanism for governance inBigtaged

explanation on mathematical formula will be at the coming section.
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System Innovation Clarity

This diagram successfully communicates the contribuiimaamental researctf the
platform. The visual separation between RAG and Formula analysis gathisined with

the centralized comparison mechanism, effectively demonstrates how the system addresses
the critical balance between Al flexibility and mathematical transparency in government
decisionmaking processes. The mudtgent network visualizationlearly shows how
collaborative intelligence enhances policy interpretation while maintaining auditability

requirements.

42.2 Formula Analysis (Burden Score Analysis} Mathematical Framework
Currently, most government subsidy programs in Malaysia, including incelated

benefits, operate on a ret@sed model. Eligibility is decided based on fixed criteria such
as household income thresholds (e.g., B40, M40, T20 categories), number ofetépend

or specific demographic attributes. While such criteria provide administrative simplicity,
they fail to account for the diverse economic realities faced by households within the same

bracket.

For example, a family earning RM6,000 with six children may experience a heavier
financial burden than a family earning RM4,000 with one child, yet both are classified
strictly within different subsidy categories. This creates "cliff effeetiere small income

changes may result in disproportionate differences in subsidy eligibility.

Implementation

To address these limitations, this study introducesoaingbased modehat incorporates
both household income and household composition into a single measure of financial
burden. The model applies the concept ofatieltequivalent § ‘Q scale which adjusts
household size by assigning weights to adults and children to better reflect actual living

costs. From this, Burden Scoreis derived as the ratio between adjusted household size
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and income. A higher score indicates greater financial strain, aligning naturally with
subsidy logic.

Since the proposed system operates witherera-knowledge proof framework where

actual household income remains encrypted and hidden from direct analysis, the burden
calculation requires reliable income benchmarks for comparison. To address this challenge,
a comprehensivetatelevel income lookup tablewas constructed using mean income

data from the Malaysian Household Income and Expenditure Survey XH{4E]S This

lookup table provides regionally adjusted income references based on the household's state
and estimated income bracket, enabling burden assessment without exposing sensitive
financial information. The use of HIES mean income data ensures that burden calculations
reflect genuine regional economic conditions while maintaining the prpBEserng
properties of the zerknowledge implementation. The data cleaning process of the original

data will be further explained in Chapter 5.3.2.

The final eligibility score integrates multiple components through a weighted combination
approach. TheBurden Score contributes 75% to the final assessment, while
Documentation Score (25%) evaluates the completeness and validity of submitted
documents, and policy-based base scorensure minimum support levels for vulnerable
income groups, with B40 households receiving substantial base points regardless of other
factors. This creates a continuous and explainable scoring system that avoids the cliff
effecs of rulebased thresholds while ensuring fairness across different household

situations and maintaining alignment with government social protection priorities.

ConceptualMathematical Framework
Input Requirements

The scoring system requires comprehensive applicant information including personal
identification, geographical location, estimated income bracket, household composition
details, document validation status, and disability information. This -chuftensiona
input ensures holistic assessment of each applicant's circumstdheedata with be

derived from Supabase for assessment.
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Step 1: Adult Equivalent = f Calculation

The Adult Equivalent adjusts household size to reflect actual consumjgtsals:
b0 p v ! ADOI POO @ #EEI AOAT
Why these weights?

The choice of weights in the proposed burden score model is guided by established
international practice. A reference from [43] demonstrates the use wiatiéed OECD
equivalence scal®r adjusting household income to account for differences in household
size and composition. In this scale, a weight of 1.0 is assigned to the first adult, 0.5 to each
additional adult, and 0.3 to each child below the age of 14. These values proviaecadal
approximation of resource needs within households of varyimgtstes. Building upon

this framework, the present study adopts a similar weighting approach ( 1@ for
additional adults and & T®), ensuring conceptual consistency with internationally

recognized standards.
T First adult = 1.0: Establishes the baseline household consumption

1 Additional adults = 0.5 each: Benefit from shared housing, utilities, and bulk

purchases
1 Children = 0.3 each: Require less food, clothing, and space than adults
Step 2: State Income Lookup Function

Different states in Malaysia have different income levélse conceptual framework
leverages lookup tablelerived fromHousehold Income and Expenditure Survey (HIES)
data @5]:

0 , T T EDDAGATIT A " OAAEAOD
Sample values:
1 Selangor, B4 D2r-archkgeott Y
T Kedah, B2™Obr a2c-kcehtv mym
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T Johor, M20Obr 2c kpehtc ¥t

Step 3: Applicant Burden Calculation

The financial burdenatio quantifies the household's resource constraint:

AFE

Burdenuppﬁ cant = I—
state bracket

This metric represents the adatjuivalent consumption needs per ringgit of income, with

higher values indicating greater financial strain.
Step 4:State Median Burden Benchmark

Once AE is calcul ated, we compare the hous
benchmark that reflects the typical burden in their stdte benchmark is thetate median

burden ratio, calculated from Household Income and Expenditure Survey (HIES)lata.
practice, this is implemented in code wetdculate_state_median_burden_dynamic(state)

0 which dynamically calculates the median burden ratio by dividing a reference household

AE (set at 3.0) by all income brackets for that state and thergttie median value.

AEref
Income,

BRi.te median = Median ( ) , be{B1,...,T2}
where AE,.; = 3.0.

Step5: Calculation of Burden Ratio for household

Burdenﬂppff:‘unt
B R.-:'La.! e_median

BRh:msﬂht?M —

Interpretation :
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1 O6°'Y p8t Above state median burden (higher need)
T ©6°'Y p8t Below state median burden (lower need)

1 6'Y p8t Equal to state median burden
Step 6:Piecewise Raw Burden Scoring

The burden ratio is converted to a categorical score using fgfayed thresholds:

50 if BR < 1.0,

70 if1.0< BR <1.2,
Scorepay = ¢

90 if1.2 < BR < 1.5,

(100 if BR > 1.5.

Step 7: Burden Score Normalization

To make the burden ratio comparable with other scores, we normalize it:

Score,,, — 50
Scorenﬂfr'muiize(i - T % 100

Step8: Documentation and Disability Adjustments(25% to score)
All -or-nothing validation approach with a documentation penalty score.

0 if signature valid AND data authentic,

Penalty,,. =
0.5 otherwise.

Step9: Base Score Assignment

Policy-based base scores ensure minimum support for vulnerable income groups:
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60 B40 households (B1, B2, B3, B4),

40 M40-Lower (M1, M2),
Base_Score =

20 M40-Upper (M3, M4),

0 T20 households (T1, T2).

Final Step: The burden score combines with other factors:

Final Score = min (10{], (Burden_Score x 0.75 + Valid_Documents x 0.25 + Base_Score))
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Input Data

Calculate AE

v

| Get State Income

v

Calculate Burden Ratio

'

Yes 4 No
¥
1 *
No
v

N
2

Yes

v v +

| Score = 100 | | Score = 90 l | Score =70 | | Score = 50 |

e

Add Documentation + Base
Score

!

Normalize Score

Apply Cap min 100

Figure 4.5 SimplifiedFlowchart for conceptual Formula Analysis Framework
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Below a comparative analysis is done to showcaseéhtwiseholdscenariosThe purpose
of using the same state for comparison isiéontain consistency and prevent the scenarios

from producing extreme or distorted results.

Attribute Scenario A:  Scenario B: Large Scenario C: Scenario D:

i;n:ltilll Urban Extended Family E;th" Single &
y y Poor

Location Selangor Selangor Kelantan Johor

Composition 2 adults+2 2 adults +5 2 adults + 6 1 adult
children children children

Total Members 4 7 8 1

Income B3 B4 T2 Bl

Bracket

Documentation Valid Valid Valid Valid

Disability None None None None

Table 4.1 Scenari@omparison Table

Calculate Result:
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Complete Summary Comparison

(e Scenario A Scenario B. Scenario C Sf:enario D
Small Family Large Family Wealthy Large Single Poor

Location Selangor Selangor Kelantan Johor

Household Size 4 7 8 1

Income Bracket B3 B4 T2 B1

Adult Equivalent 2.1 3.0 3.3 1.0

Equivalent Income RM&,998 RMS8,312 RM27,731 RM2,740

State Median 0.000284 0.000284 0.000558 0.000403

Burden Ratio 1.056 1.271 0.213 0.906

Normalized Burden 40 80 0 0

Base Score 60 60 0 60

Documentation 25 25 25 25

Weighted Component 36.25 66.25 6.25 6.25

Final Score 96.25 100 6.25 66.25

Figure 4.6 Complete Comparison

Limitation and Future Work

The current Burden Score framework contains several significant limitations that create
opportunities for system manipulation and inequitable outcomes. The most notable
weakness involves the uniform disability scoring mechanism, which awards identical
bonuws points to all disabled individuals regardless of their underlying financial capacity,
potentially subsidizing wealthy disabled persons who do not require government assistance.
Additionally, the system relies heavily on sedported income data withoubbust
verification mechanisms, enabling applicants to misrepresent their financial status by
claiming lower income brackets or manipulating household composition details. The
framework's onesizefits-all approach fails to differentiate between varyingasewithin
demographic categories, treating all children, adults, and disabilities as equivalent despite
significant differences in associated costs and care requirements. Furthermore, the model

overlooks critical financial stressors such as existing deligations, medical expenses,
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and housing cost burdens that may create genuine hardship even within higher income
brackets, while simultaneously ignoring urkramal cost disparities within states that

significantly affect household purchasing power.

Future improvements should focus on implementing comprehensive wealth verification
systems that crosgference property ownership, vehicle registration, and financial records
to prevent income misrepresentation, while developing nuanced disability stioaing
considers both disability severity and family financial capacity. The integration ef real
time administrative data from EPF contributions, tax filings, and banking transactions
would enhance accuracy and reduce reliance onregmifted information Advanced
analytics and artificial intelligence could detect suspicious application patterns and flag
potential system gaming, while granular geographic adjustments and comprehensive
expense considerations would better reflect actual household finaneim. Skhese
enhancements would transform the current framework from a relatively simple scoring
mechanism into a sophisticated, franegistant system that more accurately identifies and

supports households experiencing genuine financial need.
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423 Mock LHDN API Service

Frontend Request
IC Number

LHDN API Sl/vice (Port

Income Verification
Endpoint

IC Validation Logic

Validation Process

IC Format Validation

Mock Income Lookup

Signature Generation Mock Data Store

Response Signing

Signed Income Response
Amount + Signature +
Bracket

Figure 47 Mock LHDN API Service Block Diagram (Port 3001)

The Government Subsidy Platform implements a comprehensive income verification
system designed to authenticate citizen eligibility through a secure,-laydied

architecture. The platform centers around an LHDN API Service that operates through a
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portbased configuration, serving as the primary gateway for processing income

verification requests initiated from the frontend layer.

The verification process begins when users submit their Identity Card (IC) numbers
through the frontend interface, triggering a structured validation pipeline within the LHDN
APl Service. The system's Income Verification Endpoint receives these requésts an
immediately routes them through IC Validation Logic, which performs rigorous format
checking to ensure compliance with Malaysian IC number standards. This validation step

serves as the first line of defense against invalid or malformed data inputs.

Following successful validation, the system engages its Mock Data Store component,
which simulates government database functionality for development and testing
environments. The Mock Income Lookup process retrieves relevant financial information
associaté with the validated IC number, providing a controlled testing environment that

mirrors production data structures without compromising sensitive citizen information.

Security represents a cornerstone of the platform's design philosophy, with all data
transmission protected through robust cryptographic measures. The Signature Generation
component creates digital signatures using HM3MdA256 encryption for current
implementation, with plans to transition to ECDSA protocols for production deployment.
This Response Signing process ensures data integrity and authenticity throughout the

verification workflow, protecting against tampering or unauthorized access.

The system delivers structured responses that encompass comprehensive income
information, including specific amounts, cryptographic signatures, and relevant tax bracket
classifications. This muHiaceted approach to data presentation supports informed
deasiornrmaking for subsidy eligibility determination while maintaining transparency in

the verification process.

The architecture demonstrates clear separation of concerns through its distinct validation,
data retrieval, and security processing layers. This modular design facilitates

maintainability and scalability while ensuring that each component can be indefhenden
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updated or enhanced without disrupting the overall system functionality. The platform's
emphasis on mock environments and controlled testing capabilities positions it as a reliable
foundation for government subsidy administration, supporting accurateeume: sncome

verification processes essential for public benefit distribution.

4.2.4 Zero-knowledge IncomeVerification Flow, Block Diagram

Zero-Knowledge Income Verification Flow

citizen LHDN API 2K Circuit Trusted Setup Groth16 Prover verifier
i ' i i '
: = Setup Phase - :

 Powers of Tau ceremony
. Generate circuit.wasm
| Generate proving key (pk.zkey) |

| Generate verification key (vk.json) |

I
| Request income data (IC: 950123105678)

! Signed response {income: 4500, signature} !

Proof Generation

| Submit income data privately >

Load trusted setup files

Return setup parameters

Prep tinputs: '
Private: actual_income = 4500 ]
Public; thresholds = [2560,3439,4300,5249..] !
Execute witness ¢ ati
4500 >= 2560 (not B1)

4500 >= 3439 (not B2}

4500 >= 4308 {no
4500 < 5249 (is B3)

Generate Groth16 proof with witness

| Create proof components (n_A, n_B, n_C) 1

Return proof + public signals

| ZK Proof response
| proof: {n_A, n_B,n

i public_signals: [0

| (10 bracket flags

| Submit proof package

| Verify Groth16 proof mathematically
i e(n A, n B) = ela, B} x elL.y) x e(C, §)

iva\idam public signals:

| Verification complete:
| Bracket B3 confirmed
| Actual income amount: HIDDEN

' | 1 '
Citizen LHDN AP 2ZK Circuit Trusted Setup Grothl6 Prover Verifier

X

Figure 48 Zero-knowledge proof system sequence diagram
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LHDN Income Data
Signed Response

,l ZK Circuit Service (Port

Circuit Compiler

3003

Trusted Setup Manager

l -7--7-_""-—:::i::r::;’-———_,_-:__::""————_,__7__ Local Files
T ™ Keys & Setup ~ ——
pk.zkey, vk.json

Powers of Tau
ceremony files

Circuit Files
.circom

Proof Generator 1

— Proof Generation Proce;

M

Input Processing

|

Witness Generation

|

Constraint Checking

T
/

S -
= o

Groth16 Proof Creation

Proof Verifier

L\

ZK Proof Package
Proof + Public Signals

Figure 49 ZK Circuit Service Block Diagram (Port 3002)

The diagram illustrates aero-knowledge proof systemfor income verification that
enables citizens to prove their income bracket eligibility without revealing their actual
income amounts. The system involves five main compon@itizen, LHDN API , ZK

Circuit, Trusted Setup Groth16 Prover, andVerifier .

Phase 1: Setup Phase
The Trusted Setup component initiates the system by performingtar@eeremony that

generates cryptographic parameters essential for thekmewadedge proof system. This
foundational process begins with fhewers of Tau ceremonywhich establishes the core
cryptographic parameters that will be used throughout the system'’s lifetime. Following this,

the system compiles the circ@ipecific parameters and generates two critical files: the
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proving key (circuit.zkey) that enables proof generation and the verification key
(verification_key.jsonthat allows for proof validation. This setup phase is crucial as it
creates the cryptographic foundation that ensures both the security and privacy properties

of the entire verification system.

Phase 2: Income Verification
The income verification process begins whelitezen requests verification by submitting

their IC numberfor example95012310-5678) to the system. ThdHDN API processes
this request and responds withdaitally signed responsethat contains the citizen's
income amount of RM4,500 along with a cryptographic signature éhatires the
authenticity and integrity of the data. This signed response serves as an authoritative
source of income information that will be used in subsequent phases while magntianin

government's role as the trusted income verification authority.

Phase 3: Proof Generation
The ZK Circuit processes the income data privately throughGhath16 Prover in a

cryptographic workflow. The circuit begins by preparing the inputs, where the actual
income amount of RM4,500 servesths private input that will never be revealed, while

the Malaysian income bracket thresholdsu ¢orm drwo e 1888 are provided as

public parameters that can be openly verifd@. These thresholds are encoded as a series

of constraints, functioning like logic gates within the circuit.

During the witness calculation phase, the circuit executes a series of constraint checks to
determine the appropriate income bracket classification. The system evaluates whether the
income of RM4,500 meets various threshold conditions:

f 1t confirms that 4500 O 2560 (ruling out
O 4309 (ruling out B3) , but deter mines
income as B3 bracket with the resiittcome bracket = 3)

The Groth16 proof generation process then creates the cryptographic proof components,
including the three main proof elements i H , along with the public signals
confirming income_bracket =B4 and a complete witness that demonstrates constraint

Bachelor of Computer Science (Honours) 73
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 4

satisfaction. This entire process maintains the privacy of the actual income amount while
generating mathematically verifiable proof that the citizen falls within thenBome
bracket, enabling eligibility determination without compromising sensitive financial

information.

Phase 4: Verification
The Verifier validates the proof using the Groth16 verification algorithm through a

sophisticated mathematical process that ensures the integrity of the submitted proof without
accessing any private information. The core of this verification lies in checking treabilin
pairing equation:

Q" Qi Q0N  QO6h
WhereQffi represents the bilinear pairing function, arfflfi i are public verification
parameters derived from the trusted setup phase. The vaiiali}depresents the linear
combination of public inputs with verification key elemerssdd arederivedfrom the
public inputs and verification kegomponentsensuring that the mathematical relationship
holds true only for valid proofthat correctly bind the witness to the public statement.
Upon successful verification, the system confirms the public signal validation showing
income_bracket 84 and returngd 6@ ¢ 0 "Q@to indicate proof authenticity, while the

actual income amount of RM4,500 remains completdDEN throughout the entire

process.

Privacy Guarantees
The system provides three fundamental Z@rowledge properties:

1 completenessensures that valid proofs from honest provers always verify
successfully

1 soundnesgjuarantees that invalid or fraudulent proofs cannot pass verification

1 zero-knowledgeensures that no information about the actual income amount is

revealed during the verification process.

Technical Specifications
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The system maintains high efficiency with a proof size of approximately 256 bytes that
remains constant regardless of input size, verification time of less than 1 second, and
cryptographically guaranteed income amount concealment. The implementation
specif cally supports the Mal aysian context wi
to T2 ( ORM2 0 privak@preservimqetidibility verdication for government
assistance programs while maintainicgyptographic integrity and mathematical

auditability .

4.3  Circuits Design (ZK-SNARK)

Malaysian Income Classifier ZK Circuit

PUBLIC INFUTS

‘ ppppp - ey

Figure 410 ZK circuitcomponent diagram
Circuit Architecture Overview
The Malaysian Income Classifier circuit implements a #e@rawledge proof system that
enables Malaysian citizens to prove their income classification (B40, M40, or T20) without
revealing their actual monthly income. The circuit design follows a modulhitesture

with distinct functional components that ensure both privacy preservation and data

authenticity.
Input Structure

Private Inputs (Hidden from Verifiers)
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The circuit accepts three private inputs that remain confidential throughout the verification

process:

1 monthly_income The citizen's actual monthly income in Ringgit Malaysia (RM),

sourced from LHDN (Inland Revenue Board) records

1 signature: HMAC signature generated by LHDN API to authenticate the income
data

1 verification_timestamp: Timestamp indicating when LHDN verified and signed

the income data
Public Inputs (Visible to Verifiers)
Three public parameters are required for verification but do not compromise privacy:
1 public_key: LHDN's cryptographic public key used for signature verification

1 ic_hash Cryptographic hash of the citizen's IC (Identity Card) number for identity
binding

1 timestamp_range Maximum allowable age for the verification timestamp to
ensure data freshne&et 86400 here, one day)

Core Circuit Components
1. Signature Verification Module

The SignatureVerifier component serves as the circuit's authentication backbone, ensuring

that income data originates from legitimate LHDN sources. This module:
1 Verifies the HMAC signature against LHDN's public key
1 Validates the authenticity of the monthly income value
1 Checks timestamp freshness to prevent replay attacks

1 Binds the proof to a specific citizen through IC hash verification
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The signature verification produces two critical outpuidgssignature_valid indicating

cryptographic authenticity, and_data_authenticrepresenting overall data integrity.

2. Income Threshold Comparison System

The circuit implements nine LessThan comparator components, each corresponding to

specific income thresholds defined by Malaysia's national income classification system:
Bottom 40% (B40) Thresholds:

1T B1: O RM2,560

1T B2: O RM3, 439

1T B3: O RM4, 309

1T B4: O RM5,249
Middle 40% (M40) Thresholds:

1T M1: O RM6, 339

1T M2: O RM7, 689

1T M3: O RM9, 449

1T M4: O RM11, 819
Top 20% (T20) Thresholds:

1 T1: O RM15, 869

1 T2:>RM15,869

Each comparator receives the private monthly income and outputs a binary result indicating
whether the income falls below the respective threshold. These thresholds aredetd

as constants within the circuit, derived from official Malaysian governstatisticg40].
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3. OneHot Classification Logic

The classification logic transforms the comparator outputs into ahainencoded
representation where exactly one bit is set to indicate the citizen's income bracket. The

logic implements the following boolean expressions:

T B1 classification: monthly income O 256
T B2 classification: 2560 < monthly_ incom
T B3 classification: 3439 < monthly_incom

1 [Pattern continues for all brackets]
1 T2 classification: monthly_income > 15869

This approach ensures mutual exclusi&ity citizen can belong to exactly one income

classification, preventing ambiguous or invalid classifications.
4. Security Authentication Gate

The security gate implements a critical safety mechanism through multiplidsstssd

conditional logic. The final classification output is computed as:
class_flags|i] = raw_class_flags][i] x is_data_authentic

This design ensures that if the LHDN signature verification fails (is_data_authentic = 0),
all classification flags are zeroed out, preventing the circuit from producing valid proofs
with unverified data. Only authentically signed income data can genedig

classification proofs.
Circuit Outputs
The circuit produces three distinct outputs:

1. class_flags[10]: A l&lement array representing the drm# encoded income
classification, where each position corresponds to brackets B1, B2, B3, B4, M1,
M2, M3, M4, T1, and T2 respectively
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2. is_signature_valid: Boolean flag indicating whether the LHDN cryptographic

signature is mathematically valid

3. is_data_authentic: Boolean flag representing comprehensive data authenticity,

combining signature validity with timestamp and identity verification
Exampleout put wi RDOPBEYAQHODOOIODBOBEOPHLIDLO], thi
indicates that this citizen is a income bracket = B4, [d4DN signature is valid, data is

authenticated.
Privacy and Security Properties
Zero-Knowledge Property

The circuit design preserves privacy through its input strugtwigile verifiers can
confirm a citizen belongs to a specific income bracket, the actual monthly income value

remains hidden. This enables applications like:
T Selective disclosure for government aid eligibility
1 Anonymous demographic studies
1 Privacypreservindginancial service qualification
Data Integrity Assurance
The mandatory LHDN signature verification prevents:

1 Income manipulation: Citizens cannot falsify their income data

=

Replay attacks: Timestamp validation ensures data freshness

==

Identity spoofing: IC hash binding prevents impersonation

1 Unauthorized proofs: Invalid signatures result in zero outputs
Computational Efficiency
The circuit design prioritizes efficiency through:

1 Parallel comparisons: All income thresholds are evaluated simultaneously
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1 Minimal constraint overhead: Using -3t LessThan comparators optimized for

typical income ranges

1 Hard-coded constants: Threshold values are circuit constants, eliminating dynamic

computation overhead
Implementation Considerations

The circuit is implemented in Circom 2.1.5, leveraging the circomlib library for
standardized comparison operations. The design accommodates typical Malaysian income
ranges while maintaining sufficient precision for accurate classificaftoa.selection of

using national level data is because of the efficienagesign for the income threshold,

the higher the number of LessThan checks, or called constrains, the wires willmiscehe
costing more times and computatiordfort to run and produce theuiput. The 32bit
LessThan components provide adequate range for income values up to RM4.2 billion, far

exceeding practical requirements while maintaining computational efficiency.

The modular architecture enables independent verification of each component, facilitating
both development testing and security auditing. This design approach ensures the circuit
can be thoroughly validated before deployment in production systems hasetisigjve

financial data.
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4.4  Full Agentic Flow

Frentend Client FastAP] Backerd
Citizen & beacket, state, household_size, etc

Mathematical burden ratio calculation

Figure 411 Full Agentic Flow sequence diagram

Phase 1: Request Initiation and Coordination

The agentic flow begins when tBaialAnalysisCoordinator receives a citizen eligibility
request. This coordinator acts as the orchestration layer, managing parallel execution of
both RAGbased agentic analysis and traditional forrhdaed analysis for comparative
governance insights.

The coordinator performs initial data validation and preparation, cleaning citizen data to
extract only policyrelevant fields (name, demographics, income classification, household
composition, disability status, and geographic location). This cleaneis da¢a formatted

into a structured query that guides the subsequent agentic reasoning process.

Phase 2: Agent Initialization and Tool Assembly

The CitizenAnalysisAgent, built on thesmolagentsframework, is initialized with a
carefully curated set of specialized tools. This agent uses a LiteLLM model (typicalty GPT
4o0-mini) configured with low temperature (B0L2) to ensure consistent, reliable reasoning

while maintaining enough creativity landle edge cases.
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The agent is equipped with three primary tools that form the foundation of its reasoning

capabilities:

1. ChromaAgent - Provides semantic access to historical policy documgmts
RAG)
2. TavilyAgent - Enables reatime web search for latest policy updates

3. PolicyAnalysisAgent- Performs structured LLMbased policy interpretation

Phase 3: Mult-Stage Information Gathering

The agentic analysis follows a structured thstsge information gathering process:

Stage 3.1: Historical Policy Retrieval

The agent first invokes théhromaAgent to perform semantic search over the existing
policy document corpus. This agent loads document chunks from MongoDB, creates vector
embeddings usin@®penAl's text-embedding3-small model, and performs similarity
search using ChromaDB. The retrieved documents provide foundational policy context,

including eligibility criteria, historical precedents, and established guidelines.

Stage 3.2: Current Policy Intelligence

Next, the agent uses tA@avilyAgent to gather the latest policy updates and regulatory
changes. This agent is specifically configured for Malaysian government sources, with
domain filtering for official government websites (gov.my, mof.gov.my, treasury.gov.my)
and policyrelevant keyword ntahing. The search results are ranked by relevance and

source authority, with government sources receiving priority weighting.

Stage 3.3: Contextual Policy Reasoning
Finally, the agent employs tliolicyAnalysisAgentwhich uses a separate LLM instance

to perform structured policy interpretation. This agent analyzes the citizen's profile against
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the gathered policy context, identifying relevant eligibility factors, potential edge cases,
and policy interpretation nuances that mathematical formulas cannot capture.

Phase 4: Integrated Reasoning and Decision Synthesis

The agent synthesizes information from all three agents through a comprehensive

reasoning prompt that requires structured output. The agent must provide:

Numerical Eligibility Score (0-100) based on policy alignment
Classification Prediction (B40-B1/B2/B3/B4, M4OM1/M2/M3/M4, T20-T1/T2)
Confidence Assessmen(D.0-1.0) reflecting certainty in the decision

Policy Analysisdetailing main eligibility factors and recent policy impacts
Source Citationsreferencing specific policy documents and search results

Detailed Reasoningexplaining the decisiemaking process

N o ok~ DN PRE

Actionable Recommendationdor citizens and policy makers

Phase 5: Result Processing and Validation

The DualAnalysisCoordinator receives the agent's structured output and performs
comprehensive result parsing. This includes extracting scores, classifications, and
explanations from the agent's response, validating numerical ranges, and formatting the
resuts for comparison with the parallel formttased analysis.

The system handles various response formats gracefully, with fallback parsing mechanisms
for cases where the agent's output doesn't perfectly match the expected JSON structure.

This robustness ensures system reliability even when LLM responses vary am. form

Phase 6: Comparative Analysis and Governance Insights

The final phase involves the AnalysisComparator service, which evaluates the agentic
RAG results against traditional formeteased calculations, providing valuable governance
insights. This comparison identifies cases where both methods align, indicaging h
confidence in the assessment. It also highlights instances where agentic reasoning diverges
from mathematical scoring, often revealing edge cases or subtle policy nuances.

Additionally, the process analyzes how the confidence levels of agents cowglate
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differences in scores, helping to assess the reliability of the evaluations. Finally, it uncovers
potential policy gaps, exposing areas where rigid formulaic rules may fail to fully capture

the intent of policy directives.

Agent Orchestration Strategy
The system implements a sequential agent usage pattern within the RAG path, where the

CitizenAnalysisAgent follows a prescribed workflow:

Chr omaAgent retrieval Y TavilyAgent sear c

This ensures comprehensive context gathering before final analysis, maximizing the

quality of LLM reasoning by providing bothistorical and current policy information.

Technical Implementation Details

Agent Configuration and Model Selection
The CitizenAnalysisAgent uses LiteLLkdr model abstraction, allowing easy switching
between different LLM providers. The default configuration uses-@&&ihini with:

1 Temperature: 0:D.2 (balanced consistency vs. creativity)

1 Max Tokens: 20068000 (sufficient for detailed reasoning)

1 Timeout: 30 seconds (reasonable for+t@ak applications)

Agent Integration Architecture
Each agent implements the smolagents Tool interface with standardized input/output
schemas:

Basic Configuration

rom smolagents import LitellMModel
t os

model = LitelLMModel(
model_id="gpt-4o-mini",
temperature=0.2,
max_tokens=3000,
timeout=30,
api_key=o0s.getenv("OPENAI_API_KEY")
)

Bachelor of Computer Science (Honours) 84
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 4
Figure4.12 Smolagent using LiteLLMModel Inference Model

class Agent:
name: str
description: str
inputs: Dict[str, Any]
output_type: str

def forward(self, #sxkwargs) —> Any:
# Agent-specific implementation

Figure 4.13 Arsmohgent class initialization parameters
This standardization allows the agent to dynamically invokeagnts based on the

reasoning requirements, with automatic parameter validation and error handling.

Confidence and Transparency Framework

The RAG path provides confidence scoring {0.0) based on policy document availability

and reasoning certainty, while the formula path maintains 1.0 confidence due to
mathematical determinism. The comparison layer identifies agreement/disagreement
pattens, enabling policy makers to understand when hdikarreasoning diverges from
rule-based systems and requires further investigation.

This architecture demonstrates practical implementation of interpretable Al in government
systems, balancing the need for transparent, auditable degisking with the flexibility

to handle complex policy scenarios that pure mathematical models camuptately

address.

Bachelor of Computer Science (Honours) 85
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 4

45 MMYRC Token Creation and Claiming Process
System Architecture and Components

1. Smart Contract Layer
The system consists of two primary smart contracts:
MMYRCToken Contract (0x61B6056de59844cBc3A4eC44963D9619e4914F20)

1 An ERG20 compliant token contract representing the government subsidy
currency
1 Features a maximum supply caplg®00,000 tokens to prevent inflation
Implements access control mechanismmgg OpenZepgin library (OnlyOwner)
[47] with only the government admin having minting privileges
Includes pause functionality for emergency situations

Supports standafflRCG-20 operations (transfer, approve, allowance)
SubsidyClaim Contract (OxeF79df53ae0d09b0219da032170Bf9F502d94009)

Manages the allocation and distribution of tokens to eligible citizens
Maintains a mapping of citizen addresses to their allocated token amounts
Implements claim period controls and prevents dealaaning

Provides batch allocation functionality for efficient government administration

= =2 =4 4 -

Includes emergency withdrawal mechanisms for unclaimed tokens

Thecontract alsamplementOpenZeppelin's ReentrancyGu#8] to prevent reentrancy
attacks, a critical security vulnerability in smart contracts. A reentrancy attack occurs when
an external contract calls back into the original contract before the first function call is

completed, potentially allowing malicious axtdo exploit the contract's state changes.

The ReentrancyGuard uses a simple but effective mechanism: it sets a state variable to
indicate when a function is executing and prevents any reentrant calls during that execution.
In our SubsidyClaim contract, thelaimTokens() function is protected with the

nonReentrant modifier, which ensures that:

1. Before execution: The guard sets an internal flag indicating the function is running
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2. During execution: Any attempt to call the function again will be rejected

3. After completion: The flag is reset, allowing future legitimate calls

In the government subsidy platform, the ReentrancyGuard is particularly important
because the claimToken$@nction performs external calls to the MMYRCToken contract

to transfer tokens. Without this protection, a malicious citizen could potentially:

1. Create a malicious contract that callasimTokens() multiple times
2. Exploit the time gap betweestate updates and token transfers

3. Claim tokens multiple times before thasClaimedmapping is updated

Admin (0x221ab...) Remix IDE MMYRCToken Contract SubsidyClaim Contract Sepolia Testnet

Phase 1: Contract Deployment

Deploy MMYRCToken

Constructor: name="MockMalaysiaRinggitCoin"
symbol="MMYRC", decimals=18, initialSupply=0

Deploy contract

Contract Address: Ox61B6056de59844cBc3A4eC4496309619e4914F20

Deploy SubsidyClaim

Constructar: _mmyrcToken=0x61B6..., _claimStartTime=1735689600
_claimEndTime=2051222400, _owner=0x221ab, ..

Deploy contract

Contract Address: OxeF79df53ae0d09b0219da0321708f9F502d94009
Phase 2: Token Setup

mint{to=0xeF79df..., amount=100000000000000000000000)

Mint 100,000 tokens to SubsidyClaim contract
Tokens minted

setAllocations(citizens[], amounts[])

Set 1,000 tokens for each of 10 citizens

Alm(auanssel

Admin (0x221ab...) Remix IDE MMYRCToken Contract SubsidyClaim Contract Sepolia Testnet

Figure 4.14Deployment and Setup Phase sequence diagram

Phase 1 Deployment

The deployment process begins with the government administrator deploying the smart
contracts to the Ethereum blockchain. First NiMdYRCToken contract is deployed with
predefined parameters including the token namv{kMalaysiaRinggitCoin"), symbol
("MMYRC "), decimal places (18), and initial supply (0). The contract is configured with
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the government admin address as the owner, granting exclusive rights to mint tokens and

manage the system.

Subsequently, the SubsidyClaim contract is deployed with references to the
MMYRCToken contract address, claim period timestamps, and the admin address as the
owner. The claim period is configured with a start time allowing immediate claims and an

end timeset far in the future (year 2035) to effectively remove time restrictions on claiming.

The Current Epoch Unix Timestamp

1758166631

2051222400
SECONDS SINCE JAN 01 1970. (UTC)
Supports Unix timestamps in seconds,
milliseconds, microseconds and nanoseconds.

11:38:55 AM

Format Seconds

GMT Mon Jan 01 2035 00:00:00 GMT+0000

Your Time Zone Mon Jan 01 2035 08:00:00 GMT+0800 (Malaysia Time)
Relative in 9 years

Figure 4.15Unix Timestamp for the year 2035

Phase 2 Minting

Following successful deployment, the administrator mints tokens from the MMYRCToken
contract to the SubsidyClaimmontract. In the current implementation, 100,000 tokens
(representing 10% of the maximum supply) are minted and transferred to the SubsidyClaim
contract's address. This creates a pool of tokens available for distribution to eligible citizens.
The administrator then configures individual citizen allocations by calling the
setAllocations function on the SubsidyClaim contract. This function accepts arrays of
citizen wallet addresses and their corresponding token allocations. In the current
configuation, 10 citizens are allocated 1,000 tokens each, totaling 10,000 tokens

committed for distribution, while 90,000 tokens remain available for future allocations.
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Citizen React Frontend Metamask Wallet SubsidyClaim Contract MMYRCToken Contract Sepolia Testnet

Phase 3: Citizen Claims Tokens

Connect wallet (address)

canClaimcitizenAddress)

(eligible=true, allocation=1000, alreadyClaimed=false}

Show "You have been allocated 1,000 MMYRC tokens”

Show "Claim Now” button

Click "Claim Now

Approve transaction

claimTokens()

Mark as claimed

Execute transfer

Show “Tokens claimed successfullyl”

Citizen now has 1,000 MMYRC tokens in wallet

Citizen React Frontend MetaMask Wallet SubsidyClaim Contract MMYRCToken Contract Sepolia Testnet

Figure 4.16 Citizen Interaction Sequence Diagram

Phase 3: Citizen Interaction and TokerClaiming

Citizens interact with the system througiie subsidy platform web applicatioifhe
process begins when a citizen navigates to the claim page and initiates wallet connection
through RainbowKit, which supports various wallet providers including MetaMask. Upon
successful wallet connection, the system automatically queries the SubgilygGntract

to verify the citizen's eligibility and allocation amount.

The frontend application calls tlranClaim function, which returns three critical pieces

of information: eligibility status, allocated token amount, and whether the citizen has
already claimed their tokens. If the citizen is eligible and has not previously claimed, the
interface displays their altation amount (1,000 MMYRC tokens) and presents a "Claim

Now" button.

When the citizen initiates the claiming process, the frontend triggers a blockchain
transaction through their connected wallet. The citizen must approve the transaction, which

calls the claimTokens function on the SubsidyClaim contract. This functionrpearfo
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several validation checks: verifying the citizen has an allocation, confirming they haven't

already claimed, and ensuring the claim period is active.

Upon successful validation, the contract marks the citizen as having claimed their tokens
and initiates a transfer from the SubsidyClaim contract to the citizen's wallet address. The
MMYRCToken contract executes the transfer, updating the citizen's t@ance. The

transaction is recorded on the blockchain, providing an immutable record of the subsidy

distribution.The screenshots of the whole prociegsresented at Chapter 6.
Current System Status

The implemented system successfully demonstrates the complete subsidy distribution

workflow:

Total Token Supply: 1,000,000 MMYROmaximum)
Tokens Minted: 100,000 MMYRC (10% of maximum supply)
Citizens Allocated 10 citizens with 1,000 tokens each

Total Allocated: 10,000 MMYRC tokens

= =4 4 4 -

Remaining Available: 90,000 MMYRC tokens for future allocations

The system is deployed on the Sepolia testnet, providing a safe environment for testing and
demonstration while maintaining all the functionality of a mainnet deployment. This
implementation serves as a praffconcept for blockchaiWbased government subg
distribution, demonstrating the feasibility and benefits of using distributed ledger

technology for public sector application

Bachelor of Computer Science (Honours) 90
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5

CHAPTER 5

SYSTEM IMPLEMENTATION

5.1 Hardware Setup

The project hardware configuration includes an Apple Mac Mini with the M4 chip and a

Huawei D16 laptop. The Mac Mini is employed to host large language models (LLMSs)

with its immense computing power to efficiently carry out demanding processes. The

development machine where all development, programming, system development, feature

integration is the HuawéilatebookD16 laptopalso use for the ease of presentation.

Description Specifications
Model Mac Mini M4
Processor Apple M4 chip
OperatingSystem macOS Sequoia 15.3.2
Memory 16GBunified memory
Storage 256GB SSD
Table5.1 Specifications ofomputer
Description Specifications
Model HuaweiMateBook D 16
Processor 13th Gen Intel(R) Core(TM) #33420H

2.10 GHz

Operating System

Windows 11 Home

Memory

16GB

Storage

1TB SSD
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5.2  Software Setup

Visual Studio Code (VS Code)

Visual Studio Code (VS Code acode editor created by Microsoft. It offers features like
syntaxhighlighting, debugging, Git integration, and extensive extension support, making
it well-suited for efficient code writing and management during developmbistIDE is

the main workspace for the project to be coded.

Claude Code
An agentic coding tool built by Anthropic, accessible via terminal, having ability to
understand codebase and helps code by executing routine tasks, as this tool is being used

to write tests (pytest) for code and assisting debug throughout the whole project.

Supabase
Supabase is an opsource Baes platform built on PostgreSQL. It offers a suite of tools
including authentication, rediime subscriptions, and database managementhis tool

i s being used for storing citizends dat a,

MongoDB

MongoDB is a crosglatform, sourceavailable database that follows a docurmemgnted

model. As a NoSQL solution, it stores datfleéxible, JSONlike documents with optional
schemasAs this tool is used for storing processed documents chunks from preprocessed

documents and wekearch context provided Tavily Search + Extract API.
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5.2.1 System Prerequisites

The Mult-Agent RAG System for Auditable Token Distribution requires the following

software components:

Component Version Purpose

Node.js >=20.0.0 JavaScript runtime for
frontend and backend

services

npm >=9.0.0 Package manager for

Node.js dependencies

Python >=3.12 Backend runtime for
smolagents service

Git Latest Version control and projec
cloning

Circom >=2.1.5 Zero-knowledge circuit
compilation

snarkjs Latest ZK-SNARK proof

generation and verificatior

Table 5.3 Software Components List

53  Setting andConfiguration
.env is a plaintext file used to store environment variables. These variables include

configuration settings and sensitive information, for instance, database connection strings,

API keys/tokens, secret key (JWT, encryption, etc.) or{bandy service credentials.

The project requires the following values in .env:

Scope Variable Description / Purpose
Frontend VITE_SUPABASE_URL Supabase project URL
VITE_SUPABASE_ANON_KEY  Supabasanonymous key

(public client access)
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VITE_LHDN_API_URL

VITE_ZK_SERVICE_URL

VITE_SMOLAGENTS_URL

API endpoint for LHDN
service (development URL
API endpoint for ZK
service (development URL
API endpoint for
SmolAgentsservice

(development URL)

Backend OPENAI_API_KEY OpenAl API key for LLM
(smolagents requestssmolagents
service) (LiteLLModel)
SUPABASE_URL Supabase project URL
SUPABASE_SERVICE_KEY Supabasservice role key
(backend privileged acces:
MONGO_URI MongoDB connection
string
CHROMADB_PATH Local path for ChromaDB
storage
TAVILY _API_KEY (optional) Tavily API key for external
API integration
UNSTRUCTURED_API_KEY Unstructured API key for
(optional) external document parsing
service
Table 5.4 Environment Variables List
5.3.1 Files for reference in this section
No. References PDFO6s Ti tl e
1 [27] Malaysian Household Poverty Determinant by Using Model
Selection& Model Averaging
2 [28] Household Income Survey Report 2022 by DOSM
3 [29] HOUSEHOLD EXPENDITURESURVEY REPORT
(LAPORAN SURVEIPERBELANJAAN ISI RUMAH) 2022
BY DOSM
4 [28] Poverty In Malaysia: Technical Notes
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5 [28] Income Inequalityetidaksamaratan Pendapatan): Malaysia
2022

6 [30] The Factors Affecting Poverty in Malay8i®d Macroeconomic
Perspectives

7 - Household consumption expendityrercentage (per Month)
Malaysia, 2016 2022(Table)

8 - Household consumptioexpenditure by stat@edian and
Mean) Malaysia, 2016 2022(Table)

9 - Household consumption expenditifhonthly, mean valug)
Malaysia, 2016 2022(Table)

10 - Incidence of absolute poverty by ethnic group of head of

household, strata and state, Malaysia, 192022(Table)
Table5.5 List of files/tables for RAG

5.3.2 Data Cleaning for Malaysian Household Income and Expenditure Survey

(HIES)

This work focuses on cleaning and restructuring the HIS/HIES percentile dataset to make
it more suitable for income distribution analysis. The raw dataset originally contains
income values across all percentiles, along with additional metadata such as dates and
variable labels. To streamline the data, the process first isolates only the dediiasis,

the 10th, 20th, up to the 100th percendilesince these provide a clear and interpretable

breakdown of household income levels.

Unnecessary columns, such as the date and variable fields, are removed to reduce
redundancy. Each decile is then mapped to a broader income group category: the bottom
40 percent is classified into groups Bl through B4, the middle 40 percent into M1 through
M4, and the top 20 percent into T1 and s is to map thmeanstate income to represent

a ci ti z eduedtstheihidderonatere of the outputofdero o wl edge f or a
income bracketA new column is created to capture this grouping, enguhat each

stateds income distri but i odefinedecategdries. vi ewed

Because the focus of the project is on average income levels, only the mean income values
are retained for each state and group. At the end of the cleaning process, the dataset is
reduced to three essential columis the state, the assigned income groupd #e
corresponding mean income. This results in a concise, anedgsly dataset that

highlights how income is distributed across socioeconomic groups at the state level.
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date
2018-01-01
2019-01-01
2019-01-01
2018-01-01
2018-01-01
2019-01-01
2019-01-01
2018-01-01

o o@® =~ ;e oWm B @ N =

2018-01-01
2018-01-01
2019-01-01
2018-01-0
2018-01-01
2018-01-01

income

2698.0
3627.0
4480.0
23630
6376.0
T486.0
8834.0
10715.0

m @ =~ @ o, A& W

14397.0
48315.0

- =
]

2067.0

Figure 5.2 Table after data cleaning
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CHAPTER 6
SYSTEM EVAL UATION AND DISCUSSION

6.1 System Testing and Performance Metrics

6.1.1 User Layer System Testing

i Gov Subsidy

Al-Powered Distribution Platform

Email

ter your email

Password

your password

Remember me

Don't have an account? Sign up here

Figure6.1Login Page

il Gov Subsidy

Create Your Account

Email

Password

SignUp ,7

Already have an account? Login here

Figure 6.2 Signup Page
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Admin Role

i}

&+ X 8

&

88

Gov Subsidy

Dashboard

0, Chtizens

Dacuments

Settings

ogaut

Gov Subsidy

Dashboard

) Citizens

Documents

Settings

Gov Subsidy

Dashboard

9 Citizens

Documents

Settings

Admin Dashboard

‘Welcome to Gov Subsidy Platform

Al-powered bl

Tatal Citizens Total Admins
o

a g © 4

Quick Actions

#5 Manage Citizens

System Status

Supabase Connectior

RAG Documents.

13

@ Upload RAG Documents

Figure 6.3 Admin Dashboard

Citizen Management

Citizen List

Manage and analyze citizen eligibility for subsidies

Search State

Al States

No name provided
e s Not provided

No name provided

Not provided

HAS A
8 S281400 030520-01-2185

Showing 110 3 of 3 results

Not specified

Not specitied

M40-M2

Income Bracket

Al Brackets

Not specified

Not specified

0 Refresh Stats

Recent Uploads

53 Connested

G active

Bt I Devaispmant

o Clear Filters

Not Analyzed

Not Anatyzod

Not Anatyred

Figure 6.4 Citizen Management Page

File Upload For RAG
g " 3

Document Upload

Jpload PDF and DOCX files for RAG processing

Click to upload files or drag and dr

Upload Instructions

Figure 6.5 Upload Documents For RAG page
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@ 1781693339748-hies_income._inequaiity.pdf

@ 1751693330748-file_20230728111512 pat

@ 1751693339748-2601.1284811.pot

@ 1751693339748 Household_income._2022 pdt
@ 1751693339747-19-Paper-Malaysian- Household-Pove

17RIAAAIIATARRinnal BOVED MVS nit

i
3

i

>

Upicased

@

0 TestAdmin

o TestAdmin

“ TestAdmin
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Admin Wallet Connected

© 0x221ab896ABB165E9247 f5915e81CA95762bB5ABD 0.033ETH (@ 0x22..5A8D

Mint MMYRC Tokens Allocation Management
Token Supply Status Generate Mock Data Download Template
Current Supply Max Supply Remaining Upload CSV File
100,000 MMYRC 1,000,000 MMYRC 900,000 MMYRC

Choose File No file chosen

Mint To Address Or Paste CSV Data

OxeF79df532e0d09b0219da032170B9F502d94009 Use SubsidyClaim address, anount
0x...,1000
Amount (MMYRC) 9x...,1500
20000
Maximum; 900,000 MMYRC

Tokens minted successfully!
Transaction:
@xdafeb833225333b@d360eac55a981ccf2f6a062d073e576136b3cbOdEbATdTI6

Figure 6.6 Application Settings PageMinting MMYRC Tokens

Application Settings

Current Application Deadline
09/17/2025, 03:43 AM

® Deadline has passed

Set Application Deadline
17/09/2025, 03:43 o

O About Application Deadlines
Citizens will see a countdown timer based on this deadline. The form will become read-only after the deadline passes.

Figure 6.7 Application Settings Pagé&etting theapplication deadline

Citizen Analysis

Thursday, September 18,

i H
Analysis for HAR SZE HAO
Email com NRIC: 03 Income: M40-M2 State: Johor
Formula Analysis L] Smolagents Analysis .
Traditional rule-based eligibllity calculation using predefined formulas and Al-powered analysis using advanced reasoning and contextual understanding.
criteria

Start Smolagents Analysis
Start Formula Analysis

Figure 6.8 Analyzing for Citizen
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Citizen Role

a Citizen Portal < Citizen Dashboard

sdiay, Septer

98 Dashboard

a® Q s

n® o HAR SZE HAO

B Application Welcome to Your Citizen Portal
. ppiication and manage your profile
2 Profile
& Claim Subsidy
O o Application Deadline
Application deadline is approaching. Please complete your application.
g Continue Your Application m
You have a saved application. Continue where you left off 1o complete your submission.
Application Status. Eligibiity Scors Profile Completion
Unter Reviow dl Pending & 100%
R — Complete ol Fisids 1o quality
Quick Actions
B Continue Appiication & View Profile + Claim Subsidy
Application Progress
(> Logous 2024 Gow Subsidy Plaform - Cizen Portal
a Citizen Portal < Subsidy Application
hursday, September 18, 2025

8 Dashboard

B Avplication

Government Subsidy Application

) Submissions end in: 13 days, 2 hours
Profile S
R Pl Complete your profile to apply for financial assistance

$ Claim Subsidy
O xDemo

Application Status

Complete s to submit your application

Personal Information

Please provide accurate information for your subsidy application

1 Identity Verification

Malaysian IC Number *

Secure verification using z6ro-knowledge proafs

2 Personal Details

(> Logout

Figure 6.12 Citizen Application Form View
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1 Identity Verification

Malaysian IC Number *

[ 030520-01-2185

=7 Secure verification using zero-knowledge proofs

2 Personal Details

Full Name *

HAR SZE HAO

< Auto-filled from IC verification

Gender *

Male

Figure 6.13 Citizen Application Form ViégwC verification from LHDN

3 Income Verification

Meonthly Income Verification *

Verify Income with ZK-SNARK

Date of Birth *

20/05/2003 B

State *

Johor

Click to securely verify your income bracket without revealing your actual salary amount

4 Household Information

Household Size *

4

Total number of people living in your household

. I have a disability status
Check this if you have an official disability certification

5 Payment Information

Ethereum Wallet Address *

Bx8859BaffBf6758ea2fBe547977alcede99052f67

@ Subsidy payments will be sent directly to this wallet

Number of Children *

2

Children under 18 years old

Figure 6.14Citizen Application Form View
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3 Income Verification

Monthly Income Verification *

) Generating Zero-Knowledge Proof

LHDN Lookup v
Fetching income data from tax authority

Circuit Setup v

Preparing cryptographic circuit
Witness Generation v
Computing circuit inputs

ZK Proof Generation +
Creating zero-knowledge proof
Proof Verification ...
Walidating cryptographic proof

L]

Completed

Income bracket verified privately

@ Your income amount remains completely private during this process

) Verifying income with ZK proof...

Figure 6.15 Income Verification with ZK process listed view

3 Income Verification

Monthly Income Verification *

% Proven M2 salary holder » ZK-SNARK  ZK

® ZK Verification Complete

Citizen Name: HAR SZE HAO
Income Bracket: M2
Verification: ZK-SNARK Proven «

Actual income amount (RM7000) remains private
L. Click "Save Profile" below to store this verification to your profile

+ Income Verified - Cannot Re-verify

Verification complete. Data will be saved when you submit the form.

Figure 6.16 Income Bracket proven view

Please complete income verification above before submitting

Figure6 . 17 Submit Button Disabl ed
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Welcome to Your Citizen Portal

Track your subsidy application and manage your profile

Hello, HAR SZE HAO!

® Application Deadline Passed
The application period has ended. Your profile is now read-only.

® Application Period Ended
The application deadline has passed. No new applications or changes can be submitted.

Application Status Eligibility Score Profile Completion
1) pe—— dl Pending 2 100%
Complete profile for assessment Complete all fields to qualify

Figure 6.18citizen dashboard update if application deadline passed

Please complete income verification above before submitting

(© Application deadline has expired 3 Submission Disabled

Figure 6.19 citizen application form submission disabled if application deadline passed

6.2 Testing Setup and Result
6.2.1 Airdrop MMYRC Token Setup and Result

EXPLORER

EVM-WALLET-GENERATOR

evm.py
LICENSE
README.md

requirements.txt

wallet.json "private_key": "36bf77738

"address': "@x3fa

"private_
"address"

Figure 6.20Generatinge VM compatible wallet via python script Bpodes on Github
[46]
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0 SepoliaETH
B +5

0 SepoliaETH
-l O 3fa90 B +5

Figure 6.21Adding wallet intaVietaMaskfor further tracking status

Google Cloud Web3

Get your first drip on Celo's new Sepolia testnet today! Open faucet —
Home

Ethereum Sepolia Faucet =

Get free Sepolia ETH sent directly to your wallet. Brought to you by G

Discover
Faucet

Q Web3Al
Events

S Learn

sir  Community

3 Universal Ledger

Startup Program

Figure 6.22Getting SepoliaTH from Google Cloud Provider

TRANSACTION ACTION
(@ Transfer 0.05 ETH to 0x221abBOGADB165E92471591 5e81CA95762b AR

{ast 0x8bf444e8660a1d6eb98e164b262d4d0b03579e89972931b1e98Bf27cf2f1a511
o su
26040 1 Block Confirmation

tamg @© 14 secs ago (Sep-18-2025 03:12:12 AM UTC)

# 0.0SETH
0.000000023100441 ETH

0.001100021 Gwei (0.000000C

Figure 6.23Successfully transfer 0.05 SepoliaETH
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AdminWallet «
W ©

Ox221ab..85A8D |0

0.05SepoliaETH @

+$0 (+0.00%) Discover [

> w
Buy/Sell Sswap Send Receive

Figure 6.24 Admin wallet showingunds from Google Cloud

DEPLOY

MockMalaysiaRinggitCoin

MMYRC

nitialsupply: 0

(D) calidata () parameters transact

Figure 6.25MMYRCToken.sol Deployment Parameters
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TRANSACTION ACTION
D Call 0x60806040 Method by 0x221abB96...762bB5ABD

[ This is a Sepolia Testnet transaction only

(@ Transaction Hash 0x016e15906¢18388307191bdf64668cfadf3baB207c595296fbd3b6d 2f35ff227
@ Status: © success

@ Block: 9226114 6 Block Confirmations

@ Timestamp: @ 1 min ago (Sep-18-2025 03:28:24 AM UTC)

@ From 0%221ab896A0B165E9247f5915e81CA95762bB5A8D

@ To [[2 0x61b6056de59844cbe3adecd4963d9619e4914120 Created ] (L @

@ Value # 0ETH

(@ Transaction Fee 0.00235936504561439 ETH

@ Gas Price: 1.500000029 Gwei (0.000000001 500000029 ETH)

Figure 6.26Contract Deployment on Sepolia Testnet

INTR,

SubsidyClaim - SubsidyClaim.sol

evim version: prague

DEPLOY

MImyrc Token:

claimStartTime:

claimEndTime:

Ox61B6056de53844cBc3A4eC449630D9619e4914F%

1736689600

2061222400

0x221ab896A0B1665E9247f5916eB1CA95762bB5A8L

D calldata (D Parameters transact

Figure 6.27SubsidyClaim.sdDeployment Parameters
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Transaction Details <

m Logs (1)  State /> aP1

= TRANSACTION ACTION
U@ Call osc0a0s040 Method by 0x221ab896...762bB5SABD

This is a Sepolia Testnet transaction only |

(@ Transaction Hash: 0x5bfe0d91e1d6bdb0377a129015e2dddb40fec9ae77c506778778dea93b8ebBf
@ Status: @ Success

@ Block 9226168 2 Block Confirmatians

@ Timestamp: ® 27 secs ago (Sep-18-2025 03:40:24 AM UTC)

@ From 0x221abBI6A0B165E9247f5915e81CA95762bB5ASD

@To [ 12) 0xef79df53a0409b0219d2032170bf9f502d94009 Created ] () @

¢ 0ETH

0.002953762549229375 ETH

1.500000025 Gwei (0.000000001 500000025 ETH)

Figure 6.28Successful Deployment for Subsidy Claim Contract

Wei 100000000000000000000000
Gwei 100000000000000
Ether 100000

Figure 6.29Converting wei to ether

Deployed Contracts 1

Vv MMYRCTOKEN AT 0X61B...14

Balance: 0 ETH
approve

burn

emergencyWi...

MINT

o: OxeF79df53ae0d09b0219da032170Bf9F502d94009
t: 10000000000000000000000000

D calldata (@ Parameters transact

Figure 6.30Mint 100,000 of MMYRC Toked@% oftotal supply)
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TRANSACTION ACTION
Transfer 100,000 () MMYRC to 7] OxeF79df53ae0d09b0219d032170Bf9F 502494009
o

a Sepolia Testnet transaction only

ion Hast DxaDa7¢10575607ec8cl428282e0315f0753610ba5328d026cd75167124fccOdb
?) Status © succes
)226246 2 Block Confirmations

(@ 28 secs ago (Sep-18-2025 03:57,12 AM UTC)
x221abB896A0B165E924715915e81CA95762bB5ABD

nteracted With (To 0x61B6056de59844cBc3A4eC44963D9619e4914F20 (-]

From 0xD000000f 00000000 To [ OxeF79df53...502d94009 For 100,000 ERC-20: MockMalaysia... (MMYRC)

Figure 6.31Successfully Minted 100,0MYRCv i a Owner A dABDEss ( 0x

SETALLOCATIONS

["0xCCO06811c343AaBF4CeB42cbd8053400C2Df27t

amounts: ["1000000000000000000000""100000000000000

O calldata (D Parameters transact

Figure 6.32Setting Allocations for airdrop to citizens (1,000 MMYRC each)

Transaction Details <

overvew  ([ENEEY st & AR

Transaction Receipt Event Logs

Address  Oxef79df532e0d09b0219da032170bf9f502d94008 Qv
Name AllocationSet (index_topic_1 add vallet, uint256 amount) View Source
Topics o Oxedfc909d0ab2a1625b7911d925¢1bdB200Cdd99d4c7badde20328b1787910b3
Vst Dec v = 0x(CD6811c343AaBFACERS
Data amount - 1000000000000000000000 Dec  Hex
Address xef79df53ae0d09b0219da032170bf91502494009 Qv
Name AllocationSet (index_topic_1 add vallet, uint256 amount) View Sou
Topics o Oxedfc999deab2a162507911d925¢fba8200cdd99d4cTbadde720328b178797003
Vwalet Dec v = 0x3fad0eCe725B2bDed8500CTS364C390BAACEBIA
Data amount - 1000000000000000000000 Dec  Hex

Figure 6.331000 * 1e18 has been allocated to the wallet address from .csv
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Wallet Connected 0.011ETH = OxCC...7dC6

Connected Address
BxCCP6811c343Aa8F4CeB42c5d9053400C2DF27dC6

() Congratulations! You are eligible for tokens.

You have been allocated 1000 MMYRC tokens

Figure 6.34Ci t i z e afi@rsconiectiagwallet

Transaction request

Estimated changes

Youreceive +1000 g Ox61B60..14F20

Request from @ Alert >
A HTTP  localhost:5173

Interacting with A Alert >
@ 0xeF79d..94009

Method Claim Tokens

Network fee ¢ 0.0002 s SepoliaETH
$0.83

Figure 6.35Citizen Accepting Token froMetaMaskView
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Wallet Connected 0.010ETH & OxCC...7dC6 v

Connected Address
@xCCO6811c343Aa8F4CeB42c5d9053400C2DF27dC6

Current Balance
1000.00 MMYRC

e Tokens Already Claimed
You have already claimed your MMYRC token allocation.

() Tokens claimed successfully! Check your wallet balance.

Figure 6.36FrontendUpdate Status

MMYRC1 ~ -
. vV =

0xCCO068..27dC6 |0

0.0108 SepoliaETH @

+30 (+0.00%) Discover &

> a%
Buy/Sell Swap Send Receive
Tokens DefFi NFTs Activity

Sepolia v = i
SepoliaETH No conversion rate available
5 A 0.01082 SepoliaeTH
MMYRC Mo conversion rate available
5 A 1,000 MMYRC

Figure 6.37Met aMask view (1000 MMYRC)
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6.22 Analysis

{® ® ® © formula-analysis-HAR-SZE-HAO-2025-09-18 (3).txt

[Formula Analysis Report

Citizen: HAR SZE HAOD
NRIC: @38528-81-2185
Analysis Date: 9/18/2025, 3:41:04 PM

FINAL SCORE: l@@
ELIGIBILITY CLASS: M4@-M2

DETAILED BREAKDOWN:

Base Score: 48

Burden Adjustment: 77.5
Burden Ratio: 1.2

State Median Burden: 0.080284
Equivalent Income: RM 5080.00
Adult Equivalent: 2.1

COMPONENT SCORES:

Documentation Penalty: Not Applied
Disability Bonus: Not Applied
Weighted Burden (75%): 52.5
Weighted Documentation (25%): 25

EXPLANATION: ]

Burden ratio 1.28@8 vs state median @.2008284. Adult Equivalent 2.1 for
4-person household., State: Johor, Income bracket: M2.

CITIZEN DATA USED:

Full Mame: HAR SZE HAD
Date of Birth: 2883-85-28
Gender: Male

Household Size: 4

Number of Children: 2
Disability Status: No
State: Johor

Income Bracket: M2
Monthly Income: RM Unknown
Signature Valid: Yes

Data Authentic: Yes

Generated by Formula Analysis Service

Figure 638 Via Formula Analysis

#kREASONING:k :

- Detailed explanation of score calculation

- Policy interpretation and contextual factors
- Comparison with similar cases or precedents

#+RECOMMENDAT IONSHok:

- Approval/rejection recommendation

- Processing priority (standard/expedited)
- Additional documentation needed (if any)

Focus on policy flexibility and contextual factors that pure mathematical formulas
cannot capture. Your analysis should demonstrate the value of human-like reasoning
over rigid rule-based systems.

Begin your analysis now using the available tools.

LitelLMModel - gpt-4o-mini
16:09:07 — LitelLM:INFO: utils.py:3347 -
LitelLM completion() model= gpt-4o-mini; provider = openai
2025-09-18 16:09:07,835 - INFO -
LitelLM completion() model= gpt-4o-mini; provider = openai
16:09:17 - LitelLLM:INFO: utils.py:1273 - Wrapper: Completed Call, calling success_handler
2025-09-18 16:09:17,757 - INFO - Wrapper: Completed Call, calling success_handler
Initial plan
Here are the facts I know and the plan of action that I will follow to solve the task:

## 1. Facts survey

Figure 6.39 CLI view for smolagentsr@asoning a particular citizen via LiteLLMModel
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LitelLM completion() model= gpt-4o-mini; provider = openai
16:21:@87 — LitelLLM:INFO: utils.py:1273 - Wrapper: Completed Call, calling success_handler
2025-09-18 16:21:07,359 - INFO — Wrapper: Completed Call, calling success_handler
— Executing parsed code:
final_answer({
"eligibility scor
"eligibility_class
"confidence_level
"policy_analysi
"main_eligibility_factors": [
"The recent restructuring of subsidies to target lower-income households aligns with the citizen's
household size and composition.",
"The government's focus on the M4@ income group for assistance indicates that this citizen's profile fits
ithin the targeted demographic."
"recent_policy changes'": "The government will implement targeted subsidies for RON95 petrol, focusing on
lower—income households.",
"'state_specific_considerations": "Selangor has a higher cost of living, impacting income thresholds.",
"household_composition_impact": "Household size of 4 and 2 children suggest a potential classification within
‘the M48 income bracket."

'
"sources_and_citatiol {
"policy_document Retrieved from ChromaDB.",
"latest_updates": "Latest subsidy updates from Tavily."
+
"reasoning": {
"score_calculation": "The score of 75.0 indicates that the citizen likely falls within the M4@-M1 income

policy_interpretation": "The analysis considered household size, number of children, and regional factors i

""comparison_with_similar_cases": "Edge cases identified include the unknown exact income."

"recommendations": [
"The citizen should verify their household income against the latest B4@ and M4@ thresholds to confirm
eligibility.",
""Consider applying for any available local assistance programs in Selangor."
1

})

Final answer: {'eligibility score': 75.8, 'eligibility class': 'M48-M1', 'confidence_level': 8.85, 'policy_analysis':
{'main_eligibility_factors': ["The recent restructuring of subsidies to target lower-income households aligns with the
citizen's household size and composition."”, "The government's focus on the M4@ income group for assistance indicates that
this citizen's profile fits within the targeted demographic."], 'recent_policy_changes': 'The government will implement
targeted subsidies for RON95 petrol, focusing on lower-income households.', 'state_specific_considerations': 'Selangor has

Figure 6.40 CLI view for smolagents reasoning output

Formula Analysis [ ] Smolagents Analysis
Traditional rule-based eligibility calculation using predefined formulas and Al-powered analysis using advanced reasoning and contextual understanding
criteria

100 M40-M2 - Moderate Need !

B5 partially eiigible

nfidence: 76

Click the score to download detailed explanation Click the score to download detailed reasoning

Analysis Comparison

Score Comparison Agreement Recommendation
Formula: 100 1 Formula Score: 100
Mathematical appro BS i ity

Smolagents. 55

Difference: 45 points

Formula Analysis Approach: Smolagents Analysis Approach

+ Mathematical burden calculation + Al-powered contextual reasoning
- State-specific income data « Policy document analysis

- Transparent scoring formula + Flexible interpretation

+ Rule-based decision making + Multi-factor consideration

Back to Citizen List

Figure 6.41ScoreComparisoriViewwhenscorediffer > 5
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Formula Analysis ® Smolagents Analysis °
Traditional rule-based eligibility calculation using predefined formulas and Al-powered analysis using advanced reasoning and contextual understanding.
criteria.

55 Partially Eligible .4

58 M40-M2 - Moderate Need {
Confidence: 75%

Click the score to download detailed explanation Click the score to download detailed reasoning
Analysis Comparison
Score Comparison Agreement Recommendation
Formula: 58 Consensus: 57
Both methods agree on eligibility
Smolagents: 55 Methods Agree
Within 5 points

Difference: 3 points

Formula Analysis Approach: Smolagents Analysis Approach:

+ Mathematical burden calculation « Al-powered contextual reasoning
+ State-specific income data « Policy document analysis

« Transparent scoring formula « Flexible interpretation

« Rule-based decision making « Multi-factor consideration

Back to Citizen List

Results have been saved and will appear in the citizen list

Figure 6.42ScoreComparisorViewwhenscorediffer <= 5

6.2.3 Zero-Knowledge Income Bracket Verification Process

Looking up citizen name for IC: ©30520-81-2185
? POST /api/verify-income
9 Request body: {
"ic": "@38520-81-2185"
}

Income verified for IC: 030520-01-2185, Income: RM7000
Starting IC verification for: 038528-81-2185
Fetching income data from LHDM...
? POST /api/verify-income
9 Request body: {
"ic": "030520-01-2185"
}

Figure 6.43 Backend Log while calling /api/verihcome

Income verified for IC: ©30520-01-2185, Income: RM7000
Converting data to circuit format...

LHDN verification timestamp: 2025-89-18T10:09:44.258Z
Current time: 2025-09-18T10:09:44.260Z

Data age: @ seconds (@ minutes)

Timestamp validation passed — data is fresh

Compiling circuit...

stdout: template instances: 8

stdout: non-linear constraints: 454

linear constraints: 37

public inputs: @

private inputs: 6 (5 belong to witness)

public outputs: 12

wires: 485

labels: 525

Written successfully: /Users/brianhar/Documents/gov-subsidy-platform/gov-subsidy-platform/zkp/outputs/MalaysianIncomeClassifier.rlcs

stdout: Written successfully: /Users/brianhar/Documents/gov-subsidy-platform/gov-subsidy~-platform/zkp/outputs/MalaysianIncomeClassifier.sym

stdout: Written successfully: /Users/brianhar/Documents/gov-subsidy-platform/gov-subsidy-platform/zkp/outputs/MalaysianIncomeClassifier_js/Mal
aysianIncomeClassifier.wasm

Figure 6.44 Backend Log fgrenerating rlcs file, sym, and .wasm files
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Circuit compilation finished with code: @
Stdout: template instances: 8

non-linear constraints: 454

linear constraints: 37

public inputs: @

private inputs: 6 (5 belong to witness)
public outputs: 12

wires: 485

labels: 525

Written successfully: /Users/brianhar/Documents/gov-subsidy-platform/gov-subsidy-platform/zkp/outputs/MalaysianIncomeClassifier.rlcs
Written successfully: /Users/brianhar/Documents/gov-subsidy-platform/gov-subsidy-platform/zkp/outputs/MalaysianIincomeClassifier.sym

Written successfully: /Users/brianhar/Documents/gov-subsidy-platform/gov-subsidy-platform/zkp/outputs/MalaysianIncomeClassifier_js/MalaysianInco

meClassifier.wasm
Everything went okay

Circuit compiled successfully - files available in MalaysianIncomeClassifier_js/ subdirectory
Starting trusted setup (generating proving keys)...

Performing trusted setup...

Downloading Powers of Tau file...

Powers of Tau downloaded successfully

Figure 6.45 Backend Log

Powers of Tau downloaded successfully
Generating proving key...
Setup stdout: [INFO] snark]S: Reading rlcs

Setup stdout: [INFO] snark]S: Reading tauGl
Setup stdout: [INFO] snark]S: Reading tauG2
Setup stdout: [INFO] snark]S: Reading alphatauGl
Setup stdout: [INFO] snark]S: Reading betatauGl

Setup stdout: [INFO] snark]S: Circuit hash:
f28c5bda 3657706 890a3aza 4b9ad9f9
bba59ctb 9713359b 94c6104b 5756519
92dd8b24 265752a@ e5e43650 a5338447
ebebfc76 dbaeefbb 14145471 aa9ddbe2

Trusted setup finished with code: @
Trusted setup completed successfully
Calculating witness...

Witness calculation finished with code: @
Stdout:

Generating ZK proof...

ZK proof generation finished with code: @
Stdout:

Verifying ZK proof...

ZK proof verification finished with code: @
Stdout: [INFO] snark]S: OK!

Figure 6.46Backend Log

anager.tsx 1, M {} proof.json X @ citizen_analysis_agent.py M ¥ system-description-report.md

zkp > proofs > {} proofjson > ...
1 {

“pi_a":
"8975037242085922975964950952718276321370233568312461535730538687706111923351",
"'5891936309295732760819887313696538450943409483768195417883909669641670530404" ,
wye

"pi_b":

[
"6064403203420238862321232463855593462883797616824588864817443373458453020488" ,
"4227567802387030555366886822672551199774137375488430980008213404564724851036"

1,

[
"6846447892794850487094573112468632567925497935551526595610872522808106507418" ,
"7214961943068559371677289527217457615282994661433358324451554115277773713861"

1,

[
ye,
wg

1

"pi_c"s

"2314934173380007194097141231059227058508399829708509414104661587235871583673" ,

"8279539395439185145505401628860993526261340951362778412459360434646081722899" ,

wpn

'
"protocol": "grothlg6",
"curve": "bnl28"

}

Figure 6.47 proof.json
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anager.tsx public.json X e citi

zkp > proofs > public.json > ...
1 [
ngn
ng,
ngn
ng
nor
nqn
ng
ngn
ng
nor
nqn
o

Figure 6.48 Income bracket with flags (total 12yblic.json!

6.3  Project Challenges

6.3.1 Concern onagentic framework when processingasks

The implementation of thidual scoring system faced several significant challenges. The
most critical issue was ensuring reliadléeM output when processing large policy
documents, as thagentic framework (smolagentapuld occasionally timeouproduce
inconsistent result®r evenhallucinate when analyzingand returning false data or
artificial conclusion [42] To address this, concise prompt engineering was implemented
for improving the quality of the output and ensuring consistency.
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6.32 Multilingual Document Processing

The system's ability to effectively process documents containing multiple languages
(primarily Malay and English) represented a significant implementation challenge. Official
Malaysian policy documents often contain ceaétching between languages and use
specialized terminology from both linguistic contexts. This required specialized handling

in the document vectorization phase to ensure semantic relationships were correctly
preserved across language boundaries. The embedding model needed to recognize
eguvalent concepts expressed in different languages and maintain contextual
understanding when documents shifted between them, particularly for technical poverty
measurement terminology that might have different nuances in each languiage work

can be integrating ILMU, an Al assistant that can understand Malaysian Language, pre

trained with localize data (Malaysig)3].

Core Research Contribution

The system quantifies interpretability versus flexibility tradis in Al governance by
comparingRAG-based contextual reasoning against mathematically auditable calculations.
This duatanalysis approach enables privamgserving eligibility verification through
zeroknowledge proofs while maintaining government transparency through comparative
analyss, establishing a framework for auditable token distribution that balances citizen

privacy with administrative accountabylit

Bachelor of Computer Science (Honours) 11€
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CHAPTER 7
CONCLUSION AND RECOMMENDATION

7.1 Conclusion

This project has successfully explored and demonstrated the transformative potential of

i ntegrating blockchain technology into Mal
to modernize government subsidy distribution. The research and development process
addressed critical challenges associated with centralized systems, such as data silos,
inconsistent records, delayed service delivery, and vulnerability to cybersecurity threats.

By leveraging a blockchaibhased architecture, the project achieved enharuzed

integrity, transparency, and resilience against unauthorized manipulation, while also

establishing an immutable audit trail for all subsidiated transactions.

The introduction of the ERQO MMYRC token enabled automated, rblased
disbursement of subsidies, reducing administrative overhead and minimizing human errors.
Through the duahnalysis framework, the system combined forrhdaed burden scoring

with RetievatAugmented Generation (RAG) reasoning powered by smolagents,
demonstrating the value of hybrid approaches that balance interpretability and adaptive
intelligence in assessing citizen eligibility. This approach not only highlighted potential
discrepanies between conventional scoring anddhiven reasoning but also provided

insights into improving fairness and efficiency in subsidy allocation.

Moreover, the project explored privapyeserving mechanisms through the
implementation of zertnowledge proofs (ZKPs) in a mock trusted setup with LHDN.

This feature allowed citizens to verify their income brackets without exposing sensitive
personal inbrmation, showcasing a practical approach to maintaining privacy while
ensuring transparency and accountability in public fund management. The successful

I ntegration of ZKPs hi-lgokihgiagphoach towald esecyper;, 0] e ¢

citizen-centric dgital governance.
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Beyond the technical implementation, the project demonstrates broader implications for e
government services. By combining blockchain,-baked reasoning, and privacy
preserving technologies, the system offers a scalable and auditable model that can
potentally reduce fraud, improve trust, and enhance efficiency in government subsidy
programs. The prototype serves as a pajafoncept for future adoption in other public
sector applications, emphasizing the value of leveraging emerging technologies $s addre

long-standing administrative challenges.

In conclusion, this project not only validates the feasibility and effectiveness of blockchain
enabled, Aldriven subsidy distribution systems but also provides a framework for future
research and deployment. It lays the foundation for a secure, trarisarerefficient

public fund management system that prioritizes both accountability and citizen trust,

marking a significant step toward modernizinga/ernment initiatives in Malaysia.

7.2 Recommendation

Drawing from the results and conclusions of this project, various suggestions can be

proposed to inform ongoing development and implementation:

1 Pilot Deployment in Government Departments A staged pilot rollout across
designated government agencies could as

environments and gather input for improvements.

1 Linking with National Databases: To enhance efficiency, the system ought to
connect with current national databases, facilitating smooth verification of citizen

details and lowering administrative burdens.

1 Improved Security Protocols Although blockchain offers buiih security,

implementing extra steps like muftignature wallets, thorough smart contract

Bachelor of Computer Science (Honours) 11€
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audits, and frequent cybersecurity reviews is advised to better safeguard the system

from possible threats.

1 Broader Use of ZereKnowledge Proofs Future efforts should investigate the
wider application of ZKPs, incorporating the verification of more citizen attributes,

facilitating more extensive privagyreserving validation methods.

1 Scalability and Performance Enhancement:As the system expands, it is
essential to tackle performance and scalability via ysolutions, refined smart

contracts, and effective data storage techniques.

1 Public Awareness and EducationTo foster trust and adoption, training initiatives
for government employees and educational programs for the public should be
established, emphasizing the system's advantages, security, and transparency

aspects.

1 Ongoing Assessment and Feedback Cyclémplementing systems to track
performance, user contentment, and audibility will facilitate ongoing enhancement

and adjustment to policy modifications.

Through the adoption of these suggestions, the PADU system can transform into a more
effective, secure, and citizdacused digital governance platform, facilitating wider

acceptance of blockchadriven public service solutions.
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