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ABSTRACT 

 

This project develops a blockchain-based subsidy program delivered as a web application 

to enhance the efficiency and transparency of government subsidy distribution. By 

leveraging blockchain technology, the system ensures secure and auditable allocation of 

funds, thereby strengthening public trust in subsidy mechanisms. 

The research methodology involves a review of existing blockchain applications in the 

public sector, followed by phased development using Visual Studio Code, Supabase, and 

the Ethereum Sepolia Network. The novelty of this work lies in its integration of multiple 

innovations. First, an ERC-20 token, MMYRC (Mock Malaysia Ringgit Coin), is created 

and airdropped to eligible citizens to demonstrate that the entire distribution process can 

be conducted on-chain. Second, eligibility is determined through a rule-based scoring 

matrix supported by Retrieval-Augmented Generation (RAG), providing decisions that are 

both transparent and explainable from government datasets. Third, lightweight AI agents 

(smolagents) implement a dual-analysis framework that combines the RAG-based 

approach with a formula-driven burden score, allowing for systematic comparison between 

interpretability and flexibility in eligibility determination. Finally, zero-knowledge proofs 

(ZKPs) are explored as a privacy-preserving mechanism, enabling citizens to prove their 

income bracket (B40, M40, T20) without disclosing precise income data. A mock trusted 

setup with the Inland Revenue Board of Malaysia is used to verify digitally signed income 

information, ensuring authenticity while preserving privacy. 

The expected outcome is a fully functional prototype web application that reduces 

administrative overhead, improves the auditability of subsidy allocation, and enhances the 

effectiveness and public legitimacy of government subsidy programs. 

 

Area of Study (Maximum 2): Blockchain Development, Retreival Augmented Generation 

Keywords (Minimum 5, Maximum 10): Blockchain Subsidy Program, Solidity, Merkle 

Airdrop, Zero-Knowledge-Proofs, Multi -Agent Framework, smolagents  
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CHAPTER 1  

INTRODUCTION  

 
Malaysia introduced Pangkalan Data Utama (PADU) system for centralization of data for 

efficient provision of services, with serious weaknesses hindering its efficiency. 

Inconsistency in data and delayed services are results of data silos among government 

departments, hindering interdepartmental coordination [19]. The centralized system for 

PADU's framework is open to security vulnerabilities, with 5,917 cybersecurity incidents 

reported in 2023 alone in Malaysia [20]. Lack of an immutable audit trail also compromises 

tracking fund disbursements, eroding trust as well as transparency in data management by 

the state. The system also does not provide control by citizens over personal information, 

which further erodes trust in state data management. These concerns mandate the adoption 

of a secure, transparent, and efficient fund disbursement system by the state, including 

welfare and subsidies funding. 

These challenges can be addressed by implementing blockchain technology on PADU to 

create an open, secure disbursement protocol. Blockchain's distributed ledger ensures 

consistency in data across agencies and minimizes exposure to vulnerabilities in centralised 

systems [21]. Smart contracts provide rule-based automatic disbursement with less fraud 

and administrative costs. Blockchain's unalterable records also provide an auditable trail 

of events, establishing civic trust through transparent tracing of funds. This project, through 

integration of blockchain-based disbursement, aims to take PADU into the future, with 

secure, efficient, and citizen-centered delivery of services. 

1.1    Problem Statement and Motivation 

Government subsidisation systems play an essential role in assisting citizens, but their 

administration is often characterized by inefficiency, non-transparency, and vulnerability 

to corruption. Traditional mechanisms use centralised databases as well as human-

mediated processes, which have the potential to hide fund flows as well as erode trust in 

public processes. Irregular fund disbursements were reported in some public projects in the 
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past, leading to calls for more responsible systems [1]. The background for this project was 

to break away from such constraints with the use of blockchain technology, which could 

offer decentralised, irreversible as well as non-secretive record-keeping. Through the 

implementation of a web application that utilises the blockchain system, this project 

endeavoured to ensure subsidisation grants were issued in security as well as openness, in 

the process creating more public confidence in governmental processes. 

 

1.2    Research Objectives 

The project was guided by the following objectives: 

1. To develop a quantization method to synthesize government policy using RAG and 

LLM to determine eligibility for subsidies. 

2. To implement an ERC-20 token, named MMYRC (Mock Malaysia Ringgit Coin), 

for airdropping funds to eligible citizens. 

3. To integrate smolagents (a agentic framework) into a dual-analysis framework 

that combines formula-based burden scoring with RAG-based reasoning, enabling 

comparison between interpretability and flexibility in eligibility assessments. 

4. To explore the use of zero-knowledge proofs (ZKPs) in a mock trusted setup with 

LHDN, allowing citizens to prove their income bracket (e.g., B40-B1, M40-M1, 

T20-T1) without revealing exact income values, thereby ensuring privacy 

preservation. 

5. To evaluate the applicationôs effectiveness in improving auditability and 

traceability of funds compared to existing systems. 

 

These goals, which are in line with the primary objective of modernizing public sector 

financial systems, were developed to deliver the fundamental concerns of security and 

transparency in the distribution of subsidies. 

 

1.3    Project Scope 

The project was developed using Visual Studio Code, with Supabase as the open-source 

database platform, and deployed on the Ethereum Sepolia testnet to power a blockchain-
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enabled web application. The primary goal was to deliver a working prototype that rewards 

eligible users with MMYRC tokens based on subsidy eligibility determined through a 

Retrieval-Augmented Generation (RAG)ïbased scoring matrix.  

In addition, the project integrates a dual-analysis framework using smolagents, where a 

formula-based burden score is compared with the RAG-based analysis to highlight the 

trade-offs between transparency and flexibility in AI-driven governance systems.  

A further exploratory component involved the use of zero-knowledge proofs (ZKPs) in a 

mock trusted setup with LHDN, enabling privacy-preserving verification of income 

brackets without exposing exact income data. 

1.4    Impact, Significance, and Contributions 

 

The significance of this project lies in its potential to transform government subsidy 

allocation by introducing an open, transparent, and secure distribution system. Through a 

blockchain-based web application, every transaction is immutably recorded on a public 

ledger, reducing reliance on intermediaries, minimizing the risk of fraud, and strengthening 

public trust in the integrity and efficiency of government processes. 

 

A key contribution of the project is the implementation of an ERC-20 token, MMYRC, as 

a digital representation of subsidy funds, enabling direct on-chain airdrops to eligible 

citizens. This was coupled with a novel eligibility assessment framework that integrates a 

rule-based scoring matrix supported by Retrieval-Augmented Generation (RAG). To 

further enhance accountability, the system incorporates smolagents in a dual-analysis 

architecture that compares formula-based burden scoring with RAG-based reasoning, 

offering both interpretability and flexibility in decision-making. 

 

In addition, the exploratory use of zero-knowledge proofs (ZKPs) demonstrated a pathway 

for privacy-preserving subsidy systems, where citizens could prove their income bracket 

(e.g., B40, M40, T20) without disclosing exact income data, using a mock trusted setup 

with LHDN. This forward-looking component highlights how subsidy distribution could 

balance transparency with individual privacy in the future. 
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The projected impact of this work extends beyond the prototype, providing a proof-of-

concept that can inform future digital governance initiatives. By combining blockchain, 

AI -driven reasoning, and privacy-preserving technologies, the project contributes a model 

for auditable, efficient, and citizen-centric public fund management that could be adapted 

to broader e-government applications. 

1.5  Report Organisation  

 

This report is organized into six chapters.  

Chapter 1 introduces the project by outlining the problem statement and motivation, 

objectives, project scope, significance, and contributions. Next, Chapter 2 provides a 

review of relevant literature, focusing on blockchain applications in the public sector, 

Retrieval-Augmented Generation (RAG) methods, and existing systems, zero-knowledge 

in production level implementation, analysing their respective strengths and limitations. 

Chapter 3 details the proposed system methodology, including the overall architecture, 

design diagrams, and activity flows that form the foundation of the development process. 

Chapter 4 then presents the system design in greater depth, describing the system block 

diagrams, component specifications, and interactions between modules in order to provide 

a clear reference for reproducibility. Chapter 5 discusses the implementation of the system, 

covering the development environment, configuration steps, system operation with 

supporting screenshots, and the challenges faced during implementation. Chapter 6 

evaluates the completed system, reporting on testing results, performance metrics, and 

project challenges, while also assessing how effectively the objectives were achieved. 

Chapter 7 will be the conclusion and recommendation discussed.  
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CHAPTER 2  

 

LITERATURE REVIEW  

 

2.1 Introduction to Blockchain in E-government services 

Blockchain technology was touted to be a revolutionary instrument for e-government 

services due to its transparent, immutable, and decentralized nature. The aspect that it was 

able to enhance data integrity, reduce corruption, and establish mutual trust between people 

and governmental institutions made it a suitable one to be adopted in public sector 

operations [1]. Two studies were presented within this section that provide a holistic view 

to the potential and limitations of blockchain within e-government systems and established 

a foundation for its adoption in subsidy distribution schemes. 

2.1.1 Blockchain Based DBT (Direct Benefit Transfer System) in India  

In the initial paper, where the government of India transfers approximately US$60 billion 

in welfare subsidiesðspecifically under the Public Distribution System (PDS)ðaround 

40% gets wasted due to corruption or is squandered [2]. To avoid this, the government 

introduced Direct Benefit Transfers (DBT) in 2013, where transfer happens by accounts in 

a bank and Aadhaar to be used as proof of identity. The concept of DBT is to reduce the 

need for intermediaries and make the system more accountable. Despite this, the system 

still lags behind in not having the capability of audit, poor money management, and over-

reliance in under-developed rural banking channels. This suggests that there is going to be 

a higher cost of opportunity of transferring money compared to directly purchasing 

subsidized foodgrains at a nearby costlier shop [3]. The paper proposes a blockchain-based 

system where smart contracts and Aadhaar are leveraged to make subsidy payment 

automatic. Aadhaar is a national identity to all residents of India. 
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Figure 2.1 Problem with the DBS System [1]  

The above figure shows the original process required beneficiaries to purchase cylinders at 

full price, visit bank branches with proof of purchase then undergo manual verification 

before receiving subsidy reimbursements.  

 
Figure 2.2 Event Flow of new implementation [1]  

 

The new blockchain-based system allows beneficiaries to make direct orders to gas 

agencies with OTP-confirmed orders, pay only the subsidized price upfront then get 

delivery with Aadhaar ID and an additional OTP. This kind of disintermediation obviates 



 

CHAPTER 2 

Bachelor of Computer Science (Honours)  
Faculty of Information and Communication Technology (Kampar Campus), UTAR 
 

 

21 

bank visits and manual verifications and reimburses gas agencies directly via smart 

contracts over a permissioned blockchain upon confirmed successful delivery. 

However, the prototype created has some limitations that stand in the way of harnessing 

the full potential of the system. First, the Aadhaar-based dependence of the system as a 

sole identifier excludes the people without an Aadhaar ID, a severe limitation in universal 

availability of benefits. Second, questions regarding to the performance scale-up are likely 

to be an issue in the future due to the nature of blockchain trilemma [4]. 

2.1.2 Blockchain-Based Optimization of Electric Motorcycle Subsidy Distribution 

in Indonesia 

The subsidized electric motorbike sales in Indonesia that were researched by Santoso were 

very problematic since they relied upon a centralized platform [5]. The research issue 

raised, the proposed solution presented with the help of blockchain, and its framework of 

implementation are discussed here in a critical manner with the help of a case study to 

demonstrate improvement in efficiency, security, and transparency. 

The subsidy system of Indonesia existed under a centralized form with numerous 

inefficiencies and faults: 

¶ Corruption and Fraud : Manual procedures of motorcycle dealership verifications 

allowed price manipulations and misrepresentations, compromising the subsidy 

program integrity [5]. 

¶ Inefficiency: The use of manual checks and batch government payments resulted 

in significant delays, with applicants waiting for verification and dealers waiting 

for payment [5]. 

¶ Security Vulnerabilities: There were centralized applicant databases under threat 

of cyberattacks, a matter of concern with the increased rate of such breaches in 

Indonesia [6]. 
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Figure 2.3 Current electric vehicle subsidy distribution with centralized database [5]  

 

To resolve such issues, a blockchain-based system was suggested to decentralize the 

subsidy distribution process. The solution made use of blockchain's inherent 

characteristicsðdecentralization, immutability, and transparencyðto construct a more 

resilient system. The essential parts of the solution were [5]: 

¶ Decentralized Marketplace: The subsidy beneficiaries had a platform online 

where they could validate their eligibility, upload their documents, and purchase 

motorcycles, reducing direct contact with the dealers and the risk of fraud. 

¶ Smart contracts: Automatic release of funds and approval, paying swiftly and 

accurately without any humans involved. As soon as purchase and delivery were 

established, the subsidies were paid to the dealers in real time. 

¶ Data Security: Transaction data was hashed with the usage of SHA-256 and 

distributed to various nodes, becoming more resistant to cyber-attacks and 

tampering. 

¶ Third -Party Integration : A payment gateway allowed for fiat (rupiah) settlement, 

compliant with Indonesia's regulatory framework and precluding cryptocurrencies' 

use. 
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Figure 2.4 Proposed Framework with blockchain decentralisation [5]  

One thing that is worth mentioning is on the proposed framework uses blockchain 

technology to streamline the subsidy distribution for electric motorcycles. The government 

first compiles a list of eligible subsidy recipients and securely stores their data on a 

decentralized blockchain system. Applicants can check their registration status and submit 

documents via mobile application or website, which a verification team reviews. Once 

validated, the recipientôs subsidy eligibility is permanently activated. Users create accounts 

to purchase subsidized motorcycles from registered dealers, who receive automated 
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notifications to prepare and deliver the vehicle. Transactions and complaints are logged in 

the system thus ensuring transparency. After the motorcycles arrived and there is no 

complaint in 7 days, funds are disbursed automatically since already been verified initially 

by the smart contract. At last, dealers get funds via bank transfer. 

However, because the framework was distributed, it required a strong infrastructure, which 

increased computing costs. This was a trade-off for increased security and trust [4]. The 

potential of blockchain technology to revolutionize subsidy distribution was highlighted in 

this case study, which is consistent with larger goals of using technology to implement 

public policies in Indonesia. 

2.2 Overview of Retrieval-Augmented Generation (RAG) 

Retrieval-Augmented Generation (RAG) was created to avoid the limitations of large 

language models (LLMs) such as relying on pre-trained static knowledge and producing 

factually wrong or hallucinative responses [7]. The model pairs LLMs with external data 

to facilitate real-time retrieval of knowledge that depends on content to enhance accuracy, 

relevance, and contextualization of produced text [8]. The advantage of RAG is that it can 

leverage recent and expert knowledge without retraining the model and thus make the 

model useful in knowledge-heavy tasks [7]. 

The RAG process involves three phases: retrieve, augmentation, and generate. In the 

retrieve step, relevant documents or data are fetched from outside storage based on a query 

made by the user. Augmentation blends this with the query to create a more precise prompt, 

to which the LLM later creates a logical response [9]. The process ensures that responses 

are based on verifiable evidence, promoting traceability and credibility [8]. One example 

is in the use of government policy analysis, where RAG can extract precise clauses within 

subsidy-eligible PDFs to provide precise eligibility criteria, addressing the issue of 

transparent and precise allocation of funds [11]. 

RAG's versatility is evident in its application in a vast range of domains beginning with 

code synthesis and scholarly research to processing legal documents [10]. Its ability to 

process complex documents, such as government policies, makes it a core utility for public 

sector use enhancements, particularly for blockchain-based subsidy systems where 

audibility and openness are critical [11]. 
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2.2.1 Methodologies and Techniques in RAG 

RAG relies upon cutting-edge methodology in its data retrieval, augmentation, and 

generating processes, designed to work with varying sets of data, like government policy 

PDFs. 

Retrieval 

Fill in the blanks is done by retrieving the relevant documents from external knowledge 

bases. Sparse retrievers and the dense retrievers, such as the popular BM25 and BERT-

based ones respectively, retrieve by semantic similarity and contextual relevance 

respectively [9]. Optimisation such as query expansion and indexation hierarchies improve 

the correctness of search retrieval [8]. For dense jargon and document-like format of 

government policy PDFs, hybrid search with keyword and vector-based approaches 

improves the efficacy of retrieval [12]. For example, a question of subsidy eligibility can 

retrieve the relevant passages of a policy PDF by finding exact jargon and semantic 

meaning match [13]. 

Augmentation 

Augmentation supports the user query with obtained text to create an informative prompt 

to the LLM. One basic technique is concatenation of (retrieved documents + query) [9]. 

Advanced approaches, such as iterative retrieval, construct prompts around intermediate 

output, while modular enrichments, such as the Memory module, provisionally roll back 

retrieval upon text produced by the LLM [8]. In subsidy-eligible PDF processing, recursive 

retrieval within clauses, definitions, and footnotes secures accurate inclusion of complex 

policy data within the prompt [11].  

Generation 

The expanded prompt is rendered into a coherent answer by the generation stage. The 

closed-source versions, i.e., GPT-4, and the open-source counterparts, i.e., T5, are 

employed to strike a balance between efficiency and efficacy [9]. Innovations like post-

retrieval re-ranking are employed by RAG paradigms, i.e., Naive RAG, Advanced RAG, 

and Modular RAG, to rank the relevant content [8]. Application use cases in governmental 

policies require generation to provide legally correct responses, with fine-tuning or custom 

LLMs to meet the complexities of regulatory demands [9]. 
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Fine-tuning and compression of the context solve issues of relevance and redundancy and 

enable efficient processing of large policy documents [7]. Combined, the two methods 

enable RAG to offer faster and more accurate knowledge retrieval that is critical in 

blockchain-based subsidy schemes where having policy information readily available in 

real time enhances transparency [11]. 

2.2.2  Study on applications of RAG 

RAG's utility is evidenced by its applications and ongoing evolution within particular areas 

related to subsidy schemes and public policy. 

¶ Code Synthesis 

Jansi Rami et al.'s research paper demonstrated the capability of RAG to extract 

appropriate code snippets from outside sources to generate contextualized codes 

that ease software development and reduce errors [10]. This functionality can be 

customized to develop blockchain-based applications for providing a basic 

template of Solidity source code, still have to need of human intervention, but it 

took lesser time to develop. It can also facilitate secure and transparent code 

execution to enable the disbursement of subsidies. 

¶ Systematic Literature Reviews (SLRs) 

Han et al. have suggested an RAG-based framework to automate SLRs, 

encompassing literature searching, screening, data extraction, and synthesizing [9]. 

This framework enhances the efficiency and quality of academic research and 

supports a template to be created to analyze policy where RAG can synthesize 

regulatory materials to guide subsidy program design. 

¶ Legal and Policy Documents 

As limited research in RAG has been done on subsidy PDFs, applications to real-

world legal document processing provide interesting observations. There's a worth 

mentioning work which is done by Chung and Yang, demonstrated a multi-graph 

multi-agent RAG system parsing a Malaysian Central Bank policy PDF with 

recursive retrieval applications to clauses, definitions, and footnotes [11].  
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Figure 2.5 Workflow for a regulatory document using RAG [11]  

This applies directly to subsidy-eligible PDFs where precise extraction of eligibility 

requirements and regulatory content are essential to transparent disbursal of funds. 

RAG, e.g., can extract subsidy conditions from PDFs issued by the government to 

enable a blockchain-based system by defining the eligibility logic (such as age, 

income threshold, residency) as parameters or rules that can be encoded in a smart 

contract. 

¶ Answering and Multimodal Tasks 

RAG's applicability in open-domain question-answering allows it to retrieve real-

time facts to respond with and thus surpasses standard LLMs in knowledge-based 

applications [8]. Multimodal applications like addressing images or tables within 

policy PDFs also make RAG more effective in end-to-end policy analysis [8]. 
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2.2.3 Comparative Analysis of RAG Applications 

To give a fair presentation of RAG's versatility, this section contrasts the benefits and 

limitations of different applications of RAG, with the suggested application to subsidy 

qualification conditions. The highlights of every application are presented below in the 

table: 

Application  Ref. Strengths Weaknesses 

Code Synthesis  [10] ¶ Retrieves relevant code 

snippets 

¶ Generates context-aware 

scripts 

¶ Streamlines software 

development 

¶ Struggles with niche 

languages 

¶ Dependent on repository 

quality 

¶ Risk of outdated code 

Systematic 

Literature 

Reviews  

[9] ¶ Automates SLR process 

¶ Enhances accuracy in 

research synthesis 

¶ Adaptable to various 

domains 

¶ May miss emerging 

research 

¶ Requires careful 

calibration 

¶ Limited to text-based 

data 

Legal and 

Policy 

Documents  

[11] ¶ Processes complex legal 

texts 

¶ Extracts specific clauses 

accurately 

¶ Aids in transparent fund 

distribution 

 

¶ Struggles with 

ambiguous language 

¶ Needs domain-specific 

fine-tuning 

¶ Computationally 

intensive 
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Question-

Answering and 

Multimodal 

Tasks  

 

[8] ¶ Retrieves real-time data 

for accurate responses 

¶ Handles multimodal 

data 

¶ Surpasses traditional 

LLMs in QA 

 

¶ May retrieve irrelevant 

data 

¶ Increased complexity 

with multimodality 

¶ Data privacy concerns 

 

Application for 

Subsidy 

Eligibility 

Criteria 

(proposed) 

 

- ¶ Tailored to specific legal 

documents 

¶ Generates actionable 

outputs (scoring matrix, 

logic functions) 

¶ Enhances transparency 

in eligibility decisions 

¶ Requires accurate 

retrieval from complex 

documents 

¶ May need domain-

specific LLMs 

¶ Complexity in prompt 

engineering while 

generating scoring 

rubric based on the 

insights and embeddings 

Table 2.1 Comparison of the strength and weakness between RAG application 
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2.3 Multi -Agent Frameworks for Efficient Data Transfer and Token Optimization: 

A Literature Review 

This literature review study on three significant multi-agent frameworks from the past two 

years that research advance data transfer mechanisms and token consumption efficiency. 

The selected papers represent cutting-edge approaches addressing the fundamental 

challenge of balancing coordination effectiveness with communication efficiency in 

distributed AI systems. 

 

2.3.1 Overview of Selected Frameworks 

The analysis focuses on Optima [33], which achieves dramatic token reduction through 

training-based optimization; MetaGPT [34], which implements structured workflows for 

efficient coordination; and CAMEL [35], which enables autonomous agent cooperation 

through role-playing mechanisms. These frameworks represent complementary 

approaches to addressing the fundamental challenge of balancing coordination 

effectiveness with communication efficiency in distributed AI systems. 

 

2.3.1.1  Optima: Training-Based Optimization Framework 

Optima introduces an iterative generate, rank, select, and train paradigm specifically 

designed for LLM-based multi-agent systems [33].  
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Figure 2.3.1.1 Proposed Method Visualization for Optima [33] 

The framework employs Monte Carlo Tree Search-inspired methodology [36], treating 

conversation turns as tree nodes in an optimization space. This approach not only balances 

task performance effectiveness, token consumption efficiency, but also communication 

readability through a unified reward function  as shown in Figure 2.3.1.1. The system 

implements enhanced communication protocols with sophisticated filtering mechanisms 

that eliminate redundant communications while preserving essential task-relevant 

information. 

 

Figure 2.3.1.2 Monte Carlo Tree Search process visualization [36] 

The framework achieves remarkable efficiency through three key innovations. Dynamic 

pruning networks enable real-time elimination of low-value communication pathways, 

while reward-driven optimization explicitly penalizes unnecessary token consumption. 

Information density maximization techniques pack maximum semantic content into 

minimal token sequences. Experimental validation across multiple LLM architectures 

including Llama3-8B and Qwen2.5-72B demonstrates consistent efficiency gains, 

achieving up to 2.8x performance improvement while consuming less than 10% of 

baseline tokens on information-intensive tasks [33].  
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2.3.1.2  MetaGPT: Workflow -Structured Pipeline Framework 

MetaGPT implements an assembly-line approach to software development by embedding 

Standardized Operating Procedures (SOPs) into its prompt sequences.  

 

Figure 2.3.1.3 Diagram of software development SOPs between MetaGPT and real-

world human teams [34]  

Specialized rolesðsuch as product manager, architect, engineer, and tester, these are all 

assigned to distinct agents and interactions are coordinated through meta-programming 

(code generation) rather than natural language exchanges. Each agent produces structured 

outputs (e.g., requirements documents, design blueprints, and code) that sequentially feed 

into the next phase of the pipeline. This document-centric workflow minimizes ambiguity, 

reduces token usage, and focuses agents on domain-specific tasks. As a result, MetaGPT 

delivers complete projects faster and at lower cost than unstructured multi-agent systems, 

with minimal human involvement, higher code quality, and significantly fewer iterative 

corrections. 
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Figure 2.3.1.4 Example Architecture Diagram of the communication protocol [34]  

As shown in Figure 2.3.1.4, data transfer within MetaGPT takes place between agents via 

modular outputs as well as via coordination protocols. Each agent provides certain outputs 

titled requirements documents, architectural designs, and code implementations, all of 

which serve as subsequent agents' pipeline inputs. This type of document based interaction 

minimizes the chances of conversational coordination ambiguity and reduces the 

associated tokens. The framework strives for efficiency in the workflow, optimizing the 

units of work within the bounds of role-defined specialization, whereby agents operate only 

within domain defined tasks.  

 

2.3.1.3  CAMEL: Autonomous Cooperation Framework 

The framework developed by CAMEL user a tailored method, which is called inception 

prompting  to foster independent collaboration among communicative agents by assigning 

them disjoined roles such as AI user and AI assistant to facilitate engaging interactions in 

dialogue form in the fulfillment of multi-layered objectives [35].  
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Figure 2.3.1.5 Inception Prompt of AI Society Role-Playing [35]  

This self-organizing method of cooperation radically removes the necessity for external 

mechanisms of coordination by directly embedding cooperation protocols in the agent 

prompts. Agents are provided with in-depth objective and role descriptions to facilitate 

understanding of the predefined communication protocols and autonomous coordination. 

Centralized control is not required. 

The framework enables agents to interact by exchanging role-based conversational data. 

Structured dialogues are used in the data transfer to allow orderly communication. The 

employed turn-taking protocols avoid overlapping in communication. The scalable 
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cooperation framework allows parallel work on different facets of a complex problem by 

multiple pairs of agents with intermittent global context-based synchronization. CAMEL 

demonstrates autonomous cooperation with minimal human involvement and no 

supervisory control across an impressive range of domains including creative writing, 

complex problem solving, and advanced reasoning [35]. 

 

Figure 2.3.1.5 HumanEval for Various Models [35] 

HumanEval is a coding benchmark that tests whether models can write correct Python 

functions from natural language descriptions. According to Figure 2.3.1.5, CAMEL-7B 

shows the largest improvement when given 100 attempts (14.0% Ÿ 57.9%), suggesting it 

has better "raw potential" that emerges with more chances to generate correct code. Despite 

being the best 7B model, CAMEL-7B's single-attempt performance (14.0%) is still about 

5x lower than GPT-3.5-turbo (69.4%). 

 

2.3.2  Comparative Analysis 

For designing a multi-agent framework to accomplish tasks involving reasoning over 

citizen's data, critical considerations include data privacy handling, scalability for large 

datasets, accuracy in reasoning tasks, and efficiency in processing sensitive 

information . Table 2.2 presents a comprehensive comparison of the three frameworks 

across dimensions most relevant to citizen data reasoning applications. 
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Comparison 

Criteria  

Optima [33] MetaGPT [34] CAMEL [35]  

Architecture  Training-based 

optimization with 

learned communication 

pruning 

Workflow-

structured pipeline 

with document-

driven handoffs 

Role-playing 

emergence with 

conversational 

protocols 

Data Privacy 

Suitability  

High - minimal data 

exposure through 

pruned communication 

Very High - 

structured 

documents limit 

data leakage 

Medium - 

conversational 

nature may expose 

sensitive data 

Audit Trail 

Capability  

Medium - optimized 

paths may obscure 

reasoning 

Excellent - 

document-based 

workflow provides 

clear trail 

Good - 

conversation 

history serves as 

natural log 

Reasoning 

Accuracy 

High - maintains 

performance despite 

communication 

reduction 

Very High - 

structured 

approach reduces 

errors 

Good - depends on 

role definition 

quality 

Scalability for 

Large Datasets 

Excellent - token 

optimization enables 

massive scale 

Good - structured 

workflows handle 

complexity well 

Limited - 

conversation 

overhead grows 

with data size 

Implementation 

Complexity 

High - requires training 

phase and optimization 

Medium - needs 

workflow 

definition 

Low - prompt 

engineering 

focused 

Table 2.2 Multi-Agent Framework Comparison for Citizen Data Reasoning Tasks 

 

Key Findings and Implications 

 

The analysis reveals that all three frameworks respond to the core conflict of the 

effectiveness of coordination versus the efficiency of communication by examining 

communication frameworks of differing coordination structures, though in different ways. 

Optima greatly sets the standard for efficiency gains by direct optimization, achieving 

unparalleled direct task performance and reduction of tokens used in the performance of 

the task [33]. MetaGPT shows that the human organizational paradigm can successfully be 

applied to AI agent coordination and offers structured frameworks that provide effective 

and reliable [34]. CAMEL demonstrates autonomous cooperation arising from the 



 

CHAPTER 2 

Bachelor of Computer Science (Honours)  
Faculty of Information and Communication Technology (Kampar Campus), UTAR 
 

 

38 

configuration of meticulously structured role-playing scenarios, designed to allow wide, 

adaptable collaboration without extensive human supervision [35]. 

The alignment on structured communication frameworks represents a fundamental 

principle for effective multi-agent systems. Nonetheless, the variety of optimization 

techniques suggests that the framework choice should align with the specific needs of each 

use case. Organizations using multi-agent systems should consider Optima [33] for token-

sensitive applications, MetaGPT [34] for organized collaborative assignments, and 

CAMEL [35] for innovative and exploratory tasks. Future research avenues include 

developing hybrid frameworks that integrate training-based optimization with workflow 

organization, exploring adaptive role assignment strategies, and establishing standardized 

benchmarks for comparative assessment of multi-agent performance. 

 

2.4  Zero-Knowledge Proofs in Blockchain-Based Data Trading 

The integration of zero-knowledge proofs (ZKPs) with blockchain technology has opened 

up unique possibilities for data trading systems that prioritize privacy. As data becomes 

increasingly valuable, the demand for systems that enable secure and verifiable exchange 

while safeguarding privacy has driven extensive academic research in the last five years. 

Zero-knowledge proofs provide a cryptographic foundation that allows one party (the 

prover) to convince another party (the verifier) of a statementôs truth without revealing any 

information beyond its validity.  

The proposed system employs several mathematically rigorous cryptographic primitives. 

The zero-knowledge proof implementation utilizes Groth16 zk-SNARKs, which rely on 

Quadratic Arithmetic Programs (QAPs) for constraint representation [41]. The 

mathematical foundation involves expressing data constraints as polynomial equations 

over finite fields ”, where satisfiability is reduced to checking polynomial divisibility: 

 

ὃὼװẗװὄὼװ װὅὼװ  ὤὼװẗװὌὼװ
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Here, ὤὼ represents the target polynomial and Ὄὼ denotes the quotient polynomial. 

This formulation enables the verification of data properties without revealing the 

underlying content. 

 

Figure 2.4.1 System Model [37]  
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Figure 2.4.2 Sequence Diagram [37] 

Phase I: Parameter Generation 

The cryptographic setup values (public key, private key) generation utilizes elliptic curve 

cryptography (ECC) for efficient key generation and zk-SNARKs (specifically Groth16) 

for zero-knowledge proof parameter setup. The choice of ECC provides computational 

efficiency suitable for resource-constrained IoT environments, while zk-SNARKs enable 

constant-size proofs with efficient verification [38]. 

The goal of this phase is to set up system parameters and cryptographic keys for buyers, 

sellers, and the ZKP environment. 

The steps involved: 

  1. ECC Setup: 

¶ Authority selects elliptic curve Ὁ over finite field ὋὊὴ, with base point Ὃ of 

order ὲ.  

¶ Buyer generates private key Ὠ  (random integer) and public key: 

ὗ   Ὠ Ὃ 

  2. ZKP Setup (Groth16 zk-SNARK):   

¶ Authority generates public parameters from a random seed ί: 

Ὄ  ί ẗὋ 

¶ Seller uploads computation circuit ὅ, inputs ὼ, and auxiliary values ὥ. 

¶ Authority produces: 

ἂὴὶέὺὭὲὫȢὯὩώἃ Ὄὅȟὼȟὥ  

ἂὺὩὶὭὪὭὧὥὸὭέὲȢὯὩώἃ Ὄίȟὅȟὼ  

Outcome: Buyer gets publicïprivate key pair; seller gets proving key; authority 

retains verification key. 

 

Phase II: Registration and Matching 

This phase is aim to match buyers and sellers via smart contracts and encrypt seller data 

for secure storage.  First, buyers and sellers register details (price, type, thresholds). Then, 

smart contract finds best matches. Seller will encrypts data twice: 

First encryption (symmetric key): split plaintext into 128-bit blocks Ÿ ciphertext ὓ 
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Second encryption (ECC): 

Choose random Ὧ, compute: 

ὢ ὼȟώ  Ὧὗ 

ὢ ὼȟώ  ὯὋ 

ὅḳὓὼ άέὨ n 

Final ciphertext: ὢȟὅ. 

At last, upload ciphertext to IPFS, get CID  (Merkle DAG ensures integrity). 

Outcome: Sellerôs data is securely encrypted and stored; buyer can later retrieve via 

CID. 

 

Phase III: Transaction Execution 

Goal: Fair exchange of data using zero-knowledge proofs and smart contracts. 

Steps: 

  1. Seller generates proof ɩ using proving key: 

ɩᴺὴὶέὺὩἂὴὶέὺὭὲὫȢὯὩώἃȟὼȟὅȟὥ  

  2. Seller sends proof ɩ + CID to buyer. 

  3. Buyer decrypts: 

ὢ ὼȟώ Ὠὢ ὨὯὋ ὯὨὋ Ὧὗ 

ὓḳὅὼ  άέὨ ὲ 

  4. Buyer verifies proof via smart contract: 

ὸὶόὩȾὪὥὰίὩᴺὠὩὶὭὪώἂὺὩὶὭὪὭὧὥὸὭέὲȢὯὩώἃȟɩ  

 5. If valid Ÿ transaction contract executes: seller gets payment, buyer gets decryption key. 

Outcome: Secure, fair data exchange completed with privacy preserved. 

 

2.4.1 Technical Architecture and Performance Analysis 

The assessment of the suggested framework was carried out in two simulation stages: the 

matching mechanism and the verification process of the zero-knowledge proof (ZKP). 

During the matching phase, buyers and sellers input their preferences and limitations 

through smart contracts, and a linear search method was utilized to discover suitable 

trading pairs. The findings show that the gas expenses needed for registration and 
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matching stayed consistent and in a low range, verifying the design's effectiveness. Even 

though the initial search stage comes with increased execution costs, these expenses drop 

substantially once appropriate pairs are identified, as the contract eliminates matched 

buyers from later iterations. This guarantees that computational resources are utilized 

efficiently, thus preserving scalability as the participant count rises. 

During the ZKP verification stage, sellers needed to demonstrate dataset characteristics, 

including value limits, dataset dimensions, and hash authenticity. The generated DSL code 

for these proofs remained concise (around 10 KB per property), making it appropriate for 

use in resource-limited settings like IoT and edge devices. Experimental findings indicated 

that the cost of deploying verification contracts grows linearly with the number of 

properties, whereas the execution cost remains consistently low and predictable. Gas usage 

also increased steadily with the size of the input data, showcasing the reliability of the 

method across varying workload conditions. 

2.4.2 Conclusion and Future Assessment 

This study presents a systematic and pragmatic method for incorporating sophisticated 

cryptographic strategies into blockchain-driven data exchange systems. Its results can be 

easily applied to other fields that necessitate privacy-focused validation. Notably 

significant is the demonstrated approach for building verification logic, compiling 

streamlined DSL code, and effectively deploying zero-knowledge proofs on-chain. These 

inputs directly inspired the creation of a simulated trusted setup where individuals can 

verify their income levels to a government service without revealing confidential raw 

information . 

By utilizing the existing processes of proof creation, confirmation, and economical 

validation, the system could be enhanced to accommodate income bracket proofs that are 

then transmitted to an external subsidies platform. The mathematical principles underlying 

the framework ensure that a reliable setup can be securely implemented, while the practical 

assessment of gas expenses and verification dimensions validates the practicality of 

deploying these systems in a real-world context. While the paper's contributions are mainly 

incremental, they provide a crucial basis for creating citizen-focused verification services 

where privacy and trust are vital. 
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Future efforts may enhance this method by including more thorough security evaluations 

of the trusted setup hypotheses and by examining the economic effects of extensive 

implementation in public service scenarios. Nonetheless, this research creates a feasible 

route for privacy-respecting subsidy distribution frameworks that maintain transparency, 

effectiveness, and confidentiality.
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CHAPTER 3  

SYSTEM METHODOLOGY/APPROACH  

 

3.1 System Design Diagram 

This section presents comprehensive visual representations of the system architecture and 

design through various diagrams that illustrate different aspects of the system's structure, 

behavior, and interactions. The diagrams provide a clear understanding of how the system 

components work together to deliver the intended functionality. 

3.1.1 System Architecture Diagram 

 
Figure 3.1 System Architecture Diagram 

 

The system architecture diagram depicts the overall framework of the multi-agent subsidy 

platform, showcasing the fusion of conventional web services with sophisticated AI 

features and blockchain technology for secure and transparent subsidy administration. The 

architecture is structured into separate layers that function together to deliver a smooth user 

experience while upholding stringent security and performance metrics. 
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The frontend component acts as the main interface for the subsidy platform, featuring 

Google OAuth (powered by Supabase Auth) integration for secure user authentication and 

authorization. Developed with React technology, the online platform offers a contemporary 

and adaptive user experience for subsidy requests. The system features strong token 

management functionalities to manage session authentication and API access tokens, 

guaranteeing secure interaction between the client and backend services. 

 

The backend layer of microservices includes three essential services operating on various 

localhost ports to manage particular functions. The Mock LHDN API Service runs on port 

3001 and replicates tax department data integration for thorough income verification 

procedures. The ZK Circuit Service operates on port 3002 and focuses on generating and 

verifying zero-knowledge proofs, allowing for privacy-preserving eligibility assessments 

that safeguard sensitive user data. In the implementation of the multi-agent system, the 

project adopted LiteLLM as the model inference layer for powering smolagents, instead of 

relying on Hugging Face Inference API. This service available on port 3003 offers AI-

driven document handling and content evaluation features, utilizing sophisticated language 

models (GPT-4o) to comprehend and manage subsidy-related paperwork. 

 

Data storage is handled via a multi-database strategy that enhances performance for various 

kinds of data. The Vector Store employs ChromaDB as an efficient vector database tailored 

for AI embeddings and semantic search tasks. MongoDB acts as the main database for 

policy documents document chunks after preprocessing step, ensuring dependable and 

scalable data storage. Furthermore, a centralized storage system (Supabase) for policy 

documents, authentication management, citizenôs data and application configurations.  

 

Blockchain integration is achieved through the Sepolia Testnet, which provides a secure 

Ethereum testing environment for transaction validation. The system implements smart 

contracts through a smart contract that manages subsidy claims and citizen wallet 

allocations, ensuring transparent and immutable record-keeping. The citizen wallet system 
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operates on blockchain technology to provide transparent fund distribution and maintain 

an auditable trail of all transactions. 

3.1.2 Use Case Diagram and Description 

 
Figure 3.2 Use Case Diagram 

 

The use case diagram provides a comprehensive overview of the functional requirements 

and interactions within the AI-powered subsidy system. The diagram illustrates the 

relationships between two primary actors which are Admin and Citizen, and the various 

use cases they can perform within the system. The system is designed around three main 

functional areas: administrative management, dual analysis processing, and income 

classification with eligibility verification. 

 

Actor  
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The system involves two distinct types of users, each with specific roles and 

responsibilities within the subsidy platform. The Admin  represents system administrators 

who possess elevated privileges and are responsible for managing the overall system 

configuration, policy updates, and oversight of citizen eligibility processes. These 

administrators have comprehensive access to all system functionalities and can perform 

complex analytical operations to ensure the system operates effectively and transparently. 

The Citizen actor represents the end users of the subsidy systemðindividuals who are 

seeking to apply for government subsidies and benefits. Citizens interact with the system 

primarily through the user interface to register, complete their profiles, submit applications, 

and track their eligibility status. The citizen's interaction with the system is designed to be 

straightforward and user-friendly, while maintaining the necessary security and 

verification requirements. 

 

Administrative Use Cases 

The administrative functionality encompasses several critical use cases that enable 

comprehensive system management and oversight. Manage App Settings allows 

administrators to configure the application deadline, adjust operational thresholds. This use 

case ensures that the system remains adaptable and can be fine-tuned based on operational 

needs and feedback. 

Upload Policy Documents provides administrators with the capability to maintain an up-

to-date repository of subsidy policies, eligibility criteria, and regulatory documentation. 

This functionality is essential for ensuring that the AI-powered analysis components have 

access to the most current policy information, enabling accurate eligibility assessments and 

maintaining compliance with government regulations. 

The View Citizen List use case enables administrators to access and monitor the registered 

users within the system. This functionality provides oversight capabilities and allows 

administrators to track user engagement, identify potential issues, and ensure that the 

system is serving its intended population effectively. The view includes relevant citizen 

information while maintaining appropriate privacy protections. 
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Analyze Citizen Eligibility  represents one of the most sophisticated administrative 

functions, allowing administrators to perform detailed analysis of citizen applications and 

eligibility status. This use case integrates with the system's AI capabilities to provide 

comprehensive assessment tools and supports manual review processes when necessary. 

Administrative users can also Run Multi -Agent Analysis, which leverages the system's 

advanced AI orchestration capabilities. This use case enables the execution of complex 

analytical processes that involve multiple AI agents working in coordination to analyze 

different aspects of subsidy applications, policy compliance, and eligibility determination. 

The multi-agent approach provides comprehensive analysis that considers various factors 

and perspectives in the decision-making process. 

 

Dual Analysis Framework 

The system incorporates a dual analysis framework that combines two complementary 

analytical approaches:  

RAG-based analysis and formula-based analysis. The RAG-based Analysis use case 

utilizes Retrieval-Augmented Generation technology via smolagents to provide contextual 

analysis of citizen applications against policy documents and historical data. This approach 

enables the system to understand complex policy language and apply it intelligently to 

individual citizen circumstances. 

The Formula-based Analysis use case implements rule-based decision-making processes 

using a novel mathematical formula to calculate and eligibility criteria. This approach 

provides consistent and transparent evaluation mechanisms that can be easily audited and 

verified. The combination of these two analytical methods ensures both flexibility and 

reliability in eligibility determination. 

The Compare Results functionality allows the system to evaluate the outcomes from both 

analytical approaches, identifying discrepancies and ensuring consistency in decision-

making. This comparison mechanism adds an additional layer of validation and helps 

identify cases that may require manual review or additional scrutiny. 

 

Agent Orchestration System  
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The Agent Orchestration (smolagents) represents an advanced feature that manages the 

coordination of multiple AI agents within the system. This use case encompasses several 

sub-processes including Plan Generation, Tool Execution, and Result Synthesis. The 

orchestration system enables sophisticated workflow management where different AI 

agents can specialize in specific tasks while working together to achieve comprehensive 

analysis outcomes. 

Plan Generation involves the creation of analytical strategies and workflow plans based on 

the specific requirements of each citizen application. Tool Execution manages the 

deployment and coordination of various analytical tools and AI models, ensuring that the 

right resources are applied to each task. Result Synthesis combines the outputs from 

multiple agents and analysis methods to produce coherent and comprehensive eligibility 

determinations. This part will be further explained in Chapter 4.  

 

Citizen User Journey 

The citizen user experience begins with the Register/Login use case, which provides 

secure access to the system through authentication mechanisms. This process includes 

account creation, identity verification, and secure session management. The registration 

process is designed to be user-friendly while maintaining appropriate security standards. 

Complete Profile enables citizens to provide comprehensive information about their 

personal circumstances, financial situation, and subsidy requirements. This use case 

involves multiple data collection steps and includes validation mechanisms to ensure data 

accuracy and completeness. The profile completion process is guided and intuitive, helping 

citizens provide all necessary information for eligibility assessment. 

Citizens can Submit Application  after completing their profiles, initiating the formal 

subsidy request process. This use case triggers the analytical workflows and begins the 

eligibility determination process. The application submission includes confirmation 

mechanisms and provides citizens with reference numbers and status tracking capabilities. 
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3.1.3 Activity Diagram  
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Figure 3.3 Activity Diagram 

 

The activity begins with User Login, where the system authenticates the user and 

determines the appropriate role. A decision point branches the flow into two distinct 

pathways: the Citizen Flow and the Admin Flow. 

 

Citizen Flow 

1. Profile Completion Phase 

The citizen provides household, demographic, and application details. The system 

performs automated validation for data format, completeness, and initial eligibility. 

2. Income Verification Phase 

The citizen initiates IC-based income verification. A mock LHDN service validates 

the IC and returns signed income data. 

3. Decision Point: Income Verification 

¶ If successful, the process advances to zero-knowledge proof generation. 

¶ If unsuccessful, the system displays an error and terminates the flow. 

4. Zero-Knowledge Proof Generation 

A Circom circuit generates a cryptographic proof of income classification into 

predefined brackets (B1ïT2) without disclosing actual income values, ensuring 

privacy. 

5. Dual Analysis Request 

The system initiates an eligibility request, triggering parallel analysis paths: 

¶ RAG Analysis Path (smolagents): Performs semantic search in 

ChromaDB for relevant policy documents and perform web search 

(powered by Tavily Search API) for fallback/insufficient context for 

judgement and uses LLM reasoning to provide contextual assessment. 

¶ Formula Analysis Path: Applies state-specific formulas, calculating 

burden scores with weighted factors (55% burden, 25% documentation, 20% 

disability). 

6. Analysis Comparison and Decision Point 

Results from both paths are compared: 
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¶ If analyses agree Ÿ a consensus result with high confidence is presented. 

¶ If analyses diverge Ÿ a disagreement analysis is displayed, providing 

insights for governance. 

7. Token Claim Process 

Eligible citizens initiate a blockchain transaction. A smart contract mints and 

transfers tokens, followed by confirmation of successful claim. 

8. Audit Trail Generation  

A complete record of the analysis process is created for compliance, transparency, 

and accountability. 

 

Admin Flow 

1. System Management 

Administrators access the dashboard, monitor system statistics, adjust parameters, 

and configure application deadlines. 

2. Citizen Management 

Admins view citizen profiles, manage data, and track application statuses 

throughout the verification pipeline. 

3. Document Management 

Policy documents are uploaded, chunked, and embedded into ChromaDB for 

retrieval in RAG analysis. 

4. Analysis Review 

Admins review outcomes from dual analysis, monitor agreement patterns, and 

access audit trails for compliance oversight. 
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CHAPTER 4 

SYSTEM DESIGN 

4.1 System Block Diagram 

 

 
Figure 4.1 System High Level Block Diagram 

 

This block diagram for Figure 4.1 shows the dual-analysis platform for Malaysian 

government subsidy eligibility verification, combining zero-knowledge privacy 

preservation with transparent governance mechanisms. 

 

User Layer 

Citizens engage through secure application submission, zero-knowledge income proof 

generation, and token claiming interfaces. Administrative users manage applications, 

review comparative analysis results, and configure system parameters (adjusting the form 

deadline) through dedicated dashboards. 

 

Frontend Architecture (Port 5173)  
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The React-based application delivers role-specific interfaces including an administrative 

dashboard for citizen management and analysis review, a citizen portal for profile 

submission and ZK verification, an educational ZK demonstration interface, and 

comprehensive authentication with role-based access control. 

 

Backend Services Infrastructure  

The Mock LHDN API Service (Port 3001) provides Malaysian IC validation and signed 

income verification, simulating government data sources. The ZK Circuit Service (Port 

3002) compiles MalaysianIncomeClassifier circuits, generates Groth16 zero-knowledge 

proofs that conceal exact income amounts, and verifies cryptographic proofs without 

accessing private data. The Smolagents Service (Port 3003) orchestrates the core 

innovation through its DualAnalysisCoordinator. 

 

Multi -Agent Analysis Network Powered by Smolagents 

The RAG Analysis Path employs specialized agents including the CitizenAnalysisAgent 

for GPT-4-powered contextual policy reasoning, CitizenDataValidationAgent for input 

verification, ChromaDBRetrieverAgent for semantic policy document search, and 

AnalysisComparator for governance insights. The parallel Formula Analysis Path provides 

transparent, auditable mathematical scoring using state-specific income data. 

 

Data Architecture  

Supabase PostgreSQL manages user profiles, authentication, and analysis results with 

Row-Level Security implementation. MongoDB stores policy documents and processed 

chunks for retrieval operations. ChromaDB maintains vector embeddings for semantic 

policy search capabilities. Local storage preserves Circom circuit artifacts and Malaysian 

state income threshold data. 

 

External Integration   

OpenAI API powers multi-agent reasoning and natural language policy analysis. 

Blockchain ERC20 contracts enable secure token distribution to verified eligible citizens. 
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4.2 System Components Specifications   

4.2.1 Dual Analysis Architecture  

 
Figure 4.2 Smolagents Service Block Diagram (Port 3003) 

 

This diagram presents a significantly improved representation of the Multi -Agent RAG 

System architecture, demonstrating clear understanding of the dual-analysis framework 

and multi-agent coordination mechanisms. 

 

Architectural Accuracy Assessment 

Figure 4.2 illustrates the core innovation of the system through its dual-analysis approach. 

The DualAnalysisCoordinator serves as the central orchestration component, effectively 

managing parallel execution of both the RAG Analysis Path and Formula Analysis Path. 

This representation accurately captures the research contribution regarding interpretability 

versus flexibility trade-offs in AI governance systems. 

 

Multi -Agent Network Representation 

The RAG Analysis Path demonstrates proper multi-agent architecture with the 

CitizenAnalysisAgent functioning as the primary orchestrator. The diagram correctly 
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shows the specialized agent network including the CitizenDataValidationAgent for input 

verification, ChromaDBRetrieverAgent for semantic policy document retrieval, and the 

integration with OpenAI GPT-4 for contextual reasoning capabilities. The inclusion of the 

AnalysisComparator as a bridge between both analysis paths effectively illustrates the 

comparative governance mechanism. 

 

 

Figure 4.3 Detailed Flow of the Dual Analysis Architecture (1) 
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Figure 4.4 Detailed Flow of the Dual Analysis Architecture (2) 

 

Data Flow and Integration 

The data source connections are appropriately represented, showing ChromaDB handling 

policy embeddings for semantic search operations, MongoDB managing policy documents 

for retrieval processes, and local CSV files providing state income data for mathematical 

calculations. The dual analysis results output correctly demonstrates how both RAG and 

Formula results feed into the comparison mechanism for governance insights. Detailed 

explanation on mathematical formula will be at the coming section. 
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System Innovation Clarity 

This diagram successfully communicates the contribution fundamental research of the 

platform. The visual separation between RAG and Formula analysis paths, combined with 

the centralized comparison mechanism, effectively demonstrates how the system addresses 

the critical balance between AI flexibility and mathematical transparency in government 

decision-making processes. The multi-agent network visualization clearly shows how 

collaborative intelligence enhances policy interpretation while maintaining auditability 

requirements. 

 

4.2.2 Formula Analysis (Burden Score Analysis) - Mathematical Framework 

Currently, most government subsidy programs in Malaysia, including income-related 

benefits, operate on a rule-based model. Eligibility is decided based on fixed criteria such 

as household income thresholds (e.g., B40, M40, T20 categories), number of dependents, 

or specific demographic attributes. While such criteria provide administrative simplicity, 

they fail to account for the diverse economic realities faced by households within the same 

bracket. 

For example, a family earning RM6,000 with six children may experience a heavier 

financial burden than a family earning RM4,000 with one child, yet both are classified 

strictly within different subsidy categories. This creates "cliff effects", where small income 

changes may result in disproportionate differences in subsidy eligibility. 

Implementation 

To address these limitations, this study introduces a scoring-based model that incorporates 

both household income and household composition into a single measure of financial 

burden. The model applies the concept of the adult-equivalent (ὃὉ) scale, which adjusts 

household size by assigning weights to adults and children to better reflect actual living 

costs. From this, a Burden Score is derived as the ratio between adjusted household size 
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and income. A higher score indicates greater financial strain, aligning naturally with 

subsidy logic. 

Since the proposed system operates within a zero-knowledge proof framework where 

actual household income remains encrypted and hidden from direct analysis, the burden 

calculation requires reliable income benchmarks for comparison. To address this challenge, 

a comprehensive state-level income lookup table was constructed using mean income 

data from the Malaysian Household Income and Expenditure Survey (HIES) [45]. This 

lookup table provides regionally adjusted income references based on the household's state 

and estimated income bracket, enabling burden assessment without exposing sensitive 

financial information. The use of HIES mean income data ensures that burden calculations 

reflect genuine regional economic conditions while maintaining the privacy-preserving 

properties of the zero-knowledge implementation. The data cleaning process of the original 

data will be further explained in Chapter 5.3.2. 

The final eligibility score integrates multiple components through a weighted combination 

approach. The Burden Score contributes 75% to the final assessment, while 

Documentation Score (25%) evaluates the completeness and validity of submitted 

documents, and a policy-based base score ensure minimum support levels for vulnerable 

income groups, with B40 households receiving substantial base points regardless of other 

factors. This creates a continuous and explainable scoring system that avoids the cliff 

effects of rule-based thresholds while ensuring fairness across different household 

situations and maintaining alignment with government social protection priorities. 

Conceptual Mathematical Framework 

Input Requirements 

The scoring system requires comprehensive applicant information including personal 

identification, geographical location, estimated income bracket, household composition 

details, document validation status, and disability information. This multi-dimensional 

input ensures holistic assessment of each applicant's circumstances. The data with be 

derived from Supabase for assessment.  
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Step 1: Adult Equivalent (═╔) Calculation 

The Adult Equivalent adjusts household size to reflect actual consumption needs: 

ὃὉ ρ ύͅὥ !ÄÕÌÔÓρ ύͅὧ #ÈÉÌÄÒÅÎ 

Why these weights? 

The choice of weights in the proposed burden score model is guided by established 

international practice. A reference from [43] demonstrates the use of the modified OECD 

equivalence scale for adjusting household income to account for differences in household 

size and composition. In this scale, a weight of 1.0 is assigned to the first adult, 0.5 to each 

additional adult, and 0.3 to each child below the age of 14. These values provide a balanced 

approximation of resource needs within households of varying structures. Building upon 

this framework, the present study adopts a similar weighting approach (ύͅὥ  πȢυ for 

additional adults and ύͅὧ πȢσ), ensuring conceptual consistency with internationally 

recognized standards.  

¶ First adult = 1.0: Establishes the baseline household consumption 

¶ Additional adults = 0.5 each: Benefit from shared housing, utilities, and bulk 

purchases 

¶ Children = 0.3 each: Require less food, clothing, and space than adults 

Step 2: State Income Lookup Function 

Different states in Malaysia have different income levels. The conceptual framework 

leverages a lookup table derived from Household Income and Expenditure Survey (HIES) 

data [45]: 

Ὅ ,ÏÏËÕÐ3ÔÁÔÅȟ)ÎÃÏÍÅ "ÒÁÃËÅÔ 

Sample values: 

¶ Selangor, B4 bracket Ÿ Ὅ 2-τȟχστ 

¶ Kedah, B2 bracket Ÿ Ὅ 2-ςȟυππ 
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¶ Johor, M2 bracket Ÿ Ὅ 2-φȟςππ 

 

Step 3: Applicant Burden Calculation 

The financial burden ratio quantifies the household's resource constraint: 

 

This metric represents the adult-equivalent consumption needs per ringgit of income, with 

higher values indicating greater financial strain. 

Step 4: State Median Burden Benchmark 

Once AE is calculated, we compare the householdôs financial situation against a reference 

benchmark that reflects the typical burden in their state. The benchmark is the state median 

burden ratio , calculated from Household Income and Expenditure Survey (HIES) data. In 

practice, this is implemented in code with calculate_state_median_burden_dynamic(state) 

ð which dynamically calculates the median burden ratio by dividing a reference household 

AE (set at 3.0) by all income brackets for that state and then taking the median value. 

 

Step 5: Calculation of Burden Ratio for household  

 

Interpretation : 
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¶ ὄὙ ρȢπ: Above state median burden (higher need)  

¶ ὄὙ ρȢπ: Below state median burden (lower need)  

¶ ὄὙ ρȢπ: Equal to state median burden 

Step 6: Piecewise Raw Burden Scoring  

The burden ratio is converted to a categorical score using policy-defined thresholds: 

 

Step 7: Burden Score Normalization 

To make the burden ratio comparable with other scores, we normalize it: 

 

Step 8: Documentation and Disability Adjustments (25% to score) 

All -or-nothing validation approach with a documentation penalty score. 

 

Step 9: Base Score Assignment 

Policy-based base scores ensure minimum support for vulnerable income groups: 
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Final Step: The burden score combines with other factors: 
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Figure 4.5 Simplified Flowchart for conceptual Formula Analysis Framework 
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Below a comparative analysis is done to showcase two household scenarios. The purpose 

of using the same state for comparison is to maintain consistency and prevent the scenarios 

from producing extreme or distorted results.  

Attribute  Scenario A: 

Small Urban 

Family 

Scenario B: Large 

Extended Family 

Scenario C: 

Rich 

Family 

Scenario D: 

Single & 

Poor 

Location Selangor Selangor Kelantan Johor 

Composition 2 adults + 2 

children 

2 adults + 5 

children 

2 adults + 6 

children 

1 adult 

Total Members 4 7 8 1 

Income 

Bracket 

B3 B4 T2 B1 

Documentation Valid Valid Valid Valid 

Disability None None None None 

Table 4.1 Scenario Comparison Table 

 

Calculate Result: 
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Figure 4.6 Complete Comparison 

Limitation and Future Work  

The current Burden Score framework contains several significant limitations that create 

opportunities for system manipulation and inequitable outcomes. The most notable 

weakness involves the uniform disability scoring mechanism, which awards identical 

bonus points to all disabled individuals regardless of their underlying financial capacity, 

potentially subsidizing wealthy disabled persons who do not require government assistance. 

Additionally, the system relies heavily on self-reported income data without robust 

verification mechanisms, enabling applicants to misrepresent their financial status by 

claiming lower income brackets or manipulating household composition details. The 

framework's one-size-fits-all approach fails to differentiate between varying needs within 

demographic categories, treating all children, adults, and disabilities as equivalent despite 

significant differences in associated costs and care requirements. Furthermore, the model 

overlooks critical financial stressors such as existing debt obligations, medical expenses, 
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and housing cost burdens that may create genuine hardship even within higher income 

brackets, while simultaneously ignoring urban-rural cost disparities within states that 

significantly affect household purchasing power. 

Future improvements should focus on implementing comprehensive wealth verification 

systems that cross-reference property ownership, vehicle registration, and financial records 

to prevent income misrepresentation, while developing nuanced disability scoring that 

considers both disability severity and family financial capacity. The integration of real-

time administrative data from EPF contributions, tax filings, and banking transactions 

would enhance accuracy and reduce reliance on self-reported information. Advanced 

analytics and artificial intelligence could detect suspicious application patterns and flag 

potential system gaming, while granular geographic adjustments and comprehensive 

expense considerations would better reflect actual household financial strain. These 

enhancements would transform the current framework from a relatively simple scoring 

mechanism into a sophisticated, fraud-resistant system that more accurately identifies and 

supports households experiencing genuine financial need. 
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4.2.3 Mock LHDN API Service 

 

Figure 4.7 Mock LHDN API Service Block Diagram (Port 3001) 

 

The Government Subsidy Platform implements a comprehensive income verification 

system designed to authenticate citizen eligibility through a secure, multi-layered 

architecture. The platform centers around an LHDN API Service that operates through a 
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port-based configuration, serving as the primary gateway for processing income 

verification requests initiated from the frontend layer. 

The verification process begins when users submit their Identity Card (IC) numbers 

through the frontend interface, triggering a structured validation pipeline within the LHDN 

API Service. The system's Income Verification Endpoint receives these requests and 

immediately routes them through IC Validation Logic, which performs rigorous format 

checking to ensure compliance with Malaysian IC number standards. This validation step 

serves as the first line of defense against invalid or malformed data inputs. 

Following successful validation, the system engages its Mock Data Store component, 

which simulates government database functionality for development and testing 

environments. The Mock Income Lookup process retrieves relevant financial information 

associated with the validated IC number, providing a controlled testing environment that 

mirrors production data structures without compromising sensitive citizen information. 

Security represents a cornerstone of the platform's design philosophy, with all data 

transmission protected through robust cryptographic measures. The Signature Generation 

component creates digital signatures using HMAC-SHA256 encryption for current 

implementation, with plans to transition to ECDSA protocols for production deployment. 

This Response Signing process ensures data integrity and authenticity throughout the 

verification workflow, protecting against tampering or unauthorized access. 

The system delivers structured responses that encompass comprehensive income 

information, including specific amounts, cryptographic signatures, and relevant tax bracket 

classifications. This multi-faceted approach to data presentation supports informed 

decision-making for subsidy eligibility determination while maintaining transparency in 

the verification process. 

The architecture demonstrates clear separation of concerns through its distinct validation, 

data retrieval, and security processing layers. This modular design facilitates 

maintainability and scalability while ensuring that each component can be independently 
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updated or enhanced without disrupting the overall system functionality. The platform's 

emphasis on mock environments and controlled testing capabilities positions it as a reliable 

foundation for government subsidy administration, supporting accurate and secure income 

verification processes essential for public benefit distribution. 

4.2.4 Zero-knowledge Income Verification Flow, Block Diagram 

 
Figure 4.8 Zero-knowledge proof system sequence diagram 
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Figure 4.9 ZK Circuit Service Block Diagram (Port 3002) 

 

The diagram illustrates a zero-knowledge proof system for income verification that 

enables citizens to prove their income bracket eligibility without revealing their actual 

income amounts. The system involves five main components: Citizen, LHDN API , ZK 

Circuit , Trusted Setup, Groth16 Prover, and Verifier . 

 

Phase 1: Setup Phase 

The Trusted Setup component initiates the system by performing a one-time ceremony that 

generates cryptographic parameters essential for the zero-knowledge proof system. This 

foundational process begins with the Powers of Tau ceremony, which establishes the core 

cryptographic parameters that will be used throughout the system's lifetime. Following this, 

the system compiles the circuit-specific parameters and generates two critical files: the 
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proving key (circuit.zkey) that enables proof generation and the verification key 

(verification_key.json) that allows for proof validation. This setup phase is crucial as it 

creates the cryptographic foundation that ensures both the security and privacy properties 

of the entire verification system. 

 

Phase 2: Income Verification 

The income verification process begins when a Citizen requests verification by submitting 

their IC number (for example: 950123-10-5678) to the system. The LHDN API  processes 

this request and responds with a digitally signed response that contains the citizen's 

income amount of RM4,500 along with a cryptographic signature that ensures the 

authenticity and integrity of the data. This signed response serves as an authoritative 

source of income information that will be used in subsequent phases while maintaining the 

government's role as the trusted income verification authority. 

 

Phase 3: Proof Generation 

The ZK Circuit  processes the income data privately through the Groth16 Prover in a 

cryptographic workflow. The circuit begins by preparing the inputs, where the actual 

income amount of RM4,500 serves as the private input that will never be revealed, while 

the Malaysian income bracket thresholds ςυφπȟστσωȟτσπωȟυςτωȟȢȢȢ are provided as 

public parameters that can be openly verified [40]. These thresholds are encoded as a series 

of constraints, functioning like logic gates within the circuit. 

During the witness calculation phase, the circuit executes a series of constraint checks to 

determine the appropriate income bracket classification. The system evaluates whether the 

income of RM4,500 meets various threshold conditions:  

¶ It confirms that 4500 Ó 2560 (ruling out B1), 4500 Ó 3439 (ruling out B2), and 4500 

Ó 4309 (ruling out B3), but determines that 4500 < 5249, thereby classifying the 

income as B3 bracket with the result (income bracket = 3) 

The Groth16 proof generation process then creates the cryptographic proof components, 

including the three main proof elements “ȟ“ȟ“ , along with the public signals 

confirming income_bracket = B4 and a complete witness that demonstrates constraint 
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satisfaction. This entire process maintains the privacy of the actual income amount while 

generating mathematically verifiable proof that the citizen falls within the B4 income 

bracket, enabling eligibility determination without compromising sensitive financial 

information. 

 

Phase 4: Verification 

The Verifier  validates the proof using the Groth16 verification algorithm through a 

sophisticated mathematical process that ensures the integrity of the submitted proof without 

accessing any private information. The core of this verification lies in checking the bilinear 

pairing equation:  

 

Ὡ“ȟ“ Ὡ‌ȟ‍ ὩὒͅὭὧȟ‎ Ὡὅȟ‏ 

 

Where Ὡẗȟẗ represents the bilinear pairing function, and ‌ȟ‍ȟ‎ȟ‏ are public verification 

parameters derived from the trusted setup phase. The variables ὒͅὭὧ represents the linear 

combination of public inputs with verification key elements, and ὅ are derived from the 

public inputs and verification key components, ensuring that the mathematical relationship 

holds true only for valid proofs that correctly bind the witness to the public statement. 

Upon successful verification, the system confirms the public signal validation showing 

income_bracket = B4 and returns ὥόὸὬὩὲὸὭὧ  ρ to indicate proof authenticity, while the 

actual income amount of RM4,500 remains completely HIDDEN  throughout the entire 

process.  

 

Privacy Guarantees 

The system provides three fundamental zero-knowledge properties:  

¶ completeness ensures that valid proofs from honest provers always verify 

successfully  

¶ soundness guarantees that invalid or fraudulent proofs cannot pass verification 

¶ zero-knowledge ensures that no information about the actual income amount is 

revealed during the verification process. 

 

Technical Specifications 
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The system maintains high efficiency with a proof size of approximately 256 bytes that 

remains constant regardless of input size, verification time of less than 1 second, and 

cryptographically guaranteed income amount concealment. The implementation 

specifically supports the Malaysian context with all income brackets from B1 (ÒRM2,560) 

to T2 (ÓRM20,000), enabling privacy-preserving eligibility verification  for government 

assistance programs while maintaining cryptographic integrity  and mathematical 

auditability . 

 

4.3 Circuits Design (ZK-SNARK) 

 

Figure 4.10 ZK circuit component diagram 

Circuit Architecture Overview  

The Malaysian Income Classifier circuit implements a zero-knowledge proof system that 

enables Malaysian citizens to prove their income classification (B40, M40, or T20) without 

revealing their actual monthly income. The circuit design follows a modular architecture 

with distinct functional components that ensure both privacy preservation and data 

authenticity. 

Input Structure  

Private Inputs (Hidden from Verifiers) 
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The circuit accepts three private inputs that remain confidential throughout the verification 

process: 

¶ monthly_income: The citizen's actual monthly income in Ringgit Malaysia (RM), 

sourced from LHDN (Inland Revenue Board) records 

¶ signature: HMAC signature generated by LHDN API to authenticate the income 

data 

¶ verification_timestamp: Timestamp indicating when LHDN verified and signed 

the income data 

Public Inputs (Visible to Verifiers) 

Three public parameters are required for verification but do not compromise privacy: 

¶ public_key: LHDN's cryptographic public key used for signature verification 

¶ ic_hash: Cryptographic hash of the citizen's IC (Identity Card) number for identity 

binding 

¶ timestamp_range: Maximum allowable age for the verification timestamp to 

ensure data freshness (set 86400 here, one day) 

Core Circuit Components 

1. Signature Verification Module 

The SignatureVerifier component serves as the circuit's authentication backbone, ensuring 

that income data originates from legitimate LHDN sources. This module: 

¶ Verifies the HMAC signature against LHDN's public key 

¶ Validates the authenticity of the monthly income value 

¶ Checks timestamp freshness to prevent replay attacks 

¶ Binds the proof to a specific citizen through IC hash verification 
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The signature verification produces two critical outputs: is_signature_valid indicating 

cryptographic authenticity, and is_data_authentic representing overall data integrity. 

 

 

2. Income Threshold Comparison System 

The circuit implements nine LessThan comparator components, each corresponding to 

specific income thresholds defined by Malaysia's national income classification system: 

Bottom 40% (B40) Thresholds: 

¶ B1: Ò RM2,560 

¶ B2: Ò RM3,439 

¶ B3: Ò RM4,309 

¶ B4: Ò RM5,249 

Middle 40% (M40) Thresholds: 

¶ M1: Ò RM6,339 

¶ M2: Ò RM7,689 

¶ M3: Ò RM9,449 

¶ M4: Ò RM11,819 

Top 20% (T20) Thresholds: 

¶ T1: Ò RM15,869 

¶ T2: > RM15,869 

Each comparator receives the private monthly income and outputs a binary result indicating 

whether the income falls below the respective threshold. These thresholds are hard-coded 

as constants within the circuit, derived from official Malaysian government statistics [40]. 
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3. One-Hot Classification Logic 

The classification logic transforms the comparator outputs into a one-hot encoded 

representation where exactly one bit is set to indicate the citizen's income bracket. The 

logic implements the following boolean expressions: 

¶ B1 classification: monthly_income Ò 2560 

¶ B2 classification: 2560 < monthly_income Ò 3439 

¶ B3 classification: 3439 < monthly_income Ò 4309 

¶ [Pattern continues for all brackets] 

¶ T2 classification: monthly_income > 15869 

This approach ensures mutual exclusivityða citizen can belong to exactly one income 

classification, preventing ambiguous or invalid classifications. 

4. Security Authentication Gate 

The security gate implements a critical safety mechanism through multiplication-based 

conditional logic. The final classification output is computed as: 

class_flags[i] = raw_class_flags[i] × is_data_authentic 

This design ensures that if the LHDN signature verification fails (is_data_authentic = 0), 

all classification flags are zeroed out, preventing the circuit from producing valid proofs 

with unverified data. Only authentically signed income data can generate valid 

classification proofs. 

Circuit Outputs 

The circuit produces three distinct outputs: 

1. class_flags[10]: A 10-element array representing the one-hot encoded income 

classification, where each position corresponds to brackets B1, B2, B3, B4, M1, 

M2, M3, M4, T1, and T2 respectively 
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2. is_signature_valid: Boolean flag indicating whether the LHDN cryptographic 

signature is mathematically valid 

3. is_data_authentic: Boolean flag representing comprehensive data authenticity, 

combining signature validity with timestamp and identity verification 

Example output will be: [ñ0ò, ñ0ò, ñ0ò, ñ1ò, ñ0ò, ñ0ò, ñ0ò, ñ0ò, ñ0ò, ñ0ò, ñ1ò, ñ1ò], this 

indicates that this citizen is a income bracket = B4, and LHDN signature is valid, data is 

authenticated. 

Privacy and Security Properties 

Zero-Knowledge Property 

The circuit design preserves privacy through its input structureðwhile verifiers can 

confirm a citizen belongs to a specific income bracket, the actual monthly income value 

remains hidden. This enables applications like: 

¶ Selective disclosure for government aid eligibility 

¶ Anonymous demographic studies 

¶ Privacy-preserving financial service qualification 

Data Integrity Assurance 

The mandatory LHDN signature verification prevents: 

¶ Income manipulation: Citizens cannot falsify their income data 

¶ Replay attacks: Timestamp validation ensures data freshness 

¶ Identity spoofing: IC hash binding prevents impersonation 

¶ Unauthorized proofs: Invalid signatures result in zero outputs 

Computational Efficiency 

The circuit design prioritizes efficiency through: 

¶ Parallel comparisons: All income thresholds are evaluated simultaneously 
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¶ Minimal constraint overhead: Using 32-bit LessThan comparators optimized for 

typical income ranges 

¶ Hard-coded constants: Threshold values are circuit constants, eliminating dynamic 

computation overhead 

Implementation Considerations 

The circuit is implemented in Circom 2.1.5, leveraging the circomlib library for 

standardized comparison operations. The design accommodates typical Malaysian income 

ranges while maintaining sufficient precision for accurate classification. The selection of 

using national level data is because of the efficiency of design for the income threshold,  

the higher the number of LessThan checks, or called constrains, the wires will also be more , 

costing more times and computational effort to run and produce the output. The 32-bit 

LessThan components provide adequate range for income values up to RM4.2 billion, far 

exceeding practical requirements while maintaining computational efficiency. 

The modular architecture enables independent verification of each component, facilitating 

both development testing and security auditing. This design approach ensures the circuit 

can be thoroughly validated before deployment in production systems handling sensitive 

financial data. 
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4.4 Full Agentic Flow 

 
Figure 4.11 Full Agentic Flow sequence diagram 

 

Phase 1: Request Initiation and Coordination 

The agentic flow begins when the DualAnalysisCoordinator receives a citizen eligibility 

request. This coordinator acts as the orchestration layer, managing parallel execution of 

both RAG-based agentic analysis and traditional formula-based analysis for comparative 

governance insights. 

The coordinator performs initial data validation and preparation, cleaning citizen data to 

extract only policy-relevant fields (name, demographics, income classification, household 

composition, disability status, and geographic location). This cleaned data is then formatted 

into a structured query that guides the subsequent agentic reasoning process. 

 

Phase 2: Agent Initialization and Tool Assembly 

The CitizenAnalysisAgent, built on the smolagents framework, is initialized with a 

carefully curated set of specialized tools. This agent uses a LiteLLM model (typically GPT-

4o-mini) configured with low temperature (0.1-0.2) to ensure consistent, reliable reasoning 

while maintaining enough creativity to handle edge cases. 
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The agent is equipped with three primary tools that form the foundation of its reasoning 

capabilities: 

 

1. ChromaAgent - Provides semantic access to historical policy documents (local 

RAG)  

2. TavilyAgent - Enables real-time web search for latest policy updates 

3. PolicyAnalysisAgent - Performs structured LLM-based policy interpretation 

 

Phase 3: Multi-Stage Information Gathering 

The agentic analysis follows a structured three-stage information gathering process: 

 

Stage 3.1: Historical Policy Retrieval  

The agent first invokes the ChromaAgent to perform semantic search over the existing 

policy document corpus. This agent loads document chunks from MongoDB, creates vector 

embeddings using OpenAI's text-embedding-3-small model, and performs similarity 

search using ChromaDB. The retrieved documents provide foundational policy context, 

including eligibility criteria, historical precedents, and established guidelines. 

 

Stage 3.2: Current Policy Intelligence  

Next, the agent uses the TavilyAgent to gather the latest policy updates and regulatory 

changes. This agent is specifically configured for Malaysian government sources, with 

domain filtering for official government websites (gov.my, mof.gov.my, treasury.gov.my) 

and policy-relevant keyword matching. The search results are ranked by relevance and 

source authority, with government sources receiving priority weighting. 

 

Stage 3.3: Contextual Policy Reasoning  

Finally, the agent employs the PolicyAnalysisAgent, which uses a separate LLM instance 

to perform structured policy interpretation. This agent analyzes the citizen's profile against 
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the gathered policy context, identifying relevant eligibility factors, potential edge cases, 

and policy interpretation nuances that mathematical formulas cannot capture. 

Phase 4: Integrated Reasoning and Decision Synthesis 

The agent synthesizes information from all three agents through a comprehensive 

reasoning prompt that requires structured output. The agent must provide: 

 

1. Numerical Eligibility Score (0-100) based on policy alignment 

2. Classification Prediction (B40-B1/B2/B3/B4, M40-M1/M2/M3/M4, T20-T1/T2) 

3. Confidence Assessment (0.0-1.0) reflecting certainty in the decision 

4. Policy Analysis detailing main eligibility factors and recent policy impacts 

5. Source Citations referencing specific policy documents and search results 

6. Detailed Reasoning explaining the decision-making process 

7. Actionable Recommendations for citizens and policy makers 

 

Phase 5: Result Processing and Validation 

The DualAnalysisCoordinator receives the agent's structured output and performs 

comprehensive result parsing. This includes extracting scores, classifications, and 

explanations from the agent's response, validating numerical ranges, and formatting the 

results for comparison with the parallel formula-based analysis. 

The system handles various response formats gracefully, with fallback parsing mechanisms 

for cases where the agent's output doesn't perfectly match the expected JSON structure. 

This robustness ensures system reliability even when LLM responses vary in format. 

 

Phase 6: Comparative Analysis and Governance Insights 

The final phase involves the AnalysisComparator service, which evaluates the agentic 

RAG results against traditional formula-based calculations, providing valuable governance 

insights. This comparison identifies cases where both methods align, indicating high 

confidence in the assessment. It also highlights instances where agentic reasoning diverges 

from mathematical scoring, often revealing edge cases or subtle policy nuances. 

Additionally, the process analyzes how the confidence levels of agents correlate with 



 

CHAPTER 4 

Bachelor of Computer Science (Honours)  
Faculty of Information and Communication Technology (Kampar Campus), UTAR 
 

 

84 

differences in scores, helping to assess the reliability of the evaluations. Finally, it uncovers 

potential policy gaps, exposing areas where rigid formulaic rules may fail to fully capture 

the intent of policy directives. 

Agent Orchestration Strategy 

The system implements a sequential agent usage pattern within the RAG path, where the 

CitizenAnalysisAgent follows a prescribed workflow:  

 

ChromaAgent retrieval Ÿ TavilyAgent search Ÿ PolicyAnalysisAgent reasoning 

 

This ensures comprehensive context gathering before final analysis, maximizing the 

quality of LLM reasoning by providing both historical and current policy information. 

 

Technical Implementation Details 

 

Agent Configuration and Model Selection 

The CitizenAnalysisAgent uses LiteLLM for model abstraction, allowing easy switching 

between different LLM providers. The default configuration uses GPT-4o-mini with: 

¶ Temperature: 0.1-0.2 (balanced consistency vs. creativity) 

¶ Max Tokens: 2000-3000 (sufficient for detailed reasoning) 

¶ Timeout: 30 seconds (reasonable for real-time applications) 

 

Agent Integration Architecture  

Each agent implements the smolagents Tool interface with standardized input/output 

schemas: 
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Figure 4.12 Smolagent using LiteLLMModel Inference Model 

 

Figure 4.13 An smolagent class initialization parameters 

This standardization allows the agent to dynamically invoke sub-agents based on the 

reasoning requirements, with automatic parameter validation and error handling. 

 

Confidence and Transparency Framework 

The RAG path provides confidence scoring (0.0-1.0) based on policy document availability 

and reasoning certainty, while the formula path maintains 1.0 confidence due to 

mathematical determinism. The comparison layer identifies agreement/disagreement 

patterns, enabling policy makers to understand when human-like reasoning diverges from 

rule-based systems and requires further investigation. 

This architecture demonstrates practical implementation of interpretable AI in government 

systems, balancing the need for transparent, auditable decision-making with the flexibility 

to handle complex policy scenarios that pure mathematical models cannot adequately 

address. 
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4.5 MMYRC Token Creation and Claiming Process 

System Architecture and Components 

1. Smart Contract Layer 

The system consists of two primary smart contracts: 

MMYRCToken Contract (0x61B6056de59844cBc3A4eC44963D9619e4914F20) 

¶ An ERC-20 compliant token contract representing the government subsidy 

currency 

¶ Features a maximum supply cap of 1,000,000 tokens to prevent inflation 

¶ Implements access control mechanisms using OpenZeppelin library (OnlyOwner)  

[47] with only the government admin having minting privileges 

¶ Includes pause functionality for emergency situations 

¶ Supports standard ERC-20 operations (transfer, approve, allowance) 

SubsidyClaim Contract (0xeF79df53ae0d09b0219da032170Bf9F502d94009) 

¶ Manages the allocation and distribution of tokens to eligible citizens 

¶ Maintains a mapping of citizen addresses to their allocated token amounts 

¶ Implements claim period controls and prevents double-claiming 

¶ Provides batch allocation functionality for efficient government administration 

¶ Includes emergency withdrawal mechanisms for unclaimed tokens 

The contract also implements OpenZeppelin's ReentrancyGuard [48] to prevent reentrancy 

attacks, a critical security vulnerability in smart contracts. A reentrancy attack occurs when 

an external contract calls back into the original contract before the first function call is 

completed, potentially allowing malicious actors to exploit the contract's state changes. 

The ReentrancyGuard uses a simple but effective mechanism: it sets a state variable to 

indicate when a function is executing and prevents any reentrant calls during that execution. 

In our SubsidyClaim contract, the claimTokens() function is protected with the 

nonReentrant modifier, which ensures that: 

1. Before execution: The guard sets an internal flag indicating the function is running 
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2. During execution: Any attempt to call the function again will be rejected 

3. After completion: The flag is reset, allowing future legitimate calls 

In the government subsidy platform, the ReentrancyGuard is particularly important 

because the claimTokens() function performs external calls to the MMYRCToken contract 

to transfer tokens. Without this protection, a malicious citizen could potentially: 

1. Create a malicious contract that calls claimTokens() multiple times 

2. Exploit the time gap between state updates and token transfers 

3. Claim tokens multiple times before the hasClaimed mapping is updated 

 

Figure 4.14 Deployment and Setup Phase sequence diagram 

Phase 1: Deployment 

The deployment process begins with the government administrator deploying the smart 

contracts to the Ethereum blockchain. First, the MMYRCToken contract is deployed with 

predefined parameters including the token name ("MockMalaysiaRinggitCoin"), symbol 

("MMYRC "), decimal places (18), and initial supply (0). The contract is configured with 
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the government admin address as the owner, granting exclusive rights to mint tokens and 

manage the system. 

Subsequently, the SubsidyClaim contract is deployed with references to the 

MMYRCToken contract address, claim period timestamps, and the admin address as the 

owner. The claim period is configured with a start time allowing immediate claims and an 

end time set far in the future (year 2035) to effectively remove time restrictions on claiming. 

 

Figure 4.15 Unix Timestamp for the year 2035 

Phase 2: Minting  

Following successful deployment, the administrator mints tokens from the MMYRCToken 

contract to the SubsidyClaim contract. In the current implementation, 100,000 tokens 

(representing 10% of the maximum supply) are minted and transferred to the SubsidyClaim 

contract's address. This creates a pool of tokens available for distribution to eligible citizens. 

The administrator then configures individual citizen allocations by calling the 

setAllocations function on the SubsidyClaim contract. This function accepts arrays of 

citizen wallet addresses and their corresponding token allocations. In the current 

configuration, 10 citizens are allocated 1,000 tokens each, totaling 10,000 tokens 

committed for distribution, while 90,000 tokens remain available for future allocations. 
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Figure 4.16 Citizen Interaction Sequence Diagram 

Phase 3: Citizen Interaction and Token Claiming 

Citizens interact with the system through the subsidy platform web application. The 

process begins when a citizen navigates to the claim page and initiates wallet connection 

through RainbowKit, which supports various wallet providers including MetaMask. Upon 

successful wallet connection, the system automatically queries the SubsidyClaim contract 

to verify the citizen's eligibility and allocation amount. 

The frontend application calls the canClaim function, which returns three critical pieces 

of information: eligibility status, allocated token amount, and whether the citizen has 

already claimed their tokens. If the citizen is eligible and has not previously claimed, the 

interface displays their allocation amount (1,000 MMYRC tokens) and presents a "Claim 

Now" button. 

When the citizen initiates the claiming process, the frontend triggers a blockchain 

transaction through their connected wallet. The citizen must approve the transaction, which 

calls the claimTokens function on the SubsidyClaim contract. This function performs 
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several validation checks: verifying the citizen has an allocation, confirming they haven't 

already claimed, and ensuring the claim period is active. 

Upon successful validation, the contract marks the citizen as having claimed their tokens 

and initiates a transfer from the SubsidyClaim contract to the citizen's wallet address. The 

MMYRCToken contract executes the transfer, updating the citizen's token balance. The 

transaction is recorded on the blockchain, providing an immutable record of the subsidy 

distribution. The screenshots of the whole process is presented at Chapter 6. 

Current System Status 

The implemented system successfully demonstrates the complete subsidy distribution 

workflow: 

¶ Total Token Supply: 1,000,000 MMYRC (maximum) 

¶ Tokens Minted: 100,000 MMYRC (10% of maximum supply) 

¶ Citizens Allocated: 10 citizens with 1,000 tokens each 

¶ Total Allocated: 10,000 MMYRC tokens 

¶ Remaining Available: 90,000 MMYRC tokens for future allocations 

The system is deployed on the Sepolia testnet, providing a safe environment for testing and 

demonstration while maintaining all the functionality of a mainnet deployment. This 

implementation serves as a proof-of-concept for blockchain-based government subsidy 

distribution, demonstrating the feasibility and benefits of using distributed ledger 

technology for public sector application. 
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CHAPTER 5 

SYSTEM IMPLEMENTATION  
 

5.1 Hardware Setup 

The project hardware configuration includes an Apple Mac Mini with the M4 chip and a 

Huawei D16 laptop. The Mac Mini is employed to host large language models (LLMs) 

with its immense computing power to efficiently carry out demanding processes. The 

development machine where all development, programming, system development, feature 

integration is the Huawei Matebook D16 laptop also use for the ease of presentation.  

 

Description Specifications 

Model Mac Mini M4 

Processor Apple M4 chip 

Operating System macOS Sequoia 15.3.2 

Memory 16GB unified memory 

Storage 256GB SSD 

Table 5.1 Specifications of computer 

 

Description Specifications 

Model Huawei MateBook D 16 

Processor 13th Gen Intel(R) Core(TM) i5-13420H   

2.10 GHz 

Operating System Windows 11 Home 

Memory 16GB 

Storage 1TB SSD 

Table 5.2 Specifications of laptop  
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5.2 Software Setup 

 

Visual Studio Code (VS Code) 

Visual Studio Code (VS Code) is a code editor created by Microsoft. It offers features like 

syntax highlighting, debugging, Git integration, and extensive extension support, making 

it well-suited for efficient code writing and management during development. This IDE is 

the main workspace for the project to be coded. 

 

Claude Code 

An agentic coding tool built by Anthropic, accessible via terminal, having ability to 

understand codebase and helps code by executing routine tasks, as this tool is being used 

to write tests (pytest) for code and assisting debug throughout the whole project. 

 

Supabase 

Supabase is an open-source, BaaS platform built on PostgreSQL. It offers a suite of tools 

including authentication, real-time subscriptions, and database management. As this tool 

is being used for storing citizenôs data, application settings and authentication management. 

 

MongoDB 

MongoDB is a cross-platform, source-available database that follows a document-oriented 

model. As a NoSQL solution, it stores data in flexible, JSON-like documents with optional 

schemas. As this tool is used for storing processed documents chunks from preprocessed 

documents and web-search context provided Tavily Search + Extract API. 
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5.2.1 System Prerequisites 

 

The Multi-Agent RAG System for Auditable Token Distribution requires the following 

software components: 

Component Version Purpose 

Node.js >= 20.0.0 JavaScript runtime for 

frontend and backend 

services 

npm  >= 9.0.0 Package manager for 

Node.js dependencies 

Python >= 3.12 Backend runtime for 

smolagents service 

Git  Latest Version control and project 

cloning 

Circom >= 2.1.5 Zero-knowledge circuit 

compilation 

snarkjs Latest ZK-SNARK proof 

generation and verification 

Table 5.3 Software Components List 

5.3 Setting and Configuration  

.env is a plain-text file used to store environment variables. These variables include 

configuration settings and sensitive information, for instance, database connection strings, 

API keys/tokens, secret key (JWT, encryption, etc.) or third-party service credentials.  

 

The project requires the following values in .env: 

 

Scope Variable Description / Purpose 

Frontend VITE_SUPABASE_URL Supabase project URL 
 

VITE_SUPABASE_ANON_KEY Supabase anonymous key 

(public client access) 
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VITE_LHDN_API_URL API endpoint for LHDN 

service (development URL) 
 

VITE_ZK_SERVICE_URL API endpoint for ZK 

service (development URL) 
 

VITE_SMOLAGENTS_URL API endpoint for 

SmolAgents service 

(development URL) 

Backend 

(smolagents-

service) 

OPENAI_API_KEY OpenAI API key for LLM 

requests, smolagents 

(LiteLLModel) 
 

SUPABASE_URL Supabase project URL 
 

SUPABASE_SERVICE_KEY Supabase service role key 

(backend privileged access) 
 

MONGO_URI MongoDB connection 

string 
 

CHROMADB_PATH Local path for ChromaDB 

storage 
 

TAVILY_API_KEY (optional) Tavily API key for external 

API integration 
 

UNSTRUCTURED_API_KEY 

(optional) 

Unstructured API key for 

external document parsing 

service 

Table 5.4 Environment Variables List 

5.3.1 Files for reference in this section  

No. References  PDFôs Title 

1 [27] Malaysian Household Poverty Determinant by Using Model 

Selection & Model Averaging 

2 [28] Household Income Survey Report 2022 by DOSM 

3 [29] HOUSEHOLD EXPENDITURE SURVEY REPORT 

(LAPORAN SURVEI PERBELANJAAN ISI RUMAH) 2022 

BY DOSM  

4 [28] Poverty In Malaysia: Technical Notes  
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5 [28] Income Inequality (Ketidaksamaratan Pendapatan): Malaysia 

2022 

6 [30] The Factors Affecting Poverty in MalaysiaððMacroeconomic 

Perspectives 

7 - Household consumption expenditure percentage (per Month), 

Malaysia, 2016 ï 2022 (Table)  

8 - Household consumption expenditure by state (Median and 

Mean), Malaysia, 2016 ï 2022 (Table)  

9 - Household consumption expenditure (Monthly, mean value), 

Malaysia, 2016 ï 2022 (Table) 

10 - Incidence of absolute poverty by ethnic group of head of 

household, strata and state, Malaysia, 1970 ï 2022 (Table) 

Table 5.5 List of files/tables for RAG 

5.3.2  Data Cleaning for Malaysian Household Income and Expenditure Survey 

(HIES) 

This work focuses on cleaning and restructuring the HIS/HIES percentile dataset to make 

it more suitable for income distribution analysis. The raw dataset originally contains 

income values across all percentiles, along with additional metadata such as dates and 

variable labels. To streamline the data, the process first isolates only the deciles ð that is, 

the 10th, 20th, up to the 100th percentile ð since these provide a clear and interpretable 

breakdown of household income levels. 

Unnecessary columns, such as the date and variable fields, are removed to reduce 

redundancy. Each decile is then mapped to a broader income group category: the bottom 

40 percent is classified into groups B1 through B4, the middle 40 percent into M1 through 

M4, and the top 20 percent into T1 and T2, this is to map the mean state income to represent 

a citizenôs income due to the hidden nature of the output of zero-knowledge for a citizenôs 

income bracket. A new column is created to capture this grouping, ensuring that each 

stateôs income distribution can be viewed in terms of these well-defined categories. 

Because the focus of the project is on average income levels, only the mean income values 

are retained for each state and group. At the end of the cleaning process, the dataset is 

reduced to three essential columns ð the state, the assigned income group, and the 

corresponding mean income. This results in a concise, analysis-ready dataset that 

highlights how income is distributed across socioeconomic groups at the state level. 
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Figure 5.1 Original Table 

 

 

Figure 5.2 Table after data cleaning 
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CHAPTER 6 

SYSTEM EVAL UATION AND DISCUSSION 

6.1 System Testing and Performance Metrics 

6.1.1 User Layer System Testing 

 
Figure 6.1 Login Page 

 

 
Figure 6.2 Signup Page 
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Admin Role  

 

 
Figure 6.3 Admin Dashboard 

 
Figure 6.4 Citizen Management Page

 
Figure 6.5 Upload Documents For RAG page 
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Figure 6.6 Application Settings Page - Minting MMYRC Tokens 

 
Figure 6.7 Application Settings Page - Setting the application deadline 

 

 
Figure 6.8 Analyzing for Citizen 
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Citizen Role 

 
Figure 6.11 Citizen Dashboard View 

 
Figure 6.12 Citizen Application Form View 
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Figure 6.13 Citizen Application Form View ï IC verification from LHDN 

 

 
Figure 6.14 Citizen Application Form View 
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Figure 6.15 Income Verification with ZK process listed view 

 
Figure 6.16 Income Bracket proven view 

 
Figure 6.17 Submit Button Disabled if income verification havenôt done view 
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Figure 6.18 citizen dashboard update if application deadline passed 

 

 
Figure 6.19 citizen application form submission disabled if application deadline passed 

 

6.2 Testing Setup and Result 

6.2.1 Airdrop MMYRC Token Setup and Result 

 
Figure 6.20 Generating EVM compatible wallet via python script by Tnodes on Github 

[46] 
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Figure 6.21 Adding wallet into MetaMask for further tracking status 

 

 
Figure 6.22 Getting SepoliaETH from Google Cloud Provider 

 

 
Figure 6.23 Successfully transfer 0.05 SepoliaETH 
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Figure 6.24 Admin wallet showing funds from Google Cloud  

 

 
Figure 6.25 MMYRCToken.sol Deployment Parameters 
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Figure 6.26 Contract Deployment on Sepolia Testnet 

 

 
Figure 6.27 SubsidyClaim.sol Deployment Parameters 
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Figure 6.28 Successful Deployment for Subsidy Claim Contract 

 

 
Figure 6.29 Converting wei to ether 

 
Figure 6.30 Mint 100,000 of MMYRC Token (10% of total supply) 
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Figure 6.31 Successfully Minted 100,000 MMYRC via Owner Address (0x22é.5ABD) 

 

 
Figure 6.32 Setting Allocations for airdrop to citizens (1,000 MMYRC each) 

 

 
Figure 6.33 1000 * 1e18 has been allocated to the wallet address from .csv 
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Figure 6.34 Citizenôs View after connecting wallet 

 

 
Figure 6.35 Citizen Accepting Token from MetaMask View 

 



CHAPTER 5 

Bachelor of Computer Science (Honours)  
Faculty of Information and Communication Technology (Kampar Campus), UTAR 
 

 

110 

 
Figure 6.36 Frontend Update Status 

 

 
Figure 6.37 MetaMask view (1000 MMYRC) in Citizenôs Wallet 
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6.2.2  Analysis 

 
Figure 6.38 Via Formula Analysis 

 
Figure 6.39 CLI view for smolagents to reasoning a particular citizen via LiteLLMModel 
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Figure 6.40 CLI view for smolagents reasoning output 

 

 
Figure 6.41 Score Comparison View when score differ > 5 
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Figure 6.42 Score Comparison View when score differ <= 5  

 

6.2.3  Zero-Knowledge Income Bracket Verification Process 

 
Figure 6.43 Backend Log while calling /api/verify-income 

 

 
Figure 6.44 Backend Log for generating r1cs file, sym, and .wasm files 
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Figure 6.45 Backend Log 

 

 
Figure 6.46 Backend Log 

 

 
Figure 6.47 proof.json 
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Figure 6.48 Income bracket with flags (total 12), public.json! 

 

6.3 Project Challenges 

6.3.1  Concern on agentic framework when processing tasks 

The implementation of this dual scoring system faced several significant challenges. The 

most critical issue was ensuring reliable LLM output when processing large policy 

documents, as the agentic framework (smolagents) would occasionally timeout, produce 

inconsistent results or even hallucinate when analyzing and returning false data or 

artificial conclusion [42]. To address this, concise prompt engineering was implemented 

for improving the quality of the output and ensuring consistency.  
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6.3.2  Multilingual Document Processing 

The system's ability to effectively process documents containing multiple languages 

(primarily Malay and English) represented a significant implementation challenge. Official 

Malaysian policy documents often contain code-switching between languages and use 

specialized terminology from both linguistic contexts. This required specialized handling 

in the document vectorization phase to ensure semantic relationships were correctly 

preserved across language boundaries. The embedding model needed to recognize 

equivalent concepts expressed in different languages and maintain contextual 

understanding when documents shifted between them, particularly for technical poverty-

measurement terminology that might have different nuances in each language. Future work 

can be integrating ILMU, an AI assistant that can understand Malaysian Language, pre-

trained with localize data (Malaysia) [43]. 

Core Research Contribution  

The system quantifies interpretability versus flexibility trade-offs in AI governance by 

comparing RAG-based contextual reasoning against mathematically auditable calculations. 

This dual-analysis approach enables privacy-preserving eligibility verification through 

zero-knowledge proofs while maintaining government transparency through comparative 

analysis, establishing a framework for auditable token distribution that balances citizen 

privacy with administrative accountability.  
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CHAPTER 7 

CONCLUSION AND RECOMMENDATION  

7.1 Conclusion 

This project has successfully explored and demonstrated the transformative potential of 

integrating blockchain technology into Malaysiaôs Pangkalan Data Utama (PADU) system 

to modernize government subsidy distribution. The research and development process 

addressed critical challenges associated with centralized systems, such as data silos, 

inconsistent records, delayed service delivery, and vulnerability to cybersecurity threats. 

By leveraging a blockchain-based architecture, the project achieved enhanced data 

integrity, transparency, and resilience against unauthorized manipulation, while also 

establishing an immutable audit trail for all subsidy-related transactions. 

The introduction of the ERC-20 MMYRC token enabled automated, rule-based 

disbursement of subsidies, reducing administrative overhead and minimizing human errors. 

Through the dual-analysis framework, the system combined formula-based burden scoring 

with Retrieval-Augmented Generation (RAG) reasoning powered by smolagents, 

demonstrating the value of hybrid approaches that balance interpretability and adaptive 

intelligence in assessing citizen eligibility. This approach not only highlighted potential 

discrepancies between conventional scoring and AI-driven reasoning but also provided 

insights into improving fairness and efficiency in subsidy allocation. 

Moreover, the project explored privacy-preserving mechanisms through the 

implementation of zero-knowledge proofs (ZKPs) in a mock trusted setup with LHDN. 

This feature allowed citizens to verify their income brackets without exposing sensitive 

personal information, showcasing a practical approach to maintaining privacy while 

ensuring transparency and accountability in public fund management. The successful 

integration of ZKPs highlights the projectôs forward-looking approach toward secure, 

citizen-centric digital governance. 
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Beyond the technical implementation, the project demonstrates broader implications for e-

government services. By combining blockchain, AI-based reasoning, and privacy-

preserving technologies, the system offers a scalable and auditable model that can 

potentially reduce fraud, improve trust, and enhance efficiency in government subsidy 

programs. The prototype serves as a proof-of-concept for future adoption in other public 

sector applications, emphasizing the value of leveraging emerging technologies to address 

long-standing administrative challenges. 

In conclusion, this project not only validates the feasibility and effectiveness of blockchain-

enabled, AI-driven subsidy distribution systems but also provides a framework for future 

research and deployment. It lays the foundation for a secure, transparent, and efficient 

public fund management system that prioritizes both accountability and citizen trust, 

marking a significant step toward modernizing e-government initiatives in Malaysia. 

 

7.2 Recommendation 

 

Drawing from the results and conclusions of this project, various suggestions can be 

proposed to inform ongoing development and implementation: 

 

¶ Pilot Deployment in Government Departments: A staged pilot rollout across 

designated government agencies could assess the systemôs effectiveness in actual 

environments and gather input for improvements. 

 

¶ Linking with National Databases: To enhance efficiency, the system ought to 

connect with current national databases, facilitating smooth verification of citizen 

details and lowering administrative burdens. 

 

¶ Improved Security Protocols: Although blockchain offers built-in security, 

implementing extra steps like multi-signature wallets, thorough smart contract 
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audits, and frequent cybersecurity reviews is advised to better safeguard the system 

from possible threats. 

 

¶ Broader Use of Zero-Knowledge Proofs: Future efforts should investigate the 

wider application of ZKPs, incorporating the verification of more citizen attributes, 

facilitating more extensive privacy-preserving validation methods. 

 

¶ Scalability and Performance Enhancement: As the system expands, it is 

essential to tackle performance and scalability via layer-2 solutions, refined smart 

contracts, and effective data storage techniques. 

 

¶ Public Awareness and Education: To foster trust and adoption, training initiatives 

for government employees and educational programs for the public should be 

established, emphasizing the system's advantages, security, and transparency 

aspects. 

 

¶ Ongoing Assessment and Feedback Cycle: Implementing systems to track 

performance, user contentment, and audibility will facilitate ongoing enhancement 

and adjustment to policy modifications. 

 

Through the adoption of these suggestions, the PADU system can transform into a more 

effective, secure, and citizen-focused digital governance platform, facilitating wider 

acceptance of blockchain-driven public service solutions.
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