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ABSTRACT

This project explores scalar multiplication algorithms in Elliptic Curve Cryptography, focusing
on the binary method and elliptic net method applied in Elliptic Curve Diffie-Hellman and
Elliptic Curve Digital Signature Algorithm. Scalar multiplication is the most computationally
intensive operation in Elliptic Curve Cryptography and directly impacts both cryptographic
strength and performance. There is lack of standardized scalar multiplication algorithm or
parameter set to ensure compatibility and interoperability in cryptographic implementations.
This creates challenges in developing secure Elliptic Curve Cryptography systems and
performing cryptanalysis for scalar multiplication algorithms. This research implemented both
methods on secure Twisted Edwards curves (numsp384t1l and numsp512t1) using the affine
coordinate system for clearer point representation. The binary method uses a double-and-add
approach, which introduces conditional branches that increase execution variability, making it
more vulnerable to timing-based side-channel attacks. In contrast, the elliptic net method
structures point operations more uniformly, reducing observable patterns and improving
leakage resistance despite its higher complexity. Simulated attack scenarios, including timing
and power analysis, revealed that the elliptic net method maintained more consistent behavior
and offered better protection against information leakage. Overall, the findings highlighted the
performance of Elliptic Curve Cryptography Scalar Multiplications over side-channel attacks

in the implementations.

Area of Study: Cryptography

Keywords: Binary, Diffie-Hellman, Digital Signature, Elliptic Net, Power Analysis, Timing
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CHAPTER 1

Chapter 1

Introduction

Cryptography, the art and science of secure communication, is crucial in safeguarding
sensitive data against unauthorized access and manipulation. Cryptographic techniques
are essential for safe communication and data security in the digital age. They use
sophisticated algorithms to encrypt data, making it unreadable by unauthorized parties.
Common cryptographic techniques are symmetric-key encryption, asymmetric
encryption and hash functions. The distinction between symmetric and asymmetric
encryption is that asymmetric encryption uses both public and private keys.
Symmetric-key encryption ensures the confidentiality and integrity of data while it is
in transit and at rest by using a single shared secret key for both encryption and
decryption processes. Examples of symmetric-key encryption algorithms are AES
(Advanced Encryption Standard) and DES (Data Encryption Standard) [1]. Public and
private keys are used in asymmetric encryption, sometimes called public-key
cryptography. Key exchange, digital signatures, and secure communication are all
made possible by the popular asymmetric encryption method known as RSA (Rivest-
Shamir-Adleman) [2], elliptic curve cryptography (ECC) [3] and elliptic curve digital
signature algorithm (ECDSA) [4].

Developed in 1977, the elliptic curve discrete logarithm problem (ECDLP), which
entails determining the value of d given Q and G, and the curve parameters, is the
challenge that underpins the security of ECC. In contrast, the RSA method takes its
foundation from the computing difficulty of factoring huge composite numbers into
their prime factors. RSA generates keys, p and g randomly. To generate public key,
modulus n and e while private key consists of modulus n and an exponent d, equation
ise*d =1modn. M equal to plaintext, C equal to ciphertext. Since factoring the
product of two huge prime numbers is thought to be computationally impossible, this
basic property of number theory serves as the bedrock for RSA's security [5]. To
generate RSA keys, p and q are chosen randomly. To generate public key, modulus n
and e while private key consists of modulus n and an exponent d, equation is e x d =
1 mod n. M equal to plaintext, C equal to ciphertext. For the encryption part, C =

Me mod n, while decryption M = Cd mod n. The security of RSA relies on the

1
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CHAPTER 1

computational difficulty of factoring the modulus nn into its constituent prime factors
p and g for a given n. ECC and ECDSA use the mathematical characteristics of elliptic
curves to produce strong cryptographic solutions with smaller key sizes [6]. ECC
technique was first proposed by Neal Koblitz [7] and Victor Miller [8] in 1985. ECC is
based on the difficulty of solving mathematical problems related to elliptic curves, such
as the elliptic curve discrete logarithm problem [6]. For the encryption part, C =
Me mod n, while decryption M = Cd mod n. The security level of RSA relies on
computational difficulty, factoring the modulus n into its constituent prime factors p
and q for a given n. In ECC, the private key d is a random generate integer, and the
public key obtained by multiplying a base point G by the private key, Q = dG. ECC is
refined and improved based on the Diffie-Hellman key exchange protocol eventually
finding its way into numerous security standards against side-channel attacks (SCAS)
and applications [9]. The base point G and the parameters of the elliptic curve are public
knowledge [6]. The security of ECC relies on the difficulty of the elliptic curve discrete
logarithm problem (ECDLP), which involves finding the value of d given Q, G, and the
curve parameters.

The ECDSA is a digital signature scheme that uses mathematical properties of elliptic
curves to enhance secure and efficient cryptographic signatures. ECDSA was first
proposed in 1992 by Scott Vanstone in response to NIST’s request for public comments
on their first proposal for DSS [4]. Like ECC, ECDSA uses random key generation to
produce a private key d and public key that is calculated as Q = dG. The private key is
used to sign messages, and the public key verifies the signatures. ECC and ECDSA are
more efficient in terms of computational resources and bandwidth utilization than RSA,
which usually requires bigger key sizes for equal security levels [9]. The security of
ECC depends on the size of the elliptic curve and the size of the underlying finite field.
Typically, ECC with a key size of 256 bits offers equivalent security to RSA with a key
size of 3072 bits [10]. The private key is used to sign messages, and the public key
verifies the signatures. Since ECC and ECDSA can provide strong security with shorter
key lengths, they are better suited for applications where memory and processing power
are limited. The computational effectiveness of scalar multiplication algorithms, which
are essential to ECC operations, is also evaluated through cryptographic analysis. This
makes them ideal for contexts where resources are scarce, including mobile devices and

Internet of Things devices [11]. ECC requires cryptographic analysis to validate the

2
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security of ECC-based protocols and algorithms, as well as to determine how strong
elliptic curve parameters are and how resistant they are to different types of assaults
[12]. Besides, scalar multiplication algorithm's efficiency, defense against SCAs, and
compliance with security best practices are all assessed through cryptographic analysis
[12]. The computational effectiveness of scalar multiplication algorithms, which are
essential to ECC operations, is also evaluated through cryptographic analysis. The time
complexity, memory needs, and performance characteristics of the method across
different platforms are frequently assessed as part of this analysis process [13]. The
vulnerability of the scalar multiplication algorithm to SCAs, which take advantage of
implementation flaws, is another factor considered in cryptographic analysis. Ensuring
the security of scalar multiplication in ECC requires strategies for thwarting these
attacks, such as constant time algorithms and secure hardware implementations [14].
Through a comprehensive exploration of cryptanalytic methodologies, this research
aims to cryptanalysis the existing scalar multiplication algorithms and propose
enhancements to against potential threats. By uncovering vulnerabilities and
developing robust countermeasures, this work attempts to contribute to the ongoing
efforts to bolster the security of ECC and address the evolving challenges posed by
cyber threats. The importance of cryptanalysis needs to be classified as the
improvement needed by user and also algorithm, including theoretical underpinnings,
vulnerabilities, and potential avenues for improvement. Additionally, we will explore
various cryptanalytic techniques and their application in evaluating algorithmic
security, laying the groundwork for a comprehensive understanding of elliptic curve
cryptography in contemporary digital environments. [15] and [16] demonstrate the
importance of cryptanalysis in uncovering vulnerabilities and advancing the state-of-
the-art in cryptographic research, underscoring its critical role in ensuring the
trustworthiness of modern cryptographic systems. This research presents an extensive
study of the scalar multiplication algorithms implementation on workstations of the

NUMS elliptic curves over prime field [17].

1.1  Problem Statement and Motivation

In ECC, scalar multiplication algorithm via binary method (BM) involves complex

operations, which lead to an intricate implementation challenge. Developing efficient

and protective implementations of the BM that minimizes implementation complexity
3
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to maintain resistance against SCAs, and implementation level vulnerabilities poses a
significant challenge. Furthermore, scalar multiplication algorithms via elliptic net
(EN) existing security vulnerabilities, invalid curve attacks or invalid point attacks if
implemented incorrectly. In addition, there is a lack of standardized scalar
multiplication algorithms and parameters that can justify the interoperability and
compatibility in cryptography scalar multiplication implementations. ldentifying
potential security vulnerabilities in EN method implementations and developing robust
countermeasures to mitigate these risks while maintaining performance and efficiency
is essential to enhance the security level of ECDH and ECDSA. Thus, there is a need
to perform cryptanalysis for scalar multiplication algorithms via the BM and EN
method by evaluating vulnerabilities, goals, standards, improvements and other factors
against SCAs. In most cases, if cryptanalysis is successful at all, an attacker cannot
deduce information about the plaintext [18]. Cryptanalysis based on SCAs helps
uncover vulnerabilities in ECC implementations by exploiting information leakage.
The central idea of side-channel analysis is to compare some secret data-dependent
predictions of the physical leakages and the actual leakage to identify the data most
likely to have been processed [19]. The side-channel analysis considers attacks that do
not aim at the algorithms' weaknesses but their implementations [20]. ECC leverages
the double-and-add method for scalar multiplication, a key operation in generating
public key and private key to perform computations. This method computes scalar
multiples of points on the elliptic curve, ensuring integrity and confidentiality. Double-
and-add implementation shows that the ECC scalar point multiplication algorithm
succeeds in preventing SCAs, Simple Analysis Attacks, and Differential Power Attacks
[21], [20].

The motivation behind this research relies on the passion for cryptography and network
security. Research was sparked by studying ECC scalar multiplication and its robust
defense against SCAs. Thus, the need for cryptanalysis increases to prove the security
level of ECC scalar multiplication against SCAs.

Cryptanalysis is a process of analyzing ECC scalar multiplication to understand the
hidden aspects of cryptographic operation. This field is an important aspect of
cryptography, the broader science of securing communication and data using codes and
ciphers [22].
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Due to the difficulty in finding evidence to prove security levels against SCAs, | look
forward to expanding my knowledge in cryptographic security with a focus on
cryptanalysis. | chose the cryptanalysis method to identify the weaknesses and strengths
of ECC scalar multiplication because it was inspired by [23]. The proposed method by
[23] was faster than the BM in an affine coordinate system, the relative efficiency can

be compared with some experimental results.

1.2  Objectives

This project aims to perform cryptanalysis on scalar multiplication algorithms
implemented via binary and EN method. Thus, the research objectives are stated as
follows:

a) To identify potential vulnerabilities in the scalar multiplication algorithms via binary
and EN methods.

To achieve the current objective of identifying potential vulnerabilities, the project
focused on analyzing BM and the EN method. These methods will be examined in the
context of SCAs, which exploit sensitive information or secret key data to attackers.
This objective must go through a literature review. Using search keywords such as
"Potential weaknesses of ECC", "Side-channel analysis on scalar multiplication,
"Review of latest side-channel attacks™ and relevant references will be analyzed.
Studies on power analysis attacks, timing attacks, fault attacks, electromagnetic
analysis attacks on ECC will be reviewed to understand how existing methods can be
exploited.

b) To implement the following double-and-add algorithm in ECDH and ECDSA
schemes:

i) Binary method

ii) Elliptic net method

Implement the double-and-add procedure in ECDH to compute the shared secret, and
in ECDSA to generate signatures after identifying vulnerabilities. This involves
iterating through each bit of the private key, performing point doubling always and
point addition when needed. In ECDH, this method is used to compute the public key
Q = dG, efficiently using the numsp384t1 and numsp512t1 curves. After exchanging

public keys, the shared secret S = dQ’ is derived. The implementation will ensure that
5
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execution traces are collected, allowing for analysis of timing attacks, power analysis
attacks, and cache-based SCAs to determine security weaknesses. Simulated attacks
will assess whether the private key can be inferred from power or timing variations.
For the EN method, apply structured point sequences to optimize scalar multiplication
in both ECDH and ECDSA. This method improves efficiency by structuring operations
to reduce computational overhead and potentially minimize side-channel leakage. In
ECDH, it is used to compute Q = dG, and the shared secret is derived similarly to the
BM but with optimized steps.
For ECDSA, the BM is applied in signature generation, where the ephemeral key k is
processed using double-and-add. The signature values (r, s) recomputed, ensuring
correctness while assessing vulnerabilities in the scalar multiplication step. Since any
leakage from kG, compromises the private key, power analysis and fault injection
simulations will be conducted on implementations using numsp384t1 and numsp512t1.
The impact of cache timing variations and template attacks on the security of ECDSA
using the BM will also be examined.
For ECDSA, the EN method optimizes scalar multiplication to reduce observable
computation patterns that could be exploited in attacks. By structuring point sequences
differently, this approach aims to minimize predictable power consumption. The
implementation in Python will include tests for timing analysis, electromagnetic
emissions, and fault-induced errors to determine security levels. Simulated attacks will
be used to compare the resilience of EN against traditional BMs, ensuring a
comprehensive evaluation of SCASs resistance.
c) To evaluate the proposed algorithms based on SCAs.
The results are recorded, including execution time, memory usage, and computational
overhead. Side-channel assessments will focus on timing attacks and power analysis
attacks. Timing attacks are applied to ECDH, while power analysis attacks are used for
ECDSA. Timing attacks are chosen for ECDH because the execution time of scalar
multiplication varies based on the private key bits. Since the double-and-add algorithm
exhibits different computational patterns for ‘0’ and ‘1’ bits, an attacker can analyze
execution times to infer key bits. Power analysis attacks are applied to ECDSA because
the scalar multiplication step during signature generation uses an ephemeral key Kk,
which can be targeted to reveal sensitive information. To fulfil this objective, this
project implemented timing attacks on ECDH by measuring execution time variations
6
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in scalar multiplication conducting power analysis attacks on ECDSA by simulating
power consumption traces during signature generation and applying correlation
techniques to infer the ephemeral key.

1.3 Project Scope and Direction
The scope of the project encompasses a comprehensive investigation into security of
ECSM via prime field, with a particular focus on its implementation via EN and binary
methods architectures. Furthermore, the project will assess the susceptibility of ECSM
by implementing power analysis and timing attacks.
ECC scalar multiplications are formed with different schemes, such as Elliptic Curve
Diffie Hellman (ECDH), Elliptic Curve Digital Signature Algorithm (ECDSA),
EJDSA (Edwards-curve Digital Signature Algorithm) [24], ECMQV (Elliptic Curve
Menezes-Qu-Vanstone) [25] and ECIES (Elliptic Curve Integrated Encryption
Scheme) [26].
The project focuses on analyzing the security of Twisted Edwards curves, specifically
numsp384t1 and numsp512t1, in scalar multiplication algorithms. These curves offer
efficient arithmetic and strong security properties, making them suitable for
cryptographic applications. The numsp384t1 curve operates over a 384-bit prime field,
while numsp512t1 uses a 512-bit prime field, both defined with specific parameters for
the curve equation and generator point. By implementing double-and-add algorithms
on these curves, the study evaluates their resistance to timing and power analysis
attacks, ensuring robust cryptographic performance.
ECDSA was first proposed in 1992 by Scott Vanstone [27] in response to NIST's
request for public comments on its first proposal for a Digital Signature Standard. It
was accepted in 1998 as an International Standards Organization standard and in 2000
as an IEEE (Institute of Electrical and Electronics Engineers) standard [4].
The ECDH distinct from the general Diffie Hellman (DH) in the way that it is based on
the elliptic curve discrete logarithm problem (ECDLP) instead of the discrete logarithm
problem (DLP) [28]. ECDH is an anonymous key agreement protocol which allows
two parties, A and B, to establish a shared secret key over an insecure channel, where
each of the parties has an elliptic curve public-private key pair [29].
The BM is a widely used approach for scalar multiplication in elliptic curve
cryptography, particularly in ECDH and ECDSA. It follows the double-and-add
7
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algorithm, where the scalar is processed bit by bit. For each bit, point doubling is always
performed, and point addition is executed only when the bit is ‘1°. This method is
simple and efficient but introduces side-channel vulnerabilities, especially timing
attacks, due to its varying execution flow. In this project, the numsp384t1 and
numsp512t1 curves are implemented using the BM to assess timing and power analysis
attacks. Since different bit patterns affect execution time and power consumption, an
attacker may exploit these variations to infer private key bits. This study evaluates its
security impact and explores potential countermeasures.

The EN method is an alternative scalar multiplication technique that optimizes
efficiency and security. Instead of processing bits individually like the BM, it structures
point sequences to ensure a more uniform computation pattern. This approach helps
mitigate timing and power analysis attacks by reducing observable variations. In this
project, the numsp384t1 and numsp512t1 curves are implemented using this method to
compare its resistance against SCAs. By analyzing execution traces, this study
determines whether EN offers improved security over BM.

In this project, ECC scalar multiplication is only available for affine coordinates over
Homogeneous, L opez-Dahab, Jacobean and other coordinates. In affine coordinates,

ECC operations are usually done by using the affine coordinate [x, y] [30].

1.4  Contributions
The main contributions of this study are stated as follows:

1. Developing countermeasures and mitigations can enhance the resistance of
scalar multiplication via BM implementations against SCAs, such as timing
attacks and simple power analysis attacks can prevent leakage of sensitive
information.

2. Providing methodologies for selecting appropriate curve parameters, such as the
choice of elliptic curve parameters and key sizes can optimize the security level
of scalar multiplication algorithms.

3. Exploring the security level of binary or elliptic methods implementations
against SCAs, which are timing attack and simple power analysis attack.
Timing attack measures the time taken to perform cryptographic operations and

uses this information to exploit cryptographic keys [31]. Power analysis attack
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1.5

breach energy cost to perform cryptographic operation, this is done to find
sensitive information [32].

Evaluating the performance and security of ECDH and ECDSA. The computed
outputs are compared with standard cryptographic libraries to ensure
correctness, while execution time, memory usage, and computational overhead.
These aspects provide insights into inefficiencies, performance bottlenecks, and
potential security weaknesses in scalar multiplication implementations, leading
to improvements and enhanced robustness of cryptographic systems.
Additionally, this project examines SCAs vulnerabilities, including timing
attacks on ECDH and power analysis attacks on ECDSA. These attacks are
tested on numsp384tl and numsp512t1 curves to evaluate their resistance,
ensuring that the implementations remain secure and efficient for real-world

applications.

Report Organization

The details of this research are shown in the following chapters. In Chapter 2, some

related backgrounds are reviewed as literature reviews, and several tables are shown

for a better understanding. Furthermore, chapter 3 outlines the project’s methodology,

including the system model, algorithm design, and timeline. Chapter 4 explains the

implementation details of scalar multiplication using both the BM and EN methods

within the ECDH and ECDSA schemes. Chapter 5 presents experimental setups and

simulation results, along with discussions of challenges encountered during

development. Chapter 6 evaluates performance metrics, discusses attack results, and

reviews how each objective was met. Finally, Chapter 7 concludes the report with key

findings and recommendations for future work.
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Chapter 2

Literature Review

2.1 Previous Works on Scalar Multiplication Algorithms Via Binary Method

A modified double-and-add algorithm based on the Karatsuba-Ofman algorithm [33],
Si=Vi, P =
(Vi +Vi2)? =S, —S;42)/2 ,and R; = S;P; for 1 < i <4, in which the outcomes are
Vo = (So —S1)(Py + P1) — Ry + Ry, V; = (Sg — S3)(Py + P;) — Ry + Ry)a, V, =

(Sl - SZ)(Pl + PZ) - Rl + RZJ V3((Sl - 53)(P1 + P3) - Rl + R3C(,V2 = V4 = (SZ -
S3)(P; + P3) =Ry + R3), Vs((S; —Su)(P, +P,) =R, +R)a  and Vg = (S5 —
S,)(P; + P,) — R; + R, [35]. Each Vi cost 1M so 7M obtained in double block. The
new term is V= ((So—S2)(Py +P,) — Ry +Ry)&, V, = ((S; —S3)(P, + B3) —
Ry +R3)& V3(S; = S3)(P, +P3) =Ry +R3, Vg = ((S2 =S)(P. +Py) — R, +
Ry)& Vs(S3 —S,)(Ps +P,) —R3; +R,) and Vg = (t;e — Bt, )/V, [36]. Each value
of Vo until Ve requires 1M, but Ve needs 2M so a total of 8M obtained for double ad
block.

A new double-and-add method proposed by [37]. By utilizing EN block, [38] used

temporary variables Si and P; as an array of six elements, cost 6M + 6S and utilized the

[34], generating new Vi over prime field by setting S; = V3, ,

Si and P; by adding two groups of intermediate variables A, Bi, Ci, Di and E; for double-
and-add function [38]. The number of multiplications using the repeated multiplication
Wiz and Wi, a = Wy_, Wi, b = Wy_Wyeq, ¢ = WyWy,, as well as e = WE |, f =
W2, g = W2, [37]. This equation costs 2M for each variable and [37] costs 4M for
each. EN Scalar Multiplication can be designed based on double-and-add with block
centred at one [39]. Table 2 shows the cost for both methods.

Table 2.1 Comparison of old and new double-and-add methods

Method Temporary double double-add Total cost
variable double double-add
[37] 12M+10S 4M 4M 16M+10S | 16M+10S
[39] 10M+6S 2M 2M 12M+6S | 12M+6S
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Faculty of Information and Communication Technology (Kampar Campus), UTAR

10



CHAPTER 2

2.2 Previous works on Scalar Multiplication algorithms via Elliptic Net

Prior studies have explored various methods to enhance the efficiency of scalar
multiplication operations. EN is an architecture used to organize elliptic curve points,
enabling faster scalar multiplication through techniques such as point doubling, point
addition, the Montgomery ladder algorithm, and differential addition-subtraction
chains. While the first EN Scalar Multiplication over binary fields remains unknown,
its construction over a prime field has been documented [40]. The approach proposed
in [11] introduces a robust EN Scalar Multiplication algorithm that resists SCAs, which
is crucial for maintaining the confidentiality and integrity of sensitive information in

engineering systems utilizing the double-and-add algorithm.

2.3 Previous work on cryptanalysis method

Previous studies focused on analysis and prevention from SCAs, this section describes
each of the protocols for future works. ECC methods guarantee level of security but
there is an easily exploitable vulnerability. Hence, an additional level of protection is
crucial to guarantee total security against SCAs. Most of the multi-factor authentication
and key exchange protocols, rely on ECC for security protection [41]. To meet the
requirement for enhanced-security near-ideal models, ECC being a small key size with
the capability to thwart SCAs must now include countermeasures against assaults [42].
2.3.1 Previous work on side-channel attack

SCA:s are a class of security threats that exploit unintended information leakage from
physical implementations of cryptographic systems. SCAs focus on analyzing
observable side effects of the implementation, such as power analysis attack, timing
attack, or electromagnetic analysis attack. Timing Attacks, it was based on exploiting
the non-constant execution time using different input values to reveal the secret
information [43]. Power Analysis Attacks exploit variations in power consumption
during cryptographic operations, attackers find out power consumption and attack to
get data contained [12]. Electromagnetic Analysis Attacks is a form of attack that
exploits the electromagnetic emanations from an electronic device as a form of
information leakage [44]. These attacks pose threats to cryptographic systems,

undermining their security and confidentiality.
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2.3.2 Key Size comparison between RSA and ECC

The relationship between ECC and RSA are complementary, two widely used

cryptographic algorithms that provide security for data through asymmetric encryption.
Table 2.2 RSA vs ECC [45]

Symmetric Key Size (bits) RSA Size (bits) ECC Size (bits)
80 1,024 160
112 2,048 224
128 3,072 256
192 7,680 384
256 15,360 521

2.4 Summary of previous work on algorithm

SCAs represent a class of attacks that exploit physical leakage from cryptographic

devices, rather than directly attacking the cryptographic algorithms themselves. These

attacks can include timing analysis, power consumption monitoring, electromagnetic

emissions, and others states as below:

Table 2.3 Summary of previous work on ECC scalar multiplication algorithms

Author Scalar Multiplication Coordinate Side-channel
Algorithms Attacks
[12] Double-and-add Mix  (Affine | Electromagnetic
and Jacobian) | Attack
[46] Adding and Doubling operation Jacobian Timing Attacks
[47] Adding and doubling points Jacobian Simple  Power
Analysis
[48] Double-and-add Affine Simple  Power
Analysis
[49] Miller’s algorithm Mix  (Affine | Correlation
and Jacobian) | Power Analysis
[50] Modular Inversion Affine Power Analysis
Attack
12
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[51] Montgomery ladder Affine Montgomery
Ladder Fault
Attacks

This Scalar Multiplication via BM and | Affine Timing  attack

work EN and simple power
analysis attack

Based on this literature review, timing attack and simple power analysis attack have the
most frequent in SCAs realm. Within this scope, a paper conducted a mixed-methods
online survey with 44 developers of 27 popular cryptographic libraries to understand
how real-world cryptographic library developers think about timing attacks. In result,
all 44 participants are aware of timing attacks [52]. Simple power analysis attack, it
traced power consumption for cryptographic operation and possible to determine path
of instructions execution trace [53]. The two SCAs mentioned are possible to breach
ECC scalar multiplication vulnerabilities, so this project aims to implement timing

attack and simple power analysis attack.

2.5 Cryptographic schemes

2.5.1 Diffie-Hellman key exchange:

Diffie-Hellman is for key exchange between users, ensuring connection with CIA triad
guidelines, confidentiality, integrity and availability. Diffie-Hellman algorithm
primarily generates a shared secret key across public networks, known as a key
exchange. The process starts with users, such as Alice and Bob. Both generate a secret
key and keep for themselves. Next, users generate a public key using Diffie-Hellman
algorithm. The public keys are essential, send the public key to each other to complete
the connection. Last phase, Alice combines own secret key with Bob's public key into
a number, k. While Bob compute k using own secret key and Alice's public. Both k

have the same value, the key exchange process is completed as stated as below:
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Figure 2.1 Diffie-Hellman key exchange [54]

2.5.2 Digital signatures and certifications:

The digital signatures consist of two phases. For example, Alice sends a document to
Bob, Alice generates two keys, private key remains private. But the public key, Alice
needs to share with Bob to verify the document and signature. The first phase, signing,
the content of document runs through the hash algorithm, and transformed to a digest,
the content inside consists of different numbers, symbols or other letters. Digests
encrypt with private key, the signature phase completed. The digest sends to Bob, and
Bob starts the verification phase. Bob has two options to decrypt the digest, decrypt
with Alice’s public key or digest run through the hash algorithm. Both options get the

same outcome, as the document same as Alice’s, the process states below:
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Figure 2.2 Digital signatures and certifications [55]
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2.6 Previous work related to ECDH and ECDSA
Schemes from the realm of ECC are ECDH and ECDSA. ECDH, renovated to securely
exchange secret keys between parties. While ECDSA did the same, it was celebrated

for its prowess in verifying the authenticity of messages and transactions. But, SCAs

can exploit through schemes in ECC or RSA, so the weakness of each scheme should

be discussed for improvement, references collected shown below:

Table 2.4 Summary of previous work on ECDH and ECDSA

Author | Algorithm Attacks Outcome

[28] ECDH Man-in-the-middle Attack Secure

[56] ECDH Differential-bit ~ Horizontal | Fail to Secure
Clustering Attack

[57] ECDH Differential Power Attack Secure

[58] ECDH Timing Attack Secure

[59] ECDH & ECDSA Microarchitectural Attack Fail to secure

[60] ECDSA Fault Attack Secure

[61] ECDSA Simple  Power  Analysis | Secure
Attack

[62] ECDSA Timing Attack Fail to secure

[63] ECDSA Template Attack Fail to secure
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Chapter 3
System Methodology

3.1  System Design Equation
Sections 3.1.1 and 3.1.2 show the BM algorithm [68] and EN algorithm [23],
respectively.
3.1.1 Binary Method Algorithm
Table 3.1 Binary Method Algorithm [68]

Input: An Affine point P € E(F,) and n = (n;_4, ..., g) .
Output: nP € E(FF,)
Steps:
1. For i from [ — 2 down to 0 do
2. Q<20
3. If ni=1 then
3.1 Q«—P+Q
4. Return Q

Table 3.1 shows the BM method, which is an effective way of performing scalar
multiplication on elliptic curves. Given a point P € E(IF,,) and a scalar n represented
in binary, the algorithm initializes a result point Q and processes each bit of n from the
second most significant to the least significant. In each iteration, it doubles Q, and if
the current bit is 1, it adds the original point P to Q. This method reduces the total
number of required point additions, making it significantly more efficient than repeated
addition, especially for large scalars.

3.1.2 Elliptic Net Algorithm

Table 3.2 Elliptic Net Method Algorithm [23]

Input: Integer n= (n;_1, Ny_y, ..., Ng) Withn;_; =1. P € E(Fp),a=W,, b= W5 and
c = W, of the EN associated to P and I =y 1.

Output: The EN values WA where n—2< A<n+2 associated to point P.

Steps:

1.V« [-a,-1,0,1,a, b, c a3 c—b3]

2. For i from [— 1 down to O do

16
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3. Ifn; = 0then
V « double(V)

4. Else

V «—doubleadd(V)
LA=V5Y, B=A%; C=AB
E=VE F=V? G=WV,
.H=BG; J=EV; ; K = FV,
.Xp,=x,—GB

Yn=(U-K)IC

© 00 ~N o o

This algorithm computes EN values W, for indices near a given scalar n, using a
recursive approach based on the binary representation of n. Starting with initial values
derived from the EN associated with point P on the curve E(FF,), the algorithm
initializes a vector V with specific EN terms and then iteratively updates it using either
the double or doubleadd operation depending on each bit of n, scanned from most to
least significant. After processing all bits, intermediate variables A, B, C, E, F, G, H, J,
K are calculated to derive the final coordinates x,, and y,, , which represent the scalar

multiplication result nP in terms of the EN.

3.2 Project timeline

Figure 3.1 shows a project timeline to distribute tasks, it was required a project timeline
to distribute tasks for each week, the duration is 14 weeks. Week 1 to 2 are required to
complete the planning process, such as develop project charter and collect references.
Start from week 3, focus on implementation to obtain outcome of algorithms and SCAs.
Project report required to complete within 8 weeks and finalize before week 12 end.
Week 13 and 14, as the report submitted, focus on presentation, prepare slides and script

to perform and score well.
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100 16Jun 23 Jun 20 Jun o7 ul 1l 2101 28 Jul 04Aug 1 Aug 18 Aug 25Aug 01 sep 08 Sep 16Sep  225ep

Figure 3.1 Timeline of FYP 1

Figure 3.2, this project timeline guide to distribute tasks for each week, the duration
same as FYP 1. Week 1 planned to complete the planning process, such as develop
project charter and solve issue from FYP 1. Start from week 2, focus on execution of
algorithms and SCAs. Project report required to complete within 8 weeks and finalize
before week 13. Week 13 planned to rehearsal before report submission and following
task is to submit the latest version of report. The final task is to perform a presentation

to supervisor and moderator.

. wsaz 202503 202504 202505

Powered by: enlmeganttcom

Figure 3.2 Timeline of FYP 2
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Chapter 4

System Design

4.1  System Block Diagram
4.1.1 ECDH using Binary Method Flowchart

Initialize Curve Parameters

A4

Generate Private Keys
dAe[1,n-1]
dBe[1,n-1]

(Using Binary Method)

Compute Public Keys
QA=dAG
QB=dBG

(Using Binary Method)

Return True in validation

[€—True:

Return False in validation

|€—False

A 4

Exchange Public Keys
QA& QB

A 4

Compute Shared Secrets
S=dAQB
S=dBQA

(Using Binary Method)

Figure 4.1 ECDH Key Exchange Process Flowchart Using Binary Method

Figure 4.1 shows the process of ECDH key exchange using the binary. The process
begins with the initialization of elliptic curve parameters, followed by the generation of
private keys for both parties within the range [1,n — 1]. Using the BM, each party
computes their corresponding public key by multiplying the private key with the base
point G. The public keys are then exchanged, allowing each party to compute a shared
secret by multiplying their private key with the other party’s public key. Due to the
mathematical properties of elliptic curves, both parties derive the same shared secret.
A verification step confirms whether both shared secrets match. If true, the process ends

successfully. Otherwise, it returns a validation failure result.
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4.1.2 ECDH using Elliptic Net Method

Initialize Curve Parameters

A

Generate Private Keys
dAe[1,n-1]
dBe[1,n-1]

(Using Elliptic Net Method)

Compute Public Keys
QA=dAG
QB=dBG

(Using Elliptic Net Method)

A 4

Exchange Public Keys
QA& QB

v
Compute Shared Secrets

) - S=dAQB
Return True in validation  |[€—True S=dBQA
(Using Elliptic Net Method)
Return False in validation  |[€—False:

Figure 4.2 ECDH Key Exchange Process Flowchart Using Elliptic Net Method

Figure 4.2 shows the process of ECDH key exchange using the EN method. The process
begins with the initialization of elliptic curve parameters, followed by the generation of
private keys for both parties within the range [1,n — 1]. Each party then computes their
respective public key by performing scalar multiplication of their private key with the
base point G using the EN method. After exchanging public keys, both parties compute
a shared secret by multiplying their private key with the other party’s public key, again
using the EN method. A verification step ensures the validity of the shared secret. If the

validation is true, the process is successful and ends. Otherwise, it indicates a failure.
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4.1.3 ECDSA using Binary Method

Initialize Curve Parameters

Generate Private Keys
de[1,n-1]

Generate Public Keys
Q=dG
(Use Binary Method)

h 4

Generate R=kG
(Using Binary Method)

Compute Hash
e = HASH(m)

A

Input Message m

A 4

Extractr = R, mod n

Compute
s= k-l(e +d-r) modn

Output Signature (r, s)

Return True in validation

[€—True

Return False in validation

[€—False

A 4

Input Signature (7,s),
Message m, Public Key @

Figure 4.3 ECDSA Key Exchange Process Flowchart Using Binary Method

Figure 4.3 illustrates the process of ECDSA signature generation and verification using

the BM. The process begins with the initialization of elliptic curve parameters, followed

by the generation of a private key d € [1,n — 1] and the corresponding public key Q =

d -G, computed using BM. Upon receiving the input message m, utilizing a
cryptographic hash function to compute message digest e = HASH(m). A random
scalar k is chosen, and the point R = k - G generated using the BM. The x-coordinate

of R is reduced modulo n to obtain r. The sighature component s is then calculated as

s =k —1(e + d - r)mod n. The signature pair (r, s) is output and used, along with the

message and public key, for signature verification. If the verification process confirms

the validity of the signature, the result returns true. Else, it returns false, it means that

generated an invalid signature.
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4.1.4 ECDSA using Elliptic Net Method

. Generate Public Keys
Initialize Curve Parameters Gene(;aete[ 1Prr|7Vft<15]Keys » Q=dG
X (Use Elliptic Net Method)
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Y

Generate R=kG Compute Hash
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A
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Extractr = R, mod n » -
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» Output Signature (r, s)

A 4

) - Input Signature (r,s),
o Return True in validation  [€—True Message m, Public Key @

Return False in validation |€—False

Figure 4.4 ECDSA Key Exchange Process Flowchart Using Elliptic Net Method

Figure 4.4 illustrates the process of ECDSA signature generation and verification using
the EN method. The process begins with the initialization of elliptic curve parameters,
followed by the generation of a private key d € [1,n — 1] and the corresponding
public key Q =d - G, computed using the EN method. Upon receiving the input
message m, a hash function is applied to compute the message digest e = HASH (m).
A random scalar k is chosen, and the point R = k - G generated using the EN method.
The x-coordinate of R is reduced modulo n to obtain r. The signature component s is
then calculated as s = k — 1(e + d - r) mod n. The signature pair (r, s) is output and
used, along with the message and public key, for signature verification. If the
verification process confirms the validity of the signature, the output returns true.

Otherwise, it returns false.

4.1.5 NUMS parameter
The NUMS Curve parameters that used in this project are numsp384tl and
numsp512t1, a 384-bit and a 512-bit prime field in Twisted Edwards curve [69]. Both

curves are suitable for prime field operations and elliptic curve scalar multiplication,
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sharing similar popularity and being well-suited for a wide range of applications. The
NUMS parameter for Twisted Edward curve ax? + y? = x3 + dx?y? are as follows:
Table 4.1 NUMS parameter [70]
numsp384t1 state as below:
p = 0 X FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFF43
a = 0 X FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFF42
d =0 X 3BEE
G = (0 X 0D, 0 X 7DOAB41E 2A1276DB A3D330B3 9FA046BF BE2A6D63
824D303F 707F6FB5 331CADBA)
n = 0 X 3FFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF BE6AAS5A DOA6GBC64
ESB84EGF 1122B4AD
h=0X04
numsp512t1 state as below:
p = 0 X FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFDC7
a = 0 X FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFDC6
d =0 X 9BAA8
G=(0x20,0X 7D67E841 DC4C467B 605091D8 0869212F 9CEB124B F726973F
9FF04877 9E1D614E 62AE2ECE 5057B5DA D96B7A89 7C1D7279 92611346
38750F4F 0CB91027 543B1C5E)
n = 0 X 3FFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF A7E50809 EFDABBB9 A624784F 449545F0 DCEASFFO
CB800F89 4E78D1CB 0B5F0189
h=0X04

The parameters for numsp384t1 and numsp512t1 were chosen to balance security and
transparency in cryptographic applications. These parameters are very common in

modern cryptographic systems and have been adopted by large organizations. The
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primes p is selected close to a power of 2 to support efficient modular arithmetic. The
coefficients a = p — 1 and small constants d are carefully picked to support the fast
arithmetic nature of Twisted Edwards curves, enabling efficient and secure scalar
multiplication. These choices help ensure optimized performance without
compromising on security.

The generator points G is fixed and verified to lie on the curve, creating sizable prime-
order subgroups, which is necessary to keep the discrete logarithm issue challenging.
The subgroup orders n are large primes close to 22* to prevent small subgroup and
invalid-curve attacks, while the small cofactor h =0 X 4 further minimizes any potential
vulnerabilities. These curves are part of the NUMS family, which are designed through
transparent processes to avoid hidden parameters and gain trust in their security. Their
widespread use in industry and by trusted companies reinforces confidence in their

reliability and strength.

4.2  Scalar multiplication algorithms

4.2.1 Scalar multiplication via binary method

The BM converting a scalar multiplication, n to binary representation and processing
each bit from most significant bit to least significant bit. Points on an elliptic curve are
doubled for each bit of the scalar. If the bit is 1, an additional point is added. The steps
are illustrated as follows:

Algorithm 4.1. Scalar multiplication via binary method [68]

Input: An Affine point p € E(F,) and n = (n;_y, ..., o).
Output: nP € E(F,)
Steps:

1. Forifrom!— 2 downto Odo

2. Q<20

3. Ifn; = 1then

310 <P+Q
4. Return Q

Algorithm 4.1 is used in elliptic curve cryptography over a prime field [F,,. It takes as

input a point P on an elliptic curve E(IF,,) and a scalar n, which is represented in binary
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formas (n;_4, ...,ng),. The goal is to compute nP, which means adding point P to itself
n times using elliptic curve group operations. The algorithm initializes an accumulator
point Q with the value of P, based on the assumption that the most significant bit n;_
is 1. In each iteration, the point Q is doubled, representing a shift in the binary
multiplication. The original point P is added to Q if the current bit is 1. This combination
of point doubling and conditional addition efficiently computes the scalar multiple nP
with a number of operations proportional to the bit length of n. This algorithm is
particularly suited for elliptic curves over finite prime fields due to its straightforward

implementation and reasonable performance.

4.2.2 Scalar multiplication via elliptic net
The EN method uses precomputed tables of elliptic curve multiples to accelerate scalar
multiplication. The scalar decomposed and precomputed points are used to efficiently
compute the result. This process of EN method is shown in Algorithm 4.2.

Algorithm 4.2. Scalar multiplication via elliptic net [23]

Input: Integer n = (n;_1My_5 ..1g), With ni_y = 1.P e E(F,),a =Wy, b = Ws
and ¢ = W, of the EN associatedto P and I = y 1.
Output: The EN values W, wheren —2 < A < n + 2 associated to point P.
Steps:
1. V «[-a,—-1,0,1,a,b,c,a3 ¢ — b3]
2. Forifrom!l—1downtoOdo
3. Ifn; = 0then
V < double(V)
4. Else
V « doubleadd (V)

5. A=V, B= A% C = AB
6. E=V45F=V5G= WY,
7. H=BG;] =EVs5;K=FV;
8. x,=x,—0GB
9. yv» = —-K)IC

Algorithm 4.2 computes the scalar multiplication nP on an elliptic curve over a prime

field IF,, using EN. It begins with the scalar n expressed in binary form and a point P on
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the elliptic curve. The algorithm uses the initial EN values W, = a, W5 = b and W, =
c, along with the inverse of the y-coordinate, denoted as I = y~1. It initializes vector
V with a set of values derived from the net that will be used to recursively compute
further net terms. The algorithm processes the bits of the scalar n from the most
significant to the least significant bit. At each step, depending on whether the current
bit is 0 or 1, the algorithm performs a doubling or a combined doubling and addition
operation on the vector V, updating its entries to reflect the current state of the scalar
multiplication. These operations manipulate the EN values rather than the elliptic curve
points directly. After processing all bits, the algorithm computes the final coordinates
(xn, yn) Of the resulting point nP using algebraic expressions involving the updated
vector entries. These expressions combine squares, products, and the inverse | to extract
the coordinates from the net representation. The result is an efficient computation of nP
using the structure and recurrence properties of EN.

4.3  Scheme of algorithms
4.3.1 Algorithm for ECDH scheme
ECDH enhanced connection between user A and user B to exchange keys securely.
Both generates a private key and public key. Next, exchange public keys to another and
use private key public key received to compute a shared secret. The process is shown
as below:

Algorithm 4.3. ECDH scheme [67]

User A User B

Alice and Bob exchange a Prime(P) and Generator(G), such that P > G.

Generate a random number, X, Generate a random number, Xy

Generate public key, Y, = G*¥4(mod P) | Generate public key, Yz = G*B(mod P)

Receive Yg Receive Y,

Secret Key = Y4 (mod P) Secret Key = Y4 (mod P)

Both secret keys are the same number.

The Diffie-Hellman Key Exchange protocol, which allows two users to safely create a
shared secret across an unsecure channel, is shown in Algorithm 4.3. Both users agree

on a large prime number P and a generator G, where P > G. Each user then picks a
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private random number, Xa and Xg. Both random numbers are used to compute their
public key, (Y, = G¥4Amod P,Y; = G*B mod P). After exchanging public keys, each
user raises the received public key to the power of their private key, resulting in the
same shared secret, Y, mod P has the same value as Y,*® mod P. This shared secret

can then be used in future cryptographic operations.

4.3.2 Algorithm for ECDSA scheme
ECDSA provided digital signatures, steps are signing and verification of messages.
Sender generates private keys and public keys. A message is signed with the private
key, creating a digest that is verified using the public key, ensuring the message's
integrity and authenticity as shown below:

Algorithm 4.4. ECDSA scheme [4]

Generation steps:
1. Select arandom integer k, 1 <k <n-—1.
2. Compute kG = (x4,y,) and r = x; mod n. If r = 0, go back to step 1.
3. Compute k= mod n
4. Compute e = SHA — 1(m)
5. Compute s = k~1(e + dr) modn. If s = 0 then go to step 1.

6. Signature for the message, m is (r, s)

Verification steps:
1. Verify (r,s) are integers in the interval [1,n — 1]
2. Compute e = SHA — 1(m)
3. Computew = s"tmodn
4. Compute u; = ew mod n and u, = rw mod n
5. Compute X = u,G +u,Q. If X # 0, compute v = x, mod n where X =

(x1,¥1)
6. Accept signature ifand only v = r.

Algorithm 4.4 describes the ECDSA operation, which is used to generate and verify
digital signatures. In the signature generation process, a random integer k is selected
and used to compute a point kG. While he x-coordinate of this point modulo n becomes

r. If r =0, a new k is chosen. The hash of the message m is computed, and the signature

27
Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 4

component s is calculated using the formula s = k~1(e + dr)mod n, where d is the
private key. If s = 0, the process restarts. The signature is the pair (r, s).

In the verification step, the verifier first checks that r and s are within valid bounds.
They then compute the message hash e, followed by w = s~! mod n, and use it to
compute u; = ew mod n and u, = rw mod n. Using the public key Q, they compute
the point X = u,G + u,Q. If X =+ 0, the verifier computes v = x; mod n from the

x-coordinate of X and accepts the signature only if v =r.

28

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5

Chapter 5

Experiment

5.1 Hardware Setup
The hardware involved in this project is a laptop. A laptop is issued for the process of
implementation of coding from ECC scalar multiplication and SCAs to obtain the

outcome for further analysis, then the process needs to computer large value

calculations.
Table 5.1 Specifications of laptop
Description Specifications
Model Asus TUF Gaming FX705-GM
Processor Intel Core i7-8750H

Operating System Windows 11

Graphic NVIDIA GeForce GTX 1060 6GB DDR5
Memory 8GB X 2 DDR5 RAM
Storage 512 GB SSD

5.2 Software Setup
In this project, the programming language selected is Python. Python has the most user-
friendly interface among C, C++, Java and others. Python codes are easy to read. Python
code uses English keywords rather than punctuation, and its line breaks help define the
code blocks [64]. In addition, Python codes are extendable [64], Python code can be
written in other programming languages as examples stated above.
To compile Python code, Anaconda Navigator 3 provides different applications to
choose, and the applications will be discussed later. The Anaconda platform is the most
popular way to learn and use Python for scientific computing [65], especially current
project includes the large numbers mathematical calculation.
In Avaconda3, several Python development applications are provided, such as
PyCharm, Jupyter Notebook/Lab, Spyder and Visual Studio Code. The Jupyter Lab is
selected because it allows for a platform to make it easier to learn Python programming
fundamentals [66]. Jupyter has two versions, the classic version chosen and the
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notebook version. In this project, the lab version has been selected. The lab version

contains more libraries and better experience. The Jupyter Lab performs efficiently in

resource management, it handles large notebooks and multiple open files without

significant slowdowns and restores the user's workspace, reopening the lab where the

user left off.

5.3  Simulation of ECDH
5.3.1 First Implementation of Binary Method
Algorithm 5.1. ECDH using Binary Method

Key Generation Steps:
1. Generate Private Key:
Select a random integer k, where 1 <k <n-— 1.

2. Generate Public Key:

Compute P = kG = (X, y) using scalar multiplication with BM.

Shared Secret Computation Steps:
Alice’s Side:
1. Generate a private key a, where 1 <a<n-—1.
2. Compute public key A = aG.
3. Receive Bob's public key B = bG.
4. Compute shared secret point S, = aB = (xg,Ys).
5. Use the x-coordinate of the shared secret:
Shared secret = x;.
Bob's Side:
Generate a private key b, where 1 <b <n-—1.
Compute public key B = bG.
Receive Bob's public key A = aG.
Compute shared secret point S, = bA = (xs,¥s).

o & w D oE

Use the x-coordinate of the shared secret:

Shared secret = x;.

1. Represent scalar k in binary.
k = (kt' ey ko)z

2. Initialize:

Scalar Multiplication — Used in All Key/Public/Secret Computations:
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R = (0, 1) (the identity point).
3. For each bit k from MSB to LSB:
a. R = 2R using Twisted Edwards point doubling.
or
b. If k; =1, then R =R + P using Twisted Edwards point addition.
4. Output:
R =kP
Twisted Edwards Point Addition (P + Q):

Given P = (x4, 1), Q = x5, y,, computes:

X1Y2tY1X2

1. X3 = m mod pP-
_ Y1Y2—axiX;
2 Y3 = 1-dx1X2Y1Y2 mod p
3. Output:
R = (x3,¥3).

Twisted Edwards Point Doubling (2P):

Given P = (x4, y,), compute:

2
1. x5 = % mod p.
2_

2 V3 1y_1dxa%yl12 mod P

3. Output:
R = (x3,¥3).

Algorithm 5.1 describes the full procedure of ECDH key exchange, focusing on the use
of scalar multiplication via the BM with Twisted Edwards curve arithmetic. In the key
generation phase, a private key is selected randomly within a valid range, and the
corresponding public key is computed by multiplying the private scalar with the base
point G using binary scalar multiplication. During the shared secret computation, both
users generate their own key pairs and computes the shared secret point by multiplying
their private key with the received public key, resulting in the same shared point S =
abG. Only the x-coordinate of this point is used as the final shared secret. Scalar
multiplication, which is central to all these operations, is performed by converting the
scalar into binary and iterating through each bit from the most significant to least
significant. For each bit, point doubling is always performed, and point addition is done
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only when the bit is 1, using Twisted Edwards point addition and doubling formulas.
This method provides guaranteed security level in elliptic curve cryptography. The
Python codes for Algorithm 5.1 can be seen in Appendix A.

Output

# Alice's keys
alice private key = generate_private key()
alice public_key = generate_public_key(alice private_key)

# Bob's keys
bob_private_key = generate_private_key()
bob_public_key = generate_public_key(bob_private_key)

# Alice and Bob compute the shared secret
alice_shared_secret = ecdh_shared_secret(alice_private_key, bob_public_key)

bob_shared_secret = ecdh_shared_secret(bob_private key, alice public_key)

# The shared secrets should be the same

print(f"Alice's Private Key : {alice_private_key}")

print(f"Bob's Private Key : {bob_private_key}")

print(f"Alice's Shared Secret: {alice_shared_secret}")

print(f"Bob's Shared Secret : [bob_shared_secret}")

print(f"Shared secrets match : {alice_shared_secret == bob_shared_secret}")

Alice's Private Key : 14083054703912739598346691325483440088989938492681967932856233302484181334603738426084691783136465099784220468933243
Bob's Private Key 1 8653169276965376713008053667127677795698362517634732056349440646215382710620542080373125187948574796749950909606744
Alice's Shared Secret: 25746044305742442711729867715652578127026937774287547571454494073762472729669196378655891509008582419897553470104572
Bob's Shared Secret : 25746044305742442711729867715652578127026937774287547571454494073762472729669196978655891509008582419897553470104572
Shared secrets match : True

Output

# Alice’s keys
alice_private_key = generate_private_key()
alice_public_key = generate_public_key(alice_private_key)

# Bob's keys
bob_private_key = generate_private_key()
bob_public_key = generate_public_key(bob_private_key)

# Alice and Bob compute the shared secret
alice_shared_secret = ecdh_shared_secret(alice_private_key, bob_public_key)

bob_shared_secret = ecdh_shared_secret(bob_private_key, alice public_key)

# The shared secrets should be the same

print(f"Alice's Private Key : {alice_private_key}")

print(f"Bob's Private Key : {bob_private_key}")

print(f"Alice's Shared Secret: {alice_shared_secret}")

print(f"Bob's Shared Secret : {bob_shared_secret}")

print(f"Shared secrets match : {alice_shared_secret == bob_shared_secret}")

Alice's Private Key : 11349741043829741949846467353637647950011639265331992321815655808912984327162817698082815168209767076368524075976807
58790699036820632798518115136513875654

Bob's Private Key 1 76572538767517424780638584380915999109936826535159169269907350901464197122827290837049499786435151459622695210632330
7336536156191060695511880943635087775

Alice's Shared Secret: 56867752462574831160772671696256353942551678500080148632233429961522440933530505097082118752040882750638327076219088
306429808815621211321648933948982701516

Bob's Shared Secret : 56867752462574831160772671696250353942551678500080148632233429961522440933530505097082118752040882750638327076219088
30429808815621211321648933948982701516

Shared secrets match : True

Figure 5.1 Output of first implementation on ECDH

Figure 5.1 shows the result of the ECDH key exchange using two different key lengths.
The first output uses the numsp384t1 curve, which has a shorter key length, while the
second output uses the numsp512t1 curve with a longer key. The results confirm that
both parties have the same shared secret, and the output shows true, meaning the key

exchange worked correctly.
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5.3.2 Second implementation on Elliptic Net Method
Algorithm 5.2. ECDH using Elliptic Net Method
Key Generation Steps (For both Alice and Bob)

1. Select private key
Randomly choose an integer k € [1,n — 1].
2. Compute public key
Use EN scalar multiplication:
Let Q < Q(0,1) (neutral element)
Repeat while k # 0:
If the least significant bit of k is 1:
Set Q « Q + P using Twisted Edwards point addition.
Set P « 2P using Twisted Edwards point addition
Right-shiftk by 1 (i.e., k = k > 1)
End loop
Return Q as public key
Shared Secret Derivation Steps (For Alice and Bob)

1. Each party computes shared secret
Given private key d4 peer’s public key Qp:
Compute S = d, - Qp using EN scalar multiplication

Return x-coordinate of S as the shared secret

Twisted Edwards Point Addition Formula
Given two points P = (x4,¥1), Q = (x,,y,) and parameters a, d and prime p:
2. Compute intermediate values:
A= X1y, +x° 0
B=14+d-x1-Xy-y1" Y,
C=y1"y, —a-x1"%;
D=1—-d-x;"x3°y1" Y2
3. Compute output point:
x3=A"Blmodp
y3=C-D 'modp
Return (x3,y3)
Shared Secret Match Condition
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After computation by both parties:

e LetS, = x-coordinate from Alice's shared point.

e Let Sy = x-coordinate from Bob's shared point.

Algorithm 5.2 explains the ECDH key exchange using binary scalar multiplication on
Twisted Edwards curves. Each party randomly selects a private key k € [1,n — 1],
then computes the public key using scalar multiplication via the EN method. The scalar
is processed bit by bit. If the bit is 1, a point addition is done, then the point is always
doubled. All point operations use Twisted Edwards addition formulas.

Both users perform scalar multiplication for the shared secret key using their private
key and the peer's public key. The x-coordinate of the resulting point is used as the
shared secret. If both x-coordinates match, the key exchange is successful, confirming
both parties derived the same shared secret. The Python codes for Algorithm 5.2 can be
seen in Appendix B.
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Output

# Alice’s key generation
alice_private, alice_public = generate_keypair(a, d, p, G, n)

# Bob's key generation
bob_private, bob_public = generate_keypair(a, d, p, G, n)

# Deriving shared secrets
alice_shared_secret = derive_shared_secret(alice private, bob_public, a, d, p)
bob_shared_secret = derive_shared_secret(bob_private, alice_public, a, d, p)

# Output the results

print("Alice Private Key :", alice_private)

print(“Alice Public Key alice_public)

print("Bob Private Key bob_private)

print("Bob Public Key bob_public)

print(“Alice Shared Secret:", alice_shared_secret)

print("Bob Shared Secret :", bob_shared secret)

print(“Shared Secret Match:", alice_shared_secret == bob_shared_secret)

Alice Private Key : 7878633458226027000105213598918091392424887452125869958260257107475976649586927811882539315475933054753915588169110

Alice Public Key : (18306502684150046383781438368976916261534868871054674536474539821099023426139865269557334467252315108608727893832022, 2443
2439600402446066939932034418899314405251014833297207090146205633656000376090711734387575381161634642427772171458)

Bob Private Key : 4058281011013034922184811753122355662682679801301209585037977081545678214002121191118089463733793128139645547190410

Bob Public Key : (10084577449995927997063829613011613711847232964755403797080294139811423595517241759470932524527799473871967706600588, 1519
6385283767018832215317991952705664943306775412496310115893170769238058209511614188054305721102970777836642965092)

Alice Shared Secret: 24504813394874639580154039806374091039781456433264414376016254746936324577214985753820523005774235750405232862970464

Bob Shared Secret : 24504813394874639580154039806374091039781456433264414376016254746936324577214985753820523005774235750405232862970464
Shared Secret Match: True

Output

# Alice’s key generation
alice_private, alice_public = generate_keypair(a, d, p, G, n)

# Bob's key generation
bob_private, bob_public = generate_keypair(a, d, p, G, n)

# Deriving shared secrets
alice_shared_secret = derive_shared_secret(alice_private, bob_public, a, d, p)

bob_shared_secret = derive_shared_secret(bob_private, alice_public, a, d, p)

# Output the results

print("Alice Private Key :", alice_private)
print("Alice Public Key :", alice_public)
print("Bob Private Key  :", bob_private)
print("Bob Public Key :*, bob_public)

print("Alice Shared Secret:", alice_shared_secret)
print("Bob Shared Secret :", bob_shared_secret)
print("Shared Secret Match:", alice_shared_secret == bob_shared_secret)

Alice Private Key : 442469202352099091791343505541655542307085391202563694109085337661673143039159508204451174335130448413537514717596319074814037392657868735
674637699959965

Alice Public Key : (15946280095237199735828919647820767165313261029146109262863735178750785506563899844445060239553892732991219161536640470402334506637270063
94400317346904699, 71993383443692368846632278717387601695986632993686340469115121150281273910384848436903827005603017856492454322206563955146379876588483842101
72248092917965)

Bob Private Key 1 2761216975818807704711566764 88505356566439. 5934969874309144641188324199948243288358489274769025648938820697788123474087138003
5550380275683966

Bob Public Key : (72164726840218450442544444697431961854224117817120336443912661826067914886754929696414128656014234920026380892846030572597770214575584937
58582783851724178, 10270951961198614554789739745332195197861612815527408387032102015941052050521105267272596914495696365075249690638434640691840887831663902098
560453563441249)

Alice Shared Secret: 132557964941838468072761622825065446692977209976019260133620783789934850375359159023898668796395131173610232188754523857957396288092398434
75252512759138155

Bob Shared Secret : 132557964941838468072761622825065446692977209976019260133620783789934850375359159023898668796395131173610232188754523857957396288092398434
75252512759138155

Shared Secret Match: True

Figure 5.2 Output of second implementation on ECDH

Figure 5.2 shows that Alice and Bob generate their key pairs using the same scheme
and method. The private keys are randomly selected, and the public keys are computed
using EN scalar multiplication. Then, both parties compute a shared secret using each
other's public key and their own private key.
The shorter private key is using numsp384tl secure curve parameter, resulting in
smaller public key and shared secret values. The longer private key, producing longer
key values with numsp512t1 secure curve parameter. Despite the key size difference,
both figures show that the shared secret from users are matched, confirming the key

exchange was successful as shown (Shared Secret Match: True) in the output.
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5.4

Simulation based on ECDSA

5.4.1 First Implementation of Binary Method

Algorithm 5.3. ECDSA using Binary Method

Key Generation Steps:
1.

Generate private key:

Select a random integer d, where 1 <d <n-—1.

Generate public key:

Compute Q = dG = (x4, o) using scalar multiplication with BM.

Message Signing Steps:
1.

Input:

Message m, private key d, base point G, curve parameters a, d, p and order n.
Hash the message:

Compute e = SHA-256(m)mod n.

Select ephemeral key:

Choose a random integer k, where 1 <k <n-1and gcd(k,n) = 1.
Calculate point R = kG = ( xg, yg) using binary scalar multiplication.
Compute:

r = Xz modn.

k=1 mod n.

s=kl-(e+d -r)modn.

Check s = 0. If not, repeat from step 3.

Output the signature:

(r,s)

Signature Verification Steps:
1.

Input:
Signature (r, s), message m, public key Q, base point G, curve parameters a,

d, p and order n.

Check that:
r €[1,n—1]
s €[1,n—1]

Hash the message:
e = SHA-256(m) mod n.
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4. Compute:
w= s tmodn
w; = e-wmodn
w, = r-wmodn
5. Calculate point R = u;G + u,Q = (xg, yg) using binary scalar multiplication
and Twisted Edwards point addition.
6. Signature is valid if:
r= xpmodn

Twisted Edwards Point Addition (P + Q):

Given P = (x4, 1), Q = x5, y,, computes:

+
1 xy= 2N g
1+dx1%2Y1Y2
2. — Y1Y2—AaX1X3 mod
% 1-dx1%2Y1Y2 p
3. Output:
R = (x3,¥3).

Binary Scalar Multiplication (kP):
1. Convert k to binary:
k = (k¢ .. ko)2
2. Initialize: Q = (0, 1) (identity element)
3. Loop through bits of k:

Double:Q=Q+Q

Ifbitisl:Q=Q+P
4. Return:

Q=kP

Algorithm 5.3 explains the process of ECDSA using binary scalar multiplication with
Twisted Edwards curves. The key generation starts by selecting a random private key
d, then computing the public key Q = dG using scalar multiplication. To sign a message,
the message must proceed using SHA-256 technique. A random ephemeral key k is
chosen to compute the point R = kG, and its x-coordinate becomes r. The value s is
calculated using s = k(e + dr)mod n, where e is the hash of the message. The
signature is the pair (r, s). To verify the signature, the verifier checks the range of r and
s, then hashes the message to get e. Using the signature and public key, the verifier
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computes a new point R = w;G + w,Q, where wy and w- derived fromr, s, and e. If
the x-coordinate of this point equals r, the signature is valid. All scalar multiplications
are done using the BM and point additions/doublings use Twisted Edwards formulas.
The Python codes for Algorithm 5.3 can be seen in Appendix C.

Output

private_key, public_key = generate_keypair(a, d, p, G, n)

message = "Good Morning my neighbours!™

signature = sign_message(private_key, message, a, d, p, G, n)

is_valid = verify signature(public_key, message, signature, a, d, p, G, n)

# Output the results

print("Private Key :", private_key)
print("Public Key :", public_key)
print("Message :", message)

print("Signature signature)
print("Signature valid:", is_valid)

Private Key : 2138943531886743930516665608971040548243295918912805031829912409720781039845268793262974380228457779555211494688992

Public Key : (35182701627691156076905663057690341022785665052909879294734460159966978689380188472753084278440567487787010663095918, 19312933
840531685135328005640771753218250183208180295056744379146002617762643468745867591994767747736100800958128473)

Message : Good Morning my neighbours!

Signature : (4450798490226672189094921358378841622177994781420132183433842811787910058266887056208333828555981521173892426349315, 446881862

3589537554180572469942725967512679744365869177930943968364883730422146615404580618231778240327279586079044 )
Signature valid: True

Output

private_key, public_key = generate_keypair(a, d, p, G, n)

message = "Good Morning my neighbours!™

signature = sign_message(private_key, message, a, d, p, G, n)

is_valid = verify signature(public_key, message, signature, a, d, p, G, n)

# Output the results
print("Private Key
print("Public Key
print("Message
print("Signature
print("Signature valid:", is_valid)

private_key)
public_key)
message)

signature)

Private Key 1 3370705016020210331162205328950577521644754947834855743579724370344533663835764380570019291599790249272054567947008154217853545
11568315628217984601136588
Public Key i (305993670123349309351797262340251845948018845038058655766579914533267268861396332285148018017905307666511841433651657862455425

1043527040027714285893283351, 360246496782169908433550761666458778330661192264022963541951046513645489823027229615311476667315066050597305423116
8591084650910799270948403433695587403291)

Message i Good Morning my neighbours!

Signature i (176642884641615521056945507901284272327946007004232253800932611074641832361975653411664208311041275822608435431721360019708458
7184139682475926154284776011, 293411723900635506868009659631671061824920530861032861440819778371670481284048536638888909125951325007411769051104
4272693929952828062048252100839661730308)

Signature valid: True

Figure 5.3 Output of first implementation on ECDSA

Figure 5.3 shows the process of ECDSA signature generation and verification using
different key pairs. In both cases, private key used to sign message ‘Good Morning
my neighbours!’, and the public key is used to verify the signature. All outputs

confirm that the signature was successfully generated and validated for both key sizes.
Despite the longer keys producing longer signature values, the result is the same:

“Signature valid: True”, meaning the message integrity and authenticity are verified.
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5.4.2 Second implementation of Elliptic Net Method
Algorithm 5.4. ECDSA using Elliptic Net Method

Key Generation Steps (For both Alice and Bob)
1. Select private key
Randomly choose an integer d € [1,n — 1].
2. Compute public key
Q=d-G

Signature Generation

order n.
2. Hash the message:
Compute e = SHA-256(m)mod n
3. Generate random nonce:
Choose random k € [1,n — 1] such that gcd(k,n) = 1
4. Compute ephemeral point:
R = k - G using EN scalar multiplication
Extract r = xp modn
5. Compute signature component:
s= kY (e+7r-d)modn
6. Output signature:

Return (r, s)

1. Input: Message m, private key d, curve parameters a, d, p, generator G, and

Signature Verification
1. Input: Message m, public key Q, signature (r, s) and curve parameters
2. Check bounds:
Ifr ¢ [1,n—1]ors & [1,n— 1], reject
3. Hash the message:
Compute e = SHA-256(m) mod n
4. Compute inverse:
sTtmodn
5. Compute scalar values:
Uy =e-stmodn,uy,=r-stmodn

6. Compute point:
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R = uy - G + u, - Q using EN scalar multiplication and point addition
7. Check validity:
Signature is valid if r = xzp modn
Twisted Edwards Point Addition

Given points P = (x4, y1), Q = (., y2) curve parameters:
1. A= x1y, + x4
2. B=14+dxx,y:y,
3. €= y1y; — ax;x;
4. D =1— dx;x,1Y2
5. Compute:
x3=A/Bmodp
y3 =C /Dmodp

6. Return (x3,y3)

Algorithm 5.4 describes the full procedure of digital signature generation and
verification using elliptic curves, specifically utilizing scalar multiplication and
Twisted Edwards curve arithmetic. In the signature generation phase, the sender
chooses a private key and generate the public key by multiplying it with base point G.
To sign the message, the message must proceed using SHA-256 technique and reduced
modulo n, producing a digest e. A random nonce k € [1,n — 1] is then chosen such
that gcd(k,n) = 1. The ephemeral point R = k-G computed using binary scalar
multiplication, and its x-coordinate mod n is taken as r. The final signature component
sis calculated as s = k~1(e + r - d)mod n, forming the signature pair (r, s).

In the verification phase, the verifier first checks that r and s lie within the valid range.
Then, the message is hashed again and reduced to get e, and the inverse of s modulo n
is computed. The values R = u; -G +u,-Q and u, =r-s 1 modn are used to
compute the verification point R = u; - G + u, - Q. This point is calculated using
scalar multiplication and Twisted Edwards point addition. If the x-coordinate of
R mod n equals r, the signature is considered valid. The use of binary scalar
multiplication and Twisted Edwards formulas ensures efficient and secure
computations throughout the signature process. The Python codes for Algorithm 5.4

can be seen in Appendix D.
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Output

# Output the results

print("Private Key :", private_key)
print("Public Key :", public_key)
print("Message :", message)
print("Signature :", signature)

print("Signature valid:", is_valid)

Private Key : 5200063271595455963763366908800735686780566075112231829841328888202263172281452169888587783023232613545071849010592

Public Key : (6327110760906834320940830964575757741615388017689198860859029528936532639798998589751875132064254178681834199071437, 141694183024485084015624
58606868881155127550384855311469740720046025736395886101642018894 663563471908561623425)

Message : Good Morning my neighbours!

Signature : (4995433800808724235861862220793932132972317035951599223995783155301378085654264927713110750100402779581741554505917, 182615143671453354753117

5497820475521441247168859171655331014819096875306415012673788996015651502184049212850032862 )
signature valid: True

Output

# Output the results
print("Private Key:", private_key)
print(“Public Key:", public_key)
print(“Message:", message)
print("Signature:", signature)
print("Signature valid:", is_valid)

Private Key: 15759268779584097617519695533578401389828818040887789568758406809499242711290089805470797358314033182774756001105097742172347838344264025182649338
07244163

Public Key: (139128013994081219@3166158131324748105581035417469125602769039685542279895998113157013451974255286432949995975513870576972734631629324003130571154
93590952, 10651390835431895135562969015057617524204980724372768607561973645960408308560094733835621634197880906555233577841129864085109450836260067502436928025
661138)

Message: Good Morning my neighbours!

Signature: (210140507162540716654037370315958525817226416624436503392000495360758013909592187878006997015553241433279487171263829333861831983556246183686435245
5129725, 184118470624369945091080696804526866722334378180043263751460371895832684588099508996638760266270015403246734394107846359357644352986972812232436976464
0595)

signature valid: True

Figure 5.4 Output of second implementation on ECDSA

Figure 5.4 shows successful execution of a digital signature scheme using Twisted
Edwards Curve cryptography. In each case, the public key is created using the private
key, and the message signed using a random nonce, producing unique (r, s) signature
values. The signature is then verified using the corresponding public key and original
message. Although the inputs differ between the two outputs, both correctly validate
the signatures, demonstrating consistent and secure implementation of the signing and

verification process.

5.5 Implementation Issues and Challenges

One of the most technically challenging aspects of the implementation phase was
converting the EN scalar multiplication algorithm into working code. The algorithm
involved a structured and layered computation model with recursive logic, making it
significantly more complex to translate into a stable and reliable program.
Implementing the EN method across four algorithm variations, which included ECDH
and ECDSA using both numsp384tl and numsp512t1 parameters, required careful
attention to the sequence of point operations and value tracking. Mistakes in indexing
or recursive calculations often resulted in subtle errors that were difficult to detect
during testing. Due to its mathematical depth and dependency on correct ordering, the
process demanded considerable time, experimentation, and validation to achieve

functional and accurate results across all implementations.
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Following this, the implementation of the ECDH scheme also presented its own
challenges. Although the ECDH algorithm is conceptually straightforward, ensuring
correct key generation, point multiplication, and shared secret computation required
careful handling of curve parameters and scalar values. The use of different curve sizes
such as numsp384tl and numsp512tl introduced additional complexity. Proper
configuration and parameter consistency were necessary to maintain the integrity of the
key exchange process across different test cases.

Another major issue encountered was the mismatch in the computed shared secret
during ECDH testing. During certain early testing, users engaged in the key exchange
produced different shared secret values, indicating a problem with scalar multiplication
or key configuration. This issue was traced back to inconsistencies in private key
formatting, mismatched bit lengths, or incorrect conversion between coordinate
representations. After identifying these inconsistencies, the key generation process was
corrected to ensure the private keys had the proper bit lengths and that the scalar
multiplication was carried out in the affine coordinate system with consistent

formatting on both sides.

5.6 Concluding Remark

Chapter 5 presents the successful implementation of elliptic curve-based cryptographic
schemes, specifically ECDH and ECDSA, using Twisted Edwards curves. The
implementation begins with environment setup and key generation, followed by secure
message signing and verification.

Two scalar multiplication methods were applied which are the BM and the EN methods.
The BM processes each scalar bit using point doubling and conditional addition, while
the EN method uses structured point sequences to minimize leakage and optimize
performance. Experimental result on numsp384t1 and numsp512t1 curve confirmed
that key change in ECDH and digital signature in ECDSA were executed correctly.
The outputs validate the correctness of the operations and provide a strong foundation
for later SCAs evaluations. These implementations set the stage for analysing the

cryptographic strength and resistance of each method in Chapter 6.
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Chapter 6

System Evaluation and Discussion

6.1  System Testing
This chapter focuses on two types of attacks which are timing attack and power analysis
attack. Timing attacks are applied to ECDH using both the BM and EN method,
according to Algorithm 5.1 and Algorithm 5.2. Power analysis attacks are applied only
to ECDSA, Algorithm 5.3 for BM and Algorithm 5.4 for EN method.
6.1.1 Timing Attack on Algorithm 5.1

Algorithm 6.1. Timing Attack on Algorithm 5.1

Steps:
1. Initialize guessed_key < 0
2. Initialize timing_diffs «— empty list
3. ForifromO0 to key_size - 1 do:
1. Let kO « guessed key
Let k1 < guessed key with bit (key _size-1-1i)setto 1
Measure execution time tO for scalar_multiplication_binary(k0, G)
Measure execution time t1 for scalar_multiplication_binary(k1, G)
Append (t1 - t0) to timing_diffs
Ift1 > t0:
Set guessed_key < k1 (bit is likely 1) Else:
Set guessed_key «— kO (bit is likely 0)

o a ~ w D

7. Mask guessed_key to ensure it remains within 384 or 512 bits

4. Return guessed_key, timing_diffs

Algorithm 6.1 outlines a timing attack performed on Algorithm 5.1 to recover a private
key used in binary scalar multiplication. It begins by initializing a guessed key to zero
and setting up an empty list to store timing differences. The attack works bit by bit,
starting from the most significant bit down to the least significant. In each iteration, two
candidate keys are created, the current guess, k0. And k1, which is the same as kO but
with the current bit set to 1. The execution time of the scalar multiplication using each
key is measured with the function scalar_multiplication_binary(k, G), where G is the

43
Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 6

base point. The timing difference between k1 and kO is stored. If the execution time for
k1 is greater than for kO, it is inferred that the bit is likely 1, and the guessed key is
updated accordingly. Otherwise, it remains 0. To ensure the key length stays within 384
or 512 bits, the key is masked in each iteration. Finally, the guessed key and the list of
timing differences are returned, providing insight into the potential leakage of key bits
through execution time variations in the BM. The Python codes for Algorithm 6.1 can
be seen in Appendix E.

6.1.2 Timing Attack on Algorithm 5.2
Algorithm 6.2. Timing Attack on Algorithm 5.2

Steps:
1. Initialize guessed_key < 0
2. Initialize timing_diffs «— empty list
3. ForifromOto key size - 1 do:
1. Let kO « guessed key
Let k1 < guessed key with bit (key _size-1-1i)setto 1
Measure execution time t0 for elliptic_net_scalar_mult(k0, G, p, a, d)
Measure execution time t1 for elliptic_net_scalar_mult(k0, G, p, a, d)
Append (t1 - t0) to timing_diffs
Ift1 > t0:
Set guessed_key < k1 (bit is likely 1) Else:
Set guessed_key «— kO (bit is likely 0)

o a ~ w D

7. Mask guessed_key to ensure it remains within 384 or 512 bits

Return guessed_key, timing_diffs

Algorithm 6.2 shows the process of performing a timing attack on Algorithm 5.2 to
recover a secret key bit by bit. The attack begins by initializing the guessed_key to zero
and an empty list called timing_diffs to store timing differences. The process iteratively
guesses each bit of the secret key starting from the most significant bit. In each iteration,
two versions of the key are prepared: kO as the current guess and k1 as the guess with
the current bit set to 1. Both versions are used in scalar multiplication using the
elliptic_net_scalar_mult function, and their execution times (t0 and t1) are measured.

The difference t1 - tO is recorded in the timing_diffs list. If t1 is greater than tO, it is
44
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assumed that the key bit is likely 1, so the bit is kept set in the guess. Else, it remains 0.
This process continues for all bits in the key, and the guessed_key is masked at each
step to ensure it fits within the 384-bit or 512-bit key size. In the end, the function
returns both the guessed key and the list of timing differences, giving insights into
where the algorithm may leak information based on execution time. The Python codes

for Algorithm 6.2 can be seen in Appendix F.

6.1.3 Power Analysis Attack on Algorithm 5.3
Algorithm 6.3. Power Analysis Attack on Algorithm 5.3

Steps:
1. Generate 1000 random 8-bit plaintext values:
plaintexts «— random integers in [0, 255], size = num_samples
2. Generate a 48-byte secret nonce
true_nonce < random integers in [0, 383], size = 48 or 64
3. Simulate Power Traces
For each nonce byte k; in true_nonce:
For each plaintext p@, compute hamming_weight(p & k;)
Add Gaussian noise:
trace; = HW(p @ k;) + noise
Store trace; in power_traces
4. Correlate Guesses
For each byte index i in nonce:
Initialize list byte correlations «— []
For every guess g in [0, 255]:
Compute HW (p @ g) + noise
Calculate Pearson correlation with power _traces[i]
Store result in byte_correlations
Determine the best guess g* with the highest correlation
Validate guess:
if g* == true_nonce[i] and correlation > threshold — count as correct
5. Evaluate Attack Success
Compute success_rate = (correct guesses / 48 or 64) x 100%

Output per-byte result: true vs guessed nonce and validation
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Plot correlation for byte 0 to visualize power leak

Algorithm 6.3 shows the designed power analysis attack performed on Algorithm 5.3
to recover a secret nonce used in elliptic curve cryptography by analyzing power
consumption traces. It starts by generating a secret nonce, which is a 48-byte (384-bit)
or 64-byte (512-bit) value, and then simulates power traces. For each byte of the nonce,
the algorithm calculates its Hamming weight . If the number of 1s in its binary form, it
helps to calculate how much power is used. This step is to form the power analysis
attack. The simulated power values are then mixed with random noise to make the
traces more realistic, imitating the imperfections seen in real devices. These noisy
power traces are then used to carry out the power analysis attack.

The next step is to correlate guesses for each byte of the nonce with the real power
traces. For each byte of the nonce, the algorithm tries all possible guesses (from 0 to
255), computes the predicted power consumption traces for each guess, and calculates
the Pearson correlation between each predicted trace and the real power traces. The
guess that results in the highest correlation is considered the best guess for that byte. If
the correlation exceeds a certain threshold and the guessed byte matches the actual
nonce byte, the guess is validated as correct. After evaluating all 48 bytes or 64 bytes
of the nonce, the attack success rate is calculated by measuring the percentage of
correctly guessed bytes. The algorithm also outputs the per-byte results and generates
a plot to visualize the correlation for the first byte of the nonce. This entire process is
designed to recover the secret nonce by exploiting power leakage during the
cryptographic operation, demonstrating how power analysis attacks can expose
vulnerabilities to cryptographic systems. The Python codes for Algorithm 6.3 can be

seen in Appendix G.

46
Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 6

6.1.4 Power Analysis Attack on Algorithm 5.4

Algorithm 6.4. Power Analysis Attack on Algorithm 5.4

Steps:
1.

Generate 1000 random 8-bit plaintext values:
plaintexts «— random integers in [0, 255], size = num_samples
Generate a 48-byte secret nonce
true_nonce « random integers in [0, 383 or 511], size = 48 or 64
Simulate Power Traces
For each nonce byte k; in true_nonce:
For each plaintext p, compute hamming_weight (p @ k;)
Add Gaussian noise:
trace; = HW(p @ k;) + noise
Store trace; in power_traces
Correlate Guesses
For each byte index i in nonce:
Initialize list byte correlations «— []
For every guess g in [0, 255]:
Compute HW (p €@ g) + noise
Calculate Pearson correlation with power _traces[i]
Store result in byte_correlations
Determine the best guess g* with the highest correlation

Validate guess:

if g* == true_nonce[i] and correlation > threshold — count as correct

Evaluate Attack Success
Compute success_rate = (correct guesses / 48 or 64) x 100%
Output per-byte result: true vs guessed nonce and validation

Plot correlation for byte O to visualize power leak

Algorithm 6.4 illustrates power analysis attack implementation on Algorithm 5.4. This
algorithm is similar to the BM, Algorithm 6.3 but incorporates differences in simulated
power consumption traces. First, the algorithm generates 1000 random 8-bit plaintext
values and a 48-byte secret nonce or a 64-byte secret nonce. The power traces are

simulated by calculating the Hamming weight between each plaintext byte and the
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corresponding nonce byte, just as in the BM. However, the simulation uses a more
complex model that accounts for elliptic curve scalar multiplication, where power
consumption may depend on the specific operation. Gaussian noise is then added to the
traces to reflect real-world conditions, and these noisy traces are stored for further
analysis.

To recover the nonce, the algorithm then attempts to correlate all possible guesses for
each byte of the nonce with the actual power traces. For each nonce byte, it iterates over
all potential guesses, calculates the Hamming weight for each guess, and computes the
Pearson correlation between the predicted power traces and the actual traces. The best
guess is determined by identifying the guess that produces the highest correlation for
that byte. If the correlation exceeds a predefined threshold and the guessed byte matches
the actual nonce byte, the guess is validated. After processing all 48 bytes or 64 bytes
of the nonce, the attack’s success rate is evaluated by calculating the percentage of
correct guesses. A correlation plot for the first byte is generated to visually inspect the
strength of the power leak, helping to demonstrate the effectiveness of the attack on
elliptic curve cryptographic systems. The Python codes for algorithm 6.4 can be seen

in Appendix H.

6.2  Testing Setup and Result
6.2.1 Timing Attack Implementation for Algorithm 6.1 (numsp384t1)

Actual Private Key : 1403054703912739598346691325483440088989938492681967932856233302484181334603738426084691783136465099784220468933243
Guessed Private Key: 33761483964261480495958742758233843067590369614644343452057316111576836766643259257541224183474786895642385550981126
Actual Key Length : 384
Guessed Key Length : 384
Attack Successful : False

Timing Attacks on ECDH using Binary Method-numsp384t1 (Alice's Key)

—0.02

0 50 100 150 200 250 300 350 400
Bit Position (MSB to LSB)

Figure 6.1 Timing Attack on Algorithm 6.1 (numsp384t1)

Figure 6.1 represents a timing attack on ECDH using BM with numsp384t1 secure
curve parameter. The blue line shows how the time difference between two operations
changes for each bit position of the key, with the x-axis representing the bit positions
from most significant to least significant, and the y-axis showing the time difference.
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In this graph, the blue line has several noticeable spikes. These spikes suggest that the
computation time varies more significantly at those bits, likely due to how the algorithm
processes bits set to 1 versus 0. For example, certain operations might take longer when
the bit is 1, which can unintentionally leak information about the key. These visible
spikes could help an attacker make educated guesses about the value of specific bits.
However, while the timing differences are more pronounced here than in the second
graph (Figure 6.2), they were still not consistent or accurate enough for the attack to
succeed in fully recovering the correct private key.

6.2.2 Timing Attack Implementation for Algorithm 6.1 (numsp512t1)

Actual Private Key : 1134974104382974194984646735363764795001163926533199232181565580891298432716281769808281516820976707636852407597680758
790699036820632798518115136513875654

Guessed Private Key: 1299860432559622138794869474806076376649333598637677616707394761602317358518916216750930092660226242592211811169931075
0040591380782333537044214069194527660

Actual Key Length : 512

Guessed Key Length : 512

Attack Successful : False

Timing Attacks on ECDH using Binary Method-numsp512t1 (Alice's Key)

Time Difference (t1 - t0)
o
o
5

0 100 200 300 100 500
Bit Position (MSB to LSB)

Figure 6.2 Timing Attack on Algorithm 6.1 (numsp512t1)

Figure 6.2 shows a timing attack output on the ECDH using BM but with different
secure curve parameters. The numsp512t1 secure curve parameter uses a longer 512-
bit private key compared to the 384-bit key in the previous graph. As before, timing
attacks were implemented to guess Alice's private key by analyzing how long the
cryptographic operations take. The x-axis represents the position of each bit in the
private key, from the most significant to the least important, and the y-axis shows the
difference in computation time between the two operations. The blue line indicates how
this time difference varies across the key bits. The blue line appears much more stable,
with fewer and smaller spikes. This suggests that the implementation for numsp512t1
is less susceptible to timing variations, making it more resistant to this type of SCA.
Although there are still minor spikes, they are less pronounced and do not provide
enough information to recover the private key, which is why the attack was
unsuccessful.
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6.2.3 Timing Attack Implementation for Algorithm 6.2 (numsp384t1)

Actual Private Key : 7878633458226027000105213598918091392424887452125869958260257107475976649586927811882539315475933054753915588169110
Guessed Private Key: 27925475774433121372606436958463719857454162971893362183151060511517326810332948774521846785752998145711363385684486
Actual Key Length : 384
Guessed Key Length : 384
Attack Successful : False

Timing Attacks on ECDH using Elliptic Net Method-numsp384t1 (Alice's Key)

ce (t1 - t0)
°
5
S

Time Differen
°
°
S

o 50 100 150 200 250 300 350 400
Bit Position (MSB to LSB)

Figure 6.3 Timing Attack on Algorithm 6.2 (numsp384t1)

Figure 6.3 shows the timing attack results on ECDH using the EN method with the
numsp384t1 curve. The blue line represents the timing differences measured at each bit
position during scalar multiplication, where the x-axis shows the bit positions from the
most significant to the least significant bit. Ideally, if the scalar multiplication operation
is fully protected, the timing differences should remain flat and close to zero across all
bit positions. However, in this graph, several noticeable spikes are visible, particularly
around bit position 350, indicating that some bits cause slight variations in computation
time. These spikes suggest possible timing leakage due to internal branching, memory
handling, or point addition complexity, which could theoretically allow an attacker to
guess bit values based on timing anomalies. Nevertheless, compared to previous results
from the BM, the amplitude and frequency of these spikes are much lower and less
consistent. The overall blue line remains relatively stable without significant
fluctuations, meaning that less information is leaked overall. Despite minor
fluctuations, the guessed key generated from this timing analysis did not match the
actual private key, demonstrating that the EN method significantly improves resistance

against timing attacks, even when slight leakage is present.

50
Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 6

6.2.4 Timing Attack Implementation for Algorithm 6.2 (numsp512t1)

Actual Private Key : 4424692023520990917913435055416555423070853912025636941090853376616731430391595082044511743351304484135375147175963190
74814037392657868735674637699959965

Guessed Private Key: 7783073452650511357680190935873604850133589518404978996351624355439837979750212733707257094839598030798022393412772472
655804961902794676681067605596986872

Actual Key Length : 512

Guessed Key Length : 512

Attack Successful : False

Timing Attacks on ECDH using Elliptic Net Method-numsp512t1 (Alice's Key)

0.100 +

0.075 4

0.050 +

0.025 4

0.000 4

Time Difference (t1 - t0)

£ —0.025 1

—0.050 4

—0.075

o 100 200 300 400 500
Bit Position (MSB to LSB)

Figure 6.4 Timing Attack on Algorithm 6.2 (numsp512t1)

Figure 6.4 shows the timing attack results on ECDH using the EN method with the
numsp512t1 curve. The blue line represents the timing differences measured at each bit
position during scalar multiplication, with the x-axis displaying bit positions from the
most significant to the least significant bit across the 512-bit key. Ideally, a well-
protected implementation would produce a flat line close to zero, and in this figure, the
blue line remains relatively stable with only minor fluctuations. Small spikes appear
throughout the graph, particularly bit positions 475, suggesting slight timing variations
caused by certain bits, but the magnitude of these spikes is small and inconsistent.
Timing attacks on ECDH using EN with different parameters produce slightly different
results. Compared to Figure 6.3, Figure 6.4 shows even smaller and more scattered
timing differences, with no significant concentration of leakage at specific bit positions.
Despite minor fluctuations observed in both figures, the guessed keys did not match the
actual private keys, demonstrating that the EN method consistently offers strong
resistance to timing attacks, even when slight leakages are present.

Overall, the timing attack on ECDH shows that the EN method offers better resistance
compared to the BM. When comparing Figure 6.3 and Figure 6.4, both based on the
EN method, the graph for numsp512t1 (Figure 6.4) is more stable with fewer timing
fluctuations than numsp384t1 (Figure 6.3). This suggests that increasing the key size
improves resistance to timing-based analysis, and the structured nature of the EN
method further reduces potential leakage. This is evident in the graphs where the blue

lines in EN show smaller and fewer timing spikes across bit positions, indicating more
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consistent execution. The reduced variation makes it harder for attackers to distinguish

between key bits, proving that EN leaks less timing information than BM.

6.2.5 Power Analysis Attack Implementation for Algorithm 6.3 (numsp384t1)

Byte 18 -
Byte 11 -
Byte 12 -
Byte 13 -
Byte 14 -
Byte 15 -
Byte 16 -
Byte 17 -
Byte 18 -
Byte 19 -
Byte 20 -
Byte 21 -
Byte 22 -
Byte 23 -
Byte 24 -
Byte 25 -
Byte 26 -
Byte 27 -
Byte 28 -
Byte 29 -
Byte 30 -
Byte 31 -
Byte 32 -
Byte 33 -
Byte 34 -
Byte 35 -
Byte 36 -
Byte 37 -
Byte 38 -
Byte 39 -
Byte 48 -
Byte 41 -
Byte 42 -
Byte 43 -
Byte 44 -
Byte 45 -
Byte 45 -
Byte 47 -

Byte @ - True
Byte 1 - True
Byte 2 - True
Byte 3 - True
Byte 4 - True
Byte 5 - True
Byte 6 - True
Byte 7 - True

Byte 8 - True
Byte 9 - True

True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True
True

Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:

Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Byte:
Overall success rate: 62.58%

274, Guessed
141, Guessed
396, Guessed
378, Guessed
295, Guessed
339, Guessed

Byte:
Byte:
Byte:
Byte:
Byte:
Byte:

18, Validation: False
141, Validation: True
58, Validation: False
122, Validation: False
39, Validation: False
83, Validation: False

11, Guessed Byte: 11, Validation: True
84, Guessed Byte: 84, Validation: True
32, Guessed Byte: 32, Validation: True
2088, Guessed Byte: 288, Validation: True

104, Guessed
147, Guessed
336, Guessed
339, GQuessed
168, Guessed
214, Guessed
384, GQuessed
77, Guessed
56, Guessed
372, Quessed
323, Guessed
383, GQuessed
8@, Guessed
132, GQuessed
336, Guessed
31%, Guessed
364, GQuessed
217, Guessed
27, Guessed
117, Quessed
233, Guessed
187, Guessed
184, GQuessed
286, Quessed
97, Guessed
296, Guessed
223, G@Quessed
347, Guessed
321, GQuessed
255, Quessed
237, Guessed
259, Quessed
183, GQuessed
147, GQuessed
246, GQuessed
5@, Guessed
234, GQuessed

Byte
Byte
Byte
Byte
Byte
Byte
Byte

Byte:
Byte:

Byte
Byte
Byte

Byte:

Byte
Byte
Byte
Byte
Byte

Byte:

Byte
Byte
Byte
Byte
Byte

Byte:

Byte
Byte
Byte
Byte
Byte
Byte
Byte
Byte
Byte
Byte

Byte:

Byte

188, Validation: True
147, validation: True
88, Validation: False
83, Validation: False
168, Validation: True
214, Validation: True
48, Validation: False
77, Validation: True

56, Validation: True

116, Walidation: False
&7, Validation: False
47, Validation: False
88, Validation: True

132, Validation: True
88, Validation: False
63, Validation: False
1688, Validation: False
217, Validation: True
27, validation: True

117, Validation: True
233, Validation: True
187, Validation: True
184, Validation: True
286, Validation: True
47, Validation: True

48, Validation: False
223, validation: True
91, Validation: False
65, Validation: False
255, Validation: True
237, Validation: True
3, Velidation: False

183, Validation: True
147, Validation: True
246, Validation: True
58, Validation: True

234, validation: True

38, Guessed Byte: 38, Validation: True
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Figure 6.5 Power Analysis Attack on Algorithm 6.3 (numsp384t1)
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Figure 6.5 shows a power analysis attack on ECDSA using the BM with numsp384t1
secure curve parameter. The blue line represents the correlation between power traces
and each guessed key value for nonce byte 0, with the x-axis showing possible byte
guesses (0—255) and the y-axis showing the strength of correlation ranging from -1 to
1. The red dashed line marks the position of the true nonce byte, but since it does not
align with a high peak in the blue line, the guess for byte 0 was incorrect. This aligns
with Figure 6.5, where each nonce byte guess is validated against the true value, and
only 30 out of 48 bytes were correctly guessed, giving an overall success rate of 62.5%.

6.2.6 Power Analysis Attack Implementation for Algorithm 6.3 (numsp512t1)

Figure 6.6 visualizes a power analysis attack on ECDSA using the BM on the
numsp512t1 secure curve parameter. The x-axis represents all possible byte guesses
(from 0 to 255), while the y-axis shows the correlation between each guess and the
actual power consumption measured during computation. The blue line shows the
correlation values for each key guess, the peaks in this line suggest potential correct
guesses. The red dashed line marks the actual secret key byte (Byte 0), and ideally, the
blue line should show a sharp peak at this point. However, the blue line remains noisy,
and the red line does not align with the highest peak, indicating difficulty in identifying
the correct byte using this method. The outcome of power analysis attacks on higher-
bit secure curve parameters achieved a 54.69% overall success rate in correctly

recovering individual key bytes; the true value attempt was 35 out of 64.
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Byte @ - True Byte: 467, Guessed Byte: 211, Validation: False
Byte 1 - True Byte: 205, Guessed Byte: 285, Validation: True
Byte 2 - True Byte: 203, Guessed Byte: 283, Validation: True
Byte 3 - True Byte: 81, Guessed Byte: 81, Validation: True
Byte 4 - True Byte: 258, Guessed Byte: 250, Validation: True
Byte 5 - True Byte: 59, Guessed Byte: 39, Validation: True
Byte & - True Byte: 258, Guessed Byte: 2, Validation: False
Byte 7 - True Byte: 342, Guessed Byte: 86, Validation: False
Byte & - True Byte: 22, Guessed Byte: 22, Validation: True
Byte 9 - True Byte: 191, Guessed Byte: 191, Validation: True

Byte 1@ - True Byte: 193, Guessed Byte: 193, Validation: True
Byte 11 - True Byte: 438, Guessed Byte: 182, Validation: False
Byte 12 - True Byte: 58, Guessed Byte: 58, Validation: True
Byte 13 - True Byte: 198, Guessed Byte: 198, VWalidation: True
Byte 14 - True Byte: 382, Guessed Byte: 126, Validation: False
Byte 15 - True Byte: 511, Guessed Byte: 255, Validation: False
Byte 16 - True Byte: 48, Guessed Byte: 48, Validation: True
Byte 17 - True Byte: 15, Guessed Byte: 15, Validation: True
Byte 18 - True Byte: 42, Guessed Byte: 42, Validation: True
Byte 19 - True Byte: 116, Guessed Byte: 116, Walidation: True
Byte 2@ - True Byte: 334, Guessed Byte: 98, Validation: False
Byte 21 - True Byte: 179, Guessed Byte: 179, Validation: True
Byte 22 - True Byte: 479, Guessed Byte: 223, Validation: False
Byte 23 - True Byte: 419, Guessed Byte: 163, Validation: False
Byte 24 - True Byte: 297, Guessed Byte: 41, Validation: False
Byte 25 - True Byte: 499, Guessed Byte: 243, Validation: False
Byte 26 - True Byte: 371, Guessed Byte: 115, Validation: False
Byte 27 - True Byte: 386, Guessed Byte: 138, Validation: False
Byte 28 - True Byte: 24, Guessed Byte: 24, Validation: True
Byte 29 - True Byte: 198, Guessed Byte: 198, VWalidation: True
Byte 3@ - True Byte: 158, Guessed Byte: 158, Walidation: True
Byte 31 - True Byte: 225, Guessed Byte: 225, Validation: True
Byte 32 - True Byte: 72, Guessed Byte: 72, Validstion: True
Byte 33 - True Byte: 391, Guessed Byte: 135, Validation: False
Byte 34 - True Byte: 377, Guessed Byte: 121, Validation: False
Byte 35 - True Byte: 334, Guessed Byte: 78, Validation: False
Byte 36 - True Byte: 399, Guessed Byte: 143, Validation: False
Byte 37 - True Byte: 143, Guessed Byte: 143, Validation: True
Byte 38 - True Byte: 6, Guessed Byte: 6, Validation: True
Byte 39 - True Byte: 75, Guessed Byte: 75, Validation: True
Byte 48 - True Byte: 495, Guessed Byte: 239, Validation: False
Byte 41 - True Byte: 98, Guessed Byte: 98, Validation: True
Byte 42 - True Byte: 311, Guessed Byte: 55, Validation: False
Byte 43 - True Byte: 451, Guessed Byte: 195, Validation: False
Byte 44 - True Byte: 34, Guessed Byte: 34, Validstion: True
Byte 45 - True Byte: 144, Guessed Byte: 144, Validation: True
Byte 46 - True Byte: 123, Guessed Byte: 123, Walidation: True
Byte 47 - True Byte: 329, Guessed Bvte: 73, Validation: False

Byte 48 - True Byte: 425, Guessed Byte: 169, Validation: False
Byte 49 - True Byte: 257, Guessed Byte: 1, Validation: False
Byte 58 - True Byte: 257, Guessed Byte: 1, Validation: False
Byte 51 - True Byte: 173, Guessed Byte: 173, Validation: True
Byte 52 - True Byte: 485, Guessed Byte: 149, Validation: False
Byte 53 - True Byte: 439, Guessed Byte: 183, Validation: False
Byte 54 - True Byte: 295, Guessed Byte: 39, Validation: False
Byte 55 - True Byte: 448, Guessed Byte: 184, Validation: False
Byte 56 - True Byte: 242, Guessed Byte: 242, Validation: True
Byte 57 - True Byte: 229, Guessed Byte: 229, Validation: True
Byte 58 - True Byte: 163, Guessed Byte: 163, Validation: True
Byte 50 - True Byte: 85, Guessed Byte: 85, Validation:
Byte 68 - True Byte: 98, Guessed Byte: 98, Validatio
Byte 61 - True Byte: 15, Guessed Byte: 15, Validatio
Byte €2 - True Byte: 427, Guessed Byte: 171, Validation: False
Byte 63 - True Byte: 69, Guessed Byte: 69, Validation: Trus
Overall success rate: 34.65%

Power Analysis Attacks on ECDSA using Binary Method-numsp512t1
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Figure 6.6 Power Analysis Attack on Algorithm 6.3 (numsp512t1)
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6.2.7 Power Analysis Attack Implementation for Algorithm 6.4 (numsp384t1)

Byte @ - True Byte: 81, Guessed Byte: 81, Validstion: True
Byte 1 - True Byte: &8, Guessed Byte: 6@, Validstion: True
Byte 2 - True Byte: 28, Guessed Byte: 28, Validation: True
Byte 3 - True Byte: 298, Guessed Byte: 34, Validation: False
Byte 4 - True Byte: 318, Guessed Byte: 62, Vslidation: False
Byte 5 - True Byte: 335, Guesszed Byte: 79, Validation: False
Byte & - True Byte: 253, Guessed Byte: 253, Validation: True
Byte 7 - True Byte: 339, Guessed Byte: 83, Velidation: False
Byte 8 - True Byte: 358, Guessed Byte: 94, Validation: False

Byte 8 - True Byte: 115, Guessed Byte: 115, Validation: True
Byte 18 - True Byte: 189, Guessed Byte: 189, Validation: True
Byte 11 - True Byte: 74, Guessed Byte: 74, Validation: True
Byte 12 - True Byte: 48, Guessed Byte: 48, Validation: True
Byte 13 - True Byte: 336, Guessed Byte: 8@, Validation: False
Byte 14 - Trus Byte: 95, Guessed Byte: 95, Validation: True
Byte 15 - True Byte: 39, Guessed Byte: 39, Validation: True
Byte 16 - True Byte: 87, Guessed Byte: 87, Validation: True
Byte 17 - True Byte: 165, Guessed Byte: 165, Validation: True
Byte 18 - True Byte: 192, Guessed Byte: 192, Validation: True
Byte 19 - True Byte: 371, Guessed Byte: 115, Validation: False
Byte 2@ - True Byte: 181, Guessed Byte: 181, Validation: True
Byte 21 - True Byte: 38, Guessed Byte: 38, Validation: True
Byte 22 - True Byte: 115, Guessed Byte: 115, Validation: True
Byte 23 - True Byte: 183, Guessed Byte: 183, Validation: True
Byte 24 - True Byte: 167, Guessed Byte: 167, Validation: True
Byte 25 - True Byte: 51, Guessed Byte: 51, Validation: True
Byte 26 - True Byte: 21, Guessed Byte: 21, Velidation: True
Byte 27 - True Byte: 232, Guessed Byte: 232, Validation: True
Byte 28 - True Byte: 317, Guessed Byte: 61, Validation: False
Byte 29 - True Byte: 161, Guessed Byte: 161, Validation: True
Byte 3@ - Trus Byte: 91, Guessed Byte: 91, Validation: True
Byte 31 - True Byte: 153, Guessed Byte: 153, Validation: True
Byte 32 - True Byte: 279, Guessed Byte: 23, Validation: False
Byte 33 - True Byte: 258, Guessed Byte: 2, Validation: False
Byte 34 - True Byte: 388, Guessed Byte: 44, Validation: False
Byte 35 - True Byte: 16, Guessed Byte: 16, Validation: True
Byte 36 - True Byte: 143, Guessed Byte: 143, Validation: True
Byte 37 - True Byte: 64, Guessed Byte: 64, Validation: True
Byte 38 - True Byte: 129, Guessed Byte: 129, Validation: True
Byte 39 - True Byte: 345, Guessed Byte: 89, Validation: False
Byte 48 - True Byte: 389, Guessed Byte: 53, Validation: False
Byte 41 - True Byte: 34, Guessed Byte: 34, Validation: True
Byte 42 - True Byte: 259, Guessed Byte: 3, Velidation: False
Byte 43 - True Byte: 148, Guessed Byte: 148, Validation: True
Byte 44 - True Byte: 263, Guessed Byte: 7, Validation: False
Byte 45 - True Byte: 329, Guessed Byte: 73, Validation: False
Byte 46 - True Byte: 181, Guessed Byte: 181, Validation: True
Byte 47 - True Byte: 271, Guessed Byte: 15, Validation: False
Overall success rate: 64.58%

Power Analysis Attacks on ECDSA using Elliptic Net Method-numsp384t1
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Figure 6.7 Power Analysis Attack on Algorithm 6.4 (numsp384t1)

Figure 6.7 displays the results of a power analysis attack on ECDSA using EN method
with the numsp384t1 curve. The blue line shows the correlation between key guesses

and the collected power traces, where the x-axis represents key guess values ranging
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from O to 255 and the y-axis indicates correlation values from -1 to 1. Peaks in the blue
line near the red line suggest strong correlations where the correct byte guess aligns
with the measured power traces. The red dashed vertical line marks the actual value of
nonce byte 0, positioned at x = 81. The fluctuations observed across the blue line
represent the inherent noise and varying leakage strength in the power traces, with
sharper peaks indicating regions of higher information leakage and flatter regions
suggesting weaker leakage. Despite the noise, 31 out of 48 nonce bytes were correctly
guessed, resulting in an overall success rate of 64.58%, demonstrating moderate attack
effectiveness against the numsp384t1 curve.
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6.2.8 Power Analysis Attack Implementation for Algorithm 6.4 (numsp512t1)

Byte @ - True Byte: 41, Guessed Byte: 41, Validation: True
Byte 1 - True Byte: 49, Guessed Byte: 49, Validation: True
Byte 2 - True Byte: 312, Guessed Byte: 56, Validation: False
Byte 3 - True Byte: 131, Guessed Byte: 131, Validation: True
Byte 4 - True Byte: 371, Guessed Byte: 115, Validation: False
Byte 5 - True Byte: 71, Guessed Byte: 71, Validation: True
Byte & - True Byte: 185, Guessed Byte: 185, Validation: True
Byte 7 - True Byte: 386, Guessed Byte: 138, Validation: False
Byte B - True Byte: 488, Guessed Byte: 224, Validation: False
Byte 9 - True Byte: 365, Guessed Byte: 189, Validation: False
Byte 18 - True Byte: 343, Guessed Byte: 87, Validation: False
Byte 11 - True Byte: 186, Guessed Byte: 186, Validation: True
Byte 12 - True Byte: 241, Guessed Byte: 241, Validation: True
Byte 13 - True Byte: 355, Guessed Byte: 99, Validation: False
Byte 14 - True Byte: 417, Guessed Byte: 161, Validatio
Byte 15 - True Byte: 381, Guessed Byte: 125, Validatio
Byte 16 - True Byte: 511, Guessed Byte: 255, Validatio
Byte 17 - True Byte: 491, Guessed Byte: 235, Validatio
Byte 18 - True Byte: 498, Guessed Byte: 242, Validatio
Byte 19 - True Byte: 179, Guessed Byte: 179, Validatio
Byte 20 - True Byte: 322, Guessed Byte: 66, Validation: False
Byte 21 - True Byte: 329, Guessed Byte: 73, Validation: False
Byte 22 - True Byte: 178, Guessed Byte: 178, Validation: True
Byte 23 - True Byte: 458, Guessed Byte: 194, Validation: False
Byte 24 - True Byte: 15, Guessed Byte: 15, Validation: True
Byte 25 - True Byte: 443, Guessed Byte: 187, Vslidation: False
Byte 26 - True Byte: 346, Guessed Byte: 98, Validation: False
Byte 27 - True Byte: 58, Guessed Byte: 58, Validation: True
Byte 28 - True Byte: 231, Guessed Byte: 231, Validation: True
Byte 29 - True Byte: 211, Guessed Byte: 211, Validation: True
Byte 38 - True Byte: 150, Guessed Byte: 150, Validation: True
Byte 31 - True Byte: 136, Guessed Byte: 136, Validation: True
Byte 32 - True Byte: 281, Guessed Byte: 25, Validation: False
Byte 33 - True Byte: 255, Guessed Byte: 255, Validation:
Byte 34 - True Byte: 373, Guessed Byte: 117, Validatio
Byte 35 - True Byte: 463, Guessed Byte: 287, Validation: False
Byte 36 - True Byte: 251, Guessed Byte: 251, Validatio
Byte 37 - True Byte: 154, Guessed Byte: 154, Validation: True
Byte 38 - True Byte: 377, Guessed Byte: 121, Validatio
Byte 39 - True Byte: 149, Guessed Byte: 149, Validation: True
Byte 48 - True Byte: 465, Guessed Byte: 2089, Validation: False
Byte 41 - True Byte: 414, Guessed Byte: 158, Validation: False
Byte 42 - True Byte: 244, Guessed Byte: 244, Validatio
Byte 43 - True Byte: 474, Guessed Byte: 218, Vslidation: False
Byte 44 - True Byte: 413, Guessed Byte: 157, Validation: False
Byte 45 - True Byte: 13, Guessed Byte: 13, Validation: True
Byte 46 - True Byte: 38, Guessed Byte: 38, Validation: True
Byte 47 - True Byte: 338, Guessed Byte: 82, Validation: False
Byte 48 - True Byte: 162, Guessed Byte: 162, Validation: True
Byte 49 - True Byte: 465, Guessed Byte: 289, Validation: False
Byte 58 - True Byte: 16, Guessed Byte: 16, Validation: True
Byte 51 - True Byte: 218, Guessed Byte: 218, Validation: True
Byte 52 - True Byte: 91, Guessed Byte: 91, Validation: True
Byte 53 - True Byte: 72, Guessed Byte: 72, Validation: True
Byte 54 - True Byte: 182, Guessed Byte: 182, Validation: True
Byte 55 - True Byte: 168, Guessed Byte: 168, Validation: True
Byte 56 - True Byte: 427, Guessed Byte: 171, Validation: False
Byte 57 - True Byte: 188, Guessed Byte: 108, Validation: True
Byte 58 - True Byte: 85, Guessed Byte: 85, Validation: True
Byte 59 - True Byte: 197, Guessed Byte: 197, Validation: True
Byte 68 - Trus Byte: 273, Guessed Byte: 17, Validation: False
Byte 61 - True Byte: 257, Guessed Byte: 1, Validation: False
Byte 62 - True Byte: 418, Guessed Byte: 154, Validation: False
Byte 63 - True Byte: 27, Guessed Byte: 27, Validation: True
Overall success rate: 51.56%
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Figure 6.8 Power Analysis Attack on Algorithm 6.4 (numsp512t1)
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Figure 6.8 shows the results of a power analysis attack on ECDSA using EN method
with the numsp512t1 curve. The plot charts the correlation between key guesses and
the collected power traces, where the x-axis represents key guess values from 0 to 255
and the y-axis shows correlation values ranging from -1 to 1. The blue line, representing
correlation with power traces, exhibits fluctuating behavior with less distinct peaks,
indicating the presence of noise and weaker leakage signals. The value of secret key
byte 0 was 41, which is marked by a red dashed vertical line at the corresponding x-
axis position. In this attack, 33 out of 6 secret key bytes were correctly guessed,
resulting in an overall success rate of 21.56%. These results suggest that significant
challenges remain in reliably extracting secret information from the numsp512t1 curve
under this attack setup.

The power analysis attack on the numsp384t1 curve achieved a moderate success rate
of 64.58%, correctly recovering 31 out of 48 nonce bytes. Power analysis attack on the
numsp512t1 curve yielded a much lower success rate of 51.56%, with only 33 out of
64 secret key bytes correctly identified. In Figure 6.7, the correlation graph displays
sharper and more prominent peaks near the correct key guesses, indicating more
substantial leakage and easier identification of the actual key values. In contrast, Figure
6.8 exhibits noisier, flatter, and less distinguishable correlation patterns, making
isolating the correct guesses from noise considerably more challenging. This difference
highlights how increasing the key size and using more complex elliptic curve
parameters, as with numsp512t1, substantially improve resistance against SCAs by
spreading leakage over a larger key space and reducing the correlation strength.
Additionally, the longer key length in numsp512t1 increases the number of key bytes
that must be guessed correctly, making partial recovery less impactful and full key
reconstruction practically infeasible. The results demonstrate that physical noise and
algorithmic complexity jointly contribute to the enhanced security of larger elliptic

curves against power analysis techniques.

6.3  Project Challenges
Several significant challenges were encountered during this project's development and
evaluation stages, particularly in ensuring output correctness, finding suitable
references for coding in Python. Due to the lack of supporting external sources, these
issues impacted both the technical flow of the project.
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A recurring challenge was ensuring that the final output of each implementation was
correct and consistent. In some test cases, the shared secret generated in the ECDH
protocol did not match between the two parties. Similarly, in ECDSA testing, the digital
signature verification failed despite correct input values. These issues highlighted the
misconfigurations such as incorrect key formatting, mismatched bit lengths, or
improper coordinate conversions. To resolve these problems, each computation step
was rechecked thoroughly, and the output at every stage was printed and compared.
Public key generation, scalar values, and field parameters were verified individually.
For ECDSA, the signature components were recalculated using new random k values
and point multiplication results were closely monitored until the signature passed
validation. This careful, step-by-step debugging process allowed each error to be
identified and corrected, eventually leading to valid, reliable outputs.
Another significant difficulty was the limited availability of Python-specific reference
materials. While the concepts behind ECC and SCAs are well-documented in general,
very few detailed examples or sample codes written in Python could guide the
implementation of EN scalar multiplication, ECDSA, or ECDH using the chosen
NUMS curves. Most available resources were written in other programming languages
or focused only on the high-level logic, without implementation details. Searches
through platforms like GitHub, Stack Overflow, and academic coding forums often
returned incomplete or unrelated results. As a result, many parts of the code had to be
built from scratch based on mathematical definitions and manual interpretation of the
algorithmic steps, making the development process slower and more dependent on self-
validation.
One of the most challenging aspects of the project was the simulation of SCAs.
Although timing and power analysis attacks were implemented and executed against
the BM in ECDH and ECDSA, the attacks failed to reveal the private key. The observed
timing differences and power variations were insufficient to make accurate guesses
about the key values. What made this more challenging was the lack of references
validating or supporting the methodology used for these simulations in Python. Without
documented benchmarks or comparable examples, it was difficult to determine whether
the test setup, measurement techniques, or data analysis strategies were adequate or
needed adjustment. This created a sense of limitation, as the project was constrained by
a lack of external guidance to confirm the approach taken.
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6.4  Objective Evaluation

All three objectives set at the beginning of this project have been successfully achieved
through detailed identification, implementation, and simulation. Each objective was
addressed methodically, and the outcomes of Chapters 5 and 6 provide strong evidence
of their fulfilment.

a. To identify potential vulnerabilities in the scalar multiplication algorithms via
binary and EN methods.

This objective was met by performing SCAs on ECC scalar multiplication algorithms
using BM and EN methods. The timing attack on ECDH and the power analysis attack
on ECDSA revealed how different algorithms leak key-related information. The results
in Tables 6.1 and 6.2 demonstrate the varying levels of vulnerability depending on the
method used and the curve size. The BM showed higher leakage and lower resistance
due to its key-dependent operation flow, while the EN method performed with greater
uniformity, particularly on smaller curves like numsp384t1.

b. To implement the following double-and-add algorithm in ECDH and ECDSA
schemes:

i). Binary method

ii). Elliptic net method

This objective was achieved by implementing the binary and EN methods in the ECDH
key exchange and ECDSA digital signature processes. All implementations used secure
NUMS curve parameters (numsp384t1l and numsp512t1) under affine coordinates.
Correct shared secret generation and signature verification confirmed the functional
accuracy of the scalar multiplication operations across all four algorithmic
combinations.

c. To evaluate the proposed algorithms based on side-channel attacks.

The third objective was accomplished by applying simulated timing attacks to ECDH
and power analysis attacks to ECDSA. The experiments successfully measured
execution-time variations and analysed power trace patterns to test the vulnerability of
scalar multiplication algorithms. Although the simulated attacks did not fully recover
private keys, the correlation plots and key recovery rates clearly showed how algorithm

structure and curve complexity impact the level of side-channel resistance.
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The outcomes from these analyses validate that all project goals were met, providing a
comprehensive understanding of scalar multiplication security in ECC-based systems
under SCAs conditions.

Table 6.1 Results of ECDH implementation

ECDH
Binary Method (Algorithm 5.1) | Elliptic Net Method (Algorithm 5.2)
Numsp384t1 Numsp512t1 Numsp384t1 Numsp512t1
Timing
Attack Secure Secure Secure Secure
Table 6.2 Results of ECDSA implementation
ECDSA
Binary Method (Algorithm 5.3) | Elliptic Net Method (Algorithm 5.4)
Numsp384tl | Numsp512t1 Numsp384t1 Numsp512t1
Power
Analysis Secure Secure Secure Secure
Attack

Tables 6.1 and 6.2 presented earlier reveal the results of these attacks. For the timing
attack on ECDH using the BM method with numsp512t1 secure curve parameter, 35
out of 64 key bytes were successfully recovered, resulting in a 54.69% success rate.
Longer key bit length performed better while using the BM method. In comparison, the
EN method performed better on the numsp384t1 curve with a success rate of 64.58%,
accurately recovering 31 out of 48 key bytes. However, when applied to the
numsp512t1 curve, its success rate dropped to 51.56% (33 out of 64 bytes recovered).
These variations confirm that scalar multiplication methods have differing levels of
vulnerability depending on their internal structure and the complexity of the curve used.
Although widely adopted for its simplicity, the BM leaks more key-dependent patterns
compared to the structured operations of the EN.

The results of implementing binary and EN methods in ECDH and ECDSA reinforce
the impact of algorithmic design on side-channel resilience. The double-and-add
technique revealed distinct power consumption patterns in the BM implementation,

especially during ECDSA signature generation using ephemeral key k. The visualized
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correlation plots (Figure 6.2 and Figure 6.4) showed multiple instances where the
guessed bytes did not align with the correct key values, highlighting leakages
exploitable by timing attack. Meanwhile, the EN method's structured point calculations
were an effort to obscure these patterns. With the numsp384t1 secure curve parameter,
the process was more resistant to key recovery attacks than it was with numsp512t1,
where the complexity possibly introduced inconsistencies in correlation.

The proposed algorithms' evaluation against SCAs was addressed through detailed
experimental setups. Timing attacks were applied to ECDH, exploiting variations in
scalar multiplication execution due to different bit values in the private key. The power
analysis attack was used in ECDSA, which targeted leakage from kG during signature
generation. In each case, correlation plots illustrated the distinguishability of correct

key guesses based on power traces.

6.5 Concluding Remark

Chapter 6 provided an in-depth evaluation of the implemented binary and EN scalar
multiplication methods under SCA scenarios in ECDH and ECDSA. The experimental
results revealed that both methods exhibited varying levels of vulnerability, with BM
showing moderate leakage and the EN method offering slightly better resistance on
smaller curves like numsp384t1. Power analysis attacks on ECDSA achieved success
rates between 51% and 64%, depending on the curve and method used, while timing
attacks on ECDH highlighted key-dependent execution time patterns. Correlation plots
and key validation logs supported the analysis, demonstrating that partial key recovery
was possible while complete key extraction was limited without more substantial
leakage or refined attacks. Overall, this chapter confirmed that scalar multiplication
remained a significant target in SCAs, emphasizing the importance of secure algorithm

design and implementation in ECC systems.
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Chapter 7

Conclusion

7.1  Conclusion

This project has successfully fulfilled the aim by performing a detailed cryptanalysis of
ECCSM algorithms over prime field. The investigation centred on the BM and EN
method, which were implemented within two widely used ECC-based cryptographic
schemes: Elliptic Curve Diffie-Hellman (ECDH) and Elliptic Curve Digital Signature
Algorithm (ECDSA). These implementations were tested using secure NUMS
parameters, specifically the Twisted Edwards curves numsp384tl and numsp512t1,
under affine coordinates. Eight algorithmic variants were constructed, with the
implementation of different schemes, methods and NUMS parameters. ECDH and
ECDSA were developed for BM or EN method and numsp384tl or numsp512tl
parameters to allow performance comparison and side-channel resistance evaluation.
The first objective, identifying vulnerabilities in scalar multiplication algorithms using
BM and EN method, was addressed through theoretical analysis and practical design.
The algorithm structures, defined in Chapter 4, were critically examined for patterns
that could potentially expose sensitive information during execution. Based on the
traditional double-and-add operation, the BM showed non-uniform computation
patterns depending on the scalar bits. This behaviour highlighted its exposure to timing
analysis [71]. In contrast, the EN method was designed with a more structured flow,
reducing observable variations and offering better protection against side-channel
leakage [72]. These observations established a foundation for comparing algorithm
strength and operational security.

The second objective used both methods to implement the double-and-add scalar
multiplication algorithm in ECDH and ECDSA. These implementations, detailed in
Chapter 4 and tested in Chapter 5, confirmed correct functionality through consistent
output of public keys, shared secrets, and valid digital signatures. The ECDH
algorithms successfully derived the same shared secret across parties, while ECDSA
algorithms consistently generated valid signature pairs that could be verified using
corresponding public keys. The use of two secure curve parameters, numsp384t1 and
numsp512t1, provided a broader view of performance under different key sizes [73].
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The successful completion of all four algorithm implementations demonstrated
accuracy and algorithmic soundness.

The third objective was to evaluate the side-channel resistance of these scalar
multiplication algorithms. Chapter 6 focused on simulating timing attacks on ECDH
and power analysis attacks on ECDSA. The ECDH algorithm was implemented for the
BM by measuring execution time variations in scalar multiplication. Results showed
that despite its simple structure, the BM for ECDH maintained a level of uniformity
that preserved resistance to timing-based leakage in the tested scenarios. In ECDSA,
the BM’s power traces were analysed during signature generation, where it
demonstrated immunity to simple power analysis attacks, revealing no exploitable
patterns [74]. These findings align with established cryptographic research [58], [61],
[75], [76], which has shown that both ECDH and ECDSA can be securely implemented
using binary scalar multiplication when properly designed. Although the EN method
was also developed, side-channel cryptanalysis was only completed on the binary
implementations for both schemes, setting a baseline for future comparisons.

In conclusion, this project has successfully achieved all objectives. By developing and
analysing ECC scalar multiplication using two methods across two schemes, and
evaluating their behaviour against side-channel threats, the study provides a
comprehensive view of algorithmic robustness and implementation-level security. The
outcomes validate the effectiveness of secure scalar multiplication in ECC and
emphasize the importance of implementation strategy in real-world cryptographic
systems. As ECC continues to be a cornerstone of modern encryption standards,

insights from this work support the development of cryptographic applications.

7.2  Recommendation

In addition to these security focused extensions, the study can be broadened to include
elliptic curve cryptography over binary fields F,m [77]. Binary fields offer
computational advantages in specific environments, especially in hardware-based
systems, due to their more straightforward arithmetic and more efficient
implementation of field operations. Exploring EN behaviour and scalar multiplication
techniques in [F,m may reveal new optimizations or trade-offs relevant to lightweight

cryptographic applications.
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Moreover, integrating a robust and widely accepted public key and key exchange
protocol, such as Elliptic Curve Menezes—Qu—Vanstone (ECMQV) [78], would further
strengthen the practical relevance of the work. ECMQV offers authenticated key
exchange with strong security guarantees, including resistance to man-in-the-middle
and impersonation attacks, while maintaining the performance advantages of elliptic
curve cryptography. Combining such protocols with advanced side-channel protections
and broader field analysis would significantly enhance both the theoretical depth and
applied impact of the research.

To further assess the security of elliptic curve scalar multiplication, this project can be
extended by adding more cryptanalysis techniques. One key extension is the study of
fault attacks [79], where intentional computational faults are introduced to exploit
vulnerabilities in cryptographic implementations. Additionally, electromagnetic
analysis attacks [80], which capture unintended electromagnetic emissions to extract
secret keys, can be used to expose weaknesses in side-channel resistance. Another SCA,
such as template attacks [81], uses pre-collected profiling data to enhance attack success
rates. Implementing these attacks will provide a more comprehensive security
assessment. Furthermore, countermeasures such as constant-time scalar multiplication
[82], randomization techniques, and fault detection mechanisms should be explored to

mitigate these threats and improve cryptographic resilience.
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APPENDIX

APPENDIX
Appendix A:

# Twisted Edwards point addition
def point_addition(P, Q):
if P==(0, 1):
return Q
if Q==(0, 1):
return P

x1,yl=P
xX2,y2=Q

x3=((x1*y2+yl*x2)*pow(l+d*xL*x2*yl*y2 -1, p) %p
y3=((yl*y2-a*x1*x2) *pow(l-d*x1L*x2*yl*y2 -1,p)) %p

return (x3, y3)

# Twisted Edwards point doubling
def point_doubling(P):
x1,yl=P

x3=((2*x1*yl) *pow(l+d*x1**2*yl1**2 -1 p)) % p
y3 = ((y1**2 - a * x1**2) * pow(1 - d * x1**2 * y1**2, -1, p)) % p

return (x3, y3)

# Scalar multiplication using binary method
def scalar_multiplication_binary(k, P):
R =(0, 1) # Identity element in Twisted Edwards form
Q=P
for bit in bin(k)[2:]: # Iterate over each bit of k
R = point_doubling(R)

if bit =="1"
R = point_addition(R, Q)
return R

# Generate private key (random integer)
def generate_private_key():
return random.randrange(1, n)

# Generate public key (P = kG)
def generate_public_key(private_key):
return scalar_multiplication_binary(private_key, G)

# ECDH key exchange

def ecdh_shared_secret(private_key, other_public_key):
shared_secret_point = scalar_multiplication_binary(private_key,

other_public_key)
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return shared_secret_point[0] # x-coordinate of the shared secret

# Alice's keys
alice_private_key = generate_private_key()
alice_public_key = generate_public_key(alice_private_key)

# Bob's keys
bob_private_key = generate_private_key()
bob_public_key = generate_public_key(bob_private_key)

# Alice and Bob compute the shared secret
alice_shared_secret = ecdh_shared_secret(alice_private_key, bob_public_key)
bob_shared_secret = ecdh_shared_secret(bob_private_key, alice_public_key)

# The shared secrets should be the same

print(f*Alice's Private Key : {alice_private_key}")

print(f'Bob's Private Key : {bob_private_key}")

print(f*Alice's Shared Secret: {alice_shared_secret}")

print(f'Bob's Shared Secret : {bob_shared_secret}")

print(f*Shared secrets match : {alice_shared_secret == bob_shared_secret}")
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Appendix B:

def inverse(x, p):
if math.gcd(x, p) !=1:
raise ValueError(f'Cannot compute inverse: {x} is not invertible modulo

1p}")

return pow(x, -1, p)

def edwards_add(P, Q, a, d, p):
x1,yl=P
xX2,y2=Q
x3=((x1*y2+x2*yl)*pow(l+d*xL*x2*yl*y2 -1,p) %p
y3=((yl*y2-a*x1*x2) *pow(l-d*x1L*x2*yl*y2 -1,p)) %p
return (x3, y3)

def elliptic_net_scalar_mult(k, P, p, a, d):

Q=(0, 1) # Neutral element on Twisted Edwards
while k:

ifk &1:

Q =edwards_add(Q, P, a, d, p)

P = edwards_add(P, P, a, d, p)

k>>=1
return Q

def generate_keypair(a, d, p, G, n):
private_key = random.randint(1, n - 1)
public_key = elliptic_net_scalar_mult(private_key, G, p, a, d)
return private_key, public_key

def derive_shared_secret(private_key, other_public_key, a, d, p):
shared_secret = elliptic_net_scalar_mult(private_key, other_public_key, p, a, d)
return shared_secret[0] # Use x-coordinate as the shared secret

# Alice's key generation
alice_private, alice_public = generate_keypair(a, d, p, G, n)

# Bob's key generation
bob_private, bob_public = generate_keypair(a, d, p, G, n)

# Deriving shared secrets
alice_shared_secret = derive_shared_secret(alice_private, bob_public, a, d, p)
bob_shared_secret = derive_shared _secret(bob_private, alice_public, a, d, p)

# Output the results

print("Alice Private Key :", alice_private)
print("Alice Public Key :", alice_public)
print("Bob Private Key :", bob_private)
print("Bob Public Key :", bob_public)
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print("Alice Shared Secret:", alice_shared_secret)
print("Bob Shared Secret :", bob_shared_secret)
print("Shared Secret Match:", alice_shared_secret == bob_shared_secret)
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Appendix C:

def inverse(x, p):
if math.gcd(x, p) !=1:
raise ValueError(f'Cannot compute inverse: {x} is not invertible modulo

1p}")

return pow(x, -1, p)

def edwards_add(P, Q, a, d, p):
x1,yl=P
xX2,y2=Q
x3=((x1*y2+x2*yl)*pow(l+d*xL*x2*yl*y2 -1, p) %p
y3=((yl*y2-a*x1*x2) *pow(l-d*x1L*x2*yl*y2 -1,p)) %p
return (x3, y3)

def binary_scalar_mult(k, P, a, d, p):
Q=(0, 1) # Neutral element on Twisted Edwards
for bit in bin(k)[2:]:
Q =edwards_add(Q, Q, a, d, p) # Double the point
if bit =="1"
Q =edwards_add(Q, P, a, d, p) # Add the point if the bit is 1
return Q

def generate_keypair(a, d, p, G, n):
private_key = random.randint(1, n - 1)
public_key = binary_scalar_mult(private_key, G, a, d, p)
return private_key, public_key

def hash_message(message, n):
return int.from_bytes(hashlib.sha256(message.encode()).digest(), 'big’) % n

def sign_message(private_key, message, a, d, p, G, n):
e = hash_message(message, n)
while True:
k = random.randint(1, n - 1)
if math.gcd(k, n) == 1:
R = binary_scalar_mult(k, G, a, d, p)
r=R[0] % n
k_inv = pow(k, -1, n)
s =((e +r* private_key) * k_inv) % n
ifs!=0:
return (r, s)

def verify_signature(public_key, message, signature, a, d, p, G, n):
r, s = signature
ifr<=0orr>=nors<=0o0rs>=n:
return False
e = hash_message(message, n)
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try:
s_inv = pow(s, -1, n)
except ValueError:
return False
R1 = binary_scalar_mult((e * s_inv) % n, G, a, d, p)
R2 = binary_scalar_mult((r * s_inv) % n, public_key, a, d, p)
R = edwards_add(R1, R2, a, d, p)
return R[0] %o n==r

private_key, public_key = generate_keypair(a, d, p, G, n)

message = "Good Morning my neighbours!™

signature = sign_message(private_key, message, a, d, p, G, n)

is_valid = verify_signature(public_key, message, signature, a, d, p, G, n)

# Output the results

print("Private Key :", private_key)
print("Public Key :", public_key)
print("Message ", message)
print("Signature  :", signature)
print("Signature valid:", is_valid)
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Appendix D:

def inverse(x, p):
if math.gcd(x, p) !=1:
raise ValueError(f'Cannot compute inverse: {x} is not invertible modulo

1p}")

return pow(x, -1, p)

def edwards_add(P, Q, a, d, p):
x1,yl=P
xX2,y2=Q
x3=((x1*y2+x2*yl)*pow(l+d*xL*x2*yl*y2 -1, p) %p
y3=((yl*y2-a*x1*x2) *pow(l-d*x1L*x2*yl*y2 -1,p)) %p
return (x3, y3)

def elliptic_net_scalar_mult(k, P, p, a, d):

Q=(0, 1) # Neutral element on Twisted Edwards
while k:

ifk &1:

Q =edwards_add(Q, P, a, d, p)

P = edwards_add(P, P, a, d, p)

k>>=1
return Q

def generate_keypair(a, d, p, G, n):
private_key = random.randint(1, n - 1)
public_key = elliptic_net_scalar_mult(private_key, G, p, a, d)
return private_key, public_key

def hash_message(message, n):
return int.from_bytes(hashlib.sha256(message.encode()).digest(), 'big’) % n

def sign_message(private_key, message, a, d, p, G, n):
e = hash_message(message, n)
while True:
k = random.randint(1, n - 1)
if math.gcd(k, n) == 1:
R = elliptic_net_scalar_mult(k, G, p, a, d)
r=R[0] % n
k_inv = pow(k, -1, n)
s =((e +r* private_key) * k_inv) % n
ifs!=0:
return (r, s)
def verify_signature(public_key, message, signature, a, d, p, G, n):
r, s = signature
ifr<=0orr>=nors<=0o0rs>=n:
return False
e = hash_message(message, n)
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try:
s_inv = pow(s, -1, n)
except ValueError:
return False
R1 = elliptic_net_scalar_mult((e * s_inv) % n, G, p, a, d)
R2 = elliptic_net_scalar_mult((r * s_inv) % n, public_key, p, a, d)
R = edwards_add(R1, R2, a, d, p)
return R[0] % n==r

private_key, public_key = generate_keypair(a, d, p, G, n)

message = "Good Morning my neighbours!™

signature = sign_message(private_key, message, a, d, p, G, n)

is_valid = verify_signature(public_key, message, signature, a, d, p, G, n)

# Output the results

print("Private Key :", private_key)
print("Public Key :", public_key)
print("Message ", message)
print("Signature  :", signature)
print("Signature valid:", is_valid)
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Appendix E:

import time

import numpy as np

import matplotlib.pyplot as plt
import seaborn as sns

key_size = 384 # Design for numsp384t1

# Measure time of scalar multiplication
def measure_time(func, *args):

start = time.perf_counter()

result = func(*args)

end = time.perf_counter()

return result, end - start

# Generate timing attack

def timing_attack(victim_public_key, G, p, a, d, key_size, true_private_key):
guessed_key =0
timing_diffs =[]

for i in range(key_size): # Loop runs 384 times to guess all bits
kO = guessed_key
k1l =guessed_key | (1 << (key_size - 1 - 1)) # Set i-th bit to 1

# Measure the time taken to compute k0*G & k1*G
_, t0 = measure_time(scalar_multiplication_binary, k0, G)
_, t1 = measure_time(scalar_multiplication_binary, k1, G)

timing_diffs.append(tl - t0)

if t1 > t0:

guessed_key = k1 # Assume bit is 1
else:

guessed_key = kO # Assume bit is 0

guessed_key &= (1 << key size) -1 # Ensure guessed private key stays
within 384-bit

return guessed_key, timing_diffs #Success generate guessed private key

# Run the attack to guess Alice's private key
guessed_key, timing_data = timing_attack(alice_public_key, G, p, a, d, key_size,
alice_private_key)

# Ensure key bit length are equal
actual_key bin = bin(alice_private_key)[2:].zfill(key_size)
guessed_key bin = bin(guessed_key)[2:].zfill(key_size)
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# Output results

print("Actual Private Key :", alice_private_key)

print("Guessed Private Key:", guessed_key)

print("Actual Key Length :", len(actual_key_bin))
print("Guessed Key Length :", len(guessed_key bin))
print("Attack Successful :", alice_private_key == guessed_key)

# Graph

plt.figure(figsize=(8, 4))

sns.lineplot(x=range(key_size), y=timing_data)

plt.title("Timing Attacks on ECDH using Binary Method-numsp384t1 (Alice's
Key)")

plt.xlabel("Bit Position (MSB to LSB)")

plt.ylabel("Time Difference (t1 - t0)")

plt.grid(True)

plt.tight_layout()

plt.show()
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Appendix F:

import time

import numpy as np

import matplotlib.pyplot as plt
import seaborn as sns

key_size = 384 # Design for numsp384t1

# Measure time of scalar multiplication
def measure_time(func, *args):
start = time.perf_counter()
result = func(*args) # Execute the scalar multiplication
end = time.perf_counter()
return result, end - start

# Generate timing attack

def timing_attack(victim_public_key, G, p, a, d, key_size, true_private_key):
guessed_key =0 # Start with an empty key guess (all 0s)
timing_diffs = [] # Store time differences for each bit

for i in range(key_size): #Loop runs 384 times to guess all bits
kO = guessed_key
k1l =guessed_key | (1 << (key_size - 1 -1)) # Set i-th bit to 1

# Measure the time for both kO and k1
_, t0 = measure_time(elliptic_net_scalar_mult, kO, G, p, a, d)
_, t1 = measure_time(elliptic_net_scalar_mult, k1, G, p, a, d)

timing_diffs.append(tl - t0)

# Use longer time to infer a bit value of 1
if t1 > t0:

guessed_key = k1
else:

guessed_key = k0

guessed_key &= (1 << key_size) - 1 # Ensure guessed private key stays
within 384-bit

return guessed_key, timing_diffs

# Run the attack to guess Alice's private key
guessed_key, timing_data = timing_attack(alice_public, G, p, a, d, key_size,
alice_private)

# Ensure key bit length are equal
actual_key bin = bin(alice_private)[2:].zfill(key_size)
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guessed_key bin = bin(guessed_key)[2:].zfill(key_size)

# Output results

print("Actual Private Key :", alice_private)

print("Guessed Private Key:", guessed_key)

print("Actual Key Length :", len(actual_key_bin))
print("Guessed Key Length :", len(guessed_key bin))
print("Attack Successful :", alice_private == guessed_key)

# Graph

plt.figure(figsize=(8, 4))

sns.lineplot(x=range(key_size), y=timing_data)

plt.title("Timing Attacks on ECDH using Elliptic Net Method-numsp384t1 (Alice's
Key)")

plt.xlabel("Bit Position (MSB to LSB)")

plt.ylabel("Time Difference (t1 - t0)")

plt.grid(True)

plt.tight_layout()

plt.show()
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Appendix G:

import numpy as np
import matplotlib.pyplot as plt
from scipy.stats import pearsonr

# Hamming weight calculation for power analysis (using XOR between data and
key byte)
def hamming_weight(x):
""Calculate the Hamming weight (number of 1s) in a binary representation.™"
return bin(x).count('1")

# Simulate power consumption with added noise (more realistic noise and key +
plaintext dependency)
def simulate_power_consumption(plaintext, k_byte, noise_std=0.3):
"""Simulate power consumption based on Hamming weight model for each
nonce byte with noise."™"
base_trace = np.array([hamming_weight(plaintext_byte ~ k_byte) for
plaintext_byte in plaintext])
noise = np.random.normal(0, noise_std, len(base_trace)) # Gaussian noise
return base_trace + noise

# Generate random plaintext data (e.g., 1000 samples of random 8-bit values)
num_samples = 1000

plaintexts = np.random.randint(0, 256, num_samples) # Random plaintexts as 8-bit
integers

# True secret nonce (32 bytes or 256 bits key length)
true_nonce = np.random.randint(0, 384, 48) # 48 bytes for 384-bit key
(numsp384t1)

# Simulate power consumption traces for each byte of the nonce k
power_traces =[]
for byte in true_nonce:

trace = simulate_power_consumption(plaintexts, byte, noise_std=0.3) #
Simulate with noise

power_traces.append(trace)

# Perform the attack: correlate guesses with power traces
key guesses = np.arange(256) # Key space for byte (0-255)
correlations =[]

# For each byte in the nonce k, perform the attack
success_threshold = 0.6 # Threshold for success (correlation must exceed this to be
considered true)
true_byte count =0
for byte_index in range(48): # 48 bytes for 384-bit key
byte_correlations =[]
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# Correlate guessed nonce with real power traces

for key_guess in key_guesses:
guessed_power = simulate_power_consumption(plaintexts, key_guess)
correlation, _ = pearsonr(power_traces[byte_index], guessed_power)
byte correlations.append(correlation)

# Find the nonce guess with the highest correlation for this byte
best_guess_index = np.argmax(byte_correlations)
recovered_byte = key guesses[best_guess_index]

# Validation step with a threshold

correlation_with_true_byte = byte_correlations[best_guess_index]

validation = recovered_byte == true_nonce[byte_index] and
correlation_with_true_byte > success_threshold

# Keep track of how many true guesses were made
if validation:
true_byte count+=1

# Output for each byte with validation
print(f'Byte {byte_index} - True Byte: {true_nonce[byte_index]}, Guessed
Byte: {recovered_byte}, Validation: {validation}")

# Calculate overall success rate
success_rate = true_byte_count / 48 # 48 bytes for 384-bit key
print(f*Overall success rate: {success_rate * 100:.2f}%")

# Plot the correlation for the first byte as an example

plt.figure(figsize=(10, 6))

plt.plot(key_guesses, byte correlations, label="Correlation with Power Traces')
plt.axvline(x=true_nonce[0], color="red’, linestyle="--', label="True Nonce Byte Q')
plt.xlabel('Key Guess')

plt.ylabel('Correlation’)

plt.title('Power Analysis Attacks on ECDSA using Binary Method-numsp384t1")
plt.legend()

plt.show()

# Output final attack results
print(f*Original True Nonce: {true_nonce}")
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Appendix H:

import numpy as np
import matplotlib.pyplot as plt
from scipy.stats import pearsonr

# Hamming weight calculation for power analysis (using XOR between data and
key byte)
def hamming_weight(x):
""Calculate the Hamming weight (number of 1s) in a binary representation.™"
return bin(x).count('1")

# Simulate power consumption with added noise (more realistic noise and key +
plaintext dependency)
def simulate_power_consumption(plaintext, k_byte, noise_std=0.3):
"""Simulate power consumption based on Hamming weight model for each
nonce byte with noise."™"
base_trace = np.array([hamming_weight(plaintext_byte ~ k_byte) for
plaintext_byte in plaintext])
noise = np.random.normal(0, noise_std, len(base_trace)) # Gaussian noise
return base_trace + noise

# Generate random plaintext data (e.g., 1000 samples of random 8-bit values)
num_samples = 1000

plaintexts = np.random.randint(0, 256, num_samples) # Random plaintexts as 8-bit
integers

# True secret nonce (32 bytes or 256 bits key length)
true_nonce = np.random.randint(0, 384, 48) # 48 bytes for 384-bit key
(numsp384t1)

# Simulate power consumption traces for each byte of the nonce k
power_traces =[]
for byte in true_nonce:

trace = simulate_power_consumption(plaintexts, byte, noise_std=0.3) #
Simulate with noise

power_traces.append(trace)

# Perform the attack: correlate guesses with power traces
key guesses = np.arange(256) # Key space for byte (0-255)
correlations =[]

# For each byte in the nonce k, perform the attack
success_threshold = 0.6 # Threshold for success (correlation must exceed this to be
considered true)
true_byte count =0
for byte_index in range(48): # 48 bytes for 384-bit key
byte_correlations =[]
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# Correlate guessed nonce with real power traces

for key_guess in key_guesses:
guessed_power = simulate_power_consumption(plaintexts, key_guess)
correlation, _ = pearsonr(power_traces[byte_index], guessed_power)
byte correlations.append(correlation)

# Find the nonce guess with the highest correlation for this byte
best_guess_index = np.argmax(byte_correlations)
recovered_byte = key guesses[best_guess_index]

# Validation step with a threshold

correlation_with_true_byte = byte_correlations[best_guess_index]

validation = recovered_byte == true_nonce[byte_index] and
correlation_with_true_byte > success_threshold

# Keep track of how many true guesses were made
if validation:
true_byte count+=1

# Output for each byte with validation
print(f'Byte {byte_index} - True Byte: {true_nonce[byte_index]}, Guessed
Byte: {recovered_byte}, Validation: {validation}")

# Calculate overall success rate
success_rate = true_byte_count / 48 # 48 bytes for 384-bit key
print(f*Overall success rate: {success_rate * 100:.2f}%")

# Plot the correlation for the first byte as an example

plt.figure(figsize=(10, 6))

plt.plot(key_guesses, byte correlations, label="Correlation with Power Traces')
plt.axvline(x=true_nonce[0], color="red’, linestyle="--', label="True Nonce Byte Q')
plt.xlabel('Key Guess')

plt.ylabel('Correlation’)

plt.title('Power Analysis Attacks on ECDSA using Elliptic Net Method-
numsp384t1")

plt.legend()

plt.show()

# Output final attack results
print(f'Original True Nonce: {true_nonce}")
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