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ABSTRACT

Scams are on the rise and constantly evolving. Threat actors have abused the rise of LLM to
ease the process of creating deception information for scams. Manually flagging scam
information is tedious and needs to be faster to counter the rapid growth of scam cases.
Therefore, this project proposes developing a "Sentinel,” a real-time scam detection system
leveraging a large language model (LLM) for enhanced analysis of scam audio and text
messages. The strategy is to build a mobile application that automatically captures the user's
text and audio input and then utilizes Google's Gemini LLM for content analysis which
maximizes the flexibility of the scam detector deal with new contents smoothly. After the
complete LLM analysis is ready, the application will alert the user regarding the content
analysis. The project considers the importance of the user's privacy by building an active
application where user content analysis will only be done upon request, ensuring that the user
has full control over when and how their data is analysed. The developed application would be
capable of being implemented in the majority of Android devices with minimized performance

hit on lower-end smartphones.

Area of Study: Cybersecurity, Artificial Intelligence

Keywords: Scam Detection, Large Language Models, Real-Time Analysis, Android
Application, Privacy-Preserving Al
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CHAPTER 1

Introduction

In 2022, the National Scam Response Centre (NSRC) Malaysia had received over fifteen-
thousand reports of scam cases which has caused RM 141 million losses from the victims ever
since the launch of NSRC entity in October 2022 [1]. In addition, the number of unique
phishing sites according to Anti-Phishing Working Group (APWG) has reported to be
1,624,144 sites at the first quarter of 2023 [2]. Based on these reports, it could not be ignored
the fact that phishing and scamming activities are on the rise globally. If we had chosen to
neglect this issue, then the individuals in the society will suffer major impact on their safety
and finance. If law enforcement or the government fails to tackle this issue, then the reputation

of the country will be greatly affected.

Nowadays, as our society is embracing ourselves into a fully digital world such as digital
economy, work and education, artificial intelligence (Al) and automation, smart infrastructure,
etc. where the amount of technology involved in our lives has greatly increased. This has
significantly ease everyone in completing their own task and has replaced simple repetitive

task with machines or systems that are able to do it faster and more efficiently than us humans.

Without a doubt, the rise of technology has greatly benefited the society, but this comes at a
cost. The rise of technology not only ease everyone in performing normal task, but also allowed
threat actors to utilize those technologies to further take their crimes to the next level. Threat
actors are able to utilize the current technology to reach out more people to become their victim.
Additionally, with the recent rise of the Large Language Model (LLM), the threat actors are

reported to be using the LLMs to perform malicious act such as influence operations [3].

When Internet has become more popular around the globe, it is concluded that this technology
was not only taking those traditional crimes such as property theft, information theft, etc. to
online but it has also introduced a series of dangerous crimes which includes but not limited to
hacking, botnets, bots to troll victims on the Internet [4]. Keep in mind that the rise of the
Internet has been evolutional for the entire human society during that era while during the time
of writing this report the rise of LLMs are currently happening. Therefore, the problem was

never “will the rise of LLM or Artificial Intelligence (Al) introduce a new series of dangerous
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crimes” but rather it has become a matter of time that such unfortunate event happens. One of
the examples that shows threat actors started to utilize LLM is an article written by Elgan who
has talked about a special version of AI module based on GPTJ, an open-source large language
model, called WormGPT [5] [6]. The WormGPT was a smart tool for the threat actors which
it was capable of producing content that would spread disinformation and possibly assist the

threat actors in producing phising emails, scamming or anything relevant [7].

On the other hand, over half of the global population, as the time of the report is written, now
owns a smartphone, which means over half of the global population has become a potential
target of cybercriminals [8]. In 2022, smartphones have been predicted to become a more
focused target for the cybercriminals due to the device have instant access to email, the internet,
and many other applications. Meanwhile it does not have any advance security measures such
as firewalls or third-party anti-virus application unlike our personal computers are equipped

with [9].

Hence, it has raised the idea of building a mobile application with AI chatbot to solve the rise
of scam cases rising. The implementation of the LLM chatbot in the application is used to
understand the context or conversation and detect disinformation that would harm the user or
scam the user. This project shows a potential solution in reducing the scam cases without
involving a tremendous amount of money in a long-term operation. One great feature that this
application could provide is the ability to learn and adapt to the latest scamming trend with the
least amount of human assistance possible while also being fast and responsive to use.
Therefore, due to its learning ability, this application could be built to be future-proof and the

accuracy of the application’s scam detection could only improve over time.

Bachelor of Information Technology (Honours) Communications and Networking
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CHAPTER 1

1.1 Problem Statement and Motivation

In order to counter cybercriminals scamming people or falling into their malicious act, the
people in the society must keep themselves updated with the latest information of the
cybercrimes currently occurring and targeting the society to alert themselves and find ways to
prevent falling victim of these malicious acts. However, we have to account for the information

to reach everyone before the cybercriminal reach them.

Hence, it will rely on the ability of the individuals to retrieve the latest preventive measures to
protect themselves from online threats. Additionally, the individuals will also need to
differentiate the false information spreading online and only listen to those information from
legit parties such as the official Avast anti-virus software social media account instead of
random users or false advertisement that includes misleading information online. According to
research from three MIT scholars, they have concluded that false news spreads more rapidly
on social network where they have tested on Twitter (known as X by the time of writing this
report) [10], which means it is very crucial that online users to develop skills to be able to

recognize false information on the Internet.

Unfortunately, not everyone has the time or the will to equip themselves with the latest
preventive measures to protect themselves against cybercriminals. As a result, they will face
the consequences of their lack of awareness of the current threats lurking online. Their
consequences could be ransomware, private information leaked, bank information stolen, etc.
Additionally, majority of the people in the society are emotional and some of them may be

easily influenced by their emotions to perform certain behaviors or actions.

Bachelor of Information Technology (Honours) Communications and Networking
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This characteristic is not necessary a negative feature of the human being as it is the primary
factor that led us to help each other out when crisis happens; however, one can abuse this
behavior to perform malicious actions that can cause massive impact to the victim. It can be
concluded to two primary factors that has caused the people in the society to fall victims to the

cybercriminals:

a. Lack of Vigilance
People in the society are busy with their lifestyle and daily chores. Their daily life
may be fully occupied with tasks and do not consider allocating time to equipped
themselves with the latest knowledge about the acts of cybercriminals and the
disinformation that is spreading online. This would result them believing false

information and fall into the malicious scheme of the cybercriminals.

b. Emotional Triggers
Humans are emotional creatures, which those emotions are able to affect how we
respond to the situation that we are currently facing [11]. Unlike machines, the
influence of our own emotions could lead to inconsistent behavior and reaction
when we encounter similar situation. For example, normally a person who
receives a one-time password (OTP) from their messaging application on his/her
smartphone, he/she will instantly be alerted and sense danger that another party is
attempting to steal their money. However, if the cybercriminal had called the
victim with a rushing tone and attempts to make the victim to believe he is an old
friend, then there exists a chance that the victim will give the OTP number to the
threat actor although normally he/she wouldn’t. If one person has been influenced
by another person which makes them be in a rushing and panicking mode, their
thoughts may not be rational enough to be aware that they are currently falling

into a malicious scheme.
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Motivation

The rise of Artificial Intelligence (Al) is currently happening, particularly the rise of Large
Language Model (LLM). Although it is capable of assisting the threat actors in their malicious
activities, we can also utilize LLM to counter their malicious schemes. The simplest threat that
can be spotted online is false information which can be separated into many categories such as
phishing emails, false advertising, misleading information, etc. Hence, with the help of LLM
that can understand paragraphs of words and human conversations, we could potentially utilize

this technology to spot and alert the user about the danger that they are currently facing.

As smartphones are a common device owned by the people in the society, we could build a
mobile application that is equipped with capability that allows it to ensure what the user
received or is currently viewing is safe to proceed. This idea would potentially reduce the
number of people becoming victims of scams and disinformation if majority of the people

utilized the application.

The design of the system can be made so that the LLM would learn from all of the user to spot
malicious activities that they are currently facing. This would allow it to quickly update its
knowledge about the trending malicious scheme that the cybercriminals are currently using.
This would solve the first problem statement proposed which is the lack of vigilance as now
the application would assist in alerting the users about potential dangers that they might have
overlooked. Additionally, the application is powered by an Al which has no emotion, and their

outputs are more consistent than humans.

It may be argued that the user could visit the web interface of the LLM that was provided by
the LLM companies such as chatgpt.com and gemini.google.com. However, on the
smartphone, when the user has encounter information that he/she is unclear and unsure, he/she
may proceed to directly search for the information on the Internet instead of checking with one
of the LLM. This would still have a chance that the user would encounter another false
information spreading online as the search engine it not designed for detecting any
disinformation but instead the primary purpose of the search engine for example Google’s
search engine is to explore the web regularly to find pages to add to their index. Additionally,

to have the users to separately and manually search for the information that they are

5

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 1

encountering would require the users to have some degree of suspicion of the content that they
are reading. This is because the users are just unsure of the content and does not have any
suspicion on the content, they may not want to deal with the hassle to load the web application
to verify the content. Therefore, the users are still facing the same problem that was proposed

previously, the lack of vigilance.

That being the case, this is one of the benefits of the application because if the mobile
application proposes a way that the users would only need to click one button and it will scan
the current mobile screen of the users then verifying the information in front of them, this
would no longer be a hassle for them and would instead encourage the users to constantly verify
the content that they are viewing. This would effectively solve both problem statement that was

proposed by this report which are “lack of vigilance” and “emotional triggers”.

Aside from that, the mobile application can make it so that it would only need one click of
button so that it would open the microphone to listen to the audio that the user desires to for
scanning the content purpose. This would also allow the user to listen to any other audio source
such as his/her personal computer which is playing the audio of a video from Facebook, a social

media platform.
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1.2

Research Objectives

1. To develop a privacy focused scam prevention and detection method to mitigate

scam on smartphones

The application developed will be built to mitigate scams on smartphones and also take
into consideration about the user’s privacy. The application will achieve “mitigating
scam on smartphones” by using LLM to analyze the input and alert the user. Then to
achieve “protecting user’s privacy” the application would only run upon user’s request

instead of running in the background 24/7.

To develop a scam message detection using LLM

To effectively develop a scam message detector, the detector is equipped with LLM to
analyze the input content. The LLM service will be responsible for flagging the content
to be safe or dangerous. One of the advantages of implementing existing LLM services
that are provided by third-party as the scam detector is the maintenance of the scam

detector would be the responsible of the LLM developer company.

To develop scam audio detection using audio description and LLM
To increase the coverage of the scam detector, the mobile application will be built with
audio capture ability as an alternative input capturing channel. This allows the overall

coverage of the mobile application to detect scams over text and audio.
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1.3 Project Scope and Direction

1.3.1 Project Scope

The proposed solution of the project is to build a mobile application that would be used by
anyone to prevent scam by detecting disinformation. Hence, protecting the user from malicious
intent of threat actors. To reduce the size of the project to be completed within the determined

period of time, the project will introduce its scope.

Firstly, the scope of the project is limited to Android environment only, which means the
mobile application is not built for Apple’s mobile operating system or any other mobile
operating system. Secondly, the application built will consist characteristics such as fast
reacting, accurate detection, and convenient to use. Further details on the characteristics are

explained below with bullet points:

a. Fast Reacting
The mobile application is expected to be capable of producing the result of the scan
from the input information within a short period of time. The length of the time that
would be considered “short” in this project is more or less than 5 seconds of reaction
time for the mobile application. This will ensure the mobile application will avoid

making the user to feel the application is unresponsive.

b. Accurate Detection
The scan result of the mobile application should be ensured to reach 80% or more for
its accuracy. It is to gain trustworthiness of the mobile application from the users. If the

accuracy of the detection is low, it would fail to meet the goal of this project.

c. Convenient to Use
The mobile application should be built with minimal human interaction in order to make
it easy to use. This is crucial as building an application with very easy-to-use user
interface would gain the liking of the users and potentially make them rely on the
application as it is very easy to operate. As a result, more people would be able to verify
their information or at least the chances of them being a victim of disinformation would

greatly be reduced.
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Aside from that, another limitation of the project is the scalability of the users that it can serve.
The outcome of the project would prove the point that the idea of this project title “Developing
a Fast Scam Prevention Mobile Application: Large Language Models” is possible, which
means the project not considering to be building a robust system that is suitable for serving
massive number of users. However, this can be solved by building a centralized backend
system hosted on an online cloud, scalability is not being prioritized in this project, but it does

not mean the system could not be modified to suit the desired requirement.

In addition, the mobile application would be only accepting text and audio input only and will
not be considering sending content that are not text, for example, a picture of a cat, to the
system to analyse. The audio is accepted as an input for the application because the application

would be converting the audio to text and only then it will be processed.

The application system will also only be working with one language which is English as it is
the international language of the world. However, modification of the application to suit other
languages are possible but implementation of such configuration is not prioritized in this

project.
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1.3.2 Project Direction

The project direction is to build a mobile application that prevents scams. It achieves this goal
by detecting disinformation on the user's current smartphone screen. The application will
retrieve the text on the screen and process it by sending it to LLM for analysis and a third-party

website link scanner.

The application is built with the mindset of being suitable for anyone, anywhere, and anytime,
to use for detecting disinformation and protecting themselves from scams as long as the user
has access to the Internet. One of the proposed problem statements is "Emotional Triggers", in
which the user's mood and emotion could affect their behaviour, increasing their chances of
falling victim to cybercriminals. We should also consider that age also plays a crucial factor in
affecting an individual's awareness. According to a study conducted by a group of professors,
in short, they found out that there exists a positive relationship with the elderly who have certain
characteristics to the susceptibility to scams [12]. They found out that susceptibility to scams
was positively correlated with the elderly's age, frailty, ADL and IADL disability, neuroticism,
and loneliness. Additionally, this test was conducted without elderlies with dementia, and one
can only expect their judgement to prevent themselves from landing in the hands of

cybercriminals to be poorer than those without dementia.

On the other hand, youngsters are also vulnerable to online scams, according to the Federal
Trade Commission. Scams affect all age groups, but the rate of people under the age of 20 is
unexpectedly highest among all groups [13]. It is safe to say that no particular age group is
protected from scams or disinformation on the Internet. They could only blame it on themselves
with the lack of vigilance and knowledge once they had become the victim of the

cybercriminals.

Hence, this is where this project aims to propose a solution to counter it. With LLM like
ChatGPT and Gemini, as well as other services such as IP quality score (IPQS) to scan
malicious website links combined and working together in an application, we can protect

people in society from cyber threats lurking on the Internet.
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14

Contributions

The contribution of this project towards society aims to provide a trustworthy, convenient, and

effective solution to counter the disinformation circulating over the Internet and help to prevent

scams happening to the people in the society. The following below are the three main features

that the application will provide to its users:

a.

Quick Response time

The mobile application design will be powered by a LLM and third-party website link
scanner to prevent scams by detecting disinformation or malicious content. The delay
of response from the Application Programming Interface (API), which will be used to
implement the LLM and third-party services into the application, is tolerable and
arguably fast. A testing on the response time from Google’s LLM, Gemini, API has
been able to response within 10 seconds and would be shorter if the length of the prompt

is shorter. Therefore, the system is “quick”.

Efficient Automated Scanning System

The mobile application is promoted to be easy to use, the application design achieves
this by having minimal human interaction needed for the entire process of verifying the
input content. The input content can be audio or text; however, it will not require the
user to upload a audio file or manually input the text into a input column for analysis.
The application would be designed to have a button that when clicked it will just scan
the current screen of the user’s smartphone and scan the text. Or if the user click on the
listen function button then it will actively listen to the surrounding sound and pick the
closes audio to analyse. Hence, it will promote a automated and efficient scanning

system.
High Availability

The system would be build in one of the largest mobile operating system to be made

available for a large portion of the population to install on their smartphone.

11

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 1

1.5 Report Organization

This report will be separated into 7 chapters to neatly organize the research and development
conducted when developing the anti-scam mobile application. In Chapter 1, it includes the goal,
objectives, and motivation to start this project. In Chapter 2, it will include the literature review
on previous work or similar work done on a similar topic. Then in Chapter 3 which will include
the high-level overview of the system design, project milestones, and estimated cost. Chapter
4 will be explaining the system design in lower-level by providing more technical details of
the application development. Chapter 5 will be including the hardware and software setup, code
implementation, and system operation showcase. Chapter 6 will include testing and

performance. Finally, Chapter 7 will conclude the entire project.
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CHAPTER 2

Literature Reviews

2.1  Previous Work on Fast Scam Prevention Mobile Application

2.1.1 Scam classification

The ever-increasing number of scam cases occurring around the globe can be
overwhelming to keep track, as more scam types are on the rise to seek opportunities
that aims to exploit vulnerable individuals. Based on the proceedings of the Cyber
Secure Nigeria Conference (CSEAN) in 2023, they had collected 419 samples of scam
emails from the year 2023. In short, the 419 scam emails were classified into 27 unique
types of scams. The 27 types of scams are Lucky winner scams, threat of exposure
scams, Business/Partnership proposal scams, Supply scams, Dead or alive scams,
Compensation scams, COVID-related scams, Next-of-kin scams, order scams,
malware/ransomware scams, investment scams, cancer/long-term illness scams,
money-in-box scams, loan scams, killed-father scams, fund scams, cryptocurrency
scams, fake help scams, authorization scams, foreign affairs scams, contacts for
marketing scams, spiritual scams, delivery scams, job offer scams, details scams,
romance scams, and software development scams [14]. However, these scams are
limited to email scam types and the scam emails analysed by the researchers were only

collected from Nigeria instead of multiple countries.

Another source of scam types is from the Singapore Police Force; according to them,
they have disclosed the topmost common scams that occur in Singapore, which are
phishing scams, job scams, e-commerce scams, investment scams, fake friend call
scams, and many other less frequent occurring types of scams. It should be noted that
their analysis of the scam cases was based on the scam cases report in 2022, and the
number of scam cases analysed by them was 31,728 number of cases [15]. The result
of the scam classification has concluded that overall, the scam cases aim to abuse the
trust of the victim without them knowing, which resulted in the scam victims suffering

financial losses.
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2.1.2 Scam Detector Models

As the number of scam cases rises, security researches around the globe has contributed
to tackling the problem by proposing various solutions. One type of the solutions
proposed is to have an affective scam detection model. Detection models proposed
recent to 2024 are mostly related to Artificial Intelligence (AI) due to their capabilities
and effectiveness in detecting scams. One of the examples is detecting telephone-based
social engineering attacks using scam signatures by Derakhshan et al [16]. Their
proposed method aims to effectively detect social engineering attacks specifically
telephone-based scams. They had used scam signatures, which has been commonly
used in antivirus to identify malwares with their malware signatures. Using scam
signatures, they aim to effectively identify the key characteristics of the scam calls and
prevent such attacks. They had used word embeddings and sentence embeddings which
was a type of Natural Language Processing (NLP) tasks. Their method had resulted in
accuracies for all scam types identify by them to be higher than 90%. It is worth
mentioning that when their detection model has identified the that the conversation is a
scam, it was guaranteed to be a scam which proposed no false positives in their
detection model. In short, their proposed detection model has successfully showed its

effectiveness in detecting scams.
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Another researcher team Roy et al. has proposed to use a machine learning model (ML)
to identify phishing prompts effectively. Their ML model is an advanced Natural
Language Processing (NLP) model based on transformer architecture, ROBERTa model
[17]. The RoBERTa stands for Robustly optimized Bidirectional Encoder
Representations from Transformers (BERT) approach. Their study has tested of four
types of phishing category detections on their machine learning (ML) model, which are
individual prompt detection, phishing collection detection, phishing prompt subset
detection in Real-Time, and detection of phishing email prompts. Their measurement
unit used to determine the accuracy of the detection is the F-score or also known as the
F1 score. Their ML detection model achieved an F1 score of not lower than 0.9 for all
four types of phishing categories, which indicates that identifying phishing attacks
effectively is feasible using ML models. Overall, their method of identifying the scams
is by understanding the conversation where they had proposed four types of approaches

related to their detection models.
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2.1.3 Existing Anti Scam Applications

To tackle with the rise of scam cases in Malaysia, Malaysia Government has taken
action to assist in solving the problem. According to The New Straits Times, during
2020 the Commercial Crime Investigation Department (CCID) Malaysia has launched
the “Semakmule Portal” which is capable of verifying the status of bank accounts and

phone number [18].
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Figure 2.1 The Semakmule Portal
Based on Figure 2.1 we can see that during the time of writing this proposal, the
Semakmule Portal has offered ability to verify the name of the company. In addition,
they had also released their own mobile version of Semakmule Portal named “Check

Scammers CCID”, which was released on 2020 February 23 [19].
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& Google Play Q

Check Scammers CCID

Royal Malaysia Police, CCID

This app isn't available for your device because
it was made for an older version of Android.

labatan Siasatan

App info

Version

Updated on Mar 11, 2021
Downloads 500,000+ downloads
Download size 2.07 MB
Required OS Android 4.4 and up
Offered by Royal Malaysia Police, CCID
Released on Feb 23, 2020

App permissions

Figure 2.3 Details of the Check Scammers CCID

Based on Figure 2.3 we can see that the mobile application was released on 2020

February 23 and last updated on 2021 March 11 by the Royal Malaysia Police, CCID.
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Another anti scam application that was popular among users was called Truecaller.
Truecaller is a mobile application origin from Sweden that aims to assist in blocking
phone numbers of spam [20] [21]. The application utilizes the users’ own contacts list
and its Truecaller users’ community reports to identify who is calling and whether it is

a spam.

Block

Truecaller

Contains ads = In-app purc

Available on more devices

’ & Truecaller: Caller ID &

~
0 POCO M2007J20CG @
Phone
9

What's new e

La dat

- Introducing TrueTalks, the official community for
: ru here your insights truly matter

Figure 2.4 Truecaller Profile on Google Play
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Say hello to
our new logo

Data safety

Ratings and reviews

Figure 2.5 Truecaller Profile on Google Play Demonstration

Maybank scam ~

Message Not Spam

octa @ fx
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byhalf “Egr

BUKA APL

011-6453 1607
L Mabile - U Mobile Sdn Bhd

Figure 2.6 Truecaller Auto Identifying Phone Number
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Based on Figure 2.6, we can see Truecaller in action to identify the phone number
without the phone user manually setting it. The application is able to share the reports
of the community to other users to alert about potential spam or scam phone number.
In addition, on September of 2023, Truecaller released a new feature called “Search
Context” which was part of the Truecaller’s Al identity engine. The feature will allow
the user to know whether the name assigned to the phone has been frequently or recently

changed [22].

Another competitive mobile application that has similar features to Truecaller is
“whoscall” where it aims to provide services that identifies unknown calls in real-time
and filters out the spam calls via its own Al-powered system and large database [23].
The application has also established collaboration with Gogolook, a Taiwan company
expert in anti-fraud technology, which offers their databases to the application for

unknown callers detection and malicious calls prevention [24].
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Whoscall - Caller ID &
ca
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Block

Mar 14, 2024

50,000,000+ downloads
27.00 MB
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Jul 24, 2010

permissions

Figure 2.8 Whoscall App Info on Google Play
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ScamAdviser

ScamAdviser is an organisation that offers services to discover potential scam from
malicious websites [25]. Their services was mainly provided to their customers via web
applications back in 2012; however, as of current date in 2024 they have provided
options to download their mobile application to utilize their services. They primarily
help the user to check the validity of the website links, they do this by taking website
links as input and checking information such as the age of the Uniform Resource
Locator (URL), Internet Protocol (IP) address of the webserver, the availability of the
contact details and ratings to the review sites, and much more that they don’t disclose

[25].

¥/ SCAMADVISER Q v =

Reviews

is ww25.download-app.co legit or a scam?

What is your feeling about
?

Trustscore
/100

3.3 /5 based on 9 reviews

Report Scam

GET YOUR MONEY BACK ORDER MANUAL VERIFICATION

Figure 2.9 Scan Result of ScamAdviser

The result of the ScamAdviser when its scan is completed for a website will show a
score from 1 to 100 according to the trustworthiness of the website (as shown in Figure
2.9), the higher the score the higher the chance of the website is safe and reliable. The
result can also show negative indicators that will decrease the score of the website,
those indicators include high-risk country, hiding or disguising ownership details, or
even using a new domain. One great feature of their score is that the score will not be
fixed and will change over time when new data is gathered related to the websites that
it reviews [26].
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Why does have a low trust score?

ww25.download-app.co has a low trust score. The website may be a scam.

Scamadviser gave a low review to ww25.download-app.co based on several data points we were able to
find online (such as reviews on other sites, phishing reports and public data such as the address of the
company and server).

The rating of the website seems low. Qur automatic analysis may however be wrong and ww25.downloa
d-app.co may be legit and safe. It is recommended to always do your own check as well.

Positive highlights
+ This website has received mixed reviews
" The SSL certificate is valid

+ This website is safe according to DNSFilter

Negative highlights
¥ The owner of the website is using a service to hide their identity on WHOIS
¥ According to Tranco this site has a low rank
X This website has both positive as well as negative reviews
x

This website is (very) young.

SHOW DETAILED ANALYSIS

Figure 2.10 Positive and Negative Highlights of the Reviewed Website

In Figure 2.10 we can see the negative indicators mentioned in previous paragraph
together with the positive indicators. These shows the good points of the website that
suggest it may be trustworthy and the bad points of the websites that explains why its
trustworthiness is reduced. In Figure 2 we can see the negative points explains that the
owner of the website is using a service to hide their identity on WHOIS. WHOIS is a
public database that stores information about domain names whenever someone

registers it [27].
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Table 2.1 Summary of Previous Work Done

detection, phishing
collection detection,
real-time  phishing
prompt subset
detection, phishing

email prompts)

Publisher Types of Scams Methods Results
Targeted

Derakhshan [16] Telephone-based Identify scam | Achieve 90% and
social engineering signatures with | above in accurately

Natural  Language | identifying  scams.

Processing (NLP) No false positives

after all the test

Roy etal. [17] Phishing prompts Use a type of Natural | Achieve a minimum
(individual prompt | Language Processing | 90% accuracy in

(NLP) model named
RoBERTa to detect
phishing prompts

identifying the four
types of phishing

prompts mentioned

Commercial Crime
Investigation
Department (CCID)

Malaysia

All types of scams,
general types of
scams

Develop web
application
“Semakmule Portal”
and mobile
application  “Check
Scammers CCID”

to allow citizens to
check the validity of

the information

Limited capability as
the backend system
manual

relies on

scam  reports  to
update the database.
Lacks of a system
update to keep up
with the later version
of mobile system
environment making
it not available to
newer version mobile

smartphones
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Truecaller

Spam information,

calls, or messages

Primarily uses users’
own contact lists and
users’  community
reports to identify
spam messages.
Additionally, uses Al
to analyse their
database

phone

number search

According to
Trustpilot, the
application

performance is poor
as  many  users
reported that the
application failed to
block malicious
numbers

phone
automatically [28]

According to the
Apple app store, it is
rated 4.5/5
satisfaction with
245,800 user reviews
which  shows the
application does not
perfectly prevent
spam phone numbers
but majority of the
time the application
performed as

expected [29]

Whoscall

Malicious calls

Uses artificial
intelligence and its
own database to filter

out spam

Lack of information

from Trustpilot

According to the
Apple app store, it
has scored 4.8/5
satisfaction with
27,600 user reviews.

The result shows that
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the application has

performed as
expected [30]
ScamAdviser Scam Websites Uses attributes of the | Fast and efficient

website to score the | way for the user to
trustworthiness of the | identify fraud
website website. According
to Tladi from Make
Use Of, his review
states that the
ScamAdviser’s

algorithm may not
always be accurate.
Some users did
reported false
positives [26].

To summarize all the previous work done, Table 2.1 provides information categorizing

the content by publisher, types of scams targeted, methods utilized, and results.
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2.1.4 Strengths and Weakness

Strengths

To use Al models to effectively detect scams, it will provide very great strengths in
which if the Al model is strong and stable enough as tested by Derakhshan [16]. It was
found that their AI model, particularly through the Natural Language Processing (NLP)
techniques, detecting telephone-based social engineering attacks can yield high
precision and recall performance, context-aware detection, continuous learning, and

minimized false positives.

Truecaller and Whoscall has provided a very convenient way for the users to detect
scams and spam calls. Their services are available on mobile smartphones allowing the
users to quickly search for the source of the phone number and determine whether is
the person on the other end legitimate. Both of them have their own large databases
which all users would use to actively get the latest phone number database to
automatically flag spam calls. Their application is also released internationally and does
provide a solution to reduce the number of cases people fall victim to threat actors.
Additionally, since the users are retrieving phone number databases from a centralized
server, they would just need to update that master record and everyone’s application

would protect their users from the latest threats and scams.

ScamAdpviser has also provided some of its key advantages. Firstly, it also provides an
easy way to scan the input. Both web application and mobile application of the
ScamAdviser would just need the user to input the URL of the website and it will
conduct the scan. Then the detailed site information and the score of the website is
displayed, which this is the second advantage. The second advantage is that the result
of the scan shows the good and bad things found from the scanned website and the
trustworthiness of the website. The final judgement of the reviewed website still lays

on the hand of the user, the user could report or to leave a review on the result.
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Weaknesses

To develop an effective scam detection Al model, the lack of data sets to train the
related Al scam detecting models was one of the most common problems faced by the
researchers. In [16] and [17] they had mentioned their Al was trained on limited amount
of data which consist of scamming conversations between the scammer and the victims.
According to [16], one of the reasons to the lack of data were due to the scam victims
do not usually record their conversation or they are embarrassed to share their

conversation which involves their financial loss.

On the other hand, the scam prevention solution released by the CCID Malaysia,
Semakmule Portal web application and Check Scammers CCID mobile application ,
was not keep up to date. According to Figure 2.1.2, the mobile application Check
Scammers CCID to verify the information was unable to support later versions of
android which defeat the purpose to ease the process of verifying information by
building a mobile version of the Semakmule portal. Meanwhile, the Semakmule poral
which is built as a web application has limited capabilities to verify the information
requested by the user. Limited information was available on how Semakmule’s system
operated but two facts can be confirmed is that the system was not utilizing any Al
model to operate and the Semakmule’s system works with a database [31]. Therefore,
their database will be relying on manual scam reports to update their database, which
will require large number of users willingly to contributing to its database to ensure the

effectiveness of their verifying systems to counter scams.

As for Truecaller and Whoscall, both of the applications were also relying on the users
report to contribute to their existing database to identify unknown caller phone numbers.
The problem was if the unknown caller phone number was not previously reported, it
will rely on the user’s ability to identify whether it is a scam or not. If the person failed
to identify the scam, he or she will becomes victims to the scammer and only after that
has happen the unknown phone number would be flagged as a scammer phone number.

Therefore, there exist inconsistency on preventing scams as the first person to encounter
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the scammer would have no prior information related to the unknown phone number

despite having Truecaller or Whoscall installed on their smartphone.

Finally, for ScamAdviser, the application suffers from potential inaccuracies due to the
algorithm limitations. The way that the algorithm works is by viewing the websites
information such as popularity, social media activity, positive user reviews,
performance, and security features. This would not be guaranteed accurate when one
website is flagged as a low scored trustworthy website as there exist a chance that the
website is just made by people with less experience in developing their website. This
would have a very negative impact on those inexperienced developers and ruin their
reputation before they could launch their product. Another problem that ScamAdviser
is facing is that the mobile application of theirs are not available in every country, which
means people in those countries are not accessible to their services via mobile and need
to logon to their website to use their service, extra steps in verifying information

sometimes could lead to some users feeling tedious.
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CHAPTER 3 System Methodology/Approach

3.1 System Design Diagram

This section provides a high-level overview of the application's key features and
structure. The goal is to offer a clear understanding of the system's functionality and

how the various components interact within the overall design.

3.1.1 System Architecture Diagram

The following is the system architecture, the application developed consist of three
major functions with each design with its own minor difference. Hence, three
flowcharts have been shown below to briefly introduce the plan and process of each

service offered by the solution.

End

Warn User Naotify User
Threat Detected Safe Scan

Anything
Malicious?

Yes——

Scan Current
Pheone Screen

Activate Screen
Scanning

Figure 3.1 High Level Overview Screen Scanning Feature
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Anything Warn User

Malicious?

Threat Detected

Motify User

Safe Scan

Listen To I. Continue?

Surrounding Sound l Ves

End

Activate Audio
Scanning

Figure 3.2 High Level Overview Audio Scanning Feature

Andriod Activate Secure Enter Website
Phone Browse Link

Mo

Share Website Analyze
Link to App ‘Website Link

Proceed

es To Website?

End

Block User
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From Browsing ae—
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Figure 3.3 High Level Overview Secure Browse Feature
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3.1.2 Use Case Diagram and Description

Scene 1.1 - Screen Scan Service

Activate Screen Scanning
from Quick Access Panel

(Android Phone only)
9 Capture Current Content }47 a
Normal CyberShield
User
Check content for Phishing

Scan Website Link
(It Any)

Display Result

Scene 1.2 - Screen Scan Service

Upload Screenshot Image
in Application

9 Check content for Phishing

or anything Malicious
Normal

User

CyberShield

Scan Website Link
(It Any)

Display Result

il

Scene 2 - Audio Scan Service

Activate Audio Scan
from Quick Access Panel

(Android Phone only)
9 Listen o Surrounding
Sound
Normal
User

CyberShield

Check for Phishing and
Malicious intent

Display Result

1

Figure 3.4 Use Case Diagram Part One
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Scene 3 - Secure Browse

Open Secure Browse
In Application

Enter Website Link
and Browse
Normal _— CyberShield

User

Scan Website Link
to Check Whether Malicious

Display Result

Load Website
(If user proceed)

Scene 3 - Secure Browse

e —

Select Website Link and
Share to Cyber Shield

S

Open Secure Browser |«

Normal | CyberShield
User
e —

Scan Website Link
to Check Whether Malicious

Y

Display Result

Load Website
(If user proceed)

il

Figure 3.5 Use Case Diagram Part Two
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3.2 System Requirements

3.2.1 Software

The project is mainly an application development and does not require any custom
hardware to build the solution, thus, the project will utilize more heavily on the software
services only. The following will be the list of software/programs that has been used to

develop the solution.

Table 3.1 List of Software and Programs Used for Development

Tool Role Description
In the Project
Android One of the most common Android
A Application development platforms is Android studio. It is
Development a robust and stable development platform;
Android Platform therefore, it has been chosen to be the primary
Studio place to develop the solution.
Chatbot Used to register and obtain the chatbot
q Gemini Gemini API Key.
API
Google Al Key
Studio Provider
Decision Maker The chatbot Gemini model has been
 § of the application integrated into the application to serve
Gemini logic as the decision maker of determining
Gemini Chatbot any malicious activity is spotted in the
content.
Provide IPQS The IPQS service provides an API that allows
“ API the application to have the capability to scan
IPu Enable malicious website links and determining
IP Quality Website Scanning whether it is a threat to the user.
Score Feature
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/-

OCR service

provider to the

The Google Machine Learning Kit OCR

allows the application to accurately convert

) application image to text. It plays a crucial role in
Google Machine
) ) ) ensuring the final result of the scan to be as
Learning Kit Optical
Character accurate as possible.
Recognition (OCR)
Primary To ensure availability and accessibility while
Operating System | keeping the scope of the project feasible, the
to host the Android platform is chosen to be the
Android Operating application candidate to host the solution.
System
(( Primary The development of the mobile application
= Programming will be coded in Java, a high-level
—
Java Language Used programming language. Java mobile
Java for Application development has been a common choice
Development among the mobile applications available in the

market; hence, the Java mobile development
community is large and sufficient to assist in
the development of the source code of this

project.
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3.2.2 Hardware

There are two pieces of hardware that will be involved to assist in the development of

this project which their details and specifications can be seen below:

Table 3.2 Specifications of Laptop

Description Specifications
Model MSI GF63 Thin 10UC
Processor Intel(R) Core(TM) i5-10500H CPU @ 2.50GHz
Operating System Edition Windows 10 Home Single Language
Version22H2
Installed on 17/11/2021
OS build 19045.4170
Experience Windows Feature Experience Pack
1000.19054.1000.0
Graphic Nvidia GeForce RTX 3050 Laptop GPU 4GB DDR5
Memory 16GB DDR4 2667Mhz RAM
Storage 1.5Tb Sata SSD
Table 3.3 Specifications of Smartphone
Description Specifications
Model Xiaomi Poco X3 NFC
Brand Xiaomi
Processor Qualcomm SM7150-AC Snapdragon 732G (8 nm)

Operating System

Android 14, MIUI 14

Graphic Adreno 618
Memory 8 GB RAM
Storage 128 GB
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3.3 System Design

The development of the system would be separated into two sections: the front end and
the back end. The backend purely focuses on data processing, such as converting
screenshots taken to text. On the other hand, the front end allows the user to interact
with the mobile application easily; it displays the available functions that the mobile

application provides.

In this project, it is more focused towards the methodology of how to protect the user
from being scammed. The backend is the critical component that is developed to
counter the disinformation causing the majority of the scamming cases. The backend
system design could be simplified into one main system that manages crucial services
and interconnects them. It forms the entire process, starting from taking the input to
displaying the result to the user. The crucial services that the application uses are
Google Gemini LLM API, IP Quality Score API, Google Machine Learning Kit OCR,
and some other services that are built-in in Android to assist in retrieving data, such as

the screenshot API from Android.

In order to ease the management of the services, the services are coded into modules
that simplify the main system managing them. Referring to Figure 3.1.1, where the
figure shows the flowchart related to the process of screen scan functionality, all the
processes work independently, and the processes would just take the data from the
previous process, then continue the streamline to process and throw it to the next
component to process. Ultimately, the final result will be shown to the user.
Additionally, Figure 3.1.2 shows how the audio listen functionality works. The
difference is insignificant; the input has changed to audio input, and there is no URL

checking for this audio listen functionality flow.

This section should demonstrate how the screenshot is converted to text, how the text
is thrown to Gemini for processing, and how Gemini retrieves the conversation

transcript from the user.
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3.4 Project Milestones

3.4.1 Project 1 Milestones

Jun, 2024 Jul, 2024 Aug, 2024 Sep, 2024
o Name
10Jun i6dun 23 4un 30 Jun 07 Jui 14 Jui 21 Jui 28 Jul 04 Aug 1 Aug 18 Aug 25 Aug oisep 0
1 ~ Chapter 1 Introduction i)
2 Problem Statement and Motivation l—‘
3 Research Objeciives [ :l__l
Contribution & Report Organization »|
16 Chapter 1 Project Direction Determined LT‘Q

~ Chapier 2 Literature Reviews

[
[ Previous Work on Fast Scam Prevention Ma... ]
7 Scam Classification I| .
8 Existing Antt Scam Application L’~|__|
g Strengths and Weakness :'T-‘
7 Chapter 2 Complele Literalure Review *
10 ~ Chapter 3 Proposed Method/Approach
1 Design Specifications
12 System Design
8 Chapter 3 Complels Design Plan
13 ~ Chapter 4 Preliminary Work
14 Sefting Up
15 Developing the Appiication
19 Chapter 4 Complete Testing and Development
20 = Chapter 5 Conclusion
21 Summarize Project
22 Inalze Report

Figure 3.6 Project I Milestones

Planning for the Project 1 Period

The plan for the project 1 period (4 months) is to fully develop the application to be
equipped with all the functionality of taking the audio (surrounding sound) or visual
(the smartphone’s current screen) to analyze the content. Then it would produce the
output whether the content is safe or dangerous. The output is a pop up window to
guarantee that the user does not overlook at the result of the analysis and effectively
warns the user if any dangerous content was spotted. The application is built minimize
the human interaction required to operate the services that it provides to ensure ease of

use. The planning for project 1 period has successfully completed all of the mentioned.
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3.4.2 Project 2 Milestones

ID i Task Name

1 ~ Chapter 1

2 Review problem statement

3 Review Objective

4 Review Scope & Direction

5 ~ Chapter 2

6 Revisit Literature review

7 ~ Chapter 3

8 System Design Diagram

9 System Design

10 ~ Chapter 4

1" System Block Design

12 System Components Spec & Design
13 System Component Interactions
14 ~ Chapter 5

15 Hardware & Software Setup

16 Coding - Integrate New Services
17 ~ Chapter6

18 System Evaluation

19 Report Summarizing

2025-02 2025-03 2025-04 2025-05
03 0s 16 23 02 08 16 23 30 08 13 20 27 04
a
[
[
|
]
[ ]
[
]
[
|
a
-
-
|
[
|
]
]
]

Powered by: onlinegantt.com

Figure 3.7 Project II Milestones

Within project I1, the milestones can be seen in Figure 3.3. The main objective of project

II period is to complete the development of the entire application including a more user

friendly user interface. Additionally, project II will be working on enhancing the

function of the existing ones such as screen scan and audio scanning to make it more

robust and resilient.
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3.5 Estimated Cost

The estimated cost of the project at this current stage is zero in terms of monetary. All
the services that have been utilized do not cost anything as they are under the free tier
of their service. Indirect costs such as utility cost and time cost are not accounted for,

the period of the entire development is estimated to be 1 year.

However, if the application were to scale accordingly to account for large amount of
user the cost to maintain the service will not be significant as the cost will only

accumulate for Gemini API and IPQS API only.

3.6 Concluding Remark

This chapter we have introduced the high level overview of the services that will be
provided by the solution. Aside from that, the system requirements are also briefly
mentioned to let the readers have a rough estimation of the hardware and software
required for the solution development if they wanted to replicate the entire project. The
project milestones are available in section 3.4 where the planning of the project

development can be seen.
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CHAPTER 4 : System Design

Within this chapter, it will include and provide more explanations for the overall system
design with further technical details.
4.1 System Block Diagram

The following are three detail diagrams that explain the technical of the three major

core services that are provided by the application.

Activate
Image Scanning

Current Screen

=]  scivae Scracm Sean System Takes : Ueing Goolge ML Kt
L I Service From Quick Screenshot of // Optical Character
PR | 1

Access Panel Recognition (OCR,)

*

Combine Gemini Gemini
Content Analysis Result j«——  Content
& IPQS Scan Result Analysis Result

Feed text into
Gemini

Display Result
To User

Gemini exstract
all URL in the
image

m Call IP Quality
Score (IPQS) API

ipas t

Figure 4.1 System Design of Screen Scanning Service

Activate
Audio Scan
In Application

Activate
Audio Scan
From Quick

Access Panel

Convert Audio
Yes—»| Conversation to
Text

System Scans
For Surrounding
Sound

Detect Any
Conversation?

& Activate
L Service
— ]

User Andriod
Phone

Detect Again

Display Result Gemini Feed text into
Gontent ——————
To User Analysis Result Gemini

Figure 4.2 System Design of Audio Scanning Service
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Share Website Link
to Application
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Figure 4.3 System Design of Secure Browse Service

The following is a quick introduction to the components and services utilized to build

the three major functions of the application.
User

e The user plays a crucial role in assisting the application to detect any phishing
or malicious intent that may be a threat to the user. The development of the
application has taken into consideration of user’s privacy; hence, the activation
of the application services is active instead of passive. This means that the user
will need to manually activate the application services with one or two methods
provided by the application. For example, activating the screen scanning service

via the quick access panel of the Android Smartphone device.

Android Smartphone

e To utilize the application, the user must possess an Android Smartphone with
Android 14 or above. Since the application is built for Android and tested with
Android OS version 14. The user should meet the requirements to have the best

possible experience of the application.
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IP Quality Score API

e The IP Quality Score or known as IPQS, has a service that allows developers to
integrate a malicious website link scanner to their solution by Application
Programming Interface (API). This has migrated the need for the application to

build and maintain a website link scanner.

Gemini API

e The Gemini Chatbot API is a chatbot that is developed by Google. It plays a
crucial role in the application as it is the decision maker of determining whether

the content scanned is malicious or safe.

Google Machine Learning Kit Optical Character Recognition (OCR)

e One of Google’s solutions to Optical Character Recognition (OCR) is its
Google Machine Learning Kit OCR. Compare to Tesseract which was also mad
by Google, Google Machine Learning Kit OCR is more accurate for this

project’s use case.
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4.2 System Components Specifications and Design

In this section, we will review the three major technologies that has been utilized in the
project to form the services that the application offers. This includes the image to text
conversion tool Google Machine Learning Kit OCR, Gemini chatbot for decision

making, and IP Quality Score for scanning malicious website links.

4.2.1 Converting screenshot to text

The idea of converting the screenshot to text instead of making the user uploading their
own screenshot is intended to ease the process of screen scanning and validating the
information on the current smartphone screen. However, this process proposes some
problems. Firstly, the process of converting image to text could be unnecessary as the
current Gemini models are able to interpret images and provide services such as
describing or answering questions related to the image, summarize the content, or
extrapolate from the content [32]. Secondly, the resolution of the screenshot is limited
to the actual hardware screen from the smartphone device, which means the input image
resolution may be affected and limited to what the user’s smartphone screen could
provide. Thirdly, running an offline local Optical Character Recognition (OCR) model
on the smartphone could introduce more load the smartphone hardware, which may

delay the response time of the application.

The experimentation of the prototype was built with an offline OCR model to test the
performance of the model. The initial model that was chosen to perform the task was

the Tesseract OCR model [33].

Optical Character Recognition (OCR)

Before viewing the Tesseract architecture, it is important to get an overview of the OCR
architecture. The Optical Character Recognition (OCR) is the process of converting an

image to text. The OCR engine would generally work in the following sequence [34]:
1. Image acquisition

The scanner will read the image and convert it into binary data. The OCR engine will
analyse the scanned image and classify the light areas as background and dark areas as

text.
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2. Preprocessing

The OCR engine will clean the image and remove errors to prepare it for scanning. This
process involves slightly instilling the scanned image to fix alignment problems,
removing any digital spots or smoothing the edges of the text images, cleaning boxes

and lines in the images, and more.

3. Text Recognition

Two primary types of OCR algorithms exist that an OCR software uses for text

recognition. The first is pattern matching, and the second is feature extraction.

3a. Pattern Matching

This method involves separating a character image and compares with a stored
character image. Pattern recognition works only if the stored character image has a font
and scale similar to the input character image. This method works better with images

that contain a common text font.

3b. Feature Extraction

This method will break down the character image into features such as lines, closed
loops, line direction, and line intersections. It will then use these features to find the

best match or nearest neighbour among its stored character images.

4. Postprocessing

After the analysis, the system will convert the extracted text into a computerized file.
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Tesseract OCR model architecture

The simplified version of the Tesseract working principle is as follows [35]:
1. Input Preparation

The model expects a binary image (black and white) as its input, usually with defined
polygonal text regions. This will remove the need to separate another page for layout
analysis. Polygonal text regions refer to the areas in the image where the text is located.
The marked area is typically shaped like polygons hence it is known as polygonal text

regions.

2. Connected Component Analysis

The model will start by identifying the connected components in the image, focusing
on the outlines of the characters and other graphical elements. The outlines refers to the

specific lines or curves of the shape of the character.

3. Blob Organization

After successfully identifying the outlines, the model groups them into "blobs" and
organizes them into text lines. Then, the model analyzes text lines based on the fixed

or proportional character spacing.

4. Recognition Process

The model uses a two-pass recognition process. The first pass recognizes each word
sequentially; satisfactory recognitions are used to train an adaptive classifier. The
second pass involves words that failed to be recognized in the first pass and are revisited

for improved recognition.
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5. Adaptive Classifier

The model uses a static classifier to process general character recognition but will
utilize an adaptive classifier that improves accuracy by learning from the recognition

results of the previously identified words.

6. Linguistic Analysis

The recognition engine applies minimal linguistic analysis to enhance the recognition
process. It will consider the most probable words based on the context and frequency
indicators, contributing to refining the recognition results. The linguistic analysis
consists of having the model using linguistic rules and statistical models to improve the

accuracy of text recognition.

7. Final Adjustments

The final stage will include resolving fuzzy spaces and verifying potential alternatives
to recognize characters correctly. This stage also includes adjustments that account for

small-cap text and other nuances in font styles.

The Tesseract model is a common and open source model that developer use to
recognize text. However, upon testing, the Tesseract model performance on our
smartphone was not up to expectation and constantly have trouble on properly
recognizing characters and symbols that are similar to each other. For example, the
letter “L” in its lower case form is constantly being recognized as a pipe symbol. It was
found that this was an issue that was faced by some other developers, one of them
suggested that the model was recognizing the letter ‘L’ lower case as pipe in 100 percent
of the time [36]. One solution is to always convert the pipe symbol to the letter ‘L’
lower case, but it still does not address the accuracy problem of the model. The
development of the application has attempted to fix the issue by changing the image
resolution to 300dpi which was recommended when using this model [12].
Unfortunately, the problem persisted which has led to finding alternative solution or
OCR models that will provide more solid result.
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On the other hand, despite the performance of Tesseract model was not up to
expectation, throughout the process, it can be concluded it was better to do the image
to text conversion process locally by installing local OCR instead of uploading the
image to the LLM model, this is because all LLM available on the Internet will charge
the user more if they want to process image compared to processing only the text. Then
the screenshot resolution can be adjusted to 300dpi which was already done to test the

Tesseract model. Finally, the load on the smartphone is unnoticeable.

The next candidate that is tested to become the OCR model in the application is the
Google Machine Learning Kit OCR [37]. This model is a very convincing OCR model
as the tested result on the prototype solves the accuracy problem suffered by the

Tesseract model.

Google Machine Learning Kit Text Recognition version 2

The model is an on-device machine learning expertise to Android and 10S apps. The
text recognition model is based on Google’s Machine Learning kit where the machine
learning will utilize vision and natural language APIs to solve the proposed problems.
One of the problems that it is capable of solving is recognizing text from images [38].
The text recognition model is able to recognize multiple text such as Chinese,
Devanagari, Japanese, Korean, and Latin. It will analyze the structure of the text and
detect symbols, elements, lines, and paragraphs. It is also capable of real-time

recognizing text and the language of text [39].

The recognition model will recognize text by segmenting the text into blocks, lines,

elements, and symbols. The words can be defined as the following:

Block : A contiguous set of text lines, such as paragraphs or columns

Line : A contiguous set of words on the same axis

Element : A contiguous set of words on the same axis in most Latin languages

Symbol : A single alphanumerical character on the same axis
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One great example to visualize how the Google recognition model recognizes the text

is as following.

Block

| Line |

| Line |

|Element| |Element| |Element| |Element|

Figure 4.4 Google Recognition Model Recognizing Text [39]

The Figure 4.4 is obtained from Google’s own text recognition model guide. The first
highlight in cyan is a block of text. Then the blue highlighted box is a line of text. Then
the dark blue boxes are words. All the detected blocks, lines, elements, and symbols
will be analyzed by the model and will use the API to return the bounding boxes, corner
points, rotation information, confidence score, recognized languages and recognized

text.
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Figure 4.5 Google Guide Example OCR Image [39]

The Figure 4.5 includes the example image input to the Google recognition model and

the result shows

Recognized Text
Text Wege
der parlamentarischen
Demokratie
Blocks (1 block)
Block 0
Text Wege der parlamentarischen Demokratie
Frame (296, 665 - 796, 882)
Corner Points (296,719), (778, 665), (796, 828), (314, 882)
Recognized Language Code de
Lines (3 lines)

Figure 4.6 Google Guide Example OCR Result part 1/3 [39]
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Line 0

Text

Frame

Corner Points

Recognized Language Code
Confidence Score

Rotation Degree

Elements

Element 0

Text

Frame

Corner Points

Recognized Language Code
Confidence Score

Rotation Degree

Elements

Wege der

(434, 678 - 670, 749)

(434, 705), (665, 678), (670, 722), (439, 749)
de

0.8766741

-6.6116457

(2 elements)

Wege

(434, 689 - 575, 749)

(434, 705), (570, 689), (575, 733), (439, 749)
de

0.8964844

-6.6116457

(4 elements)

Figure 4.7 Google Guide Example OCR Result part 2/3 [39]

Symbol 0

Text

Frame

Corner Points
Confidence Score

Rotation Degree

(434, 698 - 500, 749)

(434, 706), (495, 698), (500, 741), (439, 749)

Figure 4.8 Google Guide Example OCR Result part 3/3 [39]

In Figure 4.6, Figure 4.7, and Figure 4.8 we can see that it follows the architecture

explained in Figure 4.4. Overall, Google’s Recognition Model proposes a more robust

and stronger OCR model compared to Tesseract OCR model.

After implementing Google’s OCR model, the following is one test case to show the

flow of the image to text conversion process:
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1533C @ 5 B & - &= @4

Ad removed. Details

“  1e Singaporean government to foreign
professionals who wish to work there. One
typically needs to meet specific salary
thresholds and possess relevant

qualifications to qualify.

Key Changes in the
Salary Benchmarking
Table

« New EP Applications: The revised
salary benchmarks will apply to all
initial EP applications starting
January 1, 2025.

» EP Renewals: The new benchmarks
will also apply to renewals of EPs
that expire on or after July 1, 2025.

The previous salary benchmark table,

ed in May 2023, will remain
able to initial Employment Pass

Figure 4.9 The Current Smartphone Screen
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1. Capture the screenshot

Figure 4.10 System Log Capture Screenshot Success

2. Google Machine Learning Kit OCR running

Figure 4.11 Google Machine Learning OCR Result
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3. Load on smartphone
Profiling with complete data. This does not represent app performance in production. Consider profiling with |

ctartMainScre...

CPU

Figure 4.12 CPU and Memory Usage Text Conversion Process

Profiling with complete data. This

starthaindre...
CPU

Figure 4.13 Detail CPU and Memory Usage Text Conversion Process
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After testing, it can be seen that Google OCR has performed up to the expectation and
is sufficient for our use case. The project is also taking into account that as long as the
OCR model that is implemented can convert the image to text to a level that the LLM
is able to automatically correct the wrongly recognized word then it would be sufficient

for this project’s use case.

The performance hit on the smartphone that it was tested on, which is the Xiaomi Poco
X3 NFC with the CPU hardware of Qualcomm SM7150-AC Snapdragon 732G, is
shown in Figure 3.2.9 and Figure 3.2.10. Both of the figure shows that the CPU usage
is able to be tolerated as the peak usage is only at 33% and the memory (RAM) usage
is roughly 128Mb only. Hence, Google Machine Learning Kit OCR model is a very

good candidate for our use case and will be the chosen model to perform this task.
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4.2.2 Google Chatbot Gemini

Gemini 2.0 is Google's latest artificial intelligence innovation; it is a leap forward from
earlier unimodal models [40]. Being a multimodal artificial intelligence system, the
chatbot can process and understand various forms of input. These include text, images,

audio, video, and code.

The multimodal ability allows it to perform more varied tasks with more accuracy and
flexibility than those previous traditional models limited to text data. Gemini 2.0 is
programmed to handle hard reasoning, inference, and problem-solving in a wide range

of domains with high efficiency and scalability.

The chatbot is based on advanced deep learning techniques employing the Transformer

framework as its foundation. Its operation modes can be summarized as below:

Transformer Architecture: The Transformer network at the heart of Gemini 2.0
identifies relationships and dependencies within each modality as well as across
modalities.

Self-Attention Mechanism: With this mechanism, Gemini 2.0 is capable of focusing
on the most pertinent parts of the input and, for example, linking descriptive text to the
corresponding objects in an image.

Cross-Modal Attention: By synthesizing information from different kinds of data,
Gemini 2.0 can better comprehend how, for example, text relates to an image, or sound
is coordinated with a video.

Contextual Understanding: Through a series of Transformer layers that input goes
through, Gemini 2.0 accumulates a rich, contextual sense that is required for reasoning,
decision-making, and generating coherent outputs.

Output Generation: After processing, the model can generate a range of outputs from
text and images to code by mapping its internal representations into human-readable
form.
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Transformer Architecture

While there is no official documentation regarding the actual Gemini 2.0 transformer
architecture, we will take an overview on the base transformer architecture. The core
of the transformer model is the self-attention mechanism, this mechanism allows the
model to weigh the importance of each element in the input sequence. Thus, those
transformer models are able to show a more context-aware understanding towards the

data compared to their predecessors [41].

In Natural Language Processing (NLP), Large Language Models like GPT and BERT
(Gemini predecessor) utilize the self-attention mechanism to capture long-range
dependencies and context. As a result, their benchmark shows superior performance

and one of it, shown in our project, text generation.

Transformer is a deep neural network that perform analysis on the sequence of the data,
keep tracks of the context and finally generate a corresponding new data. These models
are trained on a large amount of unlabelled data in a self-supervised manner. Self-
supervised learning is a deep learning approach where a model is pre-trained using
unlabelled data by creating artificial labels derived from the data itself. This process
helps the model learn useful representations without requiring manually labelled data
[42]. The following figure is the main components of the transformer model from the

initial transformer research team in 2017 by 8 researchers from Google.
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Output
Probabilities

Feed-forward network:
after taking information from
other tokens, take a moment to
think and process this information

o f

F [LAdd & Norm

Feed-forward network:

after taking information from r—Ad;fN—\ e / Decoder-encoder attention:
rm
other tokens, take a moment to F%dO mﬂ_ﬁ.m _H target token looks at the source
think and process this information cnien Nx queries - from decoder states; keys
T . and values from encoder states
Nix \ | (Add & Norm e
. Add & Norm
Encoder self-attention: —_| Masked
Multi-Head Multi-Head - i .
tokens look at each other Attention Attention Decoder self attentloh (masked):
Iy ) 1 3 tokens look at the previous tokens
queries, keys, values ~ ‘ 7\ - queries, keys, values are computed
are computed from Positional ® & Positional from decoder states
encoder states Encoding Encoding
Input Output
Embedding Embedding
Inputs Outputs
(shifted right)

Figure 4.14 Transformer Model from Original Paper [43] with Additional Comments [41]

The transformer key elements:

Encoder-Decoder : The transformer model has two main parts which are the encoder

and decoder. Both of the elements are made up of repeating layers.

Encoder takes the input text and generates a numerical representation of it. Each
encoder layer will process the input and pass to the next encoder. Decoders generate
the output text step-by-step. Each of them receives information from the final encoder

and the previous decoder layer.

Multi-head Attention Mechanism : For both encoder and decoder will consist of this
self-attention mechanism to get an estimation of the importance of different words in
the sentence. This will allow the model to understand the relationship between each
word in the input no matter how far apart those words are located [41]. Thus, the model

is able to pay attention to multiple parts of the sentence simultaneously.

Feed Forward Neural Networks : For both encoder and decoder will also consist of
this mechanism. This mechanism will allow the model to add complexity to the word

representation to help it learn more complex patterns.
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Cross-Attention: This mechanism allows the decoder focus on the relevant parts of the

original input text while it's generating the output.

Positional Encodings: Positional encoding add information about the position of each

word in the sequence, so the model understands the order of words.

Residual Connections: Residual connections help the model remember the original

input and avoid forgetting information during training.

Layer Normalization: This technique makes the training process more stable and

helps the model learn better.

Softmax Layer: This final layer converts the model's output into probabilities,

allowing it to predict the next word in a sequence.
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By combining the key elements, we are able to form a transformer model workflow.

Step 1 Tokenization and Embedding : Input text is segmented into a tokens and every
token mapped onto a vector of numbers (embedding) reflecting its semantic

representation. Position information is injected in the embedding in order to pick up on

word order.

Figure 4.15 Tokenizing Words [44]

Step 2 Encoding: The tokens inserted are processed by the encoder. Self-attention in
the encoder allows each word to look at all the other words in the input, acquiring the
context knowledge. Feed-forward networks also process these contextualized

representations.

Step 3 Decoding : Decoder generates the output sequence depending on the encoded
information step by step. Masked self-attention prevents the decoder from "seeing"
words that appear later. Cross-attention allows the decoder to look at corresponding

parts of the encoded input. Feed-forward networks are utilized here too.

Step 4 Output Generation : The final output of the decoder is passed through a linear
layer and a softmax layer. It converts the vectors into probabilities for each word in the
vocabulary and chooses the word with the highest probability as the next word in the

output.
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In short, the flow:

1. Inputs get tokenized
Tokens convert to numbers (embeddings)
Model keeps track of the order the token appears (positional encoding)

Token is represented as a vector (a list of numbers), then fed back into the model

A

Encoder reviews the tokens, uses self-attention to understand how each words

are related to each other. Then processes them through a neural network to get

a deeper understanding of the text (contextual representations)

6. Decoder retrieves the understanding, and focus on the crucial parts only (cross-
attention), then generate the output, one word at a time

7. Finally, the model uses a simple layer to turn the output into a set of possibilities

(logits), and a softmax layer will pick the most likely next word or symbol.

61

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 4

4.2.3 IP Quality Score

The IP Quality Score (IPQS) which is the module that will be providing URL scanning
service via API. The IP Quality Score (IPQS) URL Scanner API for Malicious URLs
will scan the links and send to the API real-time to flag suspicious URLs [45]. The
service will flag poor reputation domains, suspicious links, and phishing URLs with a
real-time API that can be implemented in other application or projects. The service can
classify over 70 website categories for easier analysis of unknown sites. A few of the
more important categories that it can detect for our use case are phishing, malware,
command and control, and parked domain websites. The Command and Control (C2)
URLSs allow an attacker to communicate with botnet servers. The parked domains refer
to domains that have a similar spelling to brand names with minimal typos; therefore,

it will confuse consumers and lure them to their website.
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4.3 Sample System Components Interactions
The following is a test run for running the Google OCR, Gemini analysis and the IPQS

URL scanner to demonstrate the three major system components collaborating to form

the screen scanning service.

16246 H @B G - G = @

@ rovdleBiz

Singapore's Ministry of Manpower (MOM)
has announced significant changes to the
Employment Pass (EP) application
process. The updates, aimed at attracting
high-quality talent while ensuring fair
competition with local professionals, will
come into effect in phases starting from
September 2024.

What is an
Employment Pass?

Before diving into the recent changes, let's
quickly understand what an Employment
Pass (EP) is. An EP is a work permit issued

by the Singaporean government to foreign

F ;”” New Al system for making

=| money takes Malaysia by storm

Ig Y y: Y
Sponsore

CommitTips

Figure 4.17 Gemini Result
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Gemini Result : Output: Safe
Description:

The text describes changes to the Employment Pass application process in Singapore.
While this is a significant update, it is a legitimate announcement from a government
agency. The information is readily available on the Ministry of Manpower's official

website.

Another attempt is to show the URL scanning process.

Figure 4.19 IPQS Scan Result

In short, the entire process of pushing the data to Gemini and letting it to judge the
content of the data is very feasible as it is tested using the prototype application.
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CHAPTER 5 System Implementation

5.1 Hardware Setup and Configuration

This project does not require any special hardware setup as it is more software oriented
development. Therefore, the hardware setup will only consist of two components listed
below:

Android Smartphone

Figure 5.1 Image of Xiaomi Poco X3 NFC

The use of the Android smartphone is to host and debug the application developed.

The development is built for Android platform and tested on Android version 14.
Hence, the requirements replicating the development of the project is set to Android 14
smartphone. It should be noted that older variants of the Android version may work to
host the application; however, since it is not tested for any older variant of Android

system, there is no guarantee the system will work as expected.

Aside from that, the smartphone will require one configuration to allow debugging
mode later on. For this project, the Android Smartphone used for deploying the
application is the Xiaomi Poco X3 NFC with Android 14. The configuration can be seen at

the following table:
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Table 5.1 Phone Configuration

Step 1: Go to the

smartphone settings

Settings

. About phone

® System apps updater

= Wi-Fi
Bluetooth
Mobile networks
Interconnectivity
Portable hotspot
& ven

Mare connectivity options

Lock screen

Figure 5.2 Phone
Configuration Part |

Step 2: Go to the About
phone

Xiaomi Hyper

1.0.14.0.Uf

Device name

Storage

0S version

Android version

Android security update

Detailed info and spacs

Figure 5.3 Phone
Configuration Part II

Step 3: Click the OS version
label until you are developer
(May be different for each
phone brand)

Xiaomi Hyper

1.0.14.0,UL0)

Device name

Storage

05 version

Android version

Y
ance @

Detailed info and specs

Figure 5.4 Phone
Configuration Part II1
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Step 4: You should have a Step 5: Ensure the “USB Step 6: When plug in the
developer option page debugging”, “Install via phone via USB to the
available in your setting, USB”, “USB debugging” computer, ensure the phone
navigate to it. are enabled configure the USB for File

202 @

&~ Developer options
Developer options

Developer options USB debugging

Bug report handler Revoke USB debugging authorizations

Wireless debugging 5
Home screen backup password Pay with TNG eWallet

[
Install via USB &

Keep screen on

Install via USB

USB debugging (Security settings)

Use USB for
Bluetooth HCI snoop log

Disable adb authorization timeout

Bluetooth HCI snoop log filtering
File Transfer/Android Auto

Enable viewing attributes Transfer photos (PTP)

Select debugging app Cancel

Figure 5.5 Phone Figure 5.6 Phone Figure 5.7 Phone
Configuration Part IV Configuration Part V Configuration Part VI
Computer

Figure 5.8 MSI GF63 Thin 10UC

The computer can be any computing device with Windows operating system 64 bit.
This includes laptops or desktops as long as it is able to support all the programs that
are introduced in the software setup later on. For this project, the computer that is
utilized to build the project is a MSI GF63 Thin 10UC with Windows 11 home edition

64 bit operating system. No configuration is needed on the laptop out of the box.
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5.2 Software Setup and Configuration

5.2.1 Android studio

Android Studio is a software that requires the user to download in order to use its
service. Due to multiple versions of the Android studio is available and updates for the
platform are frequent, the project’s Android studio version is set at Ladybug Feature
Drop 2024.2.2 Patch 1, released on February 13, 2025. Users may download the

Windows 64-bit variant and proceed with the standard installation.

25 developer.android.com/studio/archive

login [ Certificates [ UTAR [ Leaming [ Tools

P9 Developers Essentials v Design & Plan ~ More ~ Q_ Search ! é- @ English v )]

Android Studio Ladybug Feature Drop | 2024.2.2 Patch 1 February 13, 2025

Installers

Chrome0S: android-studio-2024.2.2.14-cros.deb (1.8 GB)

Mac (Apple Silicon): android-studio-2024.2.2.14-mac_arm.dmg (1.3 GB)
Mac (Intel): android-studio-2024.2.2.14-mac.dmg (1.3 GB)

Windows (64-bit): android-studio-2024.2.2.14-windows.exe (1.2 GB)

SHA-256 checksums

1e@c0963a1d694fe69c0l11ledfccla796673dfc5741d307af72251e19fee27f android-studio-2024.2.2.14-cros.deb
e58381031e32e9d2792a9b62561837b00d23fd48f662cc3cd242821ae6844d45 android-studio-2024.2.2.14-mac_arm.dmg
de246ff95d635a4df642e3f7e64457d384c72f1916a2a318a630d8a43219b9¢3 android-studio-2024.2.2.14-mac.dmg
01301969c432643d3d94f0fed3a3218b18bf7dc970e@db7cd31d2ee2033fd49a android-studio-2024.2.2.14-windows.exe

Zip files

Linux: android-studio-2024.2.2.14-linux.tar.gz (1.3 GB)

Windows (64-bit): android-studio-2024.2.2.14-windows.zip (1.2 GB)
SHA-256 checksums

73db7c190c366b36087f8bf288a4a89676c64d47aadb9ad8c528010de8bb2344 android-studio-2024.2.2.14-1inux.tar.gz
9a3649890c71abe8f3c67¢c18c42742c32b450ed439c1fbfabe5d5d5¢1876cf33 android-studio-2024.2.2.14-windows.zip

Figure 5.9 Android Studio Download Page

Aside from that, it is important to grant the necessary permission for the application to

ensure it will be able to perform as expected.

Figure 5.10 Android Studio Android Manifest XML File
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Furthermore, the application development will also require additional dependencies to

integrate more libraries that are required for the development.

Figure 5.12 Android Studio Build Grandle Kotlin File Dependencies Part 11
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Then lastly, later on the API keys obtained from the services that the project is using
should be stored under the root directory of the project folder. Firstly, a file named
“apikeys.properties” is created with all the API Key declared.

Figure 5.13 API Keys Properties File

Last build gradle file, the following configuration can be seen within the figure shown.
Since we have a dedicated file for the API keys, we are able to exclude the API key
folder when uploading to GitHub in the future.

= geminiApiKey

ConfigField(

alue = virusTotalApikey

ldConfigField(

1dFeatures {

Figure 5.14 Android Studio Setting Up API Keys
70

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5

5.2.2 Google Al studio

Google Al studio will provide us with the Google’s chatbot Gemini API key for later
on development. It should be noted that this service does not require the user to
download any software to obtain the APl key. Firstly, go to
https://aistudio.google.com/prompts/new_chat and register a new account if you do not

have one. Then click agree to their terms and conditions.

Google Al Studio > GetAPlkey  Studio

Chat Prompt

0

Google Al Studio is the fastest way to start exploring and building with Gemini, our next generation family of
multimodal generative Al models. Test prompts, get an API key, and go build.

@ eonsent the Google API
acknowledge that | have read the

[T ke toreceive emails for model updates, offers, useful tps, initations to particpate i research

studies, and news about Google Al

Figure 5.15 Google Al Studio Webpage

Google Al Studio e GetAPlkey  Studio

3 Chat Chat Prompt B A K : Run settings

Genmini 2.5 Pro Preview 03-25
Temperature
D History

Get started w

& Enable save

® : tion

Function calling
Test if Al knows which number is bigger. Ask questions about key details in a video. Search with a funny twist!

Grounding with Google Search

Advanced settings

Figure 5.16 Google Al Studio Navigate to API Key Page
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Google Al Studio ©= Get APl key
@ APl Keys

APIKeys

Quickly test the Gemini API

£ API Plan Billing
S Changelog
API quickstart guide

nt key=GEMINI_APT_KEY" \

and manage your project and AP keys in Google Cloud

APl key

Google Al Studio c= Get APl key Dashboard

API Keys

APl key generated

e your API keys securely. Do n

Figure 5.18 Google Al Studio Retrieve Gemini Key

Based on the steps shown in Figure 5.15 to Figure 5.18, you will be able to obtain you
own Gemini API Key that you can use in your project for free. All the popular and
recent Gemini models are available to use free of charge. Although the free tier has
been imposed with some limitation such as limited quota per day, it does not impact the
project and the throughout the development of the application, the project’s usage on
the Gemini API Key rarely finishes the quota given. It should be noted that the Gemini
model that we have used for this project is Gemini 2.0 Flash Thinking, as it is sufficient

for our use case.
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5.2.3 IP Quality Score

IP Quality Score (IPQS) will become the module for the application to have the ability
to scan website links for any malicious activity. The following will be the guide to

obtain the API key of the service.

Qs PROXY DETECTION ~ EMAIL VERIFICATION ~ PHONE VALIDATION  DEVICE FINGERPRINTING ~ CYBERSECURITY ~ SOLUTIONS  ANTI-FRAUD TOOLS  LOGIN Register

IPQS Login

Email Address

Password

&+ signinwith Google

Don't have an account yet? Register now!

Forgot Password?

Figure 5.19 IPQS Login Page

The user may login to the IPQS website via registering a new account or login via

Google account.

as My Account

Finish Registration

Welcome to IPQualityScore! We need just a bit more information to finish Please complete your account information

setting up your account. Trust us it's totally worth it! to activate your free ount.

First Name Last Name

Elesesuesva i fmEReR 1 Complete Free Account Registration
R DT () i @ Activate IPQS Fraud Prevention Tools
Pleas nterav 3 n s
ce toreceive 2nd customer service cas and text messages from IPQS @ Automatically Fight Fraudsters 24/7
Rakuten Linked

Figure 5.20 IPQS Registration Page

The website may require further information from the user to complete the free account

registration.
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QUALITYSCORE

PROACTIVELY PREVENT FRAUD

Jin Yang Poon

Schedule a Demo »

Dashboard

Proxy/VPN Detection API
Email Verification API

Device Fingerprint Tracking
Phone Number Validation API
Mobile Fingerprint SDK
Malicious URL Scanner API
Leaked Data API

Malware File Scanner API

Gaming Fraud Detection SDK 4

Settings & Account Management™

it Setting:

APIKeys

a =
Need Help? or Call Us at (800) 713-2618 | Schedule Demo » _Q = Plans Logout

APl Key Munqgement
+ Create New O Disable All W Clear All Expired W Clear All Disabled
=3 Expired:0 Plan Max Allowod: 1

Showing 1search result

User APl Key Starter  expiration: Nover / Active

ODKWA fol"] [# Edit O pisable W Delete

@ All O Active O Expired O Disabled

Figure 5.21 IPQS Navigating to API Key

The user will be able to obtain the IPQS API key by navigating to the side panel on the

left, choosing “Settings & Account Management” and “API Keys”. Then the user will

be able to view the API key that is already created for every user. The user may click

on the eye icon to show the API key.
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5.3 Integrating Services and Coding

Since the complete application consists of 34 classes with each class on average
containing 300 lines of code, this section will only prioritize displaying and explaining

codes that are built to integrate the core services. These services are listed as below:

a. Speech-To-Text
b. Gemini API Integration
IPQS API Integration

a o

Google Machine Learning Kit Optical Character Recognition

e. Secure Browse
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5.3.1 Speech-To-Text

The built-in system or class in Android is the SpeechRecognitionListener, where it
converts audio to text. The components of the SpeechRecognitionListener consist of

the following [46]:
1. SpeechRecognizer

The core component that manages the speech recognition process. The

SpeechRecognizer will listen to the audio input and convert the conversation to text.
2. RecognitionListener Interface

The RecognitionListener Interface will provide a set of callback methods. These

methods will inform the application regarding the speech recognition process.
3. Callbacks

There are many callbacks in this class, but the most common and frequently used in

developing the project’s application are

o onReadyForSpeech(Bundle params): Called when the recognizer is ready to

begin listening.
o onBeginningOfSpeech(): Indicates that the user has started speaking.
o onEndOfSpeech(): Indicates that the user has stopped speaking.
e onError(int error): Notifies about errors that occurred during recognition.

o onResults(Bundle results): This method is called when recognition results are

available. This is where the recognized text can be obtained.

o onPartialResults(Bundle partialResults): This method is called when partial

results are available, useful for giving immediate feedback to the user.
4. Intent Configuration

To start the speech recognition process, an Intent object will be created with parameters
such as the language model, the prompt to display, and any other necessary settings for

recognition. The recognizer will start to listen for speech based on this intent.
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It is to be noted that, the Speech-To-Text configuration in the project is to only send
the recognized text after accumulated enough words, for example 10 words, only then
it will send to Gemini for analysis. This is to ensure the amount of words sent to the

Gemini is meaningful enough to let the chatbot make valuable decisions.

After implementing the SpeechRecognitionListener class in the prototype, the result
can be shown in the following figures. It is noted that, in the prototype application

configuration, after the amount of word has been recognized, only then it will be sent

to Gemini for processing.

Figure 5.22 Audio Capture in Process

Figure 5.23 Gemini Scanning the Conversation

Figure 5.24 Gemini Result

Gemini Input:

“hello this is Alice calling the underwriting department regarding your discover credit
card account based on your recent payment activity and balance you are eligible for an

interest rate reduction to as low as 1.9% to take”

77

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5

Gemini Result : Output: **Dangerous™**

Description: This message is a potential phishing attempt. It claims to be from the
"underwriting department" regarding a Discover credit card account, offering a low
interest rate reduction. This type of message is commonly used by scammers to lure
individuals into providing sensitive personal information, such as credit card details,
account numbers, or social security numbers. The message lacks any clear identification
of the sender or specific details about the account, making it highly suspicious. It's
important to remember that legitimate financial institutions would never ask for

sensitive information through unsolicited phone calls or messages.

Overall, the success of these test conducted on the prototype has provided the
confidence on building a prototype that combines all of these features and ultimately

develop a mobile application that was suggested in this project to counter scam.
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5.3.2 Gemini API Integration

The following is the code for the Gemini API class; to make it more modular for the
rest of the Java classes to implement the Gemini model, the best possible approach is
to make it a class instead of rewriting the entire code for each time any of the Java

classes requires decision making.

Figure 5.25 Gemini API Model Code Configuration

In the Figure 5.25, we are able to observe the configuration for the Gemini model. The
four settings which includes harassment, hate speech, dangerous, sexually safety should
be set to not block the content. This is because the project aims to deploy an application
that will analyze and return whether the content is safe or otherwise, if these settings
are not disabled, the generative model will not provide any valuable feedback once
malicious activity is detected. Additionally, the Gemini variant used in this project is
the Gemini 2.0 Flash version. This version of the model is able to produce the result
with a decent accuracy and does not take too much of the limited quota. It is to be noted
that, this project has not implemented any custom trained variant of the Gemini model,
the model being used has been sent with a detailed prompt amend before the content

that is required to be scanned. The block of text can be seen at the following
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Figure 5.27 Gemini Instruction Part II

In figure 5.26 and 5.27 we are able to observe the instruction given to generative model
to ensure consistent and valuable output is provided to the user. It is well noted that
fine-tuning the model is an option; however, this project has not taken that approach
instead opted for the in-context learning method. The in-content learning (ICL) is a
technique where the instructions and demonstrations are placed into the prompt in a
natural language format [47]. Natural language format refers to the way that human

naturally use communicate when speaking and writing to each other.
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Figure 5.28 Gemini Result Implementation

In Figure 5.28, the design to handle the Gemini API is straight forward. The
AnalyzeCallback interface will be a callback mechanism to deliver the result
asynchronously. While the analyze method will build up the prompt, assign a thread to
perform the work, then call the API and send the setup prompt and the content prompt
to be analyzed. Once finish, the callback method will be invoked and the result will be

sent to the interface method.
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5.3.3 IPOS API Integration

The following figure contains the code regarding the IPQS class module.

ring... params) {

on = (HttpURLConnection) apiURL.ope

etInputStream();

Figure 5.29 IPQS Calling API Code
Figure 5.29 shows a method in the IPQS class called MaliciousUrlScannerTask. This
class will be responsible for calling the API from the IPQS service. It will make a HTTP

request and take in the JSON format response from the IPQS scan result.
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t(JSONObject

+ result.ge

Figure 5.30 IPQS Analyzing the JSON Response

In the Figure 5.30, we are able to see the function that is coded to convert the JSON

form result to more user friendly result.
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scannerTask.get();

Figure 5.31 IPQS Main Function

Figure 5.31 shows the main public function that other class can invoke to access the
IPQS scan website link feature. By calling the “scanTargetURL” method and placing

the website link as the parameter, the scan result will be return accordingly.
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5.3.4 Google Machine Learning Kit Optical Character Recognition

The Google Machine Learning Kit OCR implementation can be seen below.

OCRCallBackd{

gnized(String text, Exception error);

public Strin a h _RCa s I0Exception {
InputImag ge f sw File(filePath)));
Ta

visionText) {
ngBuilder recognizedText = new StringBuilder();
for (Text.TextBlock block : visionText.getTextBlock
(Text.Line line : block.getlines())

String t = line.getText();

recognizedText.append(tex

WNull Exception e) {

ecognized( text null, e);

Figure 5.33 Google ML Kit OCR Analyze Method Variant I
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public Stri 1 P JCRCallBac I0Exception {
Input
Task<

ext visionText) {
StringBuilder recognizedText = new StringBuilder();

sionTex tTextBlocks()) {
Ul getlLin
String xt = line.getText();
recogr dText.append( append("\n");

+recognizedText.
(recognizedText.toString(),

nNull Exception e) {

cognized( null, e);

eturn null;

Figure 5.34 Google ML Kit OCR Analyze Method Variant II

Figure 5.32 to Figure 5.34 shows the entire code for the Google Machine Learning Kit
OCR. In short, the callback method will define a contract for receiving the results of
the OCR and alert the other class once the OCR image to text conversion has been
completed. Then, the main function is the analyze method where there consist two
variants of the method. The technique used here is overloading the method to allow two
different type of parameter to be accepted. The class can invoke the method by placing
the file path as a string or as a Uniform Resource Identifier (URI). This allows more
flexibility on the other classes when invoking this method. The analyze class will be
responsible for starting the OCR process asynchronously. Once the conversion is
successful, it will extract all the recognized text block by block and invokes the callback

method to send the result back to the original class that has invoked this method.

86

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5

5.3.5 Secure Browse

The secure browsing class implements a secure web browser within the application. It
aims to protect the user from malicious website if the user wishes to navigate and
browse to a website with uncertainty. It will implement a two layer security mechanism

before allowing the user to load the content of the website.

The first layer security mechanism is using the IPQS to scan the website link for any
malicious history or report. Then second layer security will be loading the source code
of the website to and sending to Gemini to scan for any manipulating content or any
threat hidden in the website. This is because websites that are newly register may bypass
certain website link scan services, but their malicious content will be caught by the
second layer security mechanism. Additionally, the website will be loaded with no
Javascript for an extra layer of security. Therefore, the secure browser is not intended
to be used as a normal browser but only use when the user has reasons and wishes to

proceed with a link that may be a threat.

As the class consist of many codes that are related to update the application’s User
Interface (UI), the following will only show figures of the code of the core services in

this class.
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Figure 5.35 Secure Browse Scan and Load URL

Figure 5.36 Secure Browse Scanning URL Code
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Figure 5.38 Secure Browse Secure Web View Client
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ng. UrlFeed

Figure 5.40 Secure Browse Perform URL In Depth Part I
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Figure 5.41 Secure Browse Perform URL In Depth Part II

The following is a list of method and description to get a better understanding of the

codes and functions displayed from figure 5.35 to figure 5.41.

Table 5.2 Secure Browse Methods and Description

Function Description

scanAndLoadUrl(String url) This is the central orchestrator that initiates

the security checks for a given URL.

performUrlScan(String url) Interacts with the MaliciousUrlScanner to

get an initial safety assessment.

geminiApiScan(String url) and Fetches the web content and uses the

performUrlScan2(String GeminiAPI to perform deeper content

geminiResponse) analysis and scan URLs found within the
page.
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SecureWebViewClient

Crucial for intercepting and scanning URLs
clicked within the WebView, preventing the
loading of potentially unsafe links without

prior checks.

updateUiWithScanResult(String
scanResult) and
displayScanResults(String result, String
description, UrlFeedback feedback)

Responsible for presenting the scan results

to the user in a clear and informative way.
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5.4 System Operation

5.4.1 Screen Scanning Activation Via Quick Access Panel

This feature is where the user will activate the screen scanning function via quick access
panel while using any other application.

Rank  Root Domain

1 B vww.blogger.com
[E:

2 @ youtube.com (2

3 G www.google.com
(154

4 . cloudflare.com (7

5 whatsapp.com [2

6 googleusercontent.com
iz

7 % apple.com 4

8 @ linkedin.com (2

9 B play.googlecom [7

10 & docs.google.com (2

Figure 5.42 Opening Quick
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Application Screen
Permission
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Please draw on to cover any sensitive
information!

Rank  Root Domain
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5.4.2 Screenshot Scanning Via Image Upload inside Application
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5.4.3 Audio Scanning Activation Via Quick Access Panel

The Audio Scanning method test case will be using the social security scam voicemail

available on YouTube.

= (> YouTube "

SCAM

ALERT

ANSCTRIPT TN THE DESCRIJ’T&OE @O -

LJd

P Pl € oo01/01

SCAM ALERT: Social Security Scam Voicemail

1

Figure 5.54 YouTube Scam Voicemail Example

The transcript is as follow “This call is from the Department of Social Security
Administration. The reason you have received this phone call from our department is
to inform you that we just suspend your social security number because we found some

suspicious activity. So, if you want to know about this case, just press 1. Thank you.”
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5.4.4 Safe Browsing Usage inside Application
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5.4.5 Scan Quick Response (OR)
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5.4.6 Deleting Database Inside Application

Ve = @D 40

= CyberShield

12 Threat
Has Been
Detected Out of
32 Total Scans

@ «@)

Screenshot Audio Scan

a
ﬂ [}
(W)

Safe

B Scan QR

Figure 5.71 Accessing
Scanned URL Database

2:16 & BB il @D

= CyberShield

Scanned URL Database

Category

Al record:

Figure 5.74 Deletion of All
URL

R A

Home Page

Figure 5.72 Navigating to
URL Database

CyberShield

Scanned URL Database

Scanned Category
URL

Hals.wikipedia.org/ spamming
malware
phishing

Jalt.wikipedia.org/ spamming
malware
phishing

#/am.wikipedia.org/ spamming
malware
phishing

#/ami.wikipedia.org/ spamming
malware
phishing

#fan.wikipedia.org/ spamming
malware

phishing

W/ang.wikipedia.org/ spamming
malware
phishing

Hanp.wikipedia.org/ spamming
malware

SRR

Figure 5.73 Selecting All
URL

101

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5

5.5 Implementation Issues and Challenges

This section summarizes the difficulties faced when developing the application features
mentioned in this project. One of the components in the screen scanning feature where
the OCR functionality is being developed, the most troublesome problem faced was the
accuracy of the OCR. The initial OCR model used, Tesseract, suffers very obvious
accuracy problem which it would affect the later on Gemini judgement on the content
that it is going to analyze. The Gemini model would constantly false flagging the
content as dangerous due to the spelling of the sentence is wrong. This greatly affects
its ability to accurately spot threats. The problem was fixed with the usage of Google’s
Machine Learning Kit OCR model where the accuracy of the image to text conversation

is up to the standard and Gemini is able to properly analyze the content.

Aside from that another issue faced is that the Gemini model would require a detail
prompt to suit the usage, particularly the wanted output would need a very specific
JSON prompt for it to work. Manually writing the prompt for the LLM to use was
tedious and does not work as consistent at most of the time. This problem was fixed by
using ChatGPT, another LLM developed by Open Al to generate the prompt for the
usage to place into Gemini. The prompt generated for Gemini was specific enough for
our use case and was quick and convenient. It is advised that in the future whenever a
role or a particular task was needed to be assigned to an LLM, the user should ask
ChatGPT or other LLM to make a prompt instead of manually typing one to ensure

effectiveness.

Finally, the most challenging problem faced and has not been directly addressed is the
ability of the application to listen to its phone call conversations. This is due to the
nature of the Android operating system. The operating system does not simultaneously
allow two application to use the audio system (microphone and speaker). Once the
project’s application is using the microphone, the phone conversation will not be heard
from the phone speaker. Therefore, the usage of the audio scanning is not to listen to
the current phone conversation or any audio but rather the concept is to deal with face

to face conversation to detect any threat hidden within the other person’s conversation.

102

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5

5.6 Concluding Remark

In chapter 5, we are able to get a better understanding of the entire project setup
including software and hardware setup. In short, the hardware setup consist of two
device which is an Android with USB debugging enable and an out of the box Windows
64 bit operating system laptop. Then software setup will consist of Android Studio,
Google Al Studio, IP Quality Score (IPQS) setup.

Furthermore, the chapter has also mentioned the methods with codes on integrating the
core services used in the application development. This includes speech-to-text, Gemini

API, IPQS API, Google Machine Learning Kit OCR, and secure browse.

In addition to the code integration, under Chapter 5.4 system operation, the
demonstration of the system operation can be seen with screenshots of the application.
Then finally, the implementation issues and challenges are also including in the Chapter

5.5 to state all the challenges that has been faced during the application development.

103

Bachelor of Information Technology (Honours) Communications and Networking
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 6

Chapter 6 System Evaluation and Discussion

6.1 System Testing and Performance Metrics

In this section, we will be performing performance benchmarking for the developed
application. This includes load testing, response time analysis, and network
performance. The application developed aims to offer a decent performance but still

lightweight for an average performance Android smartphone.

6.1.1 Load Testing

In order to perform load testing on the application, we will utilize the built-in “Profiler”.
The profiler gives the user a way to profile the app performance to better understand
the cause of poor performance. The profiler will be able to let user identify areas in
which the app is inefficiently using resources such as CPU, memory, graphic or even

power consumption [48].

Figure 6.1 Overall CPU and Memory Usage Running Developed Application

Figure 6.2 Peak Resource Usage Running Developed Application

In Figure 6.1 we can observe the overall CPU and memory usage when running and
using the developed application normally. Figure 6.2 is a screenshot of the peak

resource usage for the application, as show in the figure, we can see that the total
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memory used is roughly 360MB of memory. The amount of memory that the

application uses is insignificant.

6.1.2 Response Time

In this section, we will be measuring the response time of the application. Firstly, we
will measure the response time of the screen scanning feature. To ensure accuracy of
the test, the time measurement will not be manual but integrated into the source code

of the application.

= System.currentTimeMillis();
mat sdf = new SimpleDateFormat dd HH:m ", Locale.getDefault());
sdf.format Date(startTime));
lark™, "Start Time: " + formattedTime);

= System.currentTimeMillis();
teFormat sdf = SimpleDateFormat dd HH:nm , Locale.getDefault());
rmattedTime = s me));
ile-Fc B Time: + formattedTime);

Figure 6.3 Code Integrated for Logging Timestamp

The following are five test case that will be screen scanned by the application to

measure the response time of the screen scanning service.
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I don't care if it takes a week to
getit
Ok man I'll just leave it to be on the

read, your item will be delivered to
you in two days time

Ok | need a tracking

Okay but when am | getting
my balance

‘You will get your tracking man chill

More options

Figure 6.5 Screen Scan Test 11

Your Dec bill of RM #
~nanaTecos iy - .

Maxis Group ID:
BUSiaaS "W

T R -

Your quota is now refreshed. Check
usage & buy add-on passes via
Maxis app for self-pay or request for
assistance from your company's PIC.

Maxis: Your account 3022 points will
expire today, and will be invalid after
the expiration date. Please redeem your
points in time to ensure your rights and
benefits!

Figure 6.7 Screen Scan Test [V
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11:00 © WA E
<«
< Jbl

2 wF BF WE ME AHETD M

#8548 China Press - REIE

BYPANE - Q
JBL EEZEX MYR 289 {81 Boombox 3 #5753
(R 1/4)
ST ARBN—RIENG, JBLERXERT
55 BIELEER, {REMIG https://
www.jblmalaysia.asia/boombox3-sale-75 LA 1/4
#9fH4&37I0 200 & Boombox 3 EHif
JBL ERNERLTRSE, BEHNEE—EZMT
g, FANBRXRIXENARBTNHE~RT. I
BRAEFHITE, ERHMBREFRR!

L% ol

JBLIEEBINVIVR 20060063
BEBeombek S
(EHED 14)

Open app

Figure 6.8 Screen Scan Test V

. Benchma
. Benchmark
. Benchma

. Benchmark

. Benchmark

Figure 6.9 Timestamp Log for Each Test
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Table 6.1 Response Time Screen Scanning

Test Case Using Response Time
Figure 6.5 7.216 seconds
Figure 6.6 5.478 seconds
Figure 6.7 5.132 seconds
Figure 6.8 7.444 seconds
Figure 6.9 7.679 seconds

Average Time

6.5898 seconds

Max Response Time

7.679 seconds

Min Response Time

5.132 seconds

Next, the audio scanning service, we will be using the same video shown in Figure 5.48

which is a scam voicemail recording. It is to be noted that the system flow in the audio

scanning, will convert the audio to text and accumulate until there is enough words,

then it will be sent to Gemini for analysis. Therefore, the response time depends on the

scenario whether the person who is speaking has spoken sufficient number of words.

However, to get a rough estimation of the service response time, the video used to test

the service is assumed to have an average speed of speaking. The following is the result

of the test.

long startTime

rt time: "

System.currentTimeMillis();

+ startTime + " ms”

Log.i("Tile-Listen", " St:

long endTime = System.currentTimeMillis();
Log.i("Tile-Listen", " End time: " + endTime + " ms");

Figure 6.10 Audio Scanning Timestamp Log Code
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2025-04-26 21:25:39.712 5925-5925 Tile-Listen exanple.fyp_ver_2 Start time: 17456
2025-04-26 21:25:49.661 59 25 Tile-Lister example. ) End time: 1

2025-084-26 21 :52.976 59 25 ile- ter com.example. r_2 End time: 1
2025-84-26 21:25:57.15 59 25 ile-Lister com.example. r_2 End time: 1
2025-04-26 21:26:00.986 5925-5925 ile-Listen e yp_ver_2 End time: 1745

Figure 6.11 Audio Scanning Timestamp Log
In Figure 6.11 we can see there is a start time which indicates the service has started to
listen to the surrounding audio. However, there is multiple end time, this end time
indicates the Gemini has finished analysing the content and returned a result. Then it

will wait for the next line of sentence and continue to analyse.

Table 6.2 Response Time Audio Scanning

Analysis Number Time Taken for Result
1 9.949 seconds
2 3.315 seconds
3 4.174 seconds
4 3.836 seconds
Average 5.320 seconds
Max Time 9.950 seconds
Min Time 3.320 seconds

As for the secure browser, the response time will not be tested. This is due to the fact
that the browser will depend on the type and the content that exists on the website. The
more website links that are embedded on the website, the longer that it will take to scan
and finally load the website. Therefore, if a response time test has been conducted on
the service, it will not be meaningful as the time will significantly be different for each

website.
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6.1.3 Network Performance

At this section we will be testing the network performance. The application invokes
two types of API services which are Gemini API and IPQS API. We will be integrating
codes into the program to measure the time taken for each of the API to provide their
response. Additionally, the test for Gemini API performance will be conducted using

images from Figure 6.4 to Figure 6.9.

startTime = System.currentTimeMillis();
requestId = generateRequestId();
Li(TAG, "Ge 11 st " + requestId + " t t: " + startTime + "

endTime = System.currentTimeMillis();
ionTime = endTime - startTime;
+ requestld + " + endTime + " ms");
Log.i(TAG, ni + requestId + ti " + executionTime + " m

Figure 6.12 Gemini Timestamp Logging Code

startTime = System.currentTimeMillis();
ri requestId = generateRequestId();
Log.i(TAG, "URL an request " + requestId + " sta at: " + startTime + " ms for URL: " + rawURL);

endTime = System.currentTimeMillis();
totalExecutionTime = endTime - startTime;
Log.i(TAG, "URL request " + requestId + " total co time: " + totalExecutionTime + " ms

Figure 6.13 IPQS Timestamp Logging Code

Figure 6.14 Gemini Timestamp Log Part I
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Figure 6.16 Gemini Timestamp Log Part I1I

Table 6.3 Network Performance Gemini API

Test Case Using Response Time
Figure 6.5 1.547 seconds
Figure 6.6 1.500 seconds
Figure 6.7 1.262 seconds
Figure 6.8 1.151 seconds
Figure 6.9 1.406 seconds
Average Time 1.446 seconds
Max Response Time 1.547 seconds
Min Response Time 1.262 seconds
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Next, the IPQS API network performance. For this test we will be using 10 website
links to benchmark the time it needed to return a result.

8:51 @ 2B U A @D se
O} 2 moz.com/top50C + :
Linking
Root L
Rank  Root Domain Domains £
1 © youtube.com (2 26924325
pd G www.google.com 14,422,525 '
2

2 [ www.hblogger.com 316996510

K
4 M@ inkedin.com 2 16116852
5 whatsapp.comn [2 6,145,809 {
é googleusercontent.com 15,367,664 [|
2
7 « applecom (2 7,283,335 1{
g cloudflare.com (2 12424054 A
5 o youtube 7 5738157
10 & maps.google.corm 4803616 B!

A

Figure 6.17 IPQS Test Case

Figure 6.18 IPQS Timestamp Log
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Table 6.4 Network Performance IPQS API

Website Scanned Response Time
youtube.com 818 ms
www.google.com 534 ms
www.blogger.com 1633 ms
linkedin.com 1639 ms
whatsapp.com 626 ms
apple.com 470 ms
cloudflare.com 888 ms
youtu.be 608 ms
maps.google.com 779 ms
googleusercontent.com 445 ms
Average Time 878ms
Max Response Time 1639 ms
Min Response Time 445 ms

A minor conclusion for this section is that all of the response time of the system services
are tolerable and fast enough to ensure the user will not feel as if the application is

unresponsive.
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6.1.4 Scam Detection Accuracy with Gemini LLM

The benchmark method that was chosen to be used is the confusion matrix. The
confusion matrix is a common method that is used to show the performance of a
classification algorithm with a table [49]. Since, the result of our mobile application
would be showing weather the content is safe or dangerous, it could be considered as a
classification case. Although, after the system flags the content to be dangerous it will
include the explanation of the LLM, but still, we are focusing on the fact did it flag the

content properly at first before checking the explanation of the flag.

Classification is a supervised machine learning process of categorizing the input data
into a variety of classes based on one or more features [50]. In our case, we are just
using the confusion matrix that is used to benchmark classification cases. The confusion
matrix consists of four basic elements which are used for calculation of accuracy,
precision, recall, and F1 score. Those four basic elements are explained in a very simple

manner according to the use case of our project in the following below:

1. True Positive (TP) : True positive means the system has flagged the content as

dangerous and the actual content is dangerous. Correctly classified.

2. True Negative (TN) : True Negative means the system has flagged the content

as dangerous, but the actual content is safe. Wrongly classified.

3. False Positive (FP) : False Positive means the system has flagged the content

as safe and the actual content is safe. Correctly classified.

4. False Negative (FN) : False Negative means the system has flagged the content

as safe, but the actual content is dangerous. Wrongly classified.

Using the four basic elements of the confusion matrix, we are able to compute the other
four calculation result that are more informational. These four results are accuracy,
precision, recall, and Flscore. The following below would be explaining these four

results:
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1.

Accuracy: Accuracy of the system is calculated by taking the correctly flagged
content (TP+TN) divided by the total number of input samples
(TP+FP+TN+FN).

TN +TP
TN+ FP+TP+ FN

Accuracy =

Precision: Precision of the system is calculated by taking the correctly flagged
dangerous content (TP) divided by the total number of sample contents that are

predicted to be dangerous (TP+FP).

TP

J2 . _
recision —TP TP

Recall: Recall of the system is calculated by taking the correctly flagged
dangerous content (TP) divided by the total number of sample contents that has

actual dangerous content (TP+FN)

TP

P .. R
recision TP+ FP

F1 score: F1 score is calculated using the precision and recall value to give us

an overall result of the model’s performance.

Precision * Recall

F1 Score =2 %
Precision + Recall
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The test will be using a public dataset with phishing emails to benchmark the Gemini
model that we are using as our scam detector in our application. The dataset is found
on Kaggle and promoted as phishing email detection dataset [51]. The dataset consists
of 55950 number of emails where 11322 of the emails are safe emails and 7328 are
phishing emails. However, for our use case we would just be testing 100 set of data to
see the performance of the Gemini judgement against the phishing email without any

tuning. Within the 100 emails, we have 62 safe emails and 38 phishing emails.

As aresult :
Confusion Matrix
F 50
=
W 25
L
m
un
W
L0
L
@
=
= ==
[1+]
=
(1N
g‘ = 3
£
.
<~
(=
I
Safe Email Phishing Email

Predicted label

Figure 6.19 Confusion Matrix of Gemini with 100 Dataset
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Summary of Results (for Phishing Email detection):

* Accuracy: 84%
* Precision: = 81.94%
* Recall: =95.16%

* F1-Score:=87.95%

Figure 6.20 Number Scores of Gemini with 100 Dataset

As shown in Figure 6.20, we can see that the accuracy of the Gemini in detecting the
phishing emails is quite high as it is above 80%. The testing has also calculated the
precision, recall, and F1-Score to better visualize the performance of the model.

Accuracy sometimes may not show enough to accurately conclude the performance.

The precision has scored 84% and recall has scored 84%, which is great and naturally
the F1-Score is 87.95%. The precision score can be interpreted as how accurately can
our model differentiate between safe and phishing email. Then the recall can be
interpreted as how well can our model catch all phishing email. The Fl-score is
calculated with the precision and recall score, which it will show a value that is
influenced by both value, if precision value is very low and recall value is high, the F1-

score would be low also instead of getting influenced by the highest score.

In short, we can conclude that Gemini is a great candidate for our use case. However,
in the future, the project development may look into using ChatGPT, a stronger LLM
that is potentially more powerful than Gemini, to be used as our scam detector model

or information validation model.
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6.2 Testing Setup and Result

Within this section, we will utilize A/B testing methodology to determine the
effectiveness of the solution developed. The A/B testing in simple is a way to compare
two versions of something to figure out which performs better [52]. The users are given
4 rounds of test and total of 9 subjects to review. The following is the questionnaire that
is distributed to the users for testing. The test consists of 5 users with each of them
having 2 rounds. The first round will have the user to go through the test without the

application assistance.

Task 1 Y

As an average Malaysian citizen, you have received this message from JPJ stating your license will be
deactivated soon.

Image title

RMO: Your driving license will be
deactivated. To restore, please
check details:

What can you conclude *

Short answer text

Figure 6.21 Testing Task 1

Task 1 will require the user to spot the the Jabatan Pengangkutan Jalan (JPJ) message
is scamming. Based on the user’s response, all of the users whether with or without the
developed application is able to flag that this message is a scam. This result is expected
and provides us with assumption that the users have a certain level of awareness
towards scams. Many of the test later on we will be able to observe that the question
asked is “What can you conclude?”. This is because if we were to place the question to

“Whether 1s this malicious or not” it will hint the user more that the current task is
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malicious. However ,this will affect the aim of the test, which is try to distract the user
to view the task as if they were normal, and based on their awareness to determine

whether the messages that were given to them are malicious.

Then task 2,3,4 where the user is given with an Android smartphone to open up the
Discord application. Discord is a voice, video, and text communication application [53].

The application is similar to the more common communication application WhatsApp.

Section 4 of 6

Task 2,3,4

»<

3 friend in discord has send you messages to view. Review them

Here are your friends!
Go check on the messages they have sent you

QA ToucheMe

6’2 CarsonKongO7

@ »

What can you conclude here? *

Short answer text

Figure 6.22 Testing Task 2, 3, 4

" ToucheMe
“ Eh Jin Yang you mentioned your laptop keep crashing right? After | check that time, i think most likely is because you open too many website tabs on your browser.

Ofc la i know you no money to upgrade blah blah blah, excuses brooooo, you go out makan simply can 30 ringgit la.

Dont say brother no help u ah, nah this website, but free trial only la, pick the 16gb first, the 64 need money one

DownloadMoreRAM com - CloudRAM 2.0

Figure 6.23 Message Received I
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ﬁ! CarsonKongOT
=¥ EH JIN YANG HAHAH, WHY ARE YOU ON UTAR CONFESSION. TELL YOU ALERADY DONT DRIVE SO FAST LA WEY

[+]

Figure 6.24 Message Received 11

yb
Jin yang help help do my etika survey pls

tq

Google Docs

A survey about ethical issues and concerns of socia media abuses
is conducted to analyse the awareness of people in social media.
Hopefully, you could take 5 minutes to help us with this survey.
Your response is appreciated for the analysis.

Figure 6.25 Message Received 11

Each of my friend has send Discord messages to my Discord’s account. The user will
be using the Android smartphone login to my account to access these messages and
review them. Later on, the users will be required to make a conclusion whether any of

them are malicious, or this task is normal and there is no threat at all.

In context, the messages received, two of them are malicious. The “ToucheMe” account
explained that the laptop kept crashing due to low memory on the laptop. Therefore,
proposed an idea of downloading more memory on to the laptop. People with
Information Technology (IT) background will more likely to spot that this is misleading
or false information; however, other people may fall into this trap as they are not

knowledgeable in this area.
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Then “CarsonKong07” has send a website link on surface is a Facebook post link. The
website link that is on the surface is
“https:// www.facebook.com/share/p/1DYTbhFVXv/”, but the actual website link that
is being placed is “https://fakebook.com/loginWillGetPranked”. This method can be

used by placing a text and a website link under this format in Discord:

[text](website.com)

JyP

EH JIN YANG HAHAH, WHY ARE YOU ON UTAR CONFESSION. TELL YOU ALERADY DONT DRIVE SO FAST LA WEY [https:// www.facebook.com/share/p/1DYTbhFVXv/]
(

Figure 6.26 Building Decoy

The Facebook website link is a decoy and the actual link is Fakebook, a made up
website link. If this were to be a real scenario, a threat actor may bring the user to

malicious websites for them to login and capture their credentials.

Finally, the last message from “Yb” is a legit Google form.

Ethical Issues and Concerns of Social
Media

A survey about ethical issues and concemns of socia media abuses is conducted to analyse
the awareness of people in social media. Hopefully, you could take 5 minutes to help us
with this survey. Your response is appreciated for the analysis.

manekineko@1utar.my Switch account Feoy
E3 Mot shared

Next Clear form

Never submit passwords through Google Forms.

This form was created outside of your domain. - Terms of Service - Privacy Policy

Does this form look suspicious? Report

Google Forms

Figure 6.27 Received Message 3 Inside Link

The performance of the users without the application assistance can be seen below.
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For this test were you given the applicationto~  What can you conclude here?

hanyang7623@lutarmy FICT No Touchhe unsure carsonkong07 and yb is fake link

yinghtoh@ utar.my FICT No Naothing unusual

kyun0519g@lutarmy  FICT No The first and the third is real message, the second one is the scam message
tangje2005@gmail.com  Accounting No iwill ignore second person

stepheniechai91@amail BF Mo Mo idea

Figure 6.28 Performance Task 2, 3, 4 without Application Assistance

We can see that 2 of the users reported that there is nothing unusual here. Then the rest
of 3 user has suspicion that either 1 or 2 of the messages are malicious but none of them
are able to fully spot all the malicious messages, some of them flagged the third
message to be malicious while it was not. Then, the users are all going to the test again
with the assistance of the application. It is to be noted that, they are not aware of the

correctness of their answer on the first test run on this task.

~  Faculty For this test were you given the applicationto~  What can you conclude here?

TAN HAN YANG hanyang7623@1utarmy FICT Yes ToucheMe is a joke, CarsonKongO07 is a fake and yo is safe link

Toh Hui Ying yinghtohy@1utar.my FICT Yes ToucheMe and yb message is relatively safe, Carson Kong is scamming me

KHOO YUN QIAN kyun0519g@iutarmy  FICT Yes The first and second link is scam while the third is real message

Tang Jie En tangje2005@gmail.com Accounting Yes After use the app | will ignore the first person and second because if never use the app | v
Chai Jia Yuan stepheniechai91@gmail BF Yes Could identify risky link , prevent users from being scam

Figure 6.29 Performance Task 2, 3, 4 with Application Assistance

Every user after the test with the application has commented either the fully correct
answer or commented the application assisted to spot all the risky website links to

prevent the users from being scam.
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Then the task 5,6,7 is regarding the cheapest deal for the JBL Boombox 3. The aim here
is to distract the user from the real objective which is to ensure they are not scammed

by the fake JBL website. The task can be seen at below:

Section 5 of &

Task 5 ,6,7

bR ¢

Can you grab the cheapest deal you can for the JBL Boombox 37

Who has the cheapest deal

JBL Website
Lazada

Shopee

Figure 6.30 Testing Task 5, 6, 7

JBL Website : hitps://www.jblmalaysia.asia/boombox3-sale-75

China Press - RE# - Follow

oA
Elu. HREEFRT 0L

WERTSE, @
EREMEHLE!

JBIL SRS
B eHREEMNE RM199

Figure 6.31 Purchase Source 1 Fake JBL Website
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Lazada : https://www lazada com my/products/jenis-popular-merentas- o @ f
sempadan-boom3-pembesar-suara-blustooth-tanpa-wayar-generasi-ketiga-
bass-audio-jenis-mudah-dibawa-luar-i4154396771-523561478595 html?

from_gme=18f tag=1&exlaz=d_1:mm_150040427_145851002_210380101
0:13:21377074045Mc&gad_source=1&gad_campaignid=21377077111
&gbraid=0AAAAADVIgTSWZNza58C7ZXABkzx.) BPn_k&gclid=CjOKCQjwil LA
BhCEARIsAJYS6uk9Mal ctqsKlvsg_5VkilXB5luezaR2WLkLpyfl 8f0h105zhG
2zMDoaAmcBEALW _wcB

FEEDBALK SAVEMDRE OMAPF  SELLONLAZADA  CUSTOMER CARE

W Lazada

Catagories ™ @ lezMall @ Freeshipping [ Topup&eStore g Voucher

: Sempadan Booms

Jenis Popular Merentas Sempadan Boom3
Pembesar Suara Bluetooth Tanpa Wayar
Generasi Ketiga Bass Audio Jenis Mudah Dibawa
Luar

RM215.00

0 Family Hitam
-
Coalde e

Juantity

Add fo Cart

Figure 6.32 Purchase Source 2 Lazada Website

Shopee : https./#/shopee.com.my/JBL-BOOMBOX-3-Portable-Speaker-(|P67-Dust-Waterproof-
Bluetooth-24Hrs-Playtime)-Squad-Black-i.5529122.25600107484?sp_atk=1c24564ffe01-4acf-865e-
£491ae99cbebRxptdk=1c245641-fe01-dacf-865e-e491ae99cheb

Shopee Hall

e Mt & Adcamirins 5 Aadha 5 Soebats 3 JILDOCMECGR 5+ PUsl sl U 1P57 O BWAIAT0al EAEn V2411 PIAVIT) e Dlec).

s D JBL BOOMBOX 3 - Portable Speaker (1P67 Dust &
BRIGH ) 3 c}
Ellln prools 2 Playtime) Se

IBL BOOMBOX 3 Portable
Speaker - Squad [ Black

RM1,989.00

Sl i
iy

7 18 Ly oee bl 16N Al | Shipaeng Cash on Sebvey

Figure 6.33 Purchase Source 3 Shopee Website
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The first option is the JBL website link that is provided by a famous China Press news
Facebook account. The users does not know that this Facebook account is a replica of
the official China Press Facebook account. It is distributing a highly similar JBL
website to lure people purchase from it. As of now, April 26, 2025, the website still

exists. Aside from phishing website it does not contain any malicious script.

(@ 2/97 security vendors flagged this URL as malicious C Reanalyze  Q Search  More v
97 hittps://www.jblmalaysia.asia/boombox3-sale-75 Status  Content type Last Analysis Date @
www jblmalaysia.asia 200 text/html; charset=ut-8  amomentago >
Community
Score text/html
DETECTION DETAILS COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis O Do you want to automate checks?
Bfore.Ai PreCrime @ malicious Criminal IP () Phishing

Abusix ©) clean Acronis () Clean

ADMINUSLabs © clean AlLabs (MONITORAPP) () Clean

AlienVault () clean Antiy-AVL (&) Clean

Artists Against 419 (@) Clean benkow.cc () Clean

BitDefender ©) clean BlockList () Clean

Blueliv © clean Certego () Clean

Chong Lua Dao () clean CINS Army (&) Clean

Figure 6.34 Virus Total Scan
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The second and third purchase link origin from the official Lazada and Shopee website.
Both websites are e commerce platform in Asia [54] [55]. Although the Lazada website
is a bit suspicious due to less amount of buyer on the product. Lazada does offer a
feature “Buyer Confirmation” to hold the order amount and payment to the seller only
once the user confirms [56]. All transaction is still under Lazada’s control, it is safer

than the fake JBL website.

The user’s performance without the application assist is as shown below

Timestamp i For this test were you given the application tc ~  Who has the cheapest deal

4272025 15:44:46 TAN HAN YAMNG hanyang7623@1utar.my FICT Mo Lazada
42772025 16:21:50  Toh Hui ¥ing yinghtoh(@ Tutar.my FICT Mo JBL Website
47272025 16:51:40  KHOO YUN QIAN kyun0519g@1umarmy  FICT No Lazada
472772025 19:20:26  Tang Jie En tangje200%@gmail.com  Accounting No Lazada
A4f27/202519:50:13  CHAI JIA YUAN stepheniechai91@gmail BF Mo JBL Webzita

Figure 6.35 Performance Task 5, 6, 7 without Application Assistance

With 2 users picking the JBL website as their purchasing option, and rest of the users
picking the more common Lazada platform for the lower price. After the application is

used on the same task

Timestamp i For this test were you given the application tc +  Who has the cheapest deal

427/202516:02:50 TAN HAN YANG hanyang7623@utar.my FICT Yes Lazada
A4f27/202516:30:20  Toh Hui Ying yinghtoh@utar.my FICT ‘fes Lazada
4272025 17:07:25 KHOOD YUN QIAN kyun0519g@Iutarmy  FICT Yes Lazada
&4/27/202519:34:47 Tang Jie En tangje2005@gmail.com  Accounting Yes Lazada
42772025 20:14:51  Chai Jia Yuan stepheniechai®1@gmail BF Yes Lazada

Figure 6.36 Performance Task 5, 6, 7 with Application Assistance

All users have changed their decision to buy from the safer option, Lazada.
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Task 8 and 9 is regarding two audio files that will be listened by the users can conclude
what they are able to observe. The first audio is from the movie “The Wolf Of Wall
Street — Selling Penny Stocks” where it tricks his client to purchase a risky stock and
slowly manipulates his client to purchase those stocks. The main character is trying to
misrepresent the actual company’s value and potential, create artificial demand via
hype and pressure, and also profiting at the expense of unsuspecting investors. The

transcript can be seen at the following.

“You mailed in my company a postcard a few weeks back requesting information on
penny stocks that had huge upside potential with very little downside risk. Something
just came across my desk, John. Name of the company, Aerotine International. It is
a cutting-edge, high-tech firm out of the Midwest awaiting imminent patent approval

on huge military and civilian applications. Now, right now, John.

The stock trades over the counter at 10 cents a share. Our analysts indicate it could
go a heck of a lot higher than that. One thing I can promise you, even in this market,
is that I never ask my clients to judge me on my winners. I ask them to judge me on
my losers because I have so few. 4,000, that'd be 40,000 shares, John. Let me lock in

that trade right now and get back to you with my secretary with an exact confirmation.

Thank you for your vote of confidence, and welcome to the Investor Center.”

The second audio file is from a YouTube video made by Claude Diamond titled “How
to Torture a Scam Telemarketer with G.U.T.S”. The audio file has been cut before the
gentlemen exposes the call is a scam. This audio is to test whether the user listening to
this is aware of the scenario. The conversation involves the caller explaining the
donation can possibly be marked as a tax deductible fund. But in reality, the caller is
trying to exploit the goodwill associated with the American veterans and pressuring the
gentlemen (call receiver) to donate a potential significant portion. The transcript can be

seen at the following.
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Yeah, hi Joel, can you hear me? Hello? I was just saying, the American Veterans
Support Foundation just kicked off their fundraising campaign and is a paid
fundraiser for residential programs. We're sending out the new pledge kit to all
supporting residents. Tragically, a lot of the same veterans that defended our country
are now hungry, homeless, and cold. The goal of the drive is to help provide
assistance with care packs for hospitalized veterans and food programs for homeless

veterans. Now sir, we're asking for a one-time tax-deductible donation for the drive.

You said this is tax deductible, Joel? Joel? The American Veterans Support
Foundation is designated by the IRS as a non-profit 501c3 charitable organization.

Can I have your numbers? It may be tax deductible. However, we suggest you consult

your tax preparer. Oh, OK. Can I have your 501c3 registration number then?

Users are accessing the audio via a laptop webpage of the Google drive that contains

the audio file.

0 Test1Audio.mp3 Openwith v

6

P — 1:02 ) e—.

Figure 6.37 Audio File 1
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0 Test 2 Audio.mp3 Openwith ~

P — 053 o) e—

Figure 6.38 Audio File 2

The performance of the users without the application assistance can be seen below

WETLETEIITE T Audio 2 - What do you conclude

For this test wene you given the application 1c v

hanyang7623@1utarmy FICT Mo don't understand Fake call

yinghtoh(@ 1 utar.my FICT Mo 1 don't know it's a scam

kyun0519q@iutarmy  FICT Mo the audio speed was too fast causing not clear to  The audio 2 was blur than audio 1, car't get the message state in the audio
tangje200%@gmail.com  Accounting No i dor't understand i dor't know

stepheniechaid1@gmail BF Mo could not catch up Dor't have a clear of listening environment

Figure 6.39 Performance Task 8, 9 without Application Assistance

In short, for the first audio, some users are not able to understand what is happening,
and some users are not able to catch up with the conversation. Then for the second
conversation, 2 users are able to flag this is a scam conversation and others commented

that the audio was too hard to listen to.
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After the users has used the application to do the task, their performance has increased

significantly.

Audio 1 -What do you conclude Audio 2 -What do you conclude

~  For this test were you given the application tc +

hanyang7623@1utarmy FICT Fake with confident Fake with confident
yinghtoh@1utar.my FICT Yes its a scam It's & scam

kyun0519q@Tutarmy  Fi

es person is sharing a investment suggestion to his frien is audio including scam message
CT AL A is shari i his friend This audio includi
tangje2005@gmail.com  Accounting Yes lgnore it Ignore it

stepheniechai91@gmail BF Yes | am more confident that this is a market scam. 1 can suspect that this is a suspicious scam through donation with the assistant of this ai

Figure 6.40 Performance Task 8, 9 with Application Assistance

All of the users are able to correctly spot both scam or phishing conversation which
confidence. The reason behind this is because the application assists the user in listening
to the English conversation which is the first problem most user encounter, then
secondly analyse the content of the conversation and understanding the context. Finally,
providing the users with the analysis result. It is found common that many people are
not able to listen to fluent and fast English conversation without subtitles. On top of
that, the conversation has hidden their main goal which is to manipulate the end user.
The application is emotionless and can keep capturing the conversation and constantly
provides the users with the analysis. As a result, the users are equipped with a layer of

protection when threat actors are trying to manipulate them.
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6.3 Project Challenges

During the development of the project, one of the biggest issues that was faced is the
lack of reference for similar project. For example, the coding and system design for the
screen capture rarely has any example codes online for any similar project. As a result,
the development of the application was based on trial and error. This has greatly

increased the time needed for the application development.

Another project challenge is that the Audio listening feature originally was developed
to intercept the phone call conversation between the user and the caller. However ,the
idea was not possible as the nature of the Android operating system does not allow two
applications simultaneously use the audio system. For example, when the phone call
application is active, then once the scam detection application is activated later on, the
phone call application will be suspended and is not able to capture the user’s mic or use

the speaker to convey the caller’s message.

Overall, the challenges are mostly lack of similar project with example codes. Unless
with full knowledge of the entire Android operating system and development

documentation, the development will be facing many trials and error.
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6.4 Objectives Evaluation

The three objectives that were proposed for this project can be seen as below :

a. To develop a privacy focused scam prevention and detection method to mitigate
scam on smartphones
b. To develop a scam message detection using LLM

c. To develop scam audio detection using audio description and LLM

It is safe to say that this project has successfully achieved the three objective set
initially. The final application developed offers screen scanning, audio scanning, and
secure browse service. These three services are activated upon user’s demand which
offers user’s privacy as it is not listening or capturing any data unless the user allows it
to do SO.
Based on Chapter 5 and Chapter 6, we are able to prove that the application can detect
scams by leveraging LLM as the decision maker while additional services like IPQS to
assist on scanning malicious URLs. The solution was proven to be effective as shown
in Chapter 6 with the users’ test result before and after the assistance of the developed

application.

The final application prototype covers text scanning and audio scanning. Therefore,
“To develop a scam message detection using LLM” and “To develop scam audio

detection using audio description and LLM” has also been successfully achieved.
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6.5 Concluding Remark

In short, this Chapter 6 has included the system self-testing, such as the load testing,
response time, and network performance testing. Then, to test its effectiveness, the
application has been utilized by 5 users with before and after performance review which

has effectively improved the users’ judgement on the test subjects.
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CHAPTER 7

7.1 Conclusion

In conclusion, the initial proposed problem statements which are lack of vigilance and
emotional triggers can be solved using the proposed plan. Both of the proposed problem
statement is what had been concluded to be the primary factor that caused people falling victim
into scams. The motivation of the project was that the current available technology specially
the advance of LLM was capable of solving the problem but yet to be widely utilized to solve
the problem. Then the objectives of this project are “to develop a privacy focused scam
prevention and detection method to mitigate scam on smartphones”, “to develop a scam
message detection using LLM”, and “to develop scam audio detection using audio description
and LLM”. The proposed solution is developing a LLM powered anti-scam detector. The idea

of the solution is that with minimized user interaction it could scan the user’s smartphone

screen or listen to surrounding audio and alert the user when dangerous content is spotted.

Additionally, the objective “to develop scam audio detection using audio description and LLM”
is achieved via capturing the surrounding sound instead of directly intercepting the phone call
between the user and the caller. Therefore, at the current stage of the project it has provided
the functionality to detect scam call, but the user would need to use the phone not to receive

the call but to put close to the conversation and let the application to capture the audio.

Throughout the development, the project has shown to provide more than it had promised
initially. The prototype mobile application could not only detect scams but also verify the
information to prevent other dangerous intentions. Without a doubt all the services that are
required to build the mobile application has been proven to be feasible using the current
available services and technologies on the Internet. The success of this mobile application
development was also made possible with the help of the large developer communities that

have grown over the years for Android environments.

Originally the mobile application was purely designed to protect the user from scams by
proposing the application to detect scam but the prototype mobile application that was built has
been equipped with the capability of detecting not only scam information but also

disinformation that could potentially harm the user. Additionally, the pop up feature of the
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application was successfully built and enabled the user to instantly be alerted with the relevant

information about the content that the user is currently viewing or listening.

The application that was proposed has met all the requirements and standards of the project;

however, this would not be the end of this project as the application has much more potential.

It is hoped that this project would be in great use or reference to anyone that is working on
similar topic. This project not only solves a real world problem but also has proposed a

potentially marketable application to the market. Thank you
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7.2 Recommendation/Future Work

The future direction of the project development is to build a more robust scam detection system
logic and design. It is acknowledged that the current logic of scam detection is not perfect but
is able to provide up to a level of effectiveness. In the future, the screen scanning feature may
be mitigating recognizing the current screen image by sending the image to a image detection
model to have another level of understanding of the current screen. This is done by recognition
the User Interface (UI) elements. If done successfully, the screen scanning will be able to

understand the current page is a web browser, communication application, photo gallery, etc.

Aside from that, the audio scanning feature has many improvements that can be done. One of
which is to have a better system implementation of the audio input. The audio input of the
current project is not able to capture words that are unclear, which still was a improvement
over the first prototype where a certain degree of loudness was required for the application to

capture the conversation.

Then finally, the secure browse. The secure browse is just an additional service that ensures if
the user press on the website link before scanning it, it can be configured as a default browser
and intercept visiting the website. It will be scanning the website before the user chooses to
load it. This feature can be made to be more robust and separated from the application and offer

more security layer.
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Questionnaire
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Developing a Background UTR
Fast Scam
Prevention Mobile The rise of Large Language Model

. - . has increase our productivity but unfortunately also
Apphcat]on : allow threat actor to abuse them. One of them is
Large Language to use chat bots generate realistic phishing
Models material

By: Poon Jin Yang
Supervisor : Dr Aun YiChiet

Solution:
Problem: FlowChart
| s Build a fast scam
* Ingisasing stcadm prevention mobile
e application using LLM
= Rise of Artificial User activate app on

Intelligence assisted
threat actors to
craft their payload

* Humans actions are
influenced by their
emotion which can
be abused by the
threat actor to
manipulate them
into their trap

Output:

We build an app that

can leverage

LLM to detect phishing
or malicious materials
by analyzing text and

audio then alert the

users thereis a threat
therefore protecting

them

Sample Screen Scanning Feature

< Pull Down From Top

-

Analyzing

-

Status &

Status: Safe

The listed URLS are common and
reputable websites. No immediate
threats are detecled. Further ranual
review is recommended for unfamiliar
subdomains or specific pages within
these domains.

“\, URL Analysis:

quick access panel to
scan screen or audio

/ \

App takes an App start
image of the listening to
current screen surrounding
and convert to audio and
text convert to text

N/

Gemini and third party
URL scanner checks
for any malicious threat

1)

Notify User
with the result

Objective
= To develop a privacy focused
scam prevention and detection
method to mitigate scam on
smartphones

= To develop a scam message
detection using LLM

» To develop scam audio
detection using audio
description and LLM
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