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ABSTRACT

This project addresses three critical gaps in existing e-wallet platforms: the lack of
effective group financial management tools, the absence of integrated bill-splitting
functionality for social activities, and insufficient multi-currency support for
internationally mobile users. Following a systematic literature review of existing e-
wallet systems and collaborative financial management tools, a fully functional mobile
e-wallet application was developed targeting the iOS platform using Flutter, Node.js
with Express, and MySQL. The application delivers five core modules. Individual
wallet management supports nine international currencies with Stripe-integrated top-
up, peer-to-peer transfers, QR code payments, and live-rate currency conversion. The
shared wallet module enables group fund management with configurable transfer limits,
real-time transaction tracking, and a consensus-based closure mechanism with four
fund distribution strategies. The group bill splitting module supports manual entry and
Al-powered receipt scanning via the Claude API, with item-level allocation and
automatic in-app payment settlement. A Transfer Calculator presents real-time
exchange rates and a seven-day historical trend chart via the ExchangeRate API. A
contact management system prioritizes added contacts across shared wallet and bill
splitting workflows. Security is enforced across two independent layers: account-level
verification via Google ML Kit liveness detection, and transaction-level authentication
via PIN or iOS native Face ID. Registration is secured through Firebase Phone
Authentication OTP verification and berypt password hashing, with session tokens
persisted in encrypted local storage. The system was validated through an incremental
development model across four sequential increments, with functional testing

conducted against all twenty-five defined use
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CHAPTER 1 INTRODUCTION

The quick growth of mobile technology has changed the way people manage
their money in a big way. E-wallets, or electronic wallets, have become one of the most
popular financial technologies because they make it easy and safe for people to make
digital transactions. Statista says that the total value of transactions in the digital
payments market will reach USD 16.62 trillion by 2028, growing at a compound annual
growth rate (CAGR) of 9.52% from 2024 [1]. At the same time, the number of people
who use digital wallets around the world is expected to reach more than 5.2 billion by
2026. This shows that mobile-based financial services are becoming more popular [2].
Even though e-wallet apps are growing quickly, many of them still don't meet the

collaborative and international financial needs of today's users.

This chapter explains why the proposed e-wallet app was made and what it is
based on. The app has a Shared Wallet and Group Bill Splitting feature set. The next
sections will talk about the problem statement, the goals of the project, the scope of

the work, and what the work is expected to add.

1.1 Project Background

Digital payment systems have become much more popular in the last ten years.
The World Bank's 2022 Global Findex Database says that 76% of adults around the
world now have a financial account, up from 51% in 2011. Mobile money accounts are
a big part of this growth, especially in developing economies [3]. The e-wallet market
has grown the fastest in Southeast Asia. The e-Conomy SEA Report by Google,
Temasek, and Bain & Company (2023) said that digital financial services in the region

are on track to serve 300 million people who don't have access to them by 2025 [4].

Even though there are a lot of e-wallet apps out there, there is a big hole in
group-oriented financial management. PayPal, Venmo, and GrabPay are some of the
most popular platforms for individual and peer-to-peer transactions. They don't offer
much built-in support for collaborative financial management [5]. When people share

expenses, like when housemates split the cost of utilities or travellers split the cost of
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their stay, they often have to use more than one app at the same time, which makes

things more complicated and increases the chances of financial errors.

Cross-border financial transactions make the user experience even more
difficult. According to Bank Negara Malaysia's Payment Systems Report (2023), retail
e-payment transactions in Malaysia grew by 23.6% year-on-year to reach 11.7 billion
transactions in 2022 [6]. This shows that people in Malaysia are using these systems a
lot. The same report also said that cross-border retail payment interoperability is still a

work in progress, and that managing multiple currencies is still hard for most people

[6].

The proposed application fills these gaps by providing a single mobile platform
built with Flutter on the front end and Node.js with MySQL on the back end. This
platform includes individual and shared wallets that support nine international
currencies, Al-powered receipt scanning for splitting bills among groups, real-time
exchange rate tracking through the ExchangeRate API, QR code payment, and Stripe-
integrated top-up. The app also has a system for managing contacts and recipients, face
recognition liveness detection for account verification, and transaction-level security
through PIN and device biometric authentication. These features work together to make
a complete solution for managing money across borders, in a secure way, and with

others.
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1.2 Problem Statement

The development of this application is motivated by three key problem areas identified

through an analysis of existing e-wallet ecosystems and user behavioral patterns.

1.2.1 Lack of effective group financial management tools

Many of the e-wallets and financial management tools that are available today
were designed for individuals and don’t provide much, if any, functionality for families,
couples or groups to manage their joint expenses. Salmony and Harald (2010) argue
that, although peer-to-peer payment systems are now mature, the collaborative aspect
of group financial management, where multiple contributors and withdrawals are made
from a common pot, has not been addressed by mainstream platforms [9]. It is very
difficult for users to keep track of contributions fairly, monitor expenditures in real time
and ensure transparency among all participants in group activities. Gupta and Arora
(2017) also conducted a study which pointed out usability constraints and lack of
feature completeness as important drivers of user dissatisfaction in mobile payment
applications [10].

The lack of specific collaborative wallet features, such as adjustable daily or
transaction-based transfer limits, group consensus protocols for wallet closure, and
intelligent algorithms for funds allocation, aggravates the challenge experienced by
user groups in creating a fair and verifiable shared financial environment. Without those
controls groups are vulnerable to overspending, unequal contributions, and disputes that

erode trust among members [9].

1.2.2 Lack of bill splitting functionality in social events

Most e-wallet apps don't have advanced features for splitting bills. Users have
to do math by hand, switch between different apps, or use third-party bill-sharing
services that don't work with their payment wallets. Riquelme and Rios (2010)
discovered that usability complexity and the necessity to transition among various
applications constitute substantial impediments to the ongoing adoption of mobile
payments [11]. Most current solutions only support basic equal-share division and don't
automatically take into account taxes, service charges, or item-specific selections. This

makes the process less efficient for groups with different consumption patterns.
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Some bill-splitting apps like Splitwise offer partial solutions, but they usually
don't work with payment wallets, so users have to switch between platforms to settle

their debts.

Combining Optical Character Recognition (OCR) with Al-powered document
parsing is a useful way to make group cost settlement less work for people. Previous
studies on scanned receipt OCR and information extraction show that modern
document understanding systems can reliably extract structured receipt data, making it
possible to automate the process of itemizing bills [12]. Users can easily go from
capturing a receipt to settling a payment in one app by adding this kind of technology

directly to the payment workflow.

1.2.3 Insufficient internationalization support and inconvenient currency

management

Most e-wallet platforms don't have strong internationalization features, like
support for multiple currencies and real-time integration of exchange rates. Schuh and
Stavins (2010) observed that the efficacy of cross-border digital payment tools is
fundamentally reliant on the clarity and availability of currency conversion systems for
end users [13]. Users who do business across borders or travel internationally often
have trouble with foreign currencies. They often have to use outside tools to get
exchange rate information or do manual conversions, which is inconvenient and

increases the risk of making a financial mistake.

The quick rise in travel within ASEAN and digital commerce across borders
makes this problem even worse for Malaysian users. The Asian Development Bank
(2022) says that the lack of payment tools that work with multiple currencies is still a
big problem for smooth digital financial participation in the ASEAN region [14]. This
limitation is directly addressed by a single platform that keeps separate currency wallets

for different international currencies and tracks exchange rates in real time.
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1.3 Motivation

The impetus for this project stems from the increasing disparity between users'
collaborative financial practices and the individual-focused design of prevalent e-wallet
applications. In everyday life, financial transactions are rarely limited to one person.
For example, housemates share rent and utilities, travel groups split the costs of lodging
and transportation, and dining groups often have one person pay for everything and
then get reimbursed. Even though these kinds of cooperative financial behaviours are

common, most e-wallet systems don't have a built-in way to support them.

Another reason is that fragmented multi-application workflows are not very
efficient. When users have to switch between messaging apps, calculators, and payment
apps, the whole process takes longer and is more likely to go wrong. Studies have
consistently demonstrated that usability issues and disjointed workflows adversely

affect user satisfaction and adoption in mobile financial applications [7].

Data specific to Malaysia further supports the importance of this project. In
2022, Bank Negara Malaysia said there were 11.7 billion e-payment transactions, which
was a 23.6% increase from the previous year [6]. The Department of Statistics Malaysia
also said that in 2022, Malaysian residents took 8.1 million trips outside the country,
many of which involved managing money in more than one currency [8]. These trends
show that there are a lot of people who use e-wallets and are active online, but current

e-wallet solutions don't meet their needs.

Lastly, improvements in easily accessible third-party APIs give this project a strong
technological base. The Claude API for Al-based receipt parsing, the ExchangeRate
API for real-time currency data, Stripe for adding wallet top-up functionality, and
Firebase for authentication make it possible to build a feature-rich and scalable
application within the limits of an academic project. The main reason for this work is

the coming together of user demand and technological readiness.
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1.4 Project Scope

This project includes the full-cycle development of a mobile e-wallet app for i0S

using the Flutter framework. The main parts of the project are as follows:

Individual wallet management that supports nine international currencies (MYR,
USD, SGD, JPY, HKD, THB, AUD, GBP, CAD). You can add money to your
wallet using Stripe, send money to other people, scan a QR code to pay, or

convert currencies.

Shared Wallet module that lets you create groups, invite members from your
contact list, set transfer limits, track transactions in real time with cashflow
analytics (a pie chart), and close the wallet based on consensus with multiple
fund distribution strategies (equal split, full transfer, proportional, and smart

distribution based on contribution history).

The Group Bill Splitting module lets you create bills by hand and scan receipts
with Al (via the Claude API) to automatically get merchant information, line
items, quantities, prices, and taxes. Recipients choose what they want to eat on

their own, and the system automatically figures out how much to charge and
takes it off their bill.

A multi-currency transfer calculator with a seven-day historical exchange rate
line chart, powered by ExchangeRate API, that lets users guess how much

money they will make before they make a transaction.

Contact and recipient management lets users add registered contacts who are at

the top of the list for shared wallet member selection and bill splitting.

Google ML Kit liveness detection checks the account by using the front camera
to make sure there is a real person with open eyes. When you pass, the backend
marks the account as verified, which lets you create a multi-currency wallet.
Unverified accounts can only have one main currency wallet, which is based on

the country where the account was created.

Transaction-level security is required for Transfer and Convert operations.
Users can set a numeric PIN and use i0S native Face ID (via local auth) if they

want to. This is completely different from the ML Kit account verification. It
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uses the device's built-in biometric system and works entirely on the device

without any server involvement.

Security infrastructure that includes Gmail-based email and password
authentication with berypt password hashing, Firebase Phone Authentication
for OTP-based phone verification during registration, face recognition liveness
detection for account verification, and PIN or device biometric verification for

sensitive transactions.

The project doesn't include web-based interfaces, cryptocurrency transactions,

managing an investment portfolio, or integrating physical point-of-sale hardware.

1.5 Project Objectives

The project is based on three main goals, each of which has its own set of sub-goals

that help with the implementation of each feature.

1.5.1 Project Objective 1

Main Objective:

To develop a mobile e-wallet application that facilitates group financial

management

Sub Objectives:

1.

Develop a multi-person Shared Wallet feature to enhance financial
collaboration and enable group users to manage shared expenditures effectively

and transparently.

Implement real-time expense tracking and recording to minimize financial
errors and ensure all group members have visibility over contributions and
spending.

Develop a dynamic notification system to improve usability and transparency

by providing timely updates on shared wallet activities and financial status.

Develop a settlement mechanism activated upon shared wallet closure, offering
residual settlement (distribution of the remaining balance only), with user

consensus required for the selected distribution strategy.

Develop a contact and recipient management feature enabling users to add

registered contacts, who are subsequently prioritized in shared wallet member
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selection and bill splitting recipient lists to reduce friction during group

financial activities.

1.5.2 Project Objective 2

Main Objective:
To enable group bill splitting for social activities
Sub-Objectives:
1. Develop bill uploading and intelligent recognition functionality allowing users
to photograph or upload physical and electronic receipts, with automatic
extraction of merchant names, item details, quantities, prices, and taxes via the

Claude API.

2. Develop a flexible manual bill creation function to accommodate complex or

personalized cost-sharing scenarios across diverse social contexts.

3. Design a precise bill allocation confirmation mechanism where recipients
independently select their consumed items, with the system automatically
computes each recipient's payable amount inclusive of applicable taxes,
excluding the bill creator who has already settled the full amount on behalf of

the group.

4. Develop an automatic debit and transfer module that deducts the confirmed
amount from the recipient's e-wallet and transfers it to the bill initiator's account

in real time upon payment confirmation.

1.5.3 Project Objective 3

Main Objective:
To develop a wallet that supports internationalization.
Sub-Objectives:
1. Develop multi-currency support enabling users to create and operate wallets in

nine international currencies to meet the needs of internationally mobile users.

2. Develop a currency transfer calculator that shows real-time exchange rates and
a seven-day historical trend line chart. This will let users figure out how much

money they will need to convert before they make a transaction.
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3. Develop a currency wallet management system that makes separate currency

wallets for each supported currency. This will make it clear what each balance

is and avoid confusion when switching between currencies.

Develop transaction features that let you exchange currencies, add money to
your wallet through Stripe, and send money to other people at any time. This

will make managing your money across borders more flexible and easy.

1.6 Contribution

This project adds the following to the field of mobile financial technology:

A single app that combines personal wallet management, group shared wallets,
and Al-powered bill splitting into one platform. This means that users don't have

to keep track of multiple financial tools at the same time.

A new shared wallet design that includes democratic closure consensus,
customizable transfer limits, and data-driven fund distribution strategies. One
of these strategies is a smart distribution algorithm that takes into account each

member's past contributions and spending.

An Al-assisted receipt parsing pipeline that uses the Claude API to
automatically pull structured billing information from photos, cutting down on

manual data entry and the amount of work that end users have to do.

A financial management system that supports nine international currencies and
has live exchange rate integration. This makes it easy to manage cross-border

transactions from a single mobile interface.

A multi-layer security architecture that uses berypt for Gmail and password
authentication, Firebase Phone Authentication OTP for registration, Google ML
Kit liveness detection for account-level verification (which unlocks multi-
currency access), and 10S native Face ID via local auth for transaction-level
authorization. The account verification and transaction biometric work as two

separate systems.

A contact management system that makes it easier for groups to work together
on money matters by keeping a prioritized list of recipients that is used

consistently across workflows for creating shared wallets and splitting bills.

Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 1 INTRODUCTION

1.7 Report Organization

The remainder of this report is organized as follows:

Chapter 1 introduces the project by presenting the project background, problem
statement, motivation, project scope, project objectives, and contributions of the

proposed e-wallet application.

Chapter 2 presents a Literature Review of existing e-wallet systems,
collaborative financial management tools, bill-splitting applications, and multi-
currency mobile payment platforms. Relevant academic and industry literature is

critically evaluated to establish the theoretical and practical context for this work.

Chapter 3 talks about the System Methodology. It includes the system architec
ture diagram, use case diagrams with their descriptions, and activity diagrams that sho

w the main workflows of the application.

Chapter 4 is about System Design. It talks about the system block diagram, the
specifications for the components, and how the different parts of the system work

together.

Chapter 5 talks about the System Implementation, which includes setting up the
software, configuring it, taking screenshots of how it works, and talking about the

problems that came up during development.

Chapter 6 is about System Evaluation and Discussion. It covers testing methods,

performance metrics, test results, project problems, and whether the goals were met.

Chapter 7 gives the Conclusion and Recommendations. It sums up what

happened in the project and suggests ways to move forward.
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CHAPTER 2 LITERATURE REVIEW

2.1 Overview

The widespread use of mobile payment technology has led to a wide range of
e-wallet apps, each of which meets a different set of transactional needs. The academic
literature consistently identifies a structural limitation in this ecosystem: most
commercially deployed platforms are optimized for individual, bilateral transactions
and have not evolved to support the collaborative and multi-currency financial
scenarios that characterize modern group activities [5]. Dahlberg et al. (2008)
demonstrated that the design trajectory of mobile payment systems has traditionally
been influenced by the interests of banks and payment processors, rather than the
collaborative needs of end-users. This elucidates the persistent underdevelopment of

group-oriented features, despite the technological capability for their implementation
[5].

This chapter gives a critical look at the literature and systems that are already in
place that are related to the proposed application. The review is organized like this:
Section 2.2 looks at the theoretical underpinnings of e-wallet technology and how it is
classified. Section 2.3 critically examines six representative existing applications;
Section 2.4 provides a comparative feature analysis; Section 2.5 delineates the
limitations of current solutions and existing research; Section 2.6 explains how the
proposed system mitigates these deficiencies; and Section 2.7 encapsulates the

principal findings of this review.
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2.2 E-Wallet Fundamentals

2.2.1 What is E-Wallet?

E-wallets have changed from simple payment storage systems to full-fledged
financial platforms that support a wide range of transactional, identity, and financial
management functions [15]. This is part of a larger trend toward full-fledged digital
financial ecosystems. An e-wallet is a software-based system that safely stores payment
information and lets you make electronic payments without having to enter sensitive
information over and over again [15]. But this technical definition downplays how

important e-wallets are to modern efforts to include everyone in the financial system.

Kim, Mirusmonov, and Lee (2010) empirically established that perceived
usefulness and ease of use are the primary determinants of mobile payment adoption,
with the diversity of supported use cases serving as a moderating variable [16]. This
discovery has important effects on platform design: e-wallets that can handle a wider
range of financial tasks, such as managing expenses with others and making
transactions in multiple currencies, are more likely to keep users interested over time.
This view is supported by the global adoption trend; Statista predicts that by 2026, there
will be more than 5.2 billion digital wallet users around the world [2]. This means that
the competitive edge between platforms will depend more on the depth of their features

than on their basic payment capabilities.

Modern e-wallets now do more than just let you pay for things. They also let
you verify your identity, join loyalty programs, and do financial analytics [15].
However, the literature review in this chapter shows that collaborative financial
management, in which several users manage, contribute to, and withdraw from a shared

pool, is still a largely unexplored area in the design of commercial e-wallets.
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2.2.2 How E-Wallets Work?

'

To make good design choices for the proposed system, it's important to
understand how e-wallets work. There are two main steps to using an e-wallet:
registration and transaction processing [17]. Each step has its own security and user

experience needs that affect how the platform is built.

When users sign up, they give the system their personal and financial
information, which the system uses to create a secure account that is linked to a bank.
At this point, modern platforms combine Know Your Customer (KYC) verification
with device-based authentication [19]. From a research standpoint, Bonneau et al. (2012)
identified that the friction associated with registration processes is a crucial factor
influencing initial adoption rates. This finding supports the proposed system's
implementation of Firebase Phone Authentication to reduce registration complexity

while ensuring security [18].

There are four steps in the transaction phase: authentication, starting the
transaction, processing the payment, and finishing the transaction [17]. Each step in this
sequence is a possible point of friction, which is very important. Singh (2009) found
that the more steps it takes to make a payment, the less satisfied users are [17]. This
supports the proposed system's design goal of allowing bill splitting and payment
settlement to happen in one application flow instead of making users switch between

platforms.
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2.2.3 Types of E-Wallets

Research delineates a distinct taxonomy of e-wallet systems predicated on

operational scope, merchant network accessibility, and regulatory stipulations.

According to the old way of classifying wallets, there are three main types: closed

wallets, semi-closed wallets, and open wallets [19]. Closed wallets work in limited

ecosystems where only certain companies can use wallets to buy their own goods and

services. Examples include Amazon Pay and Starbucks' in-store payment system. Semi-

closed wallets, like Paytm, let you make purchases from more than one approved

merchant while still limiting cash withdrawals. Open wallets let you store money and

make transactions with many merchants and platforms without any network restrictions.

PayPal is a good example of this type of wallet.

Table 2.2.3.1 Advantages and Limitations of E-Wallet Types

Wallet Type

Advantages

Limitations

Closed Wallets

* High integration with
company services

* Enhanced loyalty programs
« Simplified user experience

* Lower regulatory burden

* Limited to single company
ecosystem

* No cash withdrawal
capability

* Restricted merchant
acceptance

* Limited interoperability

Semi-Closed

» Multiple merchant acceptance

* No cash withdrawal

Wallets * Moderate implementation capability
complexity * Restricted to authorized
* Balanced regulatory networks
requirements * Limited international
* Enhanced user flexibility acceptance
* Dependency on merchant
agreements
Open Wallets * Universal merchant * Complex regulatory

acceptance
¢ Full cash withdrawal

capability

compliance

* Higher implementation costs

14
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» Comprehensive functionality | ¢ Extensive security

* International transaction requirements

support * Increased operational
complexity

2.2.4 Summary on E-Wallet Types

The classification of e-wallet types shows a basic trade-off between having
control over the ecosystem and being able to change its functions. Closed and semi-
closed wallets are simple and safe because they limit their use, but this limitation makes
them structurally unsuitable for group financial management situations that require
participation from users in different ecosystems. Open wallets, on the other hand, let
people send money to each other without any restrictions and work with merchants,

which is what you need for collaborative financial use cases.

But there is a big hole in the open wallet category itself. Open wallets enable
unrestricted bilateral transfers; however, they have not developed to accommodate
multi-party financial structures, including shared pools, group spending limits, or
consensus-driven fund distribution. Gupta and Arora (2017) said that this gap was
caused by the fact that commercial platforms tend to focus on transaction volume rather
than depth of collaborative financial management when developing new features [10].
The application analysis in Section 2.3 backs this up directly. It shows that none of the
open wallet platforms we looked at, like PayPal and Revolut, have built-in shared wallet

or item-level bill splitting features.

The Payment Systems Report (2022) from Bank Negara Malaysia also said that
while more people in Malaysia are using e-payments, the platforms that are available
don't have enough interoperability and collaborative features for a user base that moves
around the region [6]. This context makes the proposed system even more relevant. It
uses an open wallet architecture and adds purpose-built collaborative and multi-

currency features that are specifically designed for Malaysian and ASEAN users.
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2.3 Existing Application

This part looks closely at six existing apps that are useful for e-wallets,
managing group finances, and splitting bills. Instead of just listing the features of each
platform, the analysis puts each application in the context of academic literature to find
out what theoretical ideas went into its design choices, what problems it has, and what
needs it leaves that the proposed system meets. We chose these six platforms because
they cover all the bases when it comes to useful features: N26 is for dedicated banking
with shared accounts, Wallet by BudgetBakers is for financial planning with group
features, Splitwise and Tricount are for splitting bills, Revolut is a full-featured multi-

currency e-wallet, and PayPal is the most popular payment platform in the world.

2.3.1 N26 Shared Spaces

N26 Shared Spaces [20] is one of the few commercial uses of a collaborative
sub-account in a popular banking app. With this platform, two or more people with N26
accounts can share a sub-account, add money to it, and see the total balance in real time.
Its connection to individual N26 accounts gives a single view of both personal and
shared finances, which meets the need for transparency that Wilkinson and Young

(2002) said was key to user satisfaction in shared financial arrangements [21].

Even though N26 Shared Spaces has a strong concept, it has some big problems
that make it hard to use. Participation necessitates that all members possess an active
N26 account—a design choice that, although rational from a banking compliance and
identity verification standpoint, poses a considerable obstacle to collaborative adoption.
Ondrus and Pigneur (2006) observed that subordinating group participation to a
singular platform's ecosystem significantly constrains reach [22]. This limitation is
probably not an oversight in design, but rather a deliberate choice by regulators and risk
managers. However, from a user experience point of view, the platform doesn't have
any tools for automatically splitting expenses, managing itemized bills, or setting
spending limits, so users still have to do the math themselves to figure out how much
each person owes. The proposed system aims to bridge this usability gap with its shared
wallet module, which automatically tracks contributions, lets users set limits on how

much they can transfer per transaction, and closes transactions based on consensus.
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Figure 2.3.1.1 N26 Shared Spaces interface [20]

2.3.2 Wallet by BudgetBakers

BudgetBakers' Wallet [23] is a tool for managing personal finances that lets you
track your budget with other people at more than 3,500 banks around the world. Brush
and Inkpen (2007) said that good shared financial tools need real-time visibility, role-
based access control, and an auditable transaction history. Its Group Sharing feature is
an example of these principles [24]. Wallet by BudgetBakers does well on these points:
participants can keep an eye on shared accounts at different times, and the difference

between administrators and read-only members helps keep group governance clear.

But there is a big problem with Wallet by BudgetBakers that makes it not a good
choice for an integrated payment solution: it can't hold money or make direct payments.
The app only works as a financial planning tool on top of existing bank accounts. All
payments must be made through separate platforms. Chawla and Joshi (2019)
discovered that this type of platform separation, wherein expense tracking and payment
execution transpire in distinct applications, serves as a principal catalyst for user
dissatisfaction and abandonment in mobile financial management scenarios [7]. The
paywall that only lets Premium subscribers share groups makes this accessibility
problem even worse. The proposed system directly addresses this issue by combining
fund storage, group tracking, and payment execution into a single platform. This means

that Wallet by BudgetBakers doesn't have to rely on an outside settlement process.
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Figure 2.3.2.1 Wallet by BudgetBakers main dashboard interface [23]
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Figure 2.3.2.2 Wallet by BudgetBakers group sharing [23]
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2.3.3 Splitwise

Splitwise [25] is the most popular app for sharing expenses. It automatically
calculates debts, gives suggestions for settling them with the least amount of money,
and supports multiple currencies. The main idea behind its design is to cut down on the
number of transactions between parties needed to settle group debts. This is in line with
the cognitive load reduction principle, which was found to be a key factor in getting
people to use group payments [11]. Splitwise works well for simple expense tracking
among groups with similar spending habits, and it is the current standard for standalone

bill-splitting tools.

However, a major architectural flaw makes Splitwise less useful as a complete
financial solution: it is a record-keeping system, not a payment platform. To pay off
debts recorded in Splitwise, users must use separate channels. This creates the same
kind of inter-application friction that Zhou, Lu, and Wang (2010) found to be a major
problem for mobile financial workflows [26]. Also, with Splitwise's expense entry
model, you have to type in each item and amount by hand. There is a premium receipt
scanning feature, but it only extracts the total amount and not the item-level breakdown
with tax apportionment. This makes it structurally inadequate for dining situations
where people eat different things at different prices. The proposed system fixes both
problems: it combines payment processing with expense tracking in the same workflow,
and its Al-powered receipt scanning automatically extracts individual line items and

taxes—things that Splitwise's architecture can't do without a major redesign.

Figure 2.3.3.1 Splitwise expense tracking and balance calculation interface [25]
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2.3.4 Tricount

Tricount [27] is a group expense management app that focuses on a specific
area: sharing costs for travel and events where internet access may not always be
available. Its offline-first architecture, which lets you record expenses even when you're
not connected to the internet and automatically syncs when you reconnect, is a practical
engineering solution to real-world usage conditions. Multi-currency support and the
ability to export reports in PDF and Excel formats are real design strengths for
international travel situations. They show that the tool is more focused on the context

than most of its competitors.

Even though these contextual strengths are there, Tricount has the same
structural problem as all other pure expense-tracking apps: it can't hold money or make
payments. It works like a ledger instead of a wallet, and all payments must be made
through other platforms. Riquelme and Rios (2010) identified this separation as a major
usability issue, pointing out that making users switch platforms to finish a financial task
greatly lowers the number of people who actually do it [11]. Also, the interface gets
more complicated as the group size grows, and advanced multi-currency features need
a paid subscription, which makes them less accessible to casual users. The suggested
system gets around these problems by combining expense tracking, itemised bill
splitting, and direct in-app payment settlement. This gets rid of the need for an outside

platform, which limits both Tricount and Splitwise.

Balances Share

Figure 2.3.4.1 Tricount group creation, balance tracking, and sharing features [27]
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2.3.5 Revolut

Revolut [28] is the most advanced platform in this comparison. It has multi-
currency accounts that support up to 25 currencies, real-time interbank exchange rates,
spending analytics, and a wide range of investment and savings features. Schuh and
Stavins (2010) identified real-time exchange rate transparency as a critical determinant
of user trust in cross-border payment instruments [13], and Revolut's implementation
of live rate display directly addresses this requirement. Its full range of personal finance
tools, such as instant currency conversion, virtual cards, and detailed spending
breakdowns, make it a real strength that makes it the most feature-rich individual e-

wallet among the platforms we looked at.

But a close look shows that Revolut's design is mostly focused on the individual.
Its bill-splitting feature only lets you split the bill evenly among contacts, and it doesn't
let you choose items, divide taxes, or use Al to read receipts. There is also no shared
wallet feature for managing funds as a group. From a business point of view, this design
choice makes sense: collaborative features add a lot of liability, regulatory, and dispute-
resolution problems that Revolut may have decided to put off in order to grow its core
financial services. Ondrus and Pigneur (2006) noted that the preference for high-
volume individual transactions over collaborative structures is a prevalent trend among
commercially dominant platforms [22]. Also, Revolut isn't licensed to offer financial
services in Malaysia, which makes it less useful for the people this project is aimed at.
These limitations are not just design flaws; they are well-thought-out trade-offs that
leave a clear gap for a platform that is primarily focused on collaborative financial

management.

Home ,oa
Thh week
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usD + 79.55

Figure 2.3.5.1 Revolut account management, spending analytics, and currency

exchange [28]
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2.3.6 PayPal

PayPal [29] is the most widely used digital payment platform in the world. It
supports peer-to-peer transfers, payments to merchants in multiple currencies, and
large-scale cross-border transactions. Dahlberg et al. (2008) found that global merchant
interoperability and transaction security were two of the most important factors in the
adoption of mobile payment platforms [5]. PayPal's dominant network effect makes it
the standard for both of these. Its two-factor authentication, real-time fraud detection,
and two-decade track record of compliance are all real security strengths that make it

the most trusted payment system in the comparison set.

PayPal's architecture is limited to two-way transactions between individuals and
merchants or between individuals. This is despite its size and security strengths. There
is no shared wallet feature, no way to manage a group account, and no way to split bills
other than asking a contact for a certain amount of money. This limitation is not
accidental; it is a strategic choice that favours high-volume individual transactions and
makes collaborative financial management impossible. Kim et al. (2010) observed that
perceived feature completeness in relation to user needs is a crucial factor influencing
platform switching intent [16]; consequently, users needing group financial tools are
necessitated to augment PayPal with specialized applications, thereby sustaining the
disjointed multi-platform workflow that the proposed system aims to eradicate by

unifying all pertinent financial functions within a singular integrated platform.

Accounts

Figure 2.3.6.1 PayPal account interface showing balance management and transfer

capabilities [29]
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' PayPal
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Figure 2.3.6.2 PayPal convert currency [29]

There is a clear pattern in the design of the six apps we looked at: platforms
either focus on financial execution (like PayPal and Revolut) or expense coordination
(like Splitwise and Tricount), but not both. This split shows that transaction processing
systems and collaborative financial interfaces are built in such a way that they don't
work together well, which leads to broken user workflows. From a systems design
standpoint, this indicates that the limitation extends beyond mere feature omission; it
reflects a fundamental deficiency in integrated design frameworks for multi-user
financial interaction—a gap recognized in existing literature but not yet addressed in

commercial development [22].
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2.4 Comparison of Existing Applications

Table 2.4.1 shows a systematic comparison of the six applications that were
reviewed with the proposed system in twelve functional areas. The assessment relies
on publicly accessible feature documentation, official platform resources, and the
functional analysis performed in Section 2.3. If a feature is available but only partially
or superficially, it is labelled as "Basic" or "Premium" instead of being given a binary

rating. This shows how different platforms implement features in different ways.

Table 2.4.1 Comparison of Existing Application and the Proposed System

Feature N26 Wallet | Splitwi | Tricoun | Revolut | PayPal | Propose
Aspect Shared by se t d System

Spaces | Budget

Bakers

Shared

v v X X X X v
Wallet
Group
Bill Basic | Limited v v Basic X v
Splitting
Al

Premiu
Receipt X X X X X v
m

Scanning
Multi-
Currency v X v v v v v
Support
Real-time
Exchange X X X X v v v
Rate
Direct

v X X X v v v
Payments
QR Code

X X X X X v v
Payment
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Transfer

Limit X X X X X X v

Control

Consensu

s Wallet X X X X X X v

Closure

Cashflow ) ) .
Basic v v Basic v Basic v
Analytics

2FA /
Phone v v X X Vv v v
Auth

Table 2.4.1 shows that no current platform meets all twelve functional needs at
the same time. The comparison shows that the current landscape is structurally
fragmented: collaborative features and payment functionality are always developed
separately, not together. BudgetBakers' N26 Shared Spaces and Wallet let you share a
wallet or track a group, but they don't let you pay directly, scan receipts with Al, or set
transfer limits. Splitwise and Tricount are the best at splitting bills, but they don't work
with any payment systems; instead, they act as ledgers instead of wallets. Revolut has
the best multi-currency and analytics features, but it doesn't let you manage shared
wallets or split bills at the item level, and it isn't licensed in Malaysia. PayPal is the best
at reaching people all over the world and keeping their money safe, but it doesn't let

people work together to manage their money.

This pattern of structural fragmentation illustrates the perspective of Ondrus and
Pigneur (2006), who contended that the disparate interests of platform stakeholders
generate systematic disincentives for the development of features that allocate financial
control among multiple users [22]. The result for end users is that they have to rely on
multi-application workflows, which can cause problems, mistakes, and delays in
settling payments. The proposed system solves this problem by bringing together
collaborative fund management, Al-powered bill splitting, multi-currency wallets, and

payment execution into one platform.
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2.5 Limitations of Previous Studies and Applications

The analysis of current e-wallet and group financial management applications
uncovers significant deficiencies that collectively necessitate the creation of the

proposed system.

First, there isn't a single platform that offers all of the features of a shared wallet,
advanced bill splitting, and support for multiple currencies. Apps like Splitwise and
Tricount are mostly for sharing expenses, but they aren't real e-wallets because they
can't store money or process direct payments. On the other hand, platforms like Revolut
and PayPal have strong payment options and support for multiple currencies, but they
don't have a way for users to work together to manage group expenses, so users have

to do it all by hand [10].

Second, the ways that people split bills now are either very simple or very strict.
Most solutions use simple equal-split methods that don't take into account taxes, service
fees, or how much each person uses. Riquelme and Rios (2010) discovered that the
intricacy of manually tracking these variables is a considerable impediment to the
ongoing utilisation of group payment functionalities [11]. Users have to make changes
by hand, which makes it more likely that mistakes will be made and disagreements will
arise. Also, the lack of automated settlement means that users have to rely on outside

transactions, which makes the process take longer and be more of a hassle.

Third, the support for internationalization is not the same on all platforms.
Revolut and PayPal let you manage more than one currency, but Wallet by
BudgetBakers and N26 Shared Spaces don't let you change currencies in real time.
Schuh and Stavins (2010) showed that not having clear information about exchange
rates in the app is a big problem for people who do business across borders [13]. The
Asian Development Bank (2022) also said that the lack of multi-currency payment tools
that work together is still a big problem for people in the ASEAN region who want to
use digital money [14].

Fourth, the security and access control features are not always used correctly.
Two-factor authentication is not used by most bill-splitting apps, like Splitwise and
Tricount. Bonneau et al. (2012) showed that using a phone to verify an OTP is a much
safer way to log in to financial apps than just using a password [ 18]. This is a standard

that many of the platforms we looked at don't meet.
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The fact that features are spread out across many apps means that users have to
use different tools for shared budgeting, expense tracking, currency conversion, and
payment settlement. This leads to inefficiency and a bad user experience. Zhou, Lu, and
Wang (2010) discovered that directly incorporating financial management into the
payment workflow markedly enhances usability, resulting in increased task completion
rates and user satisfaction [26]. The lack of such integration in current platforms

highlights the necessity for the cohesive solution suggested in this project.

These limitations show that current systems aren't built around collaborative
financial interaction as a main idea; instead, they treat it as an extra feature that can be
added to systems that are focused on individuals. No one platform can handle the whole
lifecycle of a group financial event, from managing shared funds to capturing itemized
expenses, splitting them automatically, and settling payments all in one place. The field
has created strong theoretical frameworks for how people use payments, like TAM and
UTAUT, but it hasn't made similar frameworks for how to design and test multi-user
financial systems. The architectural choices of current commercial platforms reflect and
perpetuate this theoretical gap. The proposed system is designed to fill this gap at both

the product and paradigm level.

2.6 Proposed Solution

The design requirements for the proposed system are based on the limitations
found in Sections 2.3 and 2.5. Every aspect of the proposed application directly
addresses a particular deficiency identified in the prior assessment. Based on what has
been written about the topic, this section shows how each design choice relates to the

problem it solves.

The shared wallet module directly addresses the lack of multi-party fund control
mentioned in Section 2.5. None of the reviewed platforms offer a way for groups to
collectively manage, hold, and monitor a shared financial pool with customisable access
controls. Wilkinson and Young (2002) found this to be the main reason why users are
happy with collaborative financial arrangements [21]. The proposed system solves this
problem by showing everyone their balance in real time, keeping a record of all
transactions, allowing users to set limits on how much they can transfer each day and

each transaction, and requiring all members to agree before funds can be distributed.
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These features give the structural fairness and democratic control that current platforms

can't provide.

The bill-splitting module directly fixes the two-part problem that was found in
Section 2.5: there is no item-level receipt parsing and expense recording is separate
from payment execution. The module uses the Claude API to do end-to-end receipt
parsing, which means it can take a photo of a receipt and get the merchant's name, line
items, quantities, unit prices, and any taxes that apply. This is made possible by recent
advances in Al-based document understanding. Huang et al. (2019) showed that today's
receipt recognition systems can accurately extract item-level information from a wide
range of receipt formats [12]. This provided the empirical basis for this design choice.
Each recipient chooses what they want to eat, and the system figures out how much
each person owes, including how much tax they owe. This level of detail is not available
on any of the platforms we looked at. Most importantly, payment happens in the same
application flow, which directly fixes the problem of inter-platform friction that Zhou,
Lu, and Wang (2010) found to be a major problem with current mobile financial

workflows [26].

The multi-currency wallet directly fixes the problems with internationalization
support that were found in Section 2.5. The Transfer Calculator supports nine different
currency wallets (MYR, USD, SGD, JPY, HKD, THB, AUD, GBP, and CAD). It also
shows real-time exchange rates and a seven-day historical trend chart. Schuh and
Stavins (2010) found that transparency in in-app exchange rates is an important factor
in building trust in cross-border payment systems [13]. The proposed system solves this
problem by showing live rates and historical trends in the same interface that users use
to make conversions, which removes the need for users to check rates outside of the
app, as current platforms require. The security architecture directly addresses the
authentication gap identified in Section 2.5. It uses berypt hashing for Gmail and
password authentication, Firebase Phone Authentication OTP verification during
registration, and Stripe's PCI DSS Level 1 certified infrastructure to make sure that
card-based top-ups are processed without the application ever having to handle raw
cardholder data [30]. This is a compliance standard that many of the platforms reviewed

do not meet.
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2.7 Summary

This chapter has given a thorough look at the basics of e-wallets, how they are
used now, and the academic literature that is related to them. The review shows that
existing platforms and research have looked at each of the proposed system's features—
peer-to-peer payment, group expense tracking, OCR-based receipt parsing, multi-
currency management, and mobile security—on their own. However, there is no current
commercial application that brings all of these features together into one mobile

platform.

The comparative analysis in Table 2.4.1 shows that the proposed system meets
twelve functional requirements at the same time. This fills the gap left by platforms that
are great in one or two areas but not so great in all areas of collaborative financial
management. The constraints delineated in Section 2.5 serve as the primary impetus for
the design choices recorded in the ensuing chapters, which elaborate on the system

architecture, implementation, and assessment of the proposed application.

29
Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 3 SYSTEM METHODOLOGY

CHAPTER 3 SYSTEM METHODOLOGY

This chapter outlines the system methodology employed in the development of
the proposed e-wallet application. It talks about the overall system architecture, defines
the actors and how they interact using use case diagrams and descriptions, and shows
the main operational workflows using activity diagrams. All of these artefacts together
make a complete plan for how the system should work and be built. This plan was used

to guide the implementation described in the next chapters.

3.1 System Design Diagram

Three complementary artefacts show the system design of the proposed
application: a system architecture diagram that shows the high-level technical structure
and how the components interact; use case diagrams that show the functional limits of
the system from the point of view of its actors; and activity diagrams that show the step-
by-step flow of key user-initiated processes. These design artefacts show the system

from three different angles: structural, functional, and behavioural.

3.1.1 System Architecture Diagram

The suggested application uses a three-tier client-server architecture with a
mobile presentation layer, a RESTful application logic layer, and a persistent data layer.
This architectural pattern divides responsibilities across tiers, making it possible for

each layer to be developed, tested, and maintained on its own.

The Flutter framework is used to build the presentation layer, which is for 10S.
Flutter's widget-based rendering model makes sure that the UI behaves the same way
every time. Its stateful widget architecture lets the Ul update in real time when an API
response comes in, which is necessary for features like live transaction notifications

and shared wallet balance updates.

The application logic layer is a single Node.js server that uses the Express
framework. It has a RESTful API that only the Flutter client can use. This layer contains
all of the business logic, such as managing wallets, processing transactions, figuring
out how to split bills, and changing money from one currency to another. The Node.js

event-driven, non-blocking I/0 model works well with the way that multiple users can
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make requests at the same time when they use a shared wallet. A secure session token
stored on the client device using encrypted local storage manages session authentication.

This token is sent with authenticated requests to identify the current user.

The data layer has a MySQL relational database that keeps track of all
application state, such as user accounts, wallet balances, transaction records, shared
wallet membership, bill splitting records, and currency exchange history. The relational
model is right for this app because it needs referential integrity between entities. For
example, a transaction record must point to valid wallet, user, and currency entities. It
also needs ACID-compliant transaction processing to make sure that financial data

stays the same.

The Node.js backend makes API calls to four outside services that work together:
Stripe is only used for adding money to a wallet with a card (all other financial
transactions, like transfers, QR payments, bill payments, and currency conversions, are
done by taking money out of the wallet balance without Stripe); the ExchangeRate API
is used to get real-time and historical foreign exchange rates; the Claude API is used to
parse receipt images with Al in the bill splitting module; and Firebase Phone
Authentication is used during the registration process to send a one-time password
(OTP) to the user's registered phone number for identity verification. You use your
Gmail address and password to log in after that. The Flutter local auth package lets you
use device-native Face ID instead of a PIN for transaction-level authorization of

Transfer and Convert operations.
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Figure 3.1.1.1 System Architecture Diagram of the Proposed E-Wallet Application

Figure 3.1.1.1 shows that the Flutter client talks to the Node.js backend over
HTTP using a RESTful API. The Node.js backend is the only way for third-party APIs
to talk to each other, like Stripe, ExchangeRate API, Claude API, and Firebase. This

keeps API credentials and business logic on the server side and away from the client.

3.1.2 Use Case Diagram and Description

The use case diagram shows what the system can do from the point of view of
its actors. The system recognizes two main actors: the Registered User, who is anyone
who has logged into the application, and the System, which includes automated tasks
like wvalidating sessions, converting currencies, parsing receipts, and sending
notifications. There is also an implicit actor called External Services, which includes
Stripe, ExchangeRate API, Claude API, and Firebase. These services talk to the system
through server-side API calls.

There are five functional modules that hold the use cases. The Authentication
and Account Management module includes registration (UC-01), logging in (UC-02),
managing contacts (UC-03), verifying accounts with ML Kit liveness detection (UC-
04), setting up transaction security with a PIN and Face ID (UC-05), editing profiles
(UC-06), logging out (UC-07), changing a PIN (UC-08), sending a password reset
email (UC-09), changing a password (UC-10), changing an email address (UC-11), and
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changing a phone number (UC-12). The Wallet Management module includes
managing and adding to currency wallets (UC-13), setting personal transfer limits (UC-
14), transferring money with a PIN or Face ID (UC-15), paying with a QR code (UC-
16), converting currency (UC-17), and closing a currency wallet with an automatic
balance conversion to the main currency (UC-18). The Shared Wallet Management
module (UC-19 to UC-21), the Bill Splitting module (UC-22 to UC-24), and the
Transfer Calculator module (UC-25) make up the full range of functions.

Use Case Diagram — E-Wallet Application (UC-01 to UC-23)

Account Management

Bill Spiitting

UC22 Crate 81l (Marsa)

UC-23 Create 81
(Al Racoipt Scan)

Unauthenticated
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UC-15 Tranafer Funds Services
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Figure 3.1.2.1 Use Case Diagram of the Proposed E-Wallet Application
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The next subsections give organized descriptions of the main use cases for each
module. Each description includes the actor, preconditions, postconditions, main flow,
and alternative flows, which is the standard use case template used in requirements

engineering.

3.1.2.1 Authentication and Account Management

Table 3.1.2.1.1 Register Account Description

Use Case ID UC-01
Use Case Name Register Account
Description A new user signs up in a series of steps: Check that your

Gmail address is unique, your phone number is unique,
your Firebase OTP is correct, set up your PIN, and enter

your personal information.

Actor Unregistered User

Precondition The user does not have an account yet. There is no
record of this Gmail address or phone number. The

Firebase Phone Authentication service is now available.

Postcondition A user account is made with a PIN set up. The default
currency wallet was set up based on the country you
registered in. The user is sent to the login screen, where

they can sign in with their Gmail address and password.

Main Flow 1. The user opens the app and clicks on "Register."

2. The user types in their Gmail address. The system

checks to see if the Gmail account is already set up.

3. The user types in their phone number. The system

checks to see if the phone number is already in use.

4. The system sends an OTP to the phone number using

Firebase Phone Authentication.

34
Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 3 SYSTEM METHODOLOGY

5. The user types in the OTP they got. The system
checks the OTP with Firebase.

6. The user chooses a PIN number.

7. The user types in their name, date of birth, country,

and password.

8. The system makes the user account with a password
that has been hashed with berypt and a PIN that has been

set up.

9. The system sets up the default currency wallet based

on the country that is registered.

10. The user is sent back to the login screen.

Alternative Flow

2a. The system shows an error and stops if Gmail is

already registered. Instead, the user is asked to log in.

3a. The phone number is already registered, so the

system shows an error and stops.

5a. Wrong OTP entered: The system shows an error and

lets you try again.

5b. If the OTP expires, the user can ask for a new one.
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Table 3.1.2.1.2 Login Description

Use Case ID

UC-02

Use Case Name

Login

Description A registered user logs in with their Gmail address and
password. After the authentication is successful, the
system saves a secure session token on the client's
device.

Actor Registered User

Precondition User has a registered account with a Gmail address and
password.

Postcondition The user has been verified. Encrypted local storage
(SecureStorage) stores a secure session token on the
client's device.

Main Flow 1. The user types in their Gmail address and password.

2. The system checks the credentials against the

database (bcrypt password comparison).
3. The system checks to see if the account is still active.

4. The system saves a secure session token on the

client's device.

5. The user is sent back to the home screen.

Alternative Flow

3a. The wrong password was entered, so the system

shows an error and lets you try again.

4a. The system shows an error and asks you to sign up if

it can't find your account.
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Table 3.1.2.1.3 Add Recipient Description

Use Case ID

UC-03

Use Case Name

Add Recipient

Description The user adds another registered user as a contact or
recipient. When you make a shared wallet or send out a
bill, the people you added show up at the top of the list
of people you can choose from.

Actor Registered User

Precondition User is authenticated. The target user is a registered
account in the system.

Postcondition The recipient is added to the user's contact list and will
show up first when choosing a member of a shared
wallet or a bill recipient.

Main Flow 1. The user goes to the Recipients section.

2. The user looks for another user by their email address

or phone number.

3. The system checks to see if the target user is in the

database.
4. The user agrees to add the contact.
5. The system saves the relationship with the contact.

6. The new recipient now shows up at the top of the list
for creating a Shared Wallet and choosing a Bill
Splitting recipient.

Alternative Flow

2a. User not found: The system shows an error message.

2b. The user is already on the contact list, so the system

tells them.
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Table 3.1.2.1.4 Account Verification Description

Use Case ID

UC-04

Use Case Name

Account Verification

Description

The user uses the front camera on the device and Google
ML Kit Face Detection to do a one-time liveness check
to make sure they are a real person with their eyes open.
The backend marks the account as verified after the
liveness check is passed. Verified accounts can make
and use more currency wallets than the main wallet that
was set up when they signed up. This mechanism
processes images entirely on the device and is different
from the transaction-level Face ID authentication used in

Transfer and Convert operations (UC-05).

Actor

Registered User

Precondition

The user has been verified.

The device has a working front-facing camera and has
given permission for the camera.

User has not yet verified their account (is_verified =

false in the database).

Postcondition

The database says that the account verification status is
Verified (is_verified = true, verified at = NOW()).

The verification status is synced to the client's encrypted
local storage (SecureStorage).

Users can now make and use more currency wallets in

addition to their main currency wallet.

Main Flow

1. The user goes to Account Settings and chooses Verify
Account.
2. The system turns on the front-facing camera and goes

into cameraReady mode.
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3. The user taps "Start Face Scan." The system starts

sending camera frames and goes into scanning mode.

4. Google ML Kit Face Detection runs on each camera

frame that the system gets.

5. ML Kit sees a face in the frame. The system stops the

stream of images and goes into analysis mode.

6. The system checks to see if the face is alive:

(a) Makes sure that there is only one face in the frame.
(b) Confirms that the chance of the left eye being open is
at least 0.4.

(c) Confirms that the chance of the right eye being open
is at least 0.4.

7. The checks for liveness are passed. System calls
POST /api/user/verify with the ID of the user.

8. The backend sets is_verified to 1 and verified at to
NOW() in the users table.

9. The client gets an HTTP 200 response and writes
"face enrolled = true" to SecureStorage.

10. The system goes to a verified state and shows a

message saying it worked.

Alternative Flow

3a. If the camera doesn't start up or the system doesn't
have permission to use it, an error message will appear
and the system will stay in a failed state. After giving
permission, the user can try again.

6a. The system shows an error message that says
"Multiple faces detected" when it sees more than one
face in the frame. Please make sure that only your face

is visible. User can try again.

6b. If the probability of either eye being open is less

than 0.4, the system shows an error message ("Please
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open your eyes and look at the camera") and goes into

failed state. The user can try again.

6¢. There is no face in the scanning window: The system
keeps streaming until it finds a face. The user is told to
stay still in good light.

7a. If the backend returns a non-200 response, the
system shows the error message from the response body
and goes into a failed state. User can try again.

7b. If there is a network error or timeout during POST
/api/user/verify, the system shows a network error
message and goes into failed state. When the connection
is back up, the user can try again.

User declines verification: User goes back. The account
is still not verified, and the user can only use the main

currency wallet.

Table 3.1.2.1.5 Set Up Transaction PIN and Biometric Description

Use Case ID

UC-05

Use Case Name

Set Up Transaction PIN and Biometric

Description The user sets a number PIN to confirm the transaction.
The user can also use biometric data (Face ID) instead
of a PIN to confirm transfers and currency exchanges.

Actor Registered User

Precondition User is authenticated.

Postcondition Transaction PIN is saved. Biometric option is enabled or
disabled per user preference. PIN or biometric will be
required for Transfer and Convert operations.

Main Flow 1. User navigates to Security Settings.
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2. User selects Set Transaction PIN.
3. User enters a numeric PIN and confirms it.
4. System validates and saves the PIN securely.

5. System prompts user to optionally enable device

biometric as an alternative.
6. If enabled, system registers biometric preference.

7. PIN and/or biometric will henceforth be required

when initiating Transfer or Convert transactions.

Alternative Flow

3a. PIN confirmation does not match: System prompts

re-entry.

6a. Device does not support biometric: Option is

disabled automatically.

Table 3.1.2.1.6 Edit Profile Description

Use Case ID

UC-06

Use Case Name

Edit Profile

Description The user changes their country and display name. The
email address and phone number fields are locked, so
you can't change them directly from the profile screen.
This is because they need to go through different
verification processes.

Actor Registered User

Precondition User is authenticated.

Postcondition Display name and/or country is updated in the database.

Main Flow 1. User navigates to Profile Settings.

2. User edits their display name and/or country.
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3. User submits the changes.
4. System validates the input.

5. System updates the name and/or country in the

database.

6. System displays a success confirmation.

Alternative Flow

4a. Name is empty or invalid: System displays a

validation error and rejects the change.

3a. User cancels: No changes are saved.

Table 3.1.2.1.7 Logout Description

Use Case ID

UC-07

Use Case Name

Logout

Description The user signs out of the app. The system deletes the
stored session token from the client device's encrypted
local storage.

Actor Registered User

Precondition User is authenticated and has an active session.

Postcondition The client device's session token is cleared. The user is
sent back to the login screen.

Main Flow 1. User navigates to Profile or Settings and selects

Logout.
2. System prompts confirmation.
3. User confirms logout.

4. System clears the session token from encrypted local

storage on the device.

5. System redirects the user to the login screen.
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Alternative Flow

3a. User cancels: Session remains active and unchanged.

Table 3.1.2.1.8 Change PIN Description

Use Case ID

UC-08

Use Case Name

Change PIN

Description The user changes their transaction PIN by first checking
the old one and then setting and confirming a new one.

Actor Registered User

Precondition The user is verified. A transaction PIN has already been
set up.

Postcondition Transaction PIN is updated to the new value.

Main Flow 1. User navigates to Security Settings and selects

Change PIN.

2. User enters the current PIN for verification.
3. System validates the current PIN.

4. User enters the new PIN and confirms it.

5. System validates that the two entries match.
6. System saves the new PIN securely.

7. System displays a success confirmation.

Alternative Flow

3a. Current PIN incorrect (max 3 attempts): System

locks the action temporarily.

5a. New PIN entries do not match: System prompts re-

entry.
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Table 3.1.2.1.9 Forgot Password Description

Use Case ID

UC-09

Use Case Name

Forgot Password

Description A user who has forgotten their password starts the reset
process by entering their registered Gmail address. The
system sends an email with a link to reset the password.
The user then sets a new password.

Actor Unauthenticated User

Precondition The user is on the login screen and has an account that is
linked to a Gmail address.

Postcondition We sent you a link to reset your password. When the
user clicks the link, their password is changed and they
are sent to Login.

Main Flow 1. The user clicks "Forgot Password" on the Login

screen.

2. The system asks the user to type in their Gmail

address. 3. The user sends the email.

4. The system checks to see if the email is linked to an
account that is already registered. 5. The system sends a
link to reset your password to the Gmail address you

gave.

6. The user opens the email and clicks on the link to

reset their password.

7. The system shows a form where you can enter and

confirm a new password.
8. The system checks and updates the password.

9. The user is sent back to the Login screen.
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Alternative Flow

4a. Email not found: The system shows a generic error

but doesn't say if the account exists.

6a. The reset link has expired; the user needs to ask for a

new onc.

7a. The new passwords don't match, so the system asks

for them again.
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Table 3.1.2.1.10 Change Password Description

Use Case ID

UC-10

Use Case Name

Change Password

Description A user who has been verified can change their account
password by entering their current password and then
choosing a new one.

Actor Registered User

Precondition User is authenticated.

Postcondition Account password is updated to the new value.

Main Flow 1. The user goes to Security Settings and clicks on

Change Password.
2. The user types in their current password to confirm it.

3. The system checks the current password against the

berypt hash that is already stored.
4. The user types in the new password and then confirms
it.

5. The system checks that the two new password entries

are the same and meet the minimum requirements.
6. The system hashes the new password and saves it.

7. The system shows that the operation was successful.

Alternative Flow

3a. The current password is wrong, so the system shows

an error.

5a. The new password entries don't match, so the system

asks you to enter them again.

5b. The new password doesn't meet the requirements:

the system shows what they are.
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Table 3.1.2.1.11 Change Email Description

Use Case ID

UC-11

Use Case Name

Change Email

Description The user updates the Gmail address they have on file.
The email field is locked on the Edit Profile screen, and
you can only change it through this special flow, which
checks that the new email is unique and accessible.

Actor Registered User

Precondition The user has been verified. No other account has already
registered the new email address.

Postcondition The database gets the new Gmail address after the email
verification is successful.

Main Flow 1. The user goes to Security Settings and clicks on

Change Email.
2. The user types in the new Gmail address.

3. The system checks to see if another account has

already registered the new email.

4. The system sends a verification link to the new Gmail

address if it is unique.

5. The user opens the email and clicks on the link to

verify it.

6. The system checks the link and changes the email

address in the database.

7. The system shows that the operation was successful.

Alternative Flow

3a. The system shows an error and won't let you change

it because the new email is already registered.
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5a. The verification link is no longer valid, so the user

must ask for a new one.

2a. The email format is not valid: The system shows a

validation error.

Table 3.1.2.1.12 Change Phone Number Description

Use Case ID UC-12

Use Case Name Change Phone Number

Description The user updates their phone number on file. The phone
number field is locked on the Edit Profile screen, and
you can only change it through this special flow, which
uses Firebase OTP to check the new number.

Actor Registered User

Precondition The user is verified. No other account has already
registered the new phone number. You can use Firebase
Phone Authentication.

Postcondition The database updates the phone number after the OTP
verification is successful.

Main Flow 1. The user goes to Security Settings and chooses

Change Phone Number.
2. The user types in the new phone number.

3. The system checks to see if another account has

already registered the new phone number.

4. If the phone number is unique, the system sends an

OTP to it using Firebase Phone Authentication.
5. The user types in the OTP they got.

6. The system checks the OTP with Firebase.

48

Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology (Kampar Campus), UTAR




CHAPTER 3 SYSTEM METHODOLOGY

7. The system changes the phone number in the

database.

8. The system shows a message that the operation was

successful.

Alternative Flow

3a. The phone number is already registered: The system

shows an error and won't let you make the change.

5a. Wrong OTP: The system shows an error and lets you

try again.

5b. If the OTP expires, the user can ask for a new one.
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3.1.2.2 Wallet Management

Table 3.1.2.2.1 Add Currency Wallet and Top Up Description

Use Case ID

UC-13

Use Case Name

Add Currency Wallet and Top Up

Description

A verified user can add a new wallet for a currency other
than the main currency and use Stripe to top up any
wallet with a credit or debit card. Users who haven't
been verified can only add money to their main currency

wallet.

Actor

Registered User

Precondition

The user has been verified. To add a new currency
wallet, you need to verify your account (UC-04). For a
top-up, the chosen wallet must exist and Stripe must be

available.

Postcondition

A new currency wallet is created (if needed), and/or the
chosen wallet gets the amount that was requested. A

record of the transaction is made.

Main Flow

1. The user goes to Wallets.

2a. To add a new wallet for a currency: User clicks on
"Add Wallet" and picks a currency. The system checks
to see if the account has been verified. If the information
is correct, a wallet is made. If the account is not verified,
the system shows a message telling the user to do so

first.

2b. To add money, the user picks a wallet and taps "Top
Up.H

3. The user types in the amount they want to add.

4. The system shows the Stripe payment interface.
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5. The user types in their card information.
6. The system sends a payment request to Stripe.
7. Stripe sends back a confirmation.

8. The system adds money to the wallet and makes a

record of the transaction.

9. The system shows a message that the task was

successful.

Alternative Flow

7a. Stripe says the payment failed. The wallet balance

stays the same, and an error message shows up.

2a-alt. When you try to add a wallet, the system blocks
the action and takes you to Account Verification (UC-

04).

Table 3.1.2.2.2 Set Personal Wallet Transfer Limit Description

Use Case ID

UC-14

Use Case Name

Set Personal Wallet Transfer Limit

Description The user sets daily and per-transaction transfer limits for
a chosen personal currency wallet. The system makes
sure that these limits are followed for all Transfer
operations from that wallet.

Actor Registered User

Precondition The user is verified. The chosen personal currency wallet
is real and works.

Postcondition The user currency limits table stores the daily and per-

transaction transfer limits for the chosen currency
wallet.Before processing, all future Transfer operations

from that wallet are checked against the set limits.
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Main Flow

1. The user goes to the settings for the personal currency

wallet they chose.
2. The user chooses Set Transfer Limits.

3. The user types in the daily transfer limit and the limit

for each transaction.

4. The system checks the input values.

5. The system saves the limits to user currency_limits
for the wallet of the currency that was chosen.

6. The system shows a message that the operation was
successful.

7. Before processing, all future Transfer operations from

this wallet are checked against these limits.

Alternative Flow

4a. If either limit value is negative, zero, or not a
number, the system shows a validation error and won't
accept the input. The user is asked to enter valid values
again.

4b. The per-transaction limit is higher than the daily
limit: The system shows a validation error that says the
per-transaction limit can't be higher than the daily

transfer limit. The user is asked to fix the values.

Table 3.1.2.2.3 Transfer Funds Description

Use Case ID

UC-15

Use Case Name

Transfer Funds

Description The user moves money from their wallet to another
registered user's wallet in the same currency.

Actor Registered User

Precondition The user is verified. The sender has enough money. The

recipient is a registered user.
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Postcondition The sender's wallet is charged. The recipient's wallet
gets money. Both records of the transaction are made.
Main Flow 1. The user picks "Transfer" and looks for the person

they want to send money to by phone number or

username (new recipients show up at the top of the list).

2. The user chooses the wallet to send money from and

types in the amount.

3. The system checks to make sure the sender has

enough money.
4. The system asks for a PIN or Face ID check.

5. The user enters their PIN or Face ID to prove who

they are.

6. The system takes money out of the sender's wallet and

puts it into the recipient's wallet.

7. The system makes records of the transaction for both

the sender and the receiver.
8. The system sends a message to the person who got it.

9. The system sends a message to the sender saying that

the operation was successful.

Alternative Flow

3a. Not enough balance: The system shows an error and
cancels the transfer. 1a. The system shows an error

message because it can't find the recipient.

Sa. Wrong PIN (up to three tries): The system locks the

transaction and asks you to try again.

5b. If biometric verification fails, the system goes back

to PIN verification.
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Table 3.1.2.2.4 Scan QR Code to Pay Description

Use Case ID

UC-16

Use Case Name

Scan QR Code to Pay

Description The user scans the QR code of another user to pay them.
The QR code has the recipient's wallet information in it.

Actor Registered User

Precondition The user is verified. You have permission to use the
camera. The recipient has a working QR code.

Postcondition The sender's wallet is charged, and the recipient's wallet
is credited. Both parties get records of the transaction.

Main Flow 1. The user chooses "Scan QR" from the home screen.

2. The user scans the QR code of the person they want to

send the message to with the camera on their device.

3. The system decodes the QR code and gets the wallet

information for the person who sent it.

4. The system shows a payment confirmation screen
with the name of the person who will get the money and

the amount.
5. The user agrees to the payment.

6. The system takes care of the transfer and updates the

balances in both wallets.

7. The system makes records of the transaction and tells

both parties.

Alternative Flow

2a. If the QR code is not valid or can't be read, the

system shows an error.

5a. Not enough money: The system cancels the

transaction and tells the user.
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Table 3.1.2.2.5 Convert Currency Description

Use Case ID

UC-17

Use Case Name

Convert Currency

Description The user moves a certain amount of money from one
currency wallet to another at the current live exchange
rate. You need to verify your account to use other
currency wallets besides the main one.

Actor Registered User

Precondition The user is verified. User has verified their account (by
face recognition) to unlock more currency wallets. You
can use the ExchangeRate API.

Postcondition The source wallet is charged. The target wallet gets
money. A record of the conversion transaction is made.

Main Flow 1. The user picks Convert and then picks the wallets for

the source and target currencies.
2. The user types in the amount they want to change.

3. The system gets the current exchange rate from the

ExchangeRate API.

4. The system shows the user the converted amount and

the exchange rate that applies.
5. The system asks for a PIN or Face ID check.
6. The user finishes the PIN or Face ID check.

7. The system takes money out of the source wallet and

puts it into the target wallet at the agreed-upon rate.

8. The system makes a record of the conversion

transaction.
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Alternative Flow

3a. The ExchangeRate API is not available, so the

system shows an error and cancels the conversion.

6a. The PIN is wrong (maximum of three tries): The

system locks the transaction.

6b. If Face ID doesn't work, the system goes back to

PIN verification.

5a. The user cancels, and no transaction is made.

Table 3.1.2.2.6 Close Currency Wallet Description

Use Case ID

UC-18

Use Case Name

Close Currency Wallet

Description

The user closes a wallet that doesn't hold main currency.
Before the wallet is turned off, any money left over is
automatically changed to the main currency wallet at the

current live exchange rate.

Actor

Registered User

Precondition

The user has been verified. The wallet you chose is not a
main currency wallet. The ExchangeRate API is ready to

use.

Postcondition

The remaining balance was moved to the main currency
wallet. The currency wallet is closed and you can't use it

to make transactions anymore.

Main Flow

1. The user goes to the currency wallet they want to

close.

2. The user clicks on "Close Wallet."

56

Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 3 SYSTEM METHODOLOGY

3. The system shows the current balance and the
estimated amount that will be converted to the main

currency at the current exchange rate.
4. The system asks the user to confirm.
5. The user agrees to close.

6. The system gets the current exchange rate from the

ExchangeRate API.

7. The system changes the remaining balance into the

main currency wallet.

8. The system makes a record of the conversion

transaction.
9. The system turns off the currency wallet.

10. The system shows a success message that shows the

converted amount has been added to the main wallet.

Alternative Flow

3a. Balance is zero: The system closes the wallet right

away without changing it.

6a. The ExchangeRate API is not available: The system

shows an error and stops the closure.

4a. The user cancels, but the wallet stays active.
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3.1.2.3 Shared Wallet Management

Table 3.1.2.3.1 Create Shared Wallet Description

Use Case ID

UC-19

Use Case Name

Create Shared Wallet

Description To make a shared wallet, the owner gives it a name,
chooses a currency, sets optional transfer limits, and
invites people from their contact list.

Actor Registered User (Owner)

Precondition The user is verified. The user's contact list has at least
one contact.

Postcondition A shared wallet is made. People who are invited get a
message telling them to join.

Main Flow 1. User picks "Create Shared Wallet."

2. The user types in the name of the wallet and chooses

the currency for it.

3. The user can set a daily transfer limit and a per-

transaction transfer limit if they want to.

4. The user chooses people from their contact list to
invite.
5. The system makes the shared wallet and gives the

creator the title of Owner.

6. The system sends invitations to all of the chosen

contacts to join.

7. The system shows the new shared wallet on the home

screen.

Alternative Flow

4a. The chosen contact is not a registered user, so the

system leaves them out and tells the owner.
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Table 3.1.2.3.2 Manage Shared Wallet Transaction Description

Use Case ID

UC-20

Use Case Name

Manage Shared Wallet Transaction

Description Anyone who has access to a shared wallet can add
money to it from their own wallet, pay bills by scanning
a QR code with the shared wallet balance, and see the
full transaction history and cash flow analytics.

Actor Registered User (Member)

Precondition The user is verified and is a member of the shared
wallet. The wallet is open.

Postcondition The shared wallet keeps track of the transaction. All
members' opinions are updated right away.

Main Flow 1. The user opens the wallet that is shared.

2a. To add money, the user clicks "Top Up," types in the
amount, and then clicks "Confirm." The system takes
money out of the user's personal wallet and adds it to the

shared wallet balance.

2b. To pay with a QR code, the user chooses "Scan QR"
in the shared wallet, scans the recipient's QR code, and

enters the amount they want to pay.

3. The system checks the transaction against the transfer

limits set for the shared wallet.

4. The system handles the transaction and updates the

balance in the shared wallet.

5. The system makes a record of the transaction that all

members can see.

6. The system sends a message to all members of the

wallet.
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Alternative Flow

3a. The transaction goes over the transfer limit: The
system turns down the transaction and shows the limit

that applies.

2b-alt. The QR code is not valid or can't be read: The

system shows an error.

2a-alternatively. System shows an error when there isn't

enough money in the personal wallet to top up.

Table 3.1.2.3.3 Close Shared Wallet Description

Use Case ID

UC-21

Use Case Name

Close Shared Wallet

Description The owner starts the process of closing a shared wallet.
Before the wallet can be closed, all members must agree
on how to divide the money and give their approval.

Actor Registered User (Owner)

Precondition The user is verified as the Owner. The shared wallet is
on.

Postcondition Everyone has voted. If everyone agrees, the money is
given out in the agreed-upon way, and the wallet is
closed.

Main Flow 1. The owner picks "Close Wallet" and then chooses

how to divide the money (equal split, full transfer to one
member, proportional by contribution, or smart

distribution).

2. The system sends a request for approval to all

members to close and distribute.
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3. Each member looks over the proposed distribution

and votes to approve or deny it.

4. If everyone agrees, the system sends the funds to each

wallet and marks the wallet as closed.

5. The system sends all members a message saying that

the closure is complete.

Alternative Flow

3a. Any member rejects the closure: Closure is
cancelled. Owner may propose a different distribution

method.

3b. Member does not respond within the defined period:

System sends a reminder notification.
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3.1.2.4 Bill Splitting

Table 3.1.2.4.1 Create Bill (Manual) Description

Use Case ID

UC-22

Use Case Name

Create Bill (Manual)

Description

The creator types in the details of a bill for a payment
they have already made in full in real life. The person
who made the transaction chooses the merchant name,
line items, quantities, prices, and applicable tax. They
also choose the items they personally consumed (which
won't be charged to others) and gives the rest of the

items to the people who will pay.

Actor

Registered User (Bill Creator)

Precondition

The user has been verified. There is at least one contact.

At least one currency wallet is active for the user.

Postcondition

The bill is made in the chosen currency and sent to the
chosen people. People only have to pay for the things

they choose. The person who made it doesn't have to

pay.

Main Flow

1. The creator chooses "Create Bill" and then "Manual

Entry."

2. The creator chooses the billing currency from the

currencies in their currently active wallets.

3. The creator types in the merchant name, date, and

each line item with its quantity and unit price.

4. The creator types in the right tax rate (if there is one).

5. The system figures out the subtotal and tax for each

item.
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6. The creator picks the things they ate themselves. No

one will have to pay for these things.

7. The creator picks who will get the message from their

contact list.

8. The system makes the bill in the chosen currency and

sends it to the people who were chosen.

9. The person who made it doesn't have to pay. Each
person who gets something will have to pay for it when

they get it.

Alternative Flow 7a. The chosen recipient does not have a wallet in the

chosen currency. The system lets the creator know.
4a. No tax due: The creator sets the tax to zero.

2a. The user only has one active wallet, so the currency

is automatically chosen.

Table 3.1.2.4.2 Create Bill (Al Receipt Scan) Description

Use Case ID UC-23
Use Case Name Create Bill (Al Receipt Scan)
Description The person who made the receipt takes a picture of it or

uploads it online after they have already paid for it in
full. Using the Claude API, the system takes merchant
names, line items, quantities, prices, and taxes and puts
them into a structured bill form. The creator looks over
the pre-filled-out form, picks the items they personally
used (which won't be charged to anyone else), and gives

the rest of the items to the people who will pay for them.

Actor Registered User (Bill Creator)
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Precondition

The user has been verified. You have access to the
camera or gallery. You can use the Claude API. User

has at least one currency wallet that is active.

Postcondition

A bill is made and sent to a small number of people.
People only pay for the things they choose. The creator
doesn't have to pay because they already paid the full

bill in real life.

Main Flow

1. The creator chooses "Create Bill" and then "Scan

Receipt."

2. The creator takes a picture of the receipt or uploads

one from the gallery.

3. The system sends the picture to the Claude API so it

can be parsed.

4. The Claude API sends back structured data that has
been extracted and sorted, such as the merchant's name,

line items, quantities, unit prices, and tax.

5. The system automatically fills out the bill form with

the extracted data, including how the items are grouped.

6. The creator picks the billing currency from the

currencies in their active wallets.

7. The creator checks the pre-filled form to make sure it

is correct. If any field is wrong, the creator fixes it by

hand.

8. The creator picks the things they ate themselves. No

one will have to pay for these items.

9. The creator picks people from their contact list to

send the message to.
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10. The system makes the bill in the chosen currency

and sends it to the chosen people.

11. The creator does not have to pay. When they settle,

each recipient will have to pay for the items they choose.

Alternative Flow

3a. The Claude API is not available, so the system tells
the creator to switch to manual entry (UC-22).

4a. Extraction only partially works: The system fills in
the available fields, marks the fields that haven't been
extracted, and lets the creator finish them by hand before

confirming.

6a. The user only has one active wallet, so the currency

is automatically chosen.

7a. The creator cancels after reviewing: the bill is

thrown away and no transaction is made.

Table 3.1.2.4.3 Settle Bill Description

Use Case ID

UC-24

Use Case Name

Settle Bill

Description A person who gets a bill looks over the items on it, picks
the ones they used, and then pays. The system takes the
calculated amount out of their wallet and sends it to the
person who made the bill.

Actor Registered User (Recipient)

Precondition The user has been verified and has received a bill. The
user has enough money in their wallet.

Postcondition The recipient's wallet is charged. The creator's wallet is

credited. The status of the bill has been changed.
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Main Flow

1. The recipient gets a bill notice and opens the bill.

2. The system shows all the bill items, along with their

quantities and prices per unit.
3. The recipient chooses the things they ate.

4. The system figures out how much the recipient owes,

including the right amount of tax.

5. The system shows the total amount due for

confirmation.
6. The person receiving the payment confirms it.

7. The system takes the money out of the recipient's

wallet and puts it into the creator's wallet.

8. The system updates the bill's status and lets the person

who made the payment know.

Alternative Flow

6a. Not enough balance: The system shows an error.

Before settling, the recipient must add money.

3a. If the recipient disagrees with the bill, they can

contact the creator outside of the system.

3.1.2.5 Transfer Calculator

Table 3.1.2.5.1 View Exchange Rate and Calculate Transfer Description

Use Case ID

UC-25

Use Case Name

View Exchange Rate and Calculate Transfer

Description The user sees the current exchange rate between two
chosen currencies, looks at a chart of the rates over the
past seven days, enters an amount, and gets an estimate
of the converted value.

Actor Registered User
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Precondition User is authenticated. ExchangeRate API is available.

Postcondition The user has looked at both current and past exchange
rates and gotten an estimate of the conversion. No
transaction is executed.

Main Flow 1. The user goes to the Transfer Calculator.

2. The user chooses the currencies to send and receive.

3. The system gets the current exchange rate and the
historical rates for the last seven days from the

ExchangeRate API.

4. The system shows the current rate and the seven-day

line chart.
5. The user types in the amount they want to change.

6. The system figures out and shows the estimated

converted amount at the current rate.

7. The user can either do a conversion (UC-17) or leave

without doing anything.

Alternative Flow

3a. The ExchangeRate API is down, so the system
shows a cached rate with a warning that it may be out of

date.

7a. The user leaves without making a transaction, and no

changes are made to any wallet.
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3.1.3 Activity Diagram

Activity Diagram: UC-01 Register Account

Legend 4
:}ge ~ \ Open app and select Register
i User action S l
System action

Enter Gmail address

Decision . l .

— -, /’ "
g Y £ . . Y
| Alternative / Error flow | ] ) B [ Display error: Gmail already \
" __,- Gmail already registered? _Ygs_"'.\ registered. Prompt to log in. |

A 7
I _ _
No
¥

Enter phone number

[Display error: Phone number already
i -
Phone already registered? Yos —» registered.

S /
M 7

1
|
I
No
¥

System sends OTP via Firebase Phone
Auth

! | R ]

User enters OTP I —— i 1) L Request new OTP
l /D I I t OTF. MI-.\‘
| Display error: Incorrec: ' Allow
~— retry.
Incomect /
OTP valid? — - -
! Expired -'//-_ _-\\\
Valid ( OTP expired. User may requesta |
T ™ \ new OTP. /
User sets PIN number ) S~ 7

!

User enters personal info
\(name, date of birth, country, password) /

!

System creates account
(bcrypt-hashed password + PIN)

!

System initializes default currency wallet
(based on registered country)

!

Redirect to Login screen

Figure 3.1.3.1 Activity Diagram UC-01 Register Account
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Activity Diagram: UC-02 Login

Legend User enters Gmail address and \ Ret
i
password Y
User action l
System action

System validates credentials
(berypt password comparison)

Decision l

\ Alternative / Error flow

Credentials valid? = lnvalid—»( Riplavieron nconse password.)

Allow retry.

|
Valid
Y

System verifies account is active

|

Account found & active? - Not foundb(DlsPlay etror: Account not founq
\

Prompt to register.

\

|
Active
A4

System stores secure session token
on client device (SecureStorage)

|

User redirected to Home screen

Figure 3.1.3.2 Activity Diagram UC-02 Login
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Activity Diagram: UC-03 Add Recipient

p

Legend /
..Vg | User navigates to Recipients section |

User action ‘_: i

SEREEE LY I"’ User searches by phone number or

Gmail

hN

Decision l

“ Afternative / Error flow. ) System verifies target user exists

G J in the database
[ N
User found? No——»{ Display error: User not found. )
AN /
I
Yes

Already in contact list? ﬁ

Yes

I - )\
Ne L—)ﬂlulily user: Already in contact list. |
N\ J

s ™ =

| User confirms adding the contact

|

System saves the contact relationship

!

Recipient appears at top of list in
Shared Wallet & Bill Splitting selection

Figure 3.1.3.3 Activity Diagram UC-03 Add Recipient
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Activity Diagram: UC-04 Account Verification

?

User navigates to Account Settings and selects Verify
Account |

|

System initialises front-facing camera
Enters cameraReady state

User declines verification

f .

LA = o ] 1— User navigates ba.ck—__.
\\_ A

¢ Ve Display error ™
Remain in failed state ‘-l
L No > \ User may retry after granting
Camera / permission OK? _ A permission J
Legend — -
p - |
User action ] Yes
’ ¥

User taps Start Face Scan
System transitions to scanning state

Decision i

System action

System streams camera frames through Google ML Kit

(" Atemative J Error tiow ‘, Face Detection €—— Continue slraamin91
“ v
¢ ...-’ii'lslmcl user to hold steady in gooci\\.
- lighting |
Face detectad? _ Moface N Continue streaming J
1
Yes
ML Kit detects face. System stops stream
Transitions to analysing state
System performs liveness chacks:
(a) Only one face present

(B) Left eye open probability = 0.4

{c) Right eye open probability = 0.4
¢ /Ba Multiple faces detected — erm}‘\.
{ message |
) 5 Transition to failled state J

Liveness checks pass? s: -

1 ah Eye open probability < 0.4 — m
Pass message |
. 4 Transition to falled state ~/

System calls POST /apiluseriverify with user ID }
¢ I,’?;: Display error from respense hm-iliv\..
I—-—). Transition to failed state. User may |
HTTP 200 OK? 7" . _/
—_7b
1 f 7b: Metwork error / imeout A
239',0"1 | Display eror. User may retry. ),l
., _f

Backend sets is_verified = 1 and verified_at = NOW{)

!

d = true to 5

!

System transitions to verified state
Displays success confirmation

Client writes face_

Figure 3.1.3.4 Activity Diagram UC-04 Account Verification
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Activity Diagram: UC-05 Set Up Transaction PIN and Biometric

I....egend User navigates to Security Settings

User action ~ l

System action
User selects Set Transaction PIN

Decision ) l

|'/ Alternative / Error flow \:. \User enters numeric PIN and confirms it._fq— Re-enter
. / A ..

- "
Display error: PINs do not match.
PIN confirmation matches? —— No~ "‘.___ Prompt re-entry. };
S /

-

Fd b

I
Yes

System validates and saves PIN
securely

|

System checks device biometric support

Biometric option disabled
Device supports biometric? —— No ’.__\ automatically.
s

g
I
Yes
v

System prompts user to optionally
enable biometric (Face ID)

!

Yeg—— User enables biometric? No

System registers biometric preference Biometric remains disabled

PIN and/or biometric required for
Transfer and Convert transactions

Figure 3.1.3.5 Activity Diagram UC-05 Set Up Transaction PIN and Biometric
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Activity Diagram: UC-06 Edit Profile

?

Legend User navigates to Profile Settings

User action l

System action

User edits display name and/or country € Retry

Decision l

~ _ ™
[ " N \
L Alternative / Error flow ) User cancels? —— Yes—{No changes saved. Retur to Profile.|

S \ /

J/

g »
I

No

Y

User submits the changes

|

System validates the input

!

Input valid? —_—Invalid——>

~
I
Valid
Y

System updates name and/or country in
database

!

System displays success confirmation

Figure 3.1.3.6 Activity Diagram UC-06 Edit Profile
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Activity Diagram: UC-07 Logout

Legend User selects Logout from Profile /
Settings
User action ) l

System action
System prompts logout confirmation

Decision l

-~ ~

y
’\ Alternative / Error flow ) User cancels. Session remains
J

User confirms logout? —Cancel ¢ active.
- 4

4

I
Confirm
\ 4

System clears session token from
encrypted local storage

|

System redirects user to Login screen

Figure 3.1.3.7 Activity Diagram UC-07 Logout
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Activity Diagram: UC-08 Change PIN

. g ™,
Legend /User navigates to Security Settings and
g ) \ selects Change PIN /
User action ) S S

Systern action
User enters current PIN < N~

Decision l

II/ Alternative / Error flow \
~

System validates current PIN

l
{ Increment attempt counter. Display '
p play

II
Incorrect | Cloale
Current PIN correct? S—— s -
T

Correct
e ¥ 3 attempts reached? —

~— 3! Userenters new PIN and confirms it |

l . Yes
_ ¥
Ve S
Retry System validates new PIN entries match | Action temporarily locked. ;I

|

Y — New PIN entries match?
No

A A

I
Yes

System saves new PIN securely

P T
{ Display error: PINs do not match. l
'\\ Prompt re-entry. /

~—

System displays success confirmation

Figure 3.1.3.8 Activity Diagram UC-08 Change PIN
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Activity Diagram: UC-09 Forgot Password

Legend / User taps Forgot Password on Login N

Screen
5 s

|

User action

System action .
System prompts user to enter registered
Gmail address
Decision l
a ) T, e ™,
I S IACAED ) User submits Gmail address [4———————— Retry
hS /s

!

) .ﬁisplay validation error: Invalid emai\P-.
Valid email format? — Invalid=» format. /
S _

I
Valid
¥

System verifies email is associated with
a registered account

!

T Y
e : N
’ [ Display generic error (no account
Email found? —— Not found—— \ existence revealed). )
- ~

I

Found
¥

System sends password reset link to New link

Gmail address
i ™,
| User opens email and clicks reset link |
hS 4

|

) / Link expired. User must request a |
Reset link valid / not expired? ——— Explf@d""-_\ new link. /
'\\-._ __./'
|
Valid
¥
System presents form: enter and confirm Retry

new password

/" Display error: Passwords do not .\-.

MNew passwords match? —No _"-.\ match. Prompt re-entry.

J/
S -

I
Yas
System validates and updates password

!

User redirected to Login screen

Figure 3.1.3.9 Activity Diagram UC-09 Forgot Password
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Activity Diagram: UC-10 Change Password

V4 5 \
Legend ‘:'User navigates to Security Settings and '-‘
Vs \ selects Change Password J
( User action ] e ~
System action l ™

User enters current password ':4— Retry

Decision - i

£ . 8
|\ Alternative / Error flow }\ System validates current password
~ -~ against berypt hash

{ Display error: Incorrect current \
Current password correct? — Incorrect® password. |

" 4

|
Correct
¥

‘-Oser enters new password and confirms'_

it D
l’ Retry

System validates new passwords match
and meet requirements

l /I:!isplay error: Passwords do not \‘.‘
New passwords match? L I R I

Yes
f/D;‘ I i ts. P t D
( Display requirements. Prompt re-
Meets requirements? —No—> entry. /
v
|
Yes
¥

System hashes and saves new
password

!

System displays success confirmation

Figure 3.1.3.10 Activity Diagram UC-10 Change Password
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Activity Diagram: UC-11 Change Email

i ™,
Legend (User navigates to Security Settings and)

- | selects Change Email J
User action ) S v

|

User enters new Gmail address n(— Retry

System action

hS S

Decision - i

Alternative / Error flow H@pla),lr validation error: Invalid email
. : Valid email format? - Invalid—"‘& format. J

|
Valid
¥

System checks if new email is already
registered

Display error: Email already \\
Email already registered? —YSS_’It\ registered. Reject change. |

/

|
No (unique
(Vq }

System sends verification link to new
Gmail address

!

o . ) N
I.'User opens email and clicks verification |
]
\ link /

m;wk expired. User must requasta

Verification link valid? — Expired +k new link. /

New link

\
Valid
v

System confirms link and updates email
in database

l

System displays success confirmation

Figure 3.1.3.11 Activity Diagram UC-11 Change Email
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Activity Diagram: UC-12 Change Phone Number

Legend User navigates to Security Settings and

selects Change Phone Number

|

User enters new phone number

Decision i

Va ‘\_
| Alternative / Error flow | System checks if phone number is
- already registered

!

Phone already registered? — Yes—>

AN

User action

System action

P
' Display error: Phone already
registered. Reject change.

)

|
No (uni
(U‘H'IQUEI,

System sends OTP to new phone

number via Firebase 1
l New OTP-\

User enters received OTP [€¢———Retry

!

System validates OTP with Firebase

< ™~
l r_lnwrecl . Display error: I'r'r;or:ect OTP. Aliow
- ~—
OTP valid?
S e Y
I Expired—»/ OTP expired. User may requesta |
Va‘lgu \ new OTP. /."

System updates phone number in
database

!

System displays success confirmation

Figure 3.1.3.12 Activity Diagram UC-12 Change Phone Number
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Activity Diagram: UC-13 Add Currency Wallet and Top Up

p
f . L d
User navigates to Wallets .egen
l ' User action
System action
Add Wallet User action? Top Up
Decision

-~ \/ Altemative / Error flow |
User selects Add Wallet and chooses,
\ currency /

—_— Account verified?
No ]
i Yes

[Block action. Redirect to Acoourﬂ*l System creates new currency wallet
Verffication (UC-04). Y L/

| User selects wallet and taps Top Up

s . /

A

User enters top-up amount

f—

System presents Stripe payment
interface

|

User enters card details

|

System submits payment request to
Stripe
i

) . —H Payment failed. Wallet balance
Stripe result? — Failure | unchanged. Display error. |
.

I
Success
A4

System credits wallet balance and
creates transaction record

|

System displays success notification

Figure 3.1.3.13 Activity Diagram UC-13 Add Currency Wallet and Top Up
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Activity Diagram: UC-14 Set Personal Wallet Transfer Limit

?

Legend User navigates to wallet settings
User action ) l
System action ( User selects "Set Transfer Limits"

Decision l
[ User enters per-transaction limit and daily transfer \ ] Re-enter
Alternative / Error flow \ limit

|

System validates input values

J' / Display validation error \\w
\ (Negative / zero / non-numeric)
Input valid? No (4a)
No (4b) -
YI f Display validation error
es i [yrtan
(Per-tx limit > daily limit) /
A4 0 , /

System saves limits to user_currency_limits table

!

System displays success confirmation

!

All future Transfer operations validated against
saved limits

Figure 3.1.3.14 Activity Diagram UC-14 Set Personal Wallet Transfer Limit
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Legend

User action

Bystam action

Decision

(" Aemative { Error flow |

Activity Diagram: UC-15 Transfer Funds

?

(User selects Transfer and searches for |

recipient (phone / usemamea)

|

Recipient found?

' ™
Mo —)-:_ Display error: Recipient not found. |
h .

I
Yes

¥

" User selects source wallet and enters |

transfer amount

!

System validates sender has sufficient
balance

- - T .
| Display error: Insufficient balance.
Sufficient balance? —No—» Cancel transfer. |
1
‘f'$s
System prompts PIN or Face ID
verification

!

User completes PIN or Face ID
authentication

Mo (ratry)

/ PIN |nc:oirrr;<:1. mtr:dpt countar -:
PIN fail / Biometric fail T J
Authentication result? R J -
; .2
Pass
¥ 3 attempts?
System debits sender and credits -
recipient wallat Yes
. 7
l Transaction locked. .
h ../'

System creates transaction records for
both parties

!

System notifies recipient and displays
success to sender

Figure 3.1.3.15 Activity Diagram UC-15 Transfer Funds
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Activity Diagram: UC-16 Scan QR Code to Pay

Legend "/ User selects Scan QR from home
- \ screen
User action ) i
System action rd

User scans recipient QR code with
device camera /

Decision - i

( Alternative / Error flow ) System decodes QR and retrieves

- recipient wallet info

|

(

(/Display error: QR code invalid or\\

QR valid and readable? — No—>| unreadable. J

S

|
Yes

System displays payment confirmation
screen (recipient name and amount)

|

{' User confirms the payment

|

Sufficient balance? —No— | transaction and notify user.

/ Insufficient balance. Cancel \l

J

-

I
Yes
Y

System processes transfer and updates
both wallet balances

!

System creates transaction records and
notifies both parties

Figure 3.1.3.16 Activity Diagram UC-16 Scan QR Code to Pay
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Activity Diagram: UC-17 Convert Currency

Legend [ User selects Gonvert and chooses

Ve | source and target currency wallets

| User action ) AN v
System action i

User enters amount to convert |

Decision - i

g }
[\ Aliemnative / Error flow System retrieves current exchange rate
- - from ExchangeRate API

f hY

) Display error: Exchange rate

APl available? —MNo—> ' navailable. Cancel conversion. |
A

|
Yes
¥

System displays converted amount and
exchange rate for confirmation

!

User cancels?

Ve B
Yes_’{ No transaction executed. |
N

\_/

I
No (confirm)
¥

System prompts PIN or Face ID
verification

l

User completes PIN or Face ID
authentication
~ ™

/ PIN incorrect {(max 3). Transaction |
Authentication result? — Fail / locked —| locked. /
s

|
Pass

System debits source wallet and credits
target wallet at confirmed rate

|

System creates conversion fransaction
record

Figure 3.1.3.17 Activity Diagram UC-17 Convert Currency
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Activity Diagram: UC-18 Close Currency Wallet

r, i Y
Legend [ User navigates to currency wallet and
) \ selects Close Wallet
User action ) " %
Systern action - .
Balance is zero? — Yes (zero) b-:ISK'p mnversu;rll‘.):l‘lr;ceed directly o)
Decision \ =

J/

I
— No
~
|./ Alternative / Error flow | M ;
~

System displays current balance and
estimated conversion to main currency
at live rate

}

s \
User confirms closure? _Canoe|—H:User cancels. Wallet remains active.
..\\.__ __//’
I
Confirm
h 4
System retrieves live exchange rate from
ExchangeRate AP|
} i
. Display error: API unavailable.
AP available? — No—> Cancel closure. )
— o

I
Yes

—

System deactivates the currency wallet

}

System converts remaining balance to
main currency wallet and creates record

!

System displays success: converted
amount credited to main wallet

Figure 3.1.3.18 Activity Diagram UC-18 Close Currency Wallet
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Activity Diagram: UC-19 Create Shared Wallet

Lfgend User selects Create Shared Wallet

User action ~ l

System action /" User enters wallet name and selects

currency

Decision l
< Allomalive ZEmror flow [ User optiona]ly sets daily‘ar.\d per-
\ transaction transfer limits

!

[ User selects members from contact list
\ to invite

a
Exclude unregistered contacts.
Any selected contact unregistered? —— Yes Notify owner.

I
No
Y

System creates shared wallet and
assigns creator as Owner

|

System sends join invitations to all
selected contacts

|

System displays newly created shared
wallet on home screen

«— Continue

Figure 3.1.3.19 Activity Diagram UC-19 Create Shared Wallet
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Activity Diagram: UC-20 Manage Shared Wallet Transaction

Legend

User action

System action
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Decision

|

T
| Alternative / Error flow ) User action?
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- N,
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!
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Figure 3.1.3.20 Activity Diagram UC-20 Manage Shared Wallet Transaction
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Activity Diagram: UC-21 Close Shared Wallet
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Figure 3.1.3.21 Activity Diagram UC-21 Close Shared Wallet
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Activity Diagram: UC-22 Create Bill (Manual)
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Figure 3.1.3.22 Activity Diagram UC-22 Create Bill (Manual)
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Activity Diagram: UC-23 Create Bill (Al Receipt Scan)
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Figure 3.1.3.23 Activity Diagram UC-23 Create Bill (Al Receipt Scan)
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Activity Diagram: UC-24 Settle Bill

p ~
Legend ( Recipient receives bill notification and '\
- ‘ \ opens the bill
User action ) AN /
Systemn action i
System displays all bill items with
quantities and unit prices
Decision
( Alternative / Error flow e
A _/ | Recipient selects items they consumed |

N

o _ b / Recipient contacts creator outsid:;\‘
Recipient disputes the bill? —_ Yes—"u,\ the system. )

i

|
No
¥

System computes payable amount
including proportional tax

!

System displays total payable amount
for confirmation

!

| Recipient confirms payment .

( Display error: Insufficient mlanc;\
Sufficient wallet balance? ——No | Recipient must top up first. ,‘

ey

|
Yes
¥

System debits recipient wallet and
credits creator wallet

!

System updates bill status and notifies
creator

Figure 3.1.3.24 Activity Diagram UC-24 Settle Bill
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Activity Diagram: UC-25 View Exchange Rate and Calculate Transfer
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Figure 3.1.3.25 Activity Diagram UC-25 View Exchange Rate and Calculate Transfer
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3.2 Methodology

The Incremental Software Development Model is the method used in this
project to make the system work. This model has four steps: developing, testing, and
validating the application. Each step adds a fully functional module that builds on the
work done in the previous step. This method works well for the proposed e-wallet
system because it has many complex, interdependent modules, such as authentication
and wallet infrastructure, multi-currency management, shared wallet collaboration, and
Al-assisted bill splitting. Each module can be defined, built, and tested on its own

before the next one starts.

The incremental model lowers the risk of development by making sure that the
core infrastructure is stable before adding more advanced features on top of it. It also
makes it possible to deliver functional parts early, which lets you improve them based
on feedback from testing at each step. Figure 3.2.1 shows how the whole project will

work under this model.

Concurrent
activities
Specificati R Initial
ecification i
P version

Outline ——>» | Intermediate
P — Development :
description : versions

A
o Final
Validation — version

Figure 3.2.1 Project workflow in incremental development model
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3.2.1 Outline Description

The system is divided into four parts, each of which is linked to a functional
module found in the use case analysis. The increment boundaries are meant to take into
account dependencies between modules: each increment adds features that are needed

for the next one.

Increment 1 (Core Authentication and Wallet Management) sets up the basic
infrastructure that all the other increments will build on. It includes signing up users
with Firebase OTP verification, Gmail and berypt password authentication, Google ML
Kit liveness detection for account verification, setting up transaction PINs and iOS Face
ID, and managing the entire personal wallet lifecycle, including Stripe-integrated top-
ups, peer-to-peer fund transfers with PIN or Face ID authorization, QR code payments,
and security management workflows (changing PIN, password, email, and phone

number). This increase is equal to UC-01 through UC-16.

Increment 2, "Multi-Currency Support and Transfer Calculator," adds multi-
currency support to the wallet infrastructure. It adds live currency conversion between
the nine supported currencies using the ExchangeRate API, the ability to close a
currency wallet and automatically move the balance to the main wallet, and the Transfer
Calculator, which has a seven-day historical exchange rate chart. This increase is based
on the verified account status and wallet infrastructure set up in Increment 1, and it is

equal to UC-17, UC-18, and UC-25.

Increment 3 (Shared Wallet Management) adds features that let groups work
together on finances. It lets users make shared wallets with customizable limits on
transactions and daily transfers, invite people from their contact list, do group top-ups
and QR payments against the shared wallet balance, and start closing the wallet based
on consensus with four fund distribution methods: equal split, full transfer to one
member, proportional by contribution, and smart distribution. This increase is based on
the contact management, wallet, and notification systems from Increment 1 and is equal

to UC-19 through UC-21.

Increment 4 (Group Bill Splitting) gives you workflows for creating and settling
bills with Al and by hand. When you create a bill by hand, you can enter the merchant's
information, the quantity and unit price of each item, the tax that applies, and any items
that shouldn't be included before sending the bill to the people you want. The Al receipt

scan flow uses the Claude API to automatically fill in bill fields from a picture of a
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receipt. If the API is down, it will fall back to manual entry without any problems. After

choosing what to buy and confirming payment, the system automatically calculates and

pays the amount owed. This increase is based on the wallet debit and credit system from

Increment 1 and is equivalent to UC-22 through UC-24.

3.2.2 Specification

At the start of each increment, functional and non-functional requirements are set to

help with implementation and set the criteria for validation. The functional

requirements listed below are directly related to the use cases in Section 3.1.2.

Increment 1 — Core Authentication and Wallet Management (UC-01 to UC-16)

1.

The system must let a new user sign up through a multi-step process that
includes checking the uniqueness of their Gmail account, their phone number,
their Firebase OTP, setting up a PIN, and entering their personal information
(UC-01).

The system must verify the identity of registered users by checking their Gmail
address and berypt-verified password. It must also store a secure session token

in encrypted local storage after a successful login (UC-02).

The system must let users add registered contacts by phone number or Gmail.
These contacts will then be put at the top of the shared wallet and bill splitting
recipient lists (UC-03).

Google ML Kit liveness detection will be used to verify the account once, and
if it is successful, the verification status will be updated in the database, allowing

the creation of a multi-currency wallet (UC-04).

The system must let users set up a numeric transaction PIN and, if they want,
use Face ID on their device as another way to verify their identity for Transfer

and Convert operations (UC-05).

The system must allow users to edit their profiles (display name and country),
log out and clear their session tokens, and manage security workflows like
changing their PIN, getting a new password via email reset link, changing their
email with a verification link, and changing their phone number with Firebase

OTP (UC-06 to UC-12).
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7. Verified users should be able to make currency wallets in any of the nine
supported currencies, and all users should be able to add money to any existing

wallet using a Stripe card (UC-13).

8. Users should be able to set daily and per-transaction transfer limits on their
personal currency wallets. These limits should apply to all future transfers from

those wallets (UC-14).

9. The system must allow peer-to-peer fund transfers between wallets that use the
same currency and require a PIN or Face ID to approve the transfer. It must also
allow QR code-based payments, where the recipient's wallet information is

encoded in the QR code (UC-15, UC-16).

Increment 2 — Multi-Currency Support and Transfer Calculator (UC-17, UC-
18, UC-25)

1. The system must let users move money between any two of the nine supported
currency wallets at the live exchange rate retrieved from the ExchangeRate API.
Before the transaction can happen, the user must enter their PIN or Face ID
(UC-17).

2. The system should let users close a wallet that isn't the main currency wallet.
Before the wallet is deactivated, it should automatically convert any remaining

balance to the main currency wallet at the live exchange rate (UC-18).

3. The system must have a Transfer Calculator that shows the current exchange
rate and a seven-day historical trend chart for any currency pair that the user
chooses. It must also be able to calculate an estimated converted amount for a

value that the user enters without making a transaction (UC-25).

4. If the ExchangeRate API is down, the system should show the most recently
cached rate with a warning that it is out of date instead of failing the operation

completely.

Increment 3 — Shared Wallet Management (UC-19 to UC-21)

1. The system should let verified users make a shared wallet by giving it a name,
a currency, optional limits on how much money can be transferred each day and

per transaction, and inviting people from their contact list (UC-19).
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2. The system must let any member add money to the shared wallet by taking it

from their own wallet or making QR-based payments from the shared wallet

balance, as long as the wallet's transfer limits are set (UC-20).

The system must make a record of every transaction in the shared wallet that all

members can see in real time (UC-20).

The system shall support consensus-based shared wallet closure initiated by the
owner, requiring all members to approve the proposed fund distribution method
(equal split, full transfer, proportional by contribution, or smart distribution)

before executing the closure (UC-21).

The system will send a reminder to any member who hasn't responded to a

closure request within the time frame set (UC-21).

Increment 4 — Group Bill Splitting (UC-22 to UC-24)

1.

The system should let a bill creator enter merchant information, line items with
quantity and unit price, the tax rate that applies, and personal item exclusions
by hand. Then, the system should send the bill to the people who need it (UC-
22).

The system must let the person who makes the bill take a picture or upload a
receipt and use the Claude API to automatically pull out the merchant name,
line items, quantities, unit prices and tax into a pre-filled bill form for the creator
to check and fix (UC-23).2. The system must let someone who makes a bill take
a picture of or upload a receipt and use the Claude API to automatically pull out
the merchant's name, line items, quantities, unit prices, and tax into a pre-filled

bill form for the creator to check and fix (UC-23).

If the Claude API is down or extraction fails partially, the system should either
send the user to manual entry or fill in the available fields and mark the

unextracted fields for manual completion (UC-23).

The system should let each bill recipient choose the items they want to buy on
their own. After that, the system should figure out the total amount due,
including the proportional tax, and automatically debit the wallet and credit the

creator's account when payment is confirmed (UC-24).
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Non-Functional Requirements

The following non-functional requirements must be followed at all times

during the development process. Table 3.2.2.1 shows each requirement next to its

reason for being in the system design.

Table 3.2.2.1 Non-Functional Requirements

row, the PIN entry will be
locked.

Category Requirement Rationale

Security Before processing, all financial | Stops unauthorized money
transactions must be verified transfers and is in line with
with a PIN or device Face ID. transaction-level security design

(UC-05, UC-15, UC-17).

Security Passwords should be stored Keeps credentials safe from brute-
using berypt hashing, and force and storage-access attacks
session tokens should be kept in | when they are not in use and when
SecureStorage, which is they are being sent.
encrypted local storage.

Security After three wrong attempts in a | Reduces the risk of brute-force

PIN attacks on Transfer and
Convert operations (UC-08, UC-
15, UC-17).

Data Consistency

All financial transactions, such
as adding money, moving
money, converting money, and
paying bills, must be done as
ACID-compliant database

transactions.

Keeps wallet balances the same
even when multiple users are
using the same wallet at the same

time.

Availability &

Resilience

When the ExchangeRate API is
down, the system should show
the last cached exchange rate

with a warning that it is old.

Keeps the transfer calculator and
conversion display working even
when the API is down (UC-17,
UC-25).
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and use the Flutter local auth
package to call native Face ID

for transaction verification.

Availability & If the Claude API isn't Keeps the ability to split bills even

Resilience available, the system should if a third-party Al service isn't
send the user to manual bill available (UC-23).
entry (UC-22) instead of failing
without saying anything.

Performance Under normal network Makes sure that time-sensitive
conditions, API responses for financial operations have a
standard wallet operations (like | responsive user experience.
transferring money or checking
your balance) should finish in
three seconds.

Usability Users should be able to Directly addresses the multi-
complete common tasks like application workflow problem
transferring money, adding mentioned in the problem
money, and paying bills in five | statement by reducing interaction
steps from the home screen. friction.

Scalability The system must be able to Needed for the shared wallet
handle multiple shared wallets module, which lets more than one
at the same time, with member start a top-up or QR
transactions happening at the payment at the same time.
same time from different
members without corrupting
data.

Platform The app should work on 10S Makes sure that biometric

authentication works completely
on the device without the need for
a server, which protects privacy

and performance.

3.2.3 Development

The same development workflow is used for each increment: backend API

endpoints are built and unit-tested on the Node.js server before the Flutter UI
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components that will use them are built. This API-first approach makes sure that the
business logic is checked without the presentation layer and that the RESTful contract

between the client and server is stable before Ul integration starts.

The Flutter frontend is organized by feature-based directories, with each module
(authentication, wallet, shared wallet, bill splitting, calculator) having its own directory
that holds screens, widgets, and service classes. The Node.js backend is set up as a
single Express app, with route controllers, service functions, and database access
objects grouped by what they do. When each development increment is made, MySQL
database schema migrations are applied one at a time. This makes sure that schema

changes are versioned and can be undone.

The Node.js backend has separate service modules for third-party service
integrations like Stripe, ExchangeRate API, Claude API, and Firebase. This keeps API
credentials and business logic on the server side and out of the Flutter client. Each
integration with an outside service has a clear way to handle errors that degrades
gracefully to a different flow, like the cached exchange rate fallback and the manual

bill entry fallback, as described in the use case alternative flows.

3.2.4 Validation

Before the next increment can be developed, each one must be validated. There
are three levels of validation: unit testing of individual backend service functions and
database operations; integration testing of the API endpoints against the MySQL
database to make sure data is stored and retrieved correctly; and end-to-end functional

testing of the entire user workflow through the Flutter client.

Validation for each increment is performed in accordance with the functional
requirements delineated in Section 3.2.2, ensuring that each use case's primary flow and
specified alternative flows are explicitly tested. Dedicated test scenarios are used to
check the non-functional requirements in Table 3.2.2. These include security
penetration tests for PIN lockout and session token handling, concurrency tests for
shared wallet simultaneous transactions, and API unavailability simulations for the
ExchangeRate API and Claude API fallback behaviours. Chapter 6 (System Evaluation

and Discussion) talks about the results of these validation activities.

This step-by-step method, with required validation gates between steps, makes
sure that any bugs that were added in earlier modules are found and fixed before they
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spread to features that depend on them. This keeps the system stable throughout the

development process.
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CHAPTER 4 SYSTEM DESIGN

4.1 System Block Diagram

Figure 4.1.1 shows a system block diagram that breaks down the proposed e-
wallet application into its main functional parts. It shows how the client layer, server

layer, database layer, and external services layer depend on each other.

There are five functional UI modules in the Flutter Client layer, each of which
corresponds to one of the application's five main feature sets: Auth & Account, Wallet
Management, Shared Wallet, Bill Splitting, and Transfer Calculator. Each module only
talks to its own backend service through HTTP REST calls. This makes sure that the

presentation tier is clearly separated from the other tiers.

The Node.js/Express Server layer has five services that handle all of the
business logic. The Auth Service is in charge of making session tokens, checking PINs,
and checking credentials. The Wallet Service takes care of balance checks, peer-to-peer
transfers, QR payments, and changing one currency into another. The Shared Wallet
Service handles making group wallets, managing members, keeping track of activities,
and calculating settlements. The Bill Splitting Service handles receipt parsing, item
allocation, and automatic payment deduction. The Rate Service gets and stores foreign

exchange data for both the Transfer Calculator and conversion operations.

The MySQL Database layer keeps track of all the application's state across five
logical data groups that are related to their services: Users & Sessions, Wallets &
Transactions, Shared Wallets & Members, Bills & Allocations, and Exchange Rate

History.

There are four third-party integrations in the External Services layer, and they
can only be accessed through the Node.js backend. Payment Intents are how Stripe
handles adding money to card-based wallets. The ExchangeRate API gives the Wallet
Service and the Rate Service real-time foreign exchange rates. The Bill Splitting

Service sends receipt images and structured prompts to the Claude API, which then

102
Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology (Kampar Campus), UTAR



SYSTEM DESIGN

sends back parsed item data. Firebase takes care of sending and checking OTPs during

the user registration process.

Figure 4.1.1 shows that the Node.js backend handles all communication
between the Flutter client and outside services. This makes sure that API credentials

and business logic are never shown to the client device.
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Figure 4.1.1.1 System Block Diagram
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4.2 System Components Specifications

This part lists the technical details of each major software part of the system.
There are four layers of components: the client layer, the server layer, the data layer,

and the external services layer.

4.2.1 Client Layer — Flutter Application

The Flutter framework was used to make the client-side app, which works on
10S. Flutter uses a declarative Ul model based on widgets, where the interface is set up
as a tree of widgets that can be combined. The app uses stateful widgets and
asynchronous state management to show real-time updates, like new shared wallet

notifications and live balance changes, without having to reload the whole page.

The Flutter app only talks to the Node.js backend over HTTP using the http
package. It uses the RESTful API described in Section 4.3.2. Using the
flutter secure storage package, you can keep session authentication by keeping an
encrypted session token in the device's local storage. This token is added to the top of

all API requests that have been authenticated.

A dual-modality security layer enforces transaction-level authorisation for
Transfer and Convert operations. This layer uses a user-defined numeric PIN or
biometric authentication through Face ID. It is implemented using the local auth
package, which wraps the i0S LocalAuthentication framework. The app also uses the
Google ML Kit liveness detection library to check accounts during the registration

process and the qr code scanner package to process QR payments.

4.2.2 Server Layer — Node.js / Express Backend

The application logic layer is a single RESTful API server built with Node.js
and the Express framework. The server has a number of HTTP endpoints that are
grouped by functional module. Each one runs the appropriate business logic before

reading from or writing to the MySQL database.

We chose Node.js because its event-driven, non-blocking I/O architecture lets

the server handle multiple requests at the same time. This is especially important for
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the shared wallet module, where multiple users can read and write to the same wallet
record at the same time. The server runs as a single-process app on port 5001, and you

can change its settings using environment variables.

The server starts up with a strict order for middleware: Express has registered
the Stripe webhook endpoint (/api/stripe/webhook).raw() before the global
express.json() middleware is used. This order is very important because Stripe's
webhook signature verification needs access to the request body as it is. If you register
express.json() first, it will parse and change the body before Stripe can check it, which
will cause all webhook signature checks to fail. After that, CORS and static file serving

middleware are used.

The server layer's business logic responsibilities are spread out over the
following functional domains. The authentication module handles user registration,
sending verification tokens via Nodemailer and Gmail SMTP, logging in with a session-
based password comparison, managing PINs with bcrypt hashing, and resetting
passwords through tokenised email links. The wallet module takes care of things like
checking balances in nine different currencies, sending money from one person to
another with user_currency limits that let you set limits on how much you can send per
transaction and per day, processing QR code payments, and converting currency using
live exchange rates. The shared wallet module controls the entire lifecycle of a group
wallet, from creation to inviting members, recording contributions and expenses,
starting closure requests, collecting member votes, and calculating settlements. The bill
splitting module takes care of sending receipt images to the Claude API, confirming
item allocation, calculating taxes and service charges, and automatically deducting
payments when the bill is paid. The exchange rate module uses node-cron to run a
scheduled cron job that gets foreign exchange rates from the ExchangeRate API and
saves them in the daily currency rates table. This cuts down on unnecessary external

API calls for historical rate queries.

All communication between services and external APIs, like Stripe,
ExchangeRate API, Claude API, and Firebase, happens on the server side. Environment

variables managed by dotenv keep all API keys, database keys, and email
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authentication information safe, so that sensitive settings aren't hard-coded into the

source code or made available to the Flutter client.

4.2.3 Data Layer — MySQL Relational Database

A MySQL relational database is used to create the persistent data layer. The
mysql2 library is used to access the database, and a connection pool is set up with a
limit of ten concurrent connections. MySQL is chosen because it strongly supports
referential integrity enforcement through foreign key constraints, ACID-compliant
transaction processing that is necessary for financial operations, and it has a lot of
experience with complex multi-table join queries that are needed for settlement

computation and transaction history retrieval.

The initializeDatabase() function runs at server startup to set up the database
schema. It runs CREATE TABLE IF NOT EXISTS statements for all tables and uses
INFORMATION SCHEMA to apply any column migrations that are still needed.
Before adding missing columns with ALTER TABLE, COLUMNS checks. This
method makes sure that the schema is the same in both development and deployment

environments without needing a separate migration tool.

The schema has these tables in it. The users table holds account information and
profile information, such as username, email, phone number, country, password hash,
pin hash, face descriptor (JSON, reserved for a server-side face comparison subsystem;
not populated by the account verification flow, which uses on-device ML Kit liveness
detection without storing any facial data), is verified, and verified at. The
user_currency_accounts table is the main wallet store. Each row represents one active
currency sub-wallet for a user, which is identified by user id and currency code. The
current balance is stored as a DECIMAL(15,2) field, and there is an is_default flag to
show which currency is the user's main operating currency. The UNIQUE KEY
constraint on (user id, currency code) makes sure that each user can only have one

wallet for each currency.

The user transactions table keeps track of all financial activities, such as
deposits, withdrawals, transfers in and out, currency conversions, fees, and payments.
Each row records balance before and balance after, creating a complete audit trail that

doesn't depend on the current wallet balance. The stripe payment intent id and
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payment_processor columns connect deposits made through Stripe to the transaction
records that go with them. The user_transfers table keeps track of peer-to-peer transfer
events separately. It stores the from user id, to user id, exchange rate, and
converted amount to support transfers between different currencies, along with a

UNIQUE reference ID to make sure that the same transfer isn't counted twice.

The user_currency_limits table keeps track of configurable limits for each user
and currency for per payment limit, daily payment limit, per transfer limit, and
daily transfer limit. These limits are set to conservative values by default and are

enforced by the Wallet Service before any outgoing transaction is processed.

The shared wallets, shared wallet members, and shared wallet transactions
tables all work together to model the group wallet subsystem. shared wallets keeps
track of the wallet's name, currency, balance, and status (pending, active, closing, or
closed). shared wallet members keeps track of each member's role (owner or member)
and whether or not they are participating. shared wallet close requests and
shared wallet close votes use the consensus-based closure mechanism to keep track
of the initiator's proposed distribution_mode and distribution _json, as well as each

member's vote to approve or reject, which can include a reason for rejecting.

There are four tables that make up the bill splitting subsystem. split_bills keeps
the bill header, which has the title, currency code, total amount, service charge
percentage, tax percentage, status, and an optional receipt image field for Al-parsed
receipts. split bill items keeps track of each line item, including its name, price, and
quantity. split bill members keeps track of how much each person owes and whether
they have paid. split bill item selections records each member's item-level choices
down to the individual quantities, which lets for accurate per-item allocation before the

total amount due is calculated.

The daily currency rates table stores historical exchange rate snapshots for
each date, and a UNIQUE KEY on (from_currency, to_currency, recorded date) stops
duplicate entries. The scheduled cron job in the Rate Service fills this table, and the
Transfer Calculator uses it to make the seven-day historical trend chart without making

extra calls to external APIs.

Three extra tables help with Stripe integration. stripe customers links each user

to a Stripe customer ID for each currency. The user payment methods table stores
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tokenised card information, such as the card brand, last four digits, and expiration date,
along with an is_default flag that is set by database triggers. stripe transactions keeps
a complete record of all Payment Intent lifecycle events that it gets from Stripe

webhooks. This includes the status, amount, currency, and other information.

Three database triggers are set up to make sure that business rules are followed
at the data layer. ensure_single default currency makes sure that a user can't have more
than one active currency account that is marked as the default at the same time.
update default payment method per currency and
insert_default payment method per currency make sure that only one payment
method per user and currency can have the is_default flag. These functions run when a

user_payment methods record is updated or inserted, respectively.

The face verify logs table keeps track of every attempt to verify a face,
including the computed similarity score, euclidean_distance, and boolean result. This
makes it possible to keep track of account verification events that happen during

registration through the ML Kit liveness detection flow.

4.2.4 External Services Layer

You can only use Stripe to add money to your card-based wallet. The Node.js
backend makes a Stripe Payment Intent and sends the client secret back to the Flutter
client. The Flutter client then uses the flutter stripe package to show the Stripe payment
sheet and confirm the payment. The backend updates the balance of the corresponding
user_currency accounts in MySQL and records the event in both user_transactions and

stripe_transactions after the confirmation is successful.

ExchangeRate API gives you real-time and historical exchange rates for nine
currencies: MYR, USD, SGD, JPY, HKD, THB, AUD, GBP, and CAD. The Node.js
backend uses this API to get live conversion operations on demand and a scheduled
cron job to save daily rate snapshots in the daily currency rates table for the Transfer

Calculator module.

The Bill Splitting module uses Claude API (Anthropic) to read receipt images.
The Flutter client takes or uploads an image and sends it to the Node.js backend. The
backend sends the image to the Claude API with a structured prompt asking for the

merchant's name, itemised descriptions, quantities, unit prices, and any taxes that apply.
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The structured response is sent back to the Flutter client so that the user can confirm it

before the bill is made.

During the registration process, Firebase Phone Authentication sends a one-time
password to the user's phone number that they used to sign up. The Node.js backend
sends and checks OTPs through Firebase, and then the user account is saved in MySQL.
After you sign up, Firebase doesn't do any authentication. Instead, the app's own session

system uses berypt credential comparison to handle all subsequent logins.

4.3 Database and API Design

In the context of this software project, this section shows how the two main
design artefacts of the system are structured inside: the relational database schema,
which defines the data structures and relationships that make all system operations
possible, and the RESTful API endpoint design, which defines the communication
contracts between the Flutter client and the Node.js backend. These artefacts make up
the wiring of the software system, which is like the design of a circuit in a hardware

system.

4.3.1 Database Schema Design

The third normal form (3NF) is used to make the database schema so that there
is no duplicate data and referential integrity is enforced. When the server starts up, the
schema is set up programmatically. There is also runtime migration logic that adds
missing columns to existing tables without losing any data. This section talks about the

main tables, their most important features, and how they relate to each other.

The users table is the main part of the schema. It has an id (primary key, auto-
increment), a username (unique), an email (unique), a phone number, a country, a
password hash (berypt), a pin hash (berypt), a face descriptor (JSON, nullable; as noted
in Section 4.2.3, this field is not populated by the UC-04 account verification flow), an
is_verified (boolean), a verified at, a created at, and an updated at. To make it easier
to look up usernames, email addresses, phone numbers, and countries during

authentication and contact resolution, indexes are set up.

The user_currency accounts table shows separate currency wallets. The main
attributes are id, user id (a foreign key that points to users), currency code

(VARCHAR 3), balance (DECIMAL 15,2), is_default (boolean), is_active (boolean),
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payment_method id, and payment processor. A UNIQUE KEY on (user id,
currency code) makes sure that each user can only have one wallet for each currency.
When a new default is set, the database trigger "ensure single default currency" runs

on UPDATE to turn off the is_default flag on all other accounts for the same user.

The user_transactions table keeps track of all money-related events. There are
a number of attributes, such as id, user_id, currency code, transaction_type (ENUM:
deposit, withdrawal, transfer in, transfer out, conversion, fee, payment), amount,
fee_amount, balance before, balance after, description, reference id,
stripe_payment_intent id, payment processor, and created at. The balance before and

balance after fields make up a complete audit trail.

The user_transfers table keeps track of peer-to-peer transfers with the following
fields: from user id, to user id, currency code, amount, exchange rate,
converted amount, converted currency, transfer fee, status (ENUM: pending,
completed, failed, cancelled), description, reference id (unique), created at, and

completed at.

The user_currency limits table sets limits on how much money each user can
send and receive in each currency. It has DECIMAL(15,2) fields for per payment limit,
daily payment limit, per transfer limit, and daily transfer limit, and a UNIQUE

KEY on (user id, currency code).

The shared wallets table has records of group wallets. Each record has a
wallet id (a unique string identifier), a name, a currency code, a balance, a status
(ENUM: pending, active, closing, closed), a created by (a foreign key pointing to
users), a created_at, and an updated at. The shared wallet members table keeps track
of who is a member by storing their wallet id, user id, role (ENUM: owner, member),
status (ENUM: pending, active, left), joined at, and a UNIQUE KEY on (wallet id,

user_id).

The shared wallet close requests table keeps track of when a closure starts,
including the wallet id, who started it, the distribution mode, the distribution json
(TEXT, serialised allocation plan), the status (ENUM: pending, completed, rejected,
cancelled), and the timestamps. The shared wallet close votes table keeps track of
each member's vote for each request. It has a UNIQUE KEY on (request_id, user id)
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and stores the vote (ENUM: approve, reject), the time the vote was cast, the reason for

the rejection, and the mode of rejection.

The shared wallet limits table makes sure that each wallet owner sets
transaction limits for their wallet. It has DECIMAL (15, 2) fields for wallet id (a
foreign key that points to shared wallets), currency code, per payment limit, and
daily payment limit. There is a UNIQUE KEY on (wallet _id, currency code). When
a user first accesses the site, default limits are set for each currency. The owner can
change these limits at any time using a special API endpoint. The expense route calls a
helper function called checkSharedWalletPayLimit() to check each transaction against

the daily and per-payment limits before any money is taken out of the account.

The user _contacts table is what makes the contact management feature possible.
It keeps track of the relationships between registered users. The most important fields
are owner_id (a foreign key that points to the user who added the contact), contact id
(a foreign key that points to the user who was added), and an optional nickname field.
A UNIQUE KEY on (owner _id, contact id) stops people from adding the same contact
more than once. To make group financial activities go more smoothly, contacts are
listed in alphabetical order and are given priority in shared wallet member selection and

bill splitting recipient lists.

The split_bills table has bill headers with bill id (a unique string), created by,
title, currency code, total amount, service charge pct, tax pct, status (ENUM: open,
settled, cancelled), receipt image (TEXT, base64, or URL for Al-parsed receipts), and
timestamps. The split bill items table has a list of items with their names, prices, and
quantities for each bill. The split _bill members table keeps track of how much each
person owes and whether they have paid (ENUM: pending, paid). The
split_bill item_selections table keeps track of each member's choices for each item,

with a UNIQUE KEY on (bill_id, item_id, user_id).

The daily currency_rates table stores daily snapshots of exchange rates with the
following fields: from currency, to currency, rate (DECIMAL 15,6), and
recorded date (DATE). A UNIQUE KEY on (from currency, to currency,
recorded date) stops duplicate entries and helps the Transfer Calculator quickly find
historical rates.
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Stripe integration is supported by stripe customers (which maps user id to
stripe_customer _id for each currency), user payment methods (which stores tokenised
card details with card brand, card last4, expiry, and is_default for each currency,
enforced by two triggers), and stripe_transactions (which logs Payment Intent lifecycle

events like payment intent id, amount, currency, status, and metadata JSON).

The email verification tokens and password reset tokens tables help with the
authentication flows. Both keep a hashed token, an expiration timestamp, an is_used
flag, and a link to the user. email verification_tokens also saves user data as TEXT so
that the registration payload stays the same between sending the OTP and making the

account.

The face verify logs table keeps track of liveness verification events by storing

the user_id, similarity, euclidean_distance, and boolean result for each attempt.

Figure 4.3.1.1 Entity Relationship Diagram

Figure 4.3.1.1 shows the database schema's entity relationship diagram, which
shows the 23-table relational structure that was made in Third Normal Form (3NF). The
users table is the main entity from which all functional modules come. These modules
include multi-currency wallets, peer-to-peer transfers, shared wallets, bill splitting,
Stripe payment integration, and caching exchange rates. Foreign key constraints and
database triggers make sure that referential integrity and business rules are followed

throughout the schema.
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4.3.2 RESTful API Endpoint Design

The Node.js backend has RESTful HTTP endpoints that are grouped by

functional module across several route handler files. All endpoints send back JSON

responses and use standard HTTP status codes. The tables below show the main

endpoints for each module.

Table 4.3.2.1 Authentication and User Management Endpoints

Method Endpoint Description
POST /api/login-email Gmail-based login
POST /api/login Username-based login
POST /api/send-verification-email Send email OTP for registration
GET /api/verify-email/:token Confirm email verification token
POST /api/check-verification-status Check email verification status
POST /api/users Create new user account
GET /api/users Retrieve all users
GET /api/users/:userld Retrieve single user profile
PUT /api/users/:userld Update user profile
DELETE /api/users/:userld Delete user account
POST /api/check-phone-availability | Check phone number availability
POST /api/check-user-data- Check email, phone, username
availability availability
POST /api/user/verify Mark account as face-verified
POST /api/request-password-reset Request password reset email
GET /api/verify-reset-token/:token Verify password reset token
validity
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POST /api/reset-password Reset password with token
GET /reset-password/:token Web interface for password reset
Table 4.3.2.2 Face Verification Endpoints
Method Endpoint Description
POST /api/users/:userld/face- Enrol face descriptor for account
descriptor verification
POST /api/users/:userld/verify-face Verity face descriptor via cosine
similarity
GET /api/users/:userld/face-status Check if face is enrolled and
verified
DELETE /api/users/:userld/face- Remove face data and reset
descriptor verification status
Table 4.3.2.3 Wallet and Currency Management Endpoints
Method Endpoint Description
GET /api/users/:userld/currencies Retrieve all active
currency wallets
POST /api/users/:userld/currencies Create or reactivate a
currency wallet
PUT /api/users/:userld/currencies/:currencyCode Update wallet
balance or default
status
DELETE /api/users/:userld/currencies/:currencyCode Close a currency
wallet
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POST | /api/users/:userld/currencies/:currencyCode/add | Deposit funds into a
wallet
GET /api/users/:userld/transactions Retrieve transaction
history
GET /api/users/:userld/total-balance Retrieve total balance
summary across all
wallets
GET /api/users/:userld/limits Retrieve per-currency
transaction limits
PUT /api/users/:userld/limits/:currency Update transaction
limits for a currency
POST /api/users/:userld/expense Record a QR
payment expense
POST /api/transfers Execute a peer-to-
peer fund transfer
GET /api/search/users Search users by
email, phone, or
username
POST /api/conversions Execute a currency
conversion
Table 4.3.2.4 Exchange Rate Endpoints
Method Endpoint Description
GET /api/rates/:baseCurrency Retrieve real-time exchange
rates for a base currency
POST /api/convert Convert a specified amount
between two currencies
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GET /api/history/:from/:to Retrieve seven-day historical
rate data for a currency pair

GET /api/country/:countryName/currency | Retrieve default currency for a

registered country

POST /api/calculate-total-balance Calculate total balance in a

target currency using latest
rates
GET /api/supported-currencies Retrieve the list of all nine
supported currencies

POST /api/internal/save-daily-rates Persist daily rate snapshot to

daily currency rates table
(cron-triggered)
Table 4.3.2.5 Stripe Payment Endpoints
Method Endpoint Description
POST /api/stripe/webhook Receive and verify Stripe
Payment Intent lifecycle
events
POST /api/stripe/create-setup-intent Create a Setup Intent for card
registration
POST /api/stripe/confirm-setup-intent Confirm Setup Intent and save
tokenised card
GET /api/stripe/payment- Retrieve saved payment
methods/:userld/:currency methods for a currency
POST /api/stripe/create-payment-intent Create and confirm a Payment

Intent for wallet top-up
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Table 4.3.2.6 Shared Wallet Endpoints

Method Endpoint Description
POST /api/shared-wallets Create a new shared wallet
GET /api/shared-wallets/user/:userld | Retrieve all shared wallets for a
user
GET /api/shared- Retrieve pending wallet
wallets/invitations/:userld invitations
GET /api/shared- Retrieve recently closed wallets
wallets/user/:userld/recently-
closed
GET /api/shared-wallets/:walletld Retrieve wallet details, members,
and transactions
POST /api/shared- Accept or decline a wallet
wallets/:walletld/respond invitation
POST /api/shared- Invite a new member to a wallet
wallets/:walletld/invite
POST /api/shared- Top up a shared wallet from
wallets/:walletld/topup personal balance
POST /api/shared- Record an expense against a
wallets/:walletld/expense shared wallet
POST /api/shared- Leave a shared wallet
wallets/:walletld/leave
GET /api/shared- Retrieve full transaction history
wallets/:walletld/all- for a wallet
transactions
GET /api/shared- Retrieve per-payment and daily
wallets/:walletld/limits payment limits
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items

PUT /api/shared- Update payment limits (owner
wallets/:walletld/limits only)
POST /api/shared- Initiate a wallet closure request
wallets/:walletld/close-request with distribution plan
GET /api/shared- Retrieve current closure request
wallets/:walletld/close-request and vote status
POST /api/shared- Submit a member vote on the
wallets/:walletld/close-vote closure request
POST /api/shared- Cancel an active closure request
wallets/:walletld/close-cancel (owner only)
GET /api/shared- Preview smart distribution based
wallets/:walletld/smart-refund on contribution history
Table 4.3.2.7 Bill Splitting Endpoints
Method Endpoint Description
POST /api/split-bills Create a new bill manually or from
parsed receipt data
POST /api/split-bills/scan-receipt Upload and parse a receipt image
via Claude API
GET /api/split-bills/user/:userld Retrieve all bills for a user
GET /api/split-bills/:billld Retrieve full bill details including
items, members, and selections
POST /api/split-bills/:billld/invite Invite a user to a bill
POST /api/split-bills/:billld/select- Submit item selections and

compute amount owed
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GET /api/split-bills/:billld/payment- Retrieve available payment
options/:userld sources for a bill
POST /api/split-bills/:billld/pay Confirm payment of a participant's
computed share
POST /api/split-bills/:billld/cancel Cancel a bill and auto-refund paid
members
Table 4.3.2.8 Contact Management Endpoints
Method Endpoint Description
GET /api/contacts/:userld Retrieve all contacts
alphabetically
POST /api/contacts/:userld/add Add a registered user as a
contact
DELETE | /api/contacts/:userld/remove/:contactld Remove a contact
PATCH | /api/contacts/:userld/nickname/:contactld Update a contact's
nickname
GET /api/contacts/:userld/recent Retrieve recent transfer
recipients
GET /api/contacts/:userld/check/:contactld | Check if a user is already a
contact
Table 4.3.2.9 QR Code Endpoints
Method Endpoint Description
POST /api/qr/pay-token Generate a dynamic QR payment
token (35-second TTL)
POST /api/qr/validate-token validate a QR payment token and

retrieve the associated user ID
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CHAPTER 5 SYSTEM IMPLEMENTATION

5.1 Hardware Setup

Table 5.1.1 Specifications of laptop

Component Specifications
Model MacBook Air
Processor Apple M3 Chip with 8-core CPU
Operating System | macOS
Graphic 10-core GPU
Memory 16GB Unified Memory
Storage 512GB SSD
Table 5.1.2 Specifications of mobile device
Component Specifications
Model iPhone 14 Pro
Processor A16 Bionic
Operating System | ios18.1.1
Graphic Apple GPU (5-core)
Memory 6GB RAM
Storage 256GB SSD
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5.2 Software Setup

To use the proposed application, a number of software tools and frameworks
had to be set up and installed. These included the mobile frontend, backend server,

database, and connections to third-party services.

Flutter (Dart) was used to build the mobile client because it has a cross-platform
widget-based rendering model and can work with iOS natively. We used the official
Flutter SDK to install Flutter, and we used Visual Studio Code as the main integrated
development environment (IDE) to manage the project. The Flutter and Dart extensions

helped with syntax highlighting, hot reloading, and debugging on devices.

We used Node.js with the Express framework to build the backend application
logic layer. This gave us a lightweight, event-driven RESTful API server. Using the
official installer, we set up Node.js, and we used npm to keep track of the project's
dependencies. During development, the backend server ran on the MacBook Air and

was accessed by the Flutter client over the local network.

We used MySQL as the relational database management system, which was set
up on the development machine. MySQL Workbench was used as a GUI client and

direct terminal access was used to create database schemas and check queries.

During the user registration process, Firebase was added to handle phone
authentication by sending an OTP to the user's registered phone number. The Firebase
console was used to start the Firebase project, register the iOS app, and add the

GoogleService-Info.Added a plist configuration file to the Flutter project.

The google mlkit face detection Flutter package added Google ML Kit to
make it possible to check for liveness for account-level verification. The package works
completely on the device, using the front camera of the device. There is no need for a

server to be involved in the detection.

The Stripe API (in test mode) was added so that people could add money to
their wallets with cards. The backend had the Stripe Node.js SDK installed to make

Payment Intents and handle webhook events.
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The backend now uses the Claude API (Anthropic) to help the bill splitting
module read receipt images. The Node.js server used the axios library to make HTTP

requests directly to the Claude API endpoint.

The ExchangeRate API was added so that you could get real-time and historical
foreign exchange rates. This made it possible to use the Transfer Calculator module to
convert currencies in real time and see a seven-day historical trend chart. API calls were
made on the server side, and the results were stored in the daily currency rates table to

cut down on unnecessary requests from outside sources.
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5.3 Setting and Configuration

5.3.1 Environment Variable Configuration (.env)

As shown in Figure 5.3.1.1, all sensitive credentials and environment-specific
parameters were stored in a .env file in the root directory of the Node.js project. The
dotenv package loads the file when the server starts up, and .gitignore keeps it out of

version control so that no credentials are visible in the source repository.

The server setup tells the application port (5001) and the runtime environment
(development). The database block gives the mysql2/promise connection pool the
MySQL connection information it needs. The email block gives Nodemailer the Gmail
account information it needs to send OTP verification emails and password reset links.
The @anthropic-ai/sdk client uses the ANTHROPIC API KEY on the server side to
verify requests to the Claude API for parsing receipt images with Al

- EY1_NODEJS REED E

> node_modules
=5001
=development

=ececwallet@gmail, com
=fhfm dhof svim hzfk

=http://localhost:30800,http://localho
=sk-ant-api@3-HclLgrS6WWInLcdBuk-RAk KUBQq7E4YD8efROUNgF-tX_TW3G7CpIKYQe57de

-wallet-limits-routes.js

Figure 5.3.1.1 .env environment configuration file

5.3.2 MySQL Database Creation and Connection

The server's initializeDatabase() function sets up the database when the server
starts up.js. The function first connects to the MySQL instance temporarily using the
credentials in .env and then creates all 21 tables in the order they depend on each other.
mysql2/promise keeps a connection pool of up to ten concurrent connections. It also
has waitForConnections turned on, which lets requests queue up when the load is high,
as shown in Figure 5.3.2.1. Using INFORMATION SCHEMA, runtime migration

logic looks for certain columns.COLUMNS checks for missing columns and applies
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the ALTER TABLE statement to add them, which lets the schema change without
losing any data. Figure 5.3.2 shows the database structure that was made in MySQL

Workbench, which shows that all 23 tables were made successfully.

const dbConfig = {
host: process.env.DB_HOST || '127.0.0.1°',
user: process.env.DB_USER || 'root',
password: process.env.DB_PASSWORD || 'joetay@810.',
database: process.env.DB_NAME || 'ezlet_db',

waitForConnections: true,
connectionLimit: 10,
queuelLimit: ©

};

const pool = mysql.createPool(dbConfig);

Figure 5.3.2.1 MySQL connection pool configuration in server.js

SCHEMAS . b F a @ @ Umit02000 rows 8 % ¢

ezlet_db
« 7 Tables
> daly_currency_rates
= email_verification_tokens
face_verify_logs
password_reset_tokens
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shared_wallet_members

shared_wallets Result Grid 3 Fiter Rows: Q e & = Exportimport: g
shared_wallet_transactions csarvieme el ¥
H spiit_bill_jtems 1 PEPOKRMSVWOPMAUOMMX 11... $20810SETvSsx79e TUTHakZBAAUYEOLVQ), Cx. 031
split_bill_jtem_selections 2 Feng  teng@gmaicom 2672 Malaysia $208108FSwIyzBI0UBIIMUUZIIONPC2BLL .. $268108cLIM ZIORIWSWReDOKMeUNOCSAUMY... 2026-03-11 12:
3wy tay@omai com 6012 Malaysa Sowe YORIY/SjFlowCaDTIN... [ 2026.03-19 19
split_bill_members o om o =] o om o =
split_bills
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Figure 5.3.2.2 MySQL Workbench view

5.3.3 Flutter Dependency Installation (pubspec.yaml)

The pubspec.yaml file listed all of the Flutter package dependencies, and flutter
pub get installed them. Key packages included http for RESTful API communication
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with the Node.js backend; local auth and local auth darwin for iOS native Face ID
integration; google mlkit face detection and camera for liveness verification via the
front camera; qr_flutter and mobile scanner for QR code generation and scanning;
image picker and file picker for receipt image capture and file selection;
flutter secure storage for encrypted local storage of the session token; firebase core
and firebase auth for Firebase Phone Authentication; flutter_ stripe for Stripe payment
integration; flutter local notifications for in-app notification dispatch; and provider for

application-level state management.

5.3.4 Firebase Authentication Set Up

1. Create a Firebase project.
i.  Go to the Firebase Console.

ii. Click “Create a new Firebase project”.

® Firebase ‘
, Tay
Welcome back to Firebase! /
’ Create a new Firebase project

4' Start coding an app

@) T o spentic barista app

@ T on Arpowered rp planner spp

Figure 5.3.4.1 Create Firebase project

iii. Follow the instructions to create a project in the Firebase Console.

2. Add Firebase to Flutter app.

1. In firebase console, click on the project.

ii. Click the 10S icon to add iOS app to the project.
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® Firebase yptests ~ 4
A Project Overview o 0
fyptest1 g sun

sl o) 8 )()(Q)( %) senctapatorm
Analytics

Figure 5.3.4.2 Add iOS app

iii. Enter  Apple bundle ID  which can be found in

ios/Runner.xcodeproj/project.pbxproj file.

Galo docs

x  Add Firebase to your Apple app

© Register ;,/

© Download config file
© #dd Firebase SDK
© 104 inisksation eode

© Nextsieps

Figure 5.3.4.3 Input the Apple bundle ID

= project.pbxproj X

ILD_NUMBER)";

DENTIFIER = com.example.fyptestif

/Runner-Bridging-Header.h";

43 /+ Pods-RunnerTests. de

Figure 5.3.4.4 Get the ID in ios/Runner.xcodeproj/project.pbxproj file
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iv. Download the GoogleService-Info.plist file and move it into Flutter

project’s ios/Runner/ directory.

Vv ios

> .symlinks
> build

> Flutter

> Pods

v Runner

> Assets.xcassets

> Base.lproj

3 AppDelegate.swift

. GeneratedPluginRegistrant.h
C GeneratedPluginRegistrant.m
3 GoogleService-Info.plist

A Info.plist

C Runner-Bridging-Header.h

v Runner.xcodeproj

Figure 5.3.4.5 Paste the GoogleService-Info.plist in i0os/Runner/ directory

3. Configure Flutter project.
4. Install Firebase packages. In Visual Studio code using Dart: Add Dependencies to
add and after that it will show at pubspec.yaml file.

! pubspec.yaml X

Figure 5.3.4.6 After successful adding the firebase packages in pubspec.yaml
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5. Initialize the Firebase in main.dart.

Figure 5.3.4.7 Screenshot of Firebase set up

6. Set up Firebase Authentication.

1. In the Firebase Console, go to Build section and click “Authentication”.

ii. Click “Get started”.
ii1. Choose the sign-in methods(Phone) that want to enable.

iv. Create the test phone number and the modify OTP number.

® Firebase fyptest] v Authentication

A Project Overview o

9

&% Authentication

@ Phone suthentcation ecuires addtional configuraion stegs. Follow the steps
for your platform.

Appled  Androld@  Web[3

Figure 5.3.4.8 Screenshot of created tested account in Firebase Console
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5.3.5 API Key

The Stripe API is in test mode, and there is a separate Stripe test account for
each of the nine supported currencies: MYR, USD, SGD, JPY, HKD, THB, AUD, GBP,
and CAD. Stripe-routes sets each account's secret key, publishable key, and webhook
signing secret as constants.js. For each currency, a separate Stripe instance is set up
using the appropriate secret key. At runtime, the getStripeConfig() helper function finds
the right instance based on the requested currency. To start a top-up, the Flutter client
asks the backend for a Setup Intent. The backend then sends the client secret,
ephemeral key, and publishable key back to the flutter stripe package so that the card
can be registered. Payment Intent creation on the backend handles subsequent payments,
and the transaction result is sent asynchronously through a webhook event
(payment_intent.succeeded). The webhook handler goes through all nine registered
accounts to find the right signing secret for each incoming event. This makes sure that
one endpoint works for all currencies. After the verification is successful, the handler
adds money to the user's wallet and records the transaction in user_transactions. The

Stripe Dashboard in Figure 5.3.5.1 shows that the test mode is set up correctly.

Changes you make here don’t affect your live account Switch to live account

7} R on o Q Search % 0 C & © Setup guide )
Hom
Today
3ala
v
Gross volume v Yesterday v
Recommendations
RMO0.00 RMO0.00
10:05 AM tto
Financial Connections ks to share ¢
Profi
) Conr
Payn nalytic
APl keys
N Publishable key pk_test_5154mlTH)
& MYR balance Payouts sk_test_S1S4mlTH]
RM53.60 RM17.20
" Expected May
ep
85 App
More Your overview
Date range Last 7 days Daity Compare Previous period + Add 2 Edit
Payments Gross volume ® Net volume
MYR 60.00 -a0% MYR 53.60 -43.58¢
Developers 8 H 1 & @

Figure 5.3.5.1 Stripe Dashboard showing test mode configuration

The .env file has the Claude API key stored as ANTHROPIC API KEY. The
@anthropic-ai/sdk client can get to it on the server side through
process.env.ANTHROPIC API KEY. The Claude API integration uses claude-opus-
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4-5 as the model and a structured prompt template that tells the model to return receipt
parsing results as a strictly formatted JSON object that includes the merchant name,
line items, quantities, prices, and tax percentage values. JSON.parse() parses the
response on the server side. If the output is not in the right format, a try-catch block

sends a structured error response back to the client.

You can find the ExchangeRate API key and base URL
(https://v6.exchangerate-api.com/v6) in the same file, exchange-rate-service.js. We
only get exchange rates when we need them and store them in memory for 30 minutes
to cut down on unnecessary calls to external APIs. A scheduled internal endpoint sends
daily rate snapshots to the daily currency rates table, which supports the seven-day
historical trend chart in the Transfer Calculator module. The ExchangeRate API
dashboard in Figure 5.3.5.2 shows that the API key is set up correctly.

m ExchangeRate-API % sign out |

¥ Dashboard API Access
/¥ APl Keys

+/ Request Usage

Your API Key: 83f81d70f2a1837effee93d2
Example Request: https://v6.exchangerate-api.com/v6/83f81d70f2a1837effee93d2/latest/USD

28 Account Details
(&) Manage Plan
== Billing

Invoices

« More Accurate Hourly Updates « 30k API requests p/m « Only $10 p/m!

Documentation

& Docs Overvion API Request Quota Usage

& Supported Currencies

15 Standerd API Requests API request quota available API requests today API requests this month API requests last month Monthly quota reset

& Product Homepage 288 1 1212 0 22nd

Email Support
Account & Plan Summary

Current Plan: Payment Status:

Free No Payment Required.

Figure 5.3.5.2 ExchangeRate API Dashboard
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5.4 System Operation

5.4.1 App launch and Authentication

On staring the first time you will see a loading screen configuring up your
system. In this process, it automatically checks whether the user is still in a session of
his previous login or not. If the returned session is valid, then this user will be taken
directly to the main dashboard with-out them having to log-in again. It saves a few steps
for returning users. However, if the system does not find a valid session, the user is sent
to the authentication page where they can choose between two options an existing user
logs in and a new user signs up. The login process allows users to safely enter their
credentials in order to regain access to their accounts. This is what we call the sign-up
process which consists of potential new users who create an account and are then able

to do every task that the app has available.

Ezlet
ONE ACCOUNT FOR
ALL THE MONEY IN
Figure 5.4.1.1 Initialize page Figure 5.4.1.2 Authentication page
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5.4.2 Register

The registration process starts when a user clicks on the Register button present
at the authentication page. First, it takes me to a page where I could confirm my email
address. In this step we make sure given email is not already used, and it belongs to
user. As soon as the user sends the form, a verification link goes to his provided email

address. The user needs to click on this link to proceed.

Once the email has been validated, the system proceeds to mobile verification.
At that juncture, the system assigns a country or region code to the phone number
automatically. Malaysia is the default choice. Users can change this if their number is
from a different area. This then prompts the user for their mobile number which will
then be checked to see if it has been registered. Once you try this phone not yet
registered, an OTP is sent on the phone. On the right page, the user inputs OTP and can

also resend code if required.

Once the mobile number has been confirmed, the system explains how to set
their account security up. That includes creating a strong password and then a PIN
which will come in handy later, when you need to authorize payments or even incoming

money.

The final part of registration is configuring your user profile. A form appears
asking for details such as your name, country, date of birth and phone number. The
previously verified email address is automatically filled in and cannot be changed as it
has been already confirmed. The system creates the new account after you complete
and submit the profile form. Then it shows you a successful registration welcome page.
After that, the user clicks on "Get Started," and they are navigated to the main

dashboard where all the features of the app are available.
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@) =

\ CHECK YOUR EMAIL

Enter your email address

‘Open Email App

@ Verification email sent to joetay810@gmail.com

Figure 5.4.2.1 Email verification page Figure 5.4.2.2 Send the verification page

1l 56 @@

< @ O &

Please Confirm Your E-mail »

Q ececwallet @)

Verify Your Email

EMAIL CONFIRMED

Now you can continue opening your account.

Figure 5.4.2.3 Verification link that send Figure 5.4.2.4 Email confirmed page
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Create Password

Verify Phone Number

send you a verification code via SMS

g —

Figure 5.4.2.5 Phone number verification page  Figure 5.4.2.6 Create password page

< Set up PIN < Personal Details

Tell us about yourself

Create a PIN

a 6-digit PIN for secure transactions and Full Name

Country

1 2 3 = Malaysia

Phone Number

4 5 6
+60134284121
7 8 9 Date of Birth
0 &

Skip for now @ Create Account

Figure 5.4.2.7 Create PIN page Figure 5.4.2.8 Fill-in personal details page
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Welcome to the family! -

Secure & Protected
Easy Transactions

Track Your Spending

Figure 5.4.2.9 Welcome page

5.4.3 Login

The user sees the authentication page and clicks on "Login" and the system
navigates them to the login page. Here, the user must input their registered email
address and password prior to selecting the confirmation button. If the credentials are

correct, then the system allows user in and redirects him directly to main dashboard.

The login page also offers registration for registered users who may not yet have an
account. Below the login form is a "Sign Up" button that quickly gets new users to

registration.

In case the users forget their credentials, the login page also has a link that reads Forgot
Password to reset user info. If the user clicks this option, they will be directed to an
email verification page where they need to input their registered email. After that, the
system will send a link to reset your password to the email address you provided. User
clicks at the link, user directs on page and here he can work with his password — reset
found and write new. Once the reset is completed, the user shall login with the new

credentials and hit to main dashboard.
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L L
Reset Password
Welcome Back —_
Figure 5.4.3.1 Login page Figure 5.4.3.2 Send reset link page

iso@ wr D e

< @ O &

Reset Your Ezlet Password »

Q ececwallet ® « -
.
Reset Your Password

Reset Your Password

New Password

Confirm Password

A\ 'mportant: This password
nire in 16 min

o

localhost ¢

< [ m D

Figure 5.4.3.3 Reset link that send Figure 5.4.3.4 Reset password page
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5.4.4 Home

The Home Page is the main dashboard of the app. It gives users a quick look at
their account and easy access to important features. There is a button in the top left
corner that shows the first letter of the username you used to sign up. This button takes
you directly to the Profile Page. Next to the Total Balance section, a shield icon shows
whether the account has been verified, which means it belongs to a real user. The system
then shows the user their total account balance, which is based on the main currency
that was set when they signed up with their phone number. This total balance is the
result of adding up all the available balances in different currencies and converting them
into the main currency. Because exchange rates change every day, the amount changes

as well.

Next to the total balance, there is a statistics icon button that takes users to the
Cash Flow Page for a more in-depth look at their finances. Users can see their own
currency wallets below this section. The first wallet is for the main currency, and the
other wallets are ones that the user has made. When you first sign up for an account, it
only comes with the main currency wallet. If you need to, you have to add other

currencies yourself.

The Transaction section shows the user's transaction history further down. The
Home Page only shows the three most recent transactions for quick reference. To see
the full list, click on "See All." There is also a Transfer Calculator on the page that lets
people figure out how much money they need to send based on the most recent
exchange rates. The system automatically calculates the converted value when you
enter an amount and choose the source and target currencies. In addition, there is a line
chart that shows how exchange rates have changed over the last seven days. This chart

changes automatically based on the currency pair you choose.

A navigation bar (navbar) at the bottom of the screen lets you get to the main
parts of the app, like Home, Shared Wallet, Split Bill, and Recipient. Each one takes
you to its own page. The Scan icon in the middle of the navigation bar is a quick access

button that takes users right to the Scan for Pay page, making transactions easy.
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L
Total balance &

1230.68 MYR

Send Add money
& Myr £ ysp o
149.79 141.05 94

Transactions

Reload

FitZone Gym -10.00 MYR

Convert from USD

0. .

Figure 5.4.4.1 Home page

Bachelor of Information Systems (Honours) Information Systems Engineering

’ v v e

Transfer calculator

3.9517

1USD = 3.9517 MYR

100 £ usb~

395.17 & MYR-

Figure 5.4.4.2 Transfer calculator in Home Page
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5.4.5 Currency Wallet

This is where you can see all the wallets that were made for specific currencies.
Users can add a new currency by clicking on the "Add Another Currency" button at the
bottom of the list (Figure 5.4.5.1). When the user makes a choice, a list of currencies
that haven't been added yet will show up for them to choose from (Figure 5.4.5.2). After
you choose a currency, the system will ask you to enter your PIN to make sure it's safe.
If the PIN is correct, the new currency wallet will be added (Figure 5.4.5.3). Figure
5.4.5.4 shows that the new wallet will be at the bottom of the list. Users can see the
national flag, the name of the currency, and the current balance before they go into the

wallet.

When a user clicks on a wallet, they are taken to the detail page for that currency
wallet. At the bottom of this page is a transaction section that shows all of the
transactions that have to do with that currency. The top part shows the current balance
(amount). If there aren't any transactions, a message saying "No transaction yet" will
show up (Figure 5.4.5.5). Users can also use three main features: Add, Convert, and
Send. The Add function lets users add money to the chosen currency, the Convert
function lets users change the currency into another currency, and the Send function

lets users send money to other users.

Also, as seen in Figure 5.4.5.6, each currency wallet (except for the main
currency) has a delete icon in the top right corner. This option lets users close the
currency wallet when they choose it. If the wallet balance is zero, the wallet will be
closed right away after it is checked. However, if there is still a balance, the system will
let the user know that the remaining amount will be changed into the main currency at
the current exchange rate before the account is closed. The app charges a 2.5%
conversion fee as part of this process. There will be a summary (Figure 5.4.5.7) that
shows the total amount to be received and the fees that will be charged. The wallet will
be successfully closed, the converted amount will be added to the main currency, and
the currency wallet will no longer be on the Home Page list if the user confirms the
action and passes the verification process. The currency that was taken out will then

show up again in the "Add Another Currency" option, where it can be added again later.

Figure 5.4.5.8 shows the main currency wallet without a delete icon in the top

right corner. This is because it cannot be removed from the account.
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Figure 5.4.5.7 Summary Popout Figure 5.4.5.8 Main Currency Wallet
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5.4.6 Send

When the user taps the "Send" button on the Home Page, they are taken to the
Send Money screen (Figure 5.4.6.1). The goal of this page is to let people send money
to a chosen person, either in the same currency or by changing it to a different one. The
"You Send Exactly" field is set to the user's main currency by default, and the
"Recipient Gets" field starts out following the same currency as the currency chosen
for sending. Users can change the currency they send by choosing from the dropdown
menu (Figure 5.4.6.2). The options are based on the currencies they already have in
their wallets. The "Recipient Gets" currency, on the other hand, shows a list of all nine
currencies that the app supports (Figure 5.4.6.3). If the user uses the Send function from
a specific currency wallet, the "You Send Exactly" currency will be set and can't be

changed, as shown in Figure 5.4.6.4.

If the user sends the same currency, the amounts in "You Send Exactly" and
"Recipient Gets" will be the same. The system shows the selected currency wallet and
its current balance below this. The transfer fee section shows that the app charges a
service fee of 2.5%. The fee is marked as "Free" (Figure 5.4.6.5) if there is no need to
change the currency. If the transaction involves different currencies, though, the fee

will be shown (Figure 5.4.6.6), along with the current exchange rate at the top of the
page.

After entering the amount and currency they want, the user can click "Add
Recipient" to go to the next page, which shows the list of saved contacts (Figure 5.4.6.7).
When you choose a recipient, a summary pop-up will show up. For transactions that
don't involve changing currencies, the summary just shows the amount of the transfer
(Figure 5.4.6.8). When money is being converted, the summary will include detailed
information like the current exchange rate, the amount the recipient will get after the
conversion, and any service fees that apply (Figure 5.4.6.9). There is also a space for

users to add notes. If they don't fill it out, it will say "Fund Transfer" by default.

The user can confirm the transaction after looking over the details. This will
start a PIN verification step (Figure 5.4.6.10). When the verification is successful, a
screen will show that the transfer was successful (Figure 5.4.6.11). This screen will

show information like the recipient, the remark, and the date and time of the transaction.

142
Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5 SYSTEM IMPLEMENTATION

Users can also share or save the transaction receipt by clicking a button next to the

confirm option. This lets them send it to other apps or save it to files or the gallery.

The system also has a way to deal with low balances. If the user tries to send
more money than they have in the selected currency, the system will show the amount
they are short (Figure 5.4.6.12), and the action button will change to "Top Up & Send."
When the user chooses this option, the system will suggest other currencies that the
user owns and figure out how much they need to convert to make up the difference
(Figure 5.4.6.13). The 2.5% service charge is included in the calculation to make sure
the exact amount is met. After this step, the rest of the process follows the same transfer

flow as described above.

L
X
& mvr v
& mvr
You send from
MYR balance - 149.79 MYR % MYR
E usp
@ 56D
| Rt
e
Figure 5.4.6.1 Send Page Figure 5.4.6.2 Send from currencies dropdown
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Figure 5.4.6.6 Enter Amount (you send currency and recipient get currency different)
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5.4.7 Add money

If the user clicks "Add Money" on the Home Page, they will be taken to the
Add Money page (Figure 5.4.7.1). The user's main currency is the default currency for
adding funds. Users can tap on the currency field to see a list of all the currency wallets
they own, along with the balance for each one (Figure 5.4.7.2). Figure 5.4.7.3 shows
that if the user goes to the Add Money page from a specific currency wallet, the
currency will be set and cannot be changed. After choosing the currency, the user can

type in the amount they want to add.

The next step is for the user to choose a way to pay. If the user has already
added a bank card and used it to add money, that card will be the default way to pay. If
not, the choice to "Add New Card" will show up. When the user taps on the payment
method section, a selection sheet will pop up with all the cards that have already been
added and the option to add a new card (Figure 5.4.7.4). If the user wants to add a new
card, they will be taken to a form where they can fill out the needed card information

(Figure 5.4.7.5).

After entering all the required information, the user can tap "Add Money" to
see a confirmation summary (Figure 5.4.7.6). The user can click "Confirm Pay" after
checking that all the information is correct. The payment will then go through the bank.
Then, as shown in Figure 5.4.7.7, a message will appear saying that the transaction was

successful.
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5.4.8 Convert

To change money, the user must first go to the detail page of the currency wallet
they want to use (Figure 5.4.8.1) and then tap the "Convert" button. This will take them
to the Convert page (Figure 5.4.8.2). The currency you chose on this page is set as the
"You Convert" currency and can't be changed. The current rate of exchange is shown
at the top of the screen. Users can only change the "You Get" currency, and the only

options are the currencies that the app supports (Figure 5.4.8.3).

The user can type in the amount they want to change after choosing the currency
they want to change. If the amount entered is more than the available balance, the
system will show a "Insufficient Balance" message and stop any further action until the
amount is changed (Figure 5.4.8.5). The system will figure out and show the user how
much of the target currency they will get if the amount they entered is less than the
available balance (Figure 5.4.8.4). The "You Get" amount shown is the net amount after
the app's 2.5% service fee has been taken out. This is the exact amount the user will get.
For the sake of openness, users can also see a breakdown below that shows the gross

amount, the service fee, and the final net amount after all deductions.

After all the information has been verified, the user can tap the "Convert" button.
This will bring up a confirmation pop-up (Figure 5.4.8.6) to make sure the user wants
to go ahead. The system will ask for a PIN verification step after confirming again
(Figure 5.4.8.7). A message saying "Conversion Successful" will appear after the
verification is successful (Figure 5.4.8.8). The amount of the source currency that is left
will be taken out (Figure 5.4.8.9), and the amount that was changed will be added to
the wallet for the target currency (Figure 5.4.8.10).
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5.4.9 Transaction

The Transaction section on the Home Page only shows the three most recent
records. The full transaction history page (Figure 5.4.9.1) will open when the user clicks
"See All." This page shows all transactions. This section will keep track of all financial
transactions, such as transfers and balance changes. These records cannot be deleted.
Transactions are grouped by date, with the most recent ones (like those from today)

shown at the top for easy access.

Users can use the search bar at the top of the page to find certain transactions
by typing in the right keywords. Also, you can use the button in the bottom right corner
of the search bar to filter your results. Depending on the data in the records, this filter

lets users narrow down transaction records by type and currency (Figure 5.4.9.2).

Users can also use date filters to see transactions that happened in a certain time
period (Figure 5.4.9.3). There are preset date ranges like "Today," "Yesterday," and
"Last 30 Days." Users can also choose their own start and end dates. The transaction

history will show records from the last 30 days by default.

You can also interact with each transaction record. Figure 5.4.9.4 shows that
when you choose it, it will show detailed information such as the type of transaction,

the recipient, the payment details, the reference ID, and other relevant information.
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5.4.10 Cash Flow

When the user taps the Cash Flow button, they will be taken to the Cash Flow
page (Figure 5.4.10.1). There, a pie chart will show statistical data based on the user's
transactions for the current month. As shown in Figure 5.4.10.2, the data is split into
two main sections: Cash Out and Cash In. Each section has its own type of transaction.
Below the chart, each type of transaction is listed with its percentage, starting with the

one with the highest percentage.

There is a timeline selector at the top of the page, below the Cash Flow title.
This lets users change the time period they are looking at (Figure 5.4.10.3). Users can
choose to see things in different ways, like by month or by year. In the top right corner,
there is also a currency filter option (Figure 5.4.10.4). The system shows data in the
user's main currency by default. This means that all transactions in different currencies
are combined and changed into the main currency for analysis. Users can, however,
choose to filter by a specific currency. In this case, the statistics will only be based on

the transaction records for that currency.

Also, you can click on each category below the chart. When you choose it, it
will show all related transaction records based on the timeline and currency filter you

chose, as shown in Figure 5.4.10.5.
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tal Spent
MYR 350.30

Transfer MYR 310.30
Reload MYR 30.00
Others MYR 10.00

Figure 5.4.10.1 Cash Flow Page (Money Out)
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Figure 5.4.10.2 Cash Flow Page (Money In)
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Figure 5.4.10.5 Transaction Type Details
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5.4.11 Shared Wallet

The user will be taken to the Shared Wallet page (Figure 5.4.11.1) when they
click on "Shared Wallet" in the bottom navigation bar. There are two parts to this page:
"My Wallets" and "Invitations." The "My Wallets" section shows all the shared wallets
that the user has either created or joined. The "Invitations" section (Figure 5.4.11.2)
shows any invitations from other users that are still open for the user to join their shared
wallets. People can choose whether or not to accept these invites. Users can also make
a new shared wallet by clicking the "+ New" button in the top right corner. The current
balance, status (active or not), currency, wallet name, and number of members are all
shown on each shared wallet entry.

When a user chooses a shared wallet, they will be taken to its detail page (Figure
5.4.11.3). The name of the wallet is at the top, and below that are three main sections:
Overview, Transaction, and Cash Flow. The Overview section shows the current
balance and has buttons for actions like Top Up, Pay, and Payment Limits. It also shows
the list of people who can use the shared wallet and names the owner.

The Transaction section (Figure 5.4.11.4) shows all of the transaction records
for the shared wallet that you chose. Like the main transaction page, it has features like
search, filtering, and date filtering. But each record makes it clear which member did
the transaction. The Cash Flow section (Figure 5.4.11.5) gives you a statistical
breakdown of the shared wallet you chose, just like the main Cash Flow page.

There are also two features that only the wallet owner can use. There is a button
in the top right corner that says "Add Member." This lets the owner invite other people
to join the shared wallet (Figure 5.4.11.6). To the right of it is a delete icon that you can
use to close the shared wallet. When the user clicks on it, they are taken to a closure
page (Figure 5.4.11.7), where the owner can choose how to split up any remaining
balance. You can choose to split the money evenly, give it to one member, or use a
smart refund method.

Users can easily enter the amount they want and choose a payment method on
the Top Up page for the shared wallet (Figure 5.4.11.8). You can pay with a bank card
or a personal wallet. If you choose a personal wallet, the balance will show up. Figure
5.4.11.9 shows the Pay function, which lets users pay by scanning a merchant's QR

code. The current balance of the shared wallet is shown at the top.
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Lastly, if the user clicks on the Payment Limits button, they will be taken to
Figure 5.4.11.10, which shows the daily and per-transaction limits for the shared wallet.

Only the owner can change these limits; other users can see them but can't change them.

(ly

Figure 5.4.11.1 Shared Wallet Page (My Wallets)

@

)
Shared Wallets  (\.00)

My Wallets

No pending invitations

When someone invites you to a shared
wallet, it will appear here.

P i 1Y 0
) &y
Home SplitBill  Recipionts

Figure 5.4.11.2 Shared Wallet Page (Invitations)
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Figure 5.4.11.4 Shared Wallet Details Page (Transactions)
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5.4.11.1 Shared Wallet (Owner)

When the owner makes a shared wallet, they start by tapping the "Add" button,
which takes them to the page where they can create the wallet (Figure 5.4.11.1.1). The
first thing to do is choose the currency you want for the shared wallet. Next, the user
gives the wallet a name (Figure 5.4.11.1.2). After this, the user can ask people to join
(Figure 5.4.11.1.3). The list shows contacts that have already been added. If the user
wants to invite someone who isn't on the list, they can use the search bar to find them.
A shared wallet needs at least two people to be made, so keep that in mind. The user

can tap "Create Wallet" once all the settings are done.

After you make the shared wallet, it will show up as a greyed-out card with the
words "Waiting for members to accept invitation" under the "My Wallets" section
(Figure 5.4.11.1.4). The wallet becomes active and is shown in full color once the

people who were invited accept the invitation (Figure 5.4.11.1.5).

If the owner wants to close the shared wallet in the future, they must first choose
a way to handle the remaining balance (Figure 5.4.11.1.6). After picking a method, the
owner can tap "Send Close Request," which will show a preview of how the balance
will be split (Figure 5.4.11.1.7). If the owner agrees, they send in the request, and the
system sends the proposal to all members to vote on. During this time, the shared wallet
will be turned off until everyone has voted and a final decision has been made. In the
Overview section (Figure 5.4.11.1.8), you can see the current voting status and what

each member has chosen.

The wallet can't be closed if any member says no to the proposal. In this case,
the owner will have two more choices: they can either cancel the request and keep using
the wallet, or they can change the way the money is distributed based on the feedback
or reasons given by the members who said no (Figure 5.4.11.1.9). But if everyone
agrees to the proposal, the shared wallet will be successfully closed and taken off the
"My Wallets" list. After the process is over, the user will get the specified amount, and

any allocated amount shown during the process will be given out as planned.
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Figure 5.4.11.1.1 Shared Wallet Top Up Page
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Figure 5.4.11.1.8 Close Request Pending
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Figure 5.4.11.1.9 Member Decline the Closing Request
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5.4.11.2 Shared Wallet (Member)

When the owner invites a member to join a shared wallet, the invitation will
show up in the "Invitations" section. Figure 5.4.11.2.1 shows that the user can either
accept or decline the invitation. The shared wallet will be added to the "My Wallets"
section (Figure 5.4.11.2.2) if the user agrees. After that, the user will be able to access

and use the wallet.

If the owner later asks to close the shared wallet, the Overview section will show
a "Close Request Pending" status. This is where the user can also see how the voting is
going (Figure 5.4.11.2.3). When the user clicks on "Review & Vote," they will be taken
to a page (Figure 5.4.11.2.4) that shows the owner's suggested distribution method and
the expected outcome. If the user agrees with the proposal, they can approve it, which
will help close the wallet successfully. But if the user doesn't like the proposal, they can
turn it down and give a reason. You can do this by either picking a general reason
(Figure 5.4.11.2.5) or saying that you're unhappy with the way the distribution is done
and giving a full explanation (Figure 5.4.11.2.6).

The user will be able to see the updated voting status in the Overview section
(Figure 5.4.11.2.7) after they vote. The shared wallet will be temporarily unavailable
during this voting period, and no transactions can be made. Until everyone has voted,
the process will stay on hold. After that, the owner will choose whether to cancel the
request to close the wallet and keep using it or to change the way the money is

distributed and start another round of voting.
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Figure 5.4.11.2.1 Invitation Shared Wallet from Creator
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Figure 5.4.11.2.2 Accept and Successful Join Shared Wallet
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Figure 5.4.11.2.7 Submit the Reject Reason for Vote

5.4.12 Split Bill

When the user clicks on "Split Bill" in the navigation bar, they will be taken to
the Split Bill page (Figure 5.4.12.1), which has three sections: Unpaid, Paid, and My
Bills. The Unpaid section shows all the bills that have been sent to the user. If there
aren't any, a message saying "No unpaid bills" will appear. The Paid section (Figure
5.4.12.2) has all the records of bills that the user has already paid. Figure 5.4.12.3 shows
the My Bills section, which has all the bills that the user has made and sent. These are
then split into two groups: bills that have not yet been fully paid and bills that have been
fully paid. The name of the bill, the total amount to be collected, the amount already
collected, and the amount still owed are all shown on each record. It also shows how

many people have received the bill.

To make a new bill, users should tap the "Add" button in the top right corner.
This will take you to a page (Figure 5.4.12.4) where you can either scan a receipt by
taking a picture or choosing one from the gallery, or you can enter the bill information
by hand. The currency dropdown only shows the currencies that the user has in their
wallets right now. If the user wants to scan a receipt, the system will first show them
how to do it (Figure 5.4.12.5). Then, it will show them the results (Figure 5.4.12.6),
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which will include the bill name, items, quantities, amounts, and any taxes that apply.
Before choosing recipients (Figure 5.4.12.7), users must check and, if necessary,
change the information that was taken from the document. After confirming the
recipients, the system will ask the user to mark which items are theirs. This means that
those items won't be charged to other recipients (Figure 5.4.12.8). If there aren't any of
those items, the user can move on without choosing any. When you finish, the bill will
be successfully created and will show up in the My Bills section as an active (open) bill

(Figure 5.4.12.9).

The person who made the bill can click on it to see all the information about it
and check the payment status of each person (Figure 5.4.12.10). The system will show
that a member has paid by putting a "Paid by [member name]" label on the payment
(Figure 5.4.12.11). The amount collected will go up and the amount pending will go
down in the My Bills overview (Figure 5.4.12.12). Also, the system will only let the
creator delete a bill right away if no payments have been made. But if any member has
already paid, a warning pop-up will appear (Figure 5.4.12.13) to let the user know that

deleting the bill will cause refunds to be sent.

From the recipient's point of view, any bill they receive will show up in the
Unpaid section, along with how long ago it was sent (Figure 5.4.12.14). After choosing
the bill, the user will be able to see the itemized information and choose the things they
ate (Figure 5.4.12.15). Then, the system will automatically figure out the total amount
due, which includes any taxes that may apply (Figure 5.4.12.16). After looking over the
amount, the user can tap "Pay," which will ask them to choose a payment method, either
from their own wallet or a shared wallet with the right currency (Figure 5.4.12.17).
After the payment is finished, a success screen will show up (Figure 5.4.12.18), and the
bill will move to the Paid section (Figure 5.4.12.19).

178
Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5 SYSTEM IMPLEMENTATION

&
spitgil (129

Paid My Bills

You're all settled up!

HWome SharedWallet Splitdill  Recipients

Figure 5.4.12.1 Split Bill Page

—
a

o
spitgin (12

Unpaid My Bills

o Homepasta
from tay

You paid
MYR 38.00

o Homepasta
from tay

You paid

MYR 39.00

Apr 28

@ Homepasta
from tay

You paid
MYR 13.00
P TOF Braised Pork Rice - J ...

from tay i
P o @
f 1) -

HWome  SharedWallet Splitdill  Recipients

Figure 5.4.12.2 Split Bill Page (Paid)
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4
spitgil (129
Unpaid Paid

SETTLED

o THE EATERY by EGGET... e
Apr 28
To Collect Collected Pending
MYR 22.90 MYR 22.90 MYR 0.00
" 1/1 paid
° Homepasta ek
Apr27
To Collect Collected Pending
MYR 13.00 MYR 13.00 MYR 0.00
™ 11 paid
o Homepasta oottt

nnnnnnnnnnnnnnnnnnn

Figure 5.4.12.3 Split Bill Page (My Bills)

G -

< Bill Details
it iy
Bill Title
Currenc v
& v
= Malay Ringgit
Service Charge % Tax %

Figure 5.4.12.4 Create Bill Page
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< Bill Details

Scanning receipt with Al...

manually
Bill Title
Currency
& MR
= Malaysian Ringgit
s e Charg T

Figure 5.4.12.5 Scanning Receipt via Photo

l
3

< Add Items

D18 Coway Purifier Water 1 1.00
RO3 Nasi Lemak Rendang 1 18.90
WOS Black Pepper Chicke 1 15.90
$02 Nyonya Five Spiced L 1 9.90
D18 Coway Purifier Water 1 1.00
W04 Hainanese Chicken ¢ 1 14.90
Subtotal 61.60 MYR
Service Charge (6%) 3.70 MYR

Total

Figure 5.4.12.6 Result Scanned and Detected By Al
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Gl -

< Send To

o> Find someone not in contacts

Feng

feng@gmail.com

tay

tay@gmail.com

Figure 5.4.12.7 Send Bill Page

Gl -

< What did you have?

RO3 Nasi Lemak
Rendang Chicken (=473
FRIEARID)

WOS Black Pepper
() Chicken Chop Rice (R#l 15.90 MYR
BY\R)

S$02 Nyonya Five Spiced
m)] yony:

9.90 MYR
Lobak (JREAFME)
D18 Coway Purifier Water
1.00 MYR
0 (£9K) Ice
W04 Hainanese Chicken
14.90 MYR
O Chop Rice (ammsim  *°°
Your subtotal 19.90 MYR
Your SC (6%) 119 MYR
Your total
Others owe you 44.20 MYR

Figure 5.4.12.8 Select the Item that Recipient No Need Pay
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Gl -
&
spitgil (129

Unpaid Paid
OPEN

NANXIANG CASHIER

Just now

To Collect Collected Pending

MYR 44.21 MYR 0.00 MYR 44.21

A 0/2 paid

SETTLED

) THE EATERY by EGGET...

Settled
Apr28

To Collect Collected Pending
MYR 22.90 MYR 22.90 MYR 0.00

e 1)1 paid

@ Homepastag Settled
. = @
{aJ -
Home  Shared Wallet Recipionts

Figure 5.4.12.9 Created Bill (My Bills)

G -
< NANXIANG CASHIER )
Chicken (= SI8HER)

WO0S Black Pepper Chicken
Chop Rice (R#I8H\1F)

$02 Nyonya Five Spiced
Lobak RERHAE)

D18 Coway Purifier Water
(52797K) ice

W04 Hainanese Chicken
Chop Rice ((BESI\E)

Service Charge 6% of your items

Members

Joe Tay (you)
Bill ereator

J Creator

Feng

tay

Figure 5.4.12.10 Created Bill Details Page
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8

< NANXIANG CASHIER

WOS Black Pepper Chicken
Chop Rice (R#II3H\1R)

© paid by tay

$02 Nyonya Five Spiced
Lobak (MAEL®EAE)

D18 Coway Purifier Water
(E2197K) Ice

© Paid by tay

W04 Hainanese Chicken
Chop Rice (BRSI\R)

Service Charge 6% of your items

Members

Joe Tay (you)

Bill creator

J
Feng

T tay MYR 17.91 pald

Figure 5.4.12.11 Payment Status of Member in Bill Details

o -
4
spitgin (12
Unpaid Paid

OPEN

NANXIANG CASHIER

12m age

To Collect Collected Pending

MYR 44.21 MYR 17.91 MYR 26.30
w12 paid

SETTLED

THE EATERY by EGGET...

Apr28

Settled

(]

To Collect Collected Pending

MYR 22.90 MYR 22.90 MYR 0.00

1)1 paid
@ Homepastag PRSI
Pt = @
) &y
Home  Shared Wallet Recipionts

Figure 5.4.12.12 Payment Status (My Bills)
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w1l 5G 100

Cancel this bill?

This cannot be undone.

* 1member has already paid. They'll
be automatically refunded to their
personal wallet.

Keep it

Figure 5.4.12.13 Cancel the Bill When Some Member was Paid

Gl -

Split Bill

Unpaid @ Paid My Bills

B NANXIANG CASHIER
Unpaid
from Joe Tay
You owe
n
Pending selection ko4
B NANXIANG CASHIER Unpeld

from Feng

You owe

" Mar 23
Pending selection o

THE EATERY by EGGETT...

from Feng

Unpaid

Mar 21

Figure 5.4.12.14 Spit Bill (Unpaid)
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< NANXIANG CASHIER

Items

D18 Coway Purifier Water

(3K) lce MYR 1.00

© Paid by Joe Tay

RO3 Nasi Lemak Rendang

Chicken (- 4BmFEmE) Y1 1890

© Paid by Joe Tay

WOS Black Pepper
Chicken Chop Rice (®#l
/Y1)

S02 Nyonya Five Spiced

O Lobak (rzsme) MvRe.so

D18 Coway Purifier Water
(79K) Ice

O WO04 Hainanese Chicken MYR 14.90

Chop Rice (/i 8§\15)

Figure 5.4.12.15 Select the Items that yours (Unpaid)

@ 100
< NANXIANG CASHIER
W04 Hainanese Chicken
MYR 14.90
O Chop Rice (B/1\1)
Service Charge 6% of your items
My Total
Subtotal MYR 16.90
Service Charge MYR 1.01
Total
Members
Op JosTay Creator
Bill croator
Feng
tay (you)

Figure 5.4.12.16 Review the Calculation (Unpaid)
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Pay with

Amount: MYR 17.91

Personal Wallet
MYR 70.00 available

rr
MYR 18.00 available

Figure 5.4.12.17 Select Payment Method (Unpaid)

o

TRANSFER SUCCESS

MYR 17.91

JOE TAY
NANXIANG CASHIER

30/04/2026 15:42:43

Figure 5.4.12.18 Payment Successful Page (Split Bill)
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-

Split Bill Now )

Unpaid € My Bills

o NANXIANG CASHIER vold

from Joe Tay
You paid
MYR 17.91

Homepasta
o P

from Joe Tay
You paid
MYR 13.00

o Homepasta

from Joe Tay
You paid
MYR 21.00

THE EATERY by EGGETTE ...

from Joe Tay
-
Shared Wallot Recipionts

o

Figure 5.4.12.19 Recorded in Paid Page

5.4.13 Recipient

When the user clicks on "Recipient" in the navigation bar, they will go to the
page shown in Figure 5.4.13.1. The user can see the list of recipients on this page. This

list only shows recipients that the user has already added.
The search function lets users quickly find existing recipients.

Users can add a new recipient by either phone number (Figure 5.4.13.2) or email
(Figure 5.4.13.3). A dropdown menu lets users choose the country code they want to
use when entering a phone number. To search, the user must enter either a full phone
number (Figure 5.4.13.4) or a valid email address (Figure 5.4.13.5) and then click the
Search button. If the system finds a match, it will show the user; if not, it will show a

message saying that the user can't be found.

When you add someone, they will show up in the recipient list (Figure 5.4.13.6),

which is sorted by last name.

When the user picks a recipient, they can see more information (Figure 5.4.13.7),

such as the recipient's name, phone number, email, country, and the date they were
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added. Users can also change the recipient's display name as it appears in their own

interface, and they can delete the recipient if they need to.

Recipients @

Joe Tay
oetay81

") 8 @

Figure 5.4.13.1 Recipients Page

Add New Contact

=3 +60
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Figure 5.4.13.2 Add Recipient in Phone

Add New Contact

O Phone

Figure 5.4.13.3 Add Recipient in Email

Add New Contact

=1 +60 - 127022672

Feng

’ e s

Figure 5.4.13.4 Result Search from Phone
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Add New Contact

0 Phone

= 'ang@gmai‘com

Figure 5.4.13.5 Result Search from Email

112 - T -
)
Recipients e

Feng
feng@

Joe Tay
oetay810

Feng added to contacts

Figure 5.4.13.6 Successful Added Recipient
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o

Feng

feng@gmail.com
+60127022672
Malaysia

Addod
2/5/2026

Figure 5.4.13.7 Recipient Details

5.4.14 Scan

When the user taps the scan icon button in the middle of the navigation bar, they
will be taken to the page shown in Figure 5.4.14.1. The user can either scan a QR code
from a merchant or a recipient directly on this page, or they can choose a QR code

image from their photo gallery.

After the scan is successful, the user will be taken to the payment interface
shown in Figure 5.4.14.2, where they can pay the person who sent the QR code. The
user can choose from the currencies that are already in their wallet and type in the
amount they want to pay. You can add or change a comment in the payment details

section if you need to. If you don't, the default description is "Fund Transfer."

The user can tap "Send Money" once the details are correct. After that, the
transaction needs to be verified with a PIN or Face ID. Figure 5.4.14.3 shows what the

transaction success screen will look like after the verification is successful.

The scan page also has two buttons at the bottom: Pay and Receive.
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Figure 5.4.14.4 shows the Pay function, which lets merchants scan the user's

QR code to get paid. This QR code changes every 30 seconds to make it more secure.

The Receive function (Figure 5.4.14.5) shows the user's personal QR code,
which they can then download and save. Users can also choose the "Enter Specific
Amount" option to make a QR code that is unique to them. When the user chooses an
option, they are asked to pick a currency from their available balance and enter an
amount (Figure 5.4.14.6). When you tap "Generate," a QR code with the currency and
amount you chose will be made (Figure 5.4.14.7). The payment information (currency

and amount) is set in stone when someone else scans this QR code.

This QR code was made for security reasons and will stop working after 180

seconds.

Scan QR Code

Align the QR code within the frame

L Gallery >,'\

Figure 5.4.14.1 Scan Page
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* MYR 216680.36

PAYMENT DETAILS

Fund Transfer

Figure 5.4.14.2 After Scan Recipient Page

MYR 10.00

FENG
Fund Transfer

03/05/2026 00:56:36

CONTINUE

Figure 5.4.14.3 Transfer Successful Page (Scan)

194
Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5 SYSTEM IMPLEMENTATION

Figure 5.4.14.4 Pay Page

< Receive

Ezlet

TAY

=]y
b :}t,lf'

Figure 5.4.14.5 Receive Page
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Request Amount
QR expires in 3 minutes

Figure 5.4.14.6 Create Specific Amount and Currency QR

w G =

< Receive

Scan this QR code to transfer to

rRM 10.00

TAY

Figure 5.4.14.7 QR that Created in Specific Currency and Amount
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5.4.15 Profile

Clicking the icon in the top-left corner of the home page will take the user to
the profile page, as shown in Figure 5.4.15.1. This page shows the user their personal

information, like their name and Gmail address.

There is an Edit button in the top right corner of the profile page. When the user
clicks it, they will be taken to the edit profile page (Figure 5.4.15.2), where they can
change their name and country. The email address and phone number fields, on the
other hand, are locked and can't be changed. This is because they need to be verified
and are used to make sure that any new email or phone number isn't already in the

system. So, the only fields that can be changed in this part are the name and country.

The profile page also has a few useful sections. Users can manage their saved
cards and bank accounts in the "Saved Cards & Banks" section of the Finance & Cards
section. They can also set limits on how much money they can send and receive through

the "Transfer Limits" option.

The "Security Settings" part of the Security & Settings section lets you change
your password and make your account safer. The "Account Information" part lets you

see general information about your account.

There is a Logout button at the bottom of the profile page. When the user clicks
it, they will be logged out of the app. The next time they open the app, they will have

to log in again with their email and password.
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Joe Tay

Joetay810@gmail.com

FINANCE & CARDS

@ Saved Cards & Banks
~ Transfer Limits

SECURITY & SETTINGS

' Security Settings

@  Account Information

4] Log Out Securely

Figure 5.4.15.1 Profile Page

. mﬂﬂa o T O
< Edit Profile
Username
“ JoeTay

Email

joetay810@gmail.com

Phone Number

~ +60134284121

Save

Figure 5.4.15.2 Edit Profile Page
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5.4.16 Saved Cards & Banks

The page in Figure 5.4.16.1 will open when the user clicks on "Saved Cards &
Banks." The user can see the card information that was added during the top-up process

on this page.

As shown in Figure 5.4.16.2, the system shows the different currencies in which
the user has previously added top-up cards at the top. This makes it easy for users to

see which cards go with which currency.

As seen in Figure 5.4.16.3, the user can also add a new card to a certain currency
category. When you add a new card, it will be saved under the currency you chose and

will be an option for future top-up transactions.

01:45 o = O

< Saved Cards

*Ees Rees x22e 4242

expines
126

Figure 5.4.16.1 Saved Cards Page
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01:45 ol T

< Saved Cards

MYR SGD JPY

EEE RRE% 2% 4242

xpines
126

Figure 5.4.16.2 Saved Cards Page (Different Currency)

Add Card

Card will be saved to your USD wallet

Card details

- 1234 MM/YY cvc

Save Card

Figure 5.4.16.3 Add Cards Form
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5.4.17 Transfer Limits

When the user clicks on "Transfer Limit," they will see two groups, as shown
in Figure 5.4.17.1: Payment and Transfer. The system also says at the top of this page

that any changes to the limits will not take effect for 12 hours.

When the user clicks on Payment, they will be taken to the page where they can
set their payment limits (Figure 5.4.17.2). This part sets the limits based on the
currencies that the user has in their account. The user can change both the daily payment
limit and the limit for each payment. At first, these values are set to the system's default

limits. Users can change them later to fit their needs and preferences.

Also, when the user clicks on Transfer, they will be taken to the page where
they can set their transfer limits (Figure 5.4.17.3). This part also works with more than

one currency and lets the user change the daily transfer limit and the per-transfer limit.

The main difference between these two functions is that Payment is for
transactions that use QR codes, while Transfer is for manual transfers where the user

types in an amount and chooses a recipient.

01:53 ol T @

< Transaction Limit

Payment

Transfer

P2P Send Money to others

Figure 5.4.17.1 Transaction Limit Page
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01:53 ol T @

< Payment Limit

CAD usp

Per Payment Limit

2,000

Daily Payment Limit

5,000

Figure 5.4.17.2 Payment Limit Page

01:53 ol T

< Payment Limit

MYR uso

Per Payment Limit

1,000

Daily Payment Limit

3,000

Figure 5.4.17.3 Payment Limit Page (Different Currency)

202
Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5 SYSTEM IMPLEMENTATION

Per Transfer Limit

2,000

Daily Transfer Limit

10,000

Figure 5.4.17.4 Transfer Limit Page

01:53 ol T

< Transfer Limit

CAD usp

Daily Transfer Limit

20,000

Figure 5.4.17.5 Transfer Limit Page (Different Currency)
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5.4.18 Security & Settings

When the user clicks on "Security & Settings," they will be taken to the page
shown in Figure 5.4.18.1. There are three main parts to this page: Account Verification,

App Security, and Contact Information.

If the user has finished verification, the verification status will be shown in
green in the Account Verification section. If the user hasn't been verified, they can only
use one currency, which is the main currency of the app. Figure 5.4.18.2 shows that the
interface is yellow and says "Verify Your Account" when it is not verified. When the
user clicks on this option, they will be taken to the verification interface (Figure
5.4.18.3), which shows a message saying that the camera is ready. When the user is
ready, they put their face in the frame and click "Start Face Scan." Facial scanning is
what the system does next, as seen in Figure 5.4.18.4. If the verification is successful,

the system will show a "Verified" status, as shown in Figure 5.4.18.5.

The user can change their password by clicking on "Change Password" in the
App Security section. This will bring up the screen in Figure 5.4.18.6, where the user
must enter a new password and then confirm it by entering it again. After you click

"Confirm," the password will be changed and will be used for future logins.

"Change PIN" is another option in this section. When the user clicks on this
option, they will be taken to Figure 5.4.18.7, where they must first enter their current
PIN. After they have verified their identity, they will go to Figure 5.4.18.8 to set a new
PIN and confirm it. The new PIN will be used for authentication in the future once it is

finished.

The Security Authentication settings also let the user set their own
authentication preferences. If you choose this option, the interface in Figure 5.4.18.9
will appear. There is a Biometric on Launch switch and a Payment Verification setting
on this page. When Biometric on Launch is turned on, the user will have to use the
device's built-in biometric system to recognize their face every time they open the app
again (unless they logged out properly). When you choose the Payment Verification
option, you will see Figure 5.4.18.10, which lets you choose between using a PIN
number or Face ID to verify your identity. The chosen method will be used to check all

transactions.
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The user can change their phone number or email address in the Contact

Information section. When the user clicks "Change Email," they will be taken to Figure

5.4.18.11, where they must type in a new email address. The system will first see if the

email address is already in use. If not, a verification link will be sent to confirm

ownership before the email is updated.

To change phone numbers, the user will be taken to Figure 5.4.18.12. As shown

in Figure 5.4.18.13, the user must first choose the country code from a dropdown menu

that lists all the countries the app supports. The system will check to see if the new

phone number is already registered after you enter it. If it isn't, a one-time password

(OTP) will be sent to the new number to check. The phone number will be changed

after it has been successfully verified.

=

Security

Account Verified

Your identity has been
confirmed via Face ID.

>

Change Password

Update your account login

Change App PIN
Update 6-digit transaction PIN

Security Authentication
Face ID, Touch ID or PIN

Update Email

jo***0@gmail.com

Update Phone Number

No phone number set

Figure 5.4.18.1 Security Page
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ACCOUNT VERIFICATION

Verify Your Account

Scan your face to unlock
higher limits & premium
features.

o
©

APP SECURITY

Change Password
® Update your account login
password

a Change App PIN
Update 6-digit transaction PIN

o Security Authentication
Face ID, Touch ID or PIN

CONTACT INFORMATION

= Update Email

fe***g@gmail.com

n Update Phone Number

Figure 5.4.18.2 Security Page (Not Yet Verify Account)

® Verify Your Identity

@ Higher transaction & transfer limits
© Access to all currencies & features

@ Enhanced account security badge

@

Camera Ready

Tap the button below, look at the camera,
and keep your eyes open.

Figure 5.4.18.3 Account Verification Page (Not Yet Verify)
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aEp -
< Account Verification

@ Verify Your Identity

@ Higher transaction & transfer limits
@ Access to all currencies & features

@ Enhanced account security badge

Looking for your face...

Hold steady in good lighting. Keep your eyes
open.

Scanning... look at the camera

Figure 5.4.18.4 Verifying Function (Not Yet Verify)

@

< Account Verification © verified

® Account Verified!

@ Your account is now fully verified.

Verified!

Your account is now verified. You have
access to all features.

Back to Settings

Figure 5.4.18.5 Verify Successful
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< Change Password

Set New Password

Create a strong, unique
password.

New Passwor d

Confirm Password

Figure 5.4.18.6 Change Password Page

< Change App PIN

Verify Current PIN

existing 6-digit PIN

Current PIN

(@ Forgot your PIN?

Figure 5.4.18.7 Change App PIN Page (Verify)
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< Change App PIN

Set New PIN

Choose a new 6-digit securi
PIN.

New PIN

Lol

Confirm New PIN

o

Figure 5.4.18.8 Change App PIN Page (Set PIN)

< Security Authentication

Biometric on Launch
Face ID enabled

Py

Payment
Verification
Device biometric

Biometric authentication uses your
device's Face ID or Touch ID. No biometric
data is stored by this app.

Figure 5.4.18.9 Security Authentication Page
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~. Payment Verification

Select how to confirm payments

Device Biometric #«iinie
Use Face ID or Touch 1D on this
device

6-digit PIN

%  Enter your secure transaction
PIN

Both methods are encrypted and secure.
Your data never leaves your device.

Figure 5.4.18.10 Option for Payment Verification

< Change Email

Update Email Address

A verification link will be sent
to your new email.

Enter Email Verity

New Gmail Address

@

Only Gmail (@gmail.com) addresses are
supported.

< Send Verification Link

Figure 5.4.18.11 Change Email Page

210
Bachelor of Information Systems (Honours) Information Systems Engineering

Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5 SYSTEM IMPLEMENTATION

< Change Phone Number

New Phone Number

An OTP will be sent for
verification.

o .

lllllllllll ber Verity OTP

Country | Region

& Malaysia &
= +60-MYR

Phone Number

g»eo Phone number

@ The number must not be registered with
any existing account.

® Send OTP

Figure 5.4.18.12 Change Phone Number Page

02:04 ol T 824
S c v | Reg
Malaysia

§ +60 - MYR o

&= United States
— +1.usp

(@ sSingapore
+65 - SGD

Japan
+81-JPY

Hong Kong
+852 - HKD
-

Thailand
+66 - THB

5 Australia
+61.AUD

4> uUnited Kingdom
<W» +aa.c8p

“ ' Canada

+1.CAD

Figure 5.4.18.13 Phone Number Country Dropdown
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3]

< Change Phone Number

New Phone Number
An OTP will be sent for

verification.

@ 2

Country | Region

Hong Kong
+852 - HKD

Phone Number
O +852

The number must not be registered with
any existini g account

o

Figure 5.4.18.14 Change Phone Number Page (Selected Another Country Phone
Number)

5.5 Implementation Issue and Challenges

5.5.1 Stripe Multi-Currency Webhook Routing

One of the hardest parts of implementing the project was making the Stripe
payment integration work with nine different currencies. Stripe's test mode only lets
each account process transactions in one currency, so the system needed nine separate
Stripe test accounts—one for each currency—and nine separate Stripe instances to be
set up at the same time, each with its own secret key, publishable key, and webhook

signing secret.

The webhook endpoint was especially hard. Stripe sends a payment
confirmation event to /api/stripe/webhook. The server must use a signing secret that is
unique to each Stripe account to make sure the event is real. Because all nine accounts
use the same webhook endpoint, the server can't tell which account sent the event ahead

of time. The solution used was an iterative matching strategy. When a webhook request
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came in, the handler went through all nine accounts and tried to verify the signature
against each account's signing secret one at a time, accepting the first successful match.
One important detail about the implementation was that verification exceptions that
happen during failed iterations must be explicitly caught and suppressed. If they are

allowed to propagate, the handler will stop working before a valid match is found.

The order of Express middleware made things even more complicated. To check
the signature of a Stripe webhook, you need access to the raw, unparsed request body.
When express.json() is used globally before the webhook route is registered, the request
body is parsed and changed before verification, which makes all signature checks fail.
Registering the webhook endpoint with Express fixed this.raw() is run before the global
express.json() middleware, which makes sure that the raw request body stays the same

for Stripe's verification process.

5.5.2 Duplicate Payment Processing Prevention

Stripe's official guidelines say that there is a race condition in the webhook
handler that could cause Stripe to send the same payment confirmation event more than
once. This would mean that a user's wallet balance would be credited multiple times for
one top-up transaction if there were no deduplication mechanism. The problem was
fixed by adding a two-stage idempotency check. Before crediting the wallet, the handler
checks the wuser transactions table for a record that matches the incoming
payment_intent id. To protect against multiple webhook deliveries coming in at the
same time, a second identical check is done inside the database transaction block. The
handler will only credit the wallet balance and finish the transaction if both checks show

that there is no previous record.

5.5.3 ML Kit Liveness Detection Threshold Calibration

Google ML Kit Face Detection is used by the account verification feature to
make sure that there is a real person with open eyes in the camera frame. The liveness
check looks at two probability values that ML Kit gives back: leftEyeOpenProbability
and rightEyeOpenProbability. We had to test these values in different lighting
conditions and device orientations to find the right threshold. A threshold of 0.5 was

found to cause false negatives in moderate indoor lighting, turning away real users
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whose eyes looked partially closed in the camera frame. Lowering the threshold to 0.4
cut down on false rejections while still reliably finding eyes that were really closed.

This was chosen as the final setting.

5.5.4 Claude API Response Parsing Instability

The Claude API is what the bill splitting module uses to get structured data from
receipt images. The prompt template told the API to only return results as a JSON object
with the merchant name, line items, quantities, unit prices, and tax values. But during
testing, it was found that the API sometimes added explanatory text to the beginning of
its response or wrapped the JSON output in markdown code fences, which made the
raw response impossible to read with JSON.parse(). To fix this, the parse call was put
in a try-catch block, and if it fails, the markdown formatting is removed before trying
again. If parsing fails completely, the server sends back a structured error message that
sends the user to manual bill entry. This keeps the system usable even when there isn't

a clean API response.

5.5.5 Stripe Test Mode Currency Restriction

Because this project is using Stripe in test mode for development and testing,
each Stripe account can only process transactions in the currency it is set up to do so.
This means that a single Stripe account can't be used to top up in more than one currency.
For example, a user can't top up in USD and have the system automatically credit a
MYR wallet. To get around this problem, top-up operations can only be done with
wallets that have the same currency as the Stripe account. After the top-up is done, the
system's built-in currency conversion feature (UC-17 Convert Currency) handles

moving funds between currencies.

Please keep in mind that this restriction only applies to Stripe's test mode. Stripe
offers Connect and Currency Conversion features that let you make transactions in
multiple currencies with a single account in a production environment. This would let

the nine separate accounts be combined into a single payment architecture.

214
Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology (Kampar Campus), UTAR



CHAPTER 5 SYSTEM IMPLEMENTATION

5.5.6 ExchangeRate API Call Limit and Absence of Historical Rate Queries

There were two related technical problems that came up while integrating the
ExchangeRate API.

The first problem was that the free subscription tier only allowed a limited
number of API calls. The system needs exchange rate data for nine different currencies.
If the API were to be called every time a user requested something, like every time they
visited the Transfer Calculator or changed currencies, the call quota would quickly run
out. To fix this, a two-tier caching strategy was put in place. Exchange rate data is stored
in memory for 30 minutes, so that repeated requests during that time don't have to make
external API calls. A daily rate snapshot is also saved to the daily currency ratestable
through a scheduled node-cron job, which cuts down on the number of live API requests
needed over time.

The second problem was that the ExchangeRate API's free tier only lets you get
the current live rate, not historical exchange rate data. The Transfer Calculator, on the
other hand, needs a seven-day historical trend chart for each currency pair you choose.
The system depends entirely on the daily cron job to collect rate snapshots over time
because the API can't query historical rates. Because of this, the seven-day chart can
only be fully filled out after the system has been running for at least seven days. Until
then, the chart will only show the data points that are available without giving an error.

The design of the daily currency rates table in the database schema described

in Section 4.3.1 was based on these two limitations.
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5.6 Concluding Remark

This chapter has documented the entire implementation process of the proposed
e-wallet application, including hardware and software configuration, integration of
third-party services, system setup, and the technical challenges faced during
development along with their corresponding solutions.

The system was finished following the four steps of incremental development
that were explained in Chapter 3. All of the main functional modules are in place and
working, such as user authentication and account management, managing a personal
multi-currency wallet, working together on a shared wallet, Al-assisted group bill
splitting, and the real-time exchange rate transfer calculator. It has been confirmed that
integration across modules works as it should. This includes RESTful API
communication between the Flutter client and the Node.js backend, data persistence
through the MySQL database, and the integration of four external services: Stripe,
Claude API, ExchangeRate API, and Firebase.

The technical problems that came up during development, such as routing
multiple Stripe accounts through webhooks, stopping duplicate payments, calibrating
the ML Kit liveness detection threshold, fixing the instability of parsing Claude API
responses, and the ExchangeRate API call limit and lack of historical rate queries, were
all solved with specific technical solutions, as shown in Section 5.5. Fixing these
problems not only made sure that the affected features worked correctly, but it also
made the system more fault-tolerant and resilient when it was running in less than ideal
or unusual conditions.

The implementation work described in this chapter shows that the system
methodology from Chapter 3 is possible and gives the system evaluation and testing in

Chapter 6 a place to start.
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CHAPTER 6 SYSTEM EVALUATION AND
DISCUSSION

6.1 System Testing and Performance Metrics

To make sure that all of the functional modules that were put in place work as
they should, system testing was done. The testing method used was manual black-box
functional testing. This meant that each feature was tested from the point of view of the
end user by running defined test cases against the application without looking at how it
was built. This method was chosen because it directly shows how the system works for
the user and is a good way to check that functional workflows in a mobile app are

working correctly.

Testing was done in small steps, following the four-increment development
model from Section 3.2. After each increment was finished, all of the use cases in that
increment, as well as any use cases that had already been implemented and depended
on the new module, were run again to make sure that no regressions had been introduced.
This made sure that integration between modules was tested all the time during

development instead of just once at the end of the project.

Each test case had a unique identifier, a description of the scenario being tested,
the conditions that had to be met before the test could be run, the steps that had to be
followed during the test, the data that was used, the expected result, the actual result,
and a pass or fail status. There were separate test cases for both the main flow and the
defined alternative flows of each use case. This made sure that error handling and

boundary conditions were checked along with the main happy-path scenarios.

The performance metric for this project is functional correctness, which means
that each test case should give the expected result. Since the system is tested in a
controlled development environment with a single test device and a backend server
hosted locally, latency-based performance metrics like response time benchmarks are
not the main way to judge it. We tested all API interactions with external services, such
as Stripe, ExchangeRate API, Claude API, and Firebase, under normal network

conditions using the test credentials set up in Section 5.3.
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6.2 Testing Setup and Result

6.2.1 Register Account Module

Project rams ©Wallet appication:Shared Wallt and Group B Spitting eatures
Mok name Regiser Accoune Modkie
Cremedy Joc Tay 2 Ferg
Exece by Joc Tay 2 Fong
Dateof Exetion 13126
Tk Case 10 Tk Case Duveription T Stepn Procersdniors e Date Expected et Actial Rt St
TCRag@L [Varis reginration with valld rew amal snd |1, ounch App T pep—— Jomed e Btest com e
2 ek on Ragiter Jprone: 134780121
5. Enter raw e Jone: 123456
4. Click on Sert Verification pas
5. lck ik i s
6 Entor raw phcen
Cidk Sepcore
TCRRGGZ |Regiter the sccount waing emai that v 1 Launch App. [Erat airency regarered [t mewertes com TFatied 10 get the e verication link F3ied to get the email veribeation ok
[seesdy regitores 2 Cick on aister L p— ispay ‘i aiready regitared”
5. Enter e
4. Click on Sart Varifcation Pas
TCRRGG1 [Regiter The scount uaing & new el and | runch App AT [t e 12 @rest o Faea o gt TP, Faied to gt OTF
g 2 Clck on Ragister 2. e aiceasy regiteres Iprace: 134284121 Oispay ‘Phone siready in e’ Oispay ‘Phona siready i use”
5 Enter rew armai
4 Clck on e Verifcation pass
. lick ik i i
5. Entes prane
7 lck Ser TP
TChego4 [Verihy OTF watdation Erver a7 Tt and phone ot yet reginered forr- 2357 ez ation mterrapt o (Fegration mterrustion
. TP coe: 121456 oispiay ‘Unvald OTP oisplay ‘Unwald OT¥
P
TCRegds |Repster the scount with invald pasword |1 unch App L Emal and phone ot et regitered [Pasoword: 1254 Faied to ceate the pasword [Csplay The password must be at east §
format.. 2. lck oo Regster [ Pasewerd i ewaid frmat oispi The pussword must beat east 8 [characters.
i fharacters
P
5 Encerrew phore
7. Clck Send TP
6.2.2 Login Modul
.2.2 Login Module
Moduename  Login Module
Crestedy Joc Tay 2hi Feng
Bxecute by Joc TayZhi Feng
Oate oftrecution  3/5/26
Test Case 10 Test Case Description Teststeps Preconditions TestOata Result ‘Actual Result States.
TClogn01 [Toverily the lopn with vaid emaii and | 1. Launch AP 1- Account has been created. i@gmat.com Successhal Logn Soccestul Logn
password 2.Glickon Login 2. Gmai: jt@gmail com User 1234
3. Enter email 3. Password: User 1234
4. Enter password Pass
5. Click on Sign n to Exlet
TCLogn02 [Toverify the opn with unvaiid emalland_| 1. Launch ADp 1 Account has been crested i @gmatcom Failed to Login 1-failed to Logi.
vaied paseword 2.Clickon Login 2. mai jt@gmail com Urer@1234 2. Disolay Mo account found with this
3. Enter email 3. Password: User 1234 it
4. Enter password Pass
5. Click on Sign in to Exiet
TCLogn03 | Toverify thelopnwith vaiid emai and | 1. Launch App 1. Account has been created. |@amai.com Failed to Logi. 1. Falled to Logn.
invasa 2.Clickon Login 2 mai jt@gmail com User 912345 2. Disotay Yvalid emai or password
3. Enter omail 3. Password: User 1234 Ploase try sgan.”
4. Enter password Pass
5. Clck on sign n to Exlet

Figure 6.2.2 Test Case for Login Module
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6.2.3 Contact Management Module

Project name
WModula name
crented oy
Execute By

Date of Exeation

EWallet apgdication: Shared Wallet and Group Bl Sgiitting features

Cormact Managemant Module
Joc Tay 2hi Ferg

Joc Tay 20 Feng

526

Test Case 1D

Teat Case Description.

TC-CR-A1

[Add s registered wer a3 conti<t by phone
rumher

T. Launch App
2.1

1. Go o Recipient iab

4 Sclect Add Recipaent

5. Choose phon pumber imput
6. Enter phone number

7. Tap Search

3 Confirm add

1. Account logged i
2. Target user is a registered account

Expected Ressil

“Actusl Resull

tact added and

TC-CR-02

(A3 contict with snre giered phome

T Launch App
2. Login

3 Go o Recipsen tab

4. Seleet Add Recipient

3. Enter unregisiered phone puiber
6. Tap Search

T Account logged =

recipient lstalphabetically

[Cane ed

recipient list a phabencally

f—

Tser not found.

[Display ervor: User ot Tound.

TC-CR-03

A s regitered waer 45 coniact by cmail

T Launch App
2

1. Go o Recipient b
4. Select Add Recipient
. Choos email input

6. Enter email

7. Tap Search

3. Confirm add

T Account logged m
2. Target user is s registered account

Sontact =

cegissered)

IC
Jrecipic st alphabetically.

recipicnt list o phaberically.

TC-CR-04

[ conmct wah wnre pered el

T Launch App

2. Login

3. Go o Recipient tab

4 Seleet Add Recipeent

3. Enter unregisiered email
6. Tap Search

T Account logged m

[Email: pagmaicom (oo
registered)

Draplay crror. Uscr nos found

[splay error: User not found

TC-CR-45

[Add contict that i already in conact list

T Launch App

2. Login

1. Go wo Recipiens iab

4. Selest Add Recipeent

5. Enter already-added contact phone

6. Tap Search
7. Confirm add

1. Account logged i
2. Contact already exists in st

[Phonc: existing contact

hat

that contactis already|

Figure 6.2.3 Test Case for Contact Management Module

6.2.4 Account Verification Module

Project name
Viadule name
Created By
Exevute By

Date of Execution

E-Wallet application: Shared Wallet and Group Bill Splinting festures

Account Verification Madule
Jox Ty Zhi Feng

Jooc Tay Zhi Feng

86

Test Case Il

Teat Steps

Test Dt

ToAV-a1

Verify account with eal face snd both eyer
apen

1. Launch App

2. Login

1.0 to Sccurity Settings

4. Select Verify Account

3. Tap Start Face Scan

6. Hold fuce in fromt of camera with both eyes open

1. Account logged in
2. Accoust is ot yet verified
3. Camera permission granted

User: real pesson, both eyes open

(Liveness check passed. Account marked as
verified. Multi-cumency wallet creation
unlocked

(Liveness check parsed. Account marked as
verified. Malti-cummency wallet creation
unlocked

Pass.

TCAVAD

(Verify account with ey es closed,

T- Launch App
2. Login
3. Go to Secuity Settings

T~ Account logged in
2. Camera permission granted

User: eyes closed

error. “Fleass open your eyes and
e camera Remaain in failed state.

[Display crmor: Plesse open your eycs and
loak at the camera.’ Remain in failed state.

TCAVE

[Verlfy sccount with malliple et i
frame.

T. Launch App.

2. Login

3. Go 10 Seeurity Settings

4, Selet Virify Account

3. Tap Start Face Scan

6. T faces appear in camera frame

T Account logged in
2. Camena permission granted

T prople in front of camers

Duapley error. Maltiphe faces detected
Please ensuse only your face is visible.

[Dxsplay crror. Multiph faces detcted.
Please surs only your face is visible!

TOAV4

(Verify account withaut camera permission.

unch AP,
gin

T
3. Go to Security Settings
4. Select Verify Account

3. Tap Start Face Scan (camera pormission denied)

T. Accouat logged in
2. Camera permission: Denied

(Camera permission: Denied

 ertor Resain i filed siate. Uner
prompted o grant pemmission

Diaplay crror. Remain in failed satc.

Figure 6.2.4 Test Case for Account Verification Module
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6.2.5 Transaction PIN and Biometric Module

Project name

Trans
Created By Joe T
Execute By Joc T

Dateof Execution  1/5/26

E-Walle application: Shared Wallet and Group Bill Splitting festures

Test Cane 1D Test Case Deseription Test Saeps FPreconditions Test Duts Ex pected Result Actual Revult States
confirmation. 2. Login 2. FIN previously configured New PIN: 654321 for future transactions.
3. Go 1o Security Settings Confirm PIN. 654321
-
#. Click Confirm
TC-ANaL [Chasge ransaction PIN with mismatched | 1. Launch App 1. Account logged in [New PIN 634321 ! B0t | Display ermor Bt
con firmatson 2. Legin | Confirm FIN: 110111 match Prompt re-entry. manch
3. Go 1o Security Settings
4. Select Change PIN
5, Emter current PIN L
6. Enter new PIN
H .
suthenticatian. 2 Dewice suppors Face ID  Trans for and Convert aperations.
4. Select Security Authentication Pass
—t — R — —
. R s o =
.
6.2.6 Edit Profile Modul
2. it Profile Module
Project mame E-Wallt applicaion: Shamd Wallot and Group Bill Splitting foatwres.
vy e
Crosted By Joe Tay Zhi Fong
e e
Diste of Execution wene
e s s = e —r =
TCEP81 Edet prodile mame and couniry secomsfully. | | Lasach App 1. Accoust logged in New name: John Doc [Name and cousiry updatal Sucoms [Narc s coumiry updatod Swccems
Logpin Neew coumiry S ingapors: i I
3. Go to Profile
4. Tap Edit L
5. Change name s cousiry
6. Submit
B T = o gy e By g
Logn
4. Top Edn L
i
e
TC-EP3 Cancel profill ot withowt saving. 1. Launch App 1. Account logged in (Action: Cancel [ No changes savod. Profile romains snchanged. |No changos saved.
=
3. Go o Profile
4. Tap Bt L d
5. Madify fields
Aern
6.2.7 Logout Module
Project name. E-Wallet application: Shared Wallet and Group Bill Splitting features
e
Created By Joc Tay Zhi Feng.
Test Case 1D Test Cs Test Steps. Test Data Actusl Result St tus
TC-LO-1 Logout md session cleared successfully. |1 Launch App 1. Account logged in with sctive session  |Action: Confirmn logost User redirected 1o User redirected 1o
e
4. Tap Logeut Pass.
s
2. Login | current screen
4 Tap Logaut Pans
$. Camcel

Figure 6.2.7 Test Case for Logout Module
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6.2.8 Change PIN Module

Project name Shared Walet snd feanures
Mode name Change FIN Module
Created By Joc Tay Zhi Femg
Esecwte By Jos Tay Zhi Feag
Date of Excestion V525
Tast Case ID. Test Case Description Test Stepn Test Data l_ l_ Actual Result e
TC-CP-AL | Change FIN wilh cortect current PIN, | Lussch App 1- Account logged i (Coremt PIN: 123456 P v
2. PN previeusly st New PN 959990
Coatirm: 635999
s
TCCPAZ [Change FIN wilh incorrect currest FIN (ma |1, Lausch App T~ Accou logged & Carem TN ) Tocked afier 3 faded [Actum lemporarily ocked
3 ameenpts) 2 0N previously set -,
5. Sceurity Semngs
- s
5. Eoter wrong current PIN 3 times
TCCPA3  [Change FIN wih massmarched pew FIN 1~ Accoum ogged New FIN: 11111 [Dpiay ervor: Pies do oot mach. rompe e- [Display srvor: FINs 40 pos maich.
ccnfirmatica. Coafirn: 212322 euiry.
s
6.2.9 Forgot Password Module
Project aame E-Walle application: Shaved Wt and Goup Bill Splitting festures
Module name Forgot Passwond Madale
Crested By Joc Tay 20 Feng
Execute By Joc Tay 204 Feng
Date of Execution 5726
Teut Cone 1D Teat Case Desription Tot Skps Preceadiions Tost Data Revut Actual Result Statuy
TCHPAI et the new valid passwond for accowat that | 1. Launch App 1~ Acvoust already egistered |- Emal, iee@gmal.com 1. Passwond rest successfal T Password rest succcssiul
reaty regisrsd 2. Click on Login 2 Emal: desilgmal com 2 New pusswont: TotE1234 |2 User cm logla with new password. 2. User can login with now pusswont
3. Click on Forget Passwond? 3 Passwond: User@1234
4. Enter vl 4 St mew passwond in valid format
5. Click send "Reset sk i
6. Click th link in enual
7. Emter new password
5. Click Reser’
TCHTAL [Sct the bew wnvalid psword for sccount | 1. Launch App T~ Acooust aready registered T Emal. tovapmal com Fanvwond roc wnsccosfal [ pe—
tha alrendy regisicnd. 2. Click on Login 2 Emal tesigmal com 2. New passward: 1111
3. Click on Forget Passwond? 3 Passwond: User@1234
4. Enter sl 4. Sct mow passwond in invalid format
S, Click send Reset link"
6. Click the link in enval -
7. Enter new passwond
8. Click Roser’
6.2.10 Change Password Module
Project rame Eallet application: Shared Wallet and Group B Spliting features
Wodude rame rarge Password Mode
Crasted oy Jox Tay Zhi Ferg
[—— Joe Tuy 20 Ferg
Date of Exeation W76
Test Case 1D Description Test Step Preconditions Test Data “Actusl Result Status.
TEOWEL |Cuange passwces with waiie crent 1 ounch App 1 Accoure lgged in [currens: Userg@ 1234 Pavswens upaates sccesshlly I —"
passmora. 2. togin ew. NewPas@sETE
5 Securiry Settings [contim: NewPass 5678
. Crange Password
5. Enter currers password .
6. nter new password
7. Contrm newe passcas
5. sutmit
TCOWAL | Chunge password with incorredt current |1 Lounch Ape. 1 Ascount loggedin [eurrent Oisptay error pasword. [ Daplay error Incorrect curent passwerd
e 2 togin
5 securiy Settings
. Crange Password -
5. trser wrong cument passwerd
TCOWE [Crangs prisword it mamenwdnew |1 unch App 1 Account lgged e NewFas 5678 Oispiay error: Passwerss da rot maten [rspiay ervor: Passwords 6o not mateh
passmora contation. 2. togin |conter Ditpass@oon
. Securiry Settings
. Crange Password
5. rter correat aurent passwerd L
6 Grter new password
7 Enter diffeet condrm password

Figure 6.2.10 Test Case for Change Password Module

Bachelor of Information Systems (Honours) Information Systems Engineering
Faculty of Information and Communication Technology (Kampar Campus), UTAR

221



CHAPTER 7 CONCLUSION AND RECOMMENDATION

6.2.11 Change Email Module

Project name.
Madul namw Change Email Maoduls
Created By Jooe Tay Zhi Feng
Execute By Jo Tay Zhi Feng

Dateof Execution  1/5/26

E-Wallet applicstion: Shared Wallet and Group Bill Splisting features

Test Case ID. Test Case Description Test Steps Preconditions Test Dats Expected Result Actual Revult Statws
TCCEN | Change email Lo 4 new uniqus email and | 1. Launch App 1. Assount logged in New email. newuseridtest com | Venfication link sent. Email updated upon | Email updated upen sonfirmation
verify. 2. Login 2. New email not already registered con firmation
Pass.
4. Confirm
TCCEa2 (Change email to an already registered T Launch App 1 Account logged in New email: cxistingtestcom | Diaplay error. Email already registered. | Diaplay crior. Email already registered,
| email. 2. Login 2. Entered email belongs 10 anather Chamge rejected.
3. Security Settings account
4. Change Email Pass
5. Enter already-registerod email
6.2.12 Change Phone Number Module
Project same E-Wallet application: Shared Wallet snd Group Bill Splining fatures
Module name Change Phone Number Module
Created By Jac Tay Zhi Feng
Exvecun By Joe Tay Zhi Feng
Test Case ID Test Case Description Test Swps. Preconditions Test Datn Expected Result Actual Revabt Status
R ——— e B ———————
[mumber with valid OTP. 2. New phone not slready egistered OTP: 123456
3. Fiechase availabl
-
e
7. Enter seceived OTP
TCCPI2  |Change phone number 1o an already I Laanch App. 1. Account logged m [Fhonc 0123456789 (rgistensd) | Display emor: Phone number alrady Display cmor. Phone already registered.
g ssrcmed nunber. 2. Login 2. Entered phone belongs 1o another registered. Change rejected
4. Change e Number Pass.
2. Login 2. New phonc pot mgistened
3. Security Semings.
S s -
6.2.13 Add Currency Wallet and Top Up Module
Project name E-Walle application: Shared Wallet and Group Bill Spliming fesures
ey T T
iy et g
Execute By Joe Tay Zhi Feng
Date of Execution V526
Test Case ID Test Case Test Steps. Preconditions Test Dats Expected Result Actusl Result Status
TC-AWA1 | Verified user adds a new currency waller | 1. Launch App 1. Account logged in [Currency. USD USD wallet creatcd and displayed i [USD wallet creaed.
2. Login |2. Account is verified | Account: Verified wallet list
4. Sclect Add Another Currency Pam
4. Choose USD
6. Verify PIN
TC-AW-02 | Unverified user attempts to add a now | 1. Launch App 1. Account logged in [Currency. USD [Systom blocks action, Promet 1o System biocks and prompis verifatan.
o et PR e R Lo B
4. Select Add Another Currency Pawm
5. Choose USD
TC-AW-03 [Top up existing wallet with valid card via| 1. Launch App 1. Account logged in [ Amoust: 100 MYR Wallet balance credited Tramsacton Wallet halance credited
Seripe 2. Wallet exists Card: valid test card record created
1. Swipe available
Pam.
o e TS T o T T
Pass

6. Enter invalid card
7. Confirm

Figure 6.2.13 Test Case for Add Currency Wallet and Top Up Module
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6.2.14 Personal Wallet Transfer Limit Module

Project name E-Wallit application: Sharod Wallet snd Group Bill Splitting festures
e e T
P
Execute By Joe Tuy Zhi Feng.
T
Test Cuse 1D Test Steps Test Duts Actusl Result. Stutus
TCTLA1 [Set valid per-transaction and daily transfer | . Launch App 1. Account logged in Per-iraasastian; S00 MYR Limits. saved. All flture trans fors val idated | Limits saved and enforced.
Tirest. 2 2. Currency wallet exists Dasly: 2000 MYR  against configured limats.
-
TC-TL-82 Set per-transaction limit excoeding duly 1. Account logged in Per-iransaction: 3000 MYR Drsplay Display
Lt
TC-TL-43 [ Set limin with rero of segative value. 1. Launch App 1. Account logged is Per-traasaction: 0 Diaplay validation ermor, laput rejected. [Naplay validation ermor
3. Go 1o Transfer Limits
4. Enter 0 ot negative value Pass
S, Save
6.2.15 Transfer Funds Module
Project name. E-Wallet application: Shared Wallet and Group Bill Splitting festures
I
Jo
Test Dats 3 pected Res alt Status
TCTR1 Transfer fiands to registered recipicat 1. Account logged in (Amount: $0 MYR Sender debited 50 MYR. Recipient Both wallsts updated. Transaction resords
e R N e W
Pass
TCTR82 Transier finds with insuMficient balance. | 1. Launch App 1. Account logged in Amount- 200 MYR " ‘balance cror. Trams fer |
Logis 2. Semder MYR balance = 10 Balance: 10 MYR | mot processed.
3. Tap Send
4, Selexct pecipbent [
Hsme
s TSR SRR — T
i e
R
4. Search recipient by unregistered phone Pass
TCTh-84 Transfer with cross-cumency conversion. | 1. Launch App 1. Ascount logged in Send: 100 MYR MYR debited Recipient credited (MYR debited. USDcredited. Fee applied.
2. Legin 2. Semder has MYR balance Recapient currency: USD equivalent USDL 2.5% fec applied.
3. Tap Send 3. ExchangeRate APl available
His e
et -
i
6.2.16 QR Code Payment Module
Project name E-Wallet application: Shared Wallet and Group Bill Splitting featares
Module name QR Code Payment Medule
Created By Joe Tay Zbi Feng
Execute By Joe Tay Zhi Feng
Date of Execution 1526
Test Cuse ID Test Case Description Test Steps Precosditions Test Dats Expected Result Actual Result Status
TC-QRA1 _|Scan valid QR codc and complete 1. Launch App 1. Account logged in IQR: vahd Seader Recipicat wallet
oo e . W deafion
3. Tap Sean icon 3. Recipient has valid QR
Ll Y L "
P
7. Verify PIN
TC.QR-02 Scan invabd or unreadsbic QR code T Lauach App 1. Account logged in [QR mvaisd uarcadable Display error: QR code i mvaid of Display error: Invaid QR
2. Login 2 Camcra pormission granted [unreadabic
3. Tap Scan icon
(4. Scan invalid QR code Ee
TC-QRAD | QR payment wilh insuflicient balance. |1, Launch App T Ascount logged in [Amount: 560 MYR T Bod. Insafficient Trror displayed
2. Login 2. Wallet balance insufficient Balance: 10 MYR balance crror displayed.
3. Scan QR
4 Enter amount excoeding wallet balsnce Paws

Figure 6.2.16 Test Case for QR Code Payment Module
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6.2.17 Currency Conversion Module

Project name

E-Willet application: Shared Wallet and Group ill Splitting Sestares.

o e —r
o
S
Date of Evecution EE G
Test Case ID Test Saeps. Preconditiens Test Data Expected Result Actaal Result Seatus
TCCval [Convent cummacy between two active walleis | 1. Launch App 1. Acosust | (Convent: 100 MYR 1o USD MYR walles debited USD walles croditod s |MYR debitod. USD eredised Fee dofuctel
= i R g
3. Open MYR wallet 3. ExchageRate AP availabic
4. Tap Convent
B S -
40 o
=
8. Vaify PIN
TCOV-a1 [Convert cummcy with insuMficient balmce. | | Launch App 1. Accoust logged in [Comven: 580 MYR [Display Insulficion Balancs ervor Insulfciont balance sevor displayed
R~ R o o e
3. Open MYR wallet
|4 Tap Conven Pass
5. Emer amsount excocding balance
TCOV- [Comvart cumency whan ExchangeRate AP1 is | | Launch App 1. Acooust loggol i (APT. unsvailable Diaplay ot Conversion casodled. Display omor Conversion cascelled.
unavis lsble: 2. Login 2. ExchmpeRtac API offling
3. Open wallet
4. Tap Convert Pass
Tt
6.2.18 Close Currency Wallet Module
L T
Tohaseme [iNan e g
Crested By Jox Tay Zhi Peng
e
Drate of Evecution VI
Test Case ID Test Saeps. Test Duta. Actual Result Statws
ol | tetbemen | —_— e e[t
e e A e | e e
L mae e
pomomae -
-
s,
7. Vaify PIN
TCCWa2 Closs non-main carroecy wallet with ae | 1. Launch App. 1. Accoust logged in USD balee 0 Walldt <losed immediately withowt (Walldt chosed immedsately.
. = e s
1. Open USD walla
4. Select Closs Wallet L
5. Confirm
e Py Ty g e e e
unsvalable 2 Login 2 Exchanpcilme AP] offline USD balmnce 20
4. Scleot Close Wallet L
e o
6.2.19 Create Shared Wallet Module
Project name E-Wallet application: Shared Wallet and Group Bill Splisting featares
e o —
=T
Execute By Joe Tay Zhi Feng,
e
Test Cane 1D Tent Saeps FPreconditions Test Duts Expected Result Actual Revult Statey
TCSWAL Create shared wallet with valid detashs and | 1. Launch App 1. Account |o n (Wallet name Famuly Tnp Shared wallet created Invitations seatto | Walles created. Invitations semt
invite members. 1. Login 2. At lesst ome contact exists Currency: MYR. selected comtacts. Wallet shown as.
3. G 1o Shared Wallet Members. 2 contacts pending.
R
3. Select cumency Pass
Hors
8. Select membeers from contact list
TCIWAI | 1nvited member sccepts shared mallet T, Memioes scoount Y lavitation: peadiag. |Miember joins wallet, Wllet bocomes | Member joined. Wallet active.
invitation. lIavitation received activeand shown in My Wallets.,
-
TCSWAS | Invited member declines shared wallet T. Mermber sccount Tosged Invitation: pending. Invitation declined. Wallet docs not nvitsion dechned
v itation. Invitation received siclade this member
4. Decline invitation Pass

Figure 6.2.19 Test Case for Create Shared Wallet Module
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6.2.20 Shared Wallet Transaction Module

Projest name Shared Walket feamres
S v re——y
Created By Joe Tay Zhi Feng
Execute By Joe Tay Zha Feng
Date of Excontion V326
ey T o —— T e P =
P22 P2 S P72 S T ek [ ek
o 5 o e
3. Oppen shared waliet
R
Rt
7. Confirns
TC-SWT-02 | Make QR payment from shared wallet I Launch App I- Account logged in and active member |Payment: 50 MYR via QR Siared wallet debited. Tramsac tion visble 1o [Shared wallet debited. Ree ord visible t all
2. Login 2. Shared walles has mfficient balance [all members.
3. Open shared walier
4. Tap Py Pass
5. Scan merchant QR
i
T — — —
= 2 Login 2. Sharcd wallct por-wansaction bt = 100 [Limiz 100 MYR | ssags displayed.
4. Tap Pay Lo
4 Eenes amuvemn enceeding bmit
6.2.21 Close Shared Wallet Module
G i S N
Module name Close Sharod Wallet Module
Created By Joe Tay Zhi Feng
Execute By Joe Tay 20 Feng.
Date of Execution V526
Test Case ID Test Steps. Test Data. Expected Result Actual Result Status
TCSWCA1 | Owner initistes closare with agual split and | 1. Login as Owner 1. Owner logged in Distribution. Equal Split Funds distributed oqually 10 all members. | Funds distribused. Wallet closed.
G s o P o Rt e e T
3. Tap Close Walkt 3. All members approve
4. Select Equal Split Pass
5. Tap Scnd Close Request
6. All members approve via Review & Vote
TCSWCA2Z | Mamber rejects wallet closuse proposal 1. Login as Owner 1. Owner logged in [One member: Reject Closure cancelled. Wallet remsains active. | Closure cancellod. Owner notified.
e o —— e e
3, Send Close Roguest
4. One member rects. Pass.
TCSWC03 | Owner cancels closure request before all 1. Login as Owner 1. Owner logged in Action: Cancel request Closure request cancelled. Wallet becomes | Closure request cancelled.
oics. 2. Open sharod wallet 2. Close roquest pending active again.
3. Send Close Reguest
4. Owner sclosts Cancel Roguest fase
Figure 6.2.21 Test Case for Close Shared Wallet Module
.
6.2.22 Create Bill Manual Module
Froject name E-Walles application: Sharod Wallet and Group Bill Splitting feasurcs
e e e
e 1
Execute By Joe Tay Zhi Feng
e
Test Cane 1D Test Cs Test Steps Test Dats Expecied Revalt Actusl Result Status
TC-BMAL |Create bill manually with valid desails, 1. Launch App 1. Awount logged in Mercham. Restouram A Bill crewed. Reciponts nosified. Cremor [Bill cremed. Recipionts motified
items, tax. and recipicnts. 2 Login 2. At least one contact exists hems: 1 items ot charged.
3. Gio 10 Splis Bill 3. Al least one active walle Tax: 6%
4. Top Add Recipints: 2 contacts
T
6. Sclext currency Pass
S e gt e
8 Sclect personal wems
St pom
e
TC-BMa2 Create bill masually with so tax (%) 1. Launch App 1 Account logged i Tax: (% Bill cremod without tax charge. Recipients | Bill crested. No tax changed
o B
4. Top Add
5 Entry Pass.
6. Enter itams with = 0
| fae e
8. Confimm
TC-BMA3 |Create bill where selocted rocipiont has no | 1. Launch App 1. Account logged in | Currency: SGD System notifics creator that recipient does | Crestor noti fied of recipient wallet
o L T e il e
3. Go 10 Splis Bill
4 Manusl Entry Pass
5. Sclect SGD o
6. Sclect recapient with mo SGD wallet

Figure 6.2.22 Test Case for Create Bill Manual Module
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6.2.23 Create Bill AI Receipt Scan Module

Project name

F-Wallet application: Shased Wallet snd Group Bill Splirting features

e TS
Created By Joe Tay Zhi Feng
T
Date of Exccution  1/5/26
Test Case 1D Test Steps. Test Data Actual Result States
TCBAS (Scan roceipt and Al extracts all data 1. Launch App. 1. Account logged in Receipt: clear pl e, Bill created
e R A e i
4. Tap Add
6. Take clear phioto of reccipt s
TR L T e e
ﬂﬂﬂﬂﬂ " e R ks
4. Tap Add Pass
6. Claude APl unavailable
TCBASY (Scan receipt with partial extraction (blurry | | Launch App 1. Account logged in Receipt partially resdable System pre-populates avalable ficlds Panial ficlds pre-populated Rest flagged
image). 2. Login 2. Claude APl available Unextracted fields marked for manual for manual input.
3. G to Split Bill completion.
4. Tap Add Fass
R
6.2.24 Settle Bill Modul
2. ettle Bi odule
i T i o i g 8 S
Pt ae Bl i
Created By Joc Tay Zhi Feng.
e P~
Rl
=% == e e = — i -
ety | tetetempe | i | Eemsmen | et
successhully. 2. Go 1o Split Bill 2. Bill mocived Tax: included comdited. Bill staeus wpdatod. Crestor pdeod
3. Open uspaid bill 3. Rocipient wallet has sufficiost balance notificd.
4. Scloet consumed items.
3. Review computed amownt Pass.
6. Sclect payment wallet
Lt
N - T o T e e T |
e R e [k
3. Sclext iloms
4. Comlirm payman Pass.
5. Wallet msufficiont
TCBSA) [ Crmor comcels Wl whem 20 payrmeet e | 1 Login o cromor T Cromor ogged i T 0 paymes i deimed iy i el iy
2. Go 10 My Bills 2. Mo payments made yet
L Qe
4. Delae bill Pass.
TCBS 44 [Crestor camcels bill afler some recipients | |. Login = crestor 1. Crestor logged in B 1 payment made (Waming pop-up shown. Bill cancelled (Waming pop-up shown. Bill cancelled
o R i T TtV e B
3. Sclect open ball with paymants
4. Delae bill Pass.
6.2.25 Transfer Calculator Module
persams |5 it St o pn it i
Madule name Transfer Caleulstor Module
Created By Joe Tay Zhi Feng.
T
e
Test Casc 1D Test Steps Test Duts Actusl Result Status
TCTCH1 | View real -time cuchange rale and 7-day 1. Leunch App 1. Account logged in Source: MYR Ce T-day and chant displayed
T L BT T Lo et e
4 Select MYR as source Pass.
$. Seleet USD as tasger
TC-TC2 Calculate catimated convened amount. 1. Launch App 1. Account loggod in Source: MYR. ed C No
e Eet e e (G e
3. Oo 1o Transfer Caleulator Ameunt: 190
4. Select MYR te USD Pass
TOTCAS [ View Transfer Calculator whea APl is 1- Launch App 1. Account logged in (AL unavailable Cached o stk
unavailable 2. Login 1 ExchangeRate APl offhine warning.
3. Go 1o Transfer Calculator
4. APl unavailable Pass.

Figure 6.2.25 Test Case for Transfer Calculator Module
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6.3 Project Challenges

6.3.1 Multi-Currency Framework Complexity

One of the hardest parts of the project was designing and implementing support
for nine different international currencies. In a multi-currency system, each currency
must have its own wallet balances, transaction records, and transfer limits. The system
must also make sure that the logic for handling currencies is the same across all
functional modules, such as currency conversion, bill splitting, and shared wallet
management. For a project with only one developer, keeping track of nine different
currency settings at the same time, testing all possible interactions between currencies,
and making sure that every functional module works correctly with all supported
currencies took a lot more work than we had planned. This problem directly affected
the development schedule because currency-related edge cases in several modules

needed to be debugged multiple times before the correct behaviour could be confirmed.

6.3.2 Stripe Test Account Configuration

Stripe's test mode only lets each account use one currency, as explained in
Section 5.4.5. This means that you need to set up and register nine separate Stripe test
accounts, one for each currency that Stripe supports. Setting up each account required
separate steps, such as getting the API key, registering the webhook endpoint, and
testing the integration locally. This meant that a lot of time was spent on configuring
the payment infrastructure compared to its functional scope. Also, since Stripe doesn't
let you move money directly between currency accounts, we had to add extra logic to
route cross-currency fund movement through the system's internal currency conversion
feature. To make sure it was working correctly, we had to check all nine currency

combinations very carefully.

6.3.3 Third-Party API Availability Dependency

The system's most important parts depend on three external API services: the
ExchangeRate API for real-time and historical exchange rate data, the Claude API for
Al-powered receipt parsing, and Stripe for adding money to a card-based wallet. If any
of these services went down or were stopped, the features that depended on them would

no longer work. The ExchangeRate APl and Claude API both have fallback
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mechanisms in place, such as showing cached rates and allowing users to enter bills
manually, as explained in Section 5.4. However, these are only temporary fixes and not
full replacements for the APIs. In a production deployment, this risk would be mitigated
by incorporating secondary API providers or creating an autonomous exchange rate

data service to remove reliance on a single external supplier.

6.3.4 Time Management

Throughout the development lifecycle, it was always hard to manage
development time well on a project of this size. The system has five functional modules,
four development increments, many third-party service integrations, and a complete
security architecture, which makes it hard to accurately estimate how long it will take
to build. Stripe multi-account configuration, multi-currency logic debugging, and ML
Kit threshold calibration all took a lot longer than planned, which put pressure on the
development schedule for the next modules. To handle this, development priorities
were changed on the fly based on how modules depended on each other. This made
sure that core infrastructure components like authentication and wallet management
stayed stable before higher-level features like shared wallet collaboration and Al-

assisted bill splitting were added.

6.3.5 Learning Curve of Flutter and Mobile Application Development

This was the developer's first time making a mobile app with the Flutter
framework. Before starting the project, the team learned about Dart as a programming
language, Flutter's widget-based rendering model, stateful widget lifecycle
management, and mobile-specific issues like handling device permissions, encrypted
local storage, and native i0OS integration through platform channels. It was harder to
stick to the development schedule because the team had to learn a new framework while
also delivering a feature-complete application on time for school. Integrating the
local auth package for iOS Face ID, setting up the google mlkit face detection
package for on-device liveness detection, and managing asynchronous state updates
across multiple interconnected screens were all areas where I had to learn a lot on my

owin.
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6.3.6 UI/UX Design Without Prior User Feedback

As a project with only one developer and no separate design phase or user
research data, all decisions about Ul and UX design were based on the developer's own
ideas about how easy it is to use, how clear it is visually, and how logical the navigation
flow is. Throughout development, it was hard to make an interface that was both
visually clean, easy to use, and in line with the rules for financial applications, where
trust and clarity are very important. During implementation, decisions about layout
hierarchy, color scheme, navigation patterns, and information density were changed
many times. However, without formal user testing or feedback collection, it is still
unclear if the final design meets all of the needs and wants of the intended users. As

discussed in Chapter 7, this limitation is recognized as an area for future enhancement.

6.3.7 Multi-User Testing Constraints

Some parts of the system, like shared wallet collaboration, peer-to-peer fund
transfer, bill splitting, and inviting group members, are inherently multi-user features
that need at least two accounts to be active at the same time to be properly tested.
Because only the developer did the testing, multi-user scenarios were created by
logging into different accounts one after the other on the same device or by keeping
two accounts open at the same time when the application state allowed it. While this
method is good enough to check that each transaction flow is correct, it doesn't fully
replicate interactions between multiple users at the same time. Due to this, edge cases
that happen when multiple users are doing things at the same time, like two members
adding money to a shared wallet at the same time, couldn't be fully tested in the testing

environment.
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6.4 Objectives Evaluation

This part looks at how well the implemented system has met the three main goals of the

project that were set out in Section 1.5.

Project Objective 1:

Main Objective:

To develop a mobile e-wallet application that facilitates group financial

management

Sub Objectives:

1. Develop a Shared Wallet feature that lets more than one person use it to improve
financial collaboration and let group users easily and openly manage shared

expenses. (Fully)

2. Set up real-time tracking and recording of expenses to cut down on mistakes
and make sure everyone in the group can see how much they are spending and

contributing. (Fully)

3. Develop a dynamic notification system that sends out timely updates on shared
wallet activities and financial status to make things easier to use and more open.

(Fully)

4. Develop a settlement mechanism that kicks in when a shared wallet is closed.
This mechanism should offer residual settlement (distribution of the remaining
balance only) and require user agreement on the chosen distribution strategy.

(Fully)

5. Develop a contact and recipient management feature that lets users add
registered contacts. These contacts will then be given priority when choosing
members of a shared wallet and when splitting bills to make group financial

activities go more smoothly. (Fully)

The first main goal has been fully reached. The Shared Wallet module (UC-19 to
UC-21) lets more than one person create, manage, and close a shared wallet. They can

also set limits on how much money can be transferred each day and per transaction. All
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members can see real-time transaction records for every top-up or payment, which
makes sure that everyone knows exactly how much the group is spending. A
notification system sends timely alerts to all relevant members when there are wallet
activities, member invitations, or requests to close the wallet. The consensus-based
wallet closure mechanism needs all members to agree before it can be used. It supports
four ways to divide funds: equal split, full transfer, proportional by contribution, and
smart distribution based on contribution history. The contact management feature (UC-
03) keeps a list of prioritized recipients that is always visible during shared wallet
member selection and bill splitting workflows. This makes it easier to coordinate group

finances.

Project Objective 2:

Main Objective:
To enable group bill splitting for social activities
Sub-Objectives:
1. Develop a feature that lets users take pictures or upload physical and electronic
receipts and automatically extracts merchant names, item details, quantities,

prices, and taxes using the Claude API. (Fully)

2. Develop a flexible manual bill creation function that can handle complicated or

personalized cost-sharing situations in a variety of social settings. (Fully)

3. Develop a precise bill allocation confirmation system that lets each recipient
choose the items they used and automatically calculates the amount each person
owes, including taxes. The bill creator has already paid the full amount on behalf

of the group. (Fully)

4. Implement an automatic debit and transfer module that takes the agreed-upon
amount out of the recipient's e-wallet and sends it to the bill initiator's account

right away after payment confirmation. (Fully)

The second main goal has been completely met. The Bill Splitting module (UC-22
to UC-24) lets you create bills by hand or scan receipts with Al using the Claude API.
When you create a bill by hand, you can enter the merchant's information, the quantity
and unit price of each line item, and the tax rate that applies. You can also choose not

to charge the recipient for items that you personally consumed. The Al receipt scanning
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flow automatically pulls out and fills in the merchant name, line items, quantities, unit
prices, and tax from a picture of a receipt. If the Claude API is down or returns an
unparseable response, it will gracefully fall back to manual entry. Each recipient
chooses what they want to eat, and the system automatically figures out how much they
owe, including the right amount of tax. Once payment is confirmed, the system
automatically takes money out of the recipient's wallet and puts it into the bill creator's

wallet. This completes the full settlement cycle in one application flow.

Project Objective 3:

Main Objective:
To develop a wallet that supports internationalization.
Sub-Objectives:
1. Add support for multiple currencies so that users can create and use wallets in
nine different international currencies to meet the needs of users who travel a

lot. (Fully)

2. Create a currency transfer calculator that shows real-time exchange rates and a
seven-day historical trend line chart. This will let users figure out how much

they will need to convert before they make a transaction. (Fully)

3. Develop a currency wallet management system that makes separate currency
wallets for each supported currency. This will make it clear how much money

is in each wallet and avoid confusion when switching between currencies. (Fully)

4. Develop transaction features that let you exchange currencies, add money to
your wallet through Stripe, and send money to other people at any time. This

will make managing international funds more flexible and easy. (Fully)

The third main goal has been completely reached. The system supports nine
international currencies: MYR, USD, SGD, JPY, HKD, THB, AUD, GBP, and CAD.
Each currency is kept in its own wallet with its own balance, so it's easy to see how
much money you have in each currency. The Transfer Calculator (UC-25) shows real-
time exchange rates and a seven-day historical trend line chart powered by the
ExchangeRate API. This lets users guess what the conversion will be before they make
a transaction. Currency wallet management (UC-13, UC-18) lets you make more
currency wallets for verified accounts and close non-main wallets. The balance will
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automatically be converted to the main currency. All supported currencies can do full
transactions, such as Stripe-integrated card top-ups, peer-to-peer transfers, QR code

payments, and live-rate currency conversion with PIN or Face ID authorization.

6.5 Concluding Remark

The implemented system has fully met all three main goals and their related
sub-goals. The proposed e-wallet app successfully creates a single mobile platform that
combines managing individual wallets, working together on a group shared wallet, Al-
assisted bill splitting, and managing finances in multiple currencies. This directly
addresses the issue of fragmented multi-application workflows that was identified as
the main problem in Section 1.2. The problems with implementation that were listed in
Section 6.3 were fixed without affecting the functional completeness of any module.

The system works as planned for all twenty-five use cases.
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CHAPTER 7 CONCLUSION AND
RECOMMENDATION

7.1 Conclusion

The goal of this project was to create a mobile e-wallet app that fixes three major
problems with current digital payment platforms: it doesn't have built-in tools for
managing group finances, it doesn't have advanced bill-splitting features for social
activities, and it doesn't have enough support for managing finances in multiple
currencies. During the project, a fully working mobile app was made with Flutter on
the front end and Node.js with MySQL on the back end. It used four external services—
Stripe, ExchangeRate API, Claude API, and Firebase—to create a financial platform
that had all the features it needed and was safe.

We met all three of the main goals set out in Section 1.5. The first goal, which
was to make it easier for groups to manage their money, was met by the Shared Wallet
module. This module lets multiple users create, manage, and close a shared wallet with
customizable transfer limits, real-time transaction visibility, a consensus-based closure
mechanism, and four ways to distribute funds. The Bill Splitting module, which allows
for both manual bill creation and Al-powered receipt scanning via the Claude API, with
item-level allocation, proportional tax computation, and automatic in-app payment
settlement, helped achieve the second goal of allowing groups to split bills for social
activities. The third goal was to make a wallet that works with multiple currencies. This
was done by creating a nine-currency wallet architecture with live exchange rate
integration, a seven-day historical trend chart in the Transfer Calculator, and full
transaction functionality for all supported currencies.

The project not only achieved functional completeness but also provided several
contributions of greater importance to the field of mobile financial technology. The
integrated platform combines managing individual wallets, group shared wallets, and
Al-assisted bill splitting into one app. This gets rid of the separate, multi-application
workflows that are common in current solutions. The shared wallet architecture adds
features that no other commercial platform has, such as democratic closure consensus,
configurable transfer limits, and data-driven fund distribution strategies. The Al-
assisted receipt parsing pipeline takes structured billing information from photos and

turns it into structured data, which makes it easier for end users to enter data by hand.
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The multi-layer security architecture uses bcrypt password hashing, Firebase OTP
verification, Google ML Kit liveness detection, and iOS native Face ID through
local auth to make sure that both account-level and transaction-level security are
protected by separate but complementary methods.

The process of making the product also gave us a lot of chances to learn. The
developer's first mobile app project using the Flutter framework required them to learn
Dart programming, Flutter widget lifecycle management, i10S platform integration, and
mobile-specific security practices all at once. In Chapter 3, we used the incremental
development model, which worked well for managing the complexity of a multi-
module system. This made sure that the core infrastructure stayed stable before we
added more advanced features. We made the system more stable and fault-tolerant by
making specific engineering decisions to fix each of the technical problems we ran into,
such as Stripe multi-account webhook routing, preventing duplicate payments,
calibrating the ML Kit threshold, fixing the Claude API response parsing instability,
and fixing the ExchangeRate API limitations.

In short, the proposed e-wallet app shows that a single mobile platform that
combines personal wallet management, group finance, Al-assisted bill splitting, and
support for multiple currencies is both technically possible and useful in an academic
project setting. The system directly addresses the structural fragmentation identified in
the literature review and provides a comprehensive solution for the collaborative,

secure, and cross-border financial management requirements of contemporary users.
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7.2 Recommendation

The system has fully met its goals, but there are still areas that need to be
improved and expanded for future development. The suggestions below deal with both
the known problems with the current implementation and the chances for adding new

features that would make the platform even more useful and profitable.

7.2.1 Migration to Production-Grade Stripe Integration

As explained in Section 5.4.5, the current Stripe integration is in test mode and
has nine separate accounts set up for different currencies. In a production deployment,
this architecture should be changed to a single Stripe account that uses Stripe Connect
and Stripe's built-in Currency Conversion features. These features support transactions
in multiple currencies and automatic exchange within a single account structure. This
would make setting things up much easier, get rid of the nine-account webhook routing

overhead, and make the payment system more scalable and easier to maintain.

7.2.2 Integration of Redundant API Providers

There are three external API services that the system's core features depend on:
ExchangeRate API, Claude API, and Stripe. This makes the system vulnerable to
single-point dependency risks, as discussed in Section 6.3.3. It is a good idea to add
secondary API providers as backup options for each important service. Open Exchange
Rates and Fixer.io are two other places you could get exchange rate data from. For
receipt parsing, a secondary Al model or an on-device OCR solution could be looked
at as a backup for the Claude API. Adding a provider-agnostic service abstraction layer
to the Node.js backend would make it easy to switch between providers without having

to change the client-side application.

7.2.3 Extension to Android Platform

The current implementation is only for i0S, as the project scope says it should
be. Since Flutter natively supports cross-platform deployment, adding Android support
to the app would greatly increase the number of people who could use it with only a
small amount of extra development work. When moving to Android, some important
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platform-specific things to think about are replacing the local auth iOS Face ID
integration with Android Biometric API compatibility, changing the Google ML Kit
configuration for Android deployment, and doing thorough testing on a wide range of

Android device models and OS versions.

7.2.4 Formal User Testing and UI/UX Refinement

As stated in Section 6.3.6, decisions about Ul and UX design were made without
any formal user research or feedback collection. It is suggested that future development
include organized usability testing with a representative group of target users, using
methods like think-aloud protocol testing, measuring the task completion rate, and the
System Usability Scale (SUS) evaluation. The results of this kind of testing should help
improve the application's navigation structure, information hierarchy, and visual design
over time so that they better match what users expect and what is standard for financial

applications.

7.2.5 Expansion of Supported Currency Portfolio

The current system supports nine international currencies that were chosen
because they are useful to Malaysian and ASEAN users. In the future, this portfolio
could grow to include more currencies that are important in the region, like the Chinese
Yuan (CNY), Euro (EUR), Indonesian Rupiah (IDR), and Vietnamese Dong (VND).
This would make the platform even more useful for people who do cross-border
transactions within ASEAN. To add support for more currencies, you would need to
register a Stripe account in production mode, set up more exchange rate APIs, and

update the schema to include the new currency codes.

7.2.6 Cryptocurrency Support

The project scope makes it clear that the current system only works with fiat
currency and not cryptocurrency. As more and more young people who are active
online start using cryptocurrencies, adding support for popular ones like Bitcoin (BTC)
and Ethereum (ETH) would make the platform much more appealing. This would
necessitate the integration with a cryptocurrency exchange API, the establishment of a

crypto wallet architecture that is separate from the current fiat wallet model, and
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adherence to the applicable regulatory standards governing digital asset transactions in

the intended market.

7.2.7 Web Platform Extension

The current version only works with a mobile app interface. A companion web
application would let users manage their wallets, see their transaction history, and split
bills from their desktops. This is especially useful for shared wallet management and
bill creation, which may be easier to do on a bigger screen. You could use a JavaScript
framework like React or Vue.js to build a web frontend that works with the existing
Node.js RESTful API. This wouldn't require many changes to the backend because the

API contract is already separate from the Flutter client.

7.2.8 Implementation of Formal KYC Verification

The current account verification system uses Google ML Kit's liveness
detection to make sure that a real person is present with their eyes open, as explained
in UC-04. This is a good way to stop automated account creation, but it doesn't follow
the formal Know Your Customer (KYC) process that most financial regulatory
frameworks require. It is best to add government-issued identity document verification,
like MyKad for Malaysian users, to the liveness detection for a production deployment.
This can be done through a third-party KYC provider like Jumio or Onfido. Formal
KYC compliance would be required to run the platform as a licensed financial service
provider, and it would greatly improve user trust and the platform's standing with

regulators.

7.2.9 Enhanced Multi-User Concurrent Testing

As stated in Section 6.3.7, it was not possible to fully test multi-user concurrent
scenarios in the testing environment for a single developer. In the future, automated
load testing should be a part of development. This can be done with tools like Apache
JMeter or k6 to simulate multiple users interacting with the Node.js backend at the same
time. This is especially important for shared wallet operations, where race conditions
can happen when two people try to top up or pay at the same time. Automated test suites

that cover the whole use case matrix should also be made to replace the manual black-
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box testing method used in this project. This will improve regression coverage and cut

down on the time needed for validation at each development increment.
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