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ABSTRACT

Last-mile delivery is widely recognized as the most complex and expensive stage of the
e-commerce supply chain, often characterized by high fragmentation and limited
observability [1]. Challenges such as "porch piracy", the theft of unattended packages, and
the lack of structured Proof-of-Delivery documentation lead to significant operational
inefficiencies, including payment delays and unresolved customer disputes [2]. [3]. This
project addresses these vulnerabilities by introducing a Zero-Trust Visual Verification

Pipeline delivered through a standalone React Native mobile application.

The system utilizes Exchangeable Image File Format metadata as a core novelty to enhance
delivery verification. By extracting and validating high-precision geolocation and timestamp
data at the point of capture, the application ensures that delivery evidence reaches a
forensic-grade standard of precision [4]. This "Gated Capture" mechanism is further
reinforced by a Siamese Neural Network, which provides temporal image validation by
measuring the similarity between delivery photos to verify parcel identity across different
stages [5]. [6]. To maintain operational continuity in diverse environments, the architecture
includes an adaptive accuracy algorithm for GPS-denied scenarios and a building detection

model optimized for edge deployment.

Developed within the Expo Application Services ecosystem and supported by a Supabase
cloud backend, this system provides a secure, tamper-resistant framework for logistics
tracking. By binding parcel unique identifiers with verified environmental context, the
proposed solution transforms delivery records into legally defensible assets, ultimately

strengthening transparency and reducing fraudulent claims in last-mile logistics [7].
Area of Study: Computer Vision, EXIF Metadata

Keywords: Mobile Application, Proof of Delivery, EXIF Metadata, React Native, Machine
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CHAPTER 1 Introduction

1.1 Project Background Information:

E-commerce, refers to the online buying and selling of goods, service, and data over the
Internet and other electronic devices[8]. Especially after COVID-19, the shift from physical
purchase to online purchasing of goods has been significant. Malaysia is ranked as one of
Southeast Asia’s top e-commerce markets, and is projected to rise steadily from 2024 to 2029
[1]. Especially on the Business-to-Consumer (B2C) segment market in Malaysia will grow a

Compounded Annual Growth Rate (CAGR) of 17% until the year 2023, stated by [2]

MB2C E-commerce value

16 , 1699
W 12.8
12 10.95
10 9.36
- 8
= 8
a
“ 5.8
[
3.9
4
2 I
0 -
2m7 2018 209 2020" 2021" 2022~ 2023~
Year
Source: J.P. Morgan, iFAST compilations. Data as of 16 June 2021 iFAST
*estimated value with 17% of CAGR.

Figure 1.1.1 Malaysia B2C E-commerce value projections

1.1.1 Industry Example: GDEX

GDEX is one of the Malaysian leading logistics and courier companies that are in prime

position to continue capturing the future growth in this industry. During the COVID-19
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pandemic, it has done a 14.5% growth in express delivery revenue (2019-2020), and 40.7%
growth in the logistics segment (2020). It is obvious to see that companies like GDEX
highlight how e-commerce growth directly increases the burden on courier systems. The
growth proves that the expectations of demands increased within the express and logistics

service from these online business activities. [2]

1.1.2 Challenges faced by Logistics and Courier Companies:

According to Statisca [3], more than 75% of consumers prioritize secure delivery and
tracking as the most important element in the e-commerce delivering process. Therefore,
logistics companies like GDEX should decide the systematic and structured approach in

optimizing their delivery process.

According to a survey done by PwC, one out of every three customers [4] will stop shopping
at their favourite store after just one bad experience. It is important for businesses to make

sure their delivery system is easy, effective, and enjoyable for customers.

When do consumers stop interacting with a brand they love?

I
I I
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— —
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— — —
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— — — —
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After one bad experiences After several bad experiences
@ Al Countries us - LATAM
Q: At what point would you stop interacting with a company that you love shopping at or using?
Source: PwC Future of Customer Experience Survey 2017/18

Figure 1.1.2 A Research Results on at what point consumers stop interacting with a brand

they love
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POD systems refers to the documentation that validates the customers have received their
goods. Many organisations nowadays have moved to electronic POD (ePOD) to help

automate and increase efficiency of the process [5].

In modern digitalized POD systems, it enables logistics teams such as drivers, technicians,
and other field personnel [6] to quickly capture and retrieve order records with associated

proof such as Photos, Digital Signatures, Timestamps, Geolocation data and more.

The use of POD systems increases accuracy by eliminating disputes via captured time and
geolocation data. It increases transparency by having a centralized system for internal
tracking. And also reduce paperworks, speeds up confirmation and record-keeping processes,
thus enhancing operations efficiency. Parcel delivery companies, such as GDEX, need to

integrate such systems to prove that a package was delivered at the correct place and time.

1.2 Problem Statement and Motivation

1.2.1 Problem Statement

Unstructured and Fragmented Proof Of Delivery Image Acquisition

The existing legacy process requires couriers to capture multiple separate photographs, one
for the parcel and another for the delivery environment. However, POD imagery is highly
dependent on human intervention, frequently resulting in unstructured outputs such as blurry,
low-quality captures that lack environmental context. Without a unified capture interface, not
only this fragmented workflow increases time spent at each delivery point, it also introduces
inconsistencies in how visual evidence is recorded across the logistics network, such as the

spatial relationship between the parcel and the building.
Weak Forensic Traceability and Absence of Mathematical Certainty

Standard POD images are often stored as raw files without intrinsic, verifiable metadata.
Without embedded digital fingerprints such as geolocation coordinates and synchronized
timestamps, these images lacks the forensic weight and mathematical certainty required to
verify delivery authenticity with absolute precision. The weak forensic traceability

complicates auditing processes, particularly resolving customer disputes. Moreover, the
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absence of structured metadata diminishes the image's overall value as a verifiable digital

evidence, reducing the credibility of proofs submitted to the final customer.
Lack of Cross-Temporal Location Authenticity Verification

A critical gap exists in the industry’s inability to perform cross-temporal authentication,
where a current delivery capture is verified against historical data of the same location. This
creates an exploitable vulnerability where mistaken deliveries at visually similar but incorrect
locations goes undetected. Currently, the only mechanism to mitigate this issue is through
manual image auditing, where officers must reconcile thousands of daily PODs to ensure
completeness and correctness [9]. This manual pipeline is resource-intensive, prone to human
error, and inherently non-scalable, resulting in operational bottlenecks and frequent "second

delivery attempts" when real-time location verification fails.

1.2.2 Motivation

Logistics companies typically are linked to a process called Last-mile delivery. It is the final
stage where parcels are moved from the Logistic Hub to the Customer, and is widely
regarded as the most complex, costly, challenged stage of logistics [7]. The increasing

demand of Last-Mile Delivery has put significant challenges on last-miles companies.

The Last Mile Delivery has the highest chance of mistakes such as wrong address or
misplaced parcels. Customers tend to face the problem of stating “I did not get my parcel”,
creating tension with the company. Since Last Mile Delivery is the only stage where
customers directly see, it serves as a unique and significant stage where trust is built between
customers and the company. However, blurry photos, vague GPS tags, and unstructured
proofs of delivery reduce customer confidence, even if the parcel was delivered to the correct

location [7]. Therefore, there is a need for trust and transparency.

As customers' expectations are rising, the standards are set by Logistic and Courier giants like
Amazon Prime and Walmart. By using effective POD systems, it gives customers a peace of
mind and gives the company a competitive advantage, since a structured approach serves the
purpose of reassuring customers. In Malaysia's growing e-commerce market, companies that
could achieve the best clarity, proof, and trust in Last Mile Delivery could stand out

significantly against larger competitors.
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Moreover, there have been cases where customers make false claims that they have not
received the package [8][9]. In the case of business disputes, having a weak POD system
positions the business to face legal issues, additional financial disputes, and reputation at risk
[10].. By failing to offer strong legal protections, it leaves business vulnerable to fraudulent
claims and lawsuits. Alternatively, if a customer has truly not received their package [11] an
unreliable POD system makes it hard to find cause of such discrepancy, especially if it is
delivered to the wrong address. The process of reverse engineering, and reverse tracking tend

to be complicated, and require a lot of time and professional efforts.

With the issues of Last Mile Delivery, this paper proposes a method for modern POD systems
to leverage forensic-style analysis, specifically EXIF (Exchangeable Image Files) Metadata
that are stored within image files to strengthen credibility, customer trust, competitive
advantage, and serve as a more robust legal proof. Captured in a structured manner, when
extracted and verified, EXIF acts like a digital fingerprint, adding an extra layer of

trustworthiness to the POD evidence.

1.3 Research Objectives

The primary goal of this research is to develop an intelligent, standalone package delivery
verification system that transitions the proof-of-delivery process from a manual, error-prone
workflow to an automated, forensically verifiable pipeline, especially in the Last Mile

Delivery Phase. The specific objectives are as follows:

1. To design and develop a structured Dual-Layer Head-Up Display (HUD) capture
interface that utilized computer vision (CV) to simultaneously recognize parcel
barcodes and building structures. The computer vision functions are achieved via a
fine-tuned Machine Learning (ML) model. This objective aims to enforce a
standardized capture protocol that simultaneously consolidates and records both the
delivery environment (building context) and the specific parcel identifier in a unified
visual frame. The approach directly addresses the current limitations in forensic
traceability by embedding crucial contextual information directly within the visual
evidence [10].

2. To implement an Exchangeable Image File Format (EXIF) based Metadata

Injection Pipeline capable of embedding high-precision geolocation and temporal
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data directly into the captured delivery imagery header. This objective focuses on
establishing mathematical certainty and forensic traceability, transforming raw image
files into verifiable digital evidence that resists the ambiguities typically found in
legacy POD systems [9].

3. To develop a Cross-Temporal location authenticity verification module utilizing a
Siamese Network deep learning architecture. Whenever a new POD image is
uploaded, the system should retrieve historical images based on the geolocation
extracted from the current image to verify that they depict the same building. This
objective seeks to mitigate mistaken deliveries by automatically comparing real-time
delivery captures against historical baseline images of the destination, thereby
providing an intelligent layer of verification that does not rely on manual auditing or

resource-intensive human reconciliation [9].

1.4 Project Scope and Direction

The scope of this project encompasses the development of a comprehensive Proof of
Delivery mobile application designed for logistics operations, specifically in partnership with
GDEX. The system integrates EXIF metadata injection, geolocation gating, computer
vision-based barcode recognition, and deep learning-powered location verification (in both
Building Recognition and Siamese Network Validation) to transform traditional manual

delivery workflows into an automated, forensically verifiable pipeline.

1.4.1 System Boundaries and Core Functionality

The developed system operates within the following boundaries:
In-Scope Features:

e Structured Image Capture: Dual-Layer HUD interface that enforces standardized
photo composition via real-time overlay guides, simultaneously capturing parcel
barcodes and building structures in a unified frame. The upper layer provides framing
guides for the background building, while the lower layer guides capture of the
physical parcel with its visible consignment note.

e Geolocation Gating Algorithm: An adaptive GPS accuracy verification mechanism

that enforces a high-precision geolocation capture (configurable threshold of <10m)
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with a time-bounded (e.g., 5s timeout) fallback for GPS-denied environments using
network-based or last-known positioning.

e EXIF Metadata Injection Pipeline: Client-side embedding of geolocation
coordinates (latitude/longtitude), timestamps, and device metadata (e.g., Make,
Model, Orientation) directly into JPEG image EXIF headers, creating tamper-evident
digital evidence, and plays the role of a Future Reference Point for the Siamese
Network Verification.

e Computer Vision Parcel Identification: Computer vision based real-time barcode
localization, integrated with Optical Character Recognition (OCR) for automated
parcel Unique Identifier extraction.

e Edge-Native Semantic for Building Recognition Validation: The component
encompasses a lightweight, edge-native building recognition module designed to filter
visual data prior to database submission. Utilizing transfer learning, this module is
fine-tuned on the MobileNetV3 foundational architecture. The model was trained
using a specifically curated dataset of 578 terrace housing building images in a typical
Malaysia residential area. The model functions strictly as a real-time semantic
gatekeeper running directly on the mobile device's CPU.

e Deep Learning Cross-Temporal Location Verification: The development and
implementation of Siamese Deep Neural Network trained on close to 100 distinct
terrace housing building in a Malaysia residential area, the pairing generated more
than 1000 datasets to be used as training sets. The Deep Neural Net computes
high-dimensional feature distances between paired visual inputs. The scope of this
module is to compare newly captured POD images against a database of historical,
geolocated baseline building images to confirm delivery location authenticity and
prevent misdeliveries [11]. This module is implemented as a functional independent
Web UI, demonstrating the system's ability to verify current delivery images against a
historical baseline.

e Foundational Infrastructure: Following the Siamese Network Feature above, this
features describe the development of a "Grounding Infrastructure" that links EXIF
metadata as a "Foreign Key" to query historical data—a necessary prerequisite for
autonomous logistics.

e Asynchronous Client Notification & Verification Portal: Leverages native
Operating System (OS) share sheet protocols to interface directly with third-party
messaging platforms (primarily WhatsApp). The system dynamically generates and
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transmits a secure landing page URL, granting the recipient immediate access to view

the verified delivery image and its associated spatial metadata.
Out-of-Scope / Limitations:

e Real-Time Live Database Integration: Automated real-time retrieval of historical
POD data during active delivery operations is currently out of scope. This
functionality requires a full-scale API integration with GDEX’s proprietary historical
database, which contains millions of records beyond the scope of this project.

e Live Operational Autonomy: While the Siamese Network is functional, the "Fully
Autonomous" trigger, where the Al makes a real-time decision to authorize a drop
without any human oversight is treated as a Proof of Concept.

e Nationwide Deployment: The system is optimized for residential environments and
was tested using a curated dataset of approximately 1,000 housing structures rather

than a nationwide industrial rollout.

1.5 Contributions

This project introduces a paradigm shift in logicstics Proof of Delivery (POD) by moving
away from manual human auditing with Artificial Intelligence driven verification. This
comprehensive system significantly enhances the accuracy, efficiency, and trustworthiness of
last-mile delivery operations, thereby contributing to the broader goal of sustainable urban
logistics [12]. The novelty of the system lies in the fusion of three distinct technologies into a

unified Zero-Trust Visual Verification Pipeline:
1. Edge-Native Semantic Validation (Building Recognition)

o The system introduces a proactive, edge-native gatekeeper via Deep Learning
model (MobileNetV3) directly onto the mobile CPU. Which is a huge
contribution compared with current industry standards that accept any raw
visual inputs and rely on manual back-office review for dispute resolution. By
forcing the system to semantically validate that the camera frame contains a
building before capture, it completely prevents fraudulent or erroneous data

from ever entering the database.

2. EXIF Metadata Injection into POD Images
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o The Mechanism: The application intercepts the verified image and
permanently binds hardware-level EXIF metadata (GPS coordinates, altitude,
heading, and milliseconds) directly into the file. It elevates a standard POD
image from a subjective photograph into an objective, mathematically
verifiable data node. It creates an immutable digital anchor that ties a
mathematical link between a physical location and a digital image. This
ensures that every POD is not just a photograph, but a forensically traceable

digital asset.

e 3. Cross-Temporal Visual Geofencing (The Siamese Network)
o The Mechanism: The architecture leverages the EXIF metadata to query a
historical database, fetching a baseline image of that specific coordinate. A
Siamese Neural Network then calculates the high-dimensional feature distance
between the new POD and the historical baseline. This creates an infinitely
scalable, self-improving verification loop. Overtime, the system is able to
built and construct a cluster of visual maps that accurately represent diverse

delivery locations node.

While EXIF, Convolutional Neural Networks (CNN) for video frames processing, and
Siamese Networks exist independently, this research is novel in its Architectural Synthesis.
By linking these three distinct layers, the integrated approach significantly mitigates the risk
of tampering and fraudulent claims in last-mile delivery logistics [13], [14]. [15], while also
providing a grounding infrastructure needed for achieving fully autonomous logistic delivery

in the future.

1.6 Report Organization

This research report is structured into seven chapters, guiding the reader through the
conceptualization, design, implementation, and empirical evaluation of the standalone

package delivery verification system. The chapters are organized as follows:

e Chapter 1: Introduction — This chapter establishes the project background, using
GDEX as a primary industry example to highlight current challenges in logistics. It

defines the problem statement, research objectives, and the project's scope, providing
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a foundational understanding of the system's intended contribution to the courier

industry.

e Chapter 2: Literature Review — This chapter explores the technical foundations of
the research. It focuses on the nature of metadata, specifically the Exchangeable
Image File Format, and examines existing methodologies for metadata extraction. It
also provides a comparative analysis of similar applications to identify current

technological gaps.

e Chapter 3: System Methodology/Approach — This chapter details the phased
development lifecycle of the project, from the Minimum Viable Product to advanced
computer vision integration. It presents the three-tier system architecture and utilizes

use-case and activity diagrams to map out system processes.

e Chapter 4: System Design — Chapter 4 serves as the technical blueprint of the
system. It covers database design, front-end interaction modules such as Barcode
OCR, and the logic behind geolocation gating. Significant focus is placed on the
design of the machine learning components, including the Building Detection model

and the Siamese Network architecture for image verification.

e Chapter 5: System Implementation — This chapter documents the physical and
digital realization of the system. It details the hardware and software environment and
describes the operational implementation of core features. It also discusses the
practical challenges encountered during development, such as dataset curation and

environment volatility.

e Chapter 6: System Evaluation, Field Testing, and Discussion — This chapter
provides a rigorous assessment of the system’s performance. It includes mathematical
evaluation metrics for the machine learning models, confusion matrix analysis, and
qualitative results from live operational field testing conducted with GDEX. The

chapter concludes with a discussion on the system's operational limitations.

e Chapter 7: Conclusion and Recommendation — The final chapter summarizes the
research findings and reflects on the project’s objectives. It acknowledges research
limitations regarding the Siamese network and geographic constraints while

proposing a strategic path toward full autonomy and future system improvements.
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CHAPTER 2 Literature Reviews

2.1 Understanding Metadata: What is Metadata?

Metadata is pervasive in our modern informatic systems. By definition, it encapsulates the
information about the item’s creation, name, topic, features, hence sometimes called the
statement “Data of Data(s)”. According to Jenn Riley[16], the core features of most software
packages we use everyday are metadata-driven. It is the key to the functionality of the

systems, enabling the person of interest to find essential information about this data once

extracted. [17]

Creation date/time
Compression scheme

Metadata Type Example Properties Primary Uses
Descriptive metadata | Title Discovery
Author Display
Subject Interoperability
Genre
Publication date
Technical metadata File type Interoperability
File size Digital object management

Preservation

Preservation metadata

Checksum
Preservation event

Interoperability
Digital object management
Preservation

Rights metadata

Copyright status
License terms
Rights holder

Interoperability
Digital object management

Structural metadata

Sequence
Place in hierarchy

Navigation

Markup languages

Paragraph
Heading
List
Name
Date

Navigation
Interoperability

Table 2.1 Different Types of Metadata, Example Properties, and Primary Usage
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Firstly, Descriptive Metadata stores the information for finding or understanding a resource.

For example the title, author, subject and keywords of a book.

Next, we have Administrative Metadata, that serves the purpose of managing resources.

Within this umbrella, it can be further divided into 3 sub-categories, namely:

e Technical Metadata: that contains file types, formats, and info to decode or render
files

e Preservation Metadata: for long-term management, such as checksums, migration
or emulation

e Rights Metadata: can be used for the protection of intellectual property, and licenses

(such as the Creative Commons License)

Thirdly, is Structural Metadata that describes relationships of parts of a resource. For

example, the sequence of pages, table of contents and more.

Lastly, is Markup Languages, which mixes metadata and content with flags or tags. It marks

structural and semantic features such as paragraphs, formatting, or semantic info.[18], [19

2.2 The Exchangeable eImage File Format - EXIF

According to the paper, the Exchangeable Image File Format (EXIF) is a tag structured for
embedding metadata into image files. It originated from the Japanese digital camera industry,

and is now supported by nearly all digital cameras and mobile smart phones. [20]

On a technical side, the file formats that EXIF data are compatible with are TIFF and JPEG.
It is notable that EXIF does not support JPEG2000, PNG, or GIF files. Social media
platforms such as Instagram or Facebook often stripped off EXIF data of a post, but it is still

possible that the Image embedded geolocation has been read and stored before removed.
EXIF stores multiple types of metadata that listed below:

e Technical metadata such as pixel dimensions, ISO settings, aperture, lens info and
more

e Administrative Metadata such as data and time taken

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR 24


https://dummy-citation.com/citation?d=z%3ArVldbBxXFXabQAoqEhRVClSIW9qADdn17G%2FsNE38FztOndSNk7rwgHp35u7utWfmbubH6w0CnKpVn3hoi2gptIKqLRChShQJlIeqASohVHiAAkLiARTxRot4bc0D37l3Znd27RQ7QYpjz%2By9557zne%2Bce87ZRy4P7WvYzdhfnXfW7y5VxwQvOU6uUK2XcmWnWM6NjZecnMVLY%2BP1ap0Xxu2Gq2weqeDy0E0rLd4Qp2OvJgJeqqtANqS%2F12s59ROy0XTxE4VYJfUGqfzwictDNzu1mlq%2FPLS33hS0YPPY5p%2F%2FuDE0NOS4oh5tTliXXqInO1KtzYnyb749gQfRlk7U3JxYvPRDPA1lTr15JwJf7Ak8dPBNekgFHn%2Fg0e%2FtWmAheqMn8PBr%2B%2F6eEVj%2Bx9v02Q0IvPdT1sMZgUfe%2FvDuTe4TeOyrD2U1rL5%2BiO1a4Oefu60ncOJfV7JOeeDiL0j%2Bbp3yAskwAqfYF%2Fu9%2FNj1eDkjcHrRy2K4eOlLV65HIGlhBM5sXOzX8Ov0eAMCj7%2F6SSJeT%2BDj16Vhz%2BTZq%2FkssRcvvXI9Ar9Pm4zAE7dN9Wt4efeRYl16vidwfurBrMA7vvzR6%2BHhvh6GJ4OVrJcfuPjT3Qvs0%2FC%2BF77W7%2BXf7szLf%2BkXSFYagQt%2FeLJf4IXdJwfkQzLLCDx988v9Al8fdIo4H6tIdPa%2BdbYpQyZ8XnNFyKKmYNxRLUrCTNX1s8v9RoyNjIeMM085wpV%2BgzliTdqCIZmzUHmChVEQ21EccJcFwjVpvClbIYlxlB17wo9yrlwVTPrY5OkVTNVWhB2Fh9nVjRdYU%2BJ6COxmhw1PMlv5EZd%2ByKZG9IcqcEQgHKi3wm3h23pRXbmuauNtrZOus1VO2XYcBFgj2LCss0kyw6fPy2yJVA0EBEQstJvC4137Qja8XJpmS%2Bat9FmLB5G0Y5cHI6zJ1wCAGyp8EAXKiW0cCpMVIcEjzqJOi1AhOIQryFhtAf3mPrSOokDW4kiwNe7GIsyz08oX0AuohwfZQ6cWABJU8FXEWoFakw6OgwSvFUcaKcAaQi8fGsFNink8WI1bbBjn4YlUGMmzs3BXnbsuBzqJ92rwlqiTOXRGKoLxNgdAOJvB%2B03pOAAIGNKOOrcj%2FMEjvSM5h1bF2JsLBHeIK9qqOIxxWod2OiKUDXPIGm7xGsEmYRCOYZ7gPsCpxy5zxbq0YYuMhIezfRjpc8Oa1A95NhWTAt19xhQVArusZKhEaHHbhhmSVIIa3KgACOmtCvJsMoRFgSZv8hkPQhHQdjjIFoEvnIPsSCQjVxydlb4vGhysW%2Bar4sioeattPVJzVW3LAv1SG1lTUVMr04q6%2BLSF6%2BaI7CBLCqQfRhzHggEVrQ7oC1uisOcbzRC9HwqGMgSJ4E%2FueiqMEKmRRHzBVcp4hAgpglYgDE%2FSfaCmC%2BP9TnpwIEBXaZuoQ8ymp2GdOEiKI8AAtts5yHwhHE2ymmBiHaLDEAbAWYOuIlTJIIp8incSnMa60YbiwagZA3QYTRQ9e3yezcWgOBIJhR09T2O7QrzFHitahcqIxhQhwkRLRsqTF4gIYp17LWCrCQGCrkoYm8kv%2Bsw8EyGMEZvHrrifocTvtFWwennoI01eg6pgd2ffJKnhiBpHQEJLIlsfICQ0wa2XHpqwtiYQKOdj0Je5co38QHjTfjIC8erFvow6em3L5R1KWPAJ4EH%2BoIRCMMooz%2BbxFzHQ85RPUuxVX7Vd4TSwQ9uWHA9XrolOhh2Z7JlnJ8CeNRGYBAJ5nLUUEO%2F6R2fndKfOU2n%2BzrMl2glnIlZaKkRuM0kO7l6TKg4prMlYJ%2BBteI%2BYq%2B1scbAQ3EizFJ3cluC%2BVsuVF7TJxEGduygUuokLZoN8ccAUkiUMOGgSjtkYIiGoel0n%2BSQVLaWqL4saoccd2fBMSiEmghy%2BihtNTdVYujiYka%2F7DgVpEEBh5kKDp%2FLsfmihsWAOIgyAxDJs6hswEJnN5MJAJ6pk52FNygZyJ2FHhoZNKEThkRyTydRm%2Bz16i3QkiGVH9HFL2DKBKllBguoSezWjejpn075ROnUXudtBKrAjYoxCPjc8rMuAHNRWie55gJdsEj2gwthubrGS8qe%2B%2FBFqHJ9GhNj9ywuJh2BGpFzVQPLNs9k48IEYLU3Zr1lA%2B9JrqsYpb1BOGpDQATtiaKEJp%2FMXkpPO9HEE3gjUA7iFpCspopMTIBSM1hcrtCK8sElQuYDUoguSJAlAtktA64QEx6kWWEzrvdiNZI7Sr0Ng6et5PQoBPnwDAVoRrA54jY7uGIOQ1nFbIOWKNZiFO99s73IClISaLkOhYJIjluMFgi85wDjXhAsdoxNhApYDmVRJJPBESiEM4aQUQ80HR4AZ8B3qPlxbfdleV1ekhbZEH2RKOazz1RrWAOD%2BKiK5GnUKoGiksoqOxFGqnXHfVjhqImpTRuhCYMKXXN%2F1K%2BU9c3GA3w1crfRkINTRBrSpBmxLkNHjLV0zad%2BIACOBhtHOQWgn2Si5hOhKRK52wDsTJOZo5B%2BuU7VsBIYpyEajpFBKBlz%2BukQ0LELIdM0zwQ8jYTp08leJqkQVnSYdid06aQSolBFmlBmQldu6PsLJXgu3FRFChiHqOU20FMoud7XTjECNpt1EYibf6Pe2q2JY1M3h%2Bh3d8emV0qLLSpdL5EIqneAFmKuDN5sldEpEMUSex11OSSlJ7hCDq9AIAbb43IPbzA3C7KZCCY9n2gGLTN1qLm4HDJMgI0lGbLpETnKFIaOTR41JNBLODMxsFK1iJWeNe0nRLoJ53FKXh%2FY0eIzKLQg3XIiHMbP4AUxWvmJBKdRW6587ifuAeJkmZxjFjvu20rEyj8tUaha7uqahEhriMIu62fG5J%2FC7XueedDv1aamiSIoG1vpiFpxVDt3kQ9ssPas8HiZL5WygyzGbm%2BW2dDCK%2BqDtKHm%2BYOXLlmWNrkRC5gvlMQtXRc3fwP%2Bhf1EWC9VirlK1SrbHGyvFSrFUtcrjRcslFk1qdOadqFAuFItjh4rFSmWsPF4uYP14k1ZwGL%2B63Nu2oomk4VxBBVQFnDlrDJFbw9WI%2BDGI3qRtaZ87dYYdX1qcnD7OkKXpaWF%2BaensKngKOG1xLnDX880oaoWHR0dXDMJhno4VDhBF6aCChrZrFEO4UbKtEcY1NDGE06pufFxxFo83YbFQ9ftQaWVfgx2IQqx1bdRCzlRnWsV%2BdHsUCLrAKact4yIO9dv9BxJfF2ZNmru%2Fe48cZAsm8mA2Nzyk6E3v%2FdAhjW5BN%2Beu35maA89o7bd4p29AaVfFIas%2BxnNirFzOlUXpUK5mcztn1yy7XEQTUy5VrzGgLO9gQPnUdg35u7f8mFrwpCGff%2FOfNO8yDfnRq%2F%2FOjl3uHXtsYAaxZ3uBL9MYIxX41%2B%2F0hmvn3vlEdqgx8aQYGK5tK3Bz7pcZgcPTv%2BoNNT5WuSs7dhl74hsDw7W92wic%2BNBUSOduJ3D%2Fa1PZGcTU6Y%2FvUGBmqNEn8C7r1iyGU6cPDIyuthN47L3Zp69l8sjv99JDV%2BCjzw5MSbYVuBlroBKB%2BQMv9eY4uWevkFtTgV94dnkHJkPDZzIaFve82RNovXpvVsOjrzo7EbgZ353BMH%2FgBz3aFJ%2B%2BI4uhdefQzjAc0DAzef%2FKu1keFp%2F50cAs7BpejjKR0ueU6sNXsgKn5v60E6f0a9gncPwnR7ImT7xS3b3JfQLv%2BdbtWacceet3A6G3I5N%2F1htQHn3ub1naTD36HiFwAxhO7jmRHeXvDMP3Ezj1c52IugJP3r4Tk%2FdfqV1L4Iy7p8%2FkxV%2FfIG3mXpzsE3jy0zvw8vsJnH%2Fo%2Bf%2FBw3SE%2Bs6sbFAzWjispxuo76mYoXs6RM1jasPpUwtUu%2Bp1xcPsQVTHKAup0NJTSNqlexgzoNEDrjybSTuapWS2aqZCp3D56ppyWk8P%2BjZ1W2%2FhO5J3B3S6ltZj2qTM6lXFdaFbabRcc2wmKykZPtEOXMBUfdPwqXsIbmi0i1Dp6sZ365j3Xt14jg2LfCNvCtn5c6hO2JxynSmlVjGbHJBOO0lPiZmHbob0LJBAQPPSHQTTXPibpttGyT6Mo1DCT%2BKokcNMxChIOvAAO5LLMZS7kaiRmvrR4x5VGvSnGT%2BRHD3Q1S0RSaJWJRFVU05Hr3VFQ%2F%2BuK0wW6Y9IiS24QBpmNbrHwYgRnTxBkzS%2F5PWcdruevWAYdD42c1bCzOdrspGMbgakejGg1m7SYKMCoRY%2FO%2BsZ2BA2dQsdxi3qRMh%2B6gR0W9clCE2EMG7q9ioEOMq5pIXudczQdOtQ3nQF2AQRaFlp%2Fs18zXza3YoDmiho2pzumsXd0RmJ6Ru06QBxtDbJVEpi5E7bkmNy%2Bpyko0g2AMSEPzNU8yJm0LloJebmF5ZGjhEAqNMDiQHFmoD0ZWrI9NRc94IZA2hwrHc2jQKwwpyF2HRIEE0bMQrEEMpvpJKI7%2FodNdI4mZrW3nSwLwLTyX4STJmjj7F5fRwaVomT9Jcrbe0ooguGrOiyqJyn2TlFn4fzEJ80RDNfPCDs59gSnJo0YxrHScdU7aDEcBMVcZAbMV0lx%2BAe04NAebA5cfocm3Qb4E%2FU9KSNzTPop5NpCLkSengcc7vuppzelUBvtDKq0LcbmCwuLZw1lfmZmVnEcTpcfePx%2F1CyTIart27TDxaswX7wA9fuB8eE7n%2F2mlahPQ0FkHyCDlpANM4YPGvz62vKBWX37%2B9rBy9u7fHEmQuixU2Lt34nBluLAmLYKXwvxDu5MxRsZNIJ4eOIpfyW3m8N3UWhUqiM2jJftKxivljOl%2FPjmQbwEWkVxku5anmsLAulaiVXLIwXTSt4CL1ecaxQKQ%2B0gsXieKlUKVYrlUKxWixZ5aqVbQW72%2FpbQauYswr4t30ruF7oA4ido7kqEXMxJeskuCTBki6kfV3iZNpWtdvtvCMaQdyBuDyIikbLpAfquKjb2gYP6h7%2FH43jLds2jkNJ33jslJmFL6Sj%2BKsbT1FqQUz3bsauebkz9PUj9ZTpDCjTRX52my5yG7v%2BCw%3D%3D
https://dummy-citation.com/citation?d=z%3ApVnNjxxHFd8ER3CBAwcUuFBSPnBgu3d2Zna96yiKnbU3u8aOV1k7iUFIVHdXT5e3p6upqp7ZyQFtuHFDIkhBghviwpmDL4gDEiDEIRcQnJDFfwDKxULi9151z8zuOh%2BSJXt3errq1fv4vd97r%2Fa9ByufH6VFUx3tZ8fP58P1ze3tpBf10mw9GqaZjGQ26EXDfn%2BwvpX0tpJLw1FpUumNfbDy1P1ajtQbzThRNl3f2siN1SNdXRjXWb6nR0WJ%2F95hneYt2lTuxw9Wns6SxBw%2FWLmQF4oWPHr1o7%2F%2F7fsrKytZqXL%2F6Er%2Fj0%2F%2FC0%2BpN%2FWjKzsf%2FAqfV9RUZ754dOW2%2FQ89Lp377POfLnHzL%2FfoKUi8dvMPYknirc0Pf%2F%2BEEq%2Bv%2FHtZx1v95%2BmAJ5L42wunJG5%2B%2BKQSd%2FVz5NRO4ovh3adJvPKVD%2F5L3nlcZF7%2F6TeX%2FXjbHX0WHT9J4o1%2F%2FISUWkhc%2Byw6fhJ63vj6R3RYJ%2FGrf%2F3NZ0TPP08%2BRuLt%2Ff%2BdwqP7Na08JVH9oDFezT6XXT%2FWubh%2BnBayGimZlErsj7FO7Gp83DV2LP2qeEtZh8QQ%2Fbgfr4qbOrHSzoTJxY6pRlY5Jy5m0stEOiWaGh9VJm5Jmxai3%2BsPXloVhfe1u7y2Np1OY6RZPDKTtRoblZ1wyq1lyEkvyzVkZ4Qj3VqeZfS%2F1%2ButDzdjV4zL5y7%2F8LJXx%2F4VUvkFCI77L%2FR38EGWzuCXV3asMnyAOTpfTZTzeICwtKC3hcLPujDejKysC2Ufnvzc4StdeVX5WHy307GGHBmn6Zq4ceudjejezuDu92LRH%2FRjcTvPdaplySfAG4O%2B8HIkXK1SjTeBPeLT7tTszpzcCeOgDv0Srb3CeV2WIpVjZaW7HOTerSAMHlx4HecM1sXFG7KWlbheqjQWssrEfpWbWIg7Ki1iPGQNzr7qHAzDpt76Nhx%2F3qp3rt8ZRHv3tm7CqNvTSllR4XShnaiMF8IpL5KZyFQumxIfGw%2FtKpGo7g27UKhMe13BdJP7qbSKHDSIxZ3CjKUTr9NhuloVe2YqpDigLeRusaezTFXi4ckHZCm%2BEteAG5hdG6ecuGcaKw5gtqngGzKPHAYfrBLSYN2bqsbPi9fIA5urnZHL6EqxroE3raqN9S42drQmhILPvDWVTl2UmnHdACwOCNQTmc7WpoX0EayMZqaJvCrLKLdmHLGlkYKiEaE7kv3B1ubGcHM4HKw9xrH3dvYuRYPDO28yWoaISEYfNmKhXGqsevTqn373RUrSbGrs0YOVLxUycd7K1M%2B%2B%2FOc7hRK1NQDMmPKqMhX0rJyCMfAETKkCbGfi4sOTX7yxc%2FDw5Jew3Jmx8noM1x1VZloJ%2BB54BuR8BzyZNEhKIM6qiQImWdYqhXsKQ8O2WFxTrta0xztAE1ppBJ6wlyiKMjCqRtBDV2JsnAdqcYCDFA%2BxFGmHKCOZtWlcZwbe5sJU5QwyUklKYDWOBWCAgExTKhHCACbsmCgxLQzIozQyA%2FaRrqLWqW9AErHYbSy%2BsGN4cZVf7aoMCUPpIz1iKRDTMZ81d8MhAs7JM%2BiJkQLMZYnXOMnjhQO2gIAKiHYwG5a4BmSFbQfwzl6TrApCgCi1THSp%2FYxzFgEhqhCpVcxwSAbooq2Acda9HIwl7fhZICtYQAmdKbXoDZ%2BGvKsQkmTC7kpNQ7qMlXQwVkxNU0K0Ir9YsLTGd6eVpTeIEJgXx8kGYhFxcA%2B2LLRZ5cz1BRzeZjaSGEewCxhlJMWUE2TuKe9OC2KqIH9ZOvky6EbR0hmQlbLqyx4iE%2FUYLKwjQQqFcHbeBfRKnc5aMb5gN1a8qRNCStVKHkFbU83G8E85W8XOCZMlZYTXCDiUwSP6uALEfRX0z1AMyArSyeJClbWApjAgD4EJrR%2B2mjxXFSD08OT9sazgFGVqmJ0BPKRxyB0XQGAQLHI8U26wiISxB6EmuY7dRiZmGeIevhOlnOEnkpkIpwSN%2BFks3oaDYISCDPiRWA%2FWkee7VcKlkI1AUDHNcDj5LfBUhA9cMiklUzur21KmU4Ik20kpwfvnpgIjmZpokgW80n6qy1DsBgCxA%2BavNHawbQfW5KjliOPVqpLi5szNZOWO5ExCb4YF%2BTBTXuoSFZ%2B2MNrJkeWMlALv4HCAJXUvMf4zCYTgTchaCG%2BVJNuV9Ro%2BhoMCblvFaRvRIgUXmEJxAY3e5YzKtQX5mAQKtG4ZUx%2ByZDwHTApvG%2FgYYcT3kQBkGPaEWvtySIruUUzAWqi2yCpiHC49XKkCbjzQt2CPiYZozm8iZT%2Brg%2FpoZpCe8KSPtHMNzt2%2FBiilKEOVRyaSo5BGqWJ2IqqkFOVTkAJg1bmWKKDMhsRRXdTJdazwOWPbugxhCASwaBMNv1kNTYPOwCyje55MTApkOlgJ5shSZ8jNJFoIhbpwQiFrWAbc4zPqRELwJ8cBPWfXkxaUbFCk1NURVFGa4U9NggSyQjIQOZjg43OGgIHoNboY1GfKa%2FAUMp1o4%2BOOYpszcGPqiXNN10%2FhwelR1eYvNUWcaww%2F%2BAHQ6rzVokhT1%2BTtLEIlqTJgrU2sSHSphXKbElS5v0OpQOFts%2F2M%2FxlJyLaus4MeKE7IOEriTiGq80viGDCUOcS0SFkAlbpZuCBVeoKthB1LGUclFgxesXoKFlm8Athrp5qMwtuWvlCU5vCdA72jKECpU%2FgUNSLKUaA5Aic8lwt0GbQcXlWjsAPWMgWhCFIGtmaBfBedmkCHTj0NNnAyhpKAVYx3dCuSeinwbl0Cj8wKnU0LW%2FB63nTiLAI3eCfAWL8bzoHICqMJ0zoV3lpamEtNBG3NFAtFWQg%2Bz5n2AYY6FNYJJR7ncug4QjrOvQazqRShRrScd07FDs7nHP1y6%2BiQ67SE8oJasUT5qWoL3kJOiDBxIpMPYbbNGbSJGbKACiU5AgZSRpOdxFdj4BZFg3iUa%2F9SPKkrRPYGy1taJYsK7s5CLVmUEhBUV8mpVSF9uGmMsAKtoKThaJ9bt%2FN7573d2VSlVFvQDsmkzCVPoDOgsYiL5wzUVo1YfOs%2BrD3VVqAOticAhl1Z5hKB9KKapoC8Lop8zqmghOKyqPtdtLvcRTFD46NJErrVClnnHMipM%2FiMHxbKcOPLzVkIcRcHAiafSYU9BK6NFyDNCxe5jwNQLJCYAWGPRfc5gzqUkbiliHepODcwxL6WRODUt7Y9eqBWZv9Qx4lGMZ5YXXe6FxjZuFUNuKFZBTZ25MztWImpwIspeN5wk0llZl740d1iiAsnB9GYxHnR3L0iTBO5RftB8tveEQ4Ph3KbBI%2FbcAj03uXKfxUFNaOiCntlOUNU4DykaVAZk3WolCifoUCiwS6XYkJhOt9Atm0c%2BT4kPgCoak4G1gN70rJBv8snqGNwGw%2B%2BqYUYFNeLmBpMTZ0cUyQds%2BgYCpwAP8yLC%2FSg4QrVvduPIS7wRSJLiR6B5i80p5asZP1ozGq7E26aFsJwGrBI1w2tToedTjTdBX8ocdggXRHIHczW6ImhLfM%2FTecqHuE6ZweT%2FLsYNOnegSsL5N4HuRCu2IPUm8BxpPzcUbHYg44Bu63mnZpnvMojYZOg85%2BHok1jFEzX1oD5nvn0Ou9%2BJEcAEQkBmAIZFG8yhEtlQpQKXBjb9rjnjOYwjlDyQb3UKbi0wY0VHxtymPu0%2BQCz8P8idYOnQp%2FKzSVgS9xFV1%2BUoyCPeYfBven9xmoXQVaYQqdAAShsNLIapQdlpCXxMKwUEuOvwqlYjE8o%2FlDboWK%2B3%2BV%2FSBh6AghSlTU0%2FC5rTzWYYMrQJIAwsZNJjE36%2BgzFhCRrRohE61pi2FOcRZ6e63cqTLjfQldA1wkkNYJrF9RFakFmyE26wIDlbXa2HuLGk8%2FnCHYR4TRm2SR4eYBnl04lxZYg0I3IZ9L5YrhgaOAIDDkUE776oNDMqaUjfvTFfE2J9GPUZQ0AfH7Olplpm4jdMEwhWwkhQeFQphNpEVWMJ936OeEsTuURIJjHhCctalwYIy9zZQQq7Iw67indB7LDcaPSoJOkYvm4CSMUByr13R0G7nBwD8m8UymaM%2FAe3OJ8qZLSTIk6wsIxPDnVruAAkYbTx18ozOfgcEfDU8lSNTo9vQGyYK%2B4JPrEnJfhYk%2BNcEu7EfW2xm0JUpbu9B6sPDMK%2Fa47KfW4Bnvt4j%2B6nV58aaDYwqdxrQW9j184vHUXvKZ5fCKD6LKzMqUZzcRNOcWF4ESraT4xJaatZ79Wzw%2B6Of%2F7j6Z77zcJU7hGR%2B1FJTnAN8%2F%2BrChl97GkfXzpBaV%2BRNftdCmK33kuxxio1HcYlCOkZ5Xd0LMms6ZUK%2BcXFq%2FhVg0lugpr9aGnazdxKw4bUp3hT03PpJnR0%2FVe3N9Yv9Rfc9TKlTbub%2BJ6vQ9wJdUJfrrqPb2%2BPdyO%2BpvDfgnqr66ya%2Fczv94brg83tnpbG8N%2Bb7CxsdHrbRW0QsJlR28PB9u9je3NrUuD%2BwEuFIv7dBUf9dbxD%2Fef4GMH8IZwPMVGHH%2FrEOUcX0JdhejQPSDVBKJpKo2HaWEMXZ2Q44%2FQ%2BXDE79ryeK%2B7CwWWUC9sDItikNRaOtJrFJ%2F25izG86tELUjQV9YHG5de5Be40ncpkJkWI7SRNFbDn0ftujt4fAoZpUz%2BbaTp8tdoYIB1rC1pd%2FbaDGxf%2BRVvFfM3aPJtal742wstnl474HtQLpdI91Brwl88rvJN6VuY8Q%2FaPhdruz53Z9HbZqThF9IGhn%2BjMxzx5Jvmj4np%2FwE%3D

e Geospatial Metadata: which are the Global Positioning System (GPS) coordinates of

where the Image was taken

In the context of POD systems, EXIF data acts as the technical metadata that validates When,
Where, and with What device a delivery photo was taken, hence serving as a digital forensic

evidence.

2.3 Implementation of EXIF Metadata extraction

Implementation of Multi-Format EXIF Metadata Extraction from Images is a research paper
where the authors use Python libraries, specifically Piexif and Pyheic to extract metadata
from images. The paper also states geolocation format conversion, from raw low-level data
and converting into readable format by humans, and integrating the GPS coordinates with

Google Maps URL.

e How to use the Python library: Piexif and Pyheic to get metadata from image

e Geolocation Format Conversion — Google Maps integration

There are five main image file directories (IFDs) into which the metadata is organized:
Primary, EXIF, Interoperability, Thumbnail, and GPS. In social media, EXIF metadata is
often used to automatically sort or tag images by location, date, or device. The EXIF
metadata markers are classified into several distinct categories or folders known as IFDs

(Image File Directories).

According to the author, common applications of EXIF data include storing and retrieving the
information of geolocation, enhancing copyright, processing image enhancement, conducting

forensic analysis, and classification.

However, image files are typically stored in multi-format format such as JPEG, HEIC, HEIF
and others. Apart from scalability and performance issues with diversifying large datasets, the
handling of unsupported, missing, or corrupted metadata is a serious problem to be tackled in
order to process efficiently and resource effectively. There are limitations with our existing
tools due to often being format specific. Therefore, the paper suggests a more flexible,

multi-format approach to metadata extraction to support a wider range of applications.
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Traditional methods use tools like ExifTool, and Pillow. However, the author suggests the use
of modern libraries like Piexif for interpreting EXIF data from JPEG file formats, and Pyheif
to read from HEIC/HEIF format image files then process it with Piexif.

get exif info from jpeg(image path):

try:
exif_dict = piexifload(image_path)
gps_info =exif_dict.get("GPS", {})
date time_info=exif dict.get("Exif", {}).get(piexif ExifIFD.DateTimeOriginal, b").decode(utf-8')

def get exif info_from_heic(image path):
irv:

'hcif_ﬁle = pyheif. read(image_path)
metadata = heif file.metadata or []

Figure 2.3.1 shows the Python code written in Piexif library to extract the Metadata

informations

In this paper, the author states that the extracted geolocation information from the EXIF data
can be combined with file annotations. Coordinate Conversion or Geodetic Conversion, is
where this GPS metadata is further converted into human readable decimal format for

generating a Maps Link.

lat ref=gps_info[piexif. GPSIFD.GPSLatitudeRef].decode("utf-8")
lon ref=gps info[piexif. GPSIFD.GPSLongitudeRef].decode("utf-8")
lat values = gps_info[piexif. GPSIFD.GPSLatitude|

lon_values = gps_info[piexif. GPSIFD.GPSLongitude]

Figure 2.3.2 shows the Python code to implement coordinate conversion

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR 26




Figure above shows that the latitude and longitude that describes a location on Earth's surface

are stored as arrays of rational numbers in the order of degrees, minutes, and seconds.

By having the coordinates in decimal format, it is then plotted on a map and generates a
Google Maps URL. This conversion step is crucial in enabling the retrieved data to be

accurate enough and usable for further analysis or mapping, such as forensic investigations,

or used for our Proof of Delivery system.

2.4 Compare and Contrast on Similar Applications

System Features Strengths Weaknesses

Routific Route optimization, Improves efficiency, | No structured photo
delivery notifications, transparency rules, GPS verification
POD with limited
photos/signatures

Track-POD Real-time performance Cloud storage, full Dependent on
tracking,signature/photo/ | POD record internet/cloud, weak
barcode capture parcel-to-location

verification

Onfleet Driver Strong logistics POD limited to
tracking,auto-dispatch, optimization, notes/photos, not
customer notes real-time visibility robust against disputes

OptimoRoute | Route planning with time | Efficient scheduling, | Not designed for POD
windows, vehicle accurate ETAs validation, only
capacity logistics

Route4Me Real-time tracking, Reduces fuel/time Focus on routing, not
multi-stop optimization | costs POD validation

OnTime 360 Dispatching, GPS Complete delivery POD still relies on
tracking, notifications, management loose
signature capture signatures/photos

Table 2.4.1 Comparison of the most well-known POD system in the current market

The table above is constructed to show the most well-known POD systems in the current

market, as well as its respective Features, Strengths, and Weakness.

By analyzing the different systems above, there is a pattern found in each system. All major

POD software relies on digital signatures, phone contact, and barcodes. According to the
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feedback of these software, transparency via notifications, or live tracking is a major selling
point, since customers want reassurance. Moreover, streamline the process with automation
technology is a big area to be explored. For example, features such as instant POD documents
sharing, or implementing report generation (audit logs) for POD records saves courier time

and enhances efficiency.

Routific has the strengths in providing strong transparency and driver efficiency. It utilises
presenting notifications and live tracking for customers to be in control of their parcel
delivery status. According to the table above, several Software such as OptimoRoute

integrate route planning with time windows to enhance the delivery efficiency.

However, several limitations and weaknesses have been found in these POD systems. One of
which is universal, and considered more critical is that the photos taken within these systems
are not well-structured. As this paper stated above, once the geolocation metadata is
extracted, it needs to be converted into readable format for further processing. Since this
metadata is embedded within the photo, the system is able to retrieve the location and time
taken without an issue. However, if sent to the customers, unstructured photos with vaguely
defined rules tend to have a negative impact on the consumer's experience. For example, a
blurry photo taken by the courier, or just a black box of parcel laying on the ground, without
location context and visual cues of the background. This has been a big issue across all Proof

of Delivery systems.

There is also a limitation on the accuracy of the GPS data extracted from the image. Cameras
within smartphones nowadays tend to capture and store the EXIF location data with up to 4

decimal accuracy, that is around 11 meters, when scaled to Real-World-Mapping.

The goal here is to extract GPS location and date-time information embedded in images.
EXIF metadata ensures that when and where a photo was taken can be verified
automatically. This prevents manual errors and lays the foundation for proof of delivery

verification, such as the location and time of a parcel, if stated delivered.

However, with the retrieval of Geolocation Metadata embedded within an image, it sparks a

new problem. Which is: How Accurate Does this Retrieved Geolocation Data Is?
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Below is the Geodetic Conversion (also called the Coordinate Conversion) of raw GPS data
stored as Degree, Minutes, Seconds (DMS) extracted from EXIF into Decimal Degrees (DD)

format, which is the standard format for GPS coordinates.

How conversion works:

s EXIF stores coordinates as tuples of rational numbers:

(degrees, minutes, seconds) = {numerator, denominator)
* The conversion formula:
java
= Degrees + {Minutes / 52} + (Seconds f

* The process involves:
1. Extract degrees — [@][@] / [@1[1]
2. Extract minutes — [11[@] # ([1]1[1] * 6@)
3. Extract seconds — [2][@] / ([2][1] * 3608)

Directional Reference Check:
s EXIF also stores direction as N/S/E/W.
* [|f latitude = South (5) — make it negative.
* [flongitude = West (W) — make it negative.
Example:
nigire (P Copy code
lat_re : latitude = -latitude

if lon_re : longitude = -longitude

Qutput:

* Converted Decimal Degree coordinates — directly usable in Google Maps or any GIS system.

*  Example: 3.1421° N, 181.6823° E
* Enables:

* Map plotting

* Linking to delivery records

* Accurate geotagging for verification

Figure 2.4.2, 2.4.3 Geodetic Conversion of raw GPS data into Decimal Degrees

According to the StackExchange forums, Accuracy is the tendency of your measurements to

agree with the true values whereby Precision is the degree to which your measurements pin

down an actual value.

As a principle, using too much precision is misleading and tends to result in inaccurate
results. According to the International Yard & Pound Treaty of 1959 [18], ten million meters

will take someone from the equator to a pole, which states 90 degrees.
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e Therefore, 1 degree of Latitude covers about 1077/90 = 111,111 meters.
e 1 degree of Longitude is the same or less in length than a degree of Latitude, because
the circles of latitude shrink down to the earth’s axis as we move from the equator

towards either pole.

Stated by Whuber, the sixth decimal place in one decimal degree has 111,111/10%6 = 1/9
meter, which is about 4 inches of precision. Below is a table from Don Meltz, that shows

Latitude coordination precision by the actual cartographic scale they purport:

Decimal Places Aprox. Distance Say What?

1 18 kilometers 6.2 miles

2 1 kilometer 08.62 miles

3 100 meters About 328 feet

4 10 meters About 33 feet

5 1 meter About 3 feet

6 10 centimeters About U4 inches

7 1.8 centimeter About 1/2 an inch

8 1.0 millimeter The width of paperclip wire.

9 8.1 millimeter The width of a strand of hair.

1e 18 microns A speck of pollen.

11 1.8 micron A piece of cigarette smoke.

12 8.1 micron You're doing virus-level mapping at this point.
13 10 nanometers Does it matter how big this is?

14 1.9 nanometer Your fingernail grows about this far in one sec
15 8.1 nanometer An atom. An atom! What are you mapping?

Figure 2.4.3 Latitude coordination precision by the actual cartographic scale purported

According to Abhi Beckert, a typical consumer GPS has on the order of 11 meters accuracy
(or 4 decimal places) under good conditions (clear sky, no interference)[21]. Therefore, a
device might report 6 or 7 decimals, but only the first 4 decimals are reliable to within 11

meters.

Differential/ GNSS augmentation can improve accuracy to sub-meter or centimeter levels
[18], but that is rare in everyday photography and is bounded by hardware limitations. It is
simply not feasible for a Proof of Delivery System. The key point is that too many digits are

misleading if the measurement error is larger.

As one answer summarizes: The sixth decimal (11 cm) is more than good enough for tracking
rivers, and over 10 decimals is overkill. Worst-case error: Real geotags can be way off. A

forensic study found smartphone image locations sometimes off by 5-27 km. Even short of
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that, dozens of meters of error are not uncommon. This is the limitation of a typical

Geolocation Pin-point approach using GPS and EXIF method.

Lastly, the introduction of Cloud Storage is a major component that makes a POD system
more robust in storing its information. However, EXIF data tend to be modifiable and change
easily, challenging the data privacy of an individual. With research, there are very few
integration of digital security methods that are processed on EXIF data, specifically the
real-time location. This could result in serious consequences where data breaching happens,

and making customer’s rights to data privacy at risk.
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CHAPTER 3 System Methodology

3.1 General Development Methodologies

The figure below shows the Iterative and Incremental development methodology lifecycle.

Requirements Analysis and design

1

(e

Evaluation Testing

Initial
planning

Figure 3.1.1 Iterative and Incremental Development Methodology Lifecycle in Software

Systems

The development of this system follows an Iterative and Incremental Development
approach. Developing a complex deep learning models for both Building Detection and
Siamese Model Calculations that is needed to be integrated alongside a mobile application
that works on EXIF Metadata carries significant computational and infrastructural challenges,
particularly concerning the deployment and real-time inference on edge devices or

cloud-based platforms [22].

Unlike traditional linear methodology (e.g., Waterfall Development Methodology) the
approach allows for the project to be broken down into smaller, manageable cycles, known as
Iterations. Each iteration focuses exclusively on achieving a portion of the final system

functionality. This methodology is particularly advantageous in facilitating continuous

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR 32


https://dummy-citation.com/citation?d=z%3ApVi%2FbyRJFZ49do%2B9hOQECG6D4u4ECNmztmc8noEAG7N764OFvfXuXUBCTVd1d9nVVU1V9Yz7EpbjR4BEiJAQSIgMJCQIjQj4BwhIiEkRZARIbML3qrtn2ns2utUFa7m7q97P7%2Fve837vfPBiluSVOT0SZ69LPkvmMz7Z5DtitDnemqebfHtnvLmVbu%2FtiemMT7d5pm3Cg3Xng2snJc%2FkN6piLp3Y3tqdptapTJnrRSnSeyrLNf4Fj4Mq3lHW%2BB%2BfD14Q87k9Ox9cT3NJB55%2B%2Bb8P%2Fvj3wWAgtEzD0%2F2jf%2Fz7z3hKgi2f7r%2F1i5%2F8Cg9yqUTIn%2B4fvvezb%2BOx5%2Fjm8xr8z1%2FpYWXwh7%2Fe%2F3AGHx5%2F%2FEKEP%2FjWh4zw4e9SCqkz%2BMmjW3h6ToP3%2F%2FDzJ1cZ%2FMw4PH%2BEb5UfvTLCV3%2F5F%2Fr2fAYfjT7CrjL4%2Bq3pB0h5%2Fwsvf4lMXFbD45u%2F7Rs8%2FNELHyzlP%2FUifO3Vf64jfO1vv6eHlcHvRmc9gy9dFuHuTw%2BvMvjZ34ypQ2sc%2FuuZCF%2BS36lskPWLrxwIoYg8XOt6g4VcOsmW9CPJ8UqaTHrGnNQ8SMGCZaVTC57UjBvBvEwqp0LNEmsS6YzfYL5KcsY9EzxwxqRJXF2SeXyhw5IFx40vlPfxZbQCviMwZlNWeekY6%2FjMYNc6oQx8%2ByFjF0PFx6KsQjzJdT9cWUiXIVqB4ExGOSFqm0j4xCPcaI7vbGF1VeA4veg8UtjrJOimTFOVKCTSpMx8wjWfK01p4yYd4TqDNoW88JSAYMrE14UVlZZD9iiXXiLcdYBeZUbBLDdB1zie6goOqL64JuRCalsW0oTGoypKjZRMk2rntLEeT6jAlKdj1gWYpC4xoXxS%2BZhC0bTNLpTA%2BVg2J3NpvFqgCEouO5PoRCXqz3mmVaEabz46KAEVExSqzJ1EXSDF5A4mY1xoDXJcJ0j2EhwMVG7OMmlX9fW1DwioDZ4tqcgWMPERGjlHJgERVlqwHJ4pwbZbJuJ2BRIHAEsfPFui8LYKDRycBbLIKyulQ5QFR1kZo3BNcHCa0EcBNNcoWNOmBdcKbafoWpQM2TeB2UK927wNMsmNIncbrOSOktQ9QDUgLmRhXc3gEFCOvUM1HYCbKTQ8Ekqeldq6hkVcCIfrFACwsYbG%2B1BeOp4EIEVfaEoHUPDOSHxfEBoBAh%2BDJHjhAlJGEeCZapCiNGxeKQ06ZcC8Y2BVhWRQnbkPPNF0kzLp%2ByFMEaLndSxVzp1YAgJ0nXmbhvhAhbcGKUcqHRjhrAL55EKhQrgTE54TA2ASGEQJhs9kCYhkjpd5TLRPlDZPNMmpLiagCHXVYCD5XkgSj1XSfMFVx8%2BNGKc0C%2BWsiQTSLEU5rYtWhEpjdQLAlDVYx4sk6hyxgScQrE7qoIDqGdpf5HdLuGiHMg1OzStEiNyjRogFYTEiA%2Ff7nIj4wmNGopZVxNK0Qm8knHrJHUoAEQK32wZxVLfFbl8ryCwwSLco1FYbnJ1XPlzNQQQLW13TeFlq9CAWesjE0rrT88HHcg6EEA7rGxtE9ECEhDhVgnQR0aLMIYcEeRLKQMoGooCBkJIlhJE4h6%2Fc1IAJW%2BY2yhWhEwxe6yVQGJRvwA5NJPY29SFZWCqtCURRYFHTqC%2BkDoUE%2F0WMQUiYLJTpRN9Lomu0MZdhKSVsLXF1NVQgbAgDmb4BKWwdkSKtGtK1jSrPMmeXZHqtRP1yNREW%2FDTG%2BGyP4zikGCWgAZFCgSpH3OqNzN6MungP6Rb8jAQpDjKoWAAF0LuIvQsggNs%2BOQzqqzG6KcCNfuLcYQw3QtVIPGyYBj7egoexDZEJ3J%2FSQEBaVNJo0iGAdhJx5ksOCMTe4RXJsoIRznIsKQgtczIWoyNTRxcSDmMDOyF0rosCuGLWIbF7domQ3AYOMUINEIMNI3BgBU2KaINER9PNfJeJIiXlOqmahLtPl6GAQHw5Eqig9zg8ow%2BgeAMuKhDdeVsBCwYK0L2noQU7K08kRro3MDq4Cg4Bhb82Oqpjb7G5wwkAJZKnX2oltUC3Wn0meVwrFSYd5BaGRRWlRaF9c%2B5Ruu4MINRksZLMjl9gW6VxPlIR%2FVVlt9NhoGIVAAR5BBwMNqRuZSiuBUTYRsqa0d4U2GB76KVLSMWC0AzzqIlYSACPy%2BkHf9TKtvhdFaF4AeWgktsVpRt7nhhw4RhNfxIBAm6HAQz0CrK8QpBqt7Q1WRG2FDHadUe0BR%2BgIW3IzWIRUYy3HXrjgvw%2BGBToLqQpBhHbiB0ZJoca10BoKb5Ke8DO1s7u5ta0oNkAGEt3BI07H9zIeAUrzj%2FB4AWXwt04ocT2cHss40S%2FKYMKWp698qatHM04VOAw7r6I7DjupjJtltmXy5X1r6%2F%2BkEafM%2FmQ6I6%2FIiDOzocHePOp65%2FONe9%2B%2F7xezSzE8n36e8Pwgm6kKS%2BUrtM3OfEIkxJKUdzR2LHZfR5QjyVmh5aDS64cOLgzzZX0mBfA31Vn1ZFb4g%2BDmufN8eSOqJuziRL4K%2F9GIqw6u7W9NRxNx%2BPbJ4n35RAlHQ3xfwNb%2BDEZo3Vz8wQ%2FvXlPbe%2BOZ5ujyWiC33Z3NieTrT1opDQHsSVHwu%2BOdmaTnd3JdDabTmZ7o%2BlsktMB6OrZ6Tvj0XRvb3c0m45PYg9iC0%2FIH1q4ubWN6s%2B18sBG08VrMZ3QdoM9oK%2FtYDgF79C4RD52%2BmwnD6H0X7x9mxY%2FMLCaD8Hn2%2FgvjUtTGuJD5qt5qEuq1Skwr7CpPcLjNdiWNv2aMqL%2FWmLJ0TXO6gQjQHylPrSVCYPgZKsO4h0MdR%2FffqIF1rtv9CbVcbMd3G829MOO6%2BDK282iLNljWsAjvujLYY%2FPpM7rbeKgx7jHca7d1VUg1N51qBZtF4Iyuwly6bONrjRo9NC67Pb%2F6%2FX%2FAA%3D%3D

refinement and early error detection, which is crucial for systems reliant on precise metadata

processing and computer vision algorithms [23].

Therefore, with an iterative and incremental methodology this project is divided into 3

distinct phases to ensure both core stability and advanced feature integration. Namely:

e Phase 1: Minimum Viable Product (MVP) of the Mobile Edge Device Application
and Core Architecture

e Phase 2: Advanced Feature Development and Integration of Computer Vision
Modules

e Phase 3: Operational Functions, Field Deployment, and Iterative Refinement

After the complete development and integration of the 3 phases, the system will be verified
and field tested, in collaboration with GDEX to assess the system’s performance under load
and varying network conditions. The details and outcomes of the field testing is listed out in

Chapter 6: System Evaluation.

3.1.1 Phase 1: The Minimum Viable Product (MVP)

The primary objective of this first layer of development is to establish a foundational
software pipeline and data infrastructure. An MVP is defined as a version of a new product

that allows a team to collect the maximum amount of validated learning with the least effort

[24], [25].

e Cross-Platform Foundation:

o The mobile application is developed using React Native and Expo
Application Services, providing a robust operational foundation for
cross-platform deployment.

e Structured Capture Guidelines:

o The application has integrated a structured rule of capturing photos, such that
for each image, it should enforce a dual-layer user interface composition. The
application overlays building and parcel framing guides on the camera view to
prevent users from capturing photos that are blurry, or lack significant context,
such as the background location or a physical view of the parcel. This ensures
all proof images meet a standardized visual format.

e Geolocation Gating:

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR 33


https://dummy-citation.com/citation?d=z%3AlVhNbBxJFXaiTfgTBzgFDqi0i5IYzUxmJraTSUBrx%2FlZb%2BLEsg0Le0DUdL%2BeLru7qtNVPeNZcQg5AMc9sxz2gjiAOCCkxVoJEDcWwQ2JQ4QQ4gQSp6wWiFbie9XT8%2BO1iR3Fnqnpqq%2Fez%2Fe%2B9zzf2Z872wviQu%2BuhXtfXCBJ1Lka1a8s0kJ9odOleicgWV%2BQS52oKZcWw6DbS0wgncn3507tZLJH94u0S7m8HJlc9ZR%2BIc3C6BXVixP8OItdyh9QRts39%2BdOh92u2dufeyGKiTc8e%2Fk%2FK397e25uLkwocs%2BWXzp7dxmrwJns2fL5Hzx9hAUNVOjiZ8ur75z%2FDZZTt54%2BIeD8RsqLCeB7f30%2B4PJnFt7Hrgpw7ZfXxBjwpb9c4sUY8N2fH8fCp0ExBXjz3U32sgRsPP3xNGAr%2BOAYFr78%2Fpc%2B5HtHgLXPz3EASsD247vfmgJc%2F%2FDvx3H59JM%2FTVl44Xf%2FYowScOH37zBCBbj5jzts%2FfMAP%2FXbrzPEYYBXPv6raZfPv%2FeElycDvP5TN4nhAcD2z%2B6fHPCV9i%2FYy0MBVzevHyuG%2F%2F3YFA9nXL72zT9OE7t2%2Bd9My5MBzrh8ALB9782TA864fADwxg9%2FcizAJ3%2Be4uGMy1%2FZ19OAy98d8LPnAX52af%2BopHz57ZDvGifl7j%2FZl%2Bdm%2BUcvcioPs3D5e7%2BetvDCW98%2BjoX%2FJynLfzg3rTbt228dFAd6WBhHwzPf345JiDsbW8KSDq0IpZNCadEdOrLCxdKJwGgnleYViUpRhYmE1ENhujsUuJqgRq9RE4HMG4IRx9sCk2bGAgr7%2BbxTKdXwWPeUK0J%2Bi33lO6lDIZNy1RArSTI6Y2lklRVCU0DWKicdhWymy2Wwq3TPH2ZDc5Mkfs228I6cZFLnW2GY7CYkWg2xkVNfmcLiIa4H0sDku1asFC42%2BUU7Ly5%2Bg2Q%2BLzZxt8yDWKwARayaPuXYPPn4QeHgH4l1FcSSErHZEPeGhbjYbjavzIstE7mBzIlvUbKrEuWGguC4JsrZRnErihA81Sdhn7fXURBr9bDgpBih0iyHNQK%2FwyJwwruPBQdnBuL%2BrrGqJtbfMGkRw%2FnzYp12i1zJmritrKVYCja31ZoXax7T34U8BTKTARBqM3CJioizkhp8gLQgjLhSDJSLxWpiCgRnFQkvHMOsm5DKZExOBH4Tk6LcU9mMRElx%2Bc7GhlhbBxWraOACSkyWknbeRUoLJMzkCE1f5UZPHuzFqqsqYloK4CPsPS8ETnD2QyWFyTAt%2BHEALuam6MUH7WmI240tBJpUiNrRYU3cN3kqtY9RmwkxiQVfu4664NqoPoMb46zz81jmIS%2BYcobrAJYi6topmcB3pQOVJQhgmT4JLgQkMM6MD%2Fonh5LDxzwnmI4ghAA%2BdFcFCgOky1WwWxMPLqwarXHH3YSGmvKaWNEhjo1chKX%2BCAw8iovrEgxJEcnAemOn9tVEFg8tP0AaIqmSAsje1B6ZXi6z2CPPeJUSyg7SM3WCn%2Fual1omwLOzNMxQhgpGItu8E%2BQaMa0GxljV0wfNEhIkxRZ%2BtTKiUfoQPW3SkbUz%2B5FzaCXTCyWtipp4PVY9yRe8HvuXFf1QgV73UFxbsTQ7hS4L6XJFEpC9T%2FAWr2ORqlgH0lCuyZUChye2IULWoP25T8eya%2FmAG565tQKict2bxPSGXt6UHimADPtSB1BNLlYkJuQPA8iUI9ElHcSpzHcFomAdPAWbylTZoXWUWmxh4QLxxoo6REI4PIAhbTkJXvxL%2FdU0qG5E4kYYUaF9DoDihHIWQdtTaZGOtUOwYOIKVnuB2lMm9B6jHD0nTMHFO6yyXsMbFCsbTXlucmQlQB0z5RrcUz4atenoQElSxY1Gim5uZChy5MmLFe3BmJHYsFqW5WYp9%2BJVK%2BnJ3WKSpwksIpLJfHQnQjsLPd7oWY0EBZQ5UaAegXa4yUCToeql3qWjblW6b5I%2BnAkpS8yQn1puNF2J2joM1bdZDbqylCKFvtVWwNiGhmFyMAEJhfHWLyb9mQ9eL%2F3zF4yVCTwBPtoysnS4r1OWJmhkOZIeCdRKLB4WclSsZY%2BqZgnQEOSBjTajQEVA8yRqrKGbx%2BjxmQRVSl5Xl3C%2BZq9HmQe5ykoJ6DKRjgg3AENlgwKqizbPmaY0i%2BEl2MUXcg%2F1zgK0IrR3bxQWNgR78d8Xhq%2FrEcOIo%2BcNZE%2FfKONZGnNUXlF2skA9Kedr1oNWtwIsh567BCKKSEmolR9bPE9GgYBfR4kyLJQJSnjirR9%2BOMgIDkpbT5Ggyk0EnTEI9gBChchwL0tGU19V5Wlh3SE2jgvY1yyXbqnc4%2BKtsZN%2BokCuJpKEBjFue7VZfYK9pR1HpLK0qDQIvRS1Xmoae6ZZ%2BtjpyjNpoWGsV41EBqxwFN6ENvbazfZivdVMR0Mt5Wsg5P7cmZ70w599lCBKiMptH5mw3WgvEgalgk4TJtOE9m6uect8tkGUV02BhR9VGQnDgo%2FT9pSCgLzlUARR2AoUIkERiqZI6RPZ2Ix74682QMUebbLCYOhHfeTWbeCTU3Eiy3efTPygq7oFDtjH%2FKeBlinvjiKZqmQYbccmRTR6KEitq%2BH0gS5MLEMMyDT30TPBJgjtD6Q3ZFfuihvSYghR5f5Ahfg%2B5WwQGrX3uVazsXi1tXhJ7SgX2Aaa3pVGs91otkC9rn6E31Y%2FVu3mlYV6B4Nw9a61GKSyt9PG2auddvPyEgY70is%2BOWuhay20mm386yy1OwvtpaWrV1udmHdIBH33tcmxHZ8On80dvrvebNXbi7ugOlIR0FfzZG85di67dunSYDBopBTYOgYGaxsm742MHr3U%2B526bl9ae3Vte3Wr%2FrVO%2FX673mrgW6SeLbpumCE%2Bp5BNMtFdqOAH5FCUQ8QsQUOh8MZw1RTanXvR5RThLwNujq%2FxHxLlx9dHhNmeHhpv9WVSlBRZJx7ISgqXnCrZvu3ZXhOr0JDtSkO2PPeviRVMF31Fg5CtO%2FcFtMdkb569tXAX2fE%2BHpmg%2FwE%3D
https://dummy-citation.com/citation?d=z%3ApVZdk9s0FN1C4QV4ZegTghkGOiSO7azzwTDDpO0ubekyO6Qf8KhYiq1GlowkbxKeOuV38EP2F%2FC3OJKdbPcDpkNndhPHlq7uOfece%2F36%2FOC9pTaiEOo2W2uzOj%2F4uKQL6wzN3fb2F8%2BsUAVxJSd2ax2vCNsqWonckoq7UjMtdbHtkTUnlWZchpWVUKJqKnIm6EJyUhvNmtyRb06en94ltMZvmpfE6f0Txs%2B41HXFlSNUMcI3OELxEExUNTIhekkMl5xaTpaG%2F95wlePYWlKlfIK1T1fk3Ib9ua4q4Rxn2MMVoHFu%2FKqcIpZwW6IVsXrp1tTwS4frxmEvtxF5wYnEA0OLNg1tCqrEH9QJrajEM2r8wT3yhFNF5o4a19S9cPqsEED9Bj1ECodIrsFpQA26qxCzUYybWgQE1iMM5AUafZwKaP2WXVKkCbXIm6qRyOMMa6lZcQe4NhC0pEKGamnsxf3u8Zoq1%2FFysfUSLdgPxKVP25baINk92fk2l55V5LHgoNQQoUjBFfBIj4SglIKf%2BTDdcUvhegEJQgS6bClqIiAYIAMLqMpie1E5oKXbtytbqAoSXCM8dVgE8ezUyTcuFHBJanGmnc%2BSe5W1zCMLpLcFhB0Kn%2FpSmAqlPvZf2AB5U%2BbjN5J1%2B9py%2BAu5DSkqhDaUiZxK3GFNyI8q4IEARA5299RF5L5uVMuYa4RnXb4p2R3wwKziS5ELUApq9rg09GeAIqSPotoa5%2BkGTLZMW1FAiwEBvn1w2JAJmzcWeKpaIs1QAE%2BLbjxgxYLWAvomCNJwCy2DKZyxU3WAuk%2BUVhp7HCTjDK8NckUavvqBPklz2M5y9gAsFWmcZv0krnKtHEUBzSO11OcH7xe0gR2MfSVbPx%2FjXxuWRMMpd8JJvvnr1Oic8za%2FzgtRFJGZUg0Oe0jXVAjyyBOqdi68r9WSI6EcJoEJ2wY1z4W%2FYwc3BPzfwaQHZMSiQdb2T%2FRMhi7Ife9colXJbTnzXrZa8QJ1VuKIobcw8mPEjJb84PqG%2FImo2rXlvBTkN2T5b0vLx7qQfAWhhPX8Z2hJtYtzwez5wYc502KdxFF6mGbJoER3tlEaJ%2BNoHGfQw0K9wqdVr0WSDeN%2BMoozkWbjtD%2BajNK8osXLNJtOpuNxHKfohFzNQkkfMXuYjibjbDodjUdxehhnWTot%2FQKKgq1eXOx6ifBNK4GX%2FuB%2BnOBvBW1Bdjl%2FZuTmcelc%2Fd1gYPNSwyUWKuBRRZWmURnKEUH2g4VwGD2cVoMkTtJscJhMRtNBMqhpzU08TuOoZsvCNgu3rUHRAXde%2BOBKokFwdm8bPPcRQnS1ZC8w02y4%2B9mXndSKGXR%2FovFx3I4SR35pPWvJTK69K%2B%2BFLvEDebCbdhDQqW8soefPYf9w4X3idXXSTbzn7cSD8vxcYz7JT%2FMG6L%2F26C3go1IRZgng3Vit69P4k%2F003vz9tEQbXWi9QqsM%2FrJdo%2FVg0TYxT68qPhm78j%2BF3k6r%2BW4aPriYhj3y6ylBYqMeKblviYocIfaiMUXZI89%2B6vk7J%2Biqfs1uftAQ7s2ZWlI0OYmaMt9%2F%2FSR7x5aRTro6xk94HnoYujJKh2wWfkQiNK79lG0bf2DF%2Btl5ycX%2BzeeK0%2Fi8pKbubPYQkuhsdn0lewjddQufojjba37c3EGJkzgeD6bjSX%2FYHybT%2FnCYJVn%2FiiUnI8AfHk52V9moteQY8ohHk%2BnwsiUnh9kkG0%2FjODnMprjIskuW3O%2B6YslRa8mqbhZS2HLH8q2Aa%2FP5vPaTDLOqa3jf3tsxeQI90UtOPtppGR5YRbbbGaGyA88vaj6ASb3CPfyv0uNrBLyViT%2B40cR3bn3fVX%2FWKjd0eYjJBjnudXx08f7Q2vRog3hVWF8YihcNNFx%2F%2Fq3gz7s3%2BPPm4v0D
https://dummy-citation.com/citation?d=z%3ApVZdk9s0FN1C4QV4ZegTghkGOiSO7azzwTDDpO0ubekyO6Qf8KhYiq1GlowkbxKeOuV38EP2F%2FC3OJKdbPcDpkNndhPHlq7uOfece%2F36%2FOC9pTaiEOo2W2uzOj%2F4uKQL6wzN3fb2F8%2BsUAVxJSd2ax2vCNsqWonckoq7UjMtdbHtkTUnlWZchpWVUKJqKnIm6EJyUhvNmtyRb06en94ltMZvmpfE6f0Txs%2B41HXFlSNUMcI3OELxEExUNTIhekkMl5xaTpaG%2F95wlePYWlKlfIK1T1fk3Ib9ua4q4Rxn2MMVoHFu%2FKqcIpZwW6IVsXrp1tTwS4frxmEvtxF5wYnEA0OLNg1tCqrEH9QJrajEM2r8wT3yhFNF5o4a19S9cPqsEED9Bj1ECodIrsFpQA26qxCzUYybWgQE1iMM5AUafZwKaP2WXVKkCbXIm6qRyOMMa6lZcQe4NhC0pEKGamnsxf3u8Zoq1%2FFysfUSLdgPxKVP25baINk92fk2l55V5LHgoNQQoUjBFfBIj4SglIKf%2BTDdcUvhegEJQgS6bClqIiAYIAMLqMpie1E5oKXbtytbqAoSXCM8dVgE8ezUyTcuFHBJanGmnc%2BSe5W1zCMLpLcFhB0Kn%2FpSmAqlPvZf2AB5U%2BbjN5J1%2B9py%2BAu5DSkqhDaUiZxK3GFNyI8q4IEARA5299RF5L5uVMuYa4RnXb4p2R3wwKziS5ELUApq9rg09GeAIqSPotoa5%2BkGTLZMW1FAiwEBvn1w2JAJmzcWeKpaIs1QAE%2BLbjxgxYLWAvomCNJwCy2DKZyxU3WAuk%2BUVhp7HCTjDK8NckUavvqBPklz2M5y9gAsFWmcZv0krnKtHEUBzSO11OcH7xe0gR2MfSVbPx%2FjXxuWRMMpd8JJvvnr1Oic8za%2FzgtRFJGZUg0Oe0jXVAjyyBOqdi68r9WSI6EcJoEJ2wY1z4W%2FYwc3BPzfwaQHZMSiQdb2T%2FRMhi7Ife9colXJbTnzXrZa8QJ1VuKIobcw8mPEjJb84PqG%2FImo2rXlvBTkN2T5b0vLx7qQfAWhhPX8Z2hJtYtzwez5wYc502KdxFF6mGbJoER3tlEaJ%2BNoHGfQw0K9wqdVr0WSDeN%2BMoozkWbjtD%2BajNK8osXLNJtOpuNxHKfohFzNQkkfMXuYjibjbDodjUdxehhnWTot%2FQKKgq1eXOx6ifBNK4GX%2FuB%2BnOBvBW1Bdjl%2FZuTmcelc%2Fd1gYPNSwyUWKuBRRZWmURnKEUH2g4VwGD2cVoMkTtJscJhMRtNBMqhpzU08TuOoZsvCNgu3rUHRAXde%2BOBKokFwdm8bPPcRQnS1ZC8w02y4%2B9mXndSKGXR%2FovFx3I4SR35pPWvJTK69K%2B%2BFLvEDebCbdhDQqW8soefPYf9w4X3idXXSTbzn7cSD8vxcYz7JT%2FMG6L%2F26C3go1IRZgng3Vit69P4k%2F003vz9tEQbXWi9QqsM%2FrJdo%2FVg0TYxT68qPhm78j%2BF3k6r%2BW4aPriYhj3y6ylBYqMeKblviYocIfaiMUXZI89%2B6vk7J%2Biqfs1uftAQ7s2ZWlI0OYmaMt9%2F%2FSR7x5aRTro6xk94HnoYujJKh2wWfkQiNK79lG0bf2DF%2Btl5ycX%2BzeeK0%2Fi8pKbubPYQkuhsdn0lewjddQufojjba37c3EGJkzgeD6bjSX%2FYHybT%2FnCYJVn%2FiiUnI8AfHk52V9moteQY8ohHk%2BnwsiUnh9kkG0%2FjODnMprjIskuW3O%2B6YslRa8mqbhZS2HLH8q2Aa%2FP5vPaTDLOqa3jf3tsxeQI90UtOPtppGR5YRbbbGaGyA88vaj6ASb3CPfyv0uNrBLyViT%2B40cR3bn3fVX%2FWKjd0eYjJBjnudXx08f7Q2vRog3hVWF8YihcNNFx%2F%2Fq3gz7s3%2BPPm4v0D

o Implementation of a Geolocation Gating algorithm is presented in this phase.
This verification logic handles GPS signal variance. The scope includes
developing the mechanism to prevent photo proofs to be captured when
location accuracy is poor and providing a time-bounded fallback mechanism
for GPS-denied environments. The application should provide intuitive
feedback to the users according to the quality and accuracy of this two-factor
verification parameter.

e Local-First Metadata Injection:

o The system utilizes a local processing engine to extract real-time telemetry,
specifically the GPS coordinates and timestamps from the edge device and
injects this data directly into the captured POD image’s EXIF header tags
before proceeding with the image to storage. This client-side processing
ensures zero latency during the capture process to ensure delivery operations
are not impeded by metadata injection procedures.

e Cloud Infrastructure:

o For storage and backend routing, the system integrates Supabase (a cloud

database and Backend As A Service Platform) to ensure secure storage of raw

image proofs and modular scalability.

Key Deliverables: A functional mobile application with dual-layer HUD capture, a
geolocation gating algorithm, EXIF metadata injection capabilities, and successful cloud

synchronization with Supabase.

3.1.2 Phase 2: Advanced Feature Development and Integration of

Computer Vision Modules

This phase evolves the MVP into a "Zero-Trust" Proof of Delivery pipeline by integrating
edge-native deep learning models, transitioning the system from manual data collection to
autonomous visual verification. This progression necessitates the development and training of
specialized computer vision architectures, specifically for Barcode Recognition, Semantic

Building Detection, and Siamese Neural Network similarity scoring.

To effectively train and validate these models, a proprietary empirical dataset was curated via
in-situ field photography across diverse residential topologies in Kampar, Perak. An example

of datasets is as shown in Figure 3.1.2 below:
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Figure 3.1.2 Terrace Housings Datasets collected for the Building Recognition Module

This localized data acquisition strategy was explicitly designed to capture real-world
environmental variances (e.g., dynamic illumination, shadows) and the architectural
homogeneity typical of the target deployment domain, ensuring the resulting models are

highly robust in active logistics scenarios.

Once fine-tuned, the neural network weights were quantized into an edge-deployable format
(e.g., .tflite) and seamlessly embedded directly into the existing React Native mobile

framework introduced in Phase 1.

e Edge Al Deployment:

o The system deploys quantized .tflite models, specifically MobileNetV3,
directly into the React Native frame processor. MobileNetV3 is optimized for
mobile environments, offering significantly lower latency and reduced model
size (often under 5SMB) while maintaining high precision for real-time
semantic validation [26]. [27].

e Automated Parcel Identification:

o Al-driven Optical Character Recognition (OCR) for barcode scanning from

the Consignment Notes attached to the physical parcels are integrated to

extract Unique Identifiers directly from the live camera feed.
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e Edge-Native Convolutional Neural Network for Semantic Validation:

o This module deploys a lightweight Convolutional Neural Network (CNN) to
perform real-time semantic validation of the delivery environment. To achieve
low-latency inference on hardware-constrained mobile devices, the model is
quantized and deployed as an edge-native asset within the application
framework. The network continuously processes the live camera feed,
extracting structural features to calculate a probabilistic confidence score
regarding the presence of architectural elements. This score is evaluated
asynchronously and rendered on the client interface, serving as an algorithmic
gatekeeper that actively prevents the capture sequence until a valid structural
target is verified. Note that as mentioned in Section 1.4.1 System Boundaries,
this validation feature serves as a necessary prerequisite foundational
infrastructure for fully autonomous logistics integration in the future.
Currently the workflow is implemented via an independent external web
application instead of directly into the client edge device.

e Cross-Temporal Similarity Verification via Siamese Neural Networks:

o To authenticate delivery locations across varying temporal and environmental
conditions, the system implements a deep Siamese Neural Network. This
architecture utilizes twin convolutional sub-networks with shared topological
weights to project paired input images, a newly captured Proof of Delivery
(POD) image and a historical baseline reference into a unified,
high-dimensional latent feature space. By mapping semantically similar
architectural structures in close proximity within this latent space, the network
computes a definitive mathematical Euclidean distance via Cosine Similarity
between the two feature vectors. This derived distance translates into a robust
similarity score, enabling objective, automated verification for delivery
operations [5], [28].

e Key Deliverables: Implementation of autonomous visual verification, including
barcode/OCR recognition, building recognition scoring, and Siamese Network-based

similarity analysis.
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3.1.2 Phase 3: Operational Functions, Field Deployment, and Iterative

Refinement

The final phase focuses on completing the operational pipeline for real-world logistics
environments and conducting rigorous stress testing. This includes the development of a POD
Retrieval Landing Page sent by Couriers to Recipients. And development of tools and system
used for evaluating the performance and robustness of the deployed computer vision models

under diverse environmental conditions [29].

e Custom Metadata-Preserving POD Retrieval Portal:

o Standard third-party (e.g., WhatsApp, Messengers) communication channels
typically utilize aggressive image compression algorithms that inherently strip
embedded EXIF metadata during transmission. To mitigate this data
degradation, a dedicated web-based retrieval portal was engineered. This
architecture ensures that the recipient can access the Proof of Delivery (POD)
imagery while preserving the complete integrity of the injected spatial and
temporal data. The portal renders a comprehensive verification dashboard,
exposing granular delivery telemetry including the exact temporal timestamp,
raw GPS coordinates, interactive geospatial mapping integration, the
authenticated POD image, and a lossless download vector for dispute
resolution.

e Dynamic Access Control:

o After a successful delivery attempt, the delivery record will be uploaded to
Supabase. Following a verified autonomous delivery event and the successful
commitment of the data payload to the centralized backend ledger, a dynamic
Universal Resource Locator (URL) will be generated and attached along with
the parcel UID and sent to the recipients after a successful delivery attempt.
This unique endpoint acts as a secure, read-only access key to the specific
delivery record. The application subsequently leverages native operating
system share-sheet protocols to route this secure portal link directly to the
recipient. This enables seamless notification via external messaging
architectures while entirely bypassing the metadata-stripping constraints of
direct image sharing.

e Empirical In-Situ Validation (Field Testing in Collaboration with GDEX):
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o To validate the architecture under real-world operational constraints, the
system was deployed in-situ alongside active GDEX logistics fleets. This
collaborative field-testing phase was explicitly designed to stress-test the deep
learning models against adversarial edge cases not easily replicated in
controlled environments. Specifically, the field deployment captured critical
telemetry regarding severe environmental variance (e.g., Dynamic
[llumination Decay, Extreme Glare, Network Dead-zones, low-resolutions of
Consignment Notes) and evaluated the system's robustness when processing
complex topological environments, such as architecturally homogeneous
residential grid layouts (e.g., Guard Houses, Shop-lots, etc.)

o Telemetric System Optimization and Calibration:

o The final methodological phase involved the empirical calibration of the
system's operational hyperparameters using the telemetry data harvested
during live deployment. This optimization process focused on iteratively
fine-tuning the probabilistic confidence thresholds of both the CNN and
Siamese networks. The primary objective was to achieve an optimal
equilibrium between classification accuracy and computational overhead,
specifically minimizing edge-level inference latency

(inference_time_ms) to guarantee seamless, zero-friction execution for

the logistics end-user without compromising the mathematical integrity of the
zero-trust pipeline.
e Key Deliverables:
o A complete end-to-end operational pipeline with metadata-preserving
retrieval, validated through field deployment and real-world performance

tuning.
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3.2 System Architecture Diagram

The overall system developed consists of 3 layers:

e LAYER 1 - Edge Layer (Driver’s Mobile Device) : Color Coded with Blue in figure
3.2.1

e LAYER 2 - Cloud Layer (Supabase BaaS) : Color Coded with Orange in figure
3.2.1

e LAYER 3 - Presentation Layer (Web) : Color Coded with Green in figure 3.2.1

The figure below is a system design diagram to showcase the entire workflow of the system,

and how each part interacts with each other.
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Figure 3.2.1 System Architecture Diagram
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This modular, three-layered architecture facilitates scalability and maintainability, allowing

for independent optimization and upgrades of each component without disrupting the entire

system [30].

Three external actors bookend the system:

e Driver, who initiates data capture at the Edge Layer
e Parcel Recipient, who consumes the verified output at the Presentation Layer
e System Admin, who access the Siamese Web Ul for manual uploading of POD

images for comparisons.

3.2.1 Layer 1: Edge Layer (Driver's Mobile Device)

Definition: This layer encompasses the on-device processing units responsible for initial data
acquisition and preliminary computational tasks, such as real-time image capture, Building

Detection ML model, and embedded EXIF metadata extraction [31]. [32].
Component Breakdown.

e The Edge Layer is implemented in React Native 0.81 with Expo SDK 54 and
comprises nine components. The Driver connects to a Dual-Layer Camera HUD
powered by react-native-vision-camera v4, featuring a Building Detector (top HUD
frame processor) and Barcode Scanner (bottom HUD via useCodeScanner). A GPS
Watcher (expo-location, BestForNavigation accuracy) operates parallel to the HUD
group. These inputs converge at a Capture Gate—a security checkpoint enforcing
conjunctive validation prior to image capture.

e Post-capture, the workflow proceeds to the EXIF Injector
(@lodev09/react-native-exity), embedding GPS coordinates and UTC timestamps
into the JPEG. The image advances to the SHA-256 Hasher (js-sha256) for
tamper-evident fingerprinting. A secondary branch from the EXIF Injector enables
local persistence via Gallery Save (expo-media-library). The primary path reaches the
Upload Module (@supabase/supabase-js v2), which initiates parallel operations:
JPEG upload to Supabase Storage and record insertion into Supabase PostgreSQL,
bridging to Layer 2. The module also activates a Share Sheet to deliver a secure

WhatsApp link directly to the Recipient.
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3.2.2 Layer 2: Cloud Layer (Supabase BaaS)

Definition: This layer comprises the remote server infrastructure that handles more intensive
computational demands, including advanced image processing, deep learning model

inference, and secure data storage [33].

e Component Breakdown:

The layer is annotated as Managed PostgreSQL, S3-Compatible Storage, and Deno
Edge Functions. Two primary components receive data from Layer 1: Supabase
Storage (bucket: delivery-proofs, S3-compatible, public URLS) receives the
uploaded JPEG, and Supabase PostgreSQL (table: delivery_records, storing
image_url, image_hash, GPS coordinates, and tracking_number) receives
the structured metadata record. A solid arrow descends from PostgreSQL to the POD
Landing Page in Layer 3 when requested to be viewed, it past down the requested
parcel UID as parameters.

e Below the primary row, a Siamese Inference Service (Python, TensorFlow, Siamese
Network) appears with a dashed-rose border denoting its proof-of-concept status. An
arrow labelled "Temporal Data" descends from this service into the Siamese Web Ul

component described in Layer 3.

3.2.3 Layer 3: Presentation Layer (Web)

Definition: This layer focuses on the user-facing interfaces, providing intuitive visualization
of delivery data, interactive mapping, and tools for dispute resolution and administrative

oversight, as well as the dynamic access control for recipients.
Component Breakdown:

e The layer is annotated as Vercel Deployment, Streamlit, and Recipient-Facing. The
Recipient actor sits at the left of the layer, connected via an arrow to the POD
Landing Page (Streamlit on Vercel), which accepts a ?id=tracking_number
parameter to display the corresponding proof-of-delivery record. This landing page is

the destination of the WhatsApp link originating from the Share Sheet in Layer 1.
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e A second component, the Siamese Web UI (Streamlit, Local Only), is rendered
indicating its proof-of-concept status as a manual two-image comparison tool, not

connected to the production pipeline.

3.3 Use-Case Diagram and Use-Case Descriptions

Proof of Delivery
System Pipeline

—i Scan Barcode
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“z<include>>._( Execute Building
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View on
Google Maps
Generate
| Secure Page <<extend_§‘>>
<_<include>> URL

Delivery Driver Access POD Portal
Landing Page

<<exIends=> /Interface via <eextends>>
WhatsApp .
Download POD

Image
Process Batch
L.-="%_ Uploads
<<gxtends>>
- Execute Siamese
Inference Service

System Admin =<includex>

Capture POD
Image

Dispatch Delivery
Notification

—X

Parcel Recipient

Calculate

Distance

Figure 3.3.1 Use-Case Diagram depicting actors and interactions

The diagram in Figure 3.2.2 delineates the operational scope for each actor, including the
Delivery Driver, Parcel Recipients, and System Admin by mapping their respective
interactions with the system's core pipeline of Capturing and Delivery POD Images. It

outlines the functionalities (use cases) that the system provides and how these actors utilize

them.
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3.3.1 Use-Case Descriptions

There are a total of 4 use-case descriptions listed out in this section. Each use case is further

elaborated with detailed

steps,

pre-conditions,

and post-conditions to provide a

comprehensive understanding of the system's operational flow and actor interactions.

Use Use Case Name | Primary Purpose
Case ID Actor
UcCo1 Capture POD Delivery To capture proof of delivery image with
Image Driver barcode scanning and building detection
for delivery verification
UCo02 Execute Siamese | System To verify delivery location authenticity by
Inference (automated comparing captured POD image with
Service process) reference building images using Siamese
neural network
ucCo3 Access POD Parcel To allow parcel recipients to access their
Portal Landing Recipient delivery proof through a secure web portal
Page
UCo04 Dispatch Delivery To notify parcel recipients of successful
Delivery Driver, System | delivery with secure access to POD via
Notification WhatsApp or other channels

Table 3.3.1: The overall view of Use Case Descriptions listed out in this section, including

their ID, Name, Primary Actor, and Purpose
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UCO01 Capture POD Image:

Field Value

ID ucCo1

Purpose To capture proof of delivery image with barcode scanning and
building detection for delivery verification

Primary Actor(s) Delivery Driver

Trigger Delivery driver arrives at delivery location and initiates POD image

capture

Sub-Functions

* Scan Barcode

* Execute Building Detection
* Capture Image

* Validate Image Quality

Pre-conditions

* System is active and accessible

* Driver is logged in

* GPS/camera permissions granted
* Delivery location is reached

Scenario Name Step | Action
Main Flow 1 Driver navigates to delivery address
2 Driver launches POD image capture function
3 System activates camera interface
4 System scans barcode on parcel/delivery note
5 System executes building detection to verify location
6 Driver captures POD image
7 System validates image quality and completeness
8 System saves POD image with metadata
Alternate Flow 1 -|4.1 | System fails to scan barcode
Barcode Scan Failure
4.2 | System prompts driver to manually enter tracking number
4.3 [ Driver enters tracking number manually
4.4 | System validates tracking number
4.5 [ Resume from Step 5
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Alternate Flow 2 -|5.1 [Building detection fails to match expected location
Building  Detection
Failure

5.2 | System flags location mismatch warning

5.3 | Driver confirms correct location or adjusts GPS

5.4 [ Resume from Step 6

Alternate Flow 3 -| 7.1 | System detects poor image quality (blur, low light)
Poor Image Quality

7.2 | System prompts driver to retake image

7.3 | Resume from Step 6

Post-conditions - POD image is captured, validated, and stored with associated
barcode and location data

Table 3.3.2 Use-case description for UC01 Capture POD Image
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UCO02 Execute Siamese Inference Service:

Field Value

ID ucCo2

Purpose To verify delivery location authenticity by comparing captured
POD image with reference building images using Siamese neural
network

Primary Actor(s) System (automated process)

Trigger POD image is successfully captured and validated

Sub-Functions

* Calculate Siamese Feature Distance
» Compare with Reference Images

* Process Batch Uploads

* Generate Similarity Score

Pre-conditions

* POD image is captured and stored
» Reference building images are available in database
+ Siamese model is trained and operational

Scenario Name Step | Action
Main Flow 1 System receives validated POD image
2 System extracts features from POD image using Siamese
network
3 System retrieves reference building images for delivery
address
4 System calculates Siamese feature distance between POD

and reference images

5 System generates similarity score
6 System validates if similarity score exceeds threshold
7 System marks delivery location as verified

Alternate Flow 1 -] 1.1 | Multiple POD images uploaded simultaneously

Batch Upload

Processing
1.2 | System queues images for batch processing
1.3 [ System processes each image in parallel
1.4 | Resume from Step 2 for each image
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Alternate Flow 2 -| 6.1 | Similarity score below threshold
Low Similarity Score
6.2 | System flags delivery for manual review
6.3 | System notifies supervisor of location mismatch
6.4 | Supervisor reviews and approves/rejects delivery
Alternate Flow 3 - No | 3.1 | No reference images found for delivery address
Reference Image
Available
3.2 | System marks delivery for manual verification
3.3 | System stores POD image as new reference (pending

approval)

Post-conditions

Delivery location is verified through Siamese inference,
and similarity score is recorded in system

Table 3.3.3 Use-case description for UC02 Execute Siamese Inference Service
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UCO03 Access POD Portal Landing Page:

Field Value

ID ucCo3

Purpose To allow parcel recipients to access their delivery proof through a
secure web portal

Primary Actor(s) Parcel Recipient

Trigger Recipient receives delivery notification with secure URL link

Sub-Functions

* View on Google Maps
* Download POD Image
* Verify Delivery Details
* View Delivery Timestamp

Pre-conditions

* Delivery is completed
* POD image is uploaded
* Secure URL is generated and sent to recipient

Scenario Name Step | Action
Main Flow 1 Recipient clicks on secure URL from notification
2 System validates URL and authentication token

3 System loads POD portal landing page

4 System displays POD image, delivery details, and
timestamp
5 Recipient views delivery proof
Alternate Flow 1 -|5.1 [ Recipient clicks "View on Google Maps" button
View Location on
Google Maps
5.2 | System retrieves GPS coordinates from delivery metadata
5.3 | System opens Google Maps with delivery location marked
5.4 | Recipient views delivery location on map
Alternate Flow 2 -|5.1 | Recipient clicks "Download POD Image" button
Download POD
Image
5.2 | System prepares POD image for download
5.3 | System initiates image download to recipient's device
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5.4 | Recipient saves POD image locally

Alternate Flow 3 -|2.1 | System detects invalid or expired authentication token
Invalid/Expired URL

2.2 | System displays error message

2.3 | System provides option to request new access link

2.4 End use case

Post-conditions - Recipient successfully views delivery proof and can
download POD image or view location on map

Table 3.3.4 Use-case description for UC03 Access POD Portal Landing Page
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UC04 Dispatch Delivery Notification:

Field Value

ID ucCo4

Purpose To notify parcel recipients of successful delivery with secure access
to POD via WhatsApp or other channels

Primary Actor(s) Delivery Driver, System

Trigger Delivery driver completes delivery and uploads POD image

Sub-Functions

* Generate Secure Page URL

+ Send Notification via WhatsApp
* Send SMS/Email Notification

* Log Notification Status

Pre-conditions

* Delivery 1s marked as complete
* POD image is uploaded and verified
* Recipient contact information is available

Scenario Name

Step | Action

Main Flow

1 Driver marks delivery as complete in system

2 System validates POD image upload

3 System generates unique secure page URL with
authentication token
4 System retrieves recipient contact details
5 System prepares notification message with secure URL
6 System sends notification to recipient
7 System logs notification dispatch status
Alternate Flow 1 -[6.1 |System detects WhatsApp as preferred communication
WhatsApp Notification channel
6.2 | System interfaces with WhatsApp Business API
6.3 [ System sends WhatsApp message with secure URL and
delivery details
6.4 [ System receives delivery confirmation from WhatsApp
6.5 [ Resume from Step 7
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Alternate Flow 2 - 6.1 | WhatsApp delivery fails or not available
SMS Fallback
6.2 | System falls back to SMS notification
6.3 [ System sends SMS with secure URL
6.4 [ Resume from Step 7
Alternate Flow 3 -[6.1 [Recipient has no mobile number registered
Email Notification
6.2 [ System sends email notification with secure URL
6.3 | Email includes POD image as attachment
6.4 | Resume from Step 7
Alternate Flow 4 - 6.1 | All notification channels fail
Notification Failure
6.2 | System logs notification failure
6.3 | System flags delivery for manual follow-up
6.4 | Customer service contacts recipient manually

Post-conditions

Recipient receives delivery notification with secure access to
POD portal, and notification status is logged in system

Table 3.3.5 Use-case description for UC04 Dispatch delivery notifications
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3.4 Activity Diagram:

UCO01 Capture POD Image
Delivery Driver (Edge Client) Backend System

Initiate Delivery
Sequence

Scan Parcel
Barcode

Stream Camera Feed to Initialize GPS Watcher
Building R ition AI B&
ullding Recegnition Start 55 Fallback Timer

Mo

GPS Signal Has 5s Timer

Expired 7

4
Building Confidence
>=80% 7

Unlock Force-Capture

Enable UI
Capture Butto

L 4
river Execute:
Capfture
. 4
Inject EXIF ™ o/ Transmit Encrypted
Metadata =\ Payload via API

Commit Payload to
Database Ledger

Figure 3.4.1 Activity Diagram for Edge-Native Data Collection
UCO1: Capture POD Image

Purpose: Explains how the mobile app forces semantic validation and cryptographic EXIF

anchoring before data ever reaches the cloud.
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After Barcode capture:

e The GPS watcher continuously streams coordinates. The accuracy signal classifies
each reading as green (<10 m), yellow (<50 m), or red (>50 m / no fix). A 5-second
fallback timer starts when the screen mounts; if the signal doesn't reach green in time,
force-capture is unlocked so the user can still take a photo with lower accuracy.
Reaching green at any point cancels the timer and reverts to normal verified capture.

e Because logistics drivers cannot afford to wait for asynchronous hardware to
sequentially load, the system utilizes a concurrent architecture. Upon barcode
verification, the semantic Al, the spatial GPS listener, and the temporal fallback timer
are instantiated simultaneously. This creates a race-condition evaluation loop that
guarantees either high-fidelity data capture, or operational continuity via the 5-second

Force-Capture fallback.
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Activity Diagram 2: The Decoupled Siamese Inference Pipeline

UCD2: Execute Manual Siamese Inference
Administrator Backend System

Access
Verification
Dashboard

Upload Historical
Baseline Target
(Image A)

Upload Edge-
Captured PoD
(Image B)

4

Trigger Verification + / Receive Twin Image
Protocol ! Payloads

Project Inputs into
Latent Feature Space

Compute
Euclidean/Cosine
Feature Distance

Similarity Score >
Authorized Threshold?

Mo Yes

Y Y
Flag Node as Location Flag Node as Location
Mismatch Mismatch

Render Mathematical Qutput anEI\L,
Verification Status to UI _/J‘

Figure 3.4.1 Activity Diagram for The Decoupled Siamese Inference Pipeline

UCO02: Execute Manual Siamese Inference
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Purpose: Explains the standalone proof-of-concept Al module where the administrator tests

the mathematical viability of the cross-temporal location verification.
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Activity Diagram 3: Liability Transfer & Client Retrieval

UC04: Dispatch Delivery Notification & UCD3: Access POD Portal Landing Page

System Backend Parcel Recipient {Client Ul / Web Landing Page)

Detect "Verified
Autonomous
Drop” Status

Generate Session-
Specific Encrypted
URL

Format WhatsApp
Motification Payload

Y

épatch Payload via Natﬁ Receive Third-Party

0S Share-Shest / .&PI/ > Notification
¥
Access Dynamic URL

Fetch Authenticated

o
Image & EXIF Array/

Y

Serve Verification

Dashboard

ender Interactive

Geospatial Map via
‘. Coordinates

Y

Display Lossless PoD
Image

¥

Download Verifiable
Data Package

Figure 3.4.1 Activity Diagram for Liability Transfer & Client Retrieval

UCO04: Dispatch Delivery Notification & UC03: Access POD Portal Landing Page
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Purpose: Explains how the system autonomously bridges the gap between the authenticated

data and the end-user, closing the loop on the unattended delivery.
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CHAPTER 4 System Design

4.1 System Block Diagram

1
1
1
1

API Client
] utils/apits
1

«data processing» «storage / output»

Location Watcher
continuous GPS stream
delivery-proofs

Supabase PostgreSQL
delivery_records
Device Gallery
EXIF-embedded JPEG
Landing Page
Vercel (customer)

Supabase Storage ‘

Building Detector
frame processor

EXIF Builder
GPS — EXIF tags

1

EXIF Writer
burn into JPEG

1

Share Intent
confirmation link

Capture Gate
3-condition fock Image Hasher
SHA-256

Legend

[1 Module [ ___! Package — Data/ control flow All connectors are orthogonal (90°) routed. Packages are arranged lefi-to-right by data flow stage.

Figure 4.1.1 System Block Diagram

The system block diagram provides a simplified, abstract overview of the project’s core
functional groupings, decomposing the delivery verification process into its primary logical
responsibilities. Unlike the architecture diagram which details physical deployment, this

block diagram focuses on conceptual "chunks", namely the

e Input Sources

e User Interface

e Data Processing
e Data transmission

e Storage/Output

to establish the system's workflow and modular responsibilities before diving into technical

implementation.
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4.2 System Component Diagram

ComeraServices CameraScreen E

40}_

FCOMPONERLY archesirator

features/camera i
wsubsysiers DelveryUpload MetadmiaProcessing

o~ =~

o ¢

wrubsysters Upload + EXTF Services

@ CloudStorage

Supabaze Backend
rexternaly Storage + PostgreSQL

Top-level subsystems and their assembly connectors.

Figure 4.2.1 High Level Component Design Diagram

ameralll

PhotoCapture
features/camera @
BarcodeScanning | [CoNpeni]
=\ ; useBarcodeScanner useCameraCapture
O Code-128 - debounce Photo + GFPS snapshot E CameraView
@ E
LocationTrackig BarcodeViewfinder
I~ useLocationWatcher useCameraPermissions
@) BestForNavigation GPS Permission management
BulizsDeetlo [0 weBuiligDetcor I ™
@__ TFLife - frameProcessor {O—E model tlite i wexternals Native Modules
confidence = 0.50 b ] H » react-native-vision-camera

* react-native-fast-tflite
» expo-location
» react-native-Teanimated

AccuracySignal
I~ useAccuracySignal
O GPS — iraffic-light

Legend: o— Provided | — Required | O Component | | O § Arfifact

Camera subsystem: hooks provide interfaces consumed by CameraScreen.

Figure 4.2.2 Camera Subsystem Component Design Diagram
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DeliveryUpload ExifEmbedding

w0 @
api.ts ImageHashing hasher.ts
sendloAPI() CO— SHA-236 fingerprint
Upload + INSERT delivery_records Tamper detection
ClcrudStorage/J_\
supabase_client.ts exif-processor.ts
A Supabase singleton - AsyncSiorage burnExifOnly - saveloGalleryOnly
E exify fibrary . '
FLUSEH exif-builder.ts O“\, ExifConstruction
! GPS — EXIF metadata construction 2/
E uexternals
1 1
e Supabase Storage Postgre3QL
delivery-proofs bucket delivery_records table

Data processing subsystem: APl service, EXIF processing, hashing,
and Supabase client with their provided and required interfaces.

Figure 4.2.2 Data Processing Component Design Diagram

types/

exif.types.ts location.types.ts
EXTFMetadata - LocationCoordinate -
EXIFProcessingBesult LocationWatcherState

Consumed by: CameraScreen, useBuildingDetector, apits, exif-builder ts, exif-processorts

O

DomanTypes
Shared domain types consumed across all subsystems via DomainTypes interface.

Figure 4.2.4 Shared Types Component Design Diagram

The system component diagram provides a formal UML representation of the software’s
internal architecture, focusing on the encapsulated, replaceable modules that form the
delivery verification system. By detailing the provided and required interfaces between core

modules, namely:
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Figure (a) Top-Level | CameraScreen — features/camera, utils, Supabase
Figure (b) Camera 6 hooks, components / package, model.tflite artifact,
4.2.2 Subsystem native modules note

Figure (c) Data api.ts, hasher.ts, supabase client.ts, exif-builder.ts,
4.2.3 Processing exif-processor.ts, backend

Figure (d) Shared exif.types.ts, location.types.ts, DomainTypes interface

These diagram illustrates the functional contracts and dependencies within the codebase. The
modular decomposition ensures a clear understanding of how the React Native application's

internal units interact to execute the system’s computer vision and metadata extraction tasks.

4.3 Data and Database Design

The system persists delivery proof-of-delivery (POD) data in a Supabase backend
comprising a PostgreSQL database, object storage buckets, and a serverless Edge Function.
Two primary tables store delivery records (production and field-test), two storage buckets

hold POD images, and a database webhook triggers SMS notifications via an Edge Function.

Table Editor

public

New table

latitude fi longitude altitude fioats gps_accuracy_metres fi...

Figure 4.3.1 A Screenshot of the Supabase Table Dashboard with records redacted
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4.3.1 Data Dictionary

A. EXIF Tags Captured

The system writes a focused subset of EXIF tags into every POD image before upload. The

buildExifFromCoordinate() function (the detailed implementation is listed in Chapter 4

Section 4.5.2 produces the following tags from the device's live GPS fix:

EXIF Tag EXIF [ Data Type Example Purpose
IFD Value

DateTimeOrig | Exif ASCII  string [ 2025:04:29 | Exact local time the rider

inal IFD (20 chars) 16:05:33 pressed the shutter

DateTimeDigi | Exif ASCII  string [ 2025:04:29 | Time the 1image was

tized IFD (20 chars) 16:05:33 stored as digital data

DateTime IFDO ASCII  string [ 2025:04:29 | Last-modified timestamp

(20 chars) 16:05:33 of the file

GPSLatitude GPS RATIONAL 3.215180 WGS-84  latitude  of
IFD (degrees) capture location

GPSLongitude [GPS RATIONAL 101.728430 | WGS-84 longitude of
IFD (degrees) capture location

GPSAltitude GPS RATIONAL 45.2 Altitude above/below sea
IFD (metres) level

GPSAltitudeR [ GPS BYTE (Oor1) |[© 0 = above sea level, 1 =

ef IFD below

GPSDateStamp | GPS ASCIl  string | 2025:04:29 | UTC date of GPS fix
IFD (11 chars)

GPSTimeStamp | GPS ASCII string (8 | 08:05:33 UTC time of GPS fix
IFD chars)
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Table 4.3.1 shows EXIFMetadata injected in each POD image. The full EXIFMetadata

interface is attached in Appendix, it defines 30 optional tags spanning camera settings,

exposure, image dimensions, and focal length. However, only the 9 tags above are actively

written by the application; the remaining tags exist in the type definition to support future

read-back or forensic analysis of third-party images.

B. ‘delivery_records’ Table — Column Dictionary

This is the production table inserted into by sendToAPI() in utils/api. ts (The original

code is listed in APPENDIX)

Column PostgreSQL | Nullable | Default Constraint | Description

Name Type

id uuid NO gen_random_ | PRIMARY [ Auto-generated unique

uuid() KEY row identifier

created_a |timestamp |NO now () — Server-side insertion

t tz timestamp

tracking_ | text NO — — Parcel barcode /

number tracking number
scanned by driver

image_url | text NO — — Public URL of POD
image in Supabase
Storage

image_has | text NO — — SHA-256 hex digest of

h image file (tamper
detection)

latitude float8 NO — — GPS latitude at capture
(decimal degrees,
WGS-84)

longitude |float8 NO — — GPS longitude at
capture (decimal
degrees, WGS-84)

altitude float8 YES NULL — GPS altitude in metres
(may be unavailable on
some devices)

gps_accur | float8 YES NULL — Horizontal accuracy of

acy_metre GPS fix in metres

S
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captured_ | timestamp |NO — — Client-side capture

at tz timestamp (ISO 8601)

accuracy_ |text NO — CHECK IN | Whether GPS met the

status ('precis |accuracy threshold or
e’ 'over the driver overrode
ride')

Table 4.3.2 Table of ‘delivery records’ relation stored in Supabase Backend
C. field_test records Table — Column Dictionary

This table is specifically created for field testing, logging additional data such as GPS latency
and battery level for post-test analysis, it is not used in production. Part of the table mirrors
every production column for parity, Inserted by sendToFieldTestAPI() in
utils/field-test-api.ts

Column Name PostgreSQL Nullable | Default | Description
Type

— all columns from Production-parity fields

delivery_reco

rds above —

model_confide | float$8 NO — Building detector confidence score

nce (0.0-1.0)

building_dete | boolean NO — Whether the TFLite model classified a

cted building above threshold

detection_ove | boolean NO — Whether the driver overrode the

rridden model's decision

ground_truth_ | boolean YES NULL Manual annotation: was a building

is_building actually present? (for confusion
matrix)

barcode_scan_ | int4 YES NULL Time to complete barcode scan

ms (milliseconds)

gps_fix_ms int4 YES NULL Time to  acquire GPS  fix
(milliseconds)

time_to_captu | int4 YES NULL Total elapsed time from screen open to

re_ms shutter press

exif_write_ms | int4 YES NULL Time to burn EXIF into image file
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upload_latenc | int4 YES NULL Round-trip upload time (image + DB

y_ms insert)

upload_succes |boolean NO — Whether the upload completed without

S error

battery_level | float8 YES NULL Device battery percentage at capture
time

gps_speed float8 YES NULL Device speed from GPS (m/s) for
delivery path analysis

gps_heading float8 YES NULL Device compass heading from GPS
(degrees)

Table 4.3.3 Table of ‘field test records’ relation stored in Supabase Backend

D. Supabase Storage Buckets

The architecture incorporates two distinct Supabase Storage buckets: ‘pod-images’ for

production delivery proof images and "field-test-images™ for images associated with model

evaluation, thereby segregating data based on its operational context.

roofs

s}.jpg

Bucket Name Access File Naming Convention | Content Type
delivery-pro [Publicread [delivery_{unix_ms} | image/jpe
ofs .jpg g

field-test-p |[Publicread [ field_test_{unix_m |image/jpe

g

Table 4.3.4 Table of Supabase Storage Buckets data design
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4.3.2 Entity Relationship Diagram

Based on the codebase, the ER diagram should depict the following entities and relationships.
Since the design don't have separate drivers or shipments tables yet (the current schema uses

anonymous and implicit auth), the diagram reflects the actual implemented schema:

delivery_records
TS
Column Type Constraints delivery-proofs
. ) . T =
+ dd uuid PK, gen_random_uuid()
1
+ created_at timestamptz NOT NULL, DEFAULT now() . + object_key @ text -jpa
_: imazs wl
+ tracking_number text MOT NULL 1 + content_type : text
+ image_url text NOT NULL + access : text
+ image_hash text MOT MULL, SHA-358 : 52
+ latitude floats NOT MULL
+ longitude floats NOT NULL
+ altitude floats MNULLABLE
+ Eps_accuracy_metres floats NULLABLE
field-test-|
+ captured_at timestamptz NOT MULL
. . Trmrage B ke,
+ accuracy_status text CHECK IN (precise, override)
1 + object_key : text
+ content_type : text
+ access @ text
T
frupersed) image 1 |
i
| ccomBedied bi>>
|
i
field_test_records ¥
<wmbl=r
EXIFMetadata
=embedaed I JPEGo
1
Tag IFo Format
DateTimeOriginal Exif AscII (28)
DateTimebigitized Exif ASCIL (28)
DateTime LFDB ASCII (28)
+ model_confidence floats NOT MULL, @.8-1.8@
GPSLatitude aps RATIONAL (deg)
+ building_detected boclean NOT NULL
GPSLongitude =3 RATIONAL (deg)
+ detection_overridden boolean NOT NULL
GPSAltitude aPs RATIONAL (m)
+ ground_truth_is_building boolean MULLABLE
777777777777777777777777777777777777777777777777777777777777777777777 GPsALtitudeRef GRS BYTE (9|1)
Timing Metrics GPsDatestamp =3 ASCID (11)
+ barcode_scan_ms inta MULLABLE GPSTimestamp =3 ASCIT (8)
+ gps_fix_ms inta MULLABLE
+ time_to_capture_ms inta NULLABLE
+ exif_write_ms int4 NULLABLE
+ upload_latency_ms int4 NULLABLE
Device State
+ upload_success boolean MOT NULL
+ battery_level Floats MULLABLE, 8.8-1.8
+ gps_speed Floats MULLABLE
+ gps_heading floats NULLABLE

Figure 4.3.2 ERD Design of the Database

e delivery_records.image_url —  references an the

object in
delivery-proofs storage bucket (1:1).

e field_test_records.image_url — references an object in the

field-test-proofs storage bucket (1:1).
e field_test_records is structurally a superset of delivery_records — it
contains all production columns plus diagnostic/evaluation columns. The two tables
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are intentionally denormalised (no foreign key between them) to keep the field-test
pathway isolated from production data.

e There is no explicit drivers table — the current system uses Supabase
anonymous/implicit authentication. Driver identity is not stored per-record in the
current implementation. If multi-driver support is added, a drivers table with FK

relationships to both record tables would be introduced.

4.3.2 Related SQL Queries

This section shows the SQL queries to create tables for ‘delivery records’,
“field test records’, explicitly defining column types, constraints, and default values as

detailed in the preceding column dictionaries.

## Table "delivery records’
public.delivery records (
gen_random_uuid(),
created_at zone 0O,
image_url text
image_hash text
latitude
longitude
altitude
gps_accuracy_metres g
captured_at zone 5
accuracy_status text (accuracy_status =
(ARRAY[ :text, ::text])),
tracking_number text,
delivery records_pkey PRIMARY

I

## Table "field test records’
public.field test records (
gen_random_uuid(),

image_url text,

image _hash text,

latitude

longitude

altitude

gps_accuracy_metres
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captured_at

accuracy_status text

tracking number text

model confidence

building detected boolean

detection_overridden boolean

ground truth _is building boolean,

barcode_scan_ms ,

gps_fix_ms

time_to capture ms

upload_latency_ms

exif write_ms

battery level

upload success boolean

gps_speed

gps_heading

created at zone
field test records_pkey PRIMARY
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4.4 Front-End Interaction & Capture Modules

4.4.1 Dual-Layer Overlay & Barcode OCR

Functional Overview

The camera screen implements a dual-layer overlay that divides the live viewfinder into two
spatial zones: a top half for building framing and a bottom half for barcode scanning. A
single camera feed serves both purposes, with the system switching between a barcode
code-scanner and a TFLite frame-processor depending on the current phase. The barcode
scanner uses a stability-debounce algorithm to ensure only reliably decoded Code-128 values

are accepted.

SENDER COPY N
EX. CN25000907029 Golex t ! EX. CN25000907029 Fes 2!
Sarv g Saervice
c:E msas son avo Y ._nE PRESS SN BHD v
o CBP ot | e CBP
ACCOUNT NO: - CBP CN ACCOUNT NO: - CBP CN
SENDER Print by: 67337 SENDER Print by: 67337
GD Express Sdn Bhd Print date: 10/03/2026 GD Express Sdn Bhd Print date: 10/03/2026
ORG: 46050 ORG: 46050
PJY PJY
DEST: 46050 DEST: 46050
RECEIVER RECEIVER
arrn ATTN:
CONTACT CONTACT:
b= TYPE OF CONSIGNMENT: rod TYPE OF CONSIGNMENT:
O DOCUMENT O DOCUMENT
| ] PARCEL | | PARCEL
O CHEQUE 0O CHEQUE
NO. OF PC(S): 1 NO. OF PC(S): 1
CONTENT: testimh CONTENT: testimh
WEIGHT: 1 WEIGHT: 1
REMARK: REMARK:
A 4

Figure 4.4.1 Example Consignment Note generated by GDEX
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1.2 = parallel / concurrent

( Screen Mounted )

Permission
granted?

Camera Active — Parallel Processes
* GPS Location Watcher

Request Permission

* Barcode Scanner (bottom half)
* 35 Force-Capture Timer

Activate Building Detection

GPS precize OR
timer elapsed?

Building
detected?

Capture Photo
Build & Burn EXIF

Save to Gallery

.

Suvccess Alert
Share Delivery Link
API Upload (background)

v

End

Wait for scan
(Button disabled)

Waiting for GPS

Waiting for model

Figure 4.4.2 Flowchart of the Camera Capturing Procedure
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Logic / Algorithmic Flow

A. Camera Mode Switching (Mutual Exclusion)

The CameraView component wraps react-native-vision-camera's Camera
Only one processor can be active at a time. The camera screen conditionally passes either the
codeScanner or the frameProcessor based on whether a tracking number has been

locked:

<CameraView
cameraRef={cameraRef}
device={device}
format={format}

isActive={ }
codeScanner={!trackingNumber ? codeScanner :
frameProcessor={trackingNumber ? frameProcessor

e Phase 1 — When trackingNumber is null, the codeScanner prop is active
and the camera decodes barcodes on every frame.

e Phase 2 — Once a barcode is locked, codeScanner becomes undefined and the

TFLite frameProcessor activates for building detection.
This mutual exclusion prevents resource contention on the native camera pipeline.
B. Barcode Scanner Hook — useBarcodeScanner ()

The scanning logic 1s encapsulated in a custom React hook located in
use-barcode-scanner.ts. It returns a codeScanner object for the camera and

exposes the scan state.

REQUIRED STABLE_COUNT =
SUPPORTED_CODE_TYPES: CodeType[] = [ 1;

useBarcodeScanner(): UseBarcodeScannerReturn {
lastScannedDataRef = useRef<string | >( );
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stableCountRef useRef(9);
isLockedRef useRef( )
[scanResult, setScanResult] = useState<BarcodeScanResult

);

Key design decisions:

e Code-128 only — current SUPPORTED_CODE_TYPES is restricted to
[ "code-128"], the standard symbology for logistics tracking numbers. All other

barcode types are silently ignored.
e Dual-track state management — The hook maintains both React refs (for
synchronous, closure-safe logic) and React state (for triggering UI re-renders). This

prevents race conditions where stale closures could cause duplicate locks.

C. Stability Debounce Algorithm

The core scanning callback handleCodeScanned is invoked on every camera frame.

Rather than accepting the first decoded value, it requires 4 consecutive identical readings

before locking:

handleCodeScanned = useCallback((codes: Code[]) => {
(isLockedRef.current) ;

( code of codes) {
(code.type !== || !'code.value)
(code.value === lastScannedDataRef.current) {
stableCountRef.current += 1;
(stableCountRef.current >= REQUIRED_STABLE_COUNT) {
isLockedRef.current = 5
setScanResult({
value: code.value,
: code.type,
corners,

1)s;

}

{

lastScannedDataRef.current = code.value;
stableCountRef.current = 1;
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b [Ds

The stability threshold of 4 frames prevents false positives caused by partially decoded

barcodes, motion blur, or flickering values when the parcel is at an oblique angle.

D. Scan Reset

The hook exposes a resetScan() method that clears all refs and state, returning the

camera to Phase 1 defined in section A:

resetScan = useCallback(() => {
lastScannedDataRef.current = ;
stableCountRef.current =

isLockedRef.current =
setScanResult( )

b [

This is triggered by the "Rescan" button in the overlay Ul, allowing the user to correct a

misread without leaving the camera screen.

E. BarcodeViewfinder — Visual Feedback Component

The BarcodeViewfinder component renders an animated viewfinder rectangle using

react-native-reanimated. It accepts anisDetectedboolean and transitions

between two visual states:

BarcodeViewfinderProps {
isDetected: boolean;
width?: number;

height?: number;
style?: ViewStyle;

e Idle state (1sDetected = false): Four corner brackets in distinct colours pulse
in opacity via withRepeat. A vertical scan line sweeps horizontally (1.4 s per

direction) to indicate active scanning.
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e Detected state (isDetected = true): Corners turn green (#22c55e), the
viewfinder box shrinks to 82% scale via a spring-like withSequence, and all

repeating animations stop. This lock-on animation provides immediate visual

confirmation.

boxScale.value = withSequence(
withTiming( » { duration: , easing:
Easing.out(Easing.ease) }),

withTiming( , { duration: 1)
)

pulse.value = withTiming(1, { duration: 1);

F. Overlay Layout — Dual-Zone Structure

The overlay is an absolutely positioned View layered on top of the camera. It is divided by a

horizontal separator:

<View className= pointerEvents=

{ }
<View style={{ flex:

{

* Middle Separator *

{
<View style={{ flex: >

<BarcodeViewfinder isDetected={!!trackingNumber} />

Both halves use flex: 1 to equally split the screen. Corner brackets (border-t-2

border-1-2, etc.) frame each zone to guide user alignment.
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Data Interaction

Direction | Data Description

Input Live camera frames | Streamed to useCodeScanner via
react-native-vision-camera

Input GPS coordinates From useLocationWatcher(): accuracy determines
badge colour

Output BarcodeScanResult | { value, type, corners }:the locked barcode
string, symbology type, and corner coordinates

Output Camera mode switch | codeScanner disabled, frameProcessor activated

Output Ul state Viewfinder animation, instructional labels, capture button
enabled/disabled

Design Constraints & Exceptions

Table 4.4.1 Data Integration design of the Camera View

e Code-128 only — Other type of machine-readable optical labels are silently skipped;

the scanner does not produce false matches from QR codes or other formats on the
parcel.

No manual entry fallback — If the barcode is unreadable (damaged label, extreme
angle), the user must physically reposition the parcel. No manual tracking-number
input exists in the current design.

Capture gating — The capture button is disabled until all prerequisites are met:
barcode locked, GPS fix (green <10 m or force-override after 5 s), and building
detected (or test-mode override).

Force-capture timer — If GPS accuracy does not reach green within 5 seconds, a

fallback enables "Force Capture (Low Accuracy)", tagged as override in the

payload for downstream flagging.
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4.4.2 POD Landing Page:

The Proof-of-Delivery (POD) landing page is a client-facing web application that allows

parcel recipients to view and verify delivery records associated with their parcels. It is

deployed as a publicly accessible Next.js page at the route /delivery, and is accessed via
a URL containing a query parameter id that identifies a specific delivery record (e.g.,

/delivery?id=<uuid>). A special value of id=1latest retrieves the most recently

created record, serving as a convenient shortcut during testing and demonstrations. The

Landing Page is hosted on Vercel, which connects to a GitHub repository for rendering.
The page provides four core functions:

e Delivery record retrieval — On page load, the application fetches a single delivery
record from the Supabase delivery_records table, presenting key metadata
including the tracking number, capture timestamp, GPS coordinates, GPS accuracy,
and accuracy status.

e Proof-of-delivery photo display — The delivery photo captured by the driver is
rendered directly on the page, sourced from a public image URL stored in the
database.

e Image download with EXIF metadata — A download button allows the recipient to
save the original proof-of-delivery image locally, preserving any embedded EXIF
metadata (e.g., camera and geolocation data) for independent offline verification.

e Image integrity verification — The page implements client-side SHA-256 hash
verification to detect image tampering. The verification function fetches the image,
converts it to a Base64 string representation (matching the hashing method used by
the mobile capture application), computes its SHA-256 digest using the Web Crypto
API, and compares it against the hash stored in the database at upload time. The result
is displayed to the recipient as either '"Image is authentic and unmodified" or

"Image has been tampered with".
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Table 4.4.2 below shows the Visual Design of the POD Landing Page

Section Design Token

Page background White canvas — no dark mode

Hero header display-1g (40px / weight 400), ink text

Tracking number cream-callout-card — signature-creambg,

rounded-md, 24px padding

Photo container rounded-1g with hairline border
Download button button-primary — near-black bg, white text, rounded-1g
Details card feature-card-tabbed — surface-soft bg,

rounded-1g, 32px padding, hairline dividers

Integrity section hero-card-dark — surface-dark bg, rounded-1g,
48px padding

Verify button button-secondary-on-dark — white bg on dark card

Links link color (#1b61¢9)

Loading/error/fallback [ Canvas background with muted text

fetchData = O => {
console.log(

query = supabase.from( ).select(

(id === |l 1id) {
query = query.order( , { ascending: }).1limit(1);

} {
query = query.eq( , id);
}

{ data, error } =
.select(

)
.single();

console.log(
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console.log( , error);

(isMounted) {
(error) {
setError(
{
setRecord(data);

}
setLoading( );

] streamline-pod-landing-page & Overview
Q F
N Production Deployment Repositor Instant Rollback Visit v
Sverion ploy € Repository O
Q@ Deployments
Deployment
- A
|~ Analytics Domains &
@ S s |
Status Created
® Observability >
oot
B3 Firewall >
Source
@ con > 19 main
-o- £14b762 deployed to Vercel DNS: streamline-pod-landing-page
X Environment Variables
¥y
@ Domains > Deployment Settings 4 Recommendations
B Integrations
To update your Production Deployment, push to the main branch. = Deployments [
B starane
Vercel Agent x
Production Checklist 1/5 o Observability 6h > Analytics >
B eonnectGitRepesitory dg
0
@ Add Gustom Domain lv Track visitors and page views
@ Preview Deployment o Enable

Figure 4.4.3 shows the Dashboard on Vercel for deploying the Landing Page

- Streamline-Pod-Landing-Page

1Branch © 0 Tay Addfile - | <> Code ~

09 Commits

Releases

Deployments 4

@ Production

Packages

Contributors 1

Languages

Figure 4.4.4 shows the GitHub Repository of the Landing Page
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4.5 Verification & Metadata Logic

4.5.1 Geolocation Gating Algorithm

Functional Overview

The geolocation gate ensures that proof-of-delivery photos are only captured when the GPS
fix is precise enough to be trusted. It implements a traffic-light accuracy signal (green /
yellow / red) coupled with a 5-second fallback timer that grants an explicit override when
the signal fails to reach green within a reasonable wait. The captured coordinate is later

burned into the photo's EXIF metadata for tamper-evident verification.
Logic / Algorithmic Flow

A. Accuracy Traffic-Light Signal — useAccuracySignal()

The signal is derived purely from the device's reported accuracy value in metres returned

by expo-location'swatchPositionAsync with BestForNavigation:

signal: AccuracySignal =

accuracy !== && accuracy <=
b}

: accuracy !== &8& accuracy <=
b}

isGreen = signal

The thresholds (10 m and 50 m) reflect a deliberate compromise between operational realism

and evidentiary value:

Rule expression: canCapture = !!llocation && !!trackingNumber &&
(isGreen || forceCaptureEnabled) && (isTestMode ||

isBuildingDetected)
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Accuracy | GPS Force Building AI [ canCapt | Button Label
GPS Fix Timer | (=80%) ure
Signal Exists | (5s)
1 ® <10m Yes Cleared | ['4 Yes V| Verified Capture
Green Allowed
2 @ <10m Yes Cleared | 2 No X Verified Capture
Green Denied (disabled)
3 10-50m | Yes Not "4 Yes X Improving
Yellow expired Denied Accuracy...
4 10-50m | Yes Not X No ) ¢ Improving
Yellow expired Denied Accuracy...
5 10-50m | Yes Expired | ['4 Yes V| Force Capture
Yellow Allowed (Low Accuracy)
6 10-50 m | Yes Expired | ) No ) ¢ Force Capture
Yellow Denied (Low Accuracy)
(disabled)
7 |@Red |>50m Yes Not "4 Yes X Improving
expired Denied Accuracy...
8 @ Red [>50m Yes Not A No ) ¢ Improving
expired Denied Accuracy...
9 @ Red [>50m Yes Expired | [4 Yes 4 Force Capture
Allowed (Low Accuracy)
10 |@ Red |>50m Yes Expired | ) No ) ¢ Force Capture
Denied (Low Accuracy)
(disabled)
11 | @ Red | No fix No Not Any X Improving
expired Denied Accuracy...
12 | @ Red | No fix No Expired | Any ) ¢ Force Capture
Denied (Low Accuracy)
(disabled)
Table 4.5.1 Accuracy Threshold Decision Table
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B. Force-Capture Fallback Timer

In dense urban environments (terraced housing, covered porches, multi-storey blocks), the
device may never report < 10 m accuracy. To prevent the driver from being blocked

indefinitely, a 5-second timer in the Capture Screen enables an explicit override:

useEffect(() => {
(isGreen) {
clearTimer();
setForceCaptureEnabled( )

J

(!isGreen && !timerRef.current) {
timerRef.current = setTimeout(() => {
setForceCaptureEnabled( );

}s )s

clearTimer;
}, [isGreen]);
The capture button

When force-capture is used, the payload is tagged accuracyStatus: 'override’

instead of ' precise’, allowing the back-office system to flag the delivery for review.

Direction | Data Description

Input accuracy (m) Reported by expo-location on
every position update

Input isGreen flag Derived from accuracy threshold

Output signal, badgeColor, | Ul feedback consumed by the overlay
badgeText, buttonLabel
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Output forceCaptureEnabled Boolean unlocking the capture button
after 5s

Output accuracyStatus field ‘'precise’ or 'override’ written
into the API payload

Table 4.5.2 Data Integration design of the geolocation algorithm
Design Constraints & Exceptions

e No location permission — useLocationWatcher surfaces a permission error; the GPS
badge displays the error message and canCapture remains false.

e Stale fix — The watcher uses a l-second timeInterval and 1-metre
distancelnterval, so the latest coordinate is rarely more than a second old.

o Override abuse — Because every override is tagged in the payload, drivers cannot
silently bypass the gate; persistent overrides for a given route surface in operational

reports.

4.5.2 EXIF Metadata Injection Logic:

Functional Overview

The Metadata Injector stamps each captured photo with a tamper-evident spatial and
temporal fingerprint before the image is persisted to the device gallery. It transforms a live
LocationCoordinate snapshot into standards-compliant EXIF tags and writes them

directly into the JPEG's APP1 segment, producing a self-contained evidentiary artefact that

survives sharing, re-encoding, and archival.
Logic / Algorithmic Flow
The injector is a two-stage pipeline split across two pure modules:

A. Stage 1 — Build the EXIF Object (buildExifFromCoordinate)

Located in exif-builder.ts, this pure function maps a LocationCoordinate into

an EXIFMetadatarecord. The mapping honours the EXIF 4.3.1 specification's split between
local capture time and UTC GPS time:
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buildExifFromCoordinate(coordinate: LocationCoordinate):

EXIFMetadata {
capturedAt = Date(coordinate.timestamp);
exifDateTime = toExifDateTime(capturedAt);

{
GPSLatitude: coordinate.latitude,

GPSLongitude: coordinate.longitude,
GPSAltitude: coordinate.altitude ?? ,
GPSAltitudeRef: coordinate.altitude !== && coordinate.altitude <

)

GPSDateStamp: toGpsDateStamp (capturedAt),
GPSTimeStamp: toGpsTimeStamp(capturedAt),
DateTimeOriginal: exifDateTime,

DateTimeDigitized: exifDateTime,

DateTime: exifDateTime,

Field mapping at a glance:

Source field EXIF tag Notes

coordinate.lat | GPSLatitude Signed decimal degrees
itude

coordinate.lon | GPSLongitude Signed decimal degrees
gitude

coordinate.alt | GPSAltitude + [ Ref=1 if below sea level
itude GPSAltitudeRef

coordinate.tim | GPSDateStamp / | Formatted as UTC per spec
estamp GPSTimeStamp

coordinate.tim | DateTimeOriginal / | Formatted as device local
estamp .Digitized/DateTime time

Table 4.5.3 Table show field mapping of the value sources to EXIF tags

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR 83



B. Stage 2 — Burn the Tags into the File (burnExifOnly)

Located in exif-processor.ts, this wraps @lodev@9/react-native-exify's

native WriteAsync, which performs an in-place APP1-segment merge on the JPEG:

burnExifOnly (

photoUri: string,
exifTags: EXIFMetadata
): Promise<{ uri: string }> {

writeResult = writeAsync(photoUri, exifTags

any);
{ uri: writeResult?.uri ?? photoUri };

A sibling helper, saveToGalleryOnly () is invoked affer burning so the gallery receives
the already-stamped file. This ordering matters on 10S, where EXIF cannot be written into an

Asset URI — the injector must run on the raw file:// output of the camera before

Medialibrary.createAssetAsync takes over.

C. Call-Site Orchestration

The camera screen calls the two stages in sequence immediately after capture:

photo capturePhoto();
exifMetadata buildExifFromCoordinate(location);

written burnExifOnly(photo.uri, exifMetadata);
saveToGalleryOnly(written.uri, )

The write step is timed (exifWriteMs) and surfaced in the Field Test payload for later

performance analysis.

Direction | Data Description
Input photo.uri Local file:// URI of the raw JPEG from the
camera
Input LocationCoordinat [ Latest GPS snapshot (lat, lon, altitude,
e timestamp)
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Output Burned JPEG at | Same file with EXIF APP1 segment merged
written.uri
Output exifWriteMs Timing metric used by field-test telemetry

Table 4.5.4 shows the Data Interaction design of the EXIF injection algorithm flow

Design Constraints and Exceptions

e Pure builder, impure writer — buildExifFromCoordinate() is a pure function with

no [/O, making it trivially unit-testable. All native/filesystem concerns are isolated in
burnExifOnly().

Platform quirk — On 108, the write must target the raw camera output; on Android
it can be in-place. Keeping the gallery save in a separate function enforces the correct
order on both platforms.

Graceful degradation — If writeAsync throws, handleCapture logs the
failure and continues with the un-stamped URI rather than aborting the whole capture
(see the try/catch in index). The operation is best-effort; losing an EXIF stamp
is preferable to losing the whole photo.

OCR field not injected (current scope) — Tracking number is sent via the API
payload only; extending the schema to an ImageDescription EXIF tag would be

a future enhancement.
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4.6 Machine Learning Model: Building Detection

This section delineates the complete developmental lifecycle of the edge-native semantic
validation model. It details the methodologies employed to transition from manual,
ambiguous visual capture guidelines to an autonomous, mathematically verifiable deep
learning pipeline. The ensuing sub-sections will explicitly break down the empirical data
curation strategy, the algorithmic preprocessing pipeline, model training via Neural
Architecture Search (NAS), and the final asynchronous integration into the mobile

architecture. The Platform used to train the model is via Google Vertex Al Platform.

4.6.1 Empirical Data Curation and Preprocessing

The primary objective of this module is to algorithmically validate that a captured Proof of
Delivery (POD) photograph contains legitimate architectural structures, thereby mitigating
fraudulent or inaccurate delivery logging. Historically, logistics personnel have relied on
legacy, static POD capture guidelines provided by GDEX, which often resulted in high

variance and human error.

To systematically train a robust classification model, the environmental scope required strict
bounding. Following consultations with GDEX stakeholders, the initial training domain was
scoped specifically to Malaysian "terrace housings" and "shoplots." Because no standardized,
open-source dataset exists that accurately categorizes this specific regional architecture, a
proprietary dataset was manually curated via in-situ field photography across the Kampar,

Perak district.
Real-World Environmental Variance and Object Injection

In operational contexts, deliveries are not invariably positioned at the outermost gate; parcels
are commonly placed within interior foyers or porches. Accordingly, the dataset was
constructed to encompass both macro-scale exterior architectural features and micro-scale

foyer environments.

To prevent the neural network from classifying delivery parcels as buildings, an "object
injection" data augmentation strategy was used. Standardized white and brown parcels were
added to images against varied architectural backdrops, the network was constrained to treat

them as extraneous, variable artifacts, thereby confining its learned parameters to immutable
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architectural elements . Dataset robustness was enhanced with diverse lighting, occlusions,

and viewpoints matching real field conditions.

IMG20260404095111

Figure 4.6.2 shows 6 samples of the curated training datasets, with alternating flows between

no parcels, brown parcels, and white parcels
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Figure 4.6.3 shows the Guidelines from GDEX on taking photo POD images, the angle and

objects shown is used as references for the dataset collection process
Categorization and Hard Negative Mining

To optimize the classification boundaries, the dataset was meticulously stratified into four

distinct classes, the example of which is shown in Figure 4.6.4

e terrace_housing - shown in RED
e terrace_foyer -shown in GREEN
e negatives_clean -shownin YELLOW

e negatives_hard - shown in BLUE

The inclusion of deliberate negative datasets is a critical requirement for a robust binary

classifier:

e Clean Negatives: This subset comprises purely environmental backgrounds (e.g.,
open skies, empty asphalt roads, dense foliage). These establish a baseline, teaching
the model to reject non-man-made environments.

e Hard Negatives: This subset is crucial for mitigating false positives in production. It

consists of isolated man-made structures, such as standalone chain-link fences,
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unattached brick walls, or generic metal textures that share low-level visual features

with houses but lack the complete semantic structure of a valid delivery location.

Figure 4.6.4 shows 3 sample datasets collected for each categories
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Python Script in Pre-processing to prepares a custom image classification dataset

Prior to cloud ingestion and fine-tuning via Google Vertex Al (AutoML Vision), the raw
photographic data required strict dimensional and metadata standardization because it
consisted of varying resolutions ranging from 3 to 12 Megapixels, inconsistent EXIF
orientation flags (landscape versus portrait discrepancies), mixed color modes, and

non-standardized OS-generated filenames (e.g., IMG20260420112752 . jpQ).

IMG202! 8l IMG20260404180  IMG20260404180  IMG20260404180 C 6 8 IMG202! 8 IMG20260404180
401 408 412 419 : 436 445

LA | sl :
IMG20260404180  IMG20260404180 418 IMG20260404180 8 IMG2026 8 IMG202604
520 528 537 540 555 601

IMG20260404180  IMG20260404180  IMG20260404180 6040418 IMG20260404180  IMG20260404180
914 923 934 938 942

t‘ T y [J

e

i
’4’,—‘ n ! b
| I

IMG20260404181  IMG20260404181  IMG20260404181  IMG20260404181  IMG20260404181  IMG20260404181
012 013 017 025 309 315

Figure 4.6.5 shows example of unstandardized raw datasets uploaded to the training device
For every raw image in every mapped source folder, the script performed five operations:

1. EXIF Orientation Fix — ImageOps.exif_transpose(img) physically
rotates pixels so portrait/landscape orientation is baked in (prevents models from
seeing sideways images).

2. Color Standardization — img.convert('RGB') strips alpha/transparency and
forces 3-channel RGB.

3. Aspect-preserving Resize — img.thumbnail( (1624, 768), LANCZOS)

shrinks each image to fit inside a 1024x768 box without distortion, using high-quality
LANCZOS resampling.

4. Rename to a clean sequential scheme —e.g.
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e terrace housing 001.jpg,
e negatives hard 047.jpg.

A global counter per output class guarantees unique, contiguous numbering even when

multiple source folders are merged into one class. The core code blocks are shown below.

Codeblock Configuration and class merging map:

SOURCE_DIR
TARGET_DIR
TARGET_SIZE =
QUALITY =

CATEGORY_MAP =

}

The image transformation pipeline:

Image.open(img_path) img:

img = ImageOps.exif transpose(img)

img.convert(

.thumbnail (TARGET_SIZE, Image.Resampling.LANCZOS)

new_name = {out_folder} {global index:03d}
save_path = os.path.join(target category path, new_name)

img.save(save_path, , quality=QUALITY)
global_index +=

The empirical curation yielded a highly targeted dataset consisting of 435 positive

architectural instances (predominantly 319 exterior configurations and 114 foyer
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environments) and 143 verified negative instances (comprising 69 clean environmental

backgrounds and 74 structurally ambiguous hard negatives).

B B I B il

neg shoplot negatives_clean negatives_hard pos shoplot terrace_foyers terrace_housings

Figure 4.6.6 shows the different sub-folders of categorization of training datasets after

pre-processing
4.6.2 Transfer Learning via Neural Architecture Search (NAS)

Following the algorithmic standardization of the dataset, the empirical data was ingested into
the Google Vertex Al pipeline to establish ground-truth labels and execute the fine-tuning

protocol.
Semantic Annotation and Ground Truth Establishment

The standardized spatial tensors were uploaded to the Google Vertex Al Cloud Console for

manual semantic annotation. Each image was explicitly mapped to one of two labels:

e building_detected (comprising terrace_housing and
terrace_foyer)

e no_building (comprising negatives_clean and negatives_hard)

This strict ground-truth labeling is the fundamental prerequisite for supervised classification,

allowing the subsequent training algorithm to calculate accurate gradient updates.
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Figure 4.6.2 shows the training dashboard from Vertex Google Al Platform

You're ready to train
Your data set meets the recommendation of 100 images assigned to each label.
Learn more [4

Labels Images

building_detected

no_building

Figure 4.6.3 shows the training datasets quantity

As illustrated in the figure above, the Building Recognition model was trained on 578

labelled datasets, of which:

e 435building_detected labels, consisting
o 319 images of terrace housing exteriors
o 116 images of terrace foyers

e 143 no_building labels, consisting
o 69 clean negatives

O 74 hard negatives
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Architectural Justification
Neural Architecture Search (NAS) vs. Static Fine-Tuning

Traditional transfer learning methodologies typically require a machine learning engineer to
manually instantiate a static, pre-trained base graph (e.g., a standard PyTorch implementation
of MobileNetV3 or ResNet-50) and blindly fine-tune the dense layers. This manual approach
frequently results in sub-optimal parameter utilization and excessive memory footprints when

deployed to mobile Edge devices.

To achieve superior operational efficiency, this system abandons manual static architecture
selection in favor of Google Vertex Al’s AutoML Vision pipeline. The primary architectural
advantage of AutoML is its deployment of Neural Architecture Search (NAS).

Rather than statically fine-tuning a predefined model, NAS autonomously analyzes the
proprietary Kampar dataset. It explores a multi-dimensional search space to identify the most
efficient neural topology, thus optimizing convolutional layer depths, activation functions,
and pruning for mobile deployment, all before fine-tuning. This guarantees a model

architecture that is mathematically bespoke to the dataset.

&« FYP TERRACE_HOUSING v1 > Version1 ¥  [{ View data set &, Export

Evaluate Deploy and test Batch infer Version details Lineage

©  This model finished training on 5 Apr 2026, 03:08:58.

Status Finished

Model ID

Version description =

Created

Budget (original) 8 node hours
Budget (actual) 0.85 node hours
Training time 1 hr 20 min
Region

Encryption type Google-managed
Dataset

Data set ID

Annotation set

Data split

Total items

Training items

Validation items

Test items

Algorithm

Objective

Source

Figure 4.6.4, 4.6.5 shows the results report and metrics of the trained model under NAS
methodology
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Classification Optimization Metric

Once the optimal topology is defined by the NAS algorithm, the supervised training loop
commences. The network adjusts its convolutional weights iteratively by mathematically
minimizing the discrepancy between its probabilistic predictions and the established
ground-truth labels. For this multi-class classification task, the optimization is governed by

the standard Categorical Cross-Entropy Loss function:

C
L== yilog(f:)

i=1

Where:

e ( represents the total number of distinct classification categories (C = 4).

°* v is the binary indicator (0 or 1) representing whether class is the true, annotated
label for the current input tensor.
° yiis the model's predicted probability (between 0.0 and 1.0) that the input tensor

belongs to class 1.

By continuously minimizing this loss vector over multiple epochs, the edge-native model
learns to confidently isolate critical architectural features (e.g., gates, structural pillars) while

mathematically ignoring the injected operational noise (such as the delivery parcels).

4.6.3 Edge Quantization for Mobile Development

Deploying raw, unoptimized neural networks to mobile devices is architecturally constrained
by hardware memory and latency limits. To enable sub-10ms asynchronous inference on the

driver's local hardware, the model underwent Post-Training Quantization prior to its export as

a TensorFlow Lite (. tf1lite) payload.

Quantization mathematically compresses the network by reducing the precision of its learned

weights and activation functions. Specifically, the model’s parameters were downscaled from
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32-bit floating-point values (float32) to 8-bit integers (1nt8). This precision reduction
drastically shrinks the static file size and minimizes the runtime memory footprint, allowing
the model to be executed natively by the mobile device’s Neural Processing Unit (NPU)

without suffering catastrophic accuracy degradation.

a
MODEL PROPERTIES

Te

METADATA

CONVERSION M.. 2

Figure 4.6.3 shows the model analysis on Neutron

To visually verify this structural compression, the exported . tf1ite model topography was

analyzed using Netron, a visualizer for neural network architectures. Inspection of the

individual operational nodes confirms the successful execution of the quantization pipeline.
The tensor attributes explicitly demonstrate that the convolution layers operate using 1nt8

precision rather than standard floating-point mathematics, proving the payload is

mathematically optimized for edge environments.
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GRAPH PROPERTIES

name  main

image INPUTS

e name: image
tensor: uint8[1,224,224,3]
denotation: Image (RGB)
224, with

in the tensor

identifier: 0

quanti : linear
©.007874015718698562 * (q - 128)

OUTPUTS

cores  name: scores
tensor: uint8[1,2]

Conv2D Probabilities of the labels.

METRICS

parameters 3085916

Figure 4.6.4, side panel shows the selected Conv2D node is with tensor

uint8[ 1,224,224, 3], suiting for mobile edge model processes

4.6.3 Asynchronous Edge Integration (React Native)

The real-time building-recognition pipeline follows an Eye-versus-Brain architecture that
exploits the JavaScript Interface (JSI) to bypass the React Native asynchronous bridge,

keeping the Ul thread free while neural inference executes in the background.
1. Data Ingestion (The "Eye'):

react-native-vision-camera delivers zero-copy native camera frames directly via

JSI. A frame processor is registered as follows:

frameProcessor = useFrameProcessor(
(frame) => {
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The returned frameProcessor is passed to the <Camera> component, which invokes it

natively on every captured frame without serialisation across the legacy bridge, described in

Section 4.4.1

2. Thread Delegation:

The 'worklet' directive delegates execution to a background JavaScript runtime via
react-native-worklets-core. A useSharedValue counter enables lock-free

frame throttling:

frameCount = useSharedValue(9);

frameCount.value = frameCount.value + 1;
(frameCount.value % frameSkip !== 0)

Because VisionCamera v4 worklets cannot transfer jsi: :NativeState, the TFLite

model handle is boxed/unboxed across runtime boundaries via N1t roModules:

boxedModel = model ? NitroModules.box(model) :

model = boxedModel.unbox();

3. Hardware-Accelerated Inference (The "Brain'"):

The frame is downscaled to the model's input tensor shape, then executed synchronously via
react-native-fast-tflite, which dispatches to platform accelerators (CoreML /

NNAPI / GPU delegate):

resized = resize(frame, {
scale: { width: , height: 1,
pixelFormat: )
dataType: )

s

outputs = model.runSync([resized.buffer ArrayBuffer]);
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scores = Uint8Array(outputs[9]);

conf = Math.max(0, Math.min(1, scores[1] *

4. State Synchronisation:

The confidence scalar is marshalled back to the React JS thread via a JSI-backed dispatcher,

gating the capture sequence:

onDetectionResult = useCallback((conf: number) => {
setConfidence(conf);
setIsBuildingDetected(conf >= thresholdRef.current);

b [Ds

runOnJS = Worklets.createRunOnJS(onDetectionResult);

runOnJS(conf);

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR 99



4.7 Deep Learning Neural Network: Siamese Network

4.7.1 Siamese Network Implementation

Embedding Network

¢ MobileNetV2 Backbone
¢ Global Average Pooling
e Dense 128

¢ L2 Normalization

feature_vector v1 [128]

Same Weights Euclidien Distance (v1, v2)

feature_vector v2 [128]
Embedding Network

¢ MobileNetV2 Backbone
e Global Average Pooling
e Dense 128

¢ L2 Normalization

Figure 4.7.1 Architecture pipeline of the implemented Siamese Network verification

To perform building-level verification, the system utilizes a Siamese Convolutional Neural

Network architecture as illustrated in Figure 4.7.1.

In this project implementation, the architecture design follows a multi-layered approach to

extract high-level spatial features from two distinct input images:

o Input 1: The reference image of the building from the delivery database.
e Input 2: The real-time image captured by the driver's mobile device via the

Dual-Layer Overlay.

The system extracts compact feature embeddings from both images using a shared
convolutional feature extractor (Embedding Network) with same weights and parameters.
The distance between these embeddings (feature vector v1 and v2) is then computed using
Euclidean distance. A smaller distance indicates that the two images are more likely to

represent the same building, while a larger distance indicates different buildings.
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4.7.2 Pair-Based Dataset Design

The training and validation for Siamese Network uses the same housing building datasets
used in Section 4.6, with an addition of instead just 1 photo per house, there are 5 images of
the same house now: shot from different angles, and alternating brown/white parcels, a

human hand simulating a delivery guy’s hand, and clean shot.

Figure 4.7.2 shows one of the expanded dataset houses for training the Siamese Network. In

the entire dataset, each house consist of 5 images shot from different angle, alternating

between various visual noises.

All input images are preprocessed into a consistent format before training. Each image is
decoded as a three-channel RGB image, resized to 224 x 224 pixels, and normalized by
scaling pixel values to the range [0, 1]. This ensures that all image pairs are compatible with

the MobileNetV2-based embedding network.

The dataset is transformed from individual building images into paired samples. Positive
pairs are generated by combining two images from the same building folder, while negative
pairs are sampled from two different building folders. Each pair is assigned a binary label,
where 1 represents the same building and 0 represents different buildings. This pair-based

structure allows the Siamese Network to learn visual similarity rather than fixed class labels.
The final datasets contains a total of 1900 pairs of houses:

e Total buildings: 95 distinct terrace houses
e Images per house: 5 images

o Total original images: 475 images
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e Training houses: 85 houses (compute to 850 positive pairs and 850 negative pairs)

e Validation houses: 10 houses (compute to 100 positive pairs and 100 negative pairs)

4.7.2 Embedding Network Design

build embedding network(input_shape=(
embedding dim=EMBEDDING_DIM):

backbone = MobileNetV2(
weights= 5
include_top= ,
input_shape=input_shape,
)

backbone.trainable =

inputs = Input(shape=input_shape, name=
= backbone(inputs, training= )
layers.GlobalAveragePooling2D(name= ) (x)
layers.Dense(embedding_dim, name=
outputs = layers.Lambda(
t: tf.math.12 normalize(t, axis=1),

name= 5
output_shape=(embedding dim,),
) (X)

Model (inputs, outputs, name=

The embedding network is the core feature extractor. According to the architecture illustrated

in Figure 4.7.1, it consist of 5 different components layer, each explained below.

MobileNetV2 Backbone

MobileNetV2 is adopted as the convolutional backbone due to its lightweight design and
suitability for deployment on resource-constrained environments. Which in our case, the
mobile device of the delivery driver. The model is initialized with ImageNet-pretrained
weights, allowing it to reuse general visual features such as edges, textures, shapes, and
object patterns learned from a large-scale image dataset. The include_top=False
setting removes the original MobileNetV2 classification layer. This is necessary because the
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purpose of this project is not to classify images into ImageNet categories, but to extract
meaningful visual features from building images. The backbone is frozen during training so
that it acts as a stable feature extractor, reducing training complexity and avoiding overfitting

on the limited building image dataset.
Global Average Pooling

After  MobileNetV2  backbone  extracts  convolutional  feature  maps, a
GlobalAveragePooling2D layer is applied. This layer aggregates the spatial dimensions into a
single compact feature vector by averaging values across each feature channel. Unlike
flattening the entire feature map, global average pooling substantially reduces parameter
count, enhancing efficiency and reducing overfitting risk. It also encourages the model to
capture the global presence of key visual features, irrespective of their precise spatial

locations.
Dense Embedding Layer

A dense layer with 128 units projects the extracted MobileNetV2 features into a compact
embedding space. This embedding acts as the learned “building identity representation” used
for distance comparison. The 128-dimensional size provides a balance between compactness
and representational power. It is small enough for efficient storage and comparison, but still

large enough to encode important building identity features.
L2 Normalization

Finally, the embedding vector is L2-normalized so that all embeddings have a consistent
scale. This makes Euclidean distance comparison more stable because the distance is
influenced mainly by the direction of the feature vector rather than its magnitude. Without
normalization, embeddings with larger numerical values could dominate the Euclidean

distance calculation even if their visual meaning is not more significant.
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4.7.3 The Siamese Twin Architecture

The full Siamese model contains two branches:

® One branch for the reference image

e One branch for the live image

The Siamese architecture uses a twin-tower structure in which both input images are
processed by the same embedding network. Since both towers share weights, the system
learns a common feature extraction function for both reference and live images. This ensures

that the embeddings are comparable within the same feature space.

build siamese_model(input_shape=(
embedding_dim=EMBEDDING_DIM):

embedding network = build embedding network(input_shape,
embedding dim)

reference image = Input(shape=input shape, name=
live image = Input(shape=input_shape, name=

ref_embedding = embedding network(reference_ image)
live embedding = embedding network(live_ image)

distance = EuclideanDistance(name=
[ref _embedding, live embedding]

Model (
inputs={ : reference_image,
live_image},
outputs=distance,
name=

4.7.4 Euclidean Distance Layer

EuclideanDistance(layers.Layer):
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call(self, inputs):

a, b = inputs

squared_diff = tf.square(a - b)

sum_squared = tf.reduce_sum(squared diff, axis=1,
keepdims= )

tf.sgrt(tf.maximum(sum_squared,
tf.keras.backend.epsilon()))

compute output shape(self, input shape):
(input_shape[@][0], 1)

After both images are converted into 128-dimensional embeddings, the system computes the
Euclidean distance between them. Euclidean distance measures how far apart the two
embedding vectors are in the learned feature space. A smaller distance indicates that the two
embeddings are close together, meaning the two images are likely to belong to the same
building. A larger distance indicates that the embeddings are far apart, meaning the images

are more likely to represent different buildings.

2!
Dixi,xz) = | Y _(filx1) — filx2))?
=1

° D(xl, xz) is the Euclidean distance between the two inputs.
o f (xl)and f(x 2) represent the embedding vectors generated by the network.
e nis the dimensionality of the embedding space (in this case, n = 128).
In the implementation, the distance is calculated by subtracting the two embeddings, squaring

the difference, summing the squared values, and applying the square root. A small epsilon

value is used to avoid numerical instability when the distance is zero.
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4.7.5 Contrastive Loss

contrastive_loss(y_true, y pred):

y true = tf.cast(y_true, y pred.dtype)

positive_term = y true * tf.square(y_pred)

negative_term = ( - y true) * tf.square(tf.maximum(MARGIN - y pred, ))
tf.reduce_mean(positive_term + negative_term)

Contrastive loss is used to train the Siamese Network. For positive pairs, where both images
belong to the same building, the loss penalizes large embedding distances. This pulls
same-building embeddings closer together. For negative pairs, where the two images belong
to different buildings, the loss penalizes distances smaller than a predefined margin. This

pushes different-building embeddings apart until their distance exceeds the margin.
Lly. D)=y D*+ (1 —y) max(m — D, 0)*

e L is the calculated loss for the current batch.

e yis the ground-truth label (y = 1 for a positive pair/same building, y = 0 for a
negative pair/different buildings).

e D is the Euclidean distance calculated in the previous layer.

e mis the predefined margin (the minimum acceptable distance between different

buildings, in this case m = 1.0).

Positive pairs are optimized toward zero distance, while negative pairs only contribute loss
when their distance is less than the margin. This prevents the model from unnecessarily

pushing already well-separated negative pairs farther apart.
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4.7.6 Training Configuration

training setup uses:

e Optimizer: Adam

e Learning rate: 0.001

e Epochs: 15

e Batch size: 16

e Loss: Contrastive loss

e Backbone: Frozen MobileNetV2
e Embedding dimension: 128

o Input size: 224 x 224 x 3

Adaptive Moment Estimation (Adam) gradient-based optimization algorithm used to update
network weights after backpropagation computes the gradients. It efficiently determine how

to adjust learning rates based on gradients.

The model is trained using the Adam optimizer with a learning rate of 0.001 for 15 epochs
and a batch size of 16. Remaining parameters and settings are as described above: The
MobileNetV2 backbone is frozen during training, while the dense embedding projection layer
learns to map building images into a 128-dimensional normalized feature space. The model is

optimized using contrastive loss with a margin of 1.0.

4.7.7 Deployment Design

After training, the embedding sub-network is extracted from the full Siamese model and
converted into TensorFlow Lite format. This produces a lightweight model named

building_dna_extractor.tflite

embedding network = model.get layer(

converter =
tf.lite.TFLiteConverter.from_keras_model(embedding network)
converter.optimizations = [tf.lite.Optimize.DEFAULT]

tflite_model = converter.convert()

TFLITE_OUTPUT.write_ bytes(tflite_model)
size kb = TFLITE_OUTPUT.stat().st size /
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{TFLITE_OUTPUT.name} ({size kb:.1f}

This deployment design is efficient because the system only needs the embedding extractor
during inference. During inference, each image is passed through the TensorFlow Lite
embedding extractor to obtain a 128-dimensional building descriptor. The Euclidean distance
between the reference embedding and the live embedding is then computed. If the distance is
small, the pair is considered visually similar, thus resulting in a high probability of they are
the same POD image of the same building. If the distance is large, the pair is considered
distinct, thus it is not the same building. A threshold can be selected based on validation
performance to convert the distance score into a final same-building or different-building

decision.

4.7.6 Web User Interface for Evaluation of Siamese Network

The evaluation interface was developed using Streamlit, an open-source Python library that
transforms data scripts into interactive web apps. It provides an interactive web-based
environment for testing and validating the Siamese Network model. The interface supports
single image comparison, batch testing, automatic pair generation, and full model validation

using a validation folder and pair CSV file.

Settings
g FYP Building Identity Verification -

Single Comparison
® Batch Testing BatCh TeSting
Auto Pairing

Model Validation
Upload 3 image pair(s) below, then click Run Batch Test.

Match Threshold

Pair 1

Number of test pairs e —— ive #1

Drag and file here Drag and file here
o P Browse files o ¢ P
Limit 200MB per file « JPG, JPEG, PNG Limit 200MB per file « JPG, JPEG, PNG

Browse files

Pair 2

Reference #2 ive #2

& Drag and drop file here

Limit 200MB per file + JPG, JPEG, PNG Limit 200MB per file « JPG, JPEG, PNG

& Drag and drop file here

Browse files Browse files

Pair 3

Figure 4.7.6 The User Interface design before CSS for the Siamese Network evaluations
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The web interface allows users to interactively adjust the matching threshold, observe model

decisions, and analyze validation performance using standard biometric verification metrics:

The interface estimates the Equal Error Rate by sweeping multiple threshold values. The
threshold where FAR and FRR are closest is reported as the optimal EER threshold. The
interface incorporates a confusion matrix that summarizes the model's binary classification

performance across four key outcomes:

e True Positives, where same-building pairs are correctly identified
e True Negatives, where different-building pairs are correctly rejected
o False Positives, representing erroneous acceptance of different-building pairs

o False Negatives, indicating missed same-building matches.

This matrix enables precise quantification of the model's discrimination capability between

visually similar and dissimilar building images.

A distance distribution histogram visualizes the empirical distribution of Euclidean
distances for positive (same-building) and negative (different-building) pairs, highlighting the
desired bimodal separation where intra-class distances cluster near zero and inter-class
distances are larger. A red dashed line denotes the active threshold, aiding in the intuitive

assessment of classification boundary efficacy.

The FAR vs. FRR curve plots the False Acceptance Rate (fraction of different-building pairs
incorrectly matched) against the False Rejection Rate (fraction of same-building pairs
incorrectly rejected) over a spectrum of threshold values, akin to a receiver operating
characteristic analysis tailored to verification tasks. A green dashed line marks the Equal

Error Rate threshold, optimizing the balance between error types.

Additionally, a per-pair results table furnishes granular forensic analysis, enumerating for
each validation instance: pair identifier, computed Euclidean distance, ground-truth label,

threshold-derived predicted label, and binary correctness indicator.
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CHAPTER 5 System Implementation

5.1 Hardware Setup

The hardware involved in this project is a laptop and android mobile device. A laptop is
issued for the development of the application, specifically code writing and database initial
settings. A mobile device is used for testing and showing the changes with respect to the code
logic in real-time, thus streamlining the debugging workflow. The mobile device should have
a geolocation function, and a built in working camera system, which both will be accessed by
the application. Both the laptop and mobile device should have internet connectivity in order
to connect to the same network to communicate. This restriction is required in the
development phase of the system and can be redundant once the system is deployed for

production.

Component Specifications
Model ASUS Vivobook
Processor 11th Gen Intel Core i5-11300H

Operating System | Windows 11 Home Single Language 64-bit

Graphic Intel Iris Xe Graphics

Memory 8GB DDR4 RAM

Storage 256GB NVMe SSD
Connectivity Intel Wi-Fi 6 AX201 160MHz

Table 5.1 Specifications of the Laptop as development workstation

Description Specifications
Model OPPO Find X8
Device Type Android
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OS Version Android version 16

Device Sensors | GNSS/GPS Receiver, Rear Camera (5S0MP+50MP+50MP)

Connectivity 4G/LTE or Wi-Fi
Storage 512 GB
RAM 16.0 GB

Table 5.2 Specifications of the mobile device for development and debugging

5.2 Software Setup

5.2.1 Integrated Development Environment and Language

The software included in this project includes WebStorm as the Integrated Development
Environment (IDE) by JetBrains. It is used to facilitate the development of JavaScript and
TypeScript as the main programming languages of the mobile application. Node.js will be
used as the JavaScript runtime environment. React Native framework is used to achieve
cross-platform capabilities. The application will also be developed under Expo Application
Services (EAS) environment, which is a deeply integrated cloud services for Expo and React
Native apps. NativeWind is used to enhance the efficiency of designing Cascading Style
Sheets (CSS) styling for the UL The application will be utilizing Supabase for
Backend-as-a-Service, specifically as a Database and Storage system. Git and Github will be

used, to allow version control and streamline the development.

Category Software / Tool Version

Development WebStorm (JetBrains) 2025.2.4
Node.js 24.11.1
ESLint 9.25.0
Prettier 3.8.1
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Programming Language TypeScript 5.9.2
JavaScript ES6+

Frameworks React Native 0.81.5
React 19.1.0
Expo SDK 54.0.25
Expo Router 6.0.15
NativeWind 4.0.1
TailwindCSS 3.4.1

Development Service Expo Application Services >16.28.0
(EAS) CLI

Backend & Data Storage Supabase (supabase-js) [2.98.0
Deno (Edge Functions 2.x
runtime)

Machine Learning TensorFlow Lite 3.0.0
(react-native-fast-
tflite)

Version Control Git Latest
GitHub —

Table 5.2.1 Specifications of the Software and Development Tools

5.3 Development Environment Setup

5.3.1 Expo Application Service
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Terminal

- npx create-expo-app@latest

1 Start a development server

To start the development server, run the following command:
() Terminal

npx expo start

Figure 5.3.1 Command Line interface that create initial Expo project repository

The figure above shows the command line prompt that is needed to create the initial Expo
project repository. In the development phase, the connection and simulation of the app runs
on the mobile device via Expo Go, an application installed on the mobile device to allow
real-time debugging and testing. After running the command, Expo will generate a Quick
Response (QR) Code that once scanned by Expo Go will generate and run an initial demo app

interface to showcase its basic capabilities.

Figure 5.3.2 QR Code generated by EAS for direct testing on physical mobile device

However, the Expo Go environment is only suitable for initial testing of an application. Since
the system will be using 3rd party libraries that is not part of the standard Expo Standard

Development Kit (SDK), and handling on underlying OS for complex hardware management
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(eg, high-precision GPS, custom EXIF handling), the EAS environment is more suitable in
order to allow development of customized native code logics. Expo Cloud Dashboard is
needed to be created in order to use EAS. The figure below showcases the dashboard that

allows developers to view insights, and control the system.

£ Projects

: Biog
. How to implement iOS widgets in Expo apps

Changeleg
Slack job type for Workflows

A+ Recent activity

reated an Androld build of |

Androld Internal distribution bulld
-
1.0.0 (1

-]

& Android internal distribution build

% Build artifact  APK ' Open with Orbit

Figure 5.3.3, Figure 5.3.4 both shows the dashboard Ul of EAS

5.3.2 Dependencies on Project Repository
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A couple of config files and dependencies are needed to be created in the project repository to
support the development cycle. Specific native dependencies were integrated into the build

pipeline. Table 5.3.2 below details the justification for the package selection for this initial

phase.
Module Category | Package Name Version Justification
UI Styling nativewind 4.0.1 Enables TailwindCSS utility
classes in React Native
components
tailwindcss 34.1 Utility-first CSS framework
powering NativeWind's styling
engine
Geolocation expo-location [ 18.0.7 Provides GPS coordinate
acquisition with configurable
accuracy
Hardware Access | react-native- [4.7.3 High-performance camera
vision-camera module with frame processor
support
vision-camera |3.2.0 Resizes camera frames for
-resize-plugi efficient ML model input
n
expo-media-1i [18.2.1 Read/write access to the device
brary photo library for saving captures
expo-battery |10.0.8 Reads device battery level for
metadata enrichment
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EXIF Metadata @lodevB9/reac |0.2.7 Native EXIF read/write for
t-native-exif on-device image metadata
y injection
exiftool-vend [33.5.0 Server-side EXIF parsing and
ored validation via ExifTool binary

Table 5.3.2 Core Dependency Table

Babel is used in this project as the JavaScript compiler, configured through
babel-preset-expo as the base preset to transpile modern TypeScript and JSX syntax
into code compatible with the React Native runtime. It is further extended with the
nativewind/babel preset, which transforms TailwindCSS utility classes into React
Native-compatible styles at compile time by setting jsxImportSource to nativewind.
Two additional plugins are registered: react-native-worklets-core/plugin,
which enables synchronous JavaScript worklet execution on the camera frame processor
thread, and react-native-reanimated/plugin (placed last as required), which

transforms animation worklet functions to run on the native UI thread for performant gesture

and animation handling.

5.4 System Operations

5.4.1 Dual-Layer Overlay and Barcode OCR for Structure Capture

To address the problem of unstructured POD image data, the application enforces a
“Dual-Layer” Overlay Ul Composition rule. When users navigate to the camera capturing
page, the interface is programmatically divided into top and bottom sections, where each

zone serves a different purpose in contextualizing the proof image taken.
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Streamline

Capture photos with GPS and EXIF metadata

Figure 5.4.1 The in-app Screenshots of the Camera View under different backgrounds

As shown in the application screenshot above, the upper 50% frame, called the Context Zone,
is designed to overlay the Location Background of the delivery destination to provide
contextualized information by capturing building facades or landmarks. The bottom 50%

frame, called the Parcel Zone is designed to present the physical parcel information such as

labelling, barcode, and condition of the package.

GPS accuracy closed 15 T (e

to 21.0m

v i il

[ =
Building Detection : aBuilding Detection
Scoring: 0%

coring: 81.3%

Figure 5.4.2 Labels on-screen for GPS accuracy and Building Detection confidance score
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There is two labels on top, one being the constant GPS Accuracy Value and another being the
Building Recognition Confidance Scoring. This architectural choice facilitates the
simultaneous capture of critical environmental and package-specific data, enhancing the

evidentiary value of each POD image.

= |

L e

s

Building Detected:
Allow Capture

Figure 5.4.3 The logical conditions for enabling capture mode

The bottom layer inherit a barcode scanning animation which is described in detailed in
Chapter 4 and is awaiting barcode-128 formats to be scanned. Since there is no barcodes
detected, the capture button remains disabled. Upon successful barcode detection and
subsequent validation, the capture button dynamically activates, allowing the user to proceed

with image acquisition.
5.4.2 Implementation of Geolocation Gating Algorithm

Geolocation Gating Algorithm is a core adaptive mechanism that evaluates the signal strength
of the GNSS telemetry stream operated in real-time. It uses the expo-location library, which
provides a Location.watchPositionAsync(options, callback, errorHandler) function to apply
location watching. The model registers a continuous location listener with the device OS
location services to evaluate sensor inputs (fuses GNSS/GPS satellites, cell towers, Wi-Fi
SSIDs, barometer, magnetometer, accelerometer, and gyroscope) continuously and emits new
fixes as they become available.
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This section describes the behavioral scenarios that utilized the latestCoordinateRef variable
derived from above. The system successfully handles three distinct operational states, and
will present the respective color code (Green, Red, Yellow) on the Ul. A detailed decision

table is shown in Table 4.5.1

14:08 18 =G 2% M= G . O18%

i

Building: 14.8% X

" CAPTURE BUILDING HERE . CAPTURE BUILDING HERE

Force Capture (Low Accuracy)

Figure 5.4.4 illustrates the visual representation of these states within the application's user

interface, mapping directly to the decision logic outlined in the aforementioned table.
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Error Handling

14:24 B M W= il O80%+

Building:

Location request failed due to unsatisfied device settings

For a better experience, your
device will need to use Location
Accuracy

Building: 0.0% X
The following sett ould be on:

|
GPS Not Available

CAPTURE BUILDING HERE

time in location

HETLE
N

i

Figure 5.4.5 illustrates the error fallback the app is going to handle if GPS is not available

To maintain system robustness, the application incorporates sophisticated error handling
mechanisms, such as gracefully degrading GPS accuracy to network-based localization if

satellite signals are weak, or prompting the user for manual location confirmation [34].

5.4.3 Real-Time ML Edge Building Detection

This feature leverages on-device machine learning models to identify building structures
within the camera's field of view, providing real-time contextual awareness during image
capture. The implementation utilizes a specialized neural network architecture, optimized for
efficient inference on mobile platforms, to perform object detection and classification of

architectural elements. The development details are outlined in Chapter 4:
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3

CN25000907029

Note: Only allow building recognition
mode after barcode is scanned

Figure 5.4.6 Building Recognition in Action

The Figure above showcase different confidance scores for detected building structures,
allowing the system to quantify the certainty of its real-time building recognition. This
continuous assessment of recognition confidence enables the system to refine its contextual
data and potentially trigger re-captures or manual verification if confidence levels fall below

a predefined threshold, thereby improving the overall reliability of the POD images.

5.4.4 Injecting EXIF Metadata into the Captured Image

Upon image capture, crucial information such as geolocation coordinates (latitude, longitude,
altitude), timestamp, and device-specific parameters are programmatically embedded into the

image's EXIF metadata fields.

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR 121



= Q ull 082% - 52 = Q il 082% o

Allow FYP1 to modify this photo?

Success

Photo captured, EXIF written, and saved
to gallery!

Deny Allow

After Capture

Figure 5.4.7 EXIF Metadata injection in Action

A custom utility file, exif-processor.ts is created to handle the injection of EXIF
metadata into the raw  image captured. A third  party library
@lodev@9/react-native-exify is used to burn the EXIF metadata via a function

writeAsync (). The detailed implementation are described in Chapter 4.
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Tracking: MY40671088830
Time: 25/04/2026, 11:32:00 am

View Proof of Delivery:

Streamline PoD

Proof of Delivery Streamline
Share Sheet with @ streamline-pod-landing-page.vercel.app
Recent Contacts ) .

Delivery Confirmed

Tracking: GDSP00002192589

Time: 25/04/2026, 11:58:08 .
Share text it S Dynamic Message

View Proof of Delivery: linked to Landing Page

nlin 1-land
a Delivery Confirmed landi

AR, A A a Streamline PoD

Proof of Deliver

G streamline-pod-landing-page.vercel.app

i
Delivery Confirmed

@ ' @ Tracking: MY97014508478
Time: 25/04/2026, 12:03:22 pm

Quick Share  WhatsApp Bu. Gmail WeChat

ONCHON

Messenger Chrome  Videos (Syste... Notes
Chats. Video downlo... Add to My fav.

View Proof of Delivery:

Figure 5.4.8 Share Sheet in Action, sending delivery notifications and POD Landing Page
URL to recipients via WhatsApp

After capturing, there is also a Share Sheet feature that allows delivery drivers to disseminate
the verified POD image along with its embedded metadata through various communication
channels. There will be a auto-generated delivery report that bundles the image and metadata,

facilitating seamless integration with existing logistics platforms.

Streamline
< 104 items

EXIF Metadata

OPPO Find X8

1/2795

Figure 5.4.9 Local Storage of the POD image are intacted with EXIF Metadata

Bachelor of Computer Science (Honours)
Faculty of Information and Communication Technology (Kampar Campus), UTAR 123



To address the challenge of network instability in delivery environments, the application
implements an Local Storage Architecture. The system utilize expo-media-library to get
access to the device local gallery, and saves the image (that has injected EXIF metadata) from

the cache to the device’s secure document directory. Results are as shown in Figure Above.

5.4.5 POD Landing Page

Lownvau age
GPS COORDINATES
4197116, 101.261278
View on Google Maps =
CAPTURED AT
STREAMLINE 25/04/2026, 10:48:28 am

Proof of Delivery e

GPS COORDINATES
1
Verified delivery record with tamper-proof image R A e

integrity H ‘ , ‘ l | | |7 ‘_H U View on Google Maps >

J MAGE INTEGRITY
N2

GPS ACCURACY

TRACKING NUMBER i I e 7 3.5m — precise SHA-256 H

MY35115926454

Verify Image Integrity
Download Image

Streamiine — Tamper-proof delivery verification
CAPTURED AT Verify Image Integrity
25/04/2026, 10:48:28 am

Figure 5.4.10 Screenshot of the POD Landing Page

Figure above depicts the Proof of Delivery landing page, which serves as the central hub for

managing and reviewing captured delivery evidence.

Parcel recipients could view their delivery details, including the POD image and its
associated metadata, ensuring transparency and accountability in the delivery process. A
download button is provided to allow the recipient to save the complete POD report for their

records.
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GPS COORDINAITES GPS COUORDINAITES

4197116, 101.261278 4197116, 101.261278
View on Google Maps — View on Google Maps —
GPS ACCURACY GPS ACCURACY

3.5m — precise 3.5m — precise

Verify Image Integrity

Streamline — Tamper-proof delivery verification

Streamline — Tamper-proof delivery verification

Figure 5.4.11 Hasher Checking of the SHA-256 done on image EXIF

A Hashing check mechanism is implemented to validate if the SHA-256 Hash of the Image is
consistent with the initially recorded hash, thereby ensuring the image's integrity and

immutability from alteration [35].

41149.6'N1011640.6'E

Figure 5.4.12 Clicking on the coordinates directs users to Google Maps
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There is also a link to direct users to view the EXIF Images injected geolocation on Google

Maps.

5.4.6 Validate Temporal Images with Siamese Network

This advanced validation mechanism employs a Siamese Network architecture to ascertain
the temporal consistency and authenticity of sequential images, particularly crucial for

detecting manipulations or unauthorized alterations across different capture instances.
There is currently 4 navigation tabs implemented. Namely:

1. Single Comparison

Deploy }

Verification

Single Comparison

® single Comparison Building Identity Verification

Batch Testing Compare building photographs using a Siamese neural network to verify structural identity through deep feature embeddings.
Autobaline UPLOAD TWO IMAGES TO COMPARE
Model Validation Reference Image Live Image

Upload reference image Upload live image

Browse files Browse files

Match Threshold
0.80

Verification

ATION

@ Single Comparison
Batch Testing
Auto Pairing

Model Validation

Match Threshold

Euclidean Distance

1.2733

REJECTED — Different Buildings

Distance 1.2733 meets or exceeds threshold 0.80
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Figure 5.4.13, 5.4.14 Showcase the in-app screenshot of the Single Comparison feature

2. Batch Testing

Verification

Single Comparison
® Batch Testing
Auto Pairing

Model Validation

Match Threshold
0.80

Number of test pairs

3

Deploy %

Building Identity Verification

Compare building photographs using a Siamese neural network to verify structural identity through deep feature embeddings.

BATCH EVALUATION

Batch Testing

Upload 3 image pair(s) below, then click Run Batch Test.

Pair 1
Reference #1 Live #1

Browse files Browse files
Pair 2
Reference #2 Live #2

Browse files Browse files
Pair 3
Reference #3 Live #3

Browse file: Browse file

Figure 5.4.15 Showcase the in-app screenshot of the Batch Testing feature

3. Auto Pairing

A datasets of 20 images (10 pairs) that are evaluated with the top 5 highest and lowest

scoring is constructed for this auto-pairing feature.

Verification

AVIGATION
Single Comparison
Batch Testing

® Auto Pairing

Model Validation

Match Threshold
080

Deploy

Auto Pairing

Building Identity Verification

Compare building photographs using a Siamese neural network to verify structural identity through deep feature embeddings.

COMBINATORIAL ANALYSIS

Auto Pairing
Upload multiple images below. Every possible pair will be compared automatically.

Upload images

Browse files
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Verification

NAVIGATION
Single Comparison
Batch Testing

® Auto Pairing

Model Validation

Match Threshold

Verification

NAVIGATION
Single Comparison
Batch Testing

® Auto Pairing

Model Validation

Match Threshold

Verification

NAVIGATION
Single Comparison
Batch Testing

® Auto Pairing

Model Validation

Match Threshold

ing 19/20

Deploy #

pair_001_live.jpg & pair_009_live.jpg — X REJECTED (Distance: 1.1191)

pair_001_live.jpg ¢ pair_009_ref.jpg — X REJECTED (Distance: 1.4342)

pair_001_live.jpg « pair_010_live.jpg — X REJECTED (Distance: 1.7011)

™ pair_001_live.jpg & pair_010_ref.jpg — [ MATCH (Distance: 0.4831)

Euclidean Distance

0.4831

MATCH — Same Building

Distance 0.4831 is below threshold 0.80

> pair_001_ref.jpg e pair_002_live.jpg — [ MATCH (Distance: 0.4027)

Deploy
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Deploy

pair_001_refjpg  pair_004_live.jpg — [ MATCH (Distance: 0.4714)

Verification

pair_001_ref.jpg & pair_004_refjpg — [ MATCH (Distance: 0.4027)

pair_001_ref.jpg & pair_005_live.jpg — 3 REJECTED (Distance: 1.0421)
NAVIGATION

Single Comparison

>

v pair_001_ref.jpg e pair_006_live.jpg — X REJECTED (Distance: 1.2476)

Batch Testing pair_001_ref.jpg « pair_005_ref,jpg — X REJECTED (Distance: 0.9816)
® Auto Pairing

Model Validation

Euclidean Distance

1.2476

Match Threshold

REJECTED — Different Buildings

Distance 1.2476 meets or exceeds threshold 0.80

Figure 5.4.16, 5.4.17, 5.4.18, 5.4.19 Showcase the in-app screenshot of the Auto-Pairing

feature
4. Model Validation

Performs the validation and generates reporting as describe in Chapter 4

Deploy
Model Validation

Single Comparison

s Building Identity Verification

Auto Pairing
Compare building photographs using a Siamese neural network to verify structural identity through deep feature embeddings.

® Model Validation
PERFORMANCE EVALUATION

Model Validation

Match Threshold Point to a validation folder and its pairs CSV to evaluate model performance.

_
Veldaton flder pth _\

validation_folder
Pair 14/200

Pairs CSV path

pairs_val.csv

Figure 5.4.20 Showcase the in-app screenshot of images uploading to Model Validation tab
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Evaluation and Testing of the Siamese Model

Deploy
Verlflcatlon Validation Report
Accuracy Precision Recall F1 Score
0.6000 0.9167 0.2200 0.3548
Single Comparison
Batch Testing FAR (False Accept) FRR (False Reject) EER AUC-ROC
Auto Pairing 0.0200 0.7800 0.3200 0.7684
® Model Validation
Match Threshold
Confusion Matrix
Validation folder path
Pred: Same Pred: Different
validation_folder
Actual: Same 22 78
etz CsYpath Actual: Different 2 98
pairs_val.csv
Deploy }
e . Confusion Matrix
Verification
Pred: Same Pred: Different
Actual: Same 22 78
Actual: Different 2 98

Single Comparison
Batch Testing

utobeiing Distance Distribution
® Model validation

Ground Truth

Match Threshold
080

Validation folder path

validation_folder

10 15 10
Pairs CSV path

Distance (binned), x

pairs_val.csv

Deploy  §

o a FAR vs FRR Curve
Verification

Single Comparison
Batch Testing
Auto Pairing

® Model Validation

Match Threshold

Per-Pair Results

Validation folder path

Figure 5.4.21, 5.4.22, 5.4.23 Showcase the in-app screenshot of the reporting and analysis
done in Model Validation tab
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5.5 Implementation Issues and Challenges

This section delineates the technical hurdles encountered during development, transitioning
from a theoretical architecture to an operational edge-native mobile application required
navigating unexpected build environment volatilities, extensive manual data curation, and
complex machine learning discrepancies. The following subsections detail the primary

hurdles encountered during the system's implementation.

5.5.1 Build Environment Volatility and Configuration Management

A persistent technical challenge encountered during the mobile application development
phase was the instability of the native Android build environment. Specifically, the
application encountered recurrent prebuild errors associated with the local.properties

configuration file.

Within the React Native ecosystem, the local.properties file plays a crucial role in defining
local environment variables, including the path to the Android SDK essential for compilation.
However, during the automated prebuild process, a prerequisite for linking native hardware
modules such as the Vision Camera and Fast-TFLite libraries, the execution scripts
repeatedly overwrote or entirely deleted this file. This engendered a volatile Continuous
Integration/Continuous Deployment (CI/CD) cycle, wherein subsequent builds failed due to
missing SDK references. Mitigation necessitated extensive debugging of the build scripts to
identify auto-generation conflicts and the enforcement of rigorous configuration management

protocols to ensure the persistence of environment variables across native compilation cycles.

5.5.2 Logistical Bottlenecks in Proprietary Dataset Curation

Developing a specialized semantic building recognition model required a dataset reflecting
the architectural homogeneity of Malaysian residential areas. With no suitable open-source

datasets available, a proprietary dataset was curated from scratch.

Data acquisition was highly resource-intensive, involving in-situ photography of hundreds of
unique structures in the Kampar district under varied lighting, angles, and distances, followed

by sorting, cleaning, and manual annotation for the Neural Architecture Search pipeline. This
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process consumed a large portion of the project timeline, underscoring the logistical

challenges of custom computer vision in niche domains.

5.5.3 Domain Shift and the Semantic Gap in Operational Testing

The most critical machine learning challenge occurred during the evaluation of the Siamese
Neural Network. Following the initial training phase, the model exhibited high accuracy on
validation datasets but suffered a severe degradation in performance during simulated
real-world operational testing. Analysis revealed this failure was caused by a phenomenon

known as Domain Shift.

The initial dataset used clean, unobstructed photos of building exteriors and foyers. In
real-world POD scenarios, images include "operational noise," such as the delivery parcel
and driver's hand. As the Siamese Network was not trained on these occlusions during
contrastive learning, it failed to generate accurate 128-dimensional structural embeddings,

misclassifying identical buildings.

This domain shifting between the sterile training data and operational conditions halted
deployment. Mitigation required revising data collection with deliberate "object injection" to

retrain the network, enabling it to ignore noise and focus on permanent architectural features.

5.6 Concluding Remarks

The implementation phase of the "Standalone Package Delivery Verification" system
represents a critical milestone in bridging the gap between theoretical architecture and a
functional, real-world application. Throughout this chapter, the transformation of the project
from high-level design into a cohesive ecosystem comprising mobile edge computing and
cloud-based management has been detailed. By leveraging the Expo Application Service and
React Native, the development successfully navigated the complexities of cross-platform

deployment while maintaining the performance required for real-time computer vision tasks.

The integration of the various system operations, ranging from the dual-layer overlay and
barcode OCR to the sophisticated Geolocation Gating Algorithm, demonstrates a
multi-layered approach to delivery security. A significant achievement in this phase was the

successful deployment of the TensorFlow Lite building detection model for edge-side
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processing, ensuring that visual verification occurs instantaneously on the driver's device.
Furthermore, the implementation of EXIF metadata injection logic and the Siamese Network
for temporal image validation provides the system with a "data-centric" security layer,

making the Proof of Delivery records both tamper-evident and geographically verifiable.

While the development journey faced significant implementation challenges, such as build
environment volatility and the semantic gaps inherent in training models on proprietary
logistical datasets, these hurdles were overcome through iterative refinement and robust
configuration management. The resolution of these issues has resulted in a stable system
ready for empirical scrutiny. With the implementation of the core capture modules, backend
synchronization via Supabase, and the evaluation interface now complete, the project moves
forward into Chapter 6. The subsequent phase will focus on rigorous lab evaluations and live
field testing with GDEX to quantify the system's accuracy, latency, and overall efficacy in

reducing delivery disputes.
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CHAPTER 6 System Evaluation, Field
Testing, and Discussion

This section describes the verification to test the integrity and accuracy of the metadata

injected, as well as the overall system stability.

6.1 Verification of the EXIF Tags

The verification of EXIF tags is done via an external website onlineexifviewver.io to read on

the image metadata saved from the proposed application.

The figure below illustrates that the uploaded photograph has been successfully embedded
with the EXIF tags generated by the system. The areas of interest, highlighted in blue,
correspond to the GPSLatitude and GPSLongitude tags embedded within the image's EXIF
data. These GPS coordinates were subsequently entered into Google Maps to verify the
precise location referenced, as depicted in the search results below, which exactly match the

site where the delivery image was captured. This demonstrates the accuracy and reliability of

the EXIF geolocation tags.
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Figure 6.1.1 Shows the interface of the external website that read image EXIF data
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6.2 System Assessment

Based on the preliminary deployment testing on an actual Android device, the system are

assessed as shown:

Performance: The Geolocation Gating algorithm operates smoothly with minimum
overhead. Although the application requires 2-3 seconds to “warm start” the GPS, it is
neglectable and does not hinder operation efficiency. The injection of EXIF metadata is

instant, and local persistence storage of the image is smooth.

Usability: The Dual-Layer Overlay design is intuitive and visually appealing. It successfully
provides a robust structured framework when capturing proof images. The visual feedback
(Red/Green/Yellow) according to geolocation accuracy is intuitive, and the text hints overlay

allow users to fully understand the functionalities without reading complex error messages.

Stability: The mobile application maintains a consistent frame rate (60fps) during the active
camera preview, validating the decision to develop this system in React Native’s Native

Modules environment.

6.3 Lab Evaluation of the Building Detection ML
Model

Following the completion of the Neural Architecture Search (NAS) and fine-tuning pipeline,
the model’s classification efficacy was empirically evaluated before deployment. The
evaluation was conducted on a dataset of 578 total images, rigorously segmented into 463

training images, 58 validation images, and 57 test images.

6.3.1 Mathematical Evaluation Metrics

To quantify the model's reliability, performance was measured using two primary evaluation
metrics: Precision and Recall. In the context of a Zero-Trust logistics system, these metrics
dictate the balance between operational security (avoiding fake deliveries) and operational

convenience (avoiding driver frustration).
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Precision mathematically defines the proportion of positive identifications that were actually

correct, minimizing False Positives:

True Positives

Precision =
True Positives + False Positives

Recall mathematically defines the proportion of actual positive instances that the model

correctly identified, minimizing False Negatives:

True Positives

Recall =

True Positives + False Negatives

6.3.2 Performance Results and Confusion Matrix Analysis

The fine-tuned architecture demonstrated exceptional predictive capability, achieving an
Average Precision (PR AUC) of 0.998 and a minimal Log loss of 0.114. At the baseline
confidence threshold of 0.5, the model established a highly balanced equilibrium, recording a
Precision of 96.5% and a Recall of 96.5%.

> Evaluation details

Confidence threshold @ )1 0.5

i ] If you update any labels, train a new model version to get an updated evaluation.

All labels

Average precision 0.998 Precision-recall curve @ Precision-recall by threshold @
@

Precision @) 96.5%

Recall 7) 96.5%

Created 5 Apr 2026, 03:08:48

Total images 578

100% ~ 100%

Training images
Validation images

Test images

Figure 6.3.1 The evaluation details report shown in Google Vertex Al Platform
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Further analysis of the Confusion Matrix confirms the model's robustness against the injected

environmental noise. When  presented with  valid architectural  structures
(building_detected), the model successfully classified them with 98% accuracy,
yielding a negligible 2% false negative rate. Conversely, when evaluating true negative
environments (No_building), the model successfully rejected 93% of the instances, with

only a 7% false positive rate. This proves the model successfully learned to isolate permanent

architectural features rather than relying on the augmented delivery parcels.

Confusion matrix @ ftemcounts ¥

A confusion matrix shows how the model has classified each label in the evaluation dataset. The blue, bold cells i data item is moved to the dropped column if it does not meet the confi threshold for any label

>
&
o

True |abel

no_building

building_detected

Figure 6.3.2 Confusion matrix of the Building Detection model

Prior to initiating the edge quantization pipeline, the fine-tuned architecture was temporarily
deployed to a Google Vertex Al cloud endpoint. This facilitated a rigorous qualitative
verification phase utilizing the platform’s "Deploy and Test" interface. The objective of this
phase was to manually stress-test the model’s heuristic boundaries by ingesting novel, unseen

visual payloads that deliberately mimic ambiguous operational edge cases.

6.3.3 Cloud Endpoint Deployment and Qualitative Edge-Case

Verification

Prior to initiating the edge quantization pipeline, the fine-tuned architecture was temporarily
deployed to a Google Vertex Al cloud endpoint. This facilitated a rigorous qualitative
verification phase utilizing the platform’s "Deploy and Test" interface. The objective of this
phase was to manually stress-test the model’s heuristic boundaries by ingesting novel, unseen

visual payloads that deliberately mimic ambiguous operational edge cases.

To empirically validate the model's semantic understanding, four distinct spatial

configurations were manually tested:

Baseline Exterior (True Positive): shown in Figure below
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Test your model

a {} - ] = Filter Filter [abels
no_building . = 0.042

building_detected = 0.958

Figure 6.3.3 Front facing housing and performance of the model

An unobstructed image of a frontal housing facade. The model correctly computed a
high-confidence (0.958) building_detected probability, verifying its baseline capacity

to recognize macro-architectural topologies.

Micro-Environment (True Positive):

e = Filter Filter labels

no_building - = 0.060

building_detected = 0.940

Figure 6.3.4 Performance of the model on half housing and half foyer
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= = Filter Filter labels

na_building

building_detected

Figure 6.3.4 Performance of the model on building foyer

Image of a structurally confined interior foyer. The model successfully classified this as
building_detected, proving it does not strictly rely on exterior perimeter gates to

validate a delivery location.

Broad Environmental Vista (Clean Negative):

a @ £ - I = Filter Filter labels
no_building  —

building_detected ———

Figure 6.3.5 Performance of the model on a clear sky, road view Image

A wide road view dominated by sky, containing only distant, incomplete building geometries.
The model successfully rejected the payload (no_building), demonstrating its ability to

penalize fragmented background structures and prioritize immediate foreground architecture.

Artifact Isolation (Hard Negative):
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& = Filter Filter labels

no_building

building_detected =

Figure 6.3.6 Performance of the model on non-building architecture

A close-up image of a standalone trash receptacle situated immediately outside a building.
The model correctly classified this as no_building. This was a critical security validation,

proving the network isolates complete architectural semantics rather than being

mathematically triggered by isolated, generic man-made textures.
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6.4 Evaluation and Testing of the Siamese Model

With referring to Figure 5.4.21, 5.4.22, 5.4.23, the Siamese network was evaluated against
the curated validation dataset using the custom diagnostic dashboard. To establish a baseline
security posture, the initial Euclidean distance threshold was strictly configured to 0.80. At
this threshold, the model demonstrated exceptional defensive capabilities, yielding a
Precision of 0.9167 and a False Accept Rate of precisely 0.0200. The confusion matrix
confirms that out of 100 negative pairs, the model successfully rejected 98 pairs. This proves

the architecture is highly resistant to fraudulent delivery spoofing.

However, this aggressive security configuration introduced a significant operational trade-off.
The strict 0.80 threshold resulted in a high False Reject Rate of 0.7800 and a low Recall of
0.2200, successfully matching only 22 of the 100 positive pairs. As visualized in the distance
distribution histogram, the natural variance of identical buildings frequently produces
distance scores higher than 0.80. In a real-world deployment, this strict cut-off would cause

high driver friction by rejecting valid Proof of Delivery captures.

To resolve this imbalance, the evaluation utilized the Equal Error Rate to determine the
mathematically optimal decision boundary. The system recorded an EER of 0.3200 and an
overall AUC-ROC of 0.7684, indicating acceptable model separability despite the extreme
architectural homogeneity of the Kampar dataset. Crucially, the diagnostic system calculated
the optimal operational threshold to be approximately 1.0321. Shifting the production
deployment to this optimized threshold will significantly reduce the FRR, resolving the

operational bottleneck while maintaining a scientifically defensible security boundary.
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6.5 Live Operational Field Testing with GDEX

6.5.1 Objectives of Field Testing

The primary objective of this field test was to validate the "Delivery Pod" verification
system's pipeline performance measures in a real-world scenario. While theoretical testing
established the baseline functionality of the Machine Learning (ML) model and EXIF
metadata extraction, physical validation was strictly required to test the algorithm against
real-world anomalies. Specifically, the test aimed to evaluate the system's resilience to
dynamic lighting conditions, GPS inaccuracies, and variable network latency during transit.
Furthermore, the data collected served as a critical "Proof of Concept" (POC) dataset to tune

the error threshold of the Al model.

6.5.2 Operational Scope & Logistics

The field test was conducted in formal collaboration with the GDEX Kampar Branch. The
observational ride-along took place on April 25, 2026, operating from 09:00 to 13:00. The
delivery route initiated in Kampar, Perak, and extended to Tapah, Perak, covering a mix of
urban and semi-rural network coverage zones. Over the four-hour operational window, a total
of 22 out of 27 parcels were successfully delivered and processed through the testing
pipeline. The remaining five parcels failed delivery due to circumstances unrelated to the
system, but attributable to standard GDEX operational procedures. The testing environment
was maintained with 100% self-sufficiency; all necessary testing devices, power banks, and
independent mobile network hotspots were independently provisioned to avoid reliance on

GDEX hardware.

6.5.3 Execution Methodology & Protocols

Edge-Case Anomaly Mitigation Strategies

To accommodate unforeseen circumstances without hindering industry operations, a
dedicated “Field Testing Mode” is activated by a continuous triple tap on the 'GPS Accuracy
Label' in the Capture Screen. This mode bypasses all verification gates, including GPS

Accuracy and Building Detection confidence scores. However, it logs additional data such as
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upload latency, GPS time-to-fix, battery level, and more in the backend for later performance

analysis (detailed database design described in Chapter 4).

e To prevent hallucinations in the Building Detection model, a “Ground Truth Option”
is implemented (shown in the figure below), presenting a Yes/No option after each
capture to confirm a building is present.

e To prevent unforeseen barcode undetectable issues, but in order to not hinder the
operation, a sample consignment note is prepared, with a fixed parcel id:

‘CN25000907029°, the sample is shown in Figure 4.4.1

Triple tap to activate .,
field test mode

it g

Ground Truth Annotation

Yes, Building No Building

Pop-up options for
Ground Truth input

Scan parcel barcode to unlock capture

Figure 6.5.1 The ground truth options after capturing in Field Test mode
Safety Protocols and Conduct cater to GDEX SOP

To ensure zero disruption to operational efficiency, the testing was conducted under strict
non-interference and safety protocols, with the researcher acting solely as a passive observer.

At each of the 27 delivery nodes, the prototype executed a straightforward validation loop:
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1. Target Acquisition: The device was pointed at the target building.

2. Verification: The Al evaluated and verified the building exterior.

3. Data Capture: An optical barcode scan was performed. To maintain strict privacy
boundaries, the system was programmed to capture and process only alphanumeric
data strings; no images of consignment notes, airway bills, or customer details were
recorded.

4. Synchronization: The captured EXIF location data and alphanumeric strings were
synced to the backend database.

5. Iteration: The system reset to proceed to the next delivery node.

6.5.4 System Performance

Evaluation criteria Deploy

Building confidence threshold:
0.80
GPS accuracy threshold: 10 m

e —— Delivery PoD Telemetry Dashboard

threshold: 1000 ms
Map click tolerance: 12 m Field-test analysi delivery verification using bu and EXIF metadata

Visible records Upload success Labeled cases Building accuracy Overrides

Filters 22 100.0% 22 63.6% 8

Captured date range
2026/04/25 - 2026/04/25 Field-test summary: 22 records are currently visible after filtering. The fixed evaluation criteria remain constant for reproducible analysis: confidence > 0.80, GPS <
10 m, and upload latency = 1000 ms flagged as anomalous.

Search tracking number
Map &Node Explorer ~ Quality Analysis Raw Records

Evaluation criteria

Building confidence threshold:

0 Map & Node Explorer  Quality Analysis  Raw Records

GPS accuracy threshold: 10 m

Upload latency anomaly Operational performance Temporal trends

threshold: 1000 ms

Mean edge processing Mean upload latency Mean GPS accuracy

27019ms 93367Tms  3.61m

Map click tolerance: 12 m

Filters

Captured date range OLLEiE LT

2026/04/25 - 2026/04/25 Upload success rate 100.00%

Override rate 36.36%

Search tracking number
Median GPS accuracy (m) 349

Mean model confidence 80.24%
Status category Mean end-to-end time (ms) 110887 ms

Correct x Mean edge processing (ms) 27019 ms

| Overridden x
Academic interpretation

Upload result

® All This dashboard is designed to present the field test as a reproducible validation
Successful only study. The focus is on operational latency, geolocation quality, building-detection
Failed only performance, and evidence traceability across the delivery route.

Building detection Send element @

@ A

Figure 6.5.2, 6.5.3 showcase the report data captured on Field Test

The overall synchronization success rate was determined by the proportion of successfully

uploaded records to the total number of captured delivery events. This metric assesses the
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system's ability to reliably transmit delivery evidence under real-world mobile network

conditions.
To evaluate operational responsiveness, the following aggregate metrics were examined:

e Mean upload latency

e Median upload latency

e 95th percentile (P95) upload latency
e Mean edge-processing duration

e GPS acquisition duration

e EXIF writing duration

The P95 upload latency metric was included to gauge worst-case performance under field
conditions. Unlike mean latency, it captures high-latency outliers that could impact usability

during real courier operations.
The edge-processing duration was calculated as:
where:

e s the barcode scanning duration,
e is the image capture duration,

e is the EXIF metadata writing duration.
System Performance Analysis
Analysis of 22 field-test records confirms system stability with full synchronization.

e Upload Success Rate: 100% (all records synchronized)

e Human Overrides: 8 cases (36.36% rate), due to ambiguous conditions
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Building Detection

Evaluation criteria
Overview Map & Node Explorer Raw Records

* Building confidence threshold:
0.80

Building detection evaluation GPS, confidence, and latency quality

GPS accuracy threshold: 10 m
Upload latency anomaly Accuracy: 63.6% - Precision: 100.0% - Recall: 63.6% - F1-score: 77.8% GPS within threshold Latency anomalous High confidence

threshold: 1000 ms
Building Detection Confusion Matrix 100-00/0 100-00/0 63-60/0

Map click tolerance: 12 m

GPS Accuracy Distribution

Filters
Captured date range Actual True

2026/04/25 - 2026/04/25

Search tracking number

Status category Actual False

Correct x
6
Overridden x GPS accuracy (m)
Predicted True Predicted False
Upload result

® All

GPS accuracy threshold: 10 m
KPI table

Upload latency anomaly

threshold: 1000 ms
Indicator Result

Map click tolerance: 12 m
Upload success rate 100.00%
- i 24%
Filters Mean confidence 80.24%
Median confidence 85.55%
Captured date range

Mean GPS accuracy 361m
2026/04/25 - 2026/04/25

Median GPS accuracy 349m

arch tracking number
el Mean edge processing 27019 ms
Mean end-to-end latency 110887 ms
S Override rate 36.36%

Labeled agreement rate 63.64%

Figure 6.5.4, 6.5.5 showcase the Confusion Matrix and KPI table of the data captured in
Field Test

The building-detection component was evaluated using the logged prediction outputs and

manually verified ground-truth labels collected during the field test.
The following metrics were analyzed:

e Model confidence score
e Building detection result
e Ground-truth building label

e Human override occurrence
A confusion matrix was used to evaluate classification performance through:

e Accuracy: 63.64%

e Precision: 100% (0 false positives)
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e Recall: 63.64% (8 false negatives)
e Fl1-Score: 77.78%
e Confusion Matrix: 14 TP, 8 FN, 0 FP, 0 TN

Confidence Scores

e Mean: 0.8024
e Median: 0.8555
® 63.64% > 0.80 threshold

Processing Times (ms, Mean)
Several operational observations were identified during the experiment:

e GPS accuracy fluctuated depending on environmental conditions and vehicle
movement.

e Upload latency varied according to network availability during transit.

e Low-confidence detections occasionally required human override validation.

e The metadata logging pipeline remained consistent throughout the field test.

GPS Accuracy (m)

. apclc lolerance:
- Stop  Deploy

Filters
Selected node

Captured date range

2026/04/25 - 2026/04/25
MY40676249383

Search tracking number a

Record #4

Tracking: MY40676249383 \ P e

Time: 2026-04-25 09:48:12
Status category Status: Overridden

iman Bkt

Confidence: 75.0%
| Correct x | GPS accuracy: 423 m 4.208883 101.262886

Overridden

Upload latency: 15193 ms

»w Vo Tamm!lor ~
Tam: m‘l and

" Overridden x

Uttt 75.00% - Low 4.23m - Within threshold

® Al

Failed only - 15193 ms - Anomalous

Building detection
® Al
Detected
Not detected

Kampun, o Jalan Topy 1 -
Successful only Ty ‘

7616 ms 23630 ms /31185 ms
Show override records only

Qualitybands

Choose options

Figure 6.5.6 showcase the interactive map tailored for analysis of the Field Test route
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GPS reliability was assessed using the recorded gps_accuracy_metres values. Lower

GPS accuracy values indicate stronger positional precision and greater confidence in delivery

location verification:

e Mean: 3.61
e Median: 3.49
o 100% within 10m threshold

Overall: Reliable sync & GPS; moderate building recall; optimize upload latency.

6.5.5 Limitations and Future Improvements

Despite the successful results above, several edge cases and anomalies were identified that

warrant improvements in future iterations:

e The barcode scanner fails if the barcode is upside down.

e Building confidence scores drop low when people stand in front of the camera or
house.

e Consignment notes with imperfect barcodes are often undetectable; closer shots
resolve this but lack the snappiness of scanning perfect barcodes.

e The system currently processes only single parcels; support for multiple consecutive

scans in the same batch is unavailable.
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CHAPTER 7 Conclusion and

Recommendation

7.1 Conclusion

The last-mile delivery sector currently faces a significant "trust gap" due to the limitations of
traditional Proof of Delivery systems. Conventional methods often rely on unstructured
photographs and manual review of the POD images, which are susceptible to fraud and
frequently fail to resolve customer disputes. This project successfully addressed these
challenges by developing a standalone package delivery verification system that leverages

forensic-style data extraction and advanced Computer Vision.
The project achieved its primary objectives through a multi-phase development approach:

e System Architecture: Using React Native and the Expo Application Service, a robust
POD system was developed. The implementation of an Offline-First Architecture
ensures that delivery personnel can capture evidence even in areas with poor
connectivity, with data stored in local persistence before syncing to the Supabase
cloud infrastructure.

e Metadata Integration: A core contribution of this work is the Geolocation Gating
Algorithm and the Client-Side EXIF Metadata injection module. By embedding
geolocation data and timestamps directly into the image file’s metadata, the system
creates a tamper-evident record that serves as a more robust legal proof than a
standard image file.

e Computer Vision & Deep Learning: The system successfully integrated a Building
Detection model optimized via Neural Architecture Search for edge deployment.
Furthermore, the implementation of a Siamese Twin Architecture allows for temporal
image validation, ensuring that the delivery environment matches historical records or
pre-delivery staging.

e Operational Validation: Field testing conducted with GDEX demonstrated that the
integration of a Dual-Layer Overlay and automated verification significantly reduces

the ambiguity of delivery photos. The qualitative and quantitative results from
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Chapter 6 confirm that these technical interventions effectively bridge the credibility

gap between courier companies and consumers.

In summary, this research demonstrates that combining computer vision with deep metadata
extraction provides a scalable, forensic approach to delivery verification that strengthens

customer trust and operational accountability.

7.2 Research Limitations

While this project successfully demonstrates a multi-layered approach to delivery
verification, there are specific technical and operational boundaries that define the current
reach of the research. These limitations provide the context for the system's current

performance and its future transition to an industrial tool.

7.2.1 Proof of Concept Status of the Siamese Network

A primary limitation of the current research is the deployment status of the Deep Learning
Cross-Temporal Location Verification module. Although the Siamese Twin Architecture is
fully functional, having been trained on a dataset of approximately 1,000 pairings from 100
distinct terrace housing units, it currently operates as a Proof of Concept. This module is
implemented as a functional independent Web UI rather than being integrated directly into
the mobile application's edge layer. Consequently, the high-dimensional feature distance
calculations required to verify current POD images against historical baselines are conducted

in a controlled environment to demonstrate technical feasibility.

7.2.2 Dependency on Historical Data and API Integration

The "Grounding Infrastructure" developed in this project links EXIF metadata as a foreign
key to query historical records; however, the system does not yet feature Real-Time Live
Database Integration. Full operational autonomy requires seamless access to GDEX’s
proprietary historical database, which encompasses millions of records across diverse
geographical regions. Because this level of API access was out of scope for the current
research phase, the system cannot yet autonomously trigger a "verified" or "rejected" status

during an active delivery without human oversight.
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7.2.3 Geographic and Environmental Constraints

The current building detection and Siamese models are optimized specifically for residential
environments, specifically terrace housing within Malaysian residential areas. This focus
allowed for high accuracy within the defined scope but means the system is not yet prepared
for a nationwide industrial rollout that would include high-rise apartments, industrial zones,
or rural areas. The "Semantic Gap" and domain shift inherent in these varying environments

remain a challenge that requires more diverse datasets for future mitigation.

7.2.4 Path to Full Autonomy

Currently, the system serves as an evidentiary tool rather than a fully autonomous
decision-maker. While the Siamese Network can confirm if a delivery location matches a
historical baseline to prevent misdeliveries [11], the "Fully Autonomous" trigger, where the
Al independently authorizes a delivery drop is treated as a demonstration of potential.
However, the architecture is designed to be highly scalable. Further collaboration with GDEX
to integrate their proprietary historical data will allow this proof of concept to be transitioned

into a live, mobile-integrated action in a very short timeframe.
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APPENDIX

Poster

UT

UNIVERSITI TUNKU ABDUL RAHMAN

PROBLEM STATEMENT

Objective and Scope

* Standardize Data Acquisition: Deploy a structured Dual-
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Exchangeable Image File Format (EXIF) pipeline to

embed high-precision geolocation and temporal data

directly into the image header

Automate Location Verification: Mitigate mistaken
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This architecture introduces a paradigm shift in logistics, moving
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While EXIF data, Convolutional Neural Networks, and Siamese
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Architectural Synthesis. By fusing these layers into a single

pipeline, we virtually eliminate tampering risks and lay the

foundational infrastructure required for the future of fully
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deliveries by developing a Siamese Deep Neural Network

to automatically compare real-time delivery photos

against historical baseline images

The Zero-Trust Pipeline:
Features & Solutions

o

Access

. Demney
p—
—

Detivery Driver

@l

Metadata Builder
i —————

0 injector
695 4 UTC Timestamps.

4y supabase

- Edge !/ On-Device
-Processing!th
@ cioud service
@ oatabase

@ cate / Security

Aertaciing sumber |
Oisiay P00 | S—
« Viewan Google Mags | | Retuen View

LAYER 3 - Presentation Layer (Web)

Vercel Deployment | Streamiit | Recipient-Facing

POD Landing Page

« Download

By: CHOW YONG XIANG
BACHELOR OF COMPUTER SCIENCE

Bachelor of Computer Science (Honours)

N
a8eg Buipue pusg

Parcel
Recipient

Edge-Native Semantic Gatekeeper (Building
Detection)

The Feature: A quantized MobileNetV3 deep

learning model runs natively on the driver’s

mobile CPU to actively scan the camera
feed.

How it Solves the Problem: It completely
prevents the capture of erroneous data
(e.g., photos of the ground). The system
mathematically validates the presence of

architectural elements before allowing the

photo to be taken

Geolocation Gating & EXIF Metadata Injection

* The Feature: Adaptive GPS tracking
enforces a high-precision capture radius
(<10m). The coordinates and UTC
timestamps are permanently burned into
the photo's EXIF header.

How it Solves the Problem: Elevates the
photo into mathematically verifiable
evidence that resists the ambiguities of
traditional systems, shutting down
fraudulent customer claims

Cross-Temporal Visual Geofencing (Siamese
Network)

¢ The Feature: A twin-tower neural network
calculates the high-dimensional feature
distance between the live PoD image and
historical records of the same GPS
coordinate.

How it Solves the Problem: Creates an
infinitely scalable verification loop that
detects misdeliveries autonomously,
replacing resource-intensive manual image
auditing

.
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Interfaces

EXIF Metadata TypeScript Interfaces - exif.types.ts

EXIFMetadata {

DateTimeOriginal?: string;
DateTimeDigitized?: string;
DateTime?: string;

GPSLatitude?: number;
GPSLongitude?: number;
GPSAltitude?: number;
GPSAltitudeRef?: number;
GPSHeading?: number;
GPSSpeed?: number;
GPSDateStamp?: string;
GPSTimeStamp?: string;

Make?: string;

Model?: string;
Orientation?: number;
XResolution?: number;
YResolution?: number;
ResolutionUnit?: number;

ImageWidth?: number;
ImageHeight?: number;
ColorSpace?: number;
PixelXDimension?: number;
PixelYDimension?: number;

ExposureTime?: number;
FNumber?: number;
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ExposureProgram?: number;
ISOSpeedRatings?: number;
ExposureBiasValue?: number;
MeteringMode?: number;
Flash?: number;

FocalLength?: number;
FocalLengthIn35mmFilm?: number;

WhiteBalance?: number;

Software?: string;
Artist?: string;
Copyright?: string;

EXIFProcessingResult {
success: boolean;

metadata: EXIFMetadata |
error?: string;

Location Related Interface - location.types.ts

LocationCoordinate {
latitude: number;
longitude: number;
accuracy: number | ;
altitude: number | ;
altitudeAccuracy: number |
heading: number | ;
speed: number |
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timestamp: number;

LocationWatcherOptions {
accuracy?: | |

5
timeInterval?: number;
distanceInterval?: number;

LocationWatcherState {
coordinate: LocationCoordinate |
isLoading: boolean;
error: Error | R
isWatching: boolean;

LocationPermissionStatus {
granted: boolean;
canAskAgain: boolean;
status: |

/Utils

// api.ts
* FileSystem
{ EXIFMetadata }
{ supabase }
{ hashImageFile }

CapturePayload {
photoUri: string;
location: {
latitude: number;
longitude: number;
accuracy: number |
altitude: number |
timestamp: number;
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exif: EXIFMetadata |
accuracyStatus:
trackingNumber: string;

sendToAPI(payload: CapturePayload):
Promise<void> {

{

imageHash = hashImageFile(payload.photoUri);

fileBase64 =
FileSystem.readAsStringAsync(payload.photoUri, {
encoding: FileSystem.EncodingType.Base64,

})s

fileName = ${Date.now()} ;
{ data: storageData, error: storageError } =
supabase.storage
. from( )
.upload(fileName, decode(fileBase64), {
contentType: c
upsert:

})s

(storageError)
${storageError.message} );

{ data: urlData } = supabase.storage
. from( )
.getPublicUrl(storageData.path);

imageUrl = urlData.publicUrl;
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{ error: dbError } =
supabase.from( ).insert({
image url: imageUrl,
image_hash: imageHash,
latitude: payload.location.latitude,
longitude: payload.location.longitude,
altitude: payload.location.altitude,
gps_accuracy _metres: payload.location.accuracy,
captured_at:
Date(payload.location.timestamp).toISOString(),
accuracy_status: payload.accuracyStatus,
tracking_number: payload.trackingNumber,

})s

(dbError) Error(
${dbError.message} );

console.log(' V@ , imageUrl);
(error) {
console.error( , error);

error;

decode(base64: string): Uint8Array {
binaryString = atob(base64);
bytes = Uint8Array(binaryString.length);
( i =0; i < binaryString.length; i++) {
bytes[i] = binaryString.charCodeAt(i);

bytes;
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